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EIE1 D AINERER

1R LUTE “boot_recovery -partner #1477 ONTAP 9 ° 16.0 KEHhRASHI ASAR2 & HERAGS « ®EE
BAEEER ONTAP &G (BRI%IRRSER) -

a2 Al
BT ENR L FItE BRI IRRSSRIGHT « [METE Loader IRMF T FEEI T B MRAEER :

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
MREFZLAS ~ BIAZRIER ONTAP BRI

HER
1. 1£ Loader $#2/"F7TH ~ BA boot_recovery -PARTNER &< ©

EEE TR "Starting boot media recovery (BMR) process press Ctrl-C to abort... X Bia ¥ 1A
o

2. 1 Loader sREASHEZEEFEIFIB W B IBHIT netboot BF nttp://<remote-partner-
IP>:65530/recoverydisk/image.tgz ~ BESiZiEfF ©

MR EITE « "Starting BMR ... SE LG - EFERARERRF °

a. IRAKRELHEEREN « LFEITIHR :
key manager is not configured. Exiting.

b. MNREEEITHE « RIRERE Onboard Key Manager ( OKM )



key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

S ELUSERERER ©

C. MREETINE « RKREREIBEHEIEE (EKM) o FifE EKM EEL TR IRERR

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

BEEHITEERARRMEMNMER « env X + mdb 7 RDB #Y BMR #2fF ©
4. BB TIRSE « RS ENRMEL TN BMR !

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

HIH2 FANESHREERAETER

f&B] LAfEA “boot_recovery -partner $3ECEHIIT ONTAP 9 © 16.0 BeEHhRZASHY ASAR2 & ~ A TEB M+
EIRLIEIR ONTAP MR (FAISIERSIEIR) o

FItAZ Al

B IRIE L AR _ B B B IR AR ERERT « KT Loader IR F T MNEEI Y EMFIEER



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREERLAE - BIBZRIER ONTAP BRI

1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. IRERTE Onboard Key Manager (OKM) -~ & EEFEIT3EmH :

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2. ERTFITHEA y ©

3. BICEIR BRANESEEIERENANZE Enter the passphrase for onboard key
management:

4. BRI TICHETTER  FERBARSTREESNTIEIEE -



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

iR F e ~ EREZITIIRE !

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

S. BEEMITEIEREREMAER « env 2 + mdb 1 RDB #J BMR #2fF ©
ZRTHE ~ RS ENREILUSTHIER °

IR 3 | ERMIEREERAETER

& B LAfEA "boot_recovery -partner $3ECHIIT ONTAP 9 © 16.0 BREEHhRZASHY ASAR2 & ~ A TEB
EIRGEIR ONTAP PR (FASIRRREIR) o

BT AR L Ft% B FRIRRE BRI « I8 &TE Loader IR F T FEEI T B MR



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREEDLEAE ~ BIHEEERE ONTAP B o

HER
1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. MREREIINFEWEEREN (EKM) ~ EREBDTIER !

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

b. MRERTEEREES «FA y °

key manager is configured.
Entering Bootmenu Option 11...

T

Bootmenu Option 11 B2 ~ERAEMAPFER EKM ABRRE ~ LESEFMEILABRSIESR ©

2. EEERTEEA EKM BE
o fizE 1 * KEDENESERVIENA EKM FFEA o [SFEZEA SIS EKM BREHARAERINE o
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3. 1% "Keystore UUID #1 *Cluster UUID' @& IEFE o

a. EEEBMHEIEL L - £/ cluster identity show s S #EEXEESE UUID o

b. FEEEMHEIEE L « £ vserver show -type admin ‘key-manager keystore show -vserver
<nodename>'fp < M ap T HERY Keystore UUID

C. HIRIRTEE - BEA Keystore UUID FI#EEE UUID BIME

AR CNRSERAMBEAER Al RRE B ERSZ LAY Mroot-AK £REUS
Keystore UUID Flg&% UUID o

E&:8 x-NETAPP-ClusterName: <cluster name> #E& UUID Fl "x-NETAPP-KeyUsage:
"MROOT-AK" Keystore UUID B4R « URBREHA ERNEE o

4. BEPER Mroot-AK HREREIERZE ONTAP i o

S. MREFFEERER - LEHITIINE - FERINERZRA Shell :RE eOM !

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

LR R i b b b b b b b b b b dh b e Sh b I i b S b b 2h b b SE b Sb b S S I S S b 2h b b dh b db b 2 db b dE Sb o 2 4

& A TTENTTION &
* *
* System cannot connect to key managers. *
* *

R R e a2 I b b db b IR b db b SR db b S b I Ib b e SR b S b S S b b Sb b 2b b db b db b 2b db b b S i 24

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

/

a. “boot_recovery -partner TERIE IR EIBITEHS ©
b. ERHFARTEHIT (y I n) EKMEIEEF « ;AP EIEE °

75 8 (B mEEE n IR « RS ERMIIERFL -

C. WHMBELEEELUNE /ccfcard/kmip/servers.cfg TR B o EHEURETHIEA ¢
* KMIP {EIARE ikt o
* KMIP 458 o
* Keystore UUID °
* 1} /ccfcard/kmip/certs/client.crt ¥E 224825 A P Ui /&35 o
* 1t /ccfcard/kmip/certs/client.key 1&ZEE AP IR 8 o



* 1t /ccfcard/kmip/certs/ca.pem tEZE# 725 KMIP falR28 CA o

d. ERTRFITHA systemshell ~ IEBIEINBEREA systemshell ©

e. RAMBRBINFEERR T ~ A eOM ~ AHRRIEEMREE

f. EF exit v L WINAER R Shell #5R o

0. MEETIRINAEER o BEGEIR 11 LUEE EKM BIR -

h. [B1% "y T7IRRE « LEHIRRREEAGTAINENSEEH
* 8RB A /ccfcard/kmip/certs/client.crt fEZEMIEZR ? {y/in}
* IEREEA /ccfcard/kmip/certs/client.key FEZEMEAR ? {y/n}
* IR E R /ccfcard/kmip/certs/ca.pem FEZEMEAR ? {y/in}
* fIEREA /ccfcard/kmip/servers.cfg #EZB9EZA ? {y/in}

6. MREWEERER « BIIMERFSEE Y SIHAENEIRS o

B HFEZ 43R 0] NetApp - ASA A1K

tll]ﬁ{q:f"ﬁM]‘E’JRMA?arrFﬁ it~ i PEZ MR EINetApp o W1 "SRG
nﬁ = F‘Fﬁgﬁ °

FEhE
R IREE R T (ERIZ - ASAATK
BRI EAZ S BR R B AR ARG o

o "RBIREAAR R

LR EINRRGEE « CUANERERK -

o "RENENESR"

s AR E R ERA L2 SR EERENSINEHR

e "RAPAR R AYIEHER"

S EFAE

RARISIZ EThAERRAVIERIES - I RiFAUIEHI 2R s @ I sE R IBRVIERI SRR ER AR EEN -

° " AR RS

RAMEEEER IR EREIRES - RRREBIRRLIRES « AR A USB IREJHEERER ONTAP BR{G{EH@E!
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1. 7 ONTAP BEH%INRER A - BEEUEIE 10 .

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. BARFELERE -
"This option must be used only in disaster recovery procedures. Are you sure? (y or n):'y

3. BARERENEREERR -
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. HABNEN - BEEARNSH BEGIN B EAERIARIRFEDER o
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S
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@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o
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* Select option " (1) Normal Boot." to complete the recovery process.
*
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRTZTUARRE o

a2 Al
TEETINENRERIMEIEIREIEREL (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN !
* KMIP falfR2s itk o
* KMIP 8458 o
* WEMEBEEL DA B IR/REEZS /ccfcard/kmip/certs/client.crt 182 o
* RHEMEREREAS A P inE 884 /ccfcard/kmip/certs/client.key 182
* WEMEBEREET KMIP {FAR2S CA #87S /ccfcard/kmip/certs/ca.pem HE2E o

1. 1 ONTAP FHIIhAERPEEEUEIR 11 ©
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o
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* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

TR 2 | e IR B R
TR ERAAREN R MHEFRE - UEEERERTRARIRIEEIRERF

1.
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mEFESHL

MREFESET... RE&...

BEARTR SARITELERG o
EEERIRE. .. a. FAGTEBHERIES o

b. 8 storage REETEE show T ~ HED B IZIEH|SIE E AT AT HIRIE o

B EIEB BB ESIEB MRS « XEA storage BEEFEEIRIEIRIE -fromnode local -only-CFO
-Aggregate true <G BRIEHIZEFREERE ©

° WNREp L EHIRHIEMARR « sABERISIREIEHR « EREIRETHEED - HRWREIEHEIRSLE -
© MRS HEIEBH TR MKAW 55 5 0iE B HAFRRESERHZERY -

° tNERAHNDMP ~ SnapMirrorg{SnapVault JRIZMEN TS EK « sAERIREF o NFEFMEN ~ 552
R EBISXEAIC ©

L5 3 iE ~ RB(EF storage BiE12E show ML IRERIEREARRE o



4. 7% clusterShell IR F » 8 A network interface show -is — home FALSE % » §HARTEH F 12428 /i
HO_ErViEsEEO

MBRBERNESIA false ~ 55 net int fert -vserver cluster -lif _nnodename &% ~ i E LN EERE]
HIFEFER o

S. BEEGBEBEBIRITHIZS « JRBIIT version -v 52 FKIEE ONTAP FRAS o

6. {8 storage encryption disk show tRI#IH ©

7. f£F8 security key-manager key query i < RENHAEFEE LIRS IEMRESS LR SIRER ID
° YR TRESTORED. ##= lyes/truel ~ fERLAESTSANEIRIZR ©

° YR Key Manager type =external #l Restored i = LSMNUERIEER yes/true ~ s5ER
_security key-manager external 2R _ S8 REREREFSEMEIE ID o

()  mReSKM - SEBHEESSIBE o

° Y1R Key Manager type = onboard #l Restored i = LLIMIERIIER yes/true ~ s5{EH
_security key-manager onboard sync an < 2R EL BB EIRL BRI EEE o

£/ security key-manager key query 85< ~ HESOFTABEE £ Restored I = yes/true ©

8 BEEAERERESEBHIEHSE -
9. " "shorage REETEEINIE-fromnode"ih < IREFIZFEHILS o
10. YNRIEHEF storage BIEFEEE modify -node local -auto-I% 5 true e85 ~ FHERBEENNIE

1. YN ERA AutoSupport ~ 551E system Bi% AutoSupport FEIY -node* -type all -message MAIS=end &5
2 BR / MEEEELER -

HHHFEZ 43R [E] NetApp - ASA A1K

MEHFEMAIRMAIS P ~ iEHPEZ4E[EINetApp © Y1 "S{HE S E F R B AE A -
B2EER o

P 2%
EHISRERTERIE - ASAATK
ARER T TERIZ L SR B RIS 25154

o "IRBE R A B EK" o

AR EHERISREE « MR ANESRERK -

e "RAPAR R AYIEH 25

RARASR ETIAE R BRVIERES « fEiIR0N RIFRVIERIZR At I TAE R IBRVIERI TR EIRHEN -
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1. BEEREARRIRTFEITEE) ONTAP ~ FBHiA by ©

TER S | HERDIERIASIARG

EICRENERIRRET « AR SDER R IR FIEH BRARRE o
1 MMREFIREFAEERT (B > 1B7) RS

B~ WA ESHAIEIRT ¢ _halt _
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3. FRFMBERIEHISS TR REFME . 1R - RBENERZEHIZEERARARE | BESRHERE
BEREN _
ERTHET - KEZGEI AL - 5HITHIZSAVAREE o
Takeover
Node Partner Possible State Description
<nodename>
<nodename>- true Connected to <nodename>-P2-3-178.
P2-3-178 Waiting for cluster applications
to
come online on the local node.
AFF-A90-NBC-P2-3-178
<nodename>-— true Connected to <nodename>-P2-3-177,
P2-3-177 Partial giveback

2 entries were displayed.

4. JR[EHEHIES

a. fEEEZRERIRT  BEERBRERISSHERE -
RIS EMEREFAEERMN - W5ThkR o

MRAFRAB R ID FEFMIRREEBRRR ID
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MEN -« F2RE FHIES T VNS RAIERE

7

MRWER ~ CAIUEZERBREGR ©

.

b

a. sERIER - HEED HARCH BB IER  MERILUERE :

N

storage B RIEIE -ofnode_node_name

FEZEA y o

(AN

storage BiE%E show

O. ERRMIEEEMAE ST UNTEER ¢ storage disk show -ownership
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID
DR Home ID Reserver Pool

1.0.0 pod NVME SSD 1

- 0 PoolO0
.1 pod NVME SSD 1
0 PoolO
.2 pod NVME SSD 1
0 PoolO

o P O P O
O O O O O
|
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BNV Eith - ASAA1K
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* YNRITAE SAN &4% » BB EHFEEESIZS SCSI JTI#MEH4ENE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv #EF51ET) SREREIRERE « ZENRLAVPRIARAS  sZERRLAY AT A
MHEARRE ~ AR 2 BIRABVEZEARRE o

SASCSITIH IR AT L S PEV LA ERRS R SRERRAS o (EMIRSREEBU AR « T AEMEEITEI o
* QIREEATEL EREE  BIRELFRI PR - MBREEREIATAY  HRINIHIBET

A B~ FREAERFIERRE - B AEREISRN IS Y AISERIE ; SR s
R o

1. YNSREXA AutoSupport ~ 55U AutoSupport 2RISR BENZEILEZ | system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

T3 AutoSupport B REETRBEZEILZFM/EF | clusterl:> system node autosupport
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invoke -node * -type all -message MAINT=2h
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EIH A RSN E— BB REE -
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EIE1 D AINERER

1R LUTE “boot_recovery -partner #1477 ONTAP 9 ° 16.0 KEHhRASHI ASAR2 & HERAGS « ®EE
BAEEER ONTAP &G (BRI%IRRSER) -

a2 Al
BT ENR L FItE BRI IRRSSRIGHT « [METE Loader IRMF T FEEI T B MRAEER :

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
MREFZLAS ~ BIAZRIER ONTAP BRI

HER
1. 1£ Loader $#2/"F7TH ~ BA boot_recovery -PARTNER &< ©

EEE TR "Starting boot media recovery (BMR) process press Ctrl-C to abort... X Bia ¥ 1A
o

2. 1 Loader sREASHEZEEFEIFIB W B IBHIT netboot BF nttp://<remote-partner-
IP>:65530/recoverydisk/image.tgz ~ BESiZiEfF ©

MR EITE « "Starting BMR ... SE LG - EFERARERRF °

a. IRAKRELHEEREN « LFEITIHR :
key manager is not configured. Exiting.

b. MNREEEITHE « RIRERE Onboard Key Manager ( OKM )
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key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

S ELUSERERER ©

C. MREETINE « RKREREIBEHEIEE (EKM) o FifE EKM EEL TR IRERR

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

BEEHITEERARRMEMNMER « env X + mdb 7 RDB #Y BMR #2fF ©
4. BB TIRSE « RS ENRMEL TN BMR !

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

HIH2 FANESHREERAETER

f&B] LAfEA “boot_recovery -partner $3ECEHIIT ONTAP 9 © 16.0 BeEHhRZASHY ASAR2 & ~ A TEB M+
EIRLIEIR ONTAP MR (FAISIERSIEIR) o

FItAZ Al

B IRIE L AR _ B B B IR AR ERERT « KT Loader IR F T MNEEI Y EMFIEER



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREERLAE - BIBZRIER ONTAP BRI

1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. IRERTE Onboard Key Manager (OKM) -~ & EEFEIT3EmH :

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2. ERTFITHEA y ©

3. BICEIR BRANESEEIERENANZE Enter the passphrase for onboard key
management:

4. BRI TICHETTER  FERBARSTREESNTIEIEE -
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

iR F e ~ EREZITIIRE !

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

S. BEEMITEIEREREMAER « env 2 + mdb 1 RDB #J BMR #2fF ©
ZRTHE ~ RS ENREILUSTHIER °

IR 3 | ERMIEREERAETER

& B LAfEA "boot_recovery -partner $3ECHIIT ONTAP 9 © 16.0 BREEHhRZASHY ASAR2 & ~ A TEB
EIRGEIR ONTAP PR (FASIRRREIR) o

BT AR L Ft% B FRIRRE BRI « I8 &TE Loader IR F T FEEI T B MR



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREEDLEAE ~ BIHEEERE ONTAP B o

HER
1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. MREREIINFEWEEREN (EKM) ~ EREBDTIER !

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

b. MRERTEEREES «FA y °

key manager is configured.
Entering Bootmenu Option 11...

T

Bootmenu Option 11 B2 ~ERAEMAPFER EKM ABRRE ~ LESEFMEILABRSIESR ©

2. EEERTEEA EKM BE
o fizE 1 * KEDENESERVIENA EKM FFEA o [SFEZEA SIS EKM BREHARAERINE o
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3. 1% "Keystore UUID #1 *Cluster UUID' @& IEFE o

a. EEEBMHEIEL L - £/ cluster identity show s S #EEXEESE UUID o

b. FEEEMHEIEE L « £ vserver show -type admin ‘key-manager keystore show -vserver
<nodename>'fp < M ap T HERY Keystore UUID

C. HIRIRTEE - BEA Keystore UUID FI#EEE UUID BIME

AR CNRSERAMBEAER Al RRE B ERSZ LAY Mroot-AK £REUS
Keystore UUID Flg&% UUID o

E&:8 x-NETAPP-ClusterName: <cluster name> #E& UUID Fl "x-NETAPP-KeyUsage:
"MROOT-AK" Keystore UUID B4R « URBREHA ERNEE o

4. BEPER Mroot-AK HREREIERZE ONTAP i o

S. MREFFEERER - LEHITIINE - FERINERZRA Shell :RE eOM !

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

LR R i b b b b b b b b b b dh b e Sh b I i b S b b 2h b b SE b Sb b S S I S S b 2h b b dh b db b 2 db b dE Sb o 2 4

& A TTENTTION &
* *
* System cannot connect to key managers. *
* *

R R e a2 I b b db b IR b db b SR db b S b I Ib b e SR b S b S S b b Sb b 2b b db b db b 2b db b b S i 24

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

/

a. “boot_recovery -partner TERIE IR EIBITEHS ©
b. ERHFARTEHIT (y I n) EKMEIEEF « ;AP EIEE °

75 8 (B mEEE n IR « RS ERMIIERFL -

C. WHMBELEEELUNE /ccfcard/kmip/servers.cfg TR B o EHEURETHIEA ¢
* KMIP {EIARE ikt o
* KMIP 458 o
* Keystore UUID °
* 1} /ccfcard/kmip/certs/client.crt ¥E 224825 A P Ui /&35 o
* 1t /ccfcard/kmip/certs/client.key 1&ZEE AP IR 8 o



* 1t /ccfcard/kmip/certs/ca.pem tEZE# 725 KMIP falR28 CA o

d. ERTRFITHA systemshell ~ IEBIEINBEREA systemshell ©

e. RAMBRBINFEERR T ~ A eOM ~ AHRRIEEMREE

f. EF exit v L WINAER R Shell #5R o

0. MEETIRINAEER o BEGEIR 11 LUEE EKM BIR -

h. [B1% "y T7IRRE « LEHIRRREEAGTAINENSEEH
* 8RB A /ccfcard/kmip/certs/client.crt fEZEMIEZR ? {y/in}
* IEREEA /ccfcard/kmip/certs/client.key FEZEMEAR ? {y/n}
* IR E R /ccfcard/kmip/certs/ca.pem FEZEMEAR ? {y/in}
* fIEREA /ccfcard/kmip/servers.cfg #EZB9EZA ? {y/in}

6. MREWEERER « BIIMERFSEE Y SIHAENEIRS o

T HFE T 143R 0] NetApp - ASA A70 #1 ASA A90

tll]ﬁ{q:f"ﬁM]‘E’JRMA?arrFﬁ it~ PR MR EINetApp o W1 "SRG
nﬁ = F‘Fﬁgﬁ °

FEHE
FMYEREEIA T (ERTZ ¢ ASAA70 1 ASA A90

BRI TIERIZ S SRR B AR EIRAS o

o "RBIREAAR R

LR EINRRGEE « CUANERERK -

o "RENENESR"

s AR E R ERA L2 SR EERENSINEHR

e "RAPAR R AYIEHER"

S EFAE

RARISIZ EThAERRAVIERIES - I RiFAUIEHI 2R s @ I sE R IBRVIERI SRR ER AR EEN -

° " AR RS

RAMEEEER IR EREIRES - RRREBIRRLIRES « AR A USB IREJHEERER ONTAP BR{G{EH@E!

BIAFILREE -
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bootmedia-replace.html
bootmedia-replace.html
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bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html

o "FAE IRIERR R

it ONATP F#IIRERERANES R EERIVERSIMNIZREEREN -

o "R R ERIE G NetApp”
MEHFEMHIRMALS R « iR FEZ R [EINetApp ©

Pt IHAS SEHATE SR - ASA A70 F1 ASA A90
SEHRRIRRS Z A ~ SEMER FHIEK o

* W EBEE — AT EAFATI2RIUSBIRBIMLIR I « URIBEMNREFEE « 75EEM lmage_xxx.tgz) ©
* MERIERESR image xxx.tgz T USB IREIHEIRNE « UEHBTEARERPERS o
* BAAERRERE R R ERFRUTTH R ERSE T -
* AWM IEFERVIZERIRS EER TS BRSS!
° _BAR_1EHISR R MERITHERERIERES o
° _HealthyiZH25 2 RIBIEFIZRHIHAG ERHF -

B EINZ$iE - ASA A70 1 ASA A90

TR ERNER S TR E R NZ S WAGARE Z AT ~ LA IRERIRIEHISSAARE -
FRBEHMIEINEE « URIEEONTAP #HITHAIARZA

MRE=EAME LA « AIRELBRIRPEIRE - MIREERZFIEEAR  NEZHEHRSERS T
B ~ FRTEERMBEINRN « MG AERMARIENERISR ZAEIERE ; F26 "WEREEERD" -

WEZA4 LAY NVE ¢ NSE
AR BTS2 A « KRERI AR TERAZ 2SR EENE LR

BRERRSHEERTELR

1. {8 security key-manager keystore show SR <HERE Key Manager @ B EEIEBIES « MNFHMAEN ~ 52
M "2 eRiRE T BERRTFmE"

@ ROlEE A Hih2iE SRR AR - A8V EFE KMIP ~ ARV M “Gep o MESRELEERIER
PRl e BT IRV ERMEE external onboard ©

° WK RMEAEL ~ 5FA1E "R IERVIES S RIFAR IRENES o
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c MNRGBLETREL « RRAKREE « security key-manager EFEERER Key Manager FHEF]
HREE o

2. f£F8 security key-manager keyquery &< BN ERAFHIEH Key Manager ©
o YNREERFER BMEAIEE ~ B Key Manager external Restored 'true’ J Z 2 RARIXIERVIZEHISZS ©
° 1R Key Manager BETEERE onboard H Restored MBI true ~» (BEEFTER—LEHMIPE o

° YR Key Manager BAMHYEER! external M Restored HETRHARE true » BEERR—LHMD
5% o

° YR Key Manager BEMAIEEE! onboard Ml Restored HEETRHAFRE true ~ BEEBFTR—LLEHMD
B% o

3. iR Key Manager ZETEER! onboard H Restored HEET true ~ AFENHED OKM B ¢
a. ERMIBTCHEER - 5B8A v | set -priv advanced
b. BMAMSUBTREIBEIREN © security key-manager onboard show-backup

c. Efﬁﬁ}ﬁuﬂﬁ’]ﬁmﬁ%ﬁ% FERIERECEME - ERISEREFHIMIEOKMAIKHIBIRF  EREILT

d. &AL 2R 1B RVIEHISS
4. R Key Manager BATRAYEEERY onboard fl Restored IEETHAB TR E true -
a PMAMEZESREERERFEP ™S . _security key-manager onboard sync
@ ERTFTHEA 32 BF THERMF TAESHEIERE - MREARHETEE 3
4% NetApp Z3EEBFY o "mysupport.netapp.com”
b. E§:¥ Restored FAEEREEMAVIEIEET true | security key-manager key query
C. ERsBfARYE R Key Manager B8/ onboard » RAEBFHEHN OKM BEEfl ©
d. MASLURBTEIBEIRENEN - security key-manager onboard show-backup
e. H%’rﬁﬁﬁ%ﬂﬂ’ﬂﬁﬁ?ﬁ% B HEZRTECERIE o E R SE R EFHIREOKMBYKEEBIRH « TR EFEILT

f. uﬁ_rlv(tt%i{ﬂﬁaﬁﬁ?”fﬁlﬁﬁ °
5. N Key Manager ZETRAIEER! external M Restored METHABTAE true -
a. BN SR EIERESREREEETNAMAERNE | [Z2EBEIEREIIMNRE]

WMRALKRE > 5581 NetApp ZEEHDEI4E - "mysupport.netapp.com" ©

b. M52 Restored FAA T EIBAVIEIENEER true  security key-manager key query
C. AL MREARAZIERIIEHISS o

FARAIESIZS - ASA A70 F1 ASA A90

SERUNVESINSETfEZ 8 ~ G ATe I RIBIEHI 2SRRI - RARISURE RIARIHEERIZS -

A ERFRIERIESRES « S RFEHERIZZAUARES « WENBRHZEIEHIES - UERZ RIS EECRIRE
HlSfEEFRERHEN -
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http://mysupport.netapp.com/
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RAREEIE

* YNRITE SAN &47 » BB EHRIEEZESIZS SCSI JTJ#MEHSHENE cluster kernel-service show ©
“cluster kernel-service show @3 < (1t priv #EEET) SREEREIELATE - SZEIRERUPEGKES  SXENRERYR] A
THAREE ~ DUBsZERBLRYEZEAREE ©
FESCSITI R RIEF A FEEEE PR E MBI R IMPEAREE o (ERIFEENBIBER « TRl EEITEIR ©

* MMRBEEMEL EREIR,  BIZBENBRNHEAREE c MIRBEREZIEEAE  RE2HVITHIZIEETR
A MR ~ RAFEERNE2R ~ AEBERRSZENEHIZ 2 IEIERRE ; AR Rz E
BZ" o

1. YN ERA AutoSupport ~ 550U A AutoSupport sLEZRPER EBIEIEZ . system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

T3 AutoSupport Bl REERBEZEILZFM/EF | clusterl:> system node autosupport
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1. 7 ONTAP BEH%INRER A - BEEUEIE 10 .

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. BARFELERE -
"This option must be used only in disaster recovery procedures. Are you sure? (y or n):'y

3. BARERENEREERR -
()  sammems  RATEBETETHA o

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. HABNEN - BEEARNSH BEGIN B EAERIARIRFEDER o
WAL REFIZM R ENTER # o
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
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* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRTZTUARRE o

a2 Al
TEETINENRERIMEIEIREIEREL (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN !
* KMIP falfR2s itk o
* KMIP 8458 o
* WEMEBEEL DA B IR/REEZS /ccfcard/kmip/certs/client.crt 182 o
* RHEMEREREAS A P inE 884 /ccfcard/kmip/certs/client.key 182
* WEMEBEREET KMIP {FAR2S CA #87S /ccfcard/kmip/certs/ca.pem HE2E o

1. 1 ONTAP FHIIhAERPEEEUEIR 11 ©
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

TR 2 | e IR B R
TR ERAAREN R MHEFRE - UEEERERTRARIRIEEIRERF

1.
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mEFESHL

MREFESET... RE&...

BEARTR SARITELERG o
EEERIRE. .. a. FAGTEBHERIES o

b. 8 storage REETEE show T ~ HED B IZIEH|SIE E AT AT HIRIE o

B EIEB BB ESIEB MRS « XEA storage BEEFEEIRIEIRIE -fromnode local -only-CFO
-Aggregate true <G BRIEHIZEFREERE ©

° WNREp L EHIRHIEMARR « sABERISIREIEHR « EREIRETHEED - HRWREIEHEIRSLE -
© MRS HEIEBH TR MKAW 55 5 0iE B HAFRRESERHZERY -

° tNERAHNDMP ~ SnapMirrorg{SnapVault JRIZMEN TS EK « sAERIREF o NFEFMEN ~ 552
R EBISXEAIC ©

L5 3 iE ~ RB(EF storage BiE12E show ML IRERIEREARRE o



10.
1.

£ clusterShell 2R T » i A network interface show -is — home FALSE #5% » 5| A7 E 124 2350 %
HO_ErViEsEEO

MBRBERNESIA false ~ 55 net int fert -vserver cluster -lif _nnodename &% ~ i E LN EERE]
HEERE o
1 EIE B EBETEEBIZEHIZS - SARMIT version -v TS5 L KIRE ONTAP HZs o
fEF storage encryption disk show BRIEIE o
£ security key-manager key query fp < RETEFE TR EIEAMRS LAEEERE® D o

° YN TRESTORED] ##= Tyes/trues - EHAAESEREIRIER ©

° YR Key Manager type =external #l Restored i = LSMNUERIEER yes/true ~ s5ER

_security key-manager external 2R _ S8 REREREFSEMEIE ID o
()  mReSKM - SEBHEESSIBE o

° Y1R Key Manager type = onboard #l Restored i = LLIMIERIIER yes/true ~ s5{EH
_security key-manager onboard sync an < 2R EL BB EIRL BRI EEE o

£/ security key-manager key query 85< ~ HESOFTABEE £ Restored I = yes/true ©

B EERERERESEBHIEHSE -
fEA"shorage A $EF5 & 18 -fromnode"m < R EFIBIEHIES ©
WMNRIET(ER storage BEETEE modify -node local -auto-8% & true S8 %12 ~ BERBEHNE o

YR ERA AutoSupport ~ ;516 system 2% AutoSupport MY -node* -type all -message MAIS=end &
L EBR/ MEBEILERE -

T PEZ 4R [E] NetApp - ASA A70 1 ASA A90

MEMAFEMRIRMAISRERL « iFHFEZHREINetApp © #1 "SRG HEE R RFAEH -
R2RER °

Hae

HFHEFRTERIE ¢ ASAA70 1 ASA A90

Ry TIERIZ D BRE AR o

o "B EARR

AEFREEE - TR ANEREEK -

e " A PAHE I 23

RARAFERIES « IABTEEAE LB THERE ©
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e "B A"

F A BUER BRI IESR « IRIRIEANIERI SR B IRIRAVIEAE T /RS « WASIRIRAVAS AR BHRIRAVIEAS
MEEE B BIFTIEAS

o "SRR B

BRABIAENT HA RS « MR EHRE NetApp ©
FEFEEHATEK - ASA AT0 #1 ASA A90

AT EREMA « I RMFTAESIITH « FIMEESIES /CPU BT ~ IR 1/0
IR AT ~ FEBLHBE TIFRR o

* BRARMKFHFABEEMITHERER ; MRRE - BHERMSIRERFT -
* [WRILITE R ZIRRIPTE ONTAP HRAHEREFEEIREZR o

: ?éq%%ﬁ@#ﬁﬁf?%fﬁﬁ%@gﬁﬁw  NVMe BEBRIEFNIERIZRRAERS ERIHAR T B IREAERIZ NetApp BIFTTT

y fﬁ HKEFREFEEREERE - *HNEHMEE - G EESHMMEREPEL TERIRFEPEFIZ S
RARAIZHI2S - ASA A70 71 ASA A90

IE2 R 2@ AN 2 E0RLIE MetroCluster AR  WIRIEHIRMAME L LRVERRL ~ 5F2R "
gNfel1E 4 EiFAEEE P IIT—(E HA ECEIRYIE R AR o

FAYaZ Al
CHE
* ONTAP A R EIEEFTE ©
* NetApp HREEHREIE (OKM ) REHEMEMEZN (WRERHEMEB NVE/NAE) o
* S{EIEHI2389 BMC 7ZEREES o
* RIEFTB AP | EHFE NetApp R LRIE R o
© H{ESMNEBEMR ITIE
© FMFIENTEMRE o

@ WMNR R4 F{E FabricPool EifE#Y NetApp StorageGRID 3 ONTAP S3 ~ 52 "IE = R
FREF R EITIER" MITIEREF 2 °

@ YNRFEFA SSD ~ 5F2/E "SU490 © (& : Bi#R) SSD REBFHME | MREEBEWEAR -
5A 0 IR PR B REE R A R R

RN REMER :
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