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2RiRAH o
REN B RS T/ RIS AR > ERUARTBI RS EAR A7 o

1 INRITEARIEH ~ FHIERERM o

2. B ERREERS « ABNEBRMESRNTELE -

3. R ERHEEEREERENHANEET AR SEER T RAMEERNSFP WAER) I
IEHHERAVERIE -
R BTEREERET  WEEENRREREEEER « BIEFER -

4. eERISEEPIRHBREIRRE  ABRERE—S -
o. [ MEMIEHERE « AR B RS E N EB M EHF o

RIS R A ST RS o

0 FHTE SRR

9 PR ERTH IR A AE

6. HRHEHI R EAE B TS o
R SRR AR SRR (ISR IR SR AARV/EEE ©

7. R SRS RENTE L
8. {TREAE :
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a. i EREAVHEE R ST SRR T o
b. ERERERIBEETEBA « ABRRHR LEEETE2RMAIE -
9. TR R IEAR P IO RS PRBATIRAS
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12

13
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" BT EaRT

eg [ EEBRE RS « ARICHEIERE

a. T RKERRIGHE GIZE - ERRRIRENBGBMRERKIRALL -
b. 1) LEBNEAKIRES AR R R IEE NI -

- R IRRKIREE R B AR IRAS IR IR T AR HEHEASEAE o

- I ERKIREE « MEHTR ERMEAGET -

MAE « A FRIRES IR H ERi A S -

- BT IRAS SR E (I -
a. R FAKIRES R T IedS E E AR o
b. B—RFIHTEEIRR  RERIRRE IR EARRREN RIS A BT R -
C. [A) MR IERSHT « SAIRIEEE I E IR « RBAIRRRSHHE B -

- FFERE -



T—%
ERRE RN & LA (FBEETEER ONTAP BE » o

SR ENRL B B1ERRENIRAS - AFF C400

TEAFF CAOORMH LIRS R AR - P LIS BB RRENIRRSEIRBAE - LUKEAC
HEHERKE -

EWMEBREDR  RARGREESTERANE » WX EFIERNSRMEEE - IRASRINE > RRG51EE
TREENERDER

EEJE&@J@%—@?L&ET‘ ONTAP 9.17.1 KEBBRAEHFIE - MRENFEFRAETHIZ FHRRZAFIONTAP »
sAfER"FEREERE" -

FIsaZ Al
* MELNZREIRREE .
° IREZWEES (OKV) | REREHENZIBEENFHDBIE
° SMNBEIREIES (EKM) | BERBBHERAITIIESE !
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. 7£ LOADER {2 RF7T | » BEBRENRRRERER !

boot recovery -partner

SEERET MR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERARIERE TR INERER o

FRF SR EET Installation complete L& ©

3. RMBBEMEER > LR MRS Z—:
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRAGEZRSREESRE - MGETHERAR > LR
BUREELER (WRESMR) o ALIE RS -

ERESTHEEHNEFERSREEREN

B2 R -ofnode_disapped_node_name_'

==
E?I:.J‘IEZIZI_

EiESRER



NEZREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERMNESHNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BREI RIENERRE MR HE L 2 B RS Z R[] NetApp" » BERARIILT ©

i E T ERIE45NetApp AFF - NetApp - C400

GNRIGHIAFF CA00RAERRYFE T35 £ 5T > SHFtETTHR[EI4ENetApp © 55
FFPEEHEH BHENESEHN o
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EXEniEsE - FEIRE
EREhE RS F B 11E T {42 - AFF C400

FREBREMRER - MEMEGARS - BARERES - BHREREIRE - BRENERIRE « &R
B 58 R4 INAE » FIAEHAAFF CA00f#F R AR RIRRENIRAS o

MRENHEFRFEIERIZONTAP 9.17.1 ESIRE » FEA"EHRFINERRF" - MRENARFETHE
HARRASBIONTAP » Rl AERFERENERIZR -

o " B BTk

TRBE AR IRAEAIRR K -

"RENNE SR SRR
FE AR D ERARE TR EERZ NN R

"RAREER"
TR E AR IRRCET > SHRARIIERISS o

Hof

"R
RAMEEEER IR ERKIREE « ARREZIRFRMGRE AR EA USB IRPIHLERHEE8 ONTAP B o

"FAEIRIERR R
it USB HABRIERATE ONTAP B ~ IBRIER R « WERRIRIZEE -

e "ERnE

TEONATPRIEEE B TR EIRRRE NP B EIES o

o "R BRI NetApp”
SNEMHFEMBIRMATSRFRZL « R FEZ IR [EINetApp ©

FERENIRASERIZEK - AFF C400

EEMAFF C400 RAHBIRIEI T E 2R Eﬁﬁﬁﬁﬁﬂﬁﬂb@ﬁﬁiﬂ’lﬂﬁﬁz‘? L@?ﬁﬁﬁﬁ
THEEEABEEREREN USB lEEHk > TR EHES ERIE RS

MRIEHIEFRFEENZONTAP 9.17.1 SNESIRA » FER"FEREINERZE"
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USB FEE %
s FRIEE—ERR1EA FAT32 B9 USB FESHE o

* USB W HEB EHMNIHFAEREM ‘image_xxx.tgz X fF °

S EE
B "image_xxx.tgz iFERERE| USB BESTE © £/ USB FERIRBZHONTAPMGRHG(ERLEFESE o

HEfrER
fEFANetAppiR (AR AR M SR B AR R4 -

Rl gl
FIMZHEOENINER > RS EAEIERIVIEHSREREE

© _RIEEHEE RICIEERITHERTIERES
© _RERERIE_ERIBIERIZRA HABH -

TR ?
EERRE T ERRRERNERZ R G ERMIRE LRI E SRR GEERIT

WEMNZREE TR EIREE - AFF C400

ATHRRH#EFEFRALNERZE > CHEERBREER ENNESEZIEIRE - TR
B ONTAP hrZs2 7 232 NetApp Volume Encryption (NVE ) > MUK {ERERAIESI2S 2 Al
BT EREEEARSAERP

MREHHEERGEENZONTAP 9.17.1 SRESARZS » sHER"FHEFHNERREF"
FER 1 18T NVE 21BN T e 1EFERYONTAPBER
HEEEHIONTAPHRZS @ & ST ENetApp R & INZE (NVE) » LUEE AT LA T & IEFEAIONTAPBR G AR ER X EREN IR RS o

HER
1. IBEERONTAPRRAE B ZHEME !

version -v
WMREHHBEIE 10n0-DARE » BIEHIEERRAARZIE NVE

2. FHME NVE TIERONTAPEES !
° YR H1E NVE | TEHEENetAppliitENMNZAIONTAPIE &
° YNBRARZIE NVE | FTHASNetApphitiEE I1ZAIONTAPE &

@ ENetAppZ BATUL FEONTAPBMERZIIEAY HTTP 2 FTP fAIARSS SN A E KI5 o 718
EENHAERYIBIE S » (R EEEMERIE o
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TR 2 | BESREESRELEORE
ERAPAKIRIERIS 2 Al > At e R BB E N ROV ESM

1. HERS RS LR A EREERER -

HRZASONTAP HITIEAR S
ONTAP 9.14.1 S{EBHThRZ security key-manager keystore show

* R EKM BEUA ~ EKM BIEF|ER<EEE o
* 1R OKM BB « "OKM B &3 <t o

* MRKREAEIBEIETZIL » "No key manager keystores
configured B G5 EaSHILA ©

ONTAP 9 ° 13.1 S{ER kA security key-manager show-key-store

* INR EKM EESA ~ “external BB FIERSEHA o
* Y18 OKM BEUE + “onboard B F|fEds <L+ o
* MRKREAEBEIEZN - "No key managers configured Bl &7

Efm<HtT o
2. RBEAGTESEE T SREESS > WTTIIREZ— !
MRKEESHEIES :
RN R 2 HBARAMKPEREHIS8 > WA HITRIIZR -
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| #<HRIGEESREAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. £/ MetroCluster fili1E BEERIRESRE) ML RKEERESE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?
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" MRAMERAME > FRIEERME"

4 REZEQBRERESIEBHERIES -
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local
6. IRTEAT BEREDEE » SAEMRBAE !
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ZFRNN% - AFF C400
EEIFIMERE FEFRMNE o
MRICHHEZERFAEENZONTAP 9.17.1 KESRRA » sBER"FHEFNERE"

l<<
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it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

15 B Y BN Bh i B2 R [CINetApp - AFF C400

ﬁﬂﬁﬁzf‘fBﬁE’JRMA?E/TFﬁ i~ IR PEEHR[EINetApp o W1 "SHE S E E A SEIHME T
BH2EEM

PEFEE 4N EE - AFF C400

AE B « CER BRAER S EEE IR R R RAAE R R R
A8 o

RERH A Rt AIERERE ; TR » GRS RIS IRERPT o
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* IEREFEiER T - HNEHEES - CRSESMMRETEETENIRE P EMN S8 HE -

TR AR A2 FATS ONTAP R4t 32 I RIFR A hRASRITOAE o

RARAFERHIRAFF -ZR 5 C400
fEAESCHERNEEREFREFARERIBRIESRES

HIR1 | B AERTRARAEHER

2 ERAR AAMERRERNRR - AREERS=ER1ERMERFHEEN -

AR 45 - NetApp FIGHE" o

ez Al
* SAMEE SR W E2RVRERMSNE

° ONTAP A R A EIRETEE
° G{EEHI28H9 BMC ZEXEES ©

* ARECHEAVENTAMREETER

R RIRYRIEHUER ¢
° MUTHM "RRREATUEE" o
° 1’ ONTAP FHRERZRRMIRE o

° FRRIEMIRIRE "Active 1Q BEETREREE" - 58 FRALBAIFENTAKEE « AR T L8 LED

o

1.
2.
3.

. YNERERA AutoSupport » FINHEMEZREL » WiIsSHETEHR R RBEARAVRAR

#i SSH BARE - WEAAKTIESEERMECEER / TES - KLETHTAHMEEA -

FIEPRE AP / EHTFE NetApp RAELBIER] o
H{=IMEEID T ©

system node autosupport invoke -node * -type all -message "MAINT=2h Replace

chassis"

AT A £ EEIRARY SP / BMC itk :

system service-processor show -node * -fields address

4ERZEEE Shell ©

exit

R _ E—F a5 BAEREEEAY IP it > 538 SSH & A SP/BMC » L EEIEEE -

MRECEANREES / FRMER  FERAERNEEEESNE
{FLEAIR A AP R MEIENRS -

BAEERIEE ©

==

= e

B 1B BRI R F
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEITIIEBR » FRZETNSEERIZEEA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. EHFEEETSRE LT RETREHAZRRET ©

IHIE2 | (T ZEMetroCluster FIR R 4B RE R RERAIZHISS

EERAPARIARVIERIES M ZEFIETERI S BUIRAR « WAELEETHIESIES « R 2 RVIERISREE N IRAIES]
RHEFRBREEN -
BAFCEIRTE

* B AR EFEREFRTERMEISRMR - 1 EAREEHSEREES -

1. #&EMetroCluster TRIEE ] AREE ~ FIEIRIBRITHIZZ R CEHYIRE MNEEFE ) #HI2sMetroCluster @ T
RIEE ]

2. RESHEEIAME « FIRE T REEET

YNRIEFIZRTIA. .. RE...
E ek HET—F -
EES=EapIL R ERYIERIZR AT E MBI EEMetroCluster @ T ISt
']
HARBEIHR -~ LEEE FIBRTRAE ~ WAERE  FRRILREE - AEBH K - MREE

FiMetroCluster TERYIR 3L JEMBRREE » SRHMERAMTSZIRERPT o
EITUNHA « THRE RS

3. #MetroCluster FFEREERIT MR8 FEFkAggregate) &< « UEMRP ERESHE °

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMRAEWE R « AT LLUEEEMetroCluster £ M-overre-etoes] ZLEEHRE MEBR) o< - NMREHFEA
IHRAZY R EREAEE TR  UBHLBEEE o

4. {FMetroCluster flexoperationshowsp & HERIEXE B 5T/ ©
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. A Tshorage Aggregate show] &< HKIGEESEEAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {FH MetroCluster fiii18 PEERIRESRE) HLREERESHE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREEWE R ~ Eo] LUEEIE{EHMetroCluster -overrover-etoes2 8 E#HEH T
ERZ2H¥ AR ERTMAESES R « UBFIHEEIEE o

7. #EMetroCluster BRUtEEEE FfEF TELE(EEshow) @< -~ BEHMEEIFEESTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. FERBRVIEHIREME L  IWTERMAAESS -

FEiATERE- AFF REC400

RATID

o YIRITEERAILE

%HF PR A R 28R AR WE TN RE R IRAVIRASIS ERIEAR ARG INEER BRI AS AL

BTN RER IR AE R B SRR AR -
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DB | BIRIEHIZRE
AETIRHAE G REREPBIRERSSREAE -

1. INRIEEARIEH ~ FHIERE o
2. BREIRREER « ARNBRMEEBNTES -

3. MRRBRHEEEREERENHANEET « AREHSEAR T REEERNSFP WAEE) X
EHHERIVERE -

AR BEEEREERED WEEEMRREREERER « BIEFER -

4. RIS RENEANARRIMEREEREE  TRERE—2 -
o [ MEMEHER « AR BRI NEEMEEF o

PR BEAE SRS HTEAS o
6. IR EAE B TS o
R BHRARE AR SRR (USRI SR AARV/EEE ©
7. BRI SREARER 2T AR PR E MG SRR A ERE LD
T2 BHEAR
AR TR BB REB EFT RS - TR TREN IR

1. IR RIEH ~ FHIEREE o

2. FAMEFMEERMAFEAL « A% E CHAENBIER « BEFERIMEFAEER AR PRERS
Ik~ EITER (NBARE) -

3. M TREREECAMIERE ERIFERIRE « A% M THEECAMEEIE ©
ERR R4 SIS REEAS ©
4. BEBEAREPERAL « TRECSTURFRE - URERMEFEFBEE

(D EESERE - #HRAFEARENES UG RASRERSEERES -

i EFEERTE—E °
HHRNEARBEEESR LT -

i AR FLE T « RRIBAKAE ~ i EIBA TS -
i EFIEACAMEIEIREIEA ~ EHT2HAMAE

© N o o

ERBRABTEMUR - CAMEBIEEHMIES -

9. BCAMIEIE M EHEEERAEME « RCAMEIEEKIZH RAMEME ©
10. HHBFNEBRASEEELEDHR
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TER3 | (ERBHIRH R MIRIEA E RS
WRARFUE R BRI N RMIHBPBIFIR A « TRELRBIMAE o

1.

N o g k~ w0 DN

ARFE R EERLED T 0844 o
MA—ER BRI R RENE R B RREIRNER L « ABRBE—S -
NRITEARIEM « FHIEREIZM o
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2.
3.
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() Etsmzs AR RIS RER 2B AR o

i EESEEREEGSEE - ARENEIREERR -

SERIER S IEAERY RS
a. JERGIBABRMES - EMLERETRGHEIR « ARRFERUBHFEREER
b. fEFASHE MR « FHEHI B EARE I ALTE « ERISHEHIRRE LA -

() GebsmERARES « BDBENS « UERBEES -

C. iESHE SR _LEE) « REEE RPN « EERBEHTER « iFERISHEAZIE « ARFHER KD

TRAMEE - DGRBS 2 4 A 17 o

RIS — B R AR - MBI o AT PRI -
o MREHKREF SR EIBEE « FEFRE o
o. CRETERRIMIZT « 2481 Cii-C) BIRERALS o

() mEreEBRmEREeL  BRRESERAREE -
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4. BE AP ER « KB EEH SRR T AT

SERiE R Bl T2 FAFF -32/5C400
(EBEREEHERERY HA MRES ~ IS HIETAHEE NetApp ~ INE#HBEMIAY RMA SRBFFRIL o

FER | BRI E M FRRIHARKRS
T AERR AR HARRES « TRBEEEMREURN S ERRATAER o
1. FEAEEAR AR  IE— IR SR AR RER A I HI 2R AR AR N AERIHARKRS & Tha-config show.
FRB o HAAR R ER FEEZAB(E] ©
2. NRATARE TSR R EHN R FAR TR
a. SRTEMFIIHAIREE ¢ Tha-config modify chassis ha-stu_|
_HA-stu_ BYERTUAE FFIHAP—IE :
(rE)

= "Malc"
MhiEsaTRA
{MCCIP)
FIEmG )
b. HEBREBEEE . ha-config show]
3. MBTHKREMRE ~ BEMRERFAHEMIES ©
4. EMTERRIEEMAIIER o

SER 2 . JACEEETEL MetroCluster 2BREPRIE S B2
It T {E(EE AR 2 2EMetroCluster BYRSEER4HAE o

1. BRSSP A ENRE R B ERER S TRUAE. ARAE : MetroCluster TRERERRL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show
R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH
5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

FER3 | BHEZHERIE4NetApp

MNEHFEHBIRMAYERFR ~ R FEZHREINetApp o #1 "SHEE MBI RFMAEN « FF2REME °
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BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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B SSREERR A IR I E R o
RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

AT SRR 4AIERSAFF - REC400

A ETIRERIZEAAERS « MR ABIRZIRIVIESHIES © FRUTH S E BIRAVIER| 83 1R
#H ~ AP R REERAVERISIEE - ARRARFAREEZRT -

TER © BBERIEHIEREAE
AEFIUERIZSRRENIRRITH « SR RIEEAE P ERIEH 8315 -

1 INRITEARIEH ~ FHIEREZM o
2. BNERREESS « ABNEBRMESRNTER -

3. RRRBGHE SBEERRENHAITEET - AREFIREENTRAREBENSFP WMBERE) I

EHHERAVERIE -

R BT AR EERET « WEEENRREREEREER « BEFER -
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nodel> ‘storage failover show’

Takeover
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Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
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1873775277 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. ERS S EEFISS T FEETEIAEEEE ¢ Tvol. show -node-name
12. INRICE S EABEERE « BAUE2VITHESEA ¢ TorageRIEREENE I BRI ATE

-onreboottrue
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER

o P w N
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

TERT | R EZTHERIE G NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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C) iR BRARB AR ~ SA70BER] « URIBIRERES ©
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d MREHAEMLZEBHREREE - FENRE -
e. FRENERRMIER « A% TCtrl-C) FRESHAZ -

() mEssEBEmEREeL  BRRESERAREE -
f EMARRRETRT  MA Tbyes ERHIAILPCIeEMETL -
o FREFBEISTZRF - AMRIE TC-Cl MISEMASIERST o
MBAGEBRINEREL « HERHRERARRE -

RS | RIEHISRAERBEFRRE
WA AEMRETRA « REERISRA - AREMEAE BEIRIETHE
1. BREENRERSR -
YNRICTHPRIZASE A (QSFPEISFP) -~ FACSEERMBHRREMRE
2. [BEHISRIMIBERENE - HIARHEMERE | NorageB IR EINIE-ofnode_disapped_node_name_|
S MIREABEHER  FENMA | [FESHBEENERAE-8FiINEtruel
$E%6 . TEE 2 MetroCluster YR Z4HASPYIAEIE & 58
T EEE R EEiREMetroCluster FYRSTEEARRS o

1. ERsBFR A ENBE R HEEER TR #RRE : MetroCluster TEETREREL )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEERFRBSVM LM EFFELS EFEH . MetroCluster Svserver show]
3. BB EEEFRITHEMNEELIFBEETERINA ¢ MetroCluster ZERIEZELIF show
4. RIFBEEEDIFAEIEELER MetroCluster IB/F ) #a S H T o
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5. BRI EEBE5ER . MetroCluster TREBTR

ERERN [FEUHR KRR « HREEERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARRE « BIRISTRR/EE ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREAETH » EAILUEA MetroCluster show config-repl# Bres[@® ikfEshow) &
LREEEITHIELEMEE o

6. EFEILIERISnapMirrors{SnapVault FEERI4REE o
TERT | B EZTHERIE S NetApp
MEHFEMAIRMAIS R « iSHIEZ R RINetApp o I "S{HE S HEE R EFMET « A2HER -
SEH#ANVDIMM AFF - REC400
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o
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NRICHEIFIFASEINE (QSFPEISFP) - FACISEEAHBHRR EMRE o
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1. BR:BFrEEEL R T &P TR #REE | MetroCluster TEETRENIEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFAASVM_ENEHHRFEP BES5EM  MetroCluster 'Svserver show

S EIEEFTBITRERBBLIFREESEMINTEA ¢ MetroCluster ZRIEELIF show,
RIEFEEETEAEIEER "MetroCluster 2R 2 HITHIH o
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o

TERT | R EZTHEREGNetApp
MEBEMBIRMAIE AL RSP EHREINetApp © W1 "SHEE R B IR BHEEN  A2RER

FiAPCleZ 2K 8 <AFF - C400

AEBIAPCleE R EF ~ L AMtE R LI T ERMERISFPAIQSFPIEAE ~ BHIE
HIPCleZi KRB+ ~ REERMIERIE T o

* TR LGRIERR PR S ONTAP R4tz IRV IR AAITNAE
* REPHFTAEEMTTH U AEIERERE ; TR » SO AR IRERPT o

B . R IERVIE2S
RIEREFRAERRARNAR « LI UERRNEZF KBRS ER BAVERES o
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IR | RS REAARR

A 2RPARIRRVERIZS « R AAERERIBZAIARS « WM ERFEEIERIZS « LUERE
ERERIBREEC BT S HETFREREEN -

FREETLF

* MNRIEAE SAN &4t > BB IE1EFI2s SCSI JJ#HNEHENE cluster kernel-service
show ° “cluster kernel-service show' #5% (1 priv EMEER) SEEREIZLRTE » (PEAREE X BN
A FEAES ~ LUz ERREAYEZEARRE ©

SESCSITI#ERIEF AR BB ENIEMERL R PEIRE o ERREMUATER « T HEEEET
B o

- B EA AL EBIRRES RIS E VAR AR - MBREREIATAY « RED 0TS0
T R RTRTA SRR « AL AT S ANEIS  AEERE ; H8M HH
BEERS" o

TR
1. MREAT TZ481 Ih8: ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T5AutoSupport B EER B BRI Z /N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE :
a. {EfERRIERIZRAVIERI QWAL T < -

storage failover modify -node impaired node name -auto-giveback false

b. EA yELEIRT CRSEFEREHRE? ) &
3. BRIBMEHIRBEHASRET

MRZIEERSERERT... AR

AR AIET—%
EEERIRIE. .. #Ctrl-C ~ AREHTHRREEE Ty ©
ARSI R E R EH SR E E LR IARIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 @A Loader I8RFTT ©
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BEIA2 : 23t € EiRiMetroCluster B9~
L EMAZIERITGIZS « MABHEERIZIRVARES « WMENERIRIESIZS ~ e
BUEHI 2R AEB I TRV BMR R BIREEN o
RAMNEETLE
s RNBERREF AR RITERMEESRFE  TEAEESIERISHEME N -

1. #&EMetroCluster TRIEE ] AREE « FEIIBRITHIZZ 2T ECBHYIRE MNEEFE ) #H25sMetroCluster
(RIEE ]

2. RBEDHEEIIAME « FIRE T REGET

NRITHIIZIE. .. Rt&...

[SA=E2po03 HIEBT—% o

EEN=EIPILE R HEHIZSNITEIE MY EEMetroCluster @ T T3]
)

HRBETER - LERE EGBIERAE  NATTAE - sARRRILRIRE - AEBaE—XR - IR

FiMetroCluster TERIH 65 EESEMARRE  BHHE M IRERFT
TETUH ~ THREBREISR

3. f&MetroCluster TFEEEMIT [fR1E PEERAggregate] T< ~ UEMRBTERESHS ©

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMERABEHE R ~ o] LUEEEMetroCluster EF M-overre-etoes] LEEHR Y NBEER) H% o NRE
FERIEAZY - KA TEREREETIR - UBHLEBIEIEE -

4. {FMetroCluster flexoperationshowsp & HEBIEXE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| &< HRIGEESRERIARAS o
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMRBERT R ~ BRI LUEZ S HAMetroCluster -overrover-etoes 2 & NER) o YN
ERLIBERZH « RAREEREARESR ~ UMLLEEEE -
7. #EMetroCluster BRIMtEEE FIEA [ELEEEshow) &< ~ BRVEEEEZDTM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
AR FIUERISSEERZRTH » BRI PR ERIES 83 1R4

1. IR ERITH ~ FHIERE o
2. BREIRREER « ARNBRMEEBRNTES -

3. RSB SRS EIRE B OTIEES « AENIEHSEER TAGEENSFP WEEE) i1t
BUMBRIEIELE -

SR BTTEREERER  WETENMRREREERER « BIEFER -

4. {HEHISREAPRLBREERE « AMERHBE—Z -
o [ MEMEHER « AR BRI FEEMEEF o

PERIZR IR E TS AR o
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6. HEIEHISSEAE A HIKAS

iR BARARR AR A (SRR SR AERVIEEE -
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T3 | EHPCle®

EAEEHPClet® « BRI EIBIERPCleF - {EIERISRETBIFESZ FIET £ - &
[BlE%+F ~ AREIERISEEPEMLEPClefETEF -
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b. #FRPCle=HRI{E{RISFPEQSFP1E4H o
C. A EEEHRANRABIMRANREER « MBS HREE -

ARG IR SR EH R LR -

d. EHME LRERRF « TRERERERNFEL
2. EREFERPEUHPCle ¢
a. WHETF ~ UEFEPCleF °
b. #ZTFPClefER~AIZHHE IR « ARRHIEEEMBIUE ©
C. EEANIEAMR2M3 « A AREERM _LEE) o
d. FPCleRitiEFR~ LET » FAREMZIR « ABRREUEEPEERE

3. BHE-RYTIEE  RIGREBAE - RS LBER R ENRAEBER REA) - KEMHPCle RZEIIER

£ o
R IBASEIERS  BSAIER RS « LHIERIE o PCleRAAR2 BB IEES o

C) NRCEFEEEBHERLREEF « BEFEEFEE - SFIEIRRIEF « UEBEIHE R
&~ R - AREMEE mﬁﬁﬁﬁ¢m$ME+°

4. BEMEERET
a. R FERR FIREAIBAEIN ST « BiRE Fa TEEER L -
b. EHEF-FIEEMEA TR LBIHIE o
C. M TEENHE - EHEREAR ENEBRE T

T4 BIARER
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TRIUERTY8E « BfSNEET RRELREF o

110



BE-FHRKEFR

0 PCl #E%+
9 BRI R IEIRAA

e oIS

1. BEREIIRT+ (EIE4F05)

a. HTEREMRANEEER « RBREERERSRESE - ARFHIEEETERMEIE - UUFR

BRE
b. #B&PCle = HIEAISFPZQSFP1EAH o
C. [ EEEIRFRAERIFIRANREER « WEHERE S mEH o

ARG REER SR AHME LA -
d. g7 Rm LR - ARRERERENTEL

1M


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744

2. BHIEE :
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C. BERITE ST AEEIN 2RI ASEE o
d. SSE £ LRUEREIE A o
3. EHTREHTF
a. WHRT R AR R BRI MBS « IR RE TR L o
b. 4TS IEEHE A AR LRI o
c. T HE - EHERFHR NS BIRET o
SRS AR
RS AR BT 2%  CUEREHSABTREIIMAT MRS ERM TR .
. MBEHABE  SRIEHEA o
2. WIS AR — USRI ISR AR AR AR — % o
() rEtsmzs BRI AT 2 B AR o
3. MBEEHRERY: -
MBOBRGRMES (QSFPIHSFP) - HRSTEEAN MBS EIRE -
4. RIS AAR R :

a. REFGIEATRMUESR - EMTRBRGHR  ABRERUEREZEER
b. EFARTEHIF « RSIEHISRARE ALK « BRI HRAPRESIRIEALTTEZL ©

BB IIAT R AR « WEMEE L7 o
() oebsmERANES « BBENS  UERBEES -
PEISS A — B R R EAKA - QLRI - BT -

a. R SHE SRR LEE) « ieSHE SRR AR « EEIRBERE RS « RIS EAZIE « ARR SR E SR
THABEME « SERISSRATR AR -

b. MNRITHKRENLRBHREIERE - FEMEE o
C. FREEEREIER « A% TCtr-C) FIRERALS o

() ORAGEREMHEREL « RN ERASEE -

d. EEARETT ~ BEA Tbyel EHBIEPCleRMEMTTH « REBBIZTHIZSERFAN o
5. KIS IRIEIE BB « B 2REMESRE | NorageBEEBEN1E-ofnode_disapped_node_name_|
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6. MR FHEHER  FENEE | [REAEBEENE -85 Ri8truel
HER6 | SIEH SRR A EIEARAE
SEERITHE BN ESEHEEARY « FEEHIZEE «  AECEMEBABEER -
1. REEEMZERL
W RITFEPRIEREERIAES (QSFPEISFP) - AR 1EER BRI S &t o
2. BIEHIZRRIBIE BIEIE « HAREEMTRME . NorageRIEBER1E-ofnode_disapped_node_name_|
MR EHEHER AENEA | FAEAEREHEREEAE- B8 RhiEtruel
FERT | T2 EIZEMetroCluster AR 4BRE R A EE S 2
T EEBE A & EiEMetroCluster IR TTELARAE o

1. BRSSP A ENRE R B EREE S TRUAE. ARRE : MetroCluster TRERERRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

RFAASVM_EREHESL B5ER © MetroCluster 'Svserver show

R EEFEMPITHNEEHLIFBEE S EMIITTRK | 'MetroCluster ZERIEELIF show,
WEFEEETIMTMAEZEMER "MetroCluster 3BR ] SLHITIA o

HESREIIREE B 5ERL - MetroCluster TREER ]

a >~ w Db

ERERN [FEUHR KRR « HREEERDERN TS -

113



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o

SR8 | B IE 4 ERE S NetApp
MEHBEMAIRMAIE R iSRS IR EINetApp © U1 "SR S HF R EFMET « BA2HET -
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@ RIF AP I BRI D ERETER - RIR(HRTEEEE « (BONTAP 28
MERMERZA « EERERERERSNVEMASEEETES -
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IR | RS REAARR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE

1 INRITEARIEH « FHIERERM o
2. BRERREER « ARNEBRMEMEBNTER -

3. R ERHEESEREERENHANBET AR SEER T RAMERNSFP AR I
EHHERAVERIE -

BB TEREERET  WEEENMREEREEEER « BIEIFER -

4. feERISEEPIRHBREIRRE  ABRERE—S -
o. [ MEMEHER « AR B RS E N EB M EHF o

RIS R A ST RS o
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7. SRS EERERENTE L -

T3 | EHARTCEM

CEEEERISEENREIRTCEM « ARKBEHEN T RIEFET - 552 RIEHSEERNFRUNER - LB
FERTCEMAIIE ©
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2. ¥IRE R
a. i EmE EREAVHEE R ST SRR I o
b. BERERERIBEETEBA « ABRRHRA LIEEET2RMIIE -
3. $F ~ BNE W EHRTCEM !
a. fEFAFRUKERE » fEEHIS318EE LI HRTCEM o
b. T MU T MR « BT MERERH « ABEHEEEMEFRERY o

@ EEMEERH EME ~ 55X R EMBIRE o BMARANN « HHERBETEBMES © 32
ZRMHTRYANSR R a/&ﬂﬁﬁﬁﬁﬁ‘t °

C. WP EBERRPELEREM -
d. & FRTCEMAIEN « REU—EAER FHEM « SEIBATIHEE o
4. BEBEEMN BREBHESTERABME « BiRMIERE o
o. FFBRAE -
R4 | ENREIEHIZEEE - WRE EHRRTCE MK/ B HE

FIRERISEERNTAZ R GO RAERMIEAEREM L RIERISEE « ERES LAREM B - 2%
HE o

1. MREHRESEM - ARARE R EoiEh SR E S
2. REHISSRAN—IREEAENFONE « ARBESEEEEERGEN—F

M2 A ~ SADRHERISHRAT R AR o
S REEEMRERMR o
YNRICTEPRIFAEE RS (QSFPEISFP) -~ FACISEEAHBHRREMRE -

4. MRBRMEEB[BEKT  FFREAEMD - ARENREBREETES ©
O. STRUIERIRRMERIREL

a. EAHEHENT « RHIEHIRAREMIEAM - BRI HEPHERIZALTEMAIL
PERIZRIRAETT R PR « BERIFE LA o

() ensmER LGS « BIAENS « UEREEES
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ERISRA—B TR IEARSE - sUERIAR - AT ERRER

a. RHE R IFR LEEE) « AFEERREAE « EHERBEE R « RHEGIZREAZE « AR HERIFR
THAREME « LIRHERSRETEEAKA -

b. NREHAREMNLTRBREIRRE - FENRE o
C. HEfEEREER « A% [Ctr-C) FERALS -

() SRAGEREEHEREGL RPN ERASES -

6. SERITHI3 _ FAVERERIA B ¢
a. £ lshow date) FR<IREREEIERISZ LAY B HERFNERT o
b. EERIEHISIMNEASRRT T  BEREMBH -
C. MEKE « BEA MREBBmm/ddymm/FETTE] 2 REREH
d. MNEHE ~ sA5(EMA Set Time hh : mm : sss) #%  LIGMTORERRY o
e. FEsR B AREHIS% LAY B EAFNEERT o
7. EHARERIRTT ~ B®A Tbyel EHVAEPCleRFAEMITH « SREBITFIZZEHFE o
8. BT HIBRIMIEIE BIBIE - HARREMERE | NorageREEBEM1E-ofnode_disapped_node_name_|
. MR =AETHER  FENMMA | [RAESEREENEEAE- BB iStruel

HERS | (T2 MetroCluster FI R 4BRE A m| EE S B2
It T E2E AR a2 MetroCluster BY R TREL4HAE o

1. BRSSP A ENRE R D ERER S TRUAE. ARAE : MetroCluster TRERERRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BEERFRBESVM EHIEFFES B52RK . MetroCluster 'Svserver show ]
3. ERSBBEEEFBITRER BHLIFBEEE SIS © TMetroCluster ERIFZELIF show,
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4. WIFBEEEDITAEELER MetroCluster 3B/ fr S HITHIHA o
S. MEsRYIHMAEX B 52K - MetroCluster THREETR

EREEN TFEFUH AR « THREIEERDERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SEREEN TER) KRR « BIeISTRA/EE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRBYHAEERREFREIABETTR © EAILUER MetroCluster show config-repl#€ Bres[El ikfishow] &
LRI EIEITHRRVE AR o

6. EFIEI1ERISnapMirrordSnapVault FN5EEERIARRE o

T 6 | RHIEZHERE A NetApp

WNEHBEMBIRMATE R ~ RIEZ4REINetApp © 1 "SHHEEEERFHFAEN « F2HREH °

AFF C400FYF ER&

LUF2AFF C400MIEB DR © 5AR "NetApp Hardware Universe” (HWU) EX{SAFF C400
MISHNTRRE o tEERMHNEE—ST R4S -

AFF C400H)EZ#R&

FAECE | AFF CA00EHIE HA Y » ZXAERIEAGIE
BARAE 29472 PB

sC1EEE © 256.0000 GB

SMEERST © 4U B85S o Y 2 18 HA 5128

ONTAPHRZS : b_startONTAP : 9.16.1P2b_end

PCle #&74& : 10
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E{EONTAPHRZS : ONTAP 9.10.1P15

RERB&EAE

E=Lid] HA %
MR AR 12
REEIALE 6

HA ¥

WAL
HRE 10

WHE
ZARHAEE 100 Gbps
X 48R 25 Gbps

10

WE

ZX#48E& 100 Gbps
KA 25 Gbps
A48 10 Gbps
FC#3BIE 32 Gbps
NVMe/FC 32 Gbps

BIEE

TE

ZX48E% 1 Gbps
RS-232 115 Kbps

USB 12 Mbps

SIRHEFAEE

CIFS ; FC ; iSCSI ; NFS v3 ; NFS v4.0 ; NFS v4.1 ; NFS v4.2 ; NFSv3/RDMA ; NFSv4/RDMA ; NVMe/FC

RSB E
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29PB/2.6PiB

s

EEe

>

BIRIE
24
28
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40
40

A

it

=B

; NVMe/TCP ; S3 ; Mt NAS B9 S3 ; SMB 2.0 ; SMB 2.1 ;

RAIRIRIRIRE

s BHARVIASR | 4209 BTU//\BF
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