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b. A yELEIRT MCESEFREIOE?) &
3. KRIBAVIEHIRBEHARRET :

NRZARRVIEH S EERET. .. RE...

AR AIfETR—%

EEFRFE. . #Ctrl-C ~ AR LI REEIE Ty -
AR TR TR 2 RYIERIZRIZ E T LR RIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 FHITEA Loader IERFTT ©

T—%
EORIR SRR 2 8 BRI (R o

BB IS LIB IR B BRENIIE - AFF C800

AFF C800 R AHRIEREN ST ¥ EZRFRMREER - BB BIERIRIL RETE
HlES A ~ BIRRIBRENE « TEAISEETREEHREINE » ABEMTEES
Zais4g o

BB EEISAE B EIEONTAP 9.17.1 REBIRANXIE - MBEHHERFETHRRIRANIONTAP »
HERFREBRERF -

BEN BN RE T HRERSEER » BRI RGPRIFES S EER A7 -

1. IMNRIEEARIEH ~ FFIERERM o

2. FREERBSEMIRE - BEICREZEMFLERL - UHEAREAEPOFIAEREEEE S 2R REE
Rt o

22


bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

= = <]

—

-
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- PERIRIN N ER SRR BIRALARRS o
- BERGEESR « RRNERMUESEHRTER

- RSB E EERERRENHAERET « ARERIZSRAN TR - SFPAIQSFPIRAE (10

BEER) -~ WEHHBRIERUE -
AR BEEEREERETD WETEMRREREERER « BIFFER

- PEEGSSEAPIRNEREIREE « ABKHEBRE—S -
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8. HHIEHISIEAE B HIMAS o
iR BARARR AR AR (SRR SR AERV/EEE -
9. HEHISREAMERE « TEMREL « ARITHERE

a. REEEREAHEER R TG SEEPRET -
b. KEREBMEBEME  REFHR LieEET2RBUIE

° BEEHEER
9 RHERE RN EREE
9 iR B R R R EE)

10. $REZEHIBEEPRB N EL BT
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(1) BAE

(2] WK

(3 195+ FIBMEET
(4] PR ARIR A
(5 Pt A

a. fER1SRTFIRMIET - VL EEMRIRRERIRA « MRHIEMTEZ 2RI

b. HUEFIEIRRERIMR  EEIFARIRRS « AR ARIRREERIGEENL - HE—5 -
M. RBRAIFIIREE R B2 R

a. RFRIREE B T BB  RERHEEHEARE -

b. R FAtEIRRE M THEEE AR o

C. ERFMMIRERIR AR R IRREBIE EE MR

RBEHE IR « TRIFTAE S HRIRRIIRAS -

12, ST R BRI T I B4 o
13. BIERIBAE :
a MTHEBAE -
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b. KBREBEIRAMN - EEIRAELL °
14. BRI ¢
a. R SEAR RGP ORE - AREEFTIES SEEEARR—F -

b. ERFEIFEHIERRA - AOEEORFIRLTRIERISEENZE - RORFNEERMALE - AkiE
REIRAA

PSS AR RAIARIEN L £ LOADER 1R F TR (R LE ©

%
AEREMRZERNRRIRE 2 R IS FRHERIER ONTAP BRE" > o

SRR B B1ERRENIRAS - AFF C800

TEAFF C800R# R ZE R ERENIRAS R AR - IEPI LIRS BB RRENIRASERBAZ - LUKEAC
HEHERKE - TERFEBEDR > RAERERSERANE » WRTE ETE LRI
ZHEE - MIRERMAETBNE > 2ARSIEETHHENERDE

E@JE&@J&?E—@EL&ET ONTAP 9.17.1 RREBRAEHFXIE - MREHNHEFRAETHZFHRRZAHIONTAP »
AfER"FEREINERR" -

FYaZ Al
* BELHNZREIESREE .
© IREEREIELS (OKM) | REREHENZIEREEMEHD R
° SMNBEIREIEE (EKM) | BERBBAEMATIIESE !
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

HER
1. £ LOADER 12 ~"F 7T » BB EEREREF !

boot recovery -partner

SHEETR AR :

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERAMSIRRE R INERER o

2R 5ER 8T Installation complete sL& o

3. RIFBEMEBER > LEARTFIHAEZ—:
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SN IEEIEER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 2stE A B A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

o BRI B Eh i B2 {5 [0]NetApp - AFF C800

SNRIGHIAFF C8O0RAEFFRYFE T35 EHIE > FHrFtETTHR[EI4ENetApp © 55
FFPEEHEH BHENESEHN o
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EXEniEsE - FEIRE
EREhE RS F 8118 T {42 - AFF C800

FREBREMRER - MEMEGARS - BARERES - BHREREIRE - BRENERIRE « &R
B8 R INAE » FIAEHAAFF CB00M#TF R AR RIRREN RS o

MRENHEFRFEIERIZONTAP 9.17.1 ESIRE » FEA"EHRFINERRF" - MRENARFETHE
HARRASBIONTAP » Rl AERFERENERIZR -

o " B BTk

TRBE AR IRAEAIRR K -

"RENNE SRS R
FE AR D ERARE TR EERZ NN R

"RAREER"
TR E AR IRRCET > SHRARIIERISS o

Hof

"R
RAMEEEER IR ERKIREE « ARREZIRFRMGRE AR EA USB IRPIHLERHEE8 ONTAP B o

"FAEIRIERR R
it USB HABRIERATE ONTAP B ~ IBRIER R « WERRIRIZEE -

e "ERnE

TEONATPRIEEE B TR EIRRRE NP B EIES o

o "R ERIE G NetApp”
SNEMHFEMBIRMATSRFRZL « R FEZ IR [EINetApp ©

FERIENIRASIERAIEK - AFF C800

EEMAFF C800 RMAHBIRIEI T E Z A EﬁEET%TWEEﬁEIbE#E’J%EEZ‘? L@?ﬁﬁﬁﬁ
THEEEABEEREREN USB lEEHk > TR EHES ERIE RS

IR ECHIEFRME(FBVEONTAP 9.17 1 EShRZ > s5ER"EHRENERRF" - MRENRFETHIZ
HARRZASHIONTAP » RIAZRfERFEREERRER
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USB fEE %
s FERIEE—ERR LA FAT32 B9 USB BESHE o

* USB HAR EHANHFAEREM ‘image_xxx.tgz X fF °

X2
B limage_xxx.tgz' iS1EFERE USB FESER ° £/ USB R IR EMONTAPIRGE S E R LEAEEE -

HEfrER
fEFANetAppiR AV A (SR B R AR -

a3
EIMZIRNEINER > SRR ERNZENREMESR

© ZIEEEHISS BICIEEITHEERITHIZS o

©  EREIEHIES BRIBEHIZIN HA B o
ETRIE ?
EEGRE T BIARMISIERMNER 2 B G E RIS ERE N E SR MR BEEHR(T -
BENZE 8T IR BIRES - AFF C800

STEIRAFF C800 EFAM LB ZE » KREERERIER LHNNZSBXIRBEIK
HARER o B THIONTAPKR AR S 2 IENetApplifR & INZ (NVE) » ML 7ERARAESIZR 2 Al
BETREESEERICEIIAR

MREHIEFRAEIFRZEONTAP 9.17.1 RESIRE » BEA"EFEBINERZF" - WREHNRMETHRE
HARRASBIONTAP » R EERFERBNERIER

SEE 1 HE NVE B e EfERYONTAPRR
HEE CHIONTAPHR S 2 5 T 1ENetApp @ N2 (NVE) » WUEEE I T & EFEAIONTAPIME IRENA EX BN R RS -

1. BETCHONTAPRR AR S B INE !

version -v
WMREHHEIE 10n0-DARE » BIEHIEERRAARZIE NVE

2. FEFTE NVE ZEHIONTAPER K -
° NERLIE NVE | THEANetApplait & INZAIONTAP &
° MNRAZIE NVE | TEHA S NetAppliiEEMNZAIONTAPIR S

@ ENetAppZ IBATUL FEONTAPBRERZIIEAY HTTP 2 FTP fAIARSS SN A BRI 3K o 7252
EEhHAERVIBIZE T » (R EEEMERIE o
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE

* MRAMAERNE > FIEENRERIEE BIR 1 ERERE)_-


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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" MRAMERAME > FRIEERME"

4 REZEQBRERESIEBHERIES -
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local
6. NREEAT BERETHEE > FEMAE !

storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
SIEIRIEIREGRE - CRE IR LERMNE" -

Z[RNN%E - AFF C800

TEAFF C800%&4H » IS MRNENRES LRI » UREREFHTER ZIRE - SHBREE
ERETRO AN « ENMERANEREURESHERNZE2FE
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HARRZSHIONTAP » RIAZRfERFEREMERRER

REBEHSHREESHE > TRERNPEUMERRINE - MRETEECHRARERAPEZREES > FR
EICEREIRRE B IRE F RGP E ©
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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
ERERE FIERMER R HIEZHEE NetApp" » BHREE -
R BB BREN YR BE {E[EINetApp - AFF C800

SNRIGHIAFF C800 fEF RATHRVFMETTH 3 EMIE » HiFtifETHR[El4ENetApp - 2R
"EHEERENESEMFSRER °

HARER T {ERIZ - AFF C800

EERIGEMAFF C800fEFRMBIIEAS » sAcEREMEN - RREHES - BH]ME > 2
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BREERRENF -

"E B[R ERER"
BERMEEHRER » BIERFASN  FIELR « ONTAPREMAM AR o

A R R
FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAERI A"
RARAHERI S U R B MEITIRAGHEE o

"R
R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

TBIRHFRAIER - AFF C800
TEEIRAFF C800 RAMPHVIKERZ A > sAFERmERIN BBV EE R o 15 0IEEE 2 M

FRFFAEMTHR S ERENF » BRELEESHAONTAP WAKERSRE - IERENER
AU BERNTE -

AR IR « TTARFTA SIS T « AIUIIEEISS (CPU Bt  TEIRLAEISAN 10
RETHIER o

* SAMEE RRRRIPRA HMTAHERERE ; MFRRE > B "NetAppsiE " USEKIHE)
* MNRITZE ONTAP NAE R M EIESNE » SREUSELERGE °

c ARECHEAVENT AMZEETER

* TR UTER A ZIEAIFRE ONTAP HRAHEAEHEIRER o

‘ ?%fiﬁ%?ﬁ#%r%%ﬁ?ﬁ@%ﬁ%%*& + NVMe WBRIEFNIER SR BB /LS ~ MERIEFAERZ NetApp BIHITT

* WAAEIIEF S SN EERE - HNEHAEE « SR SESHMEEPE ETRBIVIRTS FEFI D P

ETRIE ?
AERTREEKRZE » "EEEREE"
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ZEEE SR - AFF C800

ZEHEIRAFF C800 RMMAZIBIVIKAS » 75 AR AR IBRIEAE « BRsE BHAMF I IR5CE
BAEHI SRR o

1. ERERYEEAERE > LEARET N ELEZERAR
2. {TRREER BRI EIETE

il

a. M “system controller location-led show' BRI E5IE B AIAKERIES ©

b. TR EIETE !

system controller location-led modify -node nodel -state on
& LED SHiESE 30 1iE °

3. {IREHEA > FREBERFHRIEDIUTAS :
° AR
° BBt
c BFENHE

4. RERPRHABRY > LHFERUEFHREEHRE4ENetApp

O IERIIREFRANFIA BB LIRE - BRAIURGRREDS RPAESERMENRMHR o

6. MRFERF M > AR -

ETRIE ?

T EIRAFF C800TEAERERE1R - [GBE | "RIRIERIZE" -

RARH1Z423AFF -I15.C800
FHAMERET » SERIEIAFF C800ETZ R MR PBEVIEHIZS » B ILEBEREER L BRAMRIZE M ©

IERFERR EAEMEMIERN R - BRERBEEREEMENFEEN > 5520 "ESRRILFEEET
RIRFRIR T 2215 - NetApp FG#EE" o

FRtEZ Al

* AT ERER VBRI
° ONTAP A AR EESVE ©
° SEEZEFIZZH9 BMC 1ZEXHEES] ©

c ERECHEALVENT AMLZELETER

* FMATREMIER :
° MUTHM "RAEEIBE" o
° 1% ONTAP AR EEZENRFAREA o
° BRIREAIREIRE "Active |Q BEEREER" o 58 NRM L BRIFEENEMHIE « Al AT £ LED
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1.
2.
3.

10.

FiE SSH BARE « NEAAKTIECEEMECEEN / TS - EEFNTAEHREA -
FILFrER PR | EHFE NetApp R LBIER}
HEIMBEG IIE -

- YNREXFE AutoSupport > sEHIGIEIZEEEIL » A5 ETRHAR M REAR BB

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

Bl PTA R EEIRERY SP/ BMC ik :

system service-processor show -node * -fields address

. #EREEE Shell :
exit
- FR E—FH B HAEAIEHEZERY IP (it > 538 SSH E A SP/BMC » LBSIEERE o
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system node autosupport invoke -node * -type all -message

'<message name>'

b. BEERARIEBHIRE T T A AKRMIRERE ¢

event log show -severity * -node * -message-name *disk.missing*

* YR &< IR[E] "There are no entries matching your query. #4878 A F— o
P

* MRZEREMEMEMER » FIEMERESIZFUEAutoSupport 8 » MiHiiENetAppS R ERFTLAEY
FE—TE -

Il h=)
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system node autosupport invoke -node * -type all -message

'<message name>'

4. BRERGEESR  ABRUBRELNTERR

S. REAREEIERE PR REEGT o IHTHISMRA LINT RAEEA SFP/QSFP R4 (MIRFTE) - LT
BIREBEIUE -

AR BEEEREERED WEEEMRREGREERER « BIEFER -

6. feiEhBS S IHEREIREE « ABKHERE—S -
7. A T EMEEER « AARERE T EBmEHF o

PR EEAE SRS HTEAS o

8. BRSBTS « REMERENTE L
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P2 | B BIRMLAESR
i B IFAS E R HIEH SR o
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d. EFEARPCleRHBIFHERISFPEIQSFPIRA] -
2. R HERPIPClelRTE RER LMD -
TER0 @ LREIERIAEA
Bk KiERIZRIRE « RREWRE -
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@ THHERZAD ~ SR/ RIZR AR STT R R ARE ©
2. REEEMERARM -
YNRICTEPRIZASEIAE (QSFPEISFP) -~ FACSEERHEBHRREMRE -
3. FERERISS RN ETRE
a. RHEHIZEEREM AT - HECRPBRTEEZA ©
PEERIERIRAETE R PR « HERIFE LFH -
@ iR BRARBAKAEET ~ SR70BEN - URIBIRERZS -
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4. RZEAVEFISRERFERE « ERHNEESEF:

storage failover giveback -ofnode impaired node name °
o MRBFNEEFA ~ FENMA -

storage failover modify -node local -auto-giveback true?®°
6. MNRERF AutoSupport > BIREIR / R1E B BNEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

ETRRIE ?
BHEFERIAFF C800IEHIZSE » NFHRE | "ERRMHERE"

BRI ERSE R4 4ERR- AFF 12/RC800

7 B RAVERE IR M B IRIESRIER - LUEIEBIAFF C800RMAESNIRIEIE R EF - RIE
BIEERBELCREERNMBREMAFRARE | ENEIIRAZIREESS (OKM) 1% -

FeRERRE BRI R EEEE T2 R « CFEEEETIRIEH SR ERRMER « TRBEEMRERARE °

TR | RENEEE R AR

TREZE RHARCE RV 2 1EHIZRAE ~ SURILABREFRY R SEfsREIEARSS « 1B E AR SR AR A B
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* _replaced_EiZL@HBVENES « EATEFPEENZIEENE, o
* HealthyBiZ5 2 replace ERELRIHASTEESME o

TER
1. 4R replacem_ EIZRHBIREHARRIRBTET « AFELERATERHARRIETETT ©
2. 7T health B1%E L ~ B RARERT | cluster date show

HEAAR R 2 IRIBERENRFEME °
3. EHARERIRTT » E_replacement&i2y EAYHEAFIRER] © How date (FEREEHE) 1
A HAEARE R IAGMT. A% o

4. ?Dﬁ%\g AT BRERL EREUGMTOREMM B ¢ et date mm/ddymm' (REBER_A/B/BTE_
J

S. MEXE « AEBHENR EREUGCGMTOR BRI © Tettime hh : mm:ss)  (BREFRE_hh i mm :ss_
)

6. EHARET T ~ W50 _ B SR ERBHEAFIRR] ¢ show date

BHEAERF I AGMT. 2B %E o

PER2 | BpaR iR E AR HAGRRR
T JARER RIS RAERY THAL ARRE « RBEEMREURNTEEHNRGFAER
1. TERTEGI SRR MER P ~ METPRTA T EMEERY THA) #R%E @ Tha-config show)
PR T RIHARKREER FE 2 ARE] ©

2. UNREETRAVIERIZR R R R EREHNRAMAAEAFRT « AR TIEH21EMHER THAL #RRE& ¢ Tha-config
modify controller ha-state |

HARRERY(ERIUZE FHIEP—IE !
° (g
> "Malc"
> {MCCIP)
FIEmg )
3. MNRFEETHIEFIZMEAR R AT AFARRRT  FBRTEEHISIEAERN THAL #KABE © Tha-config

modify controller ha-state |

4. HESRERECEE ¢ ha-config show]

BT RE?
R ERAE A S O B IERIER1E - [CRE TR B EITRER -
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BIEERBLRGEERNMBREMAFRRE | ENEIIRAZREIES (OKM) 1% -

TE  ERERR

ERUT A ARG SIRARN EEFA4ERERE | "Active 1Q Config Advisor" ©
1. F#E % & Config Advisor IEINAE ©

2. MABRRAMIEN ~ 2A%Z—T lCollect Data (WEER) 1 ©

3. #—T NBiR) R3IRE - ARBERL - FREMAHEREEERT « BRI RERED « DUE
IEIG IR BB AR T RE o

4. B—TEEMNRSIRH « RBIREConfig Advisor 3 ENetAppiYEit - 1T EAhE4 o
5% | BAETRHIRE
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2. 1E_replace_IEHIZRHIEARIRTH  BBIEHIR « IRARIDFEF « RAAJRTEERRRID ~FHA T
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nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
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151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured
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* RIS EREIHENetApp I EIRIES R NVDIMM > I B 5% NVDIMM £EHIAFF C800RAAEZR o
© FRARREFRARPOMAEMITHOERER ; MRLIEME > BHAENetAppziE

TER | BRI IRRVEERES

PABA SR B R BRUEERES o

AERAPARERERES MR EFIEERI S HUARAS « MAELERHZEERIER « UERZIIEH BB RIBE
HlafEERERHEN -

RAREETE

* MNRIEE SAN R4t > BN BB RIEESI2S SCSI TJ#IEHNE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv ZEFE1ET0) SREMEIRERME (PGS ZENEAHY ] FAEARES -
AR % ERBR A EZEARRE o
BESCSITI#EIEFE LR E PRV EMERRLE P RIARRS o ERIFIBE N ALER ~ TREREETTER ©

* MRBEAMELLLRVERE ~ BIFRENERRPERE - MRBEXRZINEEAY  HBZEHISRER
% TRl ~ RNATAESNEESNR « A EERAZIENEFZS 2 AIEIERRE ; A2 HEREEE
BF" o

1. MREABT TZ481 IhAE ~ BB TIHERE I B8 {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl A EE B BN I 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2 EREHE:
a. ERRZERIZFIERI QWA TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) K
3. BRIBMEHIBRBERASRET -

SNRZARRVIEH B ETE R, .. R
AR AIfETR—%
EEERIRE. .. Ctrl-C ~ AR EFOIE Ty o
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NRZARRVIEH S EERET. .. RE...
ARSI 2 REG R IZE F LR IBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader 12 RFJT ©

TER2 | BBERIERISRAE
B el 2R AR AR S B A R SR AR AE AV BR B ST B ~ ISR AR R AB R HI B3R -

1. IR RITH ~ FHIEREE o
2. FRBEHSESEMIRE - ERCREIEMFELESLE - MREFREAEP A EIREEEE M 2R T RE S
L o

Th - SRR

;
U009 091100
MO0
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=
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V|10
e

o

-

A\

3. IREBAFRERE N 2SR50 ¢
a. EEFEENEHS L > RERTATARNIFMRAR « SRR E FRARIMAAS

storage aggregate show -raidstatus !*normal*

* YN &< IR[E] "There are no entries matching your query. #4&:&E A T —EFZ 5 » & T AR
HIEEENSS © ©

* MRZE TREEREMGER - FIEMEEZER S EAutoSupport#iE » I EkAENetApp & EBFILAEY
SE—DWHE -
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system node autosupport invoke -node * -type all -message
'<message name>'

b. IBEIERAMIE AR E S A RKMIRERIE ¢

event log show -severity * -node * -message-name *disk.missing*

h=!

* R &SRBl "There are no entries matching your query. #4&8& A T—4% o
A

* MRZEREMEMEMER > HIEMERESIZSUEAutoSupport#ifE > MiHkiENetAppS HEARFTLAEY
FE—TWmE -

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRERGEES  ARULERLINTERS

O. RAMEEIERE PRGN  (CIEHBIEE LN T RREBEN SFP/QSFP 1548 (IRFE) LT
BIREENE -

G BT EREERET « WEEENZREREEEER « BIERFER -

6. feIEhISEAP BN EIREE « ABKERE—S -
7. AT EWEHRER « ARERE T ESRmEHF

RIS R A S TR RS o
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9 HEH

8. EHIS AR LA « ARBERENTEL
FEfEERISRRAERI RS - SRR o

WEE3 | EHNVDIMM
EARBETEZER NVDIMM E AR B HI231EAET AT NVDIMM » JABEITEH o

1. AR E ERISHERTISH > BIRT7FEY NVDIMM » REEPRILE o
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9 1ERE 11 F0 23 A9 NVDIMM

2. FEABNVDIMMIEIEEREI S A ~ UERNVDIMMLGEE 8975 AR A B H) 33184 o

3. ENVDIMMIEIEIERE T « /5% 24212 HIENVDIMMABIFMENVDIMMIEHIE R 268 ~ ZA%ENVDIMME
BB RE—E -

(D MOBENVDIMMEES « B ENVDIMMBERR LT AR -
4. B RERPEIHEIRFINVDIMM « ZENVDIMMEVEA « AR EEEREHE o
NVDIMMFS HHO 1 R ST B 21

5. B ELENVDIMMAYIEE o
6. #ENVDIMMIEE B A G o

NVDIMMA] 25 A AT ~ (BIEREERAMA o IREH ~ BAEMRNVDIMMEUBREH T « ABEFIEA ©
(D ERBRENVDIMM - EREETHALT 2 EAEE -

7. INCERREHE ANVDIMMIERZ4 « EEIEHE R R ANVDIMMKIRRIFED ©
8. EMTLEIERISRABREITRIFRAIER < ©
9. FARRBRAE -

TER4 | B KIERIZRRAET BB R
B KiERISRRE - AREWRE -

1. R SRR — IR B O 7S « AR SRAREERRN—F -

() reemzE - AMBEEISAT R AN -
2 PREEFDERM -
MBEHEISEEINAS (QSFPHSFP) - i IEEMN MBS B -
3. SERRIEHIS AN BT R |
a. HEISSEATEE I A KRS « BB CBARBIRSERIEA o
PeBISSIARSE R RIS « RIS E L7 o
() wsIsmaBAMEE « SRR « UGRBEEES o

a. [ EEHEHER  FEMERN - EEEHEHEPIRE - ARFHBEEHEWE -
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b. KEFRBABRMRER » ENRETRGHIR > ABREREEREZEER -
EHSSREEEERNER IR - ZEFPERERER -

C. MMREHAEMLXKEREERE « FEMTEK -
4. BRIBNVIEFIRBEEREFRE - FHMEERERE:

storage failover giveback -ofnode impaired node name °
o MRBEHRECER  FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNERERA AutoSupport » BIER / k18 BENEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

TS5 | RHEZHERZE A NetApp

INEMABEMTRIRMAIE R  ’SIE T FREINetApp o 91 "SHE SR ER FerllEN « FEHER °

FEHANVDIMME AMAFF - REC800

EAFF C800& M NV BRI AEENMKIER > SFEMZEM > AACESRTEHE
AR REFRIENRAE R - BHA1E BRI IGRVIZESISS « BBIRIERISSEME « BNV
Bt « ENREIEHIZSRAE R EZ (R [E4ENetApp ©

TEE 1 RARAEEIERIES

RARAS R E R 1ERYIEHR S o

AERPARERERES MR EFENERI SR HUAREE « ML EFRHREERIZR « UERZIVIEHSEE R IBrE
HlaEEFRERHEN -

RAREELTE

* MNRIEE SAN R4t > BB ERIEESI2S SCSI TJH#IEHNE cluster kernel-service show ©
“cluster kernel-service show #8< (1 priv #EE1ET) FREEREIEERE  (HEHAE ZETRABY O FREEAREE
LAB 2 ER B RO EZEARES ©
SESCSIJI#EIEFE L E PRV EL M ERRLEE P RIARRS o (ERIFIBE ML BSTRRR ~ A REEEEITTE R ©

* MRFBLEEMEU EAVENEL « BIRELNBRERPRAREE o« MMRFBEREZEZETAE ~ HE2HVIEHISREET
A MR ~ RAFTEERNESR « AW BERMBSIENIESISR 2 AMEIERRE ; A2 "R EEE
BF" o

TR
1. WMREAT T8 I08E ~ BMUA TYHBREZ IE B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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T3 AutoSupport B AREE B ENEILZ B/ /B -

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE :
a. {EfERIERIZRAVIERI S WAL T2 ¢

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBAEHI BB EHARIET

NRFZARRVIEH B EE R, .. RE&...

AR AfET—% o

EEERINE. .. Ctrl-C ~ AR EFOE Ty o
ARSI 2 REHERIZE SFIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & A Loader I8 RFIT ©

TER2 . BhRiERI2RRAE
B A 2R AR AR S B A R SR AR AR AV BB SO B ~ IR RTEHERE RAB RIS R AR -

1. IR RIEH ~ FHIERE o

2. FREEHSESEMIRY - ERCREIEMFELESRLE - MRFREAEP AR EEE N 2R TR E S

Wk o
wh - DR
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3. IRIBAMIREREIEHIZREESNS -
a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
* MRZMLRENEAEMEAER - SFIEMEZESIZZUEAutoSupport#iE » W EE4ENetAppSZ 1B EFFILAEY

SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRERGETESR > ABRUEBRELHKTERS -
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BIREBNE -

RAERBEEREERED WETEMRREREERER « BIFFER

6. feiEhSEAPIRNHEREIREE « ABKERE—S -

7. AT EMEHEER « AR BRI T EEMEEF o

PERIZR IR A TS AR o

8. EHISEAR LA « ARBERENTEL
FEfEERIZRRAERI RS » RS E AR o

SEE3 . EHANVDIMMEE th

FH NVDIMM TEA75SE R © HEEI8S AR AR P

B
1. {TRBREE « LANVDIMMEMBARE TR RS ©

» REAFIE N R BRI BRET -
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9 NVDIMME HhEH

E%EEF? D EMEEREE - NVDIMMEMZERITRLED S TERF A A FEAREIRPISCIS ISR PO - TR « LEDE
1] ©
1. #HEBMIGE « UHEMBHEEENEERET « LUHEEBRERIEE « ARIUGEERTE0ER

2. fEEM ~ TR E BRI BEAFERL « RABRRE—S -

3. W ERENH B o

4. ZENVDIMMBR B LB RH BN EN
a. REMEMHBEAIRE - ARBEME TRENEN - UEARREEERI -
b. R EEtIHEE AR RIEAE © WHEEREHE L -
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5. BIEANVDIMMBRE ©

e E HRER E S A S o

TER4 | B L RIERIZREE
BT RIERISR R - ARENRE -

1. RIS RAN— IR R FER R O R « REF IR BEEEEEREN—F -

@ TEIERZAN ~ SA/0RHER SR ST R R AEAE o
2. REEEMERAMR
NREI IR EINES (QSFPEISFP) ~ SACISTEEA MBI M %
3. FERERIS R ETRE
a. FERISREREMIEA KRS « EEICHEPBRTEEA -
PERIERIRAETE R PR « ERIFE LF o
@ iR SRR AR ~ SF70BEN « URIBIRERZS -
a. [ EEHEHER - FEMER - EEEHEHPERE - ARRHBEEHEME -
b. ERRBAERMRER - ENREEBRGHEIR > ARKEREERERZEER -
ISR A ST ERIMERILENFGERE - ZEIFPERRKER -

C. MRTHAEMXREREERE  FEMZEK -
4. RZEMIEFIRREAEFERE « EEHNEESEF:

storage failover giveback -ofnode impaired node name°
S MRBEHHECER  FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNREXF AutoSupport > BIBEIR / 1§ BENEIL(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °

TERS | REBEZHERE G NetApp
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2. (FREHRE !

a. {EfERIERIZRAIERI S WAL T2 ¢

storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRT MERE

3. BRABREHIBRBEHASRET ¢

SNRZARRVIEH S EERET. ..
AR
IEEERIRE. ..

ARSI

TER2 | BBIRIERISRAE

EFREFMOR? ) &

AIfETR—%

& Ctrl-C ~ ABIEHIRIE RASOIE Ty o

W2 RIEHZRIZE FIERIBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I2RFJT ©

B el 2R AR AR S B A R SR AR AE A BR R SO B ~ IS RS PRSI HI B3R -

1. IR RIEH ~ FHIEREE o

2. ERBEHESEMIRY - ERCREIEMFELESLE - UREFREAEP A EIREEEE N 2R T RE S

Rk o
woh - DR RS
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3. IRIBAMIREREIEHIZREESNS -
a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
* MRZMLRENEAEMEAER - SFIEMEZESIZZUEAutoSupport#iE » W EE4ENetAppSZ 1B EFFILAEY

SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRERGETESR > ABRUEBRELHKTERS -
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7. AT EMEHEER « AR BRI T EEMEEF o
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8. EHISEAR LA « ARBERENTEL
FEfEERIZRRAERI RS » RS E AR o

WEE3 | FHMRTCE M
EABN R SEE i o

B RTC BBy P BRRIERIS R RIRER VER2 BISRME - AR TENER FMEFEESTIEH SR E SRR
BH o

RAMEIET
EE—REFISS L > BHAIR Riser 2 (M Riser) T7 ; £ VER2 %5128 F > TR DIMM K3k o

121



[RYAHER 25
1. 4EHI B3RP EBR PCle 127K 2 (FRRIIRFAMR) -

a. $ZFRPCleRFRAYEfAISFPEXQSFPIEE -
b. [a) EEEHRARARIRVIRAREER « LA RBRAS MEE o

ARG REER SR AHME LA -

C. [ LIRERAMNR « HEHBREAR - ERAR LEE R BGMMBIERI S RABG « iHRARREIZES
SEEPEL - ARSHEHBNETRENFEL -

9 fErER2 (FEERF) HER

2. ERAR2TFHEIRTCEM -
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e RTCE SR

3. B EMEERIE « REMUEEMERERF - ARGHUEEMEFRERY -

C) %%%EW&?%%:%E%%%@@%O%%ﬁﬁﬁ%*%ﬁEﬁH%&%%@¢°
SIARMPEERMSRF R EMRIRES T

WP EERRPELERE -

iC FRTCEMABVIRIE « ARU—EBER THEEM « REIHAEMEE

BEREEN  MEBNETEEABME « BiR%ER -

RHETE R E R 2315 ¢

a. RHREFEFRVEGH B IERIS RN R = BAR -

b. SHIERISEARERIS 1 EET+ « ARBRR RIEHEEEHRAE -

C. M FEFHEER « ARRERAEHENME -

N o o &

HER « SHERTEER FNERE T - M -FRGEmERIEG S EET
d. EFHEARPCleRHREIRAERISFPIEAE

Ver2 123

123



1. % DIMM M8y RTC &Eith o

" EREE
9 RTCE th&15hz%

2. BEMUEEMEPEH « FEMUEEMEDER  ARGELEMERERE -

@ B H EMEs ~ sHE R EMBIRE o EMARANN « HHEERBETEMES -
EEMPEERIMNSRFREMBRESL T

3. WpAFFEERRPEHEREM
4. SC FRTCEMAIENE « ARU—EAEB THEM « ISEBAEME -
°. BREETM  REBMETEEABME « BFIEERE o

TER4 | B RIERISRAE
BT KIERISRRE - AREWRE -

1. R SR RN — IR B O S « ARRIEHSRAREERRN—F -

() rEtsmzs AR RIS RER 2 B AR o

2. REBEMERRM -
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YNRICTEPRIZASEAEE (QSFPEISFP) -~ FACSEEAHEBRREMRE
3. FERERIS RN ETRE

a. FERISREREMIEA S - EEICEPBRTEEA -

PERIZRIRAETT R PR « ERIFE L -
@ iR BRARB AR ~ SR7DBEN « URIBIRERZS -

a. [ EEHEHER - FEMER - EEEHEHEPERE - ARRHBEEHEME -

b. ERRBAERMRER » ENRETRGHIR > ARKEREE[ERZEER -
PEIZSEE ST ERIMIERILENFGERE - ZEIFPERRMKER -

C. MRTHAEMXREREERE - FEMZEK -
4. BZEAVIEFISRREEMERE « EEHNEESEFE:

storage failover giveback -ofnode impaired node name°
S MRBEHHECER « FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNREXF AutoSupport > BIBER / 1§ BENE (B :

system node autosupport invoke -node * -type all -message MAINT=END °

TERS | R ETHEREGNetApp

MEHFEMBIRMARSRFR ~ iEEEFEZHREINetApp © §1 "SR E L ER " RFHAEN « F2REMR °

AFF C800RYEER1%

LU 2AFF C800RYER 2 #R4& © AR "NetApp Hardware Universe" (HWU) HUSAFF C800
FMRNTEEE - LEERMMNEE—SrI A4 o

AFF C80089 = Z#Rt&

TABECE © AFF C800EH3E HA ¥

RABFIEAE | 7.3680 PB

371EAE © 1280.0000 GB

SMERST @ 4U 1458 B 2 18 HA EHI2RF] 48 (EERE)231EME

ONTAPHRZ : b_startONTAP : 9.16.1P2b_end
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PCle #&74& : 10

BR{EONTAPHRZ : ONTAP 9.10.1P15

BaiERRAE
HEEIAELS
HA %

YN Cifa

1R# 10

TRE

KA 100 Gbps

#4810

TATE

ZARHAEE 100 Gbps

X HRE 25 Gbps
X 48R 10 Gbps
FLMEIE 32 Gbps
NVMe/FC 32 Gbps

S

TATE

K48 1 Gbps
RS-232 115 Kbps

USB 12 Mbps

BRI

CIFS ; FC ; iSCSI ; NFS v3 ; NFS v4.0 ; NFS v4.1 ; NFS v4.2 ; NFSv3/RDMA ; NFSv4/RDMA ; NVMe/FC

HA ¥
12

[FERE

88.4 PB/78.5 PiB
44.2 PB/39.3 PiB
7.4PB/6.5PiB

EiRR

ERR
20
16
32
32
32

o O

5

i

EE2

-b-h-br"‘

; NVMe/TCP ; S3 ; Fff NAS B9 S3 ; SMB 2.0 ; SMB 2.1 ;
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* BARITHER | 6626 BTU//)\BF

s BIRE R THIINER : 8417 BTU/\BF
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CRE 345N (SEEEEZIRA 36.6 )
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