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MREEILAS ... HITUEBNE. ..

key manager is BZEMNEINEE © R IMEZ R EIESS °
configured.

@ MRAGEZNHSREESRE > MISRTERAR RN CRIECERESRERE
BUKRECEER (RESMER) o BRI RS -

4. ERBEACHEENEFERESREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR &E AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE

11



R R RS R E PR ah]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

1 Y BB R AE B 22 [Bl{E 45 NetApp - AFF C80

SNRIGRIAFF C80 EFRAFRIFMETTH 3 EMIE > FiFtfETHR[El4ENetApp © H2H
"SR EEFER BmUENESEH
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EXENIRES - FHINIE
BB EBS T RIS T2 - AFF C80

FENMIERENREREER USB BB TRIFONTAPEMZEEIAFF C80 RARHVEHARIENH
RS L o A ETENetAppS IR ATUL T 8 ¥ FERYONTAPIE RBR (R A HLAE R E USB FESBE ©
PA%  (ERZEMRITRY USB MBS IRIITIRERRIE > SRMINERIERE(RIARS

INRICNABIEFRIZONTAP 9.17.1 REShRZ > /A" BFREIMERZRF" °

Bt WEWMERER - MENEES - EREERES - A USB BBRIRERE - TR BERERERMER
E o

o "R B R R AR TR K

TREE AR IRAEAIRR K o

o "B NSRS ERRAE
B A HR T DRARE 2R TR RN -

e "RARAR R AYIERER"

EICRE RIS ERRE - SERIPAIERIZS o

e "B AR RS

RAMEEEER IR RIS - ARREZIRFGRRS « AR A USB RPN E8 ONTAP B o

e "FAtRIRIERR R
feu

SB HAERE R ONTAP BRf&: ~ IBIRIERRL - WEHRIRIFEH o

e "ERnE"

TEONTAPRIEEE B H TR EIERRE NI B EIESS o

o YTt ERIRAANetApD”
SEEAHBEIHIBIRMASE AR « HHPE T HHEEINetADD ©

FERENIRAZEIRBIEX - AFF C80
TEE R AFF C80 RMEHBIRIKIERE Z Al > ARG S RINERFIEINEX - EEIERR
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CHEERABEEMEFAEN USB IREGHIRE - IWHEEITHER ERNERAKKE -
IMREHRGBEHIRONTAP 9.17.1 REBHRA - AER BBHEBIEREF" o

USB FE& ik
* FERIEAE—ERIVES FAT32 #9 USB ESER ©

* USB A/ EEE BHNREREREM image_xxx.tgz' X °

Xt

BH 'image_xxx.tgz iHEZFEEHE] USB FEEER © £/ USB BB S HREHIONTAPR G R ERLLAESE -
MBI ER

fEFANetApp R IR E AR (SR BB FRAR 1 o

el Al

B IRNEINER > e EARERNZEHREMES

© _RIRPETIEE RICIEEMITHERTIERS
© _REESE_ERIBERIZRE HA A -

BTRIR ?
R T BRI BEM TR > B B RS NS S IEAIREE » (EEEHT -
BEFHEEERERMNIMNZZIE - AFF C80

AT HE(R AFF C80 HEFERA LMERZ 2N » (KR EHMIER FaNZEEiEZ Bk
AE o T TAY ONTAP FRZASZEE 238 NetApp Volume Encryption (NVE ) » MURERER
EHIZR 2 MEEREEEXAESAERP -

MBEHNARGIEIERIZONTAP 9.17.1 RESIRZS » 5EA" BEFESINERE" o
HER 1 157E NVE BT T IEMAONTAPM £
HBETSAONTAPHRZAS 2 L 1ENetAppiEiE@ NNZ2 (NVE) » ME B L T £ ERAIONTAPIMSGSREXN L EREN IR RS o

1. ECHONTAPRR AR S BN !

version -v
WMREHH BIE 10n0-DARE » BIEHIEERRAARZIE NVE

2. THTS NVE ZIERIONTAPEE -
° NER%E NVE | THEENetApphiiE & MNZHIONTAPIR G
° WNBRAZIE NVE | TEHAZNetApphisE & I ZAIONTAPM &
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@ T¥ENetAppZHRATUL T BONTAPBRREILAY HTTP 3¢ FTP fAARSS A BRI K o £
RYENIRRSRYVIBIZ S - CAS R EULIRGAE -

T8 2 RETREESRELHEHNEE

TERAPAMPRIERIB 2 Al > At SR EIESREN BN EEN

&u Agl%
1. HERTH R LS SRR

FRZSONTAP WiTLbE <
ONTAP 9.14.1 S E R4 security key-manager keystore show

* 1R EKM BEA « EKM BIg5|7iEG<HEE o
* N OKM BB « "OKM Alg%fEan <ttt o

* MRKREAEIHEIETZIL « No key manager keystores
configured B B 5| EaSHIL A ©

ONTAP 9 © 13.1 SR ERRZA security key-manager show-key-store

* 1R EKM B « “external BIE Y TS o
* N OKM EESA ~ “onboard B &%7Esn <+ o
* MRAEAEIREIETEL « "No key managers configured' Bl &)

TP o
2. IRERAMPREEE T SREESS » PITFINREZ—
MRKREESREIES !
eI AR 2t RARA AR IE R 23 - W ARAEHITRAMEIZ -
MREE T HIRSES (EKM 3 OKM)
a. MATEHES >  BrREEEPRESRIKE
security key-manager key query

b. EFHLAERIIEEHPRIE © "Restored iEF  ILFIETEIREIES (EKM 5 OKM) HISHERESE
RELEHINER -

3. BB RIREIE SR T MBRAvIRIED R
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SNERE SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :

security key-manager onboard sync
HIREETE  F8A 32 AF TN F BB FHESHINE R R SRR o

@ AR ERHTRERSREITNRELETIFEE - MRERA UILTEHE
LE » A4S NetAppZ IR ©

b. & nﬁ wuﬁﬁﬁ%u E@?AE',T TE

security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

‘onboard °
C. 15 OKM &
I AT EPEREPRAE
set -priv advanced
EAN Y BlRTEE -
. FETSREEEHNEN
security key-manager onboard show-backup
ii. FEHERENTBERREELAERET o
MREBHRBRPEEFHER OKM > TRBELEHEN o
iil. JR[EIEIBEE
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
5B EREMBE BB NARRER - CFER RIS

RERAERIBSLUE T FENRRENIEAS 18 - AFF C80

SENVESINSE TAFZ 2 ~ M AeRm R IRERIZR BRI © (EAE S THEBEERFR
FARAEIZ E R IRRVIERIES

MREHNRGIZEFRIZONTAP 9.17.1 RESARA > s5EA"BFRENMERF" °
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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metrocluster node show
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system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
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storage failover modify -node local -auto-giveback false
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2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
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set -privilege advanced
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system node restore-backup -node local -target-address
impaired node IP address
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set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
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now?
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storage failover giveback -fromnode local
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storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
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Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS

31



32

s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R INRER A

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o

33
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

FERBIIRAE DB RINE S A0S TR E NetApp' » 1BEE o

B PEZ 43R [0] NetApp - AFF C80

g02R AFF C80 R RITTIFIIR - SRiiFEZ (Rl NetApp © W "SHEREHER"FF
S F2RER °
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M EHAT /E7RFZ - AFF C80

EEFIRERAFF C80 RAPRIHF - SR EB BT R - BIFAESIES - B - AR
BRE RATESF o

"BEERBRER"
BERAERER > SIERARASNE  FIBLE « ONTAPEBAAMINAEER:E -

AR E R
EFETIETER > FIREIRR - WEEENTLAR « BE B HAa I IRCEE o

g e
PIRAHE ISR MR B T A o

e
PR PRV IS E RSP -

e "SR E E A

TR IR T AR RIENER S - MITIREIRE - WSS REIENetApp ©

FIAEFERIESK - AFF C80

EEMAFF C80 RMFEHRIKFRZ AT > sERERmENNERIBEER - EEERERET
WFrEHMTHREEREF » BELCRSHEBONTAP WA EIES /&R - IEMRABIRRK
MURGERNTA -

AR ERSAS - I BWMPTAERIES T ~ BIMNIERIES /CPU Bt « BIRMAtFESRH 110
BB TAIEK -
* SRFEE RARHPIAEMTHEBEREIF ; FRE - 5FHAE "NetAppsz iR "UZKIFE) o
* IRIERE ONTAP NAK AR EESTE © AEUSELENE °
* REE AV ENTAEMREIUE TSR -
* EEIATERAZIEAIFAE ONTAP HRAHEREHEEIRER o

) ;%ﬁ%ﬁ%?ﬁ#if?%ﬁﬁ%@gﬂ%%w * NVMe HERREFNZERISHEER EREAE - MEREFEAIZ NetApp BIFTTT

* KAAE IR BN EETE - NSRS « TR SESHMEEPH ETBIVIRS HEF D P

ETRIE ?
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chassis-replace-move-hardware.html
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chassis-replace-complete-system-restore-rma.html
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http://mysupport.netapp.com/
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AERTREERZRE » "EHEEREAE" o

RERA RIS LA E Hatkss - AFF C80
FAEA AFF C80 f#F R4 AVIZHISS » UUBALEERNEL » WHREIRIEERRFIETE °

tiEFERR AEMERREENRR - AEERBEERERERENFAEN > 552/ "ERRRITFHEEGEE
RIRRRIR T 22157 - NetApp FG#EE" o

FRtaZ Al
* SAMEE SR W ERVERMSNE

° ONTAP WA AR EIREE ©
° SEEHIEEH BMC 7FEEES ©

* ARECHEAVENT AMREUETER
* BT REMER :

° PUTHM "RFERAEE"
° % ONTAP FHRERZRRFIRE o
° BEREIRERE "Active 1Q EEETRERER" - 58 NRAE L BREFEEASE « AIIRTH ERY LED

o

1.

FiE SSH BARE « EAAKTIECEEMECEER / TS - KEETFNTAEHZEA -

2. FILFRERPUR / EH7FE NetApp RFLHIER ©
3.
4

HiFSMabEin TIE

- YNZREXFE AutoSupport > SEHIGIEIZEEEIL » A5 ETRHAR A REAR BB

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

AP A REEIRERY SP/ BMC ik :

system service-processor show -node * -fields address

45REEEE Shell :
exit
AER E—T B Y HAEREEAY IP (it > B3 SSH & A SP/BMC » MBSIEHEE

MRECERANREES / FREBM  AEREENEEEESTEEAZERE -
FIEIR R B PRI RS -

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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system node autosupport invoke -node * -type all -message MAINT=<# of
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T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER
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AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
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--halt true_ 2 EHTEA Loader IR MFIT ©
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -
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HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
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storage aggregate show -raidstatus !*normal*
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system node autosupport invoke -node * -type all -message

'<message name>'
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system node autosupport invoke -node * -type all -message MAINT=END °
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EIFER M RIRRERE S EE AR 0 SAEMAFF C80 RAAEHAINVRAM o BEHBTEEIE
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DIMM ~ &2 FChARE » AR e SRR [Bl45NetApp ©

ez Al
* SRIEE SRR AR BIREY o T AERYE NetApp BN E R TTH R BRI FERITTH o
* BRFEEARPHFAEREMITHERER ; NFLH > BHAE "NetAppsiE" o

T . BPARRAVERER
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

SER 2 : it NVRAM ##%H5, NVRAM DIMM

EATYEEEIEFR NVRAM 43, NVRAM DIMM
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3. IRIBRMIREREIEFIZZESNS -
a. EEFIERNEHSRL > MERTHEEMENRIFMRIRLE  BIFREME REIMAEE

storage aggregate show -raidstatus !*normal*

* YN a4 IR[E] “There are no entries matching your query. #4&:& A T—EF 55 > 8E25H
TR/ DBVERSNZS © ©

* MRZHLREEMEMER > A EREIZESIZSUREAutoSupportEiiE » W Ei4ENetAppZ1EED
PILLERISE— 178 ©

system node autosupport invoke -node * -type all -message

'<message name>'

b. G ERERARIE PR ST A AKRMIRERE ¢

event log show -severity * -node * -message-name *disk.missing¥*
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FILLER

[5] “There are no entries matching your query. #4&:&E A F—% o

QR
L IREUEMEMAER » SAIEMIEIERI 2 ULEEAutoSupport R - M EAENetApp X HR &R
SE—T R

system node autosupport invoke -node * -type all -message

'<message name>'

4. FIEEERT -
. T ERIZFH PSU o

() mRCHAGEERER - B PSU K TERES -

6. & FEHIZS_ ERYMESHERISH - FRFE T e M ERIHE - RABRFHERISHILHAY 3 50 4 350 -
7. [ TESEREEEE - HARNEEREIRITEANIIIIRE « AR M e o
8. IR PBEREIENVRAMIEAE !

a. ' CAM LATCH #%¢8 -
CAMIZSR IR HFEIBH -

b. EE)NRRHEREME
C. iFIEHEA CAM NIRFOEE ~ RERRABRIHEAE - BIAJA§% 807 NVRAM RARIEEFE PFSER

i

o CAM SHTE ¥R
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10.
1.

12.

13.

14.
15.

16.

17.

e DIMM $HEE R

% NVRAM 184N BEBERNRE L
24809 NVRAM 1EAHHZE—2FR DIMM ~ SRR H L4 E B0 NVRAM #8E4EH o
R HRBINVRAMIEAR 2 S B4 FE
a. [GRAREENE 4/5 PR O RS EE TS
b. H1EAR—ERESEGE AIRIE « JA%EHE CAM R8T E#E IS8R E FINL ©
BRI IERIRRAR o RIS T RIAA RIS/ o

a. RHERIZEER B HEAKA « BRI CHARBRTEIZA ©
PERIZRRAETE R PR « ERIFE LF o

() oessmERANES « BBENS « MERBEES -

a. REHEM R RS EHEME o
i EIRAR A B IRAEAERS o

() oRCEERER ARERIENEENE

i AE AR E IR AH A3 M LIRE ERAME -

R THREZ1ERVIER IR E  EBENE - REMEHFFNRM storage failover giveback -ofnode
impaired node name . °

MNREERBEHRIEINEE « SBEMEE | storage failover modify -node local -auto

-giveback true?®°

UNSRENFE AutoSupport ~ BIIZIR / IE BENEIL{EZR . system node autosupport invoke
-node * -type all -message MAINT=END °

15 2 : B2 NVRAM DIMM
EEFEH NVRAM #E4E4 A NVRAM DIMM > AZBSCEIT NVRAM 184H » AR A EIE DIMM o

1.
2. 8%

SNRITH R IEM ~ SEIERERSM o

RigtsEE S ERRE - ERCRERERFELESLE - DIERIEAEFRIPTA IR E it 2 E TP
BEtRL o

wh - SRR
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3. REBAFRERE N SSFRENS ¢
a. EEFIEENESSR L > RERTHATARNRFHRARS « BIEREHNE FREARE

storage aggregate show -raidstatus !*normal*

* MR & SIR[E] "There are no entries matching your query. #4&8:& A F—{EFF 5 > BEEEE
TR/ DRVERENSES © ©

* MNRZm T REMEAIEMAER - BEMEZESIZIUEAutoSupport#iiE » M EE4ENetAppZ EED
PILLERISIE—F 1738 ©

system node autosupport invoke -node * -type all -message
'<message name>'

b. B EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* tNR @< 4R[E] "There are no entries matching your query. ##4&&E A F—F o
* MRZGLREMEAEMAER - sFIEMEZESIZZIUEAutoSupport#iE » W Ei4ENetAppSZ B ED
FILLEISE—F 1#78) ©

system node autosupport invoke -node * -type all -message
'<message name>'

4. BTRERERETS o
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5. $h IS PSU -
() MREHAGEERERE - B PSU K TERESR -

6. ZT G2 ERIMESERIH - R TieEmERH » ARRHERISRhI LAY 3 5 4 307 o
7. BESUSIER MRS « AR E T iRt  SEREEEEn TR -
8. {EtFEPRBIREENVRAMARA]

a. ¥~ CAM #zif o
CAMIZEREIEFETZH -

b. WEhRRHEREME
C. EFIEHEA CAM HIRFMIER ~ ARRRABRILAE « BRI L8R8 0R NVRAM 1548 o

o CAM $HERER
e DIMM 873/

9. 1% NVRAM AR BT ZEMRE L o
10. #3) NVRAM #E4EREE I DIMM o

() 25 NVRAM BARRIRE FRU SHRERE « LUKIER DIMM $518 1 7l 2 91 o

1. $#F DIMM $HE3E R W& DIMM #EEFERENE ~ WUEITF DIMM o
12. EDIMMEESHERE ~ SABIEDIMMESHE A 1H1E « ERISHTEE R SHERIN » BNa] LEZHDIMM o



13.

14.

15.

16.
17.

18.

19.

RANVRAMIR#E L2 S 76

a. FFIEAAEEGE ANRIE « BEEIMERPIHEAIEHE /0 MERIHIES - REBFNREE T2 LIS « BiE
HATHE BT ©

B RIEEIS A o BEIBTRIEA GBS o
a. IS UETEE i A MRS « EEISERIIRSERIEA o
P SBET RRAIR « MERIEG LT o
() sIsmaBAMES « DB - UGRBEES o

a. KHEM R LS EHE NS o
i EIRAR A IR AERS o

() wReEZAER ARERREREEIER-

HEAR B IRAE M LB ERAME -
BINREREIEFIZRMEEREE » REREHM#ERE storage failover giveback -ofnode

impaired node name .

MEREFEBEHRIEINGE - SAEFEE | storage failover modify -node local -auto

-giveback true°

YNSRERF AutoSupport ~ BIIRIR / REBENEI{EZ | system node autosupport invoke
-node * -type all -message MAINT=END °

T3 | ERiEIRMAER
S BTERS ISR FESRAME ID B AR E OB o

(D SarEin NVRAM BB BEEIHERHA « TIEFEAR NVRAM DIMM Bt «

1 MNREGSREFAEEE (B > 1RmAFSE) o BUEMEEENIEA LOADER f2RFFIE

halt

2. TEIEHIZRRIBA SR T ITH « BRENIEHIEE « WERS ID FERFMIERES R ID K#EA y o

3. %

FRFPRERIEHRIER 8 LTS HRENR - ARRERENERSRESSEEERNNSEBH

R4 D :

storage failover show

et MEZEFI AL » RNTISEGEE LR ID B8k » WRERIERAVE ID F¥F ID o
£ FHUEEHIF - 66R 2 ESTRER - R AFRIRR ID 151759706 °
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JREHEHIES

a. (CEEERIEHIZZ T » R BRI EETM - + storage failover giveback -ofnode

replacement node name
EH R G IMEH#E TR E L ST o
MRAFABRR ID FERMIEREERRR ID ~ EREZHA y o
MRWE R~ BAIUEBBERER
BRFEGER B2 "FHTEGS HEETR
a. ERRIER ~ R HARCHZRSIESR ~ MBERILUEE | storage it show
MEFAEREshow) MLHRALTEOSETAEBHASFEENRAD o
5. ERBHRE T EIEMOA |
storage disk show -ownership

%ﬁﬁ%ﬁw%&ﬁ’%ﬁﬁ%ﬁ%%ﬁ-\%ﬁﬁ’ﬂ%ﬁ ID o FE FFUEAFIF ~ node 1B BIHEIRIRTERERITBI R ARID © 151759706
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. IR Z#i%A MetroCluster BRE - sEESIEIEHIZZAIARAE ¢ MetroCluster Ei%h show_
B - FEXRDEREASEMIEIEREE « LS EZETISRMBEBTEREIRE « TLAAFADREESTMIE
HIER o MetroCluster MZ1EEiZ5show -Fields node-SystemID] &<t ERERENRLID - HFIFZAERE
TRIEIE FEARAE A LE © MetroCluster MetroCluster

7. ANR1EHIZSEMetroCluster AT IEINAEAREMAVAEAE « 55MetroCluster fRFFFERYIERIME ~ RN RRIAHE
EESKHIEE FRIEEHISS - DREIDE G REEREIENRIAER & o

R TIMBRFIORHE ~ BIKBERITILENE

° IEINREARREBR R IHARKRE o MetroCluster
o PEhgsE K H#uL A PN BRIEESE ©

B2 "?"HA?%EHEF’:% HHREA G BT E « MetroCluster M{EPUEAREMetroCluster FYTHAEARRE
o MEETAEHIEETA" UG ESEH ©

8. UNRITEIZRHiE MetroCluster ZB5E ~ FEFERSEZEHIZZEERE - MetroCluster EiELEER - HHAIAHREIES

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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vol show -node node-name

10. INRERARHEFNE « BILRIEBRINEE o
. BRENEHRREERERE - FEHWELERERE

storage failover giveback -ofnode impaired node name °
2. MRESHHIECER « FEMRA :

storage failover modify -node local -auto-giveback true?®°
13. MNRELF AutoSupport > RIER / 18 BENEII(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
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EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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system node autosupport invoke -node * -type all -message
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storage failover giveback -ofnode impaired node name°
7 MRBFMIEEEA ~ FEWRA -

storage failover modify -node local -auto-giveback true?®°
8. WNSREYFE AutoSupport > BIIER / hiE BBNEIIEZ !

system node autosupport invoke -node * -type all -message MAINT=END °
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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storage failover giveback -ofnode target node name
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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TR UATBFRIRARY /0 RA4H » WEEFRTEIE R 1/0 84 » & /0 HEMMEETE L RNARM

B EIRT(F
AR CBRAR UG - LUERHREY /0 RAEMME ETRIEARNRR ¢
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%) RERINTE
;\IIC HNIC (HRHENEEE ZEGISEMERMEAR  LFEEE1EHE -

;\IIC HNIC (FERERBHE FERNEGHAAENIERERRNTERR - NHFAEN - F

SR LI o

NIC ZEf#7F 1/0 148 £ System Manageri#lifsk AREE REHFERFIE WM "2

EELIF" o

1.

© ©® N o

10.

1.

12.

100

NRIT = ARIEM « FEIEREIZM o

2. T BIRIOE4E LR EAIELR -
3.
4. 1HHRFEPISERE RO

[ TESEREEE AR NESER ERITEANSRE « AR E T e o

a. 3T CAM LATCH %58 o
b. #& CAM 12 sH{E S =R o
C. BFIEEALRIEFOE « AEREAREAPIIL  BIa S ALY o
AT BHE/ OIS ARFRTERIIEIE o
% 1/0 R R EE T AP B 1SR
a. SR B AR IRE R O BT o
b. HEAR—B&B AFERRVIEIE « A% 1S CAM #28H5E 2 L hess « B4R E EIM -
i 1/0 AR IS EEE o
SEHTRMRANZEEDS R  UF RIS E IS o
B TR A E R M S ERARALE o
WEARIRTETT . by EHEENEHI5

EEEMIAEPCleRIEM T « ABRENRAEHERS -

@ MR EFNFEKEARIBEIRIRE « 5526 "Burt 1494308 - 7f 1/0 #RABSEHAHAR « FIAEE
A IRIE R

WS IER AR 23 IR EHERS -

storage failover giveback -ofnode target node name
WRIFRBEEIRIEINRE > HRA -

storage failover modify -node local -auto-giveback true
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° FNSREHER NIC 1/0 R4 ZEEHTBY NIC 1/0 1824 > FHEHSEERIEER T network 85%

storage port modify -node *<node name> -port *<port name> -mode network

° NREET T NIC /O B4 2258 T {#7F 1/0 1R4H > SBRERAPA 20iTE TIERZ" » %28 NS224
PEABN AR o

13. HIEHIRBERESLES R

EiETN 110 1548 - AFF C80

GN5R AFF C80 f#FRMFHFRIZ AR 1/0 IRAHE EHE » eI LEMEINEZIEE » AR
HREEFRAFTEFNA ONTAP hRASEK o

BHIRIR 10 1840 > BRFREHNRERAIEITHZE ONTAP 9.18.1 GA REERA » EEFEMNEHEERAM 10
1R4E > BMEFEIRAE - IR  REBETREWMEERET > ARFKEEERE NetApp ©

B EERIIF
* EIREIERY /0 RIEZ A - BMENITFEIRERIE -
* ERMEROERET o Ran S EREIERAVEERIZEA 1/0 HEAE
° REEERISE BIECEER /0 RAERERES
° _fRRRIEHIES_RRIBIEHISEA HABLE o
* WRAILIAREERAUE (BE&) LED 58 » UENREE IR ENHEFRA - £/ SSH EA BMC

WA “system location-led on 855 °

IEREFRFEES =EME LED | —E{MRFERRERL > SZINmE D IR mEESREs L o LED &
#ESTHE 30 0iE o

AT B AR G EHRAR system location-led off o MIREARHEE LED BE=ERIER > sTLE A
IR EHARE system location-led show°

T RREERANESERER

SEFEAIER » THHEEFERSKLERIT ONTAP 9.18.1 GA HEFH AR » BEMHERAKVBNEFFEEX °

@ MBENRFRFEENTRZE ONTAP 9.18.1 GA KESIRA » BIEIAFERLRER » S /EER
B 1/0 1RAHEF"

* CEESHERHEERI S KR /0 BRAAETMEN - IGEIUBESBNES - HANRBRIRRERER
IBAES > W EREFATHAEMEBEIRY /0 184E o MEIAEE 1/0 HEAEEE o

KA 1/0 154 > HIEIRIR AN #7FEL MetroCluster RS HR AN ©

* BHREERR (BEXHESNARSBEEAR) JUAEAHENDR » UHEHNRERASIE -

* FEPHFRABMELERITHERR ONTAP R4S (ONTAP 9.18.1GA S EH#ThR4s) » s #1T4EE] ONTAP
IRABIREMERHEIZNE 4R
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NRFEFRIEIREAITAREIAY ONTAP hRZs > BIZESERATESRARSE - FIRIEN 110 1848 -

* fREFREPRERISS PIAEREN TR —TERRE
° MEHERISSE A URENILEHIT 110 (IRHMEHRD) -
° HD%? ERHHER /0 #8485y - BEEREEMAEEFER » AME—IERIZErT LUEI RSN

I:,O

TEFLEER T » ONTAP BIIAREA 1/0 AR FE M B EMEEE—1EHIZR o HI1 » QD%E?SIBEE’\J /0 RS
FRrEREERE (ZIEHI2 LA REEEETE) > ONTAP EESNITIERE

* RERSTHFAEEMITHEOAIERENF ; TR > 5B > "NetApps2 it "BitiENITILRER -

TR 2 ZEfHHTF RN 10 HABHEE
EFRIFRTFRAMN 1/0 1HEHEE - WEZEHIBEFHIER 1/0 1548 !

/0 HRAAMEZEEEMIE (BIHBRZENERAIAE) ; B2 > WRBERNARIERZIRRE
@ » EHESRE—EEREFNREERR > AN TERSREESHEE -

WM ERRFFFRDE URARTAZEESN LIF FEBRETHE BEENTIER -

3. MNREYAT T2 ThAk ~ A A TFH S RE L B I {EZAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN > LU AutoSupportsfl/S &4 B B2 F1I3E 12 M/

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MREEBHEBHMEEE > AIEHAESHREIRE

R... RIE...
MREF—HEFISEFEETH FREPIRE
GIFRHHIERIR

a. EEREHGEBHIERISEEaTRA TGS -

storage failover modify -node local -auto
-giveback false

b. EA yELEIRT ERERFHABHEE? 1 &

WEEZERIZS I ERENET /0 ( BIfETF—% o
RHERRT)
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o. ZEBIBIFHIER 1/0 1848 > FARR EIERBE PRI RAAER
a. mAUT®?L !

system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIRT LS

BN > LT e < 2 ESFRETRE 2 (RIBEHIER) HIEHE 7 FROSERAE » TER—RIAE » RRaUZ
e 10

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FELDHIEN /O IEAAERIRIEIR :

system controller slot module show

H A RETE R EAR AR R AR status WAIBET ~powered-off e

FER 3 | EHHEEER /0 154E
WUEIZFFRAEREY 1/0 #HEAEEHERIRRY 1/0 8R4 -

1. INRITERIEH ~ FHIEREM o
2. MTESBREIRTE « HIERNBEBREIRITEAIRIZE « RERE THEE -
3. fRerrmlZR AR ENT 1/0 184A ¢

() TERRMAEFEATHES VO 848 - BEERT - CRBFE—E 10 14 -
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" CAM $HEIZER

a. T CAM LATCH 3%$# -
b. ¥ CAM BRI {EBSRBHIEAE o
C. BFIEEALEIEFRORE - ABIFEABAN HIZHSHELR « BEIaI SRR HIZ3EE PR o

sCEk I/0 HEABFRTEREAE o

4. BIOIEMEMTE—E °
5. &R /0 BEREZHIZIEE .
a. HI/ONE 4R SLEIEIB GBS o
b. HE1E4E—PRECESE A LG SEARAVIEIE « ABHE CAM RS2 [ _Ehedd « i RARSEE R o
6. &% 1/0 1E4RELT -
1. BB EIEASSREEEHENE °

TER 4 1 REHARY 110 1EAE AR

RFEHARY 1/0 1848 AR ~ Ba5E 1/0 RAAEIHB B DRI « BRI RS ERMER - A%RERE 110 828R
BB LRI AREA

BAREIETE
B /0 EAER - BIRRIMELEEMRE » LIF RIREZIEEHRAY I/0 1848 -

1. SR 1/0 184 4R -

a. MAUT®L !

system controller slot module insert -node impaired node name -slot
slot number
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b. #A 'y BEEIRT RS
LA RIEHEST /0 RAEEMIY LR (BEBE « B¥MA1E » ERAEER) -
Bl > LT a2 EnRG 2 (MPREERIES) ERUHEAE 7 Bl > MRER—RIEE » RnZEFEMI -

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

2. Bg5E 1/0 HAH ENSEEFRR T EMThiI4A1E
a. {EARIERIZRAVIER QWAL TR L !
event log show -event *hotplug.init*

()  aAmmmsRER A T AR E A S R -

% B FERETR—{E 5, 2 1@ hotplug.init.success EMS E4 > I7E Event {B{AIPEET
‘hotplug.init.success: * T<m /0 &4H_ R EEERIR B IHAIIAIE ©

fIan > LU g B 1/0 218 e7b M e7a BIFNIAIEAT)

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. WREBEIBNIRIERI ~ FHRE EMS sCERUABRARRIED BR o
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3. FEs2 /0 URIEME BB E RIFIBIF ;

system controller slot module show

i FERETRIGIEARAE A powered-on » B /0 H84AR] LGELE o

4. FBE3 /O AT LS THB o

WRBERISFRER SWAGS -

system controller config show -node local -slot slot number

gn2R 1/0 AT EAREARGRR > Bl R /0 RAEEH » SiEEEIERIEEH -

BIan - $HLHERE 7 FRRY 1/O 1848 IMEZE BB THES ¢

node2::> system controller config show -node local -slot 7

Node: nodeZ2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)

TR 5 | INERFRFEEREE

RAEFERMESERERERRE - FER | RAETEEMEGHRIZERNERS (REFE

(RIBERE

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:
Serial Number:

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

» A8 BEIRIRTNAE

BgEE LIF SREHTERE F > WEIRRKA AutoSupport BENE I ZAITHEE ©

1. IR RATHITH ONTAP RRAFIZRISINAE - REEFERTRELERZEER SN B BRENLE
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MRHEP—HIEFISREIEZETH a ERRERERE  ERIZERNERISNEERERE:
GIEB AR

storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true

MEEHIZSERFLIEIT /IO ( FifFF—% ©
RIHERIRTR)
2. BEREEN S EEME T EEMEZIBRE | network interface show -is-home false

MBEERMEGHIAR - BRFHEREHETEFIR | network interface revert -vserver *
-1if *

3. YNSREXA AutoSupport ~ FEER BB ZEEA -

system node autosupport invoke -node * -type all -message MAINT=end

TER6 | R EZTHHERE G NetApp

WNEHBEMBIRMATE R ~ RIEZ4REINetApp © 1 "SHHEGHERFHFAEN  F2HREH °

B 1/10 15%4H - AFF C80

Ea,axE’JAFF C80 RAEHAY 1/0 1RAHZ EMERFEARUIRE =BV BE I INIEERT
58 B % 110 1R4H - BHUETE LIERARIIERES « EHERRY /0 1548 ~ SEXERENIEHISES
L,(&H%E&Bﬁ-,@ﬁ:?&@NetApp o R LRI 2 A #F RA IR BIFT B ONTAPRRZS ©

FtaZ Al
* CUAEA R ERIIEM o
* SREEFFRATPIAEMITAERERER ; MRRE » BHHERMIRERFT -

B | BB IERVIER2S
fER T E P —EERREAM SR ERIARIIERES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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B2 | PEHIZR{iIF MetroCluster —ER 2 &
()  WmREEAGIFASELMetroCluster KA « A/MEFILLER o

AR IERIERES R EFEERISSEIRRE « WAL BRHIZEIEGES « WERZIERSEER
BT SRRETREREEN -

- B EE AL EBIRRES RIS E VAR IR - MBREREIATAY « REA0EHI50E
T TR RRTA SRR « AL AT S ANEIS  AEERE ; S8 HH
BEERS" o

* MNRIEFERMetroCluster BIEINEERZRVZRRE ~ BAJBREEEMetroCluster ERE THEEFR 2 REE ~ B
ENZLEENERF B IEERIHRAE ( TMetroCluster THEERZE) ) o

TR
1. YNEREXFY AutoSupport * 50U AutoSupport 852 SRINEIBFNIEILMEZE | system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

% AutoSupport i L B2 1F BENEILZEFIM/VEF . clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (ZRE2EHFREEENEBIMIEDISE | Norage B B EEI-EEL A - BBINIENER)
3. RRIBAVIERIRBEHARRET ¢

MRZARAIEHIREETER... AR
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