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1. MNREH RZH ~ SFIEREEM o
2. HIRARABIERIRNER

() =mems (PsU) BEERMEM -

MRICEPENER .. ...
AC PSU a. FIRERREESS °
b. fit PSU A TEIRAR > WA HKE—IE °

DC PSU a. ie & D-sub DC EIR#R#ZTE L HIM B 151844 o
b. ft PSU A FTEIRAR > W HKIE—E °
3. ERIBAVIERISRIN TRRA SR
BHHERAVERE o
4. BIFRIARVIESES
TEIFEETRISFRERISS RHERIZRIERAIRIE (RIS AR
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o TEERISI MR - R EEHEEER RIME - LIRRFEBF -

* FHECHERUBETF » RIERSEPR LT -

HIEhEs > IBFSRHERISSML - ARRBEIES > FEEh -
* RHERISSB LIRS - ERFSIFIERISRVESR - MR EREETERENKRE L

9 WMARE  ARBFEESEE (TERF) > FHBH -

. HEERISRMTERFERL -

6. s EENEheiRMA AR RIIEHIER 82 - ARITHIERE -

T2 | EFRGEEE

EETMFINGES 5 SBTEIEEISR A EIZER - RARRRISES RIEFET -

1. WNRE R ~ SHIERRES o
2. TERRRRIRES |

FIRRS (I E

BT EBRBUEKRK RN AR o

LU EIRERMIERER AL - UEEREERNMAERS RiFIIUES -

i A IR B B 2 U S EE 1L L A o
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WEEHTRERREIRRE
i B R RS R HEAE IR 7B ASEIE o

C. 7ERMMIRREMS —in  BEEEEBR (ENFERUE) @ 80 TEMEERNI—IR > BEEFELERLE
» AR TAFTE R AR IRRS S E B -

3. ZRBIFIIRES
a
b

TER3 | B RKIERIES
RSB LRI » AREMERF -

) S e
g@ﬁi%ﬁﬁ%&%ﬂ%&ﬁ%ﬁ%ﬁ%% (TEERIZR AR BORE > WRIERIERISENRES BOHEERSDS

o MRETEHEERIBREFERSRIEFEL (EERZE) B HRER TREEKT
& o

9 BHBF » RiEhISREMBAMEN—F > ARTIET THES) > BEUERERTEMIL -

e RIBFRRBEEUUE > MERAHEEREEEN °

1. & LirhIassss - ARIBRHIEEISIRRM > ERREALE
2. R EAERN—F o

S S BTSRRI ISR » A R TR o
() aEamREmEnETT  BSEHSR R EAMA -

3. B EITEEEITRIR » BIRFIRERGBATRMER (PSU) o

27



@ A E T ERCEEREERS  BAEEHRHERISR T2 EAMAELRBRKE - 82
TR A GRS B A2 e SR RN e R BT NIE T ©

4. RIS T R mAKLE
a. MAERTF - BRERISS EPRIZET T2 MR LE o
RHEREHB AR A ZIBENT] - SRR SEERIRERES ©

@ EEHIR TR TREMAETDE > EHRGFEE Loader IRMFTT © TR S EBMHIZHISRE
1SERATNEE ©

a. [ LheEERHISHEF o WEAER HEELL
. RERREMIERERIRIBZEHIS L PSU -

BRIMEZEPSUE - IRELEDE A 4R ©

NREEEEHELR ... RE...
AC PSU a. BERLGHEA PSU o

b. ERERMREERETEBIFA

DC PSU a. 1% D-sub DC ER4F1ZEEIHA PSU ©
b. $HEMEEISIEIE4A > #¥ D-sub DC TIRAFIZTEREZE PSU ©

T—t
RIS TSR MR > 6 U A (FEALERENEE ONTAP BRE" » o

WEERH AR B SR RERBNIRAS - AFF C30 FAFF C80

TEAFF C30 MAFF C80 f#fF R ML KMV EN Rk BE - LRI LB BSREKRERE
[RiB12 » DIEtERCHERERRE - TERBRRET > AATRESSERAMNE » WRELE
EERANEMMNEER - IRERMASBINE > RARSIELETRHENERIE

BERBNIRASERBIZETTEONTAP 9.17.1 REBRAPZEE - MREHFEERRETHERHRZABIONTAP »
AER"FEREINERR" -

FIYaZ Al
* BELCHEREESEY
° IREEZREESS (OKM) | FEREXENRIBEENEHOBIE
° SMEREIREIER (EKM) | BERBEBHERATINES !
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key
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* /cfcard/kmip/certs/CA.pem

1. 7Z LOADER R RF T T > RABIREIERBERER !

3.

4.

boot recovery -partner

SEERET R

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
EEFMER R EINERET -

T2 F5eRE BB CInstallation complete L& ©

R ENRER > LR MRS Z—
MREEFDLAS ... HMATUESEN(E. ..
key manager is not RIRRLEEMNEINRE ©

configured. Exiting.

a. FRHEARTHIR -
b. ZABRLI BT

'BEEBEIZR-ofnode_disapped_node_name_'

C. FIfE EFMEAEHRETAE WREWEBRT -
key manager is BLENMEINEE o i IEREEIESS o

configured.

@ MRABREZNATIREESRE > AFETHESRAE » TIRTEHIRSELETRERE
BURECEEE (IREEINE) o FARIBRRUEE o

ERESCEENEFERSREEREREN
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NEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR RE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a h]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

1o 5 BB B Eh IR BE 2R 47 (1545 NetApp - AFF C30 F1AFF C60

izu%a:E’JAFF C30 TAFF C60 f#ERMAPIFE(ETHELEWIE » SFRRFRIETTHR(D]
4“NetApp o sE2E "SHEGHEFREEmUENEZ S °
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EREhEse - FERIE
BREnRREFEEIR TIERAE - AFF C30 FAFF C60

EREhR R FEN1E R KA USB MRS ONTAPE L4 E|AFF C30 Z{AFF C60 47F
R EIARRENERE L o [MAZBRENetApp ST IR A8 FEE FERYONTAPIE R G I AG H 18
% USB FEETE o JA1% > (FEFEIFH USB MBS IEHITIMEIRE » BRAKIMETIEEE
YERRRE o

INRICNASEFRNZONTAP 9.17.1 REShRZ > /A" EHREIMERZF" °
BT MEREER - FIRIEGIE - BREENRE - (24 USB BRERIREME - MELBERENERMER
E o

o "iRB R EE TR K

TR BRI EK

e "RERRIE A"

HE AR T D ERARE SR EERZ N EHER

e "RAPAR RAYIEHER"

BICRE IR EIRR - SERIPAIERIZS o

o " AR RS

WRIRAVIEGIZR PR PRI FE R ENRAS I R IARIRREN T H » AR ER USB FER EREHIONTAPR G o

e "FAtRIRIEBR K"

i€ USB HABRIERAE ONTAP BR(R ~ IBRIERRAT « WERRIRIZEE -

e “ERE"

HEONTAPE B E MERE B EIER DT RIS IR S IR

o "R RS ER A NetApp”
MEHFEHEIRMAISRFRIR ~ i PEZ 4R [EINetApp ©

FERNENIRASRRAVESK - AFF C30 FIAFF C60

EEHAFF C30 SXAFF C60 f#F R PRIRRENIRAS Z Al > SRR A BRI R
X o EEERFRCHEEAEERFEEN USB lBEEHk jﬂﬁuﬂ,axze.:%ﬁ IEEEEI’JEE??&E&
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HEE o

USB [EE R
s FRRIEE—ERR LA FAT32 B9 USB BESHE o

* USB X HAR EHANHFAERAEM ‘image_xxx.tgz X fF °

X2
B limage_xxx.tgz' iS1EFERE USB FESHR ° £/ USB BB IR EMONTAPIRG RS E A LEAEEE -

HErER
fEFANetAppiR AV A (SR B R AR -

Rl gl
FIZIRNEINER > SRR ERNZENREMER

¢ ZIETHIES BICIETEHITAEERITHIZS o

© _ (REEEERIES ETIEITHIZZIM HA B o
ETRIE ?
EESR T BRI IERRE R Z B GBI ERE N EEm S B BEBEERIT o
BEFHENERERNINZESZIE - AFF C30 FAFF C60

%7 FE{R AFF C30 T{ AFF C60 iR LMERZ2M » S /EERERSEHEE EAvME
BT IRANAREE o IE LB ONTAP FRZEZEE 1% NetApp Volume Encryption ( NVE )

» IR ERAREHIZ 2 A1 » MERREEERARTAERT -

$EE 1 © 1BE NVE ZIET T EFEIONTAPRAME

EECHIONTAPRRZA 25 ST IENetApp @ AN%E (NVE) » MBS A M T EAIONTAPRME ZREN A EREN IR B o

1. BB EHONTAPIRAE B BN !

version -v
MR EIE 10n0-DARE » AIEHEERAERZIE NVE ©

2. THTE NVE ZHEHIONTAPEE -
° NERLHE NVE | THEANetApplait & INZAIONTAP &
° WNRAZIE NVE | THASNetApphtiE & I1ZRIONTAPKE &R

@ HENetAppSz iR ML T HONTAPBRMGEIERY HTTP 5 FTP EARSS S A EIZK - TEE R
RUENRISRNIBET > (SRR EULIRGAE
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T 2 REEREESRELHENEKE
TERARAMRIERIR 2 Al > B TR E RN BN ROV EEN

1. HEEHN RS ERVAN SR EERN

hRZ<ONTAP MITLE SRS
ONTAP 9.14.1 S E Rk security key-manager keystore show

* YN EKM BEUA ~ EKM BIEFER<SEHEE o
* YNR OKM BEUE ~ "'OKM BIZFEam<imtd o

* MRKREARIEEIEEL « "No key manager keystores
configured BRI E 3| TEdr S E#IL A ©

ONTAP 9 © 13.1 ZxEEHrZs security key-manager show-key-store

* MR EKM B ~ “external B &5 <L+ o
* N OKM BB  “onboard B &%7Een <8+ o
* MNRKEALHEEIEIER « "No key managers configured Bl &7l

Ea LA o
2. RIBRAGHPERSEE T £HEES > BT MINREZ— !
MRKEESREIES !
TR AR B 1 RARA R R RS - WAREHITRIAZ R -
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* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -
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2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR INRER &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

ZEA CFO BRER&E > AT TWHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B AR PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

e

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ETRRIE?
TR IRRE LB RINE R i [EZ R E] NetApp" » ERE o

H M FEZ IR [0] NetApp - AFF C30 and AFF C60

YNRIGHIAFF C30 BLAFF C60 f#F R AP T3S £ = » sHiFETiHRIE
#aNetApp - 55 2B "SHEEHEE R BEUENEZHH °

HeFe
HFEERT {E7RT2 ¢ AFF C30 1 AFF C60

BT 0 ARREATEK - BIPFIEHIES - B - URBRSERATIESE - LB AFF C30 8¢
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AFF C60 {17 & MBIEAS

o "IRB A B R

EEFIME - TR ATAREEK -

9 "RARAIERIER"

RARAFEERIES « IABEEAE L BITHERE ©

e "B A"

IR BRI IR AR RN IR R - 268 (EREIRERER) - UEERERIBHAR EMHEAE - Wk
SRR AR R IR G BRI B RO AS o

o "SRR B

BREBILANT HA SRES < IEISHESLHEE NetApp o
B FERIEK ¢ AFF C30 1 AFF C60

EEHAFF C30 SYAFF C60 f#F R4RIHFE Z AN » SEFERmE BRI EEK - 58
EREAMPNEEMEMEEERET  UBRLCESHEA ERNBREEURGE
HITA -

BE TR KEEEEH -

* EIRERAE O ARIRIRRIEAETISRARR) o IR E AR - MIFFHER -
* RERSPHFAAEMITHEOAIERENF ; TR > 5B > "NetApps2 it " BHtENTILRER -

Z

il

* WIS SIS EERE - HINEHAEE « MR SESHMEE PR ETRBIVIRTS FEFI D P
* EWRIERF R ZIRAIPTE ONTAP RRAFERIEEIRER o
* BRI R RRICEARTENR - ARG - (EIHAERIETE R AR EMIEAS -

ETERIE ?
TEERREREANTERZE  CRE R EREE"

REIRA4I28 - AFF C30 1 AFF C60

BIRA AFF C30 B AFF C60 f#F R MABVIERIZS » LB LEEREER » WHERERIEIER &
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1. 18 SSH BARE « EAAMTEABGMETNER/ T2 « HEENHEFHEEA o
2. {ZILFRE A | THTFEY NetApp G ERIEE) o

3. BEHNBEH T -

4. tNERERFA AutoSupport » SEHMSIEZIET » ILHSH TR A FRER AOBERY :

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. HBIPT A REEIELRY SP / BMC itk :
system service-processor show -node * -fields address

6. #5REEE Shell :
exit

7. R E— P8t Py HAEREIREAY IP {iik > 3538 SSH A SP/BMC > UEEIEERE o
MRTERANREERS LB  AEREENEEEESRREATHS -

8. (=i 2B PR MREIEGR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHRTE StrictSync 2 F#EHH SnapMirror [BIF12{EHIEEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true
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Warning: Are you sure you want to halt node <node name>? {y|n}:
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system node autosupport invoke -node * -type all -message MAINT=<# of
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storage disk option modify -node node name -autoassign off
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storage disk assign -disk disk name -owner owner name
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢
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storage failover takeover -ofnode
impaired node name -halt true
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh
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clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
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AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢
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AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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2. 7ERIERVIERIRR L - B IRIERERIEER 1/0 EikiEaE

REEFRY 1/0 BB LA HIRRAR » LUBH 2 PIAERBNEARIRE » AT S EMC &R o

7E /0 JHRRIRAE L - RERG $ RS EHEtRAh ARRR o

ERARINREMIETEIRAAR /0 EREATEIZERISI L o

3. TRV 1/0 1EAH ¢
a. i’ I/0 TRAREAFERISRIEE R L RV IB G 7S o
b. BLELHE 1/0 RAASTRHEAIEIE » FERIGIRAEER A ZEIESS o

CRIUE R A AR R EAISIRIEAAHEA 1/0 1848 -

C. |[ERF S HEER e FEIR AR LUREER o
4. 1110 EIRERTIEENEE o

WMREZET HF 110 154H ~ SBRIBAPPR « 25 NS224 MR ERELR " Huins TIERE"
3. 1 Loader IemEMEAENZBAVIEFIZS . bye

EMRENTHAE R IRAVIERISRET - th @ ERAIAE /O EEME o
6. WEZIBHIEHIRREARERE - FHWELERERE:

storage failover giveback -ofnode impaired node name°
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7. ERELEDE > % 1/0 1EAAMIE E H MG
8. ftfEEirHBRn TS BEREHIE

storage failover modify -node local -auto-giveback true
9. UNREXFA T AutoSupport > BITRIE (BUHHNEI) BEHZRGIEL : +
system node autosupport invoke -node * -type all -message MAINT=END
1 110 EAEFTE EREIEANRR
ISR ARSBRIRARY 1/0 #8240 » MR EHFREAIE ZEEMH 1/0 1848 > i /0 iRAEMIEERT 2 TENRA

BRERI(F
sA P (CHR AR R HUZER » LUERHRRY 1/0 RAEIEER2EANRE

ES0 RERITE
;\IIC HNIC (HE#ERERE BiEHISSEARMR - LFEEEE -
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bye
EMREN AR IBAVIERIRET - th & EIRWIAME 110 RARMEMTH o
8. WRBHIEHIRRERMGERE « FHMEERERE
'BiEfE R R-ofnode_disapped_node_name '
0. R IERIRNTIESBRBEIE :
storage failover modify -node local -auto-giveback true
10. YNEREXF T AutoSupport > BIfER (BUHING) BBNZEEFIEIL -
system node autosupport invoke -node * -type all -message MAINT=END
M. WRELET NIC R4 » AR SEEFENERRNIEE S network

storage port modify -node node name -port port name -mode network

12. BE—EEHRERELEDHR -

EAFEIN 110 154H - AFF C30 #1 AFF C60
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2. {EHPERY 1/0 1EARIR T AR o

R A ERR A LIRE - WEHBREIREF TR EEMEREERERER -

/0 tRAAEZEELEMIE (BIRBRZENEERAIRE) | B2 > WRBERNARIERZIRRE
@ » THESRE—(EEREFNEEERE  AIINTERSEEEETEE -

T BB BEF RO E URFREMRED LIF REBETRE BRENTILERS -
3. MREAT T’ ThEE ~ sAMA T HEREE IE BENR I {EZAutoSupport AutoSupport -

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN » LU AutoSupportsilE &1 B BIZ G LM/ -
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. IRBFHFRAANITHY ONTAP FRASHIHERIZIAAS - REEFHEHNIE :

FRZ<ONTAP ME... RiE...
9.17.1 8 MREZENEHREEFEETRE FHEHTE .
9.18.1RC FppRETs

a. ERIBIERISRHTESBA TGRS

storage failover modify -node local
-—auto-giveback false

b. £A yELEIRT CEEEFHEEEIE
71 B

9.181GAEE WRHP—FERIBEIHZETH FHEHE !
HrhR s BIERBAHERIZR

a. EEREHGERHNENSREZEEPRATI S

< -

storage failover modify -node local
-—auto-giveback false

b. A yELEIRT (CEEEFHEEEIE
71 B

9.181GAE WEEFIZRIEMENLEZEITIIO ( BIETF—F o
HrhRs REERRT)
O. ZEBIIRHIERY 1/0 1848 > FE R EERBE PRSI :

a. BAMNTHE !
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system controller slot module remove -node impaired node name -slot
slot number

b. A 'y BEEEIRR TSN ?”

BIEn > LU en < 2 HBERENRE 2 (RIBERISS) LiGiE 4 havsfERE » R —RIFE » JRAIUE
205

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2Z will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FESBHIPEDY 1/0 HEAAERARER ¢
system controller slot module show

B H 45 RETE MR R B4R status WAIPEETR " powered-off ©

FER 3 | BMEHINEFRRY 110 R4
IR FRRY 1/0 HRAAFUHEINAF Y 1/0 124 -

1. IR RIEH ~ FHIEREE o
2. TERARRVIERI B P ASFRIERY 1/0 R4 -
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PR S ESE 1/0 BRARFEHEIRAALITAR

ERERRNERERBR FEMNGRIFEFBAR /0 RAREEHISZFALL -

3. ZEEAM 1/0 15H4E -
a. /OIS 4 ERIE B 4 TS o
b. ELESHNIE 1/0 AT 2 HEAIGE » FE(R 1/0 1BAHIE IR A 3 1%83 -

R UER AR RN A RIBIERFRAMIRHEA 1/0 1548 -
C. JIREs#thesa e B ah LANE S o
4. B 1/0 18R EEAS -
TER 4 1 REIREY 110 154E AR

i HARY 1/0 1848 AR ~ Ba5E /0 RAABIRBR B TR « BRI RS ERMER - A%RERE 110 12ER
BB AR R o

FAREETLE
FEH1/0 1HIE% » ERIBEERMAE » LIF RIRIEZIEEHBY 1/0 1548 -

1. AR 1/0 1RAH L4 :

a. BAMUTHE !

system controller slot module insert -node impaired node name -slot
slot number

b. EA 'y BEEEIR R ECAREENF
BLHAS RIEHEST /0 RAEEMIN LR (BEBE « B¥1A1E » ERAEER) o
BN » LU en < fEENRE 2 (RABIEHISR) LAVIGIE 4 Bk > WRERZAZFAThAvERE ¢

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO _2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yl|n}: "y’

The module has been successfully powered on, initialized and placed into

service.
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2. 5338 1/0 4R LIS BEIS R TEAINIAL ;
8. EAREISIEAHANTHS :
event log show -event *hotplug.init*
()  armmms R E AR A T AR E A S R0R -

B 4 FERE R —1E2¢ 218 hotplug.init.success EMS Ef » F&r 1/0 1840 FVSEEIZIEHY ERIhEE o
fBlan » LUTEILEET 1/0 EIFIR edb N eda FIFIIRIERTH -

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. MNRBIBBANIRIER ~ F51RE EMS i UABRRRIEDT R -
3. FESD /O WEEIRIE D BB AR IFEF

system controller slot module show
B FERE N IRIBAR AR powered-on » AL 1/0 EARATLUELE o
4. FESR 1/0 1EMEE LR E R o
REEFRNEF SBARS -
system controller config show -node local -slot slot number
R 1/0 BRI AR 1R AR - BB &R /0 EAAEH - EIEIRIEREIRE o
BIgn > EHEE 4 B9 /0 184 > BEZEETIFELUATRIEL
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node2::> system controller config show -node local -slot 4

Node: node2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

TR 5 | INERTFRFEERER

REFERERERERERLE » AR | RATERWELHIZENERS (REFE) - WEBZIREIRE
(RIEFE) - 8BS LIF SEEHEHTERE > WERRKA AutoSupport BENEIZZEAITHAE ©

1. IR R BITHY ONTAP RRASAHZRISSARS - 1RTHERE T REIEFRBIEE RS0 BB AT

FRZSONTAP ME... RiE...
9.17.1 8 MRZIEMITHIZIEENIZE TRE o BEWMERERE  FRENEFSRZNEERE
9.18.1RC BOFESIZS £ :

storage failover giveback -ofnode
healthy node name

b. ZRIEFIRNTIELERBBINIE !

storage failover modify -node local
-auto-giveback true
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hRZ<ONTAP MmER... AE...

9.181GAE WRHP—FERIBEBIRETH a BEREMERE  ERZFENERISNEES
Hrhks BIEB RIS BAE

storage failover giveback -ofnode
controller that was taken over name

b. {EIZENVIERIR TS EREEHNIE !

storage failover modify -node local
-auto-giveback true

9.18.1GATE WMEZEHIFTEBLETIIO ( FIFETF—F o

HrhRas IR ERARTE)
2. BB EERE T ARSIFEIZIELOER : Tnetwork interface show -is home-false |

NMBEEEAERHEIAR AREBEREHTEEIR | network interface revert -vserver *
-1if *

3. YNEREXA AutoSupport ~ FEER BB ZEES -

system node autosupport invoke -node * -type all -message MAINT=end
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
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--halt true_ 2 EHTEA Loader IR MFIT ©
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* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false
b. A 'y BEEIRT CRESEEHAETEE? ) K
3. BRI HIRBEHARIET !
MRZIEAVIEH S ETRER... AB..
FARNET AIET—Ef o
IEEERINIE. .. HZCtrl-C ~ AABTEHIREREFEIRE Ty, o

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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2. BRENEHIRBERRHTERE - SEHIMEESEF !
'BEETBEIE[R-ofnode_disapped_node_name '
3. el RIS EERERBENIE !
storage failover modify -node local -auto-giveback true
4. YNERELF AutoSupport ~ sEER BENEILZA -

system node autosupport invoke -node * -type all -message MAINT=END
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show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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8. el RIS ERERBENIE !

storage failover modify -node local -auto-giveback true
9. YNSREIA T AutoSupport > BIfEIR (BUHINEI) BENZEMFIEIL

system node autosupport invoke -node * -type all -message MAINT=END
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

TER2 | BBPRIEHIES
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i RTC B E E e ERE o

3. RREBMRTC | :
a. MR EaERTEEEIRE -
b. BB » FEEM _ERIMNSEEARSS > B R _ERINSEASFE o
C. U—EAEREMBATME  RERHEBEIHEA > FHE2BATHEF
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2. R EAERN—F o

S BTSRRI ISR » A BRI AR o
() mEmmiEmza - AMBEHSTRBAMNR o

S REEAEBRERIIERIRNTIEQEENBERR B - WETIERIREMEAKE - EcB BT

A -
() A mE TR RS -

4. RIS TR imAKLE
a. MAHERTF - BREFIS EPRIRET T2 MR LE o

() wessBARRREmERERS - SHTARRBEES -
b. [ EAEEERISSIET » T (EAITA MRS -
() Emmss et ERBEnEsISBnEs  BERRmA TS TERARI -

o. REEIRE RS o

145



6. RERGENERETRMMESR (PSU) o
ERIMEZEPSUE - IRELEDE A 4R ©

MRICIETEEMER ... RE...
AC PSU a. [REIRARIEA PSU °
b. { I EIRAREE 23 E E BIRAR ©

DC PSU a. 1% D-sub DC ERARIZEEIAA PSU o
b. $HEMEEISIEIR4A > #¥ D-sub DC TIRAFIETEREZE PSU ©

7. RZIBRVIETIRREEAERE - £EWEEREF !

"B T8 EIZ/R-ofnode_disapped_node_name '
8. el RIS ERERBENIE !

storage failover modify -node local -auto-giveback true
9. UNSREXA T AutoSupport > BIEIR (BUSHNE) BEHZEGIET

system node autosupport invoke -node * -type all -message MAINT=END

WER 5 | ERR TR ERRREA B ER
B RTC Eith » #HAEHIZS WS — BIOS EXRMNERE > HEHITIESRNE ¢
(:) RTC date/time error. Reset date/time to default
"RTC power failure error iELE5 22 TERANY » ERTLUBERITILRER ©
1. RS2 L 157 HHAFNASRS

cluster date show

@ MREHHEFERFAEIEERBIEINEER » AT HIRIRREFEEUEIE "Reboot node M [EIFE y » A
BT Ctrl-C LAFAH%ZE Loader °

2. E24RIEFIR L > 12 LOADER RIRF 7T MEEREM B
cluster date show
a. WIRFBE - EXAH
set date mm/dd/yyyy
b. INRFLE > FHREBMEUAIRER (GMT) :

set time hh:mm:ss
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3. 7£ Loader 2R T > #A bye AEIHIAME 1/0 IR E AR MY > SARRITHIREIZLS) o
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* MRS 12U #48 Bt 2 (8 HA EEFIZ5H0 24 (ESeEhasiaiE
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* PCle #E7ti& : 8
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BRERRAE
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W& 10
EIRE 110 B o

BB E
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° BRNERER » AR EREAREER LEFR -
4. BIRRMEREE
a. BIFERIAMERERMENFIEEE - TEE LI ERE - UETENRERAH HIEFRRVERIE o
b. M EEEMAIRIZER - R EEE R TieHE
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C. I T RMAEIE CAM 144 o
MLERIRE RS o

d. BOERIRTEM TIEE » ARIEIERIZS R I R R EIERAE o
e RAMEBEEERERENFER L » THEFERSITEER °
S. AGEIRIEHEPBIRERENIHES ¢

(1] AR EIBEME CAM 1254
(2] Bt IR B SH T i
(3] Bt IR AE

a. T EECHERIE -
b. REREN B LHEEE > {EEERIBY - ABRKE—E -
6. HEIMRKIRRERRERAREIEEA
a. FFIIRRERIBEH T HEEINR « AR HIEHEALEE -
b. FATHEIRERTS MI[A) FHEEFILIRES
C. T HER - SRR T Em T IEE - ARMBHE R -
/. EMEERAREIEERE
a. RAGEFERENBGEALBRAONTE -
b. FLEUMAGIRARB A - HEIRPIHMAGMES
C. RERSEIITTERM LI - IS IEEHEERMIL -
d. fERIFEIREINRE - REEEIMERIAREERAE -
e. B EIE ARM [ _LIeEERPANE -
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8. EFEIEITHIER ¢
° BNITREIR » A BIRARIEAEIR ©
s HNBERER > A EREAEEIEEER -
ZHSSEMERSETESERRE -
9. W TIRERPEEENTZRE o "Ctrl-C {27E LOADER 12 RTYEEE ©
T—%
EEREHRTIENFMERE B TS EBHEINER ONTAP & » ©

WEERBH R B SR REENIRES - AFF C80

TEAFF C80 f#F AP L EMBPIEEIRS R ER - T URE BSREHRRERBE - L
WECH R ERLE - T ERBIET > RMTWESSERANE » WREEEERANE
WINEERE - MRERAZRINE > 25| LT ERNERDER -

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAPIE - MREHFFRAZTHEFHREHIONTAP »
RER"FEREIRERRERF" °

FIYRZ Al
* BELCHNZREIESREE
© IREE R EIER (OKM) | REREHENZIBEENENEIE
c SMEREIREIES (EKM) | BERBBAHEEATIIESE :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

&“%
1. 7Z LOADER R "F T T » BABIREIERERER !

boot recovery -partner

SEERETR AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BRI R RINERR o

T2 F5eRE BB CInstallation complete L& ©

3. RIEBEMEER > LR RS Z—:
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN
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NEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR RE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a h]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBBWIERY > RARFLEFTRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

1R BB B EN IR BE 2R 7 [Bl{5 45 NetApp - AFF C80

SNRIGHIAFF C80 fEFRAHBVFE T EMIE » HiFETTHR[EI4ENetApp © 5
"EREEER BEUENESEH o
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EREhEse - FERIE
BREniRRE FEIIE TIERAE - AFF C80

FEIMIERERETEEA USB BESTRIGONTAPEMZEEIAFF C80 RARNEHARENE
R b o IS ZATENetAppZ IR AL T E H FERONTAPIERERGR I G HAE S EI USB BES B ©
PA1%  (EREMRITFRY USB MBS ERIITIRERRIE > RMINERIERZE(FIARS

MREHRBEFRIZONTAP 9.17.1 KREShRA > s5EA"HHREIERRF" °

BT MEREER - FIRIEGIEE - EREERE > (24 USB BRBRIREME - LEHBRENERMER
E o

o "I RIRR A B TR

BB EAFIIRAS IR o

e "IRENNE R SRR
HE AR D AR SR EER B HIR

e "RARAIERVIERER"

EICRE TR - SERIPAEERIZS o

o " RS

RAREIREERIRBIEFAMRRS - AR LRE RIS « AR A USB IREJHLEREEH ONTAP IR -

o "R RS BRI

& USB HARE14FAM ONTAP MR ~ BERIERRM - WEGTIRIBEH o

WEONTAPRENEE BB IR ERSRENINPZIREIRES ©

o "R ERIEGNetApp”
MEHFEMHIRMALS R « iR FEZ R [EINetApp ©

FHRENRREERMIZER - AFF C80

£ AFF C80 R4 RIS 2 Al » SRR SR EHFIERNEX © L@?ﬁﬁﬁﬁ
TR BEAEEREAER USB REIHERIK - I HEST GHER IEMAVEARMKE
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MREHNRGIZEFRIZONTAP 9.17.1 RESARA > s5EA"BFREMERF" °

USB FEEE
s FBRIEE—ERIEA FAT32 B9 USB FESHE o

* USB W HAR EAMNIHFAEREM ‘image_xxx.tgz X fF °

X
B8 "image_xxx.tgz I HEREBIE| USB FEEHE o [ USB P B IR EEONTAPBREFAEF A LEIESE o

I ER
fEFANetAppiR (AR AR (SR B AR R4 1 o

gl
FIMZHEOENNER > R EAZIERIVIEHSREREE

© _RiEEHEE_RICIEERITHERIERSS
© _RERERIE_ERIBIERIZRA HABH -

T RIE ?
FERRE T BRI ERINTERZ R G ERMIRE LRI EE RSN GEERIT

BEFHREIREERMNE R - AFF C80

A THE{R AFF C80 #EFERALMERZ 2 » KEZEERMIER FANEZEig BNk
fE o IEEHY ONTAP HRAZ2H S'Zi’ﬁ NetApp Volume Encryption (NVE) > MU&7EREIRE
EHIZSZ A BEREEIEEX R AR o

MREHRMEFRIZONTAP 9.17.1 KREShRAS » s5EA"BHHREIIERRF" °

HER 1. 15E NVE BT T IEREFYONTAPM &
HEESAONTAPHRZAS 2 L 1ENetAppiEiE @ NNZR (NVE) » LUEE B L T £ EREAONTAPMMKSREX L EREN IR RS o

1. BB EHONTAPHR A BB ZIRINE !

version -v
WMREHHBEIE 10n0-DARE » BIEHIEERRAARZIE NVE

2. FHME NVE TIERONTAPEES: !
° YR HIE NVE ;| TEHEANetAppiitENMNZHIONTAPIE &
° MNRAZIE NVE | TEHASNetAppliiEEMNZAIONTAPIR S

@ ENetAppZ IBATUL FEONTAPBMERZIIEAY HTTP 2 FTP fAIARSS SN A B KI5 o 7282
EENHAERVIBIE S » (R EE MR o
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T 2 REEREESRELHENEKE
TERARAMRIERIR 2 Al > B TR E RN BN ROV EEN

1. HEEHN RS ERVAN SR EERN

hRZ<ONTAP MITLE SRS
ONTAP 9.14.1 S E Rk security key-manager keystore show

* YN EKM BEUA ~ EKM BIEFER<SEHEE o
* YNR OKM BEUE ~ "'OKM BIZFEam<imtd o

* MRKREARIEEIEEL « "No key manager keystores
configured BRI E 3| TEdr S E#IL A ©

ONTAP 9 © 13.1 ZxEEHrZs security key-manager show-key-store

* MR EKM B ~ “external B &5 <L+ o
* N OKM BB  “onboard B &%7Een <8+ o
* MNRKEALHEEIEIER « "No key managers configured Bl &7l

ERLHEA o
2. RBAFTRDEE T BB YITIIHREZ—
MRKEESREIES !
RN R 2 #BARAKPEIEH128 > WARERITRIIZR -
MRRET HREES (EKM I OKM)
a. BATHE#NES » BErtiREEEPRIESRAVRE
security key-manager key query

b. ZEEHBPLERTIREHPHE o "Restored IHF o ILTIETEREIES (EKM ¢ OKM) MIBHERES
BRGENINER -

3. BRI RIREIE SR T MABRAYRIESER |
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SNER SR EIEIET (EKM)
RIEEESTRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBFSESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) BERIEERVEEEHTIREESTRUNZELETEIEE - MRILBILENE

¥358  sAIAENetAppZ iR ©
b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RAPAIEH B LUETT FENRRENRAS IS - AFF C80

SEANVESINSE T2 18 ~ EA AT RIBIERIZRAIRAR - ERESKERNEERRRFK

FARASIZE R IBRVETES o
MRBEHRHTEEHIRONTAP 9.17.1 RERBHRA - AER BB IERRE" o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN EFESIE R E MetroCluster ZBREAREE » BEIRLERFLERAFIE BAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?

RAPAIERIZR 2 18 » BB EIARNGRRE IT -
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EIRRAENRRS AL 5 FENRR BN IIR1E - AFF C80

AFF C80 RAEHRIRRENIRAS#EF T EERFRMRE S - BBRE SEBRANERR
#H ~ BIRIBIRAEEN E - KEBIREENE > ARER USB lEETRGONTAPREFE)
Sz BN E -

MREHRMEFRIZONTAP 9.17.1 REShRAS » s5EA"HHREIERRF" °

ST : BRI
BRMSIRARIT I RASEIRIARR « T RAP IS o
5
. BEMRE - MBCHRE BRI -
2. $FEHIEAY PSU ©
() mRCHAGEEAER - B PSU K TERES -
a WTBEEAGERMANFTAMES - BHOETEROEHAE « LUSEERREMEN e
S E EREES o
b. [ TEBESEIEARE S AR IS ST RRE RTINS « At THEEARE o
o. T AHIEIR CAM H8E « CAM S IREHISTTE U -
d. [ FEE) CAM 41 - SATHEREEISSIARRTER System Management 15148 «

e RAREERARENFER L « LUEEFEEIRIRRE -
3. WEIBRBPISIRFMRRE

(1] RFEIBEME CAM 1254
(2] B IR BRI 8R

186


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

(3] Bt

a. T EEGHERIE -

b. ) EHEEBFIKIRES  REBLIGE « ARBHKE—E -
4. REMFERREERERREERAE -

a. FFIIRRERIBEH T HEIEINR « ARG HIEHEALEE -

b. FASHEIRERTS MI[A) FHEEFILIRES

C. T HER - AR T Em T « ARMEHE R -
o. B EAREITERA !

a. B EIEARES R LIRS ERMAAE

b. FIEMBEAREIEERA -

T2 | RERGEREIFRHERE

LR BAFIEEZEE ONTAP BRME o [REILUKE ONTAP BMER TEEE R ONTAP ARFESMAZI USB 2B
Ezz{'#a*%% AREBREEH DI EIRAFEIEEE "NetApp SZHEAFLL" o

ez Al
* S B AR TUERFAT2HNUSBRES iR « EREE/DAR4GB o

FHERZBRETIRSRITHERIBR KRR ONTAP BIRZS o [EAILAYE NetApp SZiE#HIS LH) TTFE) BEATH
f%ﬁ*E‘.?EI’JHN% YNERIEEY ONTAP hiRZS3z4 NVE ~ 3512/ “version -v 85 9 3REET © MIRERA < EH > A
"<10no- DARE>"RTIEHI ONTAP AR Z4& NVE o

° MR ONTAP HRZASZ1E NVE - 35 FE{8%5 NetApp Volume Encryption BIBR{& ~ W FEILERFAT o
° MNERAZIE NVE - 55 FEARS NetApp Volume Encryption AYBR (& ~ I T E3ZERFAT ©
* MREWRSZE HABCH -~ BINBETEIEFISSMNEEIRERIE (BFEE eOM NHE) 2B FRELR o

1. T EEERRFEIRE ~ WAFHEES "NetApp AL B USB TREJHERRIK

a. tEmE LR IFEL E4 - BRBEA TR ECH B LT EERM -
b. fRERMEARTSIRIR o

@ WNREFERAWindowsHEEA A ~ s571fERWinZipto#iElnetboot {5 o {5 Efth#AEY T
B ~ FIa07-Zipgt WinRAR o

USB fREGHLERIEFE R A ZRIEH SSFTITRYEE ONTAP BRfR o

a. WECABERSPEH USBRES ik ©
2. % USB REGHFRIEIEA R A EIEIELE ERY USB-A FEIBIE o

AT E R USBE S R LA IR AUSBRERIEET « MIFUSBEIES IR o
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3. WERSIBEATRMLES - —BTIRNE - ZHSH GBI -
() nRCHEERER AEERAEMEENER -
4. FEMATRRIBRFI FRCH-CIBIE « IUFRABZ -
MBEHBILAE « FECU-C + EEPIREMEHNBIA « NBEILEHISLISTRAS -

T RIE ?
BRI RIRZ B EEERE" » MFRE -

7 USB BEE IR FENINIERAENLRES - AFF C80

TEAFF C80 R LREKMBVBNRIREER » KRILIKE USB FES IR FENRENERIRGRIA
WEFRBHEBRERRE °

MREHRBEFRIZONTAP 9.17.1 KREShRA > s5EA"HHREIERRF" °

a2 Al
* SRREMRICRBE R EE IR R R IEHES o
* AR B2 EMRERIUSB -
* BELCHNRARESERME - THE 3 > ERERBESRANEREZHERYEE -

1. 7EHPEIEHI8309 LOADER 2RFIT T » 1 USB BESERRENE R ¢

boot recovery
MEIRGIERUWEUSB T LAY ©

2. HIRRME > BIARSRBIBIIZ Enter SIERIERPETHNTERTR
3. FIEAEARICAIONTAPRAMI L BHER var IBRRMR :
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
KRGS TEMRIA TR

ERRRTNCEREDERR > FiK v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:

" MRAMAERNE > FUEENRERIEE BB 1 EBRE)_-
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" MRAMERAME > FRIEERME"

4 RERSERERTSEBHIERES
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local
6. NREEAT BERETHEE > FEMAE !

storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

T R0E ?
SIEIEIRRE » CRB TR LIERME"

FERBERRERMEER - AFF C80

£ AFF C80 RMANE MR L ERMNE » UEFREFHTER ZIRE - BRREFEE
RETIRAAE  ENMERMERE @ UkESENNZEEFE

MREHRBZFRIZONTAP 9.17.1 KREShRA > s5EA"HHREIERRF" °

REBCHEREESHL > STRERNT BURERFNE - MREFRELCHRRERAMETIHEIRS > 5HR
BICTERENRRE EE 7 RGP YR E ©
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NEZHREEER (OKM)
it ONTAP FIHINEERBERAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR INRER &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. HIRIRTE > FRADCESEEEMEBERE
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4 MAREHENERTERR o
BARIEER > ZERI S FTERMEABARS °
RmEHRT
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o FFEABNHEN

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

BACKUIP——ecmcmcoomomomomooooomom—s
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R R i e S b 2 I b b b b b b b dh b Sh b 2 b b b I db b b S b b b b b A b b db b 2 db b b S b dh b b dh b db b 2 Sh b 2 Sh i db b 4

RR b b b b b b b b b b b b b b b b o f

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©

195



s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. SRS S R T EN ¢
Waiting for giveback..(Press Ctrl-C to abort wait)
RN S ERBHHIERIES
8. BRIEIRIEHES
storage failover giveback -fromnode local -only-cfo-aggregates true
R RARIERIE
9. £ CFO RGN - AT SHEES !
security key-manager onboard sync

10. HIRIR TS - MABREBENRIRRTRERRTIEIEE o
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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1. BB B R AR S B AR PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

e

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

BETRIE ?
TERAMSIERE BRI R R E S 4R ([E] NetApp" » [BFEE o

R FEZ 43R ([0] NetApp - AFF C80

g02R AFF C80 RAEHFRITHEIR > ARNEZHIR[E] NetApp o #l "S{HEEEE R "EF
HME ~ FF2RER °

e
HAEE R T (ERIZ - AFF C80

EERIGEMRAFF C80 RAEHBIHAE > sAcE R EREN - BIRIEHES - B > AR
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Base RARE(E o

"E B[R ERER"
BERMEEHRER » BIERFASN  FIELR « ONTAPREMAM AR o

A R R
FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAERI A"
RARAHERI S U R B MEITIRAGHEE o

"R
R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

EHAEIERIEK - AFF C80

EEMAFF C80 RMFEHRIERRZ AT > sERERMmENRINERIBEER - EEERERKT
HFFEEth TR R IEREF - BRECESHEAONTAP NAKEIES/R:E « MBI
RURGERNTA -

SR BRI « ATRMFTE IS « MINIEEISE ICPU 5T « TR 10
BT HIER o

* SAMEE RRFRRPTA R MTHHERERE ; NFRRA > B "NetAppsiE" USKIHE)
* MNRITZAE ONTAP AR M EIESNE » SFEUSELERE o

* REE AV ENTAEMRELUE TSR -

* TWRIATERAZIEAIFAE ONTAP HRAHERMHEEIRIZR o

. %’%ﬁ%@ﬁf?%ﬁ%@%ﬁ%ﬁ*& » NVMe HABRIEFNIEZERISS RS EHIHAE « T EHEFERIRZ NetApp BIFTTT

* KA E N EETE - HRNEHMES TR EESHMEEPE ETBIVIRS HENF S0 e

ETRIE ?
AERTRRERZE > "EHEEREAE o
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RARERI A AEHEAS - AFF C80
BAIPA AFF C80 f7F RATFRYIZRIZE » UBIIEERNESR » WREHRIEERRFRE

IEiEFERAR AAMERRARN AR - AMERB=ERIERERENFAEN > 552/F "EREREILFHEGET
RIRRRIR TS 22457 - NetApp FGHEE" o

BRtEZ Al

* EREEERLERERME
° ONTAP At R EIEEFTE ©
° S{EZEFIZ589 BMC 1ZEXEES] ©

c ERECHEAMVEN T AMLHELETER

* FEINREHER
° HUTHM "RAEERIBE" o
° 1% ONTAP AR EEZENRMFAREA o
° FAMEAIRRE "Active 1Q ZEZRELRG" « 58 FRA L BRIEEIMEMRSE IR G T LY LED

o

1. 3538 SSH BARE « SiEAAM TS EENECHEN / T1EE - REETNERHREA
2. (RILFFE ARG / E1%TFEY NetApp R4 LBIER] o

3. H{ZSMERER TIE o

4. WNSRELA AutoSupport > FEINFIEZRERIL > WH5H ISTERA R ARREARAVESR

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. HBIPTA REEIRLRY SP / BMC itk :
system service-processor show -node * -fields address

6. #5REEE Shell :
exit

7. R E— P8t Py HAYEREIREAY IP {idk > 3538 SSH A SP/BMC > UBIEERE o
MRTERANREES /LB  AEREENEEEIESTEEATHS -

8. EIH{UMN B PR RE ERY

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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HHAE StrictSync &z F{#EH SnapMirror B 1R1EIEE | system node halt -node

@ <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
-quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEBITIEER » ARAEETHNSEEGSREA *y* !
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFSEIEGISRMF LT RRTEHARET

B TRRIE ?
RAPAIERIER 2 18 - CRERIT EifiE"

FA4%E - AFF C80

E1GRIAFF C80 R EIFRHEREEMMMRRE: - HEIEGR - BIUBIE BIERIRIES
SMEREKE (PSV) ~ BIREEENES - REBBRHEMBUKREMZEKAEHE N -

SEE1 I BUT PSU R4
TEEN RIS 2 Al > B BIRINEEREMESE (PSU) - SEZEFIZEMIE o BIREMRDRESEZESIZEN

BEEE -

1. Y FPU{E PSU :

a. WNRIEEREM  HIEMERM -
b. f¢#EHIZRRAR PSU IR FEIRAR ©

MREHRFEERER © 551 PSU INTEREL °

C. #& PSU $BF[m LhEHE - MUER PSU hiIHH » ¥ PSU SHEER » 7A%1F PSU 1RSSR L » X
EEHIBRPREPR PSU ©

@ PSUTRKE o {EIERISSRAAFENLLE « SRR AMEFZIE « URFRAMEH SSEETEE
MEMBE °
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0 Terracotta PSU $HE12%

a. HHER PSU BRELELER o
2. IWTEBR

a. {EIEHISIEARIN T RGABAR - LUR(ES SFP Ml QSFP &4 (MERE) @ ERHETEREEEED
» MRFRIEARER o

ORI
b. IS I BB > R EE—E -

TR 2 1 ED TR SR AR BRI
etk AR R ED T RIS o PABRIEHATPEN T EESSS o

1. BESEEFISRRASEIEE 4/5 PIIAE NVRAM AREE LED BEER © S NV Em ©

o NVRAM #REE LED
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e NVRAM = LED

° N8 NVRAM LED Y& * sFAIfE T—% o
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#28 ©

2. TR ERRAR
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3. TEPRMLBRIE

a. AP IEEMBERBER
b. #2T LED T 75 HiRi4 A E 2R TRIRAVRE IR ER -
C. IFCAMIEIEHIZ| T EFRBVAIE « UIEP MR PEUH RN « A BRI AE R o

HEBR R PRI AR P RRRR ~ EE A IEHEAE IR -
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a. Bt S EMIREFRTERMERE 2R > TR — S ESSHEENEF L -
b. ¥R E ERMAR L BAEUL D BR o

TER 3 | EHRRI B M
IF TERFENEAE - REBIREAE - WERREFRAEN -
1. BN R48B9HRE -
a. TEtkFE LA RAED N iR4A o
b. EFAMEAS—ERER > RRIRBITERE B R FENESR AR IREE » ARRERE—
2. ZIEHIE

a. EAMEARSEAKE  RHEREETRIREBRANAREET - FAR5 I EMEL R RAHER
REFEEIRIRERSE L -

b. AT IR AR BN RFIAE -
C. EAREIERIBHAPEI T RYR « A EEEE ERBHRIRRFAILAE -
3. MERERIEGIZRRARRYA o RIERISR R L RE BT
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a. fFHERISEAERRIFE EMAARRO  ARRHER S ECEHEALLAS
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4. BRI E R R RS IE E A FERV BRI ST 2R o
. ZEEEIME PSU :
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?
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3. IRBRMIREREIEFIZRENS -
a. EEFEENEHRL > BERTAEMENRIFRARE « HIERE M E FRERIAAE :

storage aggregate show -raidstatus !*normal*

* MR &< IR[E There are no entries matching your query. ##4&# A T—EFF5F > E2EAEHD
HUEEBNZS © ©

" MRZEALREMEREMER - HREMEESI2ZUEAUutoSupport Bt » WiHiiENetApp s HRARFTLAEY
SE—TWmE -

system node autosupport invoke -node * -type all -message
'<message name>'
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event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. ##4&8:&E A T —4 o
P

* MREZE LR EEAIEMAER > SFIEMEIER 2SR EAutoSUpport &R > I EAENetAppsZHRARFTLAEY
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system node autosupport invoke -node * -type all -message
'<message name>'
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'<message name>'

4. BTRERERETS o
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5. $h IS PSU -
() MREHAGEERERE - B PSU K TERESR -

6. ZT G2 ERIMESERIH - R TieEmERH » ARRHERISRhI LAY 3 5 4 307 o
7. BESUSIER MRS « AR E T iRt  SEREEEEn TR -
8. {EtFEPRBIREENVRAMARA]

a. ¥~ CAM #&zif o
CAMIZEREIEFETZH -

b. WEhRRHEREME
C. EFIEHEA CAM HIRFMIER ~ ARRRABRILAE « BRI L8R8 0R NVRAM 1548 o

o CAM $HERER
e DIMM 873/

9. 1% NVRAM AR BT ZEMRE L o
10. #3) NVRAM #E4EREE I DIMM o

() 25 NVRAM BARRIRE FRU SHRERE « LUKIER DIMM $518 1 7l 2 91 o

1. $#F DIMM $HE3E R W& DIMM #EEFERENE ~ WUEITF DIMM o
12. EDIMMEESHERE ~ SABIEDIMMESHE A 1H1E « ERISHTEE R SHERIN » BNa] LEZHDIMM o
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13. NVRAMIEAR LA 7S

a. FFIEAAEEGE ANRIE « BEEIMERPIHEAIEHE /0 MERIHIES - REBFNREE T2 LIS « BiE
HATHE BT ©

14. ELEEGRRAE o EHRTRIMARIBENENEE
a. RHEHISEEREM AT « HECRPBRTEEZA ©
PERIERRAETE R PR « ERIFE L7 -

() BebsmERAmES « BBENS - UERBEES -

a. KHEM R LS EHE NS o
15. RERGRIEABIRAFESS

() wReEZAER ARERREREEIER-

16. B EIRA R B[O LIREERAMLE -

£
17. BINBEZIENIEHIZSINEIE BiEF » REREHMTERME storage failover giveback -ofnode
impaired node name . °

18. MR E=HBEEIRIEINEE « SFEHEE | storage failover modify -node local -auto

-giveback true°

19. YNERERFA AutoSupport ~ BER / RE BEEIEZE | system node autosupport invoke
-node * -type all -message MAINT=END °

PEE3 | ERTEIREAER

A ETERISIERIZRRF SR AL ID B « RERMIEFEEF -

(D) RAESE NVRAM EER BEEIFEREE « 718 FEAH NVRAM DIMM Ei o

1.

WMNRIEFIBIENEER (BER > 1RTAR) o BRUEZENIEA LOADER 1RRATE
halt

TEEHBNH AR TF TP ~ BMENEHS « LERR ID TMENMRTERRA ID @Ay ©

FE| TR EHIZITH & LETREFERENR » ARNEENIZTH SRS RT C BEE kNS B+
R4 ID :

storage failover show

EHLHdT > CEZZEI AR » RnTIBIEFIZZ LA ID BB » WEERIEMRAYE ID FIF ID o
ETHEHIF - §iFh 2 B5EMER 0 WABMBARL ID 151759706 ©
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)
4. R[E1PEHIS -

a. fERRRAVIERIST - FRIERBIRBIEH SRR EEM | +

storage failover giveback -ofnode replacement node name
ISR S IME H R R AL TR R o
MRAFABRR ID FERMIEREERRR ID ~ EREZHA y o
MRFEER  BAIUERBERDR

BRHAER » B2R "FHEG S HEITR o

a. SeRRiET® - HEsY HARCH B SIS « METLUEE | storage BiETEHE show
MEGFR R Eshow) MLNRHFRESTESIFBHMBREEHNRARID -

S. BT MRE R EIERDAS -
storage disk show -ownership

%ﬁﬁ%ﬁw%&ﬁ’%ﬁﬁ%ﬁ%%ﬁ-\%ﬁﬁ’ﬂ%ﬁ ID o FE FFUEAFIF ~ node 1B BIHEIRIRTERERITBI R ARID © 151759706
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6. MR %42 MetroCluster 48

FEifE -

nodel:> storage

Disk Aggregate
Reserver Pool

1.0.0 aggr0O0 1
151759706 Pool0
1.0.1 aggr0O0 1
151759706 PoolO

disk show -ownership

Home Owner DR Home

Home 1ID Owner ID DR Home ID

nodel nodel -

nodel nodel

HAS - SRR IEHERI SR BUIRAR

YNSRI 28 ZMetroCluster WA IBIHAE AR FEAVAEAS
BEENHILE FAIZHIZS - DREIDBMI S BETRHIENRAESS

R TIMBRFIORHE ~ BIKBERITILENE

° IEINREARREBR R IHARKRE o MetroCluster
o PEhgsE K H#uL A PN BRIEESE ©

B8R

151759706 151759706 -

151759706 151759706 -

. MetroCluster &i2% show

REXRDEREA BEMEERIES « RS EIETISM BN ERERIRE « M EADRIESHIE
HIER o MetroCluster MZ1EEiZ5show -Fields node-SystemID] &<t ERERENRLID - HFIFZAERE
IRIEIE EAREEA LE - MetroCluster MetroCluster

AMetroCluster fRFTFARVIBERME ~ M RRETE

B2 "?"HA?%EHEF’:% HHREA G BT E « MetroCluster M{EPUEAREMetroCluster FYTHAEARRE
o MEETAEHIEETA" UG ESEH ©

8. UNRITEIZRHiE MetroCluster ZB5E ~ FEFERSEZEHIZZEERE - MetroCluster EiELEER - HHAIAHREIES

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id

nodel siteA
nodel siteA
nodel siteB
nodel siteB

cluster node

configuration-state

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.

9. BRR S AN R TS FERBNMIRE
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vol show -node node-name
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storage failover giveback -ofnode impaired node name °
2. MRESHHIECER « FEMRA :

storage failover modify -node local -auto-giveback true?®°
13. MNRELF AutoSupport > RIER / 18 BENEII(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢
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IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh
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clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 ZHTEA Loader 1B MF T ©
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storage aggregate show -raidstatus !*normal*
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system node autosupport invoke -node * -type all -message
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event log show -severity * -node * -message-name *disk.missing¥*
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system node autosupport invoke -node * -type all -message
'<message name>'
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storage failover giveback -ofnode impaired node name°
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storage failover modify -node local -auto-giveback true?®°
8. WNSREYFE AutoSupport > BIIER / hiE BBNEIIEZ !

system node autosupport invoke -node * -type all -message MAINT=END °
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢
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1. YNEREXFY AutoSupport * 50U AutoSupport 852 SRINEIBFNIEILMEZE | system node
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invoke -node * -type all -message MAINT=2h
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() meEmmeM 10 AR » A% BRI -

8. WEMEBHITRISPIREIERIZS :
storage failover giveback -ofnode target node name

9. HiEHIZRBERE LTS R
10. RIS BEBRIEINEE > FBRENEHRIER -

storage failover modify -node local -auto-giveback true
1. $NSREXA AutoSupport ~ s5ER B EhEILZM :

system node autosupport invoke -node * -type all -message MAINT=END
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C. BFIEEALRIEFOE « AEREAREAPIIL  BIa S ALY o
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a. SR B AR IRE R O BT o
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storage failover giveback -ofnode target node name
WRIFRBEEIRIEINRE > HRA -

storage failover modify -node local -auto-giveback true

HITPIIHP—IA

265


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
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storage port modify -node *<node name> -port *<port name> -mode network
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IEREEFRFEES =EME LED | —EfFMRFERRERL > S5 M@ B miEERES L o LED &
fESTIE 30 i o

eI U A SRR ERIR system location-led off o MIREFRIETE LED @B =ESER » AJLEIA
Y RIBEHAKEE system location-led show®°

TR BRREFARTEEREKX
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* ERREARR (BXARHAEMSBEEMER) JUATARENGR » UHENRERASIE -
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FEFRLEERT » ONTAP BILUEZR 1/0 EARHFET B EREE—1EHI28 o flg0 > WRHFER /0 HAEE S

FrEsEERR (LIEHIS LRFRAREEEETE) - ONTAP ZEEHITIZE -
* RERETHFAAEMTHEOAIERENF ; TR > B > "NetApps i " Bilti@NITILRER -

TER 2 | EBFHEFREM 1O HEIEHEE
EEFREEFRGEN /O RAEHEE - WEREMBIREIERY /0 15248

1. AR EE -
2. 7EBE LI FIRBLGHRI AR - ARTEER /0 BEKTRAESRE -

/0 HRAAEZEELENIE (BIRHBRZENERAIRE) | B2 » WRBERNARIERZIRRE

@ » It HBSRE—EEREFNREERR > AN TERSREEESHEE -
WM BRRFFFRDE URAREAZEESN LIF EBETHE BEENTIER -

3. MREAT T’ ThEE ~ sAMATHHEREE IE BENE I {EZAutoSupport AutoSupport -

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN > LU AutoSupportsf S &0 B B2 B 2 /N -

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MRESEBHEBMEEE > AEHESHREIE

MRHEP—HEFIREIEZETH FREFXE
GIFBHHERIER

a. EREHGFBHNENSREEEPRA TGS

storage failover modify -node local -auto
-giveback false

b. A yELEIRET CEEREREIEER?. &

WEZERISS I ERENIEIT /0 ( RIfET—% o
RHEERIRTS)

S. EEBIEIFHIERY 1/0 1848 > FiE R AR PRI RARAER :
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a. MAUT®L !

system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIR R TS

BIU0 > U en S EERRIRETR, 2 (RIBEEHIZS) LiEiE 7 PAVSPEEAE » WEER—BEE » RnAUZ
2k :

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FESTIFERY 1/0 AR ERARAEIR !

system controller slot module show

A 4 RIETE PR A R G AR R scatus RAHPEETR powered-off ©

FER 3 | BIEER /0 154E
WUREIFREET 1/0 #EAEEHEFRRY /0 1848 -

1. MR R ~ SFIEREEM o
2. MTEFBRERITE « FIERRIBRERITENIRZE « RER TS -
3. fR¥EHISREMATEIT 1/0 148 ¢

() TERTMAREATFNES VO 84 - BEERT » CREFE—E /0 84 -

268



" CAM $HEIZER

a. T CAM LATCH 3%$# -
b. ¥ CAM BRI {EBSRBHIEAE o
C. BFIEEALEIEFRORE - ABIFEABAN HIZHSHELR « BEIaI SRR HIZ3EE PR o

sCEk I/0 HEABFRTEREAE o

4. BIOIEMEMTE—E °
5. &R /0 BEREZHIZIEE .
a. HI/ONE 4R SLEIEIB GBS o
b. HE1E4E—PRECESE A LG SEARAVIEIE « ABHE CAM RS2 [ _Ehedd « i RARSEE R o
6. &% 1/0 1E4RELT -
1. BB EIEASSREEEHENE °

TER 4 1 REHARY 110 1EAE AR

RFEHARY 1/0 1848 AR ~ Ba5E 1/0 RAAEIHB B DRI « BRI RS ERMER - A%RERE 110 828R
BB LRI AREA

BAREIETE
B /0 EAER - BIRRIMELEEMRE » LIF RIREZIEEHRAY /0 1848 -

1. SR 1/0 184 4R -

a. MAUT®L !

system controller slot module insert -node impaired node name -slot
slot number
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b. #A 'y BEEIRT RS
LA RIEHEST /0 RAEEMIY LR (BEBE « B¥MA1E » ERAEER) -
Bl > LT a2 EnRG 2 (MPREERIES) ERUHEAE 7 Bl > MRER—RIEE » RnZEFEMI -

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

2. Bg5E 1/0 HAH ENSEEFRR T EMThiI4A1E
a. {EARIERIZRAVIER QWAL TR L !
event log show -event *hotplug.init*

()  aAmmmsRER A T AR E A S R -

% B FERETR—{E 5, 2 1@ hotplug.init.success EMS E4 > I7E Event {B{AIPEET
‘hotplug.init.success: * T<m /0 &4H_ R EEERIR B IHAIIAIE ©

fIan > LU g B 1/0 218 e7b M e7a BIFNIAIEAT)

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. WREBEIBNIRIERI ~ FHRE EMS sCERUABRARRIED BR o
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3. FESR /O WRARGEE R E W LA IFEE :
system controller slot module show
B FEREEIBARAE 2 powered-on » A /0 BRI LUESE o
4. FEST 1/0 1EMEE AR BRI o
WREEHRNVIEF SEARS -
system controller config show -node local -slot slot number
YN /0 HRAERTh AR AR > RIS S REm 1/0 RARE - BIEIEREREREEH o
g0 > HHEE 7 BV /0 14 - MR EFTIERLUATRIEL ¢

node2::> system controller config show -node local -slot 7

Node: node?2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

TR 5 | INERFRFEEREE

RAEFERRERERERRLE 0 FER | RATEEMEGHRIZENENSR (REFE) - WEBZIREDRE
(RIEFEE) - &% LIF SEEHTERE > WEHRA AutoSupport BENE L ZAITHAE ©

B
1. IR RATHITH ONTAP RRAFIZRISINAE - REEFERTRELERZEER SN B BRENLE
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MRHEP—HIEFISREIEZETH a ERRERERE  ERIZERNERISNEERERE:
GIEB AR

storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true

MEEHIZSERFLIEIT /IO ( FifFF—% ©
RIHERIRTR)
2. BEREEN S EEME T EEMEZIBRE | network interface show -is-home false

MBEERMEGHIAR - BRFHEREHETEFIR | network interface revert -vserver *
-1if *

3. YNSREXA AutoSupport ~ FEER BB ZEEA -

system node autosupport invoke -node * -type all -message MAINT=end

TER6 | R EZTHHERE G NetApp

WNEHBEMBIRMATE R ~ RIEZ4REINetApp © 1 "SHHEGHERFHFAEN  F2HREH °

i 1/0 1548 - AFF C80

EE,Q;E’JAFF C80 RAEHRY 1/0 HAH B EMFENREARIUIRE S A M INTEERT >
5 21X 1/0 124 - BHuAIE BLFERAPAER2S « BHMBERY 1/0 R4 -« ERTRIENIER]ES
LX&H%E&BE%#&EIEINetApp o AT LA ILE 75 7R R R AT ST IR BB ONTAPRRZ o

a2 Al
* B AR R ERIIEM o
A E M T RATNFIAEMTAHEERERE ; MFRE » BMERMSIRERFT -

T | BRI IBAVESIES
fE R T 5 H P —{EE AR R F i B RRTERI2S o
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T%AutoSupport Bl R8T B BN I 22 B/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. FRHBEHE !
a. ERRZERIZFIIERI QAN TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) K
3. BRABREHIBRBEHASRRET -

NRFZARRVIEHI R EE ... R&...

ARUETR AIfETR—% o

EEERIME. .. #Ctrl-C ~ AR EHIFRRKEIRE Ty o
AR HEBRET 2 REH IR E SF IR IRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I8 FJT ©

%
BRI IBRVIERIB 2 B IR g -
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AFF C250 R RIFRMIRRSREFEENFEMHERER - BiEF BRI REUES
23124l ~ BIFRIGRIFKIERS  EIER S REP LR BIRNRKGER - AREMZEES

ZaiRAf o

B EFRIRESERIZF(27E ONTAP 9.18.1 KRERIRAFRZIE - MREHRFEFRARTHERFEREH

ONTAP » 55fER "FERBNINIEZF" °
REIMTEMREE T AERSEER - BB RFTRIRERSSEERIAIFE -

T | BBERIERISRAE

1. MR R ~ B IEREEM o

2. fEARIN N ERISS R BIRALFESS o

3. BMEBIRREER « ARNBREEBRTER

4. [EIEHISEMAIT 1/0 B4R -

O IS FIemAER S EEMABHEMS] « BIBHER THAR « ARASER ST PE AN -

@ INREEBIRERISSRARBEIRE « FRiaRFRERAZBIEL (FBEXX) -

0 1812

9 ikt

6. FAMEFIEEHIZEAERNMA « SEIEHARENE - ARBETRIREL -
7. FRFEEITHIS R EMAVTSIEIRAR « ABITRAIERISRAREE o
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T2 | EIARRGES

AT UE R T YRR SR AR 2D BR AR B AR IR AR
BhE-BIRFERKE

1. 3R B S e SRR AE PRI R IR RS I AN A B 3

C) CEZEA# M+ RIBARE T RB IR B RRS B E B BVER4R - FRICIERISSREARZE
IR « S EZAWEF RIS E « UREX -
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0 =2 RS

9 1EhEiRAA

2. ZACHEHERRAR
a. RHERIZIEER — IR AR R OB AR IERISSRAIEERFH—F -
b. R RIS EA T 2 I ALT
C RERFIEREHEERT ARIBYIEFLE
d. [ TEHEHGITRRIERER « ARRHERISSEAREREIER E -
e. EHEHGRIRRERCRIIEN « 2AREBHED) - BEIHEER FAEMSLE

PSSR R 2R A ~ ARG o

3. EATEIRIEHISREAR 1/0 B -
4. RERGIGATRMUES > ENTRERGHIR  ARRERUERREREER -

PEHIZREARRAIARIEI L 7T LOADER 1R F TR IFLE ©

Tt
R ERSENBIIEIE > & A (EB ISR ONTAP BE > o

WETERHENR BB ERFRIELRRS - AFF C250

£ AFF C250 AR REMBIRKRIREER KA LIREBBRERREERRER » LUK
BIFBMHERERAR - TEFRREFHE > AMSHREESSERAMNE » LHIEERRY
TIWMNBERE - MREMATRNE - ARG 5| ELETHNBEENTBIERTIBINE -

HENFIRIRASIERIZFE7E ONTAP 9.18.1 REMIRAPZZIE - MREMHFEEFARFIITHEERFEIRARY
ONTAP » :/{ERA "FEIRENIIETZF"
FYaZ Al
* EELHETREIEREE
° IREEREIEES (OKM) | BREREHENZIEREEMED S
° SMNBEIBEIEE (EKM) | BERBBAEMATIIESE !
* /cfcard/kmip/servers.cfqg
= /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

HER
1. £ LOADER {2 ~"F 7T | » BB EEREREF !
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boot recovery -partner
SEERET MR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BEVERAMIERS LA IRIERERT ©
FRF SR EET Installation complete L& ©

3. RMBBEMEER > WRETR FASZ—:

MREFDLAS ... HMITLEENE. ..
key manager is not RIRKRLEENMNEINAE ©

configured. Exiting.

a. ERFEARMEIR -

b. B AR FHIRHEEZEMA -
"B i8R R-ofnode_disapped_node_name '
AIfE EMEA EERETIAE WREWERT -

key manager is

ERENMZEINGE o FIEEZ R EIES °
configured.

@ MRAFEZNATREESRE > AFETHESRANE » TIRTEHITSSELETRERE
BUKRECERE (IREEINE) o ARIBRREE -

4. FRBESTHEENEFERSHREERER :
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NEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR RE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a h]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBBWIERY > RARFLEFTRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

i r7
2R ONTAP BRE I BB BRI IR M E KL 2 B i E[E Z IR [E] NetApp" » IERLRILLTY ©

W R PR R4 I B2IR 0] 2= NetApp - AFF C250

izn%a:ﬁﬁ AFF C250 &4 B o3 HIE - Bt fEoF4R[E] NetApp © WNEEEF4H
Bl ) A2 'S EEEFERER o

318


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EREhEse - FERIE
FIEBE FEIEIR T {F A2 - AFF C250

EERIAER AFF C250 EEFRFEPRIFIRIRES > SFBRERER  MEMEARE - B
PRiEHIES « EMRKGEE - IREERBRG  BR DDM"EI%EE;‘E%.EIJJHEO

MREHHFRFAHITHIZ ONTAP 9.18.1 SREHIRZA » ;AR "EHEMERER" - MREMNAKHITHEER
P HrZABY ONTAP » B BEER FEIFEIERTER ©

o "iRB R EE TR K

TRBIE AR IRAERITEK o

k

e BN S BRI
HIEf R R D CRARE SR IR SR -

"BARA IRl
T IRIIRREES - TS -

B

"R
RAFEREERIRBIEFAMRRE - AR LRERFKIREE « AR USB IR EEH ONTAP IR -

e "FtRIRIEBR K"

€ USB HARRIE R ONTAP BRfR ~ IBRIEZERA « WERRIRIREE -

%ONATPE&@J BERNERERSRENIIN T ZREIRES ©

o "R RS YR ENetApp”
MEHFEMEIRMAISRFTR ~ i FEZ4HR[EINetApp ©

FEFRIRRSERIIEK - AFF C250

TEE R AFF C250 ZARBIRIHGERE 2 Al > AR SR EBRBVERRK - EEIEHEF
TR BHEEREAERN USB REIMER - WHESNICHER ERNBEIREANRES -

MREHIEFRFHITHZ ONTAP 9.18.1 BLERTHRZAS » 5HER "HERENERRF" - MRENRFEANTHZER
Fhi74s8y ONTAP > BIARERFEIFRNERER °
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USB FEE %
s FRIEE—ERR1EA FAT32 B9 USB FESHE o

* USB W HEB EHMNIHFAEREM ‘image_xxx.tgz X fF °

S EE
B "image_xxx.tgz iFERERE| USB BESTE © £/ USB FERIRBZHONTAPMGRHG(ERLEFESE o

HEfrER
fEFANetAppiR (AR AR M SR B AR R4 1 -

gl
FIMZHEMENNER > Ko< EREERIEHSREREE
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PEfISSRAERE

B HEERAR

a. RHERIZSEER — IR AR R OB AR IERISREIEERFH—F -
b. RUSBFE S trif A=K 2312 AHRYUSBIERE ©

AT T USBRE S IR R R IR A USBRERIEIEH « MIFUSBEIZAEFIRA o

C. RHEFISRAATEHEAKAS

d. RHERFHEMIEHEMH RAIBsEFLP

e. [ FEEERFITRRIEEER « ARG SIRAEIERF LR E -

f. WESHEH S RIGRCRIISTE « AREERD) - ERIHERSIRAEMLAL -

PERIZSRRAEE T iR ~ TERMARRGT T

9 ERTERIERISRAE 1/0 AR -
h. BERGIEABRMES > ENTRTREHR > AEREREREREREZTR -

ERSREGEERMERIAFGHRME - ZEFPEREER -
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. E2ETEEREBBRE « #HCtl-CTEM A SRR FEIFER « #Ctrl-CHhiE. ..
NRITERBULAS - 5FHLCHrl-C ~ EIFIHEMEERTIRVIETR « AR FILIEFIZR U ERALS -
. WA — BRI AR « FENEETRLFHREIRHAESS
AR - TERARIUERFTFLE

B I 1E IR & AFF 322 C250

RGP LEIRMFMIEREE S 2 % > (TR USB MEREERAM ISR » WL S EREfE
ENERIERAARE o

MREHIEFRAHITHZE ONTAP 9.18.1 BLERTHRZA - SHER "HERE NERRF" - MRENRFENITHIZER
Fhik74s8y ONTAP > BRI RERFERNERER °

a2 Al
* SRFEMRICRBE RN EEIREIRIRIEHES o

* AR IHER 2 IRIEBRIRAIUSB °

* BELCHRARESERME - THE 3 > KRERBESEANEREZHERIEE -

1. 7EHPEIEHI2309 LOADER 2 RFT T » 1t USB BESERRENE R ¢

boot recovery

WIS SR IGIE R UEUSB T AT o

2. HIRIRTRE - BA R BIEEIZ Enter SBIZZIERPETITERER ©
3. FBEREARICHIONTAPRAHI L BHER var IERRM :
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
KRGS TEMRIA TR

ERRRTNCEREDERR > FiK v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:

" MRAMAERNE > FUEENRERIEE BB 1 EBRE)_-


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRAMERAME > FRIEERME"

4 RERSERERTSEBHIERES
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local

6. MRS T BENRIBINEE > HEMRAE !

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

T R0E ?
S| EREmRGRE » KRB EREIEE LERME"

iZIRN% - AFF C250

TR MRS LERINE

REBCHTREESHL > STRERNTSBURERFNE - MREFRELCHRARERAMETIHEERS > 5HR
BT RENRRS B Fr AR FT R E YR E ©
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

NEZHREEER (OKM)
it ONTAP FIHINEERBERAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR INRER &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o

335



336

s

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered

keymanager secrets ° #E{THIEHEFRLUEIELEER o

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

ZEA CFO BRER&E > AT TWHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B AR PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

e

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

O. JEFEEEIR 1 ICRREN R ERBNE AONTAP ©
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ETRIE ?

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TERAMSIERE BRI R R E S 4R ([E] NetApp" » [BFEE o

R FEZ 57184 NetApp AFF - C250

MNEHFEMRIRMAIS R ~ RARFE TR EINetApp © W1 "SR EE S " FFMEE -
R2RER °

1

X

+H

WA EH T IERIZ - AFF C250

HEMIREM AFF C250 f#F RARAIEA -

R TIRREARREK « RARERIES « AR
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REBERERAIEE o

"E B[R ERER"
BERMEEHRER » BIERFASN  FIELR « ONTAPREMAM AR o

A R R
FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAERI A"
RARAHERI S U R B MEITIRAGHEE o

"R
R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

EHAEAERIEK - AFF C250

EE L AFF C250 ZARHBVEFR Z AT - s5HE(Rim E RN EHRFTERIFR A IR1F - EELIEHESD
RIMPNFRAE HthTH 9 FER » H3EHER ONTAP IR EIRSS0E « IERAIEIR
AU ERNTH -

SR BRI « ATRMFTEEHISITA - MINEEEISE ICPU 5T « TR 10
MBI THIER o

* SAMEE RARRPTA R MTHHERERE ; NFRRAE > B "NetAppsiE" USKIHE)
* MNRITZAE ONTAP AR M EIESNE » SFEUSELERE o

* REE AV ENTAEMRELUE TSR -

* TWRIATERAZIEAIFAE ONTAP HRAHERMHEEIRIZR o

. %’%ﬁ%@ﬁf?%ﬁ%@%ﬁ%ﬁ*& » NVMe HABRIEFNIEZERISS RS EHIHAE « T EHEFERIRZ NetApp BIFTTT

* KA E N EETE - HRNEHMES TR EESHMEEPE ETBIVIRS HENF S0 e

ETRIE ?
AERTRRERZE > "EHEEREAE o
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EHF RIS - AFF C250

ZEfHTEIR AFF C250 RMAPRIBIIAS » AR IBRIEAE « BREERTH » UKRR

CARARAN RIS RAR

S5

| EREFTIERAEEE  UERGETNELEERM o
2. TR SR BSOS |

a. {8 “system controller location-led show' BRI Bfs & BAIARREMIIES o
b. TRMEIETE !
system controller location-led modify -node nodel -state on
I E LED SHEsTE 30 1iE ©

3. {THBER] > ARTEEERLEIUTREA !

° AT HARR

° BR{4HEAt

© ATFENSE
4. RERPEEHARY) > MEEFEERUERRIEARARELENetApp
S. IEIRRIHTFRAPTE BER LRE o BRI URREED B AEs EFEt BRMHAR
6. INRE 2 EHM » ABFAIEM o

TR ?
YR AFF C250 HARIERS R - ([CEE FARIIZHZS"

RERAIE42SAFF -3R5C250

SBIATERRE  5ERARA AFF C250 fF AR RVERIZS - UHLIEBEFEERIRERRRIRTE

o

iR FERR AEMERREENRR - AEERBEERERERENFAEN > 552/ "ERRRITFHEEGET

RIRRRIR T 22157 - NetApp FG#EE" o
ez Al
* SAMEE SR W ERVERMZNE
° ONTAP R AR EIESTEE ©
° FEEHIZZH BMC FEXHEES] ©
* ARECHEAVENT AMREETER
* BRI REMER *
° PUTHM "RFERAEE"
° % ONTAP FHRERZRRMFIRE o
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° FRRIEMIRIRE "Active 1Q BEETRERE" - 58 NRALBAIFENTAKEE « AR TH L LED

1. 58 SSH BARE ~ SfFRAAE T ESEMRNERINEN / TS - KBEFNTAHEHEA o
2. (=IEFRB P | EHFEY NetApp R4 LAIE R o

3. Gi=SMEREID TIE o

4. YNERERFE AutoSupport  sEINGIMEZREIL > Wi5H ETEER R AREARAVRFRT ¢

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. HBIPTA REEIELRY SP / BMC itk :
system service-processor show -node * -fields address

6. #5REEE Shell :
exit

7. (A E—S @t HF HAYEREIEERY IP {iit > 38 SSH EA SP/BMC » LIBEIEERE -
MREERNREES / BB  AEAERNEEEIESTRE LIS o

8. (S LE{UA BRI R ETRS

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync I FEHH SnapMirror B 121ERIEEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BItERTHEBE > sAR&ETNESEZRIZREA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFSEERSBHE LT RATEHARET

ETRIE ?
RARAIERIRS R - "EiAE" o

BE4FE - AFF C250

=158 AFF C250 AT % EIEREHNIE R EBIRHRRE - sHETER ° E@L&@% HriED
EHISSMEIRETT (PSU) -~ HFEIEERR « REIBIKE - AREMZEMRRAEN -

LAEREIRHE  SHRERAES  BIENIEGISRRAARIRIMAETR EMRAE « ARRHRIRAVEAR TR RIS

346


https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html

IRAVEASAE R B BRI AR o

TER | RBRRIERIZRAE

ERFIRHAE « G RIEERAAPIRIER 3184 -

A fE TR ERS D BRAREIAEAS « MR CAfFFRIL B HRENR
BhE-FIEAE

1. MR R ~ SBIEREEM o

2. fEARIN N ERISS R BIRALFESS o

3. BMEBIREEER « ARNWBREMEBHRTER

4. REMFEBAERI SR EMAIRHERS] « BEER TR « ARRIEHI SR PEh s oang

() mecaBREsSHEmENIREE  AHEEFEUNARBEL (FEXY

(1] Dl

e Bl til]

°. FMEFMEIEGIZREANMMA « iSEREHAEPER - ARBETRORE L
6. RIEHISREERELZZRMT « ARHBRAERRIEMIZRISEEEREEDR -
TER2 | R RS
CRER IR AP NS ERAEIEE LR AP OE — (B EE L -

1. RAGIEEERIER
2. TERRMERRIY :

347


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36

a. #F FLED N AR E HIRIRAVRER %R
b. FECAMIEIBHIZ|STRRRIRINIE « MU FEIRPEVHEERE « AER RS FaPEsiE o

BEBR R PRI AR TP RRRR ~ EE A IEREAE IR -

() wmsmmises  BELAREFSREEE o

@ MR RARSS - SHRE DV RIEELEME « LUBREHEMIES -
3. M BRI AP RVBAER I BT AE P VMR ST IRFL IS o
4. BRI RS ALRS « EEEFIREIE o
CAMBIBEZ S A _Ehess o
S. HFRIE R ELERED D IBEMEAYERE « ABASCAMIEIETE LN SEFERABRIESZ 2R £ ~ UISHECAMIESE ©
AR ISRIFICAMIEIE ~ EH BRI AR EEIEERTE - K2 BEREMEELFE -
6. HAMPOEER IR ERILIZR o

TER3 | (kBN RMIHABER B RS
TRAFRNR BN RAREPRIRR AN - T RER RSB RHAE

1. TR FE SRR EN T 4844 o

MA—ER BRI R AIEB R B RAEIRNER L « ABRBE—3S -

SNRIE I Rz « SHIERERRM o

im A B ARG E AR AR B AR S R AR « 7522 HAES | EERSIBES R AT IRAIIRENE -
RHEAETTEIB AR BN R IRAE o

ERTIEERMAPELH S « RIEMEEEBEERBRANRREEL -

INRIEH R RESENR ~ SAREER

N o o M w0 D

TER4 . RIEFIZRIRAE
R SRE R R EFRAER - CRERFRR -

HE— AP AWEZERISRAENHARY « REZFISEEANIEFRKHEE - BAECRIEHSEETER
AFER - EGESEMARK o

1. eI BRI BRI RIROB T « ARG SRR T RGN o
() wEtsmzs AR RIS RER 2 B AR -

2. BEZFQENEREEGSERE ARENEREITEIRE
3. EGISEAAEARE

348



- BRHERSI B HEETELEMHE

- AMEFRIEGISEEN T W EHEAHERTE « BRICEILERIE -

- SRR FIERIE HE S ARIBYFEFLE -

- BTEHEHGRIEIFERER « RRFERSSEEEHER(FILER L -

- (ESHEH B TRIRRE SRS « AREEHES) - EEIHERSIRAEMUSL -

o o o Qo

0]

EHSSEAERTREA « TEEIEBRGET
f BERGIEATRLRESR  ENMEREFGEHR > RERERUEBEREER -
EHSEE ST B RINER IR - ZEEFPERRER -
4. B LMD ER - & HE (BTSRRI FET o

T RIE ?
EHIRIRAY AFF C250 AR EM LR ITHE  [CRB STRdEER"

TERtEFEE A - AFF C250

SETRNENERIER « BRERRME RN > Wik FEZ IR [E] NetApp > LA5Ehk AFF C250 1
MERREFNRER—D o

TR EEREIFEN HA ARAE ~ TR SPETHHRE] NetApp ~ MNEMFEMIE RMA sRBAFR ©
SEM © BEsE 52 E AR RIHARKRR
T AR FERIHARRES « TRBEERAREURSERRATAERE o
1. fEHEEE ~ (ME— 2R AR R R AN I I BB AR AN A I HANREE @ Tha-config show ]
FRA T BIHAIRBEERFEZAEE) o

2. NRFATAE A AR EN R RARRR
a. BEFEMIHAIKEE . Tha-config modify chassis ha-stu_J
HARKRRERIERIIAR FFIHA—IE :
= (ra)
= "Malc"
* (MCCIP)
FIEma
b. FENERECEE © ha-config show]
3. MNREHAKREMRTE « FEWRTERKNEMES o
4. EMTREARIEEMAITER

349


chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html

FER 2 | BEPEZH4RIO] NetApp

MEMFEMPIRMAIE AR  iEBIEZ 4R EINetApp © W "SHEEEF R RHAEN « F2HEMR °
el 23

PEHIZR B T ERAZ - AFF C250

A E TR AFF C250 #FRMARBVERIZS « SERARIIBRVIESES « BRI EHIEHIES « 2
[RBMAERE « ARBHEFERIVIERIE QB IRRAVIERES

o "R E AR BRI/ R
BEEGISREHRER > BERAMERE  RETR « ONTAPERMAAMHINAERRE -

e "RAPAR RAYIEHER"

RARASR ETIAE R BRVIERES ~ fEiIk0N RIFRVEERIZR At I TRE R IBRVIEE R SRR AR M EN -

e "SRR

IF TERFRIERIER o 1 FRU A E B RESISEE - AR EIIEFIZRRA R ERIRT -

o BRI
R B RIS ERAGER  TRREENREARRE o

o "Rl E D BCiES]2E"

B D BCEERISR © WA RFEIRIVEA R G ERAIERES

e "TTRE B AR a3

BasE e 0 MBEERERENN > UHEZTHRE NetApp ©

FIEHIZZRESK - AFF C250

TE 8 AFF C250 {17 RATRAYRERIES 2 Al > sAkE(RIm/E RN BN ERMF - SEER

SERMMPFTAEMTHESEREN - BB IHR ERBIRIESIES » WRHESIaRp

aEhHEFIIXFEFEERS -

E BB RIS REN © T HONTAP (HURRAEIBIERERIRRATS % ©

* PR MR AR A HIB(E o

* MRIEHRGIRFAMetroCluster TUBEHVARAR « AR —H "EEERONERS" HECETRZER
AR o

350


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

* B AERREREE RN ERFRUTTH R E RS ETTH -
* CZALAERIZL SRRV ISR IR A R B R B3R o ICEIAR BIE RSB R AR AR o
* FURRFS ~ CEEE BT AIHER L SR AR -

s FUEEE S ~ BB SR SIEMIEHISTEE replaced 1ZHI28 ~ LUELIONTAP EAEE 142318 4B HEIRYRR
IN3E1T replaced 1 2SRA o

* AWEERNRR L ERBES RIS -
° _iRdE_ RIS ETIRIIERES o
° _replacement}ZlZs S BV BIEHIZRHIRTIER]ES o
° _Healthy$ZHl25 2 [E = @ {FRYIEHES o

* B ARERSNEESRHBNEXFE -

EEiRMIZFCE: - WECE PR E 2T HiRE ] S8 BIRVEfAIRTRE -
ETRRIE ?
TEEE T BHRHEERISNERZR » CEFEE HAZIERZERIZE"
RAPAZIRRV IR B 1EAHAFF - C250

%ﬁi#ﬁ%‘ﬁ%ﬁ% » 5ERAR AFF C250 #1F RMMRVIERIES - LB EERIER I RFRARIRE

ARMRRIENIERIES « S BFIEERIZRAGIARE « WENERHZEERIES « WERSAVERISEETZIRAE
HlE TR ERHEN o

RAMEIE T

* YNRIAE SAN 47 > B B EHREEESIZS SCSI JTJH#MEHENE cluster kernel-service show ©
“cluster kernel-service show 85 % (1t priv #EFEE) FREEREIZLAE « PERE ZEEEAY O] FHEARRE
DAR s B EE RO EZEARRE o
SESCSITI R ERIEF AR R E PR EMENBLE M ERIAREE o EMIMBE N BLFER  TREEEITER ©

* MNMRB=EEMEU EREIES « AIRENERNHEARRE c IRFBEREIETEAY ~ EDHVITHIZZETR
%A MR ~ RNFTEERNRSRN « AW BERMEASIENIESISR 2 AMEIERRE ; A2 "REREHEE
B&" o

TR
1. WMREAT T8 I08: ~ BB TYH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%!AutoSupport Bl R8T B BN 1L 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZHBE#TE
a. fEEREH SRR QAN T2

351


controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBREHI BB EHARIET

SNRZARRVIEHI S EE R, .. RE&...

AR AIfETR—% o

IEEERIIE. .. Ctrl-C ~ AR HIRREFOE Ty) o
ARSI 2 REHERIZE FIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & THEA Loader I8 RFIT ©

ETERIE ?
RAPAIERIZE 1R « (MBI Es

AT 23 - AFF C250

E188Y AFF C250 AT EIFRCNE R E EIRERIZRET - sHEITEIR - BHBRREE | i
TERFEIERIZE  ARAEFERREIFRRVERIES £« RERBESSS - ARENRENARS -

AEF IR RIS © (S ABIRRIRIERSS « ISFRUTH B EEMAVEHISEE « ERAT LR TR
PERIZRIRAE « AR AR EEERL -

TE | BBERIERISRAE

BT HI SRR AE BRI TR ~ SRR P AS PRI HIZR AR AR ©
AT A EEIRAVIRE « WERIEERBIRIR

sa fE A TR SRR BR IR B i 2= 4E

8- E RIS RAE

1. MNREH RITH ~ SFIEREEM o

2. fERRIN M ERISS IR EIRALIESS o

3. BMEBIREEER « ARWBREMEBHTER

4. REHNFEBAERISREMAIRHERS « BEER TR « ARRIERISIEHEAE PEh 4 oEnT o

@ MR CERIRIEFISRRERFEEIREE  SFRIEEFIRERAIZSEL (FBERX) -

352


controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01

(1] Dl

9 Bkl til]

o. FMEFMEIEGIZR AWM « iSEREHAEPEN  ARBETRORE L
6. W IEEENITHIS R IE ERVIEIEIRAL « AR FTRRIEHI R 15 HEE o

353



0 EHEERAR
9 2R 1EAEEE -

+
t

o

7. REEREE

TER2 | BENEIRIHAES
ERERI B EAERT AR BRI RS I IR RVIEH SRR AETS = EIRAVIERI 3154 o

1. T EIRHLAESS

2. {TREIRREER « ARNBRMERNTEIRR -

3. WERIKTEIRR

4. TEEECAMIEIE « UETEIZ T SHE B R RN ~ iSRRI R S8R R o

@ iR SHRARB AR ~ SR70BEN S « URIBIRERZSS ©

Eiﬁﬁiﬁ%ﬁ%?\% o {EIEH SR P ENLET « SEHOAMEFIH » URRAEFISBREPEEMENS

354



o BB RMHESREEER

9 ERfHtES

°. IFEIRMHIESRSEMBVEHISEME - RBRE -

6. AMEFIETRMMAERNSEE « LR ERIZERIREENFOHE - AR ERMAESREHEAZHI2REA
BEEISHEER RAELL °

BRUES AN R ERES - LU EARMEIL -
(O seemsnmess  S7CEBRESBARARBRES -
553 : BHAS

BN RIERSEAERT « CAER BRI BTG SEER EE IR -
1. BEFRENAZRE « REREARSEANEGSEEPEREL « UBHREREE

355



(1) AR

2. BEBRAR EFRAEHSREAE « T RS RARNSGRITHI S RERNRLEE « ARKEABEEBA °
3. WHHERNEARREERELEDH o

TER4 . BRI

A 7B P R BS S B THAE R ARV IR SR AAR EE pVIEH 283 184E -

TREEA# M+ FRIRME T RIS R IR E B B AVER4% o FRSIERIZEE R ZEREIRE] « ShRE%
BHSERFEMIEE « URER -

1. B A AR R R IR A0 HI B3R AR TS = B HAROIZ R 83454 o
FIGRRR I SRR H R EREEEZ T

356



o ERIERIERIZRAT ~ RIS IREEEIE = T HARBVEA o

(2] i IR IR BRI R IR AVIEFISRAA R EN L -

2. ERHHIEIRAREE T  RIRAATERIMRIRAE EEUT « Wi KL 2t R FEREIRI | o
3. FFRIRREICIRIE R EIR ALY « WS P BRI H SR E -
4. ERA#HIEBANEE T « A LRI TFRERAS LAVIR4 -

(D sh/mim s seamsIean LaoRaBsies AT AL EIERLRIE -

$EE5 | BEDIMM
EEBRHDIMM ~ AN TIBAVEEHIZF DN S R EEIRITHIES « AR KB ENS RIERFETT o

357



()  #SEDIMMZRE S RIS AR AR HAR A o
1. MR DIMMARAIFIDIMME 38/ 2368 ~ AR RDIMMALIEIERIE Y -
() MEDIMMIES - B HDIMMESHR BT HEMES o

2. {EEEARYIE 23 AE AR 3R EIE FERIDIMMIERE o
3. FEEDIMMIEIE_ERIDIMMEE 38 R IR BRI E A% HEDIMMIEEIEAIEE o

DIMME] 225 AHHIE o MNRRHE ~ SFEMIEADIMM ~ G HEIRE SR o
4. BfRIEDIMM ~ FERHEE B TR BAEE ©

5 HEBGHDIMMEEZLESE o

TER6 | BEIRE R

EERFRER - BN ENERERIRESRNEFQSFPHISFP ~ i E-RE EEHRIEH 2R « BS1ERIQSFP
MSFPEMRETERIR « RERERBERTER -

1. e ZRAVIERISRABH H BB REF o

358



o ED T EH SR AH IEERYRAA ©
9 HEFRtERIZR A P BYIRAA ©

e BENREF o

2. PMMEfRIEL SR B R ARRABYAER
AT B EESIRRVIRE « WEREERIRIR

]

- BERRERARERISFPEQSFPRAE « WARFEHKE— ©

- ERH BT IBAAEE T ~ ISR IRIERIS R E AR E R ERVIEMAET ~ R E R EMMIE IR L -
- B RIEBRIERENIL « iR ERE B IRIERISSFRERUE

- R B R A B R SR PRI E o

- ERH T BARE T AN B IR SRR AE IE AR E = _ERVIR4A

o O (op

()

() srassrE-E LoRamsiEs  SREATEERE o

3 MRZHAIERI[EETES —EREF - FERSLEDHE -
4. BHPRIISFPE{QSFPIEMEIEAKRE R

359



TERT B AREEMEM
SRR A IRAERT U ERRIRRVIE RIS A RINV-E S E EHRATIERIS R4 -
1. B AARENVMEME T Z 1R AVIEHIZS R 475 = B HpIEH 28R4 o

EERE M RER AR E AV E E 2K o

PEHRAE TN T AR o

MEEM - AR TRE TH) NWEGHTEER -

i B e BE St EE AN Il 2R AR AH R ER ) o

2. HEEMIEE  ARERENEEEANEER « RIEEHEEPRR -

S HEBMAARTIRA M) NEEHTEER « KRR BB MENIERISZEERERE -
4. FEEHRAIFESIZIEAE FIRE R AERINV-EMEE « SABIENV-E S EET MEE o

O. AZEEMN EMIRTAHALEE o

6

- EMEFLEBIRAEER T - BRI LR EE R IBABNENS LREE - 2AREMNEN
BIRARER EAYHERE « T-RAEE o

360



7. BEME MEEMEN - RESHERL

TER8 . RRRIEFIZRIRAE

WA TR IRRVIERIZR AT EEMRVIERIZREE 2 18 « (GRS EHRVIERIZS R AL KR « AR
HEREEERR o

TRILMER T ERNEEI R « EHET LR ERAVIERISFEAE -

1 MNREE R ~ FREBERE ©

361



" =R S
9 EHEERAA

3. RERISEAN IR EEENR O HE « RERIEGISREREERGN—F
(D EIERZAD © SR/0RHER SR ST R IR AEAE ©

4 EEBEEERBNTIEQERR « MEFNARRURIT TR EHPIIE -
(D TRESEFHER HRER B TR a3RE -

O. MR BRIEAABALRS
a. MRIEERGIBHEETRIEMUE -
b. FIME FiEHISSRAH I EH A TERGE - EFEELERLE -
C. RHEIRFIEMTEREHFIRRAIBIIEFLH o
d. m TFEEEHFITRIGHEEER « ARIEHSEAREIRFIERE o
e. EHEMG RN CRIIEMN « ARESEHED) - HIIEERTRAEMLSL -

ERISRARTEEA © T EEERGET o

362



f RERGIEATRMERESS > EMTREREHR > ABRHERHEREREZETR
ERIBRAB G T ERMIERILEIFRIGFEM - ZETFPERKRER o
FETRRIE ?
SRR AFF C250 18318 » MEE ER LR FER"
BRIERE RRAEREAFF 2R C250

SEAEBRS BN AFF C250 R EMERINE LR ERE BIRERIZRIER R
#ERE ~ WARFEENRERMRIE ©

TERTERE BN I E MR 2 & - CREREEHRIERISNERAGAER  TREEETRERARE °
TER . BIRIERIZRE AR E N AREE R

CFEZE BRHARCE RV 2 1EHI2RRAE ~ SURILABRE PRI R SERs AR ES « I8 E E R SR BRI B
HA o YNSREFEM B EIARAEAT « (M RTEEMRPVIERI SR LB ~ LUB R P iR R fE 2 Z2 1M AT AE 38 2 i o

) SN
AEIBMEIENARK EERS RGPS S !

* _replaced_EFAEHVERRS « AP EELZIEER,
* HealthyBiZ52 replace SEERIHASTEESME o

1. 4R _replacem__ BiERHIREHZARNIRTFTT  sAFLERAFMETHARERNIRRTIT ©
2. £ health i34 E ~ B R4FFR | cluster date show

HEAMR R R IRIGR ERREME ©
3 EHARIETT ~ 8E _replacement&izs_ EFIEHAFIEFR] ¢ THow date (FE&/RBEHA) 1
HHAEERFRLAGMT. &% o

4. ?Dﬁ%\g RTEEMENE FRREUGMTOAEAMIAELE @ Tet date mm/idd/ymm' (FREBE]_B/B/ATE.
d

S, ?Dﬁ%\g R B EREUGMTOAENMRERE © lettime hh @ mm:ss1  (RERE_hh @ mm :ss_

6. EHARNET T ~ W50 _ B SR ERBEAFIER ¢ show date

BHEAERF I LAGMT. 2B %E o

FER2 © BRsE 5% FE 1R 2 BYHAR R
T ARG BR AR THAL KRG « WRBEFMAREUR ST RMAERE o
1. TERTIEI SRR AR MR R T h ~ HESTPRA TR BB THAJ #R%& @ Tha-config show

363


controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html

FRB T BIHARRRE AR FE 2 AB R o

2. MNREETAVIEFISRRARFIRB R TNRFAERRTRT « BREZEHEMEN THA) K& Tha-config
modify controller ha-state |

HARRRERVERT U ZE THIHP—IE :

o HA

> MCC
> Mccip
° JFrG

3. MNRBETAVIERIBRRAARRARBECHNRRABITT « SARTIEHEEMER THAL K& ¢ Tha-config
modify controller ha-state |

4. HEIRECEE | Tha-config show]

T 2RIE ?
WA I ERE R AR R - BRBB " ENEEARGE L ERTEIRKEER"

EEREAGLEFHEER-AFF () ((The) ) - ) ( (The)
STRIEIR I BREE R TAHRS AFF C250 R#ftfR » MFEEEMBR AR EMIEIKHAR o
SR RfEERELEDHIRENREK - LIEENITERIERT -

T BNRRAR
e T 77 AERE b2 B AR R A TF AN AHER SR | "Active 1Q Config Advisor” e

1. FE A28 Config Advisor IEINAE ©
2. MABRRFAVEN » A%BIZ—T TCollect Data (EER!) 1 o

3. #H—T &R R3IRE - ARMEHL - FREMEHERMEEERET - BRI RTERES « DUE
IEIGEEIRAVE (I BB AR T RE o

4. B—TEENRSIRE « ZABIEEConfig Advisor 2R ENetAppHIEI « & HAth4B4R o
T2 | EMEIRMLER

MRBFEFRJUNHARE P - BITERRFERFPETIRER « Iz 2R AN R MRIDE B EEIKGHR - A
TEFItE_replaced_ZHISSFFFEIRRIDEE  RAEHEILEETLTEEE -

IETEF 2RI ONTAP HABL I R #ITH R 4R ©

1. %II]%_repIaced_Eﬁ%‘J%%)EE%ﬁ%%*ﬁfﬁ (BETR"™>"{EmAT) ~ ARHMHEELEA AR | "half' (FLE

2. 7£_replacemon_1EHIZSBVEA SRR ~ BXENEFIZS « MR AFIDFER - RFIRTEBERAID - 58
A Ty .

3. 5% 3| _replace 1ZHISRFIEAFET Mwaiting forliiiE... (EESERFMIE...) 1 B - RABREDAVITHI2REE

364


controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

HELCBEFEITNSERHARID | EESHERERT)

EaLHLF « CEZEEE RIS - EHRIRIER S ENRRIDELE « BRIEMIVEIDAFID - £ T
HUEEHIF ~ node2BETeRER ~ HAIZRAEIDZ3151759706 °

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. R AvIERIZS « R ERFE AR OERD
a. BELHEMRERER : let -privids &R
BRI ICHEEE A EREIIR « MRILIEE TY) - HIREREER ()
b. fEFFEAICMRED © T RAREREITEIRS _nocal-node-name_& 1EBH#FEIR.
C. EHHBIMEZA ~ FB5ER 82 T o

EA] A T a2 R B Esavecorefn R HVERE ¢ Tystem&iZhrun -node-node-name_&1EE
f#savecore -ss]

d. REIEIEEREL © et -priv. adminy

o MREMBEFRACREMEFHMRENE « RILAER T HP—ER2 7RISR FF IR EMEIIAE
RICERNEAZIIMNPZIREEME !

 EENRSHEENESE
- BRSNS S REEME SR
6. REHEHISE -

a. fERERIERIRT  RETMRIIERISHEERE | Ntorage RIS EMIE-

ofnode_replace_node _name_ |
_replacementiZ= 28 E 1B H#7Z 2 1L ST B o
MRARIDAIER « RRIRETEEBRARAID ~FHWA lyy o

() wRESR CANEEESDA

"SHXONTAP ERN IR AN EFRRANE A AEEERE"

365


https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286

7.

8. IR ARG RAMetroCluster WE—EREIIAEHIARRS

10.

366

a. FEARiER - FAMESRHARCH IER « MERTLUEE !

MR IEEE

MEFRHEZHEshow) BLNRHARESESIEBHMEBREEHNRARD -

Ese = 0 O IEFE D BCHLAER

ltorage disk show -Fra#

B _replaced_#ZEHIZSRMABRIERERATAIRLRID o 7 FFEAFF « node 1 %A IR IRTERRHEI R AID

21873775277

nodel>
Disk Aggregate Home Owner

Reserver Pool

1.0.0 aggr0 1
1873775277 Pool0
1.0.1 aggr0 1
1873775277 Pool0

nodel nodel -

nodel nodel

ol

DR Home

"storage disk show -ownership®

Home 1ID

Owner ID DR Home ID

1873775277 1873775277 -

1873775277 1873775277 -

HELIEE23AUAREE - MetroCluster TR R 2EERED

Tk - EEANIERRASEMEE I « LS EES S8 TR EREIIREE « WENFEDRIZSTAIE
FHETR o MetroCluster MZ1EEiZ5show -Fields node-SystemID] 3 <HH ERERENRLAID - HEIFZAERE
1B IE B ARBE A LE o MetroCluster MetroCluster

INERZEHIZFEMetroCluster I SIRINAEREMEAVAERE « 55MetroCluster RFTABYIERME - MBI RRIAE
BEEKHILE LAVESRIES - DREIDIMU S BEREIRRRIGHERE -

RTIIMIREHORE « AIAARITIEBIF

° IETHEEARRE BRI HHEARRS © MetroCluster

° _replacementiZHlZ3 B K gL & FHASHNERHES °

"EHAIZEEARS ~ IR RSB FTEE « MetroCluster M{EPUEIEEMetroCluster BITHAEARRE S ~ ther

HEITAERITIEETIHA

IR IEH R4 ERAMetroCluster FIZEE: 548"

R{ARREIARS )

\ RS B EIERIZRE B E

IMetroCluster E&i %S B&T~-


https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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WEERHERIZER ONTAP BR{R o

e "R E BRI G NetApp”
MEHFEHTBIRMAISRERI ~ HEHPEZ R EINetApp ©

BBRENRASIEIRAYZE K - AFF C400

TESEIAAFF CAOOFHRYRIEN M E Z A1l > SRR (RmE VBBV U B EX < SEERETERS
A IEFERVEHARIENIRRS « DR IBIEHISR LY e0S (eOM 1RTF) FHRHRRZEWIE - UK
EELRATIREZEBEIELR (OKM) SN ZREIESR (EKM) ©

E@JE&@J!@%—@F BIZ{ETEONTAP 9.17.1 REBIRAEFIE - MRENHFRAETHIZ FHRRZAFIONTAP »
sAfER"FEREERR" -

* CZARERELE NetApp EINBEMRBRIE R FRU STHREBEFETH
* BRRE RIS LAY eOM (IRF) BB SR EERRRANE -

eOM EZIE AN BB RS ERIBIEPEMEIES2R 2 HETE

* HX OKM » EREREHENEZBURBHER -
* HIXEKM » SREBRLSFBHBRERTIIE
° [ccfcard/kmip/servers.cfg H&2 o
° Jccfcard/kmip/certs/client.crt ¥22 o
° Jccfcard/kmip/certs/client.key t&22 o
° Jccfecard/kmip/certs/ca.pem H&ZE ©
© EMRIERREIN B - Ra SRR ERAVIEHIREREE ¢
° RIBERIZE RICIETHITHERVIERISS
° _BRERIEHIZE_RBZIRIEGIRA HA B o
T2
ERRRIRRE R R 2 B "FIEERIE" > ERAILT o

RAPATEH 25 LUETT B BNRRENIRAS RIS - AFF C400

IE“_EEEAFF CA0OfEFRMPRIERVIERIZE - UM L ERIE R R EARMEIEIRRRARRE

E@JE&@J%@E—@_ BIZ(ETEONTAP 9.17.1 REBRAHFXIE - MRENHFRRETHEFHRRZAHKIONTAP »
AER"FERERERRF" °

A ERRRIERIESES « CRFEHERIZRAUARES « WENBERHZEIEHES - UERZRERISEEERIEE
HlaEEFRERHEN -

FAREELF
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* YNRITZAE SAN 47 » BB EHEEESIZS SCSI JTJH#EMEHENE cluster kernel-service show ©
“cluster kernel-service show 8% (1 priv ZEFEHET) ZEEREIRAAE « "PERE IRV AT FHEARAS
AR s ARG RV EZEARRS ©
BESCSITI R RIEF A EE R E PRI EMEIRRINMPEAREE o (TRIFEENBSLER « T RelEEITEIR ©

* MNMRBEEME ERVEIES « IRENBRENPEARE c IRFBEREIETE A ~ EZHVITHIZZETR
A MR ~ RAFTEERNESR « A BERMSIENIESIZI 2 AEIERRE ; A2 "RERHEE
BF" o

1. MMREAT Z1&1 ThEE ~ BB TIIHERE L BEE L {EZEAutoSupport AutoSupport :

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T B BN 1L 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. FRHBEHE !
a. ERERZERIZFIIERI QWA TS !
storage failover modify -node impaired node name -auto-giveback false

b. EA yELEIRT CERSEFEREHRE? ) &
3. BRIBRMEHIRBERASRET ¢

MR ZIERVIERI S EERET. . R

ARETR AIfETR—% o

EEERIME. .. #Ctrl-C ~ AR EHIFRRKEIRE Ty, -
AR BB 2 REHERIZE F LR IRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ TEA Loader I2NFJT ©

—%
CRARIRIBRVIERISS 2 BB > G’ g -

B A

FBIRRENRRE U R IR B ENRRENIRIE - AFF C400

AFF C400 R RIRRENIRACFEF T E2MVEIRMREER - EiBTE aER IR FREE
HllES AR ~ BIRRBHREN E « FEASEETREEREINE » AEREMZEES
ZaiRA o
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BEMEUNRE T ARERISEER - EBR AP BIRIEGIZZZERN I ZE o
1 INRITEARIEH ~ FHIEREZM o
2. BERREER « ARNERMEMEBHNTES -

3. RERREBGHE SBGERRENHAITEET - AREFIREENTRARBENSFP WMERE) I
EHHERAVERIE -

G BT AR EERET « WEEENRREREEEER « BEFER -

4. feERISEEPIRHBREIRRE  ABRERE—S -
o. [ MEMEHER « AR B RS E N EE M EHEF o

PERIS R A ST RS o

" FHTE SRR

9 PERIERTH IR i AE

6. R EAEB TS o
R AR R AR SRR (USRI SR AARV/EEE ©

7. SR SR SRR RENTE L
8. fTREAE :
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@ (HEAEERIZHBEE
(3] A L EsEEE

a. i EREAVHEE R ST SRR T o
b. BEREPERIBEETEBA « ABRRHER LIREET2RMIE -
9. YRR IEAR P IO RS PRBATRIRAS
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" BT EaRT

eg [ EEBRE RS « ARICHEIERE

a. T RKERRIGHE GIZE - ERRRIRENBGBMRERKIRALL -
b. 1) LEBNEAKIRES AR R R IEE NI -

10. BRI IRISAYS /G AR RS IRIER T AR HEHEAIGE -

. B EREER « REHT2 ERIEAEET

MAE « A FRIRES IR H ERi A S -

12 REBIRASSHE BN -
a. R FAKIRES R T IedS E E AR o
b. B—RFIHTEEIRR  RERIRRE IR EARRREN RIS A BT R -
C. [A) MR IERSHT « SAIRIEEE I E IR « RBAIRRRSHHE B -

13. FARRERE °

421



T—%
ERRE RN & LA (FBEETEER ONTAP BE » o

WEERBH AR ESRRERENRAS - AFF C400

TEAFF C400& AR ZEMAVEBNES R ER » R LIRE BB R E RSB RIBIE - LD
HERERACE -

EMEBIETR > RARERESTERANE » LHEFMEANZRMERE - MRBRATRNE > RFEE5|EL
TEREERERDER o

BEEEHSEFBIZ(ZTEONTAP 9.17.1 RESRAFRIE - MREHFFRAETHERLRAHIONTAP »
AfER"FEREINERR" -

FYaZ Al
* EELHNEREIEREE
° IREEREIEES (OKM) | BEREHENZIEREEMEHD R
° SMNBEIREIES (EKM) | BERBBAHEMATIIESE !
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

HER
1. £ LOADER ${2~"F 7t T » BRI B EiERREREF !

boot recovery -partner

SHEETR FAR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERAMIERE R INERR o

2R 5ER ST Installation complete :L& o

3. RIFBEMEBR > LERTFIARZ—:
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN
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NEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR RE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a h]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBBWIERY > RARFLEFTRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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5.

RTERERERNESHSES

ERROR: kmip init:

mroot. ..

WARNING: kmip_init:
available.

halting this system with encrypted

authentication keys might not be

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

*

*

ATTENTTION

o System cannot connect to key managers.

*

*

*

*

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init:

mroot. ..

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. ENRLERRNENR - B

d. BHERIRNHERERE  FEWEERERE:

MR B FBRENEEER

7N

AIfE B BENRIE

halting this system with encrypted

ERFEDIMIE LR IEREEE -

ANiEREEER-ofnode_disapped_node_name_'

TheE MREHRAT o

- SAERTRNAR ¢

storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

i r7
2R ONTAP BRE I BB BRI IR M E KL 2 B i E[E Z IR [E] NetApp" » IERLRILLTY ©

iR PEZ 457 E 45 NetApp AFF - NetApp - C400

LIES

I|\
NN

THIAFF C400 R4V B oSS A i fE -

HEEHEFEN EEUENESZEHH °
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EREhEse - FERIE
EREnRRE FEINIE TIERAZ - AFF C400

FREBREMBER - MEMEGARS - REREHES - EHARRENIRE - RENMERMRE « &R
Z‘Lx&%zznﬂ,%.ﬁlbﬁu » FYAEHAAFF CA00f#TF R4 HRYRKENIRRS o

INREHIEFRFEIEBRONTAP 9.17 1 HESRA > FER"EHRIINERERF" - MRENRRETHER
HARRZASHIONTAP » RIARfERFEREERRER

o "iRB R EE TR K

TRBIE AR IRAERITEK o

e BN S BRI
HIEf R R D CRARE SR IR SR -

"BARA IRl
T IRIIRREES - TS -

B

"R
RAFEREERIRBIEFAMRRE - AR LRERFKIREE « AR USB IR EEH ONTAP IR -

e "FtRIRIEBR K"

€ USB HARRIE R ONTAP BRfR ~ IBRIEZERA « WERRIRIREE -

%ONATPE&@J BERNERERSRENIIN T ZREIRES ©

o "R RS YR ENetApp”
MEHFEMEIRMAISRFTR ~ i FEZ4HR[EINetApp ©

FERBNRASEREVEK - AFF C400

TEEHAFF C400 RAFRBIREI T EH ZRT > sHHERmE NI E MBI EER o EEIEHER
THEEEAEEREAEN USB S - TR EHER ERNEHREIEE -

NRIEHHEIFERFAZEERIRONTAP 9.17.1 S{ESHRZ » sAER"FHRFEIEZE"
USB BE &%
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controller A 1::> metrocluster heal -phase aggregates
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| #<HRIGEESREAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. £/ MetroCluster fili1E BEERIRESRE) ML RKEERESE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

RATID

WNRIEEWE R ~ 1Ea] LUEEIE S B MetroCluster -overrover-etoes2EE R E NEE) % o NRE
BRAZY ARG EREAEESTR - UBFLILIBEIEE o

7. #EMetroCluster BRYtEEEE FfEFA TELE(EEshow) @< ~ BEHMEEIFEESTM !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.

447



448

s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered

keymanager secrets ° #E{THIEHEFRLUEIELEER o

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

ZEA CFO BRER&E > AT TWHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B AR PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

e

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

O. JEFEEEIR 1 ICRREN R ERBNE AONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

15 BRI B E (B2 {50 NetApp - AFF C400

MEHFEMBIRMAISRFR ~ i fEZ 4R [E]NetApp o W1 "SHE S B E R EEF S
B2EER o

]
ST HAAEEE - AFF C400

A REHIER - SO AR RRNEG R RAER LIRS ERIRRAER R R
A8 o

AMEPRFRE BT AIE R ENE ; TR G AR SR SZIRERFT -
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*© RIS LERZF FARCONTAP R4t SZ iRV A RRASHITHAE ©
* IEREFEiER T - HNEHEES - CRSESMMRETEETENIRE P EMN S8 HE -

RERAIE4I2SAFF 3R C400
FRESEARENE SRR TIEE T1EAETIZS

I | EHAAR AR RS

IEiEFERR AAMERREENRR - AMERB=ERERERENFASEN > 552/ "ERERRILFHEEGET
RIRRRIR T 22457 - NetApp FGHEEE" o

BRtAZ Al

* FEREEERLERERME
° ONTAP A R EIEEFTEE ©
° SEZEHIZ389 BMC 1ZEXHEES] ©

c ERECHEAVEN T AMKHELETER

* FEINREMER
° HUTHM "RAE2ISE" o
° ¥ ONTAP AR EEZNRMARA ©
° BEREIRGRE "Active |Q EEEREEM" - B TRA L BRIFEENEFKE « Al R4 £ LED

o

1. 3518 SSH BARE « UEAAKTIESBRNELCEER / TS ~ REEPNTAEHREA -
2. (RILFFE ARG / E1%TFEY NetApp R LBIEK] o

3. H{ESMERfEIn TIE

4. ANSRELA AutoSupport > SEINEIEZRRERIL > WH5H TR R RREARAVESR]

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. RIS % EEEEH SP / BMC fidt :
system service-processor show -node * -fields address

6. #5RFEEE Shell :
exit

7. ER_ E—F @S5 H R ERETRERY IP ik > 538 SSH B A SP/BMC » UUBEHEERE
MREFEANREES | BB  AERAERNEE SRS RE LGS o

8. (S IE(UA BRI R E ETRS
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEITIIEBR » FRZETNSEERIZEEA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. ERFSEEHSRELETETRHASRET

EEIE2 | 7TEEENEEMetroCluster BYIR R 4B AE P RE RTS8

AR IERIERES R EF BRI S BVIRAR « WAELEERTIEIERIES « R ERVIERISREE N IRAIES]
T RBREER -
BAEIRTE

* B AR REFERFEFRITERMESRMR - 1 ERREIEHRREES -

1. #gEMetroCluster TRIEFE ] AAEE - ¥EIZIEMNIEFHISR ST EBIIAE NEFE ) ZHI23MetroCluster @ T
RIEFE]

2. REDHEEIAME © FIRE T REEET

WMREEHIZIZIE... Ri&...
[SA=E2g:! BET— o
EENSEuEA RED RSB TE ERTREEMetroCluster @ [ 33
]
wR B  BERE AT RAE ~ MMBEATEE « BRRILRRE - REBA—X - MREE

FAMetroCluster TERYIR 8p< JEMERREE SRR MTSIRERPT o
EITUNHA ~ PHRE RIS R

3. f&MetroCluster TFAERVEEMIT fIR1E FEFRAggregate) % « UEMRTERESHE -

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MEBEFR DR ~ WA LUEEMetroCluster 2/ l-overre-etoes) 2#MEMEL NER) &< - MRIECER
IEERAZH - AR GEREMRESTR « UBLEEESE -

4. {gFMetroCluster flexoperationshowdp & HESRIEE B 5T ©
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. A Tshorage Aggregate show] &< HKIGEESEEAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. f£/ MetroCluster fi{& FEERIRE SRR < RIEEBIRESE

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREEWE R ~ Eo] LUEEIE{EHMetroCluster -overrover-etoes2 8 E#HEH T o YNRITFERULE
ERZ2HY AR ERTMAESES R « UBFIHEEIEE o

7. #EMetroCluster BRYtEEEE FfEFA TELE(EEshow) @< ~ BEHMEEIFEESTM !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. FERBRVIEHIREME L  IWTERMAAESS -

FHARERE- AFF REC400

H%J_UE PR A R 2R R AR E TN RE R BRI RS EREAR ~ ARG TNSER BRI AG AL
BTN RE R IR ERI B SRBVRT RS o
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o WERSBADREES  ENEETRAME AR TRUEREREER -
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() sIsmaBAMES « SIBREE « UGRBEES o

C. S SHIRM L) « RIHERIRRAME « EERBEHEER « ASERISHEAZIR « ARG HEER R
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LRBREERE  FEMZE -
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4. BE AP ER « KB EEH SRR T AT

SERE R AT IRTEFAFF -2[5C400

T JRERETEAERY HARRE « Wi fEZ(HR[0] NetApp ~ MNEFFBEMIAY RMA SRBRFRZL o

sl o

TER1 | BRER SR E AR RYHAGR RS
ARSI AR RIHARRRS ~ TR R EBRARSLUIAT S ERIRARAERS -

1. FEHERERTU « {OE— T2 R BRI S S B AN A BIHARRAS

FRA T BIHARRRE AR FEZAB TR o

2. INRPATARETHIR ARG EHN RFARRR
a. SRTEMFIIHAIREE ¢ Tha-config modify chassis ha-stu_|

_HA-stu_ WFYERTUE FYHEAP—IE :

(o))
= "Malc"
MhiEAa TR
{MCCIP)
FIEmG )
b. FEBREBEE . ha-config show]
3. MBITHKREMRE ~ BEMRERFAHEMIES ©
4. EMTERRIEEMAITER o

HER 2 . t)Ha[C|EEEFEL MetroCluster ZHREPHIESRE

T e AR a2 MetroCluster BYRTEEE4HRE ©

1. BRSEFR A ENREER DA TR ARAE | MetroCluster TRETREREL ]

'ha-config show ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
SER3 | MRS ERIE S NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
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HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRIt E FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

BRI EABFERSAFF - REC400

EEFIRITHIZSRAERE S BRRZIEIVESIZS « BFRUTTH B EEIREVIEHIZFHE
48 ~ TEVEFE P IS F IR HIZEAR « AR AR EEEEL o

FER | BBPRIEHIZ3EAR

EEFEUEHI SRR TTH ~ ABMRE AP IRITHI2EE o
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nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
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1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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all -message MAINT=END #3% ©
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

R4 | KR THERIE M NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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IR | RS REAARR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©

483


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERLLERZY - AABZERTMA|MESTR  UFHLIEEBEEZE -

7. fEMetroCluster BRYMtEEE EEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | BBIREHEREAE
AEEFRUERISEERSB T « SRR P EREERIZR R -

1. INRITERIEH ~ FFIERZM o
2. BEIRREER « ARNBRMEEBNTES -

3. R ERGE S ESEREB R ATEES « ARRIEHSEAR TARBENSFP MARS) it
BUMESBEIRIR o
BEGSEESEIREED BT RS EIRE R « BRTEE -

BB
4. HERIZSEAPELBREIRRE - RBRERE—3 -
S. [ TMEMIEHER « AR E R A T ES M EHF o

B EBIEAR SRS HIEAS o
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER

o P w N

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

FERT | BHIEZHERIE4NetApp
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RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©

493


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
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RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES

494



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERLLERZY - AABZERTMA|MESTR  UFHLIEEBEEZE -

7. fEMetroCluster BRYMtEEE EEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | BBIREHEREAE
AEEFRUERISEERSB T « SRR P EREERIZR R -

1. INRITERIEH ~ FFIERZM o
2. BEIRREER « ARNBRMEEBNTES -

3. R ERGE S ESEREB R ATEES « ARRIEHSEAR TARBENSFP MARS) it
BUMESBEIRIR o
BEGSEESEIREED BT RS EIRE R « BRTEE -

BB
4. HERIZSEAPELBREIRRE - RBRERE—3 -
S. [ TMEMIEHER « AR E R A T ES M EHF o

B EBIEAR SRS HIEAS o
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() esIsmmBAMES « SIEREES « LUGHEREES .
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d MREHAEMLZEBHREREE - FENRE -
e. FRENERRMIER « A% TCtrl-C) FRESHAZ -

() mEssEBEmEREeL  BRRESERAREE -
f EMARRRETRT  MA Tbyes ERHIAILPCIeEMETL -
o FREFBEISTZRF - AMRIE TC-Cl MISEMASIERST o
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PERS | RIS RARE R A ERIRAE
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1. RBEEMLRRR o
WNRERPRIZRSEIREE (QSFPISFP) - FASEERANMBGRR BT
2. BIEHISSIRIEERENE - HiE2FEHIFRME . Norage R M1E-ofnode_disapped_node_name_ |
3. MRIFABETHER « AEMMA | [HEESEREENERA- B8R truel
HER6 . TEEHIEMetroCluster FY R Z4ARE PRI E SRS
It TE(E5E A E &3 MetroCluster YR FTERAARE o

1. BRSSP A ENRE R B ERER RS TRUAE. ARAE : MetroCluster TRETRERRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.

2. EIFFESVM EEFFES E5EMK . MetroCluster Svserver show |
3. RSB BEEEFBITHEM BHLIFBEEE SIS © TMetroCluster 3ERIFZELIF show,
4. REFEEETFMEIEEER MetroCluster iB/R ) fp S THIH o
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5. BRI EEBE5ER . MetroCluster TREBTR

ERERN [FEUHR KRR « HREEERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARRE « BIRISTRR/EE ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREAETH » EAILUEA MetroCluster show config-repl# Bres[@® ikfEshow) &
LREEEITHIELEMEE o

6. EFEIFAISnapMirrorgSnapVault FA5EEEAILERE o
HERT | RS HERIE4NetApp
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERLLERZY - AABZERTMA|MESTR  UFHLIEEBEEZE -

7. fEMetroCluster BRYMtEEE EEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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WNRAREREINERFLE « SHEIFIE R ARSI -

PEES | RIS R AR R A ERIRR
W AERTRET R « REEHISSRE AR EMBABEIRIEDHE
1. RREEMTERS
NREIIRIRRC RIS (QSFPEISFP) ~ SAsCISTEE A BRI %

2. BEHIBSIEEREIE  HECREBEMETRE | MorageREELEINIE-ofnode_disapped_node _name_|
3. MREAEETER  AEWMA | [REESEREHEE - B8R truel

SER6 . (TEEEMetroCluster FI R Z4HRE A E 52
I T {E(EE AR E 25 MetroCluster BYRSEER4HAE o
1. ERsEFA LS REE TBUB] #KEE : MetroCluster EERETES

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HRFAASVM_EHNEHRES B5EM © MetroCluster 'Svserver show

RIS EIEEFT TR ESLIFREESEMINTER - MetroCluster Z2RIEELIF show,
WEEEERIMTMAEZAMER TMetroCluster 3BR ] SLHITHIA o

ERYIAEEB5EM © MetroCluster T REETR

o P @ N

EREEN TEFEUH ARREE « THREEEENERITH
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
HERT | R EE - ERIE4NetApp
MEHBEHBIRMATSTRAR « S PEZHREINetApp © #1 "SHRE S HIR FHAEN « A2MET o
BHPCleT( 3k /ERAFF - C400

EEEMPClemREF - G BNEHE R LR MERMEMISFPHIQSFPIEAR ~ BHEE
HIPCleZi3RE + ~ AR ERIEZRIEF

* R LGRIEAZ RS ONTAP R4t Z IR AIFRA hRASBITNAE
* R E EMMTHEROAIEEEF 5 TR~ SO ARSI IR EBFT
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A 2RPARIRRVERIZS « R AAERERIBZAIARS « WM ERFEEIERIZS « LUERE
ERERIBREEC BT S HETFREREEN -

FREETLF

* MNRIEAE SAN &4t > BB IE1EFI2s SCSI JJ#HNEHENE cluster kernel-service
show ° “cluster kernel-service show' #5% (1 priv EMEER) SEEREIZLRTE » (PEAREE X BN
A FEAES ~ LUz ERREAYEZEARRE ©

SESCSITI#ERIEF AR BB ENIEMERL R PEIRE o ERREMUATER « T HEEEET
B o

- B EA AL EBIRRES RIS E VAR AR - MBREREIATAY « RED 0TS0
T R RTRTA SRR « AL AT S ANEIS  AEERE ; H8M HH
BEERS" o

TR
1. MREAT TZ481 Ih8: ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T5AutoSupport B EER B BRI Z /N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE :
a. {EfERRIERIZRAVIERI QWAL T < -

storage failover modify -node impaired node name -auto-giveback false

b. EA yELEIRT CRSEFEREHRE? ) &
3. BRIBMEHIRBEHASRET

MRZIEERSERERT... AR

AR AIET—%
EEERIRIE. .. #Ctrl-C ~ AREHTHRREEE Ty ©
ARSI R E R EH SR E E LR IARIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 @A Loader I8RFTT ©
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1. #&EMetroCluster TRIEE ] AREE « FEIIBRITHIZZ 2T ECBHYIRE MNEEFE ) #H25sMetroCluster

(RIEE ]

2. RBEDHEEIIAME « FIRE T REGET

NRITHIIZIE. .. Rt&...

[SA=E2po03 HIEBT—% o

EEN=EIPILE R HEHIZSNITEIE MY EEMetroCluster @ T T3]
)

HRBETER - LERE EGBIERAE  NATTAE - sARRRILRIRE - AEBaE—XR - IR

FiMetroCluster TERIH 65 EESEMARRE  BHHE M IRERFT
TETUH ~ THREBREISR

- {&MetroCluster FFERIERENIT MfIR1E PEERAggregate] i< ~ UEFETERESE ©

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMERABEHE R ~ o] LUEEEMetroCluster EF M-overre-etoes] LEEHR Y NBEER) H% o NRE
FERIEAZY - KA TEREREETIR - UBHLEBIEIEE -

4. {FMetroCluster flexoperationshowsp & HEBIEXE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| &< HRIGEESRERIARAS o



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERLLERZY - AABZERTMA|MESTR  UFHLIEEBEEZE -

7. EMetroCluster BRIt E EEMA MELEFSEshows @< « BEMEEFREETM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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C. BERITE ST AEEIN 2RI ASEE o
d. SSE £ LRUEREIE A o
3. EHTREHTF
a. WHRT R AR R BRI MBS « IR RE TR L o
b. 4TS IEEHE A AR LRI o
c. T HE - EHERFHR NS BIRET o
DERS | RRIEHIZRRE
RS IAR BT 2  CUER RS ABT R  ARE RN TR .
1. MREHFEE - SERRREAE o
2. WIS AR — USRI IS NSRS R AR — %
() Efsmzs AR RIS RER 2B AR -
3. MBEENRERY: -
MBEBIREIRIIES (QSFPHSFP) MR EEEANMBSRERRE -
4. RIS AR :
o WERREATRMRS « BHRREEREME AR TREEREETER -
b. (SRR IS ARTEE A A A  ELSIHEPRIRARIE AR SRR AL o
RIS ABST R RIRS  BUEMIER L -

() ebsmERAmES « BIBENS « UERBEES -

ERISRA—B TR EARAE - TUERIAR - AT RERRER

a. [RSHE IR LEEE) « AFEERREAE « EHERBEER « RHERISEAZIE « AR HERIFR
THAREME « LIRHERSRETEEAMAE -

b. NREHREMNLTRBREERE - FENRE -
C. RENEERIMIER « A% TCtrl-C) FIRERALS ©

() messEBEmEReL  SRRESERAREE -

d EHARIETT « 8A Tbye) EFFIAEPCle RAMEMTTH « SABEITHISSEHBIL o
S. BHEHISSIRIEIE BIBIE - KA RREMERE | NorageBREETBEN1E-ofnode_disapped_node_name_|
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6. MRFABEHER « FENKA | TREFIHEBEENEHRAIE- B8 RiEtrue)
TER6 | TR EAERAEFRE
AEERERS - CUABMEBIRR - REEHSEE - ARENRAEDER -
1. REEENRER,
MRIEHBIRIZRSENEE (QSFPESFP) - SACSEEANMERRENRRE

2. BIEHISIRIEIEREE - HiARREMTERE | NorageB A EIN{E-ofnode_disapped_node_name_|
. UMRFHEHER  FENMAE | FAEIEREHENEEAE-BF N Etruel

SERT | [T EIZEMetroCluster B9R —4BAS RO & &AL
T E2E RN EEZEMetroCluster FYRTZER4BAE o

TR
1. BRsEPR A ENRE R D AR TR ARAE : MetroCluster TMRETREREL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HESPFRBSVM LM EMRFEZL B5EM - MetroCluster 'Svserver show

R EEEEMPITHNEF ESLIFREES EMINTTR | 'MetroCluster ZBRIEELIF show
RIFEEETHEAEEER TMetroCluster B 2T o

HERUBAEEBSEM - MetroCluster TREER

a > W DN

EREEN TFEFUH AR « THREIEERDERITH !
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

tz[l%t)]#ﬁfﬁﬁﬁﬁﬂﬁ'aﬂzrﬁﬁ%ﬁi &R MAERA TMetroCluster show config-repl# Bres[@# ikfeshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o

TER8 | RMEZ(HERE S NetApp

MEHFEMIRMAIS R ~ iHIEZHREINetApp o Y1 "SHHESHE B RFMAEN « F2RER °

EHIHINEIR - AFF C400

FIERMESS (PSU) B~ EERKBEPSURLEIRIENT « IRTEIRLAR ~ BIRERPSUE
ZEZFRPIPSU ~ AR EIMAIPSUEITERZEER o

* BIRZETUERR > It BT BMEN o ISR RAPAIERIZS SR E R PSU ©
* AEFEHH - RER—ATRUERMIES -

@ RIFBEREFAEPEH BRSO EAETER - RRHATEEEF « (BONTAP 28
MERMERZA - BERRRERUEINEMASEEETES -

() #mRBTRREERENPSU - MEQEHEER o

TRILUER T 7 BFIEEc S E D R B EIRHESS -
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9 EIRREE S

1. NSRE R ~ SHIERES o
2. RBEFIEEHERASHEIRMUMER LMLED - A CEBRHEIRMHAES o
3. IWTEBIRILAESS
a. ITHREREEES « ARUERMEB[NTERR
b. BRI T EIRER
4. BIFEIRLAESS -
a. JEECAMIEIE « LUER BIRMHIEIRIEILIEPALL -
b. IZTEGRMERER « PR ERMESS -
c. AMEFRERMEHRMEMEPIIL - RRBE—3 -

°. AMEFIFBRMEMABFNES « TR HAEHSRENRONE « ABRE

BEEIHEER FAEN °
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()  seemmamEEs  SIEREREESEARMRBERS -
6. FEECAVIRIE « EEETERHERAET -
7. B ERAEE

a. REFRGENERETERMERNER
b. EAERREE RS EREEEEERMARESS o
BIRIE®R -~ IRRELEDFE RS o

8. NEMFEMBIRMAIERFR « RHIEZHREINetApp o W "SHHEEEF I FHMAEN « A2HET °

FERENEEEE tWAFF - Real-Time C400

eI LAE R SRR R RVENRS RS EE (RTe) EBith « SBARMHVARBSMEARENEGERE -
ﬁ'ﬁi_%ﬂlﬁ“ﬂl},@ﬁﬁ%z‘ﬁ%fﬁﬂﬂ%ﬁfaﬁﬁﬂ’]ﬁﬁaﬂﬂﬂ? °

* TR LR FE R ONTAP R4t 1B BIFR B AR ASHITHAE
* R AE EMITHEROAIEEEF ) TR~ SO ARSI IEEBT

1S FERIERAIH RTC Bt -

TE1 : BRI IARVIESISR
RIBHEERRERERNRRE ~ ERIUERATRNEZFREARSUZE RIRRIERES
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IR | RS REAARR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERLLERZY - AABZERTMA|MESTR  UFHLIEEBEEZE -

7. fEMetroCluster BRYMtEEE EEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | BBIREHEREAE
AEEFRUERISEERSB T « SRR P EREERIZR R -

1. INRITERIEH ~ FFIERZM o
2. BEIRREER « ARNBRMEEBNTES -

3. R ERGE S ESEREB R ATEES « ARRIEHSEAR TARBENSFP MARS) it
BUMESBEIRIR o
BEGSEESEIREED BT RS EIRE R « BRTEE -

BB
4. HERIZSEAPELBREIRRE - RBRERE—3 -
S. [ TMEMIEHER « AR E R A T ES M EHF o

B EBIEAR SRS HIEAS o
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9 1% RTC &Eith

1. IR RIEH ~ FHIEREE o
2. ¥IRE R
a. i EmE EREAVHEE R ST SRR I o
b. BERERERIBEETEBA « ABRRHRA LIEEET2RMIIE -
3. $F ~ BNE W EHRTCEM !
a. fEFAFRUKERE » fEEHIS318EE LI HRTCEM o
b. T MU T MR « BT MERERH « ABEHEEEMEFRERY o

@ EEMEERH EME ~ 55X R EMBIRE o BMARANN « HHERBETEBMES © 32
ZRMHTRYANSR R a/&ﬂﬁﬁﬁﬁﬁ‘t °

C. WP EBERRPELEREM -
d. & FRTCEMAIEN « REU—EAER FHEM « SEIBATIHEE o
4. BEBEEMN BREBHESTERABME « BiRMIERE o
°. FARBEEE °

PB4 | BRTREITHREAE W E ERRTCEMERIRRE/ B HA

BREFIZRAERI T 2R « BOAERFHAEPERREERSRAE - EREGS LR B - AR
HEH -

1. MNRITEAREEY © FRAPAER ESEHI2SR4EEE -
2. RIEHISSREN —IREEENFE O « AT EEEEERGEN—F

EIERZAD ~ SR/DRHER SRR TT R R AEAE ©
S MEEEMRERMR o
NREIIRIEREINES (QSFPEISFP) ~ SAsCiSTEEA MBI M %L

4. MRBFHEEBREHNT ~ FIREFEMD - AR ENREBREETES ©
O. STRUIERBRERI R ¢

a. EASHESHF « RHEHISRAREMIEA K - EEIHEPRSRIZALSTEMAIL
G SSEMET R - SHERIFE L o

() sIsmaBAMEE « SRR « UGRBEES o
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ERISRA—B TR IEARSE - sUERIAR - AT ERRER

a. RHE R IFR LEEE) « AFEERREAE « EHERBEE R « RHEGIZREAZE « AR HERIFR
THAREME « LIRHERSRETEEAKA -

b. NREHAREMNLTRBREIRRE - FENRE o
C. HEfEEREER « A% [Ctr-C) FERALS -

() SRAGEREEHEREGL RPN ERASES -

6. SERITHI3 _ FAVERERIA B ¢
a. £ lshow date) FR<IREREEIERISZ LAY B HERFNERT o
b. EERIEHISIMNEASRRT T  BEREMBH -
C. MEKE « BEA MREBBmm/ddymm/FETTE] 2 REREH
d. MNEHE ~ sA5(EMA Set Time hh : mm : sss) #%  LIGMTORERRY o
e. FEsR B AREHIS% LAY B EAFNEERT o
7. EHARERIRTT ~ B®A Tbyel EHVAEPCleRFAEMITH « SREBITFIZZEHFE o
8. BT HIBRIMIEIE BIBIE - HARREMERE | NorageREEBEM1E-ofnode_disapped_node_name_|
. MR =AETHER  FENMMA | [RAESEREENEEAE- BB iStruel

SER5 | T EIZEMetroCluster B9R —4HAE RO &S
LT EEE RN EE2EMetroCluster IR EEEARAE o
TER

1. ERsEFnA MBS TEREN TBUB1 #RAE : MetroCluster EERENES )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEEIFRBSVM_EMEFFE S E5ERK : MetroCluster Svserver show]
3. BB EEEEFRITHEMBEFLIFBEEEEMINTEMN : MetroCluster EBRIEZELIF show
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4. WIFBEEEDITAEELER MetroCluster 3B/ fr S HITHIHA o
S. MEsRYIHMAEX B 52K - MetroCluster THREETR

EREEN TFEFUH AR « THREIEERDERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SEREEN TER) KRR « BIeISTRA/EE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRBYHAEERREFREIABETTR © EAILUER MetroCluster show config-repl#€ Bres[El ikfishow] &
LRI EIEITHRRVE AR o

6. EFIEI1ERISnapMirrordSnapVault FN5EEERIARRE o
FER6 | HHPEE 4 ERIELSNetApp
MEHFEMIPIRMAIS R « S EZ 4R EINetApp o W1 "SHE S EFE R EHMET « A2HER -
AFF C4008Y = E#H%

LUF2AFF C400M9EB D #R4& © AR "NetApp Hardware Universe” (HWU) EXfSAFF C400
FISHNTRRE o tEERMHNEE—STRM4E -

AFF C400HY = ZE 51

TEECE | AFF C400EH#FE HA ¥ » 2 XAERRIRHIE
BRARERABE 29472 PB

0I5B © 256.0000 GB

SMERST ¢ 4U B8RS 0 BT 2 1B HA 25183

ONTAPHRZS : b_startONTAP : 9.16.1P2b_end

PCle #&7H& : 10

526


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://hwu.netapp.com

ER{EONTAPhRZ : ONTAP 9.10.1P15
HEEREAE

R HA %
MRk 12
HEEIAELS 6
HA %

AR
& 10

HE
ZX48E& 100 Gbps
XA 25 Gbps

4210

WE

XA 100 Gbps
XA 25 Gbps
ZXAEE 10 Gbps
SE4IB5E 32 Gbps
NVMe/FC 32 Gbps

EIRR

TE

ZX48E% 1 Gbps
RS-232 115 Kbps

USB 12 Mbps

SRS

[RIEEE

35.4 PB/31.4 PiB
17.7 PB/15.7 PiB
29PB/26PiB

A

®I8

=

pEEEI ]
24
28
32
40
40

A

et

®iE

RAGCISRE
3072GB
1536GB
256.0000

CIFS ; FC ; iSCSI ; NFS v3 ; NFS v4.0 ; NFS v4.1 ; NFS v4.2 ; NFSv3/RDMA ; NFSv4/RDMA ; NVMe/FC
; NVMe/TCP ; S3 ; [t NAS B9 S3 ; SMB 2.0 ; SMB 2.1 ;

AIRIRIBRIE

* BRITHER [ 4209 BTU//N\EF
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s RIFERTHINEK : 5215 BTU/NEE

* B8 110.0 499 AFF
« BEE:4U
" WE 190 IEC HEMAA (17.6 17 44.7 A5)

o 7T

Kt

1326 N (EEESIELZA 34.7 1)
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8% ZE 80% > /%)

* JETIERELRE | -40°C E 70°C (-40°F £ 158°F) » BIRES 12192 AR (40000 #HR) - 1EEHRE
10% ZFE 95% > 5% > [RE
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