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ErEniEse - BERIE
B Re 5 EhE IR T 1EA2 - FAS2800

EXENIRIREY B BNIRIES MR B B I E R E ENRENEREIR - SR GIEBMHE
i EBUERENIRIRTE FAS2800 f#F R H B REEN RS LB L ERONTAP o

QEJESZ@JﬁE—@?L&E?" ONTAP 9.17.1 REShRAF %R - MREHNHEFRAETHE R HRABIONTAP
AfER"FEREINERR" -

Bot ) MEEIRENR - BRI - BREENE - AFRARERE - MERERAINEE o

o "R B RS R

BB IR B HREK -

e "RARAHERIR"

EREEERRLIRRER » BRPREREPRIERS

e "B RS

/& System Management 1248 P PRIERIIEIERS « AR LEEBARILIRES -

e "ERFGRRE D RYBREG"
WEERHERIZER ONTAP BR{R o

e "B PE S ERIE4SNetApp”
WEABEHHIRMAIE RFRI « BEHEZ4HR[EINetApp ©
BEIREN N EMERNEXK - FAS2800

TESEHA FAS2800 RHRHIEEN M E ZAD > st iRmEMINEMI B EEK o SEIERGE
TR EHEA EREIVEIREENIRE « FEst %#ﬁ?’“%]ﬁ%kﬂ’] e0S (eOM ikF) ERIBRBEHIE
» R EER SRR T IR ZREIEES (OKM) EIMRRREIEES (EKM) ©

QEJ%@J@%—@_ BIZETEONTAP 9.17.1 RESIRAFZIE - MREREEFRFETHIR R HIIRZAAIONTAP
SAER"FERENRIERF" ©

* WAZAERETE NetApp NEINBEERINE R FRU FTHREBREETH -
* BRRERRIERISS LAY eOM (IRF) EIHERSEERRERANE -

eOM ZEEIB AN 7E B B RENMERIBRE PEMEER S 2 METEHN o
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* Bt OKM > CRELEHENEBUARBHER -
* B EKM » BRBUASIEBHIMEESTIINES

° Jccfcard/kmip/servers.cfg #82E o
° Jccfcard/kmip/certs/client.crt &2 o
° Jccfcard/kmip/certs/client.key t&22 o

° /ccfecard/kmip/certs/ca.pem t&2E ©

© ERIENREINTER  Fan AR ERNESEEREE

° _RABIEHIR_REIETERITHERTIERISS o
° _RERERIES_ERIBIERIZRA HABH -

%
BRI R R Z B RIRIERIZE" » ERATLT o

RAPATERIZS LUETT B BIRRENIRAS 1S - FAS2800

BIP FAS2800 f#TF R AR RIBRVIERIZS - LB IEEREERIIE BB BNHERERBRET
RIFRMIREN

BRI IERIBRIEEONTAP 9.17.1 RERHRANLIE © MREHIHE RAE TR ZIMRARIONTAP
HER FORBIERR -

AR ERERES MR EFIETERISZHUARES « ML ERHZEERIER « UERZIIEH BB RIBpE
HlSfEERERHEN -

RAMEIEIE
* MNREH SAN 4t > BN BERERIEIZEHIZS SCSI JJH#EMEHE cluster kernel-service show ©

“cluster kernel-service show 85 < (1 priv £EE1ET() SREREIRERME PGS ZENEABY ] FEARAS -
MR sz ERRARIEZEAREE ©

SESCSI7TIEEEFE R AR ERIEMEBRBEIN PEGARE o EAREIUALIR « 1 BEEEETER

* MREEAMEULBER « AIEEVARI AR - MRFERZZEZEAH « R EAVIEFIZZET

B TE  RRGAERMERRT « BT H AT SRR Y SIS ; AR L s
F" o

1.

2.
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MREAT 2i&1 ThEE ~ FURATIIHERE IEBEZE L {EZAutoSupport AutoSupport -
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%lJAutoSupport Bl R8T B BN L 22 B/ VB

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

FREHRIE :
a. {EfERRIERIZRAVIERI S BMAU T < -
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storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBREHI BB EHARIET

SNRZARRVIEHI S EE R, .. RE&...

AR AIfETR—% o

IEEERIIE. .. Ctrl-C ~ AR HIRREFOE Ty) o
ARSI 2 REHERIZE FIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & THEA Loader I8 RFIT ©

T—%
SRR SRR 2 8 BRI (R o

FIREEINE U ER BEREIRIE - FAS2800

FAS2800 RAEFHIRENRAC#E T EZRVFNREANREEK - BHETE S AR IR FRUES!
R « BIRZEMNBRENE ~ EiIEHSREPRERRRENE - AREMREITHISE
1&48 -

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAFIE - MREHFFRAZTHEFHRAHIONTAP »
AER"FERERERR" -

RREN T BN ERIZRRAERER - AI BB IRER] SR AN 1L RGPS RIEH SR AE E R A RAFE o
1. MMREH RIZH ~ SFIEREM o

2. FEREERHE EERERRENHONGER « ARIERISEER T RFERNSFP (MARR) 1t
EHHERAVERIE -

3. BETFCAMIBF LR HEZIFEKR AL « STRFTRCAMIEIE « Ut RERFERIESISHEAE « ABAMEFH
PERIERIRARIE AR PRI ©
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(1] BRSO AT

7. {ER T EZEHI251E4E EAY FRU HEEBIREE & -
a. #% 10 WRMIEHIEEAT EIEAE « LUSHEEIT o
b. $RFAE £ LAYIEHEIRLA
@ E eI LB FIe IR 4AEE 7 FARRTEIEIR 4% « MREERFIs « BAEEER LEE NV &
A MUBEEEEZENER4 EUB N ARBE -
c. EHME HIZEREE
8. TFIARAIMIEAS ¢
a. LT RAMIEAEINR EAVEE IR ~ IEHNRP B GAIEES « M L iEsERaiIR RS « ABREIE E R
BRI EIENIE o
@ A B RERE RS - TRIFTAE S I8IRIRIE T RIS IERS o
b. FHEARMIERNESEMKIERIHEERT - REFHEKHAIGE - HEMAKER  BETBER2EA
1S ~ NERFAEN B IERE « W EHEFIEANEE o
C. I TEEHTERIT  iSFMERET 2R T i « REBHGIHTIZE « BRSIERHEERIMN -
9. EMTEKEE :
a. B EMR EEIEIESIE R EAVIREE TS - RAB R FEEHEANRIE o
b. $HERKE+ LA ={EI5hEiR44 o
C. EHMEEION°
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10. SRR RAEE S « WITHBEERML -
. ZHRIEHIZREAE
a. fFERISEERRIF AP ORE - AREEFIE SEEEARG—F -

b. EHEIFEHER - ARSI ORF MU TERIEHSRANSE » ROGBFREERMAMUE - ARERR
o84 o

PEHISRBAIARRENIE7E LOADER IR RFITEE(FLE ©

%
HEREMRZENRRIRE 2 R IS FRHERIER ONTAP BRE" > o

SRR BB IRIERENIRES - FAS2800

£ FAS2800 R#HPZEMBIEEIREERER - LIS BBREIRRERME > |5
ERHERERRE - TERBET > ANGRELSSERANE » IWREEEFERNE
WMINEFLEE - MREATHBNE > 2ARSIEETHHENERTIE

E@JE&@J&?E—@EL&ET ONTAP 9.17.1 RREBIRAEHFIE - MRENHEFRARETHZFHRRZAHIONTAP »
AfER"FEREINERR" -

FYaZ Al
* BELHNZREIESREE .
© IREEREIELS (OKM) | REREHENZIEREEMEHD R
° SMNBEIREIEE (EKM) | BERBBAEMATIIESE !
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

HER
1. £ LOADER 12 ~"F 7T » BB EEREREF !

boot recovery -partner

SHEETR AR :

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERAMSIRRE R INERER o

2R 5ER 8T Installation complete sL& o

3. RIFBEMEBER > LEARTFIHAEZ—:
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERMNESHNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©
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EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
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set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address
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set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
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storage failover giveback -fromnode local
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ETRRIE?
TR IRRE LB RINE R i [EZ R E] NetApp" » ERE o

i 25 R PERIRIEN T E BB 45 NetApp - FAS2820

QDETQZWEM'JE’JRMATE/‘I‘ Fitt ~ iR 4R [EINetApp © W1 "S- E S BT TEHMAE
AZ2RER °

BERARENVELE ¢ FAS2820

=N 4£€=$Aut08upport —RIEPEE (ASUP) B ~ IEHRAAEREAR ~ (A BER
E%J%%* AHAPRYIREVEAE ~ BAISEBEERFE ©
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* B AERREREE RN ERFRUTTH R E RS ETTH -

B . RARAR BRVIERES

AR EERES R EFIENERISIHUARAE « MAELERHZEERIEE « UERZIIEH BB RIBpE
HlSfEERERHEN -

FAREETLE

MRBERAMEL LIRS « AIRESRRI PR - MRBEREINEEAH - HREAVIEGIZERS §
B ~ FRTEERERENN « AEQAREERE « BRFARIERERISS

"(RPEESZEN) (33X ONTAP
CRIREREITARREUEENIAR - AR BETER -

1. BAREUEMAR FMNERENE « BB EEMRZBIREUEAFIEMER « LR REEAAZEER :
a. JBRREVEAE ERVER system controller flash-cache secure-erase run -node node

name localhost -device-id device number

@ #1T “system controller flash-cache show ¥R &EFR413E Flash Cache & ID > 356n

%o
b. HESRER BIREUREAAR B ¢ system controller flash-cache secure-erase show

W ERRREURAERRES BBk o

2. MNREGA T LEIHEE ~ A TS RIE BEIEILZES] : [System NodeIRR N FEIEL*-type all
-Message MAn=number_of _hs_Downh] AutoSupport AutoSupport AutoSupport

TFlAutoSupport B AT BENRZIIZFIM/NENFE ¢ Tclustert | >ZR4REIRAutoSupport ~ I FAEREL
-# AALL -Message MAn=2h|

3. WIRZIANIEFIRZHARH I —E0 « FRESEFRNEESEREIINIETIEE | Morage B HEBEEN
ENRL AT - B B IRIE SRR

4. RZEAVERISZBEHARRET

NRZARRVIEH S EERET. .. RE...
HARRT AfETR—%
EEERIMIE. .. #Ctrl-C ~ ARAEHIRETHEIE Ty, -
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NRZARRVIEH S EERET. .. RE...

AMIETHEBRET BARRE ZEUFILREIIERES
B5)
* HICHAERCH - AR 2 RIEHI SRR ERIBAIERISS | TREEH
BERE-AR_RIREE_MRE_

ERENEHISREREEERFIRE. . B« 5FH%Ctrl-C ~ AREAE T
yl e

* BB INAHE . TSystem Node halt disbized _node _name]

TER2 . RBRRiERIZRRAE
AP EN TERIZREAE « PAREI T RIS RAE YRR o

1.
2.

5.
6.
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ORI RRIEM ~ SHIERESRM

RGN E SEREERENHANTERET - AREFISRRAN T RFEERNSFP (MMAEFE) X
EHHERIVERE -

AR BEEEREERED WEEEMRREREERER « BIPFER

RIS RAENAANEARIFEREERE « URHERE—E -

BETCAMIEF LMz EFIRMA L « STRITRCAMIEIE « Ut rhRMRIERIZEI2S 15 « ARBME TR
PERIZR IR AR I AR PR ©

DEhIE R - REREETRNEREL -
BT ERI2RRAE M A R B BRI RARIRE S AR A LS mS M e R SR R S - LUITHIGES -



(1] Pt S AR S S TR

FER3 | EHREVELE
HEIEFRIZRABVREVRAE « BERSEIRRVIREVRAR « ARGHER ©
BhE-EUUREVELE
EHNRERAUOATERHERST - RIEHBERME
* EXRRBERRIEIREZIREUEERFERR
* EUAXERNAE o
* EEREPHNFAHMTHEORIERERE ; TR - SR RRERAIT S IRERFT -

1. MNREH RITH ~ SFIEREEM o

2. $REERIZSRAB® S ML RIMEREVELE « RBARFHBER o
a. T EGRRILE « ARE e IREUEE -
b. R REVEAUESNRPEIFNIH ©

51


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=12b339c5-640a-4be8-a5fc-af47017276fd

(1] IRE S ABRE i R

3. BB REVEARRYS G TEINRAIRIIERE « AR IS HLECEHE AKRIE -
4. B REUEER S E R IERIGAGE

MEUE - A RER L S B AT IEEE -
5. T REYERE  REULAT 2 I FIEE SRR REE S REUAEME I -
6. BTSN I EBETI -
4 : BHRELHIS A
S S A B A S E R o
e
1. BRI « SBEREEH o
2. R RIS SRR « SIS o
3. WIS EAATIEBI - TS HES P ROR ] -
4. LI SRR A R — o
() sz AR RIS RER 2B AR o
5. BEEHRERY: -
MBOBIFEMRS (QSFPISFP)  HEEERAMERISENZE -
6. SEREEIS RN B :
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a. IFCAMIEIE BRI ER « RHERISREREEA - ERICAPRERIZELTEMA » ARECAM
ECAPEHEME -

() GessmERANES  BIBENS  UERBEES -

—BEFISRE 2 A TEAAP ~ TR RAR o
a MREEABMLREBREIERE - AEMTE o
b. FEREANEEEEFERATEEBREIRESE o
FER 5 | IRIZBHRIEFN AutoSupport
MREFHA « FEFEBEIEM AutoSupport ©

1. ERERBEENRE storage failover modify -node local -auto-giveback true ms o

2. YNER#EES AutoSupport 4#EEERFER ~ SAER4ER system node autosupport invoke -node * -type
all -message MAINT=END

T 6 | REBIEZHERE G NetApp

IMELEBEHIAIRMASSTRArL « IS SHREINetApp © i "SHR S EE R B lEN « ESMEE -
7]
MR IRAETE - FAS2820

EAEEIAE « K ERERMESS - BRI « 16 SR ESRBIERIBRART E
A~ AR IR R AR R R B R R B AR AR B B BUFR S -

RBERHFTA Rt AIERERE ; TR » GRS SIRERPT o

* TR LR IR RS ONTAP R4 2 IR BIFR A RRASAITNAE o
* AR RR I FA MRS AR SR AR SR AR IS ~ MBS ENetAppRIHT T
* IR EERET - BNEEHRESE - TR EESHMEEP R ETBIVIRS RENFI D P o

RARAERISS - FAS2820

2B AR BEmERRERN R - ARERS EER ERRAHFESEN > 55268 "
IEE B KT R AR T 2545 - NetApp HIGE" ©

BRtAZ Al
* AT EER VBRI
° ONTAP At R EIEEFTE ©
° SEZEFIZZ89 BMC 1ZEXEES] ©
c ERECHEALEN T AMKEHELUETER
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