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C. EREMEEBHIEHIZE L - BZIERITHIZRR A ERSERZEMR | set -privilege

advanced ©

d. ERE2NSEBHEHRLE - JITERBOSS ! system node restore-backup -node

local -target-address impaired node IP address °
FOER L MREEZRINERUIMUEMASE - 5B "NetAppsaiE” o
e EREENGFBHERS L RRENEFISRMEEEERER | set -privilege admin e
f. Té%ﬁ‘%%?ﬁﬂ’ﬂ%%ﬂ%ﬁt » BIREZIFF was the restore backup procedure successful?’
“y o

9. 7EINREIEREERIZR L > BIEEEIRF _would you like to use this restored copy
now? ' $#& ‘yo

h. EINEEREMEHIZR L « Y BERARIRTEEMEENIAETIBAVIESIZZHF 3T “ctrl-c LA A Boot
Menu (BHIEINEER) o

L MRARAERINE > FEE_EE 1 EERE _ > [RISBHEERERNE" -

B

BEIH 2 . ONTAP9 ° 16.1 {FHHRA
a. EINRERIEMIEHIZS k- BRGIR NG ERBNHEHER AR v o

BREFHRINE - LS FREREFEIES - £ syncflash partner: Restore from
partner complete ©

b. EINAEREAVIERISS £ ~ HIRERRZ YV EERBFHDBE NI ©

C. ENAEIEMIEHIZS L ~ BERARIEECEREENARER s FiR v o

d. EINFERIERVIEEHIZR L - ERRIECENESNENMEF - B v o

e. TEINAEZIERIEHISS L « YV ERAIRTIEENMESITIAEZIERVIZHISSEF « 32T “ctrl-c’ LUE A Boot
Menu (BEHSINRER) o

L MRAGFERANE - FEE _EE 1 EERK_ > SRIBEAEERERNE" -

- BEEREBIREERESEBAERIES o
. f£A"shorage R &8 M1E-fromnode"dp % ARERIZ 12 HI28 o
- MBEER EFREREHESKEIEAE-BEiEtrues HLERHBEEHNRE o

- WNREXF AutoSupport ~ SBERARSER / MEBEEI(EZE system node autosupport invoke
-node * -type all -message MAINT=END °

R CUNRERKE B4R "NetAppsZiE" o
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T RERRKIFRRIAREFRERFIENNRE « TS ERERMBAREZREEREN (OKM)
#fFIZ (NSE) B NetApp HERENNE (NVE) BIRRHIDER

REBRF LRENZIRETFE BB ERPIEN T HP—EREELER -

* "EIF 1 . 3&JE Onboard Key Manager #HA&"
* EEIE 2 BRIRSMER IR E IR TUARRR"

#7151 : %7 Onboard Key Manager ZH5&
£ ONTAP FIHRERIZEANE SR EIEEX (OKM) #HRE o
FsAZ Al
* EiE[R OKM #HRERY ~ SAMEE SR TFIEH -
° B AMREHERMERN FNAARNESREE"
° "Onboard Key Manager B9 {5 & " o
ESTHIT "MARERNESEEERNNEEHENERER" BFEEE -
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1. BEEeBEREERER LS -
2. 1} ONTAP BAIETHAER P (R INAERPEREERVER ©
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BEEVIEIEIE
IEREIE 10 ©

TR ThAE R &5

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



HrZ<ONTAP BRI BRI
EHHRZSONTAP EEENPEEIZEIE recover onboard keymanager

TRt ThAE R &5

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

Maintenance mode boot.
Update flash from backup config.

(5)
(6)
(7) Install new software first.
(8) Reboot node.

(9

) Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

3. W BUEEIIERET -

RTmEHRT

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MAEEHEIREEBMR o
WASMEER  TESFTETEFBA -

RmEHRT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BABNEM °
a. RE(ERBUE BEGIN HInRALEIRIRFEDR o
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. 7EE AMEREFZMR ENTER 2 o

RIEF2 B TERY ©
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O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

MERBRHBEERE « ADES Successfully recovered keymanager secrets© #,
ITERE RIS IESERR o

6. ERAEINAERAIERGEIR 1 ~ DUEZRIILE ONTAP ©
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s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

1)

2)

3)

4)

5)

6) Update flash from backup config.

7)

8)

9) Configure Advanced Drive Partitioning.
10

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 1

RS EIESER FEARE -
Waiting for giveback..(Press Ctrl-C to abort wait)
REERHESRBA TS « Bl RESERB RS o
storage failover giveback -fromnode local -only-cfo-aggregates true°
&R CFO & 5REAK®E « FWIT Foar< o
security key-manager onboard sync

#i AOnboard Key Managerf & # £ 215 o



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

@ REZ AL ~ MEEORERT - MAEERIEMAE - WREP AR - AIGERRERE
M Z AR S o FHEEHRIL AIHHITRID BEIEZ A « BIHER -

M. MATIGRS - BREFAAERBEHERY o
security key-manager key query -restored false?©°

There are no entries matching your query.

() EERNSHRER FALSE B « REHIUEMER

12. HATIGRS ~ ETERHPBHER

storage failover giveback -fromnode local
13. MNRISEAT BFIIEINEE ~ FEATIRLHRER ©

storage failover modify -node local -auto-giveback true
14. YNSREXA AutoSupport ~ FEEIA TS < « LUBRBBIEILFES) o

system node autosupport invoke -node * -type all -message MAINT=END

#IH 2 BRI EEREIVER
€ ONTAP FtEINRERIZR MR & 8B EIRTE TUARRE o

FIsEZ Al
TREETIEMRERIMIZREERL (EKM) 4BRE -

* B —EREEEELHE R /ccfcard/kmip/servers.cfg #E2E ~ S TE ¢
° KMIP falAR2s it o
° KMIP 118 o
* REHEMEBENE AP IR/KRFENIERER /cfcard/kmip/certs/client.crt ©

19



REHMBEMMH AR IREIRIEREAR /cfcard/kmip/certs/client.key ©
REHEMEBEMED KMIP EARS: CA FUIEZMEA /cfcard/kmip/certs/CA.pem °

1.
2.

3.

B EE e B EIEE BIZITHIgS o
% ONTAP BEIINRERAPIEEUEIE 11 o

TR IhAER &M

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 11

HIRRTRE « FHRDCERESEEN

BT AER
Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIRRTRE « SFRA AP IR EIRESEN o

20
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Enter
Enter
Enter
Enter

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:



&

Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

WA RRIRMERS SR  IERFEISETH



&

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

S. TERAMETHRERFIEEVEIR 1 ~ DUERRRIEE ONTAP o

RTREART

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. MREZAT BEIIRIETHEE » FBBA T B SHKER o
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEEHIA TSRS ~ LUERBEEILES o

system node autosupport invoke -node * -type all -message MAINT=END
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a. JERRMREVELE FRYER] ¢ system controller flash-cache secure-erase run -node node
name localhost -device-id device number

@ iﬂﬁ' system controller flash-cache show HIRERFIEIRPIREEEEID - Bdp

7 o
b. FERER B CIREUEAE B - system controller flash-cache secure-erase show

WL ERRREURAERRES TERkR o

2. MNREGA T LEIhEE ~ WA TS RIE BEIEILZES] : [System NodeIRR N FEEIEL*-type all
-Message MAn=number_of_hs_Downh] AutoSupport AutoSupport AutoSupport

THAutoSupport B A EETBENRIIZFIM/NERIEE ¢ Tclustert | >ZR#REIELAutoSupport ~ MU &R,
-# AALL -Message MANn=2h|

3. YIRZIRMIERIBRBHARH I —E0 « FRESEFRNEESEREDIMIETNEE | Morage B HEBEEN
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4. BRIBVIEFIRBEHRABRT
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