FA RS

Install and maintain

NetApp
December 18, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/fas2800/bootmedia-replace-
overview.html on December 18, 2024. Always check docs.netapp.com for the latest.



Sk

Atk IEES
R IR AR B4R ES - FAS2820
BENZEiE L BEIREE - FAS2820
RARATOAE 1B RIIEHI2] - FAS2820
EIARMIERS | FAS2820
Rt IRIERRSR © FAS2820
ERNNE - FAS2820
P PE 4R [E] NetApp - FAS2820

Ol h A Ao

10
12
22



>

F GRS

FrtAs I RS SFHAZEES - FAS2820

FIERS S RE AR ERERAERAN—EETEMNRERR (FEMRER) E5E - RHERE
REMZE ~ TR LAIT A RErEE s RS @ E R IEE -

S EEE — (AN EAFATI2RIUSBIRPIMEFEN « W EABEENMERE « Z78ERM limage_xxx.tgzl &

E3

TAZERE Timage_xxx.tgz) TEFREREIUSBIREIREREE « UEHBEREFDER o

© EIARRERNAPERBRIRL S « BEEER varigZ a4 -

© BREITAPERIEIR « HABCH A REQRENE ~ ZTHEER IvartEERaM) o

c ERETHEER - EAEEMREGAFER lvariEZa24%)  BItEFEEEMAEMAR -
* IR EE R RERE R N B FRUTTH SR E iR o o
* ASWMEERENERE FERA TS EAPNGS

° Bt _ENRLRICERITHEERVENRS o

lhealthy node) EXIBEEHIHASIERH o

BEMZ R IREAR - FAS2820

RIS IEEERIZS 2 Al ~ sAE S ONTAP iRZASEE 18 NetApp Volume Encryption  (
NVE) ~UKEHNSIEEERFAESTEERRE o

FEE1 I WELE ONTAP A2 75 21& NetApp Volume Encryption

BRETAY ONTAP hRZS2EE 1B NetApp Volume Encryption (NVE ) o IEEFEI TEHIEREA ONTAP BMGEE
FEE o

1. T IS ~ FIEEH ONTAP IRARE ZEME ¢
version -v
WREE EIE 10n0-DARE » BJBHIREREFRZIE NVE ©

2. RAMEEZIE NVE ME AR FHEA—IFEHE
° YNER1E NVE - 55{EF NetApp Volume Encryption T ONTAP B#{& o
° IR NVE A= 1E « 55 N ONTAP BR{& * 7F * NetApp Volume Encryption ©

T2  BEMFAERSNESRE

EELT2RFAESIE  FEAANIITSHEERENL (EKM) FIRESHEEREN (OKM) BFAERFR - A
% HEREAPNSREES BREENESREN « TRERESMAVKEEREITE -



1. HERS YRR LRY A EREERER -

HRZASONTAP HITIEAR <
ONTAP 9.14.1 S E Rk security key-manager keystore show

* YN EKM BEUA ~ EKM BIEFER<EHs o
* 1R OKM BRI « "OKM B &3 <t o

* MRKREAEIBEIEZIL « "No key manager keystores
configured B G5 EaSHILA ©

ONTAP 9 o 13.1 S{ER kA security key-manager show-key-store

* 1N EKM BEYA « “external A& 5 Eas St T o
* Y152 OKM BB * “onboard BIEF){Esp <t o

* MNRKEALHEIEIZR - "No key managers configured Bl &7l
Eean St o

2. RBENAREEERESREERER  AENTIIHP—EEE -
AREEREEER
TR L 2 MRAPAZIRAVIERZR o AITE "RARIZIERVIERSE

EREIMNPIAREREERER
a. WATHERADS - UBATEREERPERSHAIAE o

security key-manager key query

b. HEMMEHEFEEAMPIER L Restored °

IR EHEHENEREERREN (EKM 8l OKM ) HIBEESIRE R EMMER °

3. IRBEEMNAREAN BB R EERANANESHEERN  FEWN T HP—EEEE -



SN EIREIERER
REFEPETRIEHE Restored » FREEBESNT R o

F|HaVEI {8 Restored HERETIITER...

true &l & 2 AR 1BV HI2S o AUfE "RARI1ERVIEHIZS"

H{ERIIEE true a. FRATYGS I SEREIERETREREEETNRE
BARY -

security key-manager external restore
MNREFLRY > FEBE "NetAppszig" o
b. BIAG<T - HESY Restored FIARE BRI

‘security key-manager key query B8/ “true©

MRFEER SRR true » ERULEMBARAZIRAVIZS]
23 o AUTE "RARARIBAVIERES" o

NEEEEIERER

REBEPETRIE HE Restored ~ ;RERESNTER
F|HpYEI {8 Restored HEETYITER...
true FE#EHD OKM Bl ©

a. EAEMEIED « set -priv advanced ZABIEHIRIEREE
A xe

b. A TFIeG<SUEREREIEEN !

security key-manager onboard show-backup
. BEMENNANBTERIMEREEHCEE o

ERIAE R EFHIMIEOKMAYSKEBIR S  TIEELTA -
d. e R 2 HRARASHIBAVIERIZE o AT "RARASIEAYIERIZE" o


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

HFRBEtH{E Restored mEETYITER...
HMEAIER true a MANEZEZTREEREABTH< !

security key-manager onboard sync

b. HIFRTE « FBEA 32 BF 7T - RUFTHINESREERR
b5

NREERABITENS ~ 5B "NetAppsZiE" o
C. B%5% Restored FIEEEETMAVMMUET true:
security key-manager key query

d. ER:B4ERYRE Key Manager 8T onboard * REFHHEHR
OKM &z o

e. WMARTURTEREEFNEN

security key-manager onboard show-backup
f. BBHEFANNBERNINERER KO o

FERIAE R EFHIMIEOKMBYSKEIBIR S B BT A -
g eI T2 HRARASIBAVIERIZE o AT "RARASIEAVIERIZE" o

RARATHEESZ 8 RVIEH2S - FAS2820
RORA S DRSS o
SEENVESINSETEZ % ~ Q4B 1812 23 AU R o

1. BRAERVERIBRBEHASRRT

IR ZIERIEHI SRR, . RE...
AR BE BIRERISSEE) -
(FFEm.....0 #Ctrl-C ~ AR THEIE Ty, -

AMRTHEHRET AARRT NEEHNEVSZENELERIENIERE | Torage BB EIRE-H
) RSB RS TE

ERENEHIREREEERIRE. . B « FHCtrl-C ~ AEERE T
yl e


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

2. EHABRTETR CHA . Tprontenvy URRENFRE BIIEIRIZEE - iBEH B HEFEECERE ©

()  nEBHEESERELEE  iba S TAmEEE -

HIARIEES | FAS2820

EEE?&%#&@% © BAARBIRRIRRVIERISIRAE « ZEBIBIFMEER « AR EGEHZIUSBIREIHEER

TER1 | BRRIER8RAE

TR « CUBSH RIS RIS
T o
1. MNREH RITH ~ SFIEREEM o

2. RFERESEHTEEERERRENHOMGEET « ARIHERISEER T RFEERNSFP MARE) 1
IEHHERAVERIE -

3. BETFCAMIBF LR SHEZIFEMR AL « ST2ITRCAMIEIE « UREPRIRFERIESISEA « ABAMEFH
PERIZR IR ARIE AR TR ALL ©



4. FRERIEGISRRAE « HEMEETENREL

o. T TR EE MR

2= LUTHEE

gz - ARE L mS e ER 23 RAE

B UAFA R

B

|



s
152

A

PEfZREAE

. BHAFRIREE

TER2

F RBKIRIERETER ©

TEAIR B E T 77 BUIEH SRR AR P B B IR A

L}

- BRI IR

BE



https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=10a29a01-a86e-451c-b05a-af4701726f57

(1] BRI IH AR I

H5
1. MR  SBERIEH o
2. fEF FEISE IS4 E 1Y FRU HREES M5B :

a. #§ 10 ARIULIBISS B R ET IR « LUSHEDT -

b. SXRATE/E £ L HOIEHEaRAS o

() LAURTERBEETEMSERG  ARCEBFS  CARBED LN B
5t~ LUETE LR 0IEReiRAs E LB TR0 B

o. EEM HEREE o
3. TIRIIIEES -

a. { T ESHAIRABINR EAVEE BI%T « MR IEAIISIGRE - M EARnIsIRRE « AARETETIG ELILRIILY

BEIEHECR IR o
()  aEmEmmSaERREE « BTSRRI -
b. 4B IRETHR AR SRR IR BT IS « ARG HETR A SEIE o RERISEEE « REEER2EA
T~ S EEEER BIRRE « A BB ALEE o

o T EGMTIR - SRR R M THE « BN - ST AE R B o
4 BHRREIEE :

a. $SEHMIR L MIEIEEIEE £ EAIBIENTS « AR RETEE A IEE o

b. S IEF L M= BSHEERA o

c. EHELE 10 4R o
5. BTG SSAEE « LIS EMTEU o

T3 | R G R
EFIZREEIRREY USB TRESHAREHS « TR IABRIIRAS E REAMPRG o FULBIRTR « CUEER var BRAM o

FEYaZ Bl
s IRNEEBIRIVES MBL/FAT32 By USB [REFHEIEH « BREZE /A 4GB o

* ERERER
1. WEEH ONTAP BRIGARZA T & EIMETU1ERY USB TREIMERRY

a. R "WEHIEREITHRRY ONTAP KRZS 275 238 NetApp Volume Encryption (NVE ) " ¥IEIERIEE X
BHEREINE o

" MNRFBELE NVE ~ 55 FEE%A NetApp Volume Encryption BIBRE o


https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)
https://kb.netapp.com/onprem/ontap/dm/Encryption/How_to_determine_if_the_running_ONTAP_version_supports_NetApp_Volume_Encryption_(NVE)

* NRFEBERLIE NVE ~ 5 FHAS NetApp Volume Encryption RIBRER o 5B "FfEZ T & MHME
ONTAP B#{& ? 275 {EF Volume Encryption ? " UEVSEZ¥AE kK o

- FRERME N RBIBRIR o

@ WMRIEEAWiIndowsHEENAZR ~ :570EFAWinZipto#EEinetbootR{& - (EREMEEENT A ~ 4
N7-ZipEWIinRAR e

PR GERTGRGERAMEERK

° Bt
> (EFI"
i 4 Tefi) BRIRIERF|USBIRAIEILHTER B R o

USBIRESREIEI4 FE B A 815 HI 2SS THEFI BRI R FNEREIRFSIEE (BIOS) hRZk o

ii. f{tEsCABAEPENHUSBRES B -

- RESEHZREAE ¢

a. RHERIZEER — IR AR R OB « AR ERSSRAEEERFH—F -
b. AJEHTZREIEH 2R o

BB « AT ENREBIRIRAS IR (SFP) o
- RUSBRES R B AIERIZREAERIUSBIEHE ©
R IEE iR USBIE B iR R ETE IR A USBER BERVHEIET « TNIFUSBEELEZIBA o

- RHER SR —BRIEARAE « FEECAMIBIBEAUSBIRPIHERRIE DB - IREIHEA CAMIBIEL ST aliEH 231540
MRS « IGCAMBIEHEERARLE « AR EHERISHER

PEflZR— B2 ZEREIRAET - BB

- BREEERE BEREEE « #Ctrl-CTER A SRR RERRIZER - #Ctrl-CHLL. .
MRCEHBILAS ~ FFIZCHrl-C ~ EIFIREMHERIRVIEIR AR FILIEFIZRUAFIRER AL -
- BT E —EEGSRNARS  AENERERILRRBEIRERERS

RSB - LEHFARIUERFTFLE

- ERARIURT TREMRERER

° YNRITIETEREDHCP : TifconfigeOa -auto

@ TR ERN BRERRR CEERRRERETVariERAMERAR « AREE2IES
VR IRIERIZR B B IRERIR o (SR < P EAeOMERZIR -

* MNRICELTFENEL . TifconfigeOa -addr=filer_addr -mask=netmask=-gateway-dns = dns _addr-
domain=dns#481g |


https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F
https://kb.netapp.com/onprem/ontap/os/Which_ONTAP_image_should_I_download%3F_With_or_without_Volume_Encryption%3F

* filer_addri2{#7F R4RERYIPALLLE o

T ARRIEE BEREHASER AN IR ERARKIES
" FE B AERAIRIE

* DNs_addr2#8g k& iBmARasHIIPMIiL

* DNSHUIHEAEBTBAR (DNS) 4EiHeiE o

MBEFERILEAZH « B FREEEnetboot@ARZBURLPEATEMIARZTE - KREEMEARBZAIEE
8o

@ E;E’Jﬂﬁ?ﬁ%%%ﬁ@ﬁgﬁﬂ'ﬁﬂ/(f TEIRSIR R FITHEA MHelp ifconfigl ~ UEVSFAEE

FIta ISR . FAS2820

TR JRTEONTAP USBHERREFIH IRV ~ IBFEERRR « LERIRIREH -

HER
1. EHARRIRRFITH « RUSBIRPIFEFEIEFAIEIRIEIR®E . Tboot_recovery

R EUSBRES IR T & ©

2. HIRLERES AR AR RTE - T ERE FHEIINETRRTERE o
3. BEREvarlEZE R4 :

10



BEEIH 1 . ONTAP9 © 16.0 ERHrA

a.

EIRER ARSI L« B8EEIRF Do you want to restore the backup
configuration now? ¥ 'Y

EINREZ BTSSR £ « BERMIBTRICER /etc/ssh/sd_host_eCDSA_key Bf~3#Z v o
TEREMNESERMHIERISE L « K EIEHISRRRERERELR | set -privilege

advanced ©

ERENESEBHIEHIZRLE - MITERERHFHDHS - system node restore-backup -node

local -target-address impaired node IP address °
FOER L MREEZRINERUIMUEMASE - 5B "NetAppsaiE” o
ERENGIFBMHERIS L « RIBRIEFISRMEEEEER © set -privilege admine
Té%ﬁ‘%%?ﬁﬂ’ﬂ%%ﬂ%ﬁt » BtERB was the restore backup procedure successful?’
“y o

EINRERIEREERIZR L » BIEEEIRF .would you like to use this restored copy
now? ' $#& ‘yo

EINREREMEHIZR L Y ERFIRTECENREITNAESBAVEHIZZEF « 3T “ctrl-c L&A Boot
Menu (BHIEINEER) o

MRRBLAERME > FEE _ER 1 EBFAE _ > [RIFEmEERME" -

B

BEIH 2 . ONTAP9 ° 16.1 {FHHRA

a.

TEINAERIBRVIERIZS | « ERMETRCERBMHERR 7R v o

BEEFRINE - LA gREREEES - £ syncflash partner: Restore from
partner complete ©

EIRERIERVIERIZE L ~ HMIRIR TR Y MR ER B RS ©
TERERIEMIERIZR L - ERMIRETEFERERVARE 5% v o
TEIBERENIERIZE £ « ERFRTNEEMMBESEG - HE v o

EINREZIEMEHIZR L « Y ERFIRTICEFAENINAEZIBAVEHIZZEF « 3T “ctrl-c L&A Boot
Menu (BEHSINRER) o

MRAGAERNE > FEEE _EIE 1 EEE _ > [RGB ERNE" -

4 BEEEEBRERESIEBMERES -
5. f£MA"shorage R &8 MIE-fromnode"6p % ARERIZ 12428 o
6. MMRITER TMAFREBEESKEAE-BETiEtrues HLERHBEEHNE o

7. WNRENA AutoSupport ~ SEERHSIER / REBENREIEZR system node autosupport invoke
-node * -type all -message MAINT=END °

R CUNRERKE B4R "NetAppsZiE" o
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bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

IRENNZ - FAS2820
(TR HARIILYR RS FIBEINER o

T RfE AR AREFRERFIENNRE « TR ERERBAREZREERE (OKM) - NetApp
#FMZE (NSE) 3¢ NetApp HIERENE (NVE) HRFEMNDER o

RIFRAFLRENEREER « BRFEMINGERPEN T HER—(EZEELER
* "EIE 1 . 2R Onboard Key Manager 4HA&"
* MEIE 2 RFINPEREIEREVAR

#IE 1 : #EJF Onboard Key Manager 475

7t ONTAP FHEIIRERBZRNEEREIEREL (OKM) #HRE -

FRtEZ Al
* 7EI2R OKM #HRERT  sFHEE fCHER THIE !
° AR ELEEREE FNEANESRER" -
° "Onboard Key Manager F9f& A& " o
* ESTHIT "IN AR SR EIRAENNEEELENEHEE BRAEE -
TR
1. BEESBERE BRIERIES -
2. ¢ ONTAP BAIEINAER - MR IHAERFIRECEERVEEIS o
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FRZ<ONTAP
EB439.8 E#THRASONTAP

BEEVIEIEIE
IEREIE 10 ©

TR ThAE R &5

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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3.

4.

5.

14

HrZ<ONTAP BRI BRI
EHHRZSONTAP EEENPEEIZEIE recover onboard keymanager

TRt ThAE R &5

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

Maintenance mode boot.
Update flash from backup config.

(5)
(6)
(7) Install new software first.
(8) Reboot node.

(9

) Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

G B EENERR -

RTmEHRT

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

MAREHENVEHEERR
WASMEER  TESFTETEFBA -

RmEHRT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

WABRERN °
a. RE(ERBUE BEGIN HInRALEIRIRFEDR o



s

Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. 7EE AMEREFZMR ENTER 2 o

RIEF2 B TERY ©



s

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

MERBRHBEERE « ADES Successfully recovered keymanager secrets© #,
ITERE RIS IESERR o

6. ERAEINAERAIERGEIR 1 ~ DUEZRIILE ONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

1)

2)

3)

4)

5)

6) Update flash from backup config.

7)

8)

9) Configure Advanced Drive Partitioning.
10

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 1

RS EIESER FEARE -
Waiting for giveback..(Press Ctrl-C to abort wait)
REERHESRBA TS « Bl RESERB RS o
storage failover giveback -fromnode local -only-cfo-aggregates true°
&R CFO & 5REAK®E « FWIT Foar< o
security key-manager onboard sync

#i AOnboard Key Managerf & # £ 215 o

17



1.

12.

13.

14.

s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

@ REZ AL ~ MEEORERT - MAEERIEMAE - WREP AR - AIGERRERE
M Z AR S o FHEEHRIL AIHHITRID BEIEZ A « BIHER -

WATYGS « RIAFIAZREACEY -
security key-manager key query -restored false?©°

There are no entries matching your query.

() EERNSHRER FALSE B « REHIUEMER

WA TGS ~ EIFRBHPBLER

storage failover giveback -fromnode local

MREFAT BEIRIEINEE « FRA TG SKER o

storage failover modify -node local -auto-giveback true
YNERRIA AutoSupport ~ FFHBIA TF8R S « LUERBEEIIFESG o

system node autosupport invoke -node * -type all -message MAINT=END

FEIR 2 ¢ BRI EIREERRETVER
it ONTAP FIHEINSERE RIS 2 IREIRIZTVAERS -

FRtaZ Al
TEETIEMRERIMIZREERL (EKM) 4ARE -

* WP —EREEEHELE D /ccfcard/kmip/servers.cfg FEZE « U TE ¢

18

° KMIP falAR&S i3
° KMIP 118 o
* REBEMBEIT AP iR REAIEZRER /cfcard/kmip/certs/client.crt ©



* REHMBESMH AL IREIBAVIERELR /cfcard/kmip/certs/client.key ©
* REHMEBEERAEK KMIP [ER23 CA BITEZRE AR /cfcard/kmip/certs/CA.pem ©

1. BEIEaEREIEE BIEITEHIZS o
2. 1}t ONTAP BHM4INAERAIEEVIEIE 11 o

TR IhAER &M

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 11

3. HIRIRET « AN CERESVEERN -

BT AER
Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIRRTRE « SFRA AP IR EIRESEN o

PR TAR

Enter
Enter
Enter
Enter

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:

19
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Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

WA RRIRMERS SR  IERFEISETH



&

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

S. TERAMETHRERFIEEVEIR 1 ~ DUERRRIEE ONTAP o

RTREART

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. MREZAT BEIIRIETHEE » FBBA T B SHKER o
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEEHIA TSRS ~ LUERBEEILES o

system node autosupport invoke -node * -type all -message MAINT=END
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