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° YNRZIE NVE ~ 55 FEEHA NetApp Volume Encryption BIBRE « U1 FEHILERFAT ©
° MNRAZIE NVE ~ 55 FEARS NetApp Volume Encryption AYBR & ~ N FE3ZERFAT ©
* MRENRFAZ HA B ~ BIAEEEGISSNEREIRERE (BEE eOM NHE) ZFHEIARELR o

1. RTHEERRFIRE ~ LAFEIER "NetApp 2L B USB tREJRHEIEH o
a. tEmE LR TTE &4 - BRBREA THEIECH B LT FEM -
b. FRERGERRTSIRIR o

@ WNREFERAWindowsHEEA A ~ s57fERWinZipto#iElnetboot {5 o {5 ELfth#AEY T
B ~ FIa07-Zipgf WinRAR o

USB fREGHLERIEFE BB ZRIEHBSFTITRVEE ONTAP BRfR o

C. WFECE BT USBIES TR o
2. 1% USB REFHEIRHIEA R EIRRAE LAY USB H5HE -

AR E LR USBRE B iR LR IRmAUSBRERIEES « MIFUSBEIZ S ERHES o
3. RERIBABIRMIEDS - ARENZRBRGEES
—BEFRENERERR - EFISMEFHBRK -
4. T ARIRTFIT FRCU-CELE ~ UHRERRER o
NRTEHBULAS - 5FIKCHrl-C ~ EIFIHEMEERTURVIEIR « AR FILIEFIZR AR ER AL -

o FEHARIURT FREMREGEEE


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

° NRITIEFERE DHCP : ifconfig e0OM -auto

@ TR ERN BRERR R CE ERMRERETvariERAMERAM « AREE2IES
VR IRIEHIZR B B IRERIR o (SR LTI ar < P EAeOMERIR -

° MNBIMEEREFHELR . ifconfig e0OM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr2fEERABIIPALUL o
T ARES BEEEHASER AN IR ERARKIES o
* FEEARRRAIRIE o

() CONETERERMSY o CEMETIBETF TR AR « LISHAEER -

5| ER1EME ( FAS70 F1 FAS90 )

TR JATEONTAP USBHERREFIM ST IRIVEAR ~ BRER R « LERIRIREH -

1. REASHETRFITH ~ 7 USB IRPIMERREFA IRIEMAR © _boot_recovery _
e EUSBRES L T &

2. HIRRRE « SARA MG SIS « IR EE AR TERME o
3. BERvartZZR &4t .
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MRIEHRFIETEHIT. ..
ONTAP 9 ° 16.0 S ERHRZA

a.

EINREIERVEERIZR L ~ BEERIR 55T Y Do you want
to restore the backup configuration now?

EINAERIERIERIS - ERMIETREEREK B Y
/etc/ssh/ssh host ecdsa key®°

ERENAIEBHENSE L - BRIBNE SRS EMRERER

set -privi51¥ advancive °

ERENGIEBMHHERISRL - WITEREBNG | _ RRERNER
- (0 - ENRGASH - BARMINESIR  BA%G IP Uk _ o

c AR 1 MREBEINERMUIMNIEAAE « B
"NetAppzi&" ©
ERENSEBMHEGIZE L « RINEZENERISRMEEEIEER
. set -privistE admin o
EIHREZIERVESIZR £ > BEREIR > 5% Y Was the restore

backup procedure successful?°

EReRIERIERIZE £ o BIEERF > 1% y ..would you like
to use this restored copy now?°

EINAERIBRVIERISE L « ERMIRRICEMERE IR BVIES 25
B~ 5A1R y ~ ABIZT Ctrl-c EABIEINGER o

MBRGFERNEINME - FHEE _REA 1 EXBIE_ - TR
BiE "ERRIREREL -

B EIEBRERESER TR -
£ storage REERBERIRIE -fromnode local t5 < HEHEHIS3ERIE ©

WMRIE(ER storage BEETEE modify -node local -auto-BE & true
weER  FREEHINE -

ISR B AutoSupport ~ s5fEMA system Ei#h AutoSupport AU
-node* -type all -message MAIS=end &5% ~ BIR / i€ BB

(EE

cER L WIREFKRM - B "NetAppSiE” o


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

MREHRMEENIT. .. RE...
ONTAP 9.16.1 S E#ThR A a. EMEERIBIIERS L - ERFRTCERBOERR - FiKy
BEREFRINE - LRSS GRRETES - £

syncflash partner: Restore from partner
complete ©

b. HEIHREZBVIERIZS L « ERRIBREHDER BN S RINGE
ARy o

C. fEINRERIBRVIERISR L - ERMIRTRICERERIVERR 5B y

d. 7EINAERIBRVIERIER L « ERMIRTEENRBERE «FRy

e. EMAERIBERIEE L - ERFRTEENRBIIIERIBRIESIZR

B~ 5F1R y ~ ABET Ctrl-c EARKINAER o

| RAGRERNENA  RIE RE 1 ERE - TR
B EERIR AR o

0 BEELEBRERESERHIERES -
h. {68 storage REEFZEIRIE -fromnode local th< 1 1ZEH 2351 o

i. MNRIEER storage BEETEE modify -node local -auto-BE & true
wLER  AREEHINE o

J- YNSRERFE AutoSupport ~ sEfER system &%k AutoSupport 1AL
-node* -type all -message MAIS=end &% ~ BIR / {1 BB

fEZE -

cOER L WIRBEFKRM - SBHAR "NetAppsiE” o

IZ[ENNE . FAST70 F1 FAS90
TEE LRI HERINE o

TR BRAESREERRERN
TR ATHBENREMARNESHETEER (OKM) -~ NetApp #FME (NSE) X NetApp HERENE (
NVE ) HIRHE « LAERAIZFFHGBFEIEIRIE o

@ YN NSE 8¢ NVE £2 Onboard 8 External Key Manager —#EE{FE ~ &N/ EIR R AT R4S A HE
EYRYERTE ©
1. BT EEREEE BIREHIs o
2. 1t ONATP FAt%IhRERPEI T HA—EEIE « LUBEANE TR SIERENAERE o
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https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
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#EIH1 | AARESREERARSERHRE
7€ ONATP FIHINEERERNE SR EIRIZTVAER -

ez Al
ZIR OKM 4BRERS « ICRETHE !

* B ANREHERMERN FNRARNESHERE"
* "Onboard Key Manager FI& {3 E " o
* AT "M ESREERMINESHENEREE B EEE -

1. 7 ONTAP BEH%INRER A - BEEUEIE 10 .

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. R BT 4E4E o "This option must be used only in disaster recovery procedures. Are you sure? (y
orn)'y

3. BARERENEREERR -
()  sammems  RATEBETETHA o

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MABNEN - BEERAN BEGIN BR R SR HEDLR o
WAL REFIZM R ENTER # o


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
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https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA

o IERRFRETEM
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEEHRR
7t ONATP FtEINAERIZR MNP iR EIRT2TUARRE o

FAsaZ Al
TEETINENRERIMIEIREIEREL (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN ¢
* KMIP falfR2s itk o
* KMIP 458 o
* WEMEBEEL DA B IR/REE S /ccfcard/kmip/certs/client.crt 1§23 o
* RHEMBRERRAS A P inEi8#E 4 /ccfcard/kmip/certs/client.key #82E
* WEMEBEREE T KMIP {FAR2S CA #87S /ccfcard/kmip/certs/ca.pem HE2E o

1. 1 ONTAP FEI&IhAERPEEEUEIR 11 ©
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery process.
*
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1
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1.

£ clusterShell 2R T » i A network interface show -is — home FALSE #5% » 5| A7 E 124 2350 %
O ErViEsEIEO

MBBERNESIA false ~ 55 net int fert -vserver cluster -lif _nnodename &% ~ iEE LN EER[E]
HIFEHE o
1 EIE B EBETEEBIZEHIZS - SARMIT version -v TS5 L KIRE ONTAP HZs o
fEF storage encryption disk show BRIEIE o
£ security key-manager key query fp < RETEFE TR EIEAMRS LAEEERE® D o

° YN TRESTORED] ##= Tyes/trues - EHAAESEREIRIER ©

° YR Key Manager type =external #l Restored i = LSMNUERIEER yes/true ~ s5ER

_security key-manager external 2R _ S8 REREREFSEMEIE ID o
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° Y1R Key Manager type = onboard #l Restored i = LLIMIERIIER yes/true ~ s5{EH
_security key-manager onboard sync an < 2R EL BB EIRL BRI EEE o
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured

1 nodel siteA nodelmcc-002 configured

1 nodel siteB nodelmcc-003 configured

1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

RS S EIEN23 R T IFETEERAIAEEE ¢ Tvol. show -node-name ]
MBEESHFAERSEREIIEE « BRE2VITHIZREE | Torage RIEREE N BRI TE

-onreboottrue

. UNSRERA AutoSupport ~ SBERRSTER / IMEBHREIEZ system node autosupport invoke

-node * -type all -message MAINT=END °
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. ERiB S EEHIZ B T EETARARMEAREE - Tvol. show -node-name
10. NRERBHEENE « BINEERINAE
M. MRICEEFFIERHEE BENZEINA  ARER2HVIERIZZRUE | storage BiEFHE modify -node-name

-onreboot true

12. YNSREF AutoSupport ~ sEERSIER / B BENEILEZ system node autosupport invoke
-node * -type all -message MAINT=END °
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1. YN EYH AutoSupport ~ 554 A AutoSupport s1LEZEE BEEIEZE | system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h
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