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NRZARRVIEH S EERET. .. RE...

AR AIfETR—%
EEERFE. . Ctrl-C ~ AR RREIE Ty, -
AR TR R 2 RYIERIZRIZ E S LE R RRIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHITEA Loader IERFTT ©

T—%
SRR EIR Y B BRI > R o

BHEENEUBIRBHREIRIE - FAST0 71 FAS90

FAS70 % FAS90 f#F R ARBRENRES T ¥ ERRVFIRNRER N - BifBiEeE !
BIFRGEERE  BIFRRNEENE - ERAEERETLREERERENE - REE
MR RMEIEEE o

BERBNIRARERIBIZETEONTAP 9.17.1 REBRAPZEE - MREHFEERRETHERHIRZAFIONTAP -
AfER"FEREINERR" -

P IHEE NN RAM B IREER « IR RSP EIRELARRTZEY o
1. R E RIS « SHIEREIEM o
2. 7% PSU EINTERLR ©

() ;meewEEREE DC BRHEES  SRLEREES (PSU) RTEREES -

3. BIRAMEIEEMAE !

a. WTHERERFERRENFIEER - FHORVERNERE « UETEMRZEEER « RERE
BEIFRERE o

b. B TEEER TR - HIARNEER SRR IAAIMAIRIRE « A% E Thes&AE s o
C. #F System Management CAM %§H o
d. ATEESNHRE BRI RAEMAL o
e. [FIEHEA CAM FRRORE « ARIRAAHFEP AL BRI R A BIRRAACIFE PR o
f RASKEIREARIIFER L - DUEFIRIRIERS o

4. I EIBIEAAPTEPREAVEIERS
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(1) RIRERIEE CAM 234

(2] BRI AR iR

(3] BAiLREE

a. T EEGHERE -

b. 1) L iedRAIKIRES « IS EIBHIAIE « ARKEBRE 2 -
o IEIMRIMRIEREERAEIERA

a. RFRIREE B T BB  RERHEEHEAIRE -

b. FAHTE &R 75 M)A T Heed Rt IRAE o

C. W TIHERR - iFFRGRIEST 2 M Thess « ARMREERE -
6. EMERARETIEERAE

a. RRAA AR HRAE R O RS 7 o

b. R4 — &R AFERAVIENE « 24184 CAM #28H5E 2 M EhEss « ARARSHE BT o

7. BB B AN LR ERRAE -
a. AJEMBERAEEERE -
8. RERGIBABIRMIEDS « ARENZRBERGEESS

—BEFRENERERR - EFISMEFHBRE

Tt
RS TSR MR > 5 1 A (FEALERENEE ONTAP BRE" » o

WEFRHER BB IRIEREN T E - FAS70 Al FAS90

£ FAS70 5% FAS90 f#F R LIRS R ER

1R
AnY

A] AR E) B B ERENIRRSIEIR

iz 0 LICECHEIRNERRE - HEFRBERET > AAEREESSERANE » TWREER
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ERNEZWINERE - MREAZRMNE > RFEF5 | EETHEBINERDER -

BERBNIRASERIBIZETEONTAP 9.17.1 REBRAPZEE - MREHFEERRETHE R HIRZABIONTAP -

ARER"FHREIMERR"
FYaZ Al
* EELHNEREIEREE
© IREE R EIES (OKM) | REREHENRIBEENENHEIE
c HMERESREIES (EKM) | BEREBHEBAITIIESE :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

1. £ LOADER R "F T T » RABIRERRERRER !

boot recovery -partner

SHEETR AR :

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEERIRIRRS R RINER -

2 F eI EET "Installation complete :12& ©
3. REBEMBER > LRETR FIREZ—:

MREEILAS ... HATUEEN ...

key manager is not RIRRZEENMNEZINGE ©
configured. Exiting.
a. EHFEARTHIR o

=F
b. B ABNELI SRR EFEM -
'BDEEBEIZ R -ofnode_disapped_node_name_'

C. AU EWRAEEREIE MREWERT -

key manager is BELENMZINEE I IEREEIESS °
configured.
@ MRASEEHCREIESRE » AZETHERAE » MRRCHEREGEARESHER
BUKRAEERE (MRBEIMNE) o BRIBRRUES -
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4.
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fERE

AR
| TRPY

HENEFERTREERER :



RNEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

BRI EN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR &E AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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R R RS R E PR a f]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[Fi87%2 . boot recovery -partner



TERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. YNSRELFA AutoSupport ~ FEER BENEILZEM :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

135 £ i PE R EREN T B To 4 1E[INetApp - FAS70 #1 FAS90

tll]%,a:ﬂ’] FAS70 8¢ FAS90 f#7F R4 PRIF(E T3 LR - sERFE o REINetApp ©
A2k 'S EEEER EERMENEZEH -
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EXEniEsE - FEIRE
BB N EFEER TIERIE - FAS70 71 FAS90

FENMERFIMEEEF A USB BESEEONTAPE R LS| FAS70 5 FAS90 Z4EHE
BRI ENEEE o A ZETENetAppZIE4uL T S B FERYONTAPIE R IRE I i E A8 BUF USB
PEEIE o 2A1% » (FHRZEMIFAY USB MR EHITINEIRIE » BRARIMERIEEEEIREE o

INRICNASEFIZONTAP 9.17.1 REShRZ > /A" BEHREIMERZRE" °
BT MEREER - FIRIEGIE - EREENGE » (24 USB BRERIREME - MELBERENERMER
E o

o "R B R AR E R E R
TR E ARG EK -

e "B RS SR

HE AR D EARE SR EER N EHER

e "RAPAR RAYIEHER"

ELEEEIRREIRASR - RIS

o "B RS

RAREREERIRBIEFMREE - AR LRERFKIEES - AR USB IREGHLERE S5 ONTAP IR -

e "FAtIRIEBR K"

i€ USB AR R ONTAP BRfR  IBRIEZRERA « WERRIRIREE -

%ONTAPE&@J BiRERSEREIERITHINIEIREIESS o
o "R RS ERAENetApp”
MEHFBEHHIRMAISRFRR ~ i PEZ 4R [EINetApp ©

FERENNTEIMIERNZEK - FAS70 71 FAS90

& FAS70 B{ FAS90 RAEHRIS | EIRAS Z AT > sAMERICME NI EIRFIRIVENK < 5
BiEEACHEEAAEERTFEEN USB P?Fﬁﬁzzﬁf%’fr&% > M FESDITHER IERE RV B AR
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H o

USB [EE R
s FRRIEE—ERR LA FAT32 B9 USB BESHE o

* USB X HAR EHANHFAERAEM ‘image_xxx.tgz X fF °

X2
B limage_xxx.tgz' iS1EFERE USB FESHR ° £/ USB BB IR EMONTAPIRG RS E A LEAEEE -

HErER
fEFANetAppiR AV A (SR B R AR -

P3R!
FIZIRNEINER > SRR ERNZENREMER

© SIEEEHISS BISIEEHITHEERITHIZS o

©  EREIEHIES BRIEEHIZSN HA B o
ETERIE ?
R T BRI ER 2 B G E RIS ERE N E SR BN SEEHR(T -
BEFEREINEEERNMNEIE - FAST0 1 FAS90

# 7 HE{R FAS70 T FAS90 ERALNERZE2Y » KEEREHKLIERE LHNNEEE
THERAARRE o TR ONTAP IRZASEE 218 NetApp Volume Encryption (NVE) 2 14
RAERARERIZSRZ A MESREEEXESAERP -

FEE 1 . & NVE BT T IFREMONTAPIR{E
HBEEHIONTAPHR &S 2 5 S 1ENetApp @ 1123 (NVE) » MBS BN T & ERAIONTAPIME SREN A B EN R RS -

1. BB EHONTAPIR A S B BN !

version -v
MR EIE 10n0-DARE » AIEHEERAERZIE NVE ©

2. THTE NVE ZHEHIONTAPEE -
° NERLHE NVE | THEANetApplait & INZAIONTAP &
° WNRAZIE NVE | THASNetApphtiE & I1ZRIONTAPKE &R

@ HENetAppSz iR ML T HONTAPBRMGEIERY HTTP 5 FTP EARSS S A EIZK - TEE R
RUENRISRNIBET > (SRR EULIRGAE
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TR 2 | BESREESRELEORE
ERAPAKIRIERIS 2 Al > At e R BB E N ROV ESM

1. HERS RS LR A EREERER -

HRZASONTAP HITIEAR S
ONTAP 9.14.1 S{EBHThRZ security key-manager keystore show

* R EKM BEUA ~ EKM BIEF|ER<EEE o
* 1R OKM BB « "OKM B &3 <t o

* MRKREAEIBEIETZIL » "No key manager keystores
configured B G5 EaSHILA ©

ONTAP 9 ° 13.1 S{ER kA security key-manager show-key-store

* INR EKM EESA ~ “external BB FIERSEHA o
* Y18 OKM BEUE + “onboard B F|fEds <L+ o
* MRKREAEBEIEZN - "No key managers configured Bl &7

Efm<HtT o
2. RBEAGTESEE T SREESS > WTTIIREZ— !
MRKEESHEIES :
RN R 2 HBARAMKPEREHIS8 > WA HITRIIZR -
MREE T EHEES (EKM I OKM)
a. BATHEMES » BEnSiREEEPRIESRAGRE
security key-manager key query

b. EEHHAERIWEEHRAE © "Restored 1F o ILFHETEZIREIEE (EKM 5 OKM) HSHEEEE
BEDEMER -

3. BB RIREIE SR T MBIRAVIRIED B
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SNER SR EIEIET (EKM)
RIEEESTRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBFSESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :

security key-manager onboard sync
HIREETE  F8A 32 AF TN F BB FHESHINE R R SRR o

@ R ARV EEHFIEEIESRMNENEEHE TGS - MRELA LR
LEE > FERAENetAppZ iR ©

b. & nﬁ quﬁﬁ%u E@f“E',T TE

security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

“onboard °
C. {13 OKM &
I PARERSRE RIS
set -priv advanced
EA Y BIRTES o
. ETEREEAENEN
security key-manager onboard show-backup
ii. FHEDEIENE ERAERF B SIERF o
MREFRBREPEEFHER OKM > TREEEUBMHEN
i JRE|EIESER
set -priv admin
d. SR 2 MRARATAIRIERI2S - WA TRIRZR
ETRIE ?
725|858 F R EMERRTFNRER - CRE RS2

RAPATERIZZ LUETTFEIRIEN T E 18 - FAST0 71 FAS90

FARA FAS70 3% FASOO fafs R RIBRVIERIES > U LEBRHERIIE FEIRENIRISER
BIRPRITRAREN
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN EFESIE R E MetroCluster ZBREAREE » BEIRLERFLERAFIE BAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?

RAPAIERIZR 2 18 » BB EIARNGRRE IT -
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FIAREN T E X B FERRENIRIE - FAST0 A1 FAS90

FAS70 3¢ FAS90 Z#HRIRENRESH#F T EENFRNRESH - BHUBREEE | Bk

AT IEEAE « BIREIZNEEINE - ZEBIGEEINE > RBFER USB BEE
EONTAPRRME FE{HEH FI BB N E o

T | BRI

PRSI REEIERER ~ AIER AT ERFE

(1) RAUEIBEAA CAM 1288
(2] BN IR BRSNS eR
(3] Bt

1. WNERIT I RIEM « SEIEREIEHE o
2. #t PSU LR TEIRLR ©

() wmRmeEEAGE DC BREES « HUEREES (PSU) HTERGESR -

3. BIFRMEIRRA :

a. IWTERERGEERENFIEER - FHURTERIERIE « WEEEMZEEER « RBHRE

EE FREAVERHR o
b. B TEBNER IR « HEBNENERSIRATBZAAMAINEE « SABE T ieEAES -
C. #F System Management CAM #%if o
d. ATEESHNHRE - BRI RAEMAL o
e. WFHEHEA CAM RO ~ ABIHRARITFEP AL BRI AR EIEEABIRIEPIEEE
f WARBIREABIELFER L - UEFIRIKIERS -
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4. L EIRIEEPEIREATSIEES |

a. T ERHETERM -

b. A LhesSRAMIEES « WEIB MG - RERERE—E -
5. BRI ET AMEIREA

a. [ BIMIEEE RN IB AT THAIBING  REREEHEAIRE o

b. SASHEIRER TS MIA T HEERaIRAS o

C. T SHE RSN RIS T2 A TheE « ABMBIHE RS o
6. | LW System Management 1848 o

a. SR AR ISR O AV TS o

b. AR —ERIB AKFERAVHERE « SR1EHE CAM 12 8H5E 2 LhEss « i RARE R -
7. BB TR RE LR RS o

a. AEMEEAMREIREAE o

FEE 2 & ONTAP IR 8 E R IERS

TR RFIRIERSRE ONTAP B o LERILURE ONTAP BREIE TEEER) ONTAP ARFSIRERE] USB 1REY
HERRE ~ AR BR EEEEI ZRBVRKEES "NetApp STHRAHLL" o

R Z Al
* AR —(EZERY USB IREJHARRI ~ TVEA FAT32 ~ BEE/DAS 4GB o

© FEERIBIEGIIRNITHIERBRGRZ ONTAP BYHEZS o ERTANUE NetApp STiRMFEILE ERY TRE BERTE
EERIBRER o NRIERY ONTAP hrZs3z4& NVE ~ 55fEF “version -v 8n L 3REET o MIREARan < #ith > Al
'<10no- DARE>' &R IEHY ONTAP hRZASR321& NVE ©

° WNERIEA ONTAP HrRZA<Z3E NVE - 5 F&E(E A NetApp Volume Encryption FIBR{E « I T EIZERFAT o
° YNBRARZIE NVE 55 FEA= NetApp Volume Encryption BIBR{E ~ i1 T EILERFAT ©
* MR ARFE HA BLH ~ BUABTEIEFISSES EREIFE (BREE eOM Nl) ZRBEBIIAFRELR o

1. RTHEERRFFIRE ~ WASEIER "NetApp 2L B USB HREJRHEIEH o

a. [tEmEER TFH) & - BRBREA THEIFCH B LT FERM -
b. fRERAEARTSIRIR o

@ WMRIEEAWiIndowsHEENA R ~ :570{ERWinZiptofiEnetbootiR {4 o 55 E fth#REN T
B~ §lin7-ZipgiWinRAR °

USB fREGHLERIEFE R A ZIRIEH SSFTITRIEE ONTAP BRfR o

a. EF BRI USBRES B ©
2. # USB REJHEIREIEA R EIRRAE LAY USB HH1E -

AT A USBRE S IR R R IRmAUSBRERIEEH « MIFUSBEIZBEFIRA o
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3. BERGERMEA PSU ©
AR FRENFNE - BEGEAHARINUET -
4. T ARRTF T TRCH-CELE ~ UHPEFRER o
INREEBRIBILINE ~ F5HCHrl-C ~ IER IR EMERTBVEIR  AREILIEFSE U ERALS -

ETHRIE?
FIFIRGEIRZ B REIEMRE" > EFE -

it USB BeEns F BN IRIERIBNIRAS - FAS70 1 FAS90

£ FAS70 5 FAS90 R LEMNREEIFREER » AU USB lESRFEREE
[RBRG > DU S1RBHEIRNERACE -

Bt 2 A1
© ERRICHRS DR -
© VRIS B B IREBRRRIUSE -
* HELHRRESERNE - TP R 3 1 » CEERIRESTRUBMEREEN ERER -
1. {EMIEEFI28H) LOADER SERFITT > i USB FES BB ERME |

boot recovery
MIBHREIERHMEUSB T AT

2. MR » AR BB Enter SBIRZIERPRATHTERTRK
3. FEAEARICHIONTAPRAHI L BHEIR var IERRMR :
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ONTAP 9 ° 16.0 S{E R4
HZEEH AN SEESIATHRUA TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
KRGS TEMRIA TR

ERRRTNCEREDERR > FiK v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE

* MRAMAERNE > FIEENRERIEE BIR 1 ERERE)_-
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" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. KHEHISRMNREERERE > FEMEBIESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
SIEIRIEIREGRE - CRE EHIMIRE LERMNE" -

FERENERRERMEZZ - FAST0 71 FAS90

£ FAS70 B¢ FAS90 A#EHHRIBIARMKIERE LIERNE - UBARERHTER IRE - B
EFEERETRAIAE > EMERNERE B UKESENNZEF

RBECHERERSHRE > STRBRNTSBURERFNE - MREFRECHARERETHEIESE > HE
BT RERRE B HIE R AR PN AYRE o

45


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

NEZREEER (OKM)
it ONTAP FIHINEERBERAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10

46


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
TEFRIERE EIERIMZ R R EZ (R[] NetApp" » BRE o

1 i PEER 4R [E] NetApp - FAS70 #1 FAS90

gN5R FAS70 5 FAS90 %! fE':PE’\J%@.%E#HﬂEHBﬁ > A PR AR IR [E] NetApp © 90 "=+
EREHERRFHEEN  F2RER °

WA ERTIERZ - FAST0 1 FAS90

FREEERER « FARERIES - BRI ERE RATIRIE > FIGER FAS70 3 FAS90

55


bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

HFRFRIEAE -

o "R E R R
AR EIRER o

A"
EEEIRAE » FARRIIRY  RERARRNVETR » BRSBTS » URRLRFER -

"RARAHERIR"
RARAHERIES - U(EHEEREITHEE -

"R
IRTCHHIEIRIR AT B B HARIIEAE - LUE MRS o

"SRR B R
EIBRNENERIES  FRIEER 83 WA R PR AR El4ENetApp R FE R FE B I ©

o

EHAMESRAVEESK - FAS70 1 FAS90

TEE 2 FAST0 B FAS90 RAEFRIKIEZ Al > SBFERmE I BRI EEK - SRR
HAFPHFMEEMTH RS ERENR » BREESHAONTAP AR EIE S /&Y - IEHE
BRI RGERNTA -

BB MATAERFEEN (PIMER - #£51383/CPU BT ~ NVRAM12 « ZAEEIRRAE ~ 110 FAHFREEU R
PSU) RYERSHEAE

BBFHIRER o

* BRI R AR E RN MR » HHE Nethpp B UBRIH -

* MR ONTAP M RAEIRERE » HISELRE o

© R AE S BN T ANRHELIETER o

* EEILERGZBIFTE ONTAP IRA PRSI BIRIES o

© WRESRER RBR OISR A © EHSEE  NVRAMI2 « REETEEAE - 10 RRLEBIRENR
PSU BE3H47 » BHISIRENetAppBYRTARHE o

TR 2

RN T ERENBRZ & EREANE > CRE -
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http://mysupport.netapp.com/
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AEFEHALES - FAST0 F1 FAS90

ZEfHTER FAST0 B FAS90 RMFEHRRIGRIIEE - F AR ARV « B8 B BB IA

FAZEC BB 83 1RAE o

TEE1 W EEEHRS

CREZR RS TR #F TR B B2 % » ARRAMARIUE LED USHZIEHE -

1. BRERYFEQERE  LEARETNELEZERR

2. Y FARRIERISIAIIE LED :
a. f£F3 “system controller location-led show & L EERIE LED FIE BIARES ©
b. ¥{iIE LED BIKASEE %S THRL

system controller location-led modify -node nodel -state on

& LED GFiEsitE 30 748 -

S92 : BB
(CREREBINEIL BAOTTHF > HEEL LRI - R4 o
B
1. SR A (R EE AT - AT -

© TTHBIHR -

© BYERAR o

- BERNINE o
2. EBERPIEARY)  ARERBERKETAHRE NetApp °

B3 RSB
WAMEERY /0 RAFHREBE LA > BRI EBEMN LRE -

1. REREFFRARERNFAE SR - SEPNEXNEFHEENKA °
2. MR HKRIEREEM > FHiE S -

ETERIE ?
ZEfHTEHR FAST0 8 FASQO0 HERREBRSE » (MEE "RIRAERZ:" o

RERAIEHI23 LAE 4R - FAS70 #1 FAS90

BAEA FAS70 3¢ FASO0 #fF R4 RVIZHISE - UL B RBER I R B FER R RIRE

o
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chassis-replace-shutdown.html
chassis-replace-shutdown.html
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AR IERIERES MR EFIENERIRZ BV « MAELBERHZEERIER « UERZIIEH SSEETRIR/E
HlSEERERHEN -

RAMEIETE

* NRITH SAN R47 » EIJ%ZEté‘EﬁESzBﬂ’“ﬁEU%% SCSI JJ#M=EHE cluster kernel-service show°
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system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h
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clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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clusterl:*> system node autosupport invoke -node * -type all -message
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storage failover modify -node local -auto-giveback false
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impaired node name -halt true
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system node autosupport invoke -node * -type all -message MAINT=<# of
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clusterl:> system node autosupport invoke -node * -type all -message
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storage failover modify -node impaired node name -auto-giveback false
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system node autosupport invoke -node * -type all -message
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clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover modify -node local -auto-giveback false
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RYRARAMIE » RS HEBEEEIM -

- WIRB B _(EREUELE « FFEREEDER o
- AR Flash Cache BRAHEA BB LRI RFAD :
a. R AE AR B R O RYB G 7T o



b. HRAR— BB AFERAVIGNE « 24184 CAM #28H5E 2 M L hEss « iRARSHE BT o
C. B EIEAH AN LIS ERAE -

TR 3 | ERTRRENIERS
¥ Flash Cache EAHA SR 2% » T AEMEAENZERISREAE -

1. EHARNRTF TP - SRR by

(D) BEERMEAL V0 RARMITH A EHATERS o

2. BERELIRIEAIEE{EE | storage BiEH%ENERTE -ofnode_node_name
3. MRBEFMECIEA - sSFEMENA : storage BEETEEMELR -node local -auto-8E & true

FER4 | RS ERIE4ENetApp

MEHFEMBIRMARS AR ~ iEEFEZHREINetApp © §1 "SRG H BN RFHAEN « F2REMR °

EHAREVEAE
Flash Cache #&#H (tREXEAR) Iid4EAE 6-1 SIBHE 6-2 Hh > SHIEME 6-1 FIEE 6-2 1 ©
R LA AR B — RS S E S 1R R A 1R (B AR E) B B IR EUR AR SREASTHA(E B! BY TREVARAE o
FRtaZ Al
* BEERIRBIEEN S E 2R ERAE - REF—HMBHREMERENSEER -
* RBFAEEMITHERERE ; T R BMERMISTIRERFT o
* REVEEHRHEME NSRS ERET (FRU) o GAABHREBERMEE
1. WNRE R ~ SEIERRES o
2. {EiEfEeH « BB MEVEAAEESSEENFBERLED - B FIREURAE
3. EBYFIREVEARIEIELUEITE « TR ¢

a. 1 BIREE LRHREUEERE - SOHEIRAFS | _ RFEREITAM sysconfig -av 6_

b. EEIEERERD - EHEEBIFBRREUR "y AHIGE « WERRRTESEERDORE

system 2=l

SSIEEIEZAFEPR -node_name -slot slate_number F5&s < L ZEFIFEIRL 1 _EAVIERE 6-1 LUHEEER « I

EEH__\_E\IJE:H,/§\ > E/—T_\E.”'Xﬁ;_:é*glzﬁ .
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::> system controller slot module remove -node nodel -slot 6-1

Warning: SSD module in slot 6-1 of the node nodel will be powered off
for removal.

Do you want to continue? (yln): y

The module has been successfully removed from service and powered
off. It can now be safely removed.

C. fEf TRAFIEHISIEEEHshow) i TRRIBIEAAR o

TREVEARIEIEMAS §RERTE "powered-off B E B 2 IREVRARREEmEIH A o

W

il

(D #2852 FHE LUREONTAP ESHHERL -

4. BPRIREURA]

(1) IRER248 CAM JBF
(2 PRBUSABHRE LED

a. [ FEEEREIEAEES « HIEBEBRSIERHBAAIMAINEE « ABE T eSS
b. ¥ T IREVEABATE R Terra cottafE %R
C. BENRICFERIENUE -

d. ’F15HA CAM 1EI2R0 » AABIEIELETRE Flash Cache 1EARAS P AL > BIRT A IREAR AR AR AR 11
FERBER o

1 Flash Cache tR4B# S FISFRIREVRAERT > SEFH IR IREUEA ©

O REERIREUEA
a. RHREVRAE BB A FI SRR AH R R L $ 7 o
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b. REVEABEHEASZIR « HEICAMIBF ERA ©
C. HeECAMIEIE « ERISHERML
d. BB EIRARSRR LB ERMAUE -
6. 5 TRFIEHIZREE R Hinsert) L AFEHRIREUEAE LR ~ W1 TP ©

T3S G EEAHEIRE1_EAVGE6-1 UMM - AR E RIS

::> system controller slot module insert -node nodel -slot 6-1

Warning: NVMe module in slot 6-1 of the node localhost will be powered
on and initialized.
Do you want to continue? (yl|n): "y’

The module has been successfully powered on, initialized and placed into
service.

“om

7. fER TRGEZERISHEIER Bshow) 8n< RERRIEEINA o
MR LB AIARSIRE S TERK) ~ TREGITRIE
8. FEREHMNRERAEE LRI EHE - ARUREHS D RBERLEDRSIE © lsyssconfig -av

slid_number]
(D)  OREUFRRENRREAERREUEAR - BIS S8 LR BRI R 2 -
9. MNEABEMHIRMAIS AT AT AR ENetApp © 1 "THE & 5 S BHEEN - ASHEE -

E#i NVRAM : FAS70 #1 FAS90

EIEE ML IERE RS BB 4R » 55 FAS70 8 FAS90 R4EHAY NVRAM o i
2 EIERARZIERYIZH2S » B3 NVRAM 1#4H5 NVRAM DIMM > EFroEchis » MUk
R FEZE 43R 0] NetApp ©

NVRAM 14885 NVRAM12 FEREFNIRIZ AT EH#AMY DIMM o SR EHHFERINVRAMIEAEEENVRAMIEAE A
RIDIMM o

a2 Al
'ﬁﬁi¢ﬁﬂ%%§@§#°Wﬁ%ﬁﬁ%NaMmW@W%%ﬁ#%%@&ﬁ%ﬁ#O
* BRRERRTHFABEEMITHERER ; MFRRE > B "NetAppsiE" o

B . AR IERVIEH2S
fER AP —EERREAM SR ERIARIEHES o

89


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

TEAEHESRE R TE MetroCluster 4HREARAE » B ENRARR A EX A IE EAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 ZHTEA Loader 1B MF T ©

SER 2 : i NVRAM 15E4H5 NVRAM DIMM

fEATEEEEEHR NVRAM #£403 NVRAM DIMM ©
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#EIH 1 . B NVRAM 1240
EEFH NVRAM R4 B E BN ISFEREIE 4/5  ~ REKBISEL RIBFET ©
1. YNSRI RIEH ~ SAIERERE o
2. % PSU LI TEIRER ©
3. EECHIENERRMIRAIIEST « AR A THEETR « FEREEITEH T
4. MR EI T8/ NVRAM 1548 -

a. ¥ HE CRIRE o
CAM #ZRETE Hi%AE o

b. A FEENNERRH - HEIRAEMUAL °
C. EFIEHA CAM HIRFLEE ~ ABRRABRIHEAE - BNAIAS 1R NVRAM RARIEE A ISER

o CAM $HE#ER
9 DIMM $HEE R/

S. & NVRAM AN EERERRE L °
6. {Z18H NVRAM HHAEHZE—F80R DIMM ~ SR%EIGHLZEE A NVRAM 1848 -
7. BEHH NVRAM 1SRRI

a. G RARELENE 4/5 FPIEFER DRSBTS -

b. HEE4E—IRERETB ASENE « SATBHE CAM A2 845E 2 M _EHEds « ISR E I o



8. BB o
. RBREIAEBO LIFEERMAMUE -

15 2 : Ei2 NVRAM DIMM
EE T NVRAM #EZEHA) NVRAM DIMM  ~ RAZELFEER NVRAM 184E « A FHB1Z DIMM o

1. WNSRIT AR IEH  HIEREEH o

2. % PSU LI TEIRER ©

3. EEHIB TR MIRIIES « AR E TSR - HEBSEETEn TeE o
4. AP ENT B2 NVRAM 1548 o

0 CAM SHE %R
9 DIMM $HEE R/

S, # NVRAM M B EZERRE L o
6. ¥ E NVRAM EZHAEF A DIMM o

(D) #2689 NVRAV AR FRU SRS - LUAIER DIMM 51 1 70 2 B0 -

7. ¥ DIMM $4E A X4 DIMM EiFEfEHER « LUEITF DIMM o
8. IEDIMMEZSIEIE ~ JARIEDIMMESHE A HHIE « BEEIHEE R $HERINL « BN ZEEDIMM o
9. & NVRAM 1E4RZEEFH4AE

a. HRAHECEORAEE « E3NisRIHRIGHE /0 MRiFIES  ABRROREHET 2R LR « K18
ABSHE R
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10. EXTERRIESER o
M. BB EIRAERR LB ERMAE -

TER 3 | EMTRENIERIZE
Eif FRU & » AR ETREENEA PSU RE/MERENIERZ1EME o

1. RERGEHIEA PSU °

RS RIRENRN  BEEEARARIET -

2. EHARRTFTHEAA bye ©

3. BINREIBMVIE RIS INEIE BEF - RERERGRESRSE storage failover giveback -ofnode
_impaired node name . °

4. MREI=HBEFHNIEINEE « SAEHEE | storage failover modify -node local -auto

-giveback true-°

5. UNEREYA AutoSupport ~ BIZE[R / IREBENEILEZE | system node autosupport invoke -node *
-type all -message MAINT=END °

894 | EIETRHRE
AT R SIS AR AM D B « AEHBEEC R o

(D) aarEHNVRAM AR BEEIHERHA « TIEFEAR NVRAM DIMM Bt -
I MBLFISEREEER (R > BT BEREEER  WAEHARRIZT . _halt_

2. TEIEHIZRRUBA SR T ITH « RRENIEGIEE « WERM ID FEFFMIERER R ID KE#EA y o

3. ERFMIE ... LS FRERTEIESIZR LS |k ~ WEERFEIRIER « AR N ESIEFISZEIE BEEHN
AT’E%T#?&% ID : storage RiEFEE show

EHLHET CEZZETI—HIAE  5HZEEHI2 LN AKRIDELE « BERIERAVEIDFIFID o £ T
H)EEFIP ~ node2 B EIA ~ FIBIRAIDA151759706 ©
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JBEHEEISS
a. HERBAVEEIST  FEEHIBMEEISMIERME | storage BHEBEIUENE -omode_node_name
PSS I R AR A A SRR o
MBEAGEBRS D MEATHETEESLRL D - CHEZBA y -
() mewmA- CANEEERDA
MTHAE BB FHIE S RATANEZHE .
o SR « HER HA BB TER « METLUEE | storage BHAHEHE show
S Bshow) BeNBLTRESEAIEBENSPRERRLID -
o. ERrB R B EIEM D ACHAE - Ttorage disk show -FRE ]

R IEHI 2R HHERERINATH AR ID o FE TUSHIR ~ node 1A MMBRIRIE RN HY RIRID © 151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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6.

10.

1.

12.

MR F4 % MetroCluster 4HRE ~ FEEAIEIEHIZRAIRES © MetroCluster &% show_

FEifg - FERDIEREASEIMEERE « LRSEET ST B TERTERRE « TEADRIEFESFHIIE
HIEL o MetroClusterfp R #ItH® metrocluster node show -fields node-systemid BETRTIBHR
4 ID ~ EHZ| MetroCluster 48851k IEEARRESLE ©

R EHI25 EMetroCluster L ZEINAEAERRAVZARE ~ s5BMetroCluster fRFFTEERIBRME ~ BN RIRIATE
BEEKH#IEA FAYITHIZS - DREIDIEN SRR RBERSE o

MR T MIBEAFIIRE « RIARRITIEENF

° IEINAEARREER A TIHAARAE o MetroCluster
o IR E N HIL s PN BRIESE -

H2HE "?’_HA?”*HHFEﬁ HEHEER S B EE « MetroCluster MTEPU &I ZEMetroCluster BYTHEEZRRE
s T ZETAZIIIEETR UEBSEZSEH ©

- MNRIEH AR MetroCluster 4HR% ~ FBHEBEIEHIZZEERTE - MetroCluster EiFLEET - HAIABRRARAS _

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

ERs S B A 28 R B R ETEERAVREEEE ¢ Tvol. show -node-name ]

BIHRE BRI MEEEEF » RERIEHAEFRME storage failover giveback -ofnode
impaired node name . °

NREEHBEHMEINEE « SBEMEE | storage failover modify -node local -auto

-giveback true°

UNRENFE AutoSupport ~ BIRZR / E BHENEII{EZ | system node autosupport invoke -node *
-type all -message MAINT=END °

FERS | BBET 4 ERIR4ENetApp

MEHFEHBIRMARS AR ~ EESFEZHREINetApp © #1 "SRG MBI RFMAEN « F2REMR °

FEHANVE - FAS70F1FAS90
BEMFABTTE D MER 0 5558 FAS70 5{ FAS90 4RI NV Bt > AATCEEEE
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system node autosupport invoke -node * -type all -message MAINT=<# of
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system node autosupport invoke -node * -type all -message
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clusterl:*> system node autosupport invoke -node * -type all -message
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FEFRLEERT » ONTAP BILUEZR 1/0 EARHFET B EREE—1EHI28 o flg0 > WRHFER /0 HAEE S

FrEsEERR (LIEHIS LRFRAREEEETE) - ONTAP ZEEHITIZE -
* RERETHFAAEMTHEOAIERENF ; TR > B > "NetApps i " Bilti@NITILRER -
TER 2 | EFERETFRGEN 110 RIEHE
BT REFRGEN 1O RAEEE - WEREMBIRHIERY /0 548

1. R o

2. BB LR FRBLERRIERIR - RBRIEBRIR /10 BB TREEE -

/0 tRAAEZEELEMIE (EIHERZENEERRAIRE) ; B2 5 WIRBRNARRIERIRRE

@ » THESHE—(EEREFNEEERE  AIINTERSEEEETEE -
W TMERRREFRNE URRIAEZEN LIF FHEBETNE, BEERTIRER -

3 WREAT T£3E) IhEE « BUATIEERE IE BEE M EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

FEn > AR AutoSupportzil 2 &% B EhZEFIEIL M/ -

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MRSEBHEBMERE > RIFABEBNRIERE

gnR... RE...
MRHEP—HIEFISREIEZETH FRERE !
GIFRBHHERIES
a. EREHGFBHNENSEEAPRA TGS

storage failover modify -node local -auto
—-giveback false

b. A yELEIRT CEERFERBIEE?) B

WEZERIZS I ERENLEIT /0 ( AIfET—% o
REERRT)

O. FEMFTEIRIIERY 1/0 BAE » 7R R E AR P S PRILRARAE R

109


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

a. MAUT®L !

system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIR R TS

BIU0 > U en S EERRIRETR, 2 (RIBEEHIZS) LiEiE 7 PAVSPEEAE » WEER—BEE » RnAUZ
2k :

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FESTIFERY 1/0 AR ERARAEIR !

system controller slot module show

A 4 RIETE PR A R G AR R scatus RAHPEETR powered-off ©

TR 3 | BIRKIER 1/0 124
LURIFMREEY 1/0 HEAHEAERFRRY 1/0 1848 -

1 INRITEARIEH ~ FFIERERM o
2. ATEBREIRTE « FIERNBBRERITEANIRZE « RER TIEE -
3. il ZR AR ENT 1/0 154H ¢

(D)  TERTOEREATMES U0 48 - BEERT - LREBFE—E 10 14 -
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0 CAM $HEIZER

a. ' CAM LATCH #%#f o
b. ¥ CAM BRI {EBSRBHIEAE o
C. BFIEEALEIEFRORE - ABIFEABAN HIZHSHELR « BEIaI SRR HIZ3EE PR o
508% 1/0 1RABFRTERVIEME o
4. BI/OE4RIE—32 o
S. HEEA 110 IBAREFE BIZIHE :
a. #I/OE4H BRSBTS o
b. HEiEAE—ERESEGE AITHISSEARAYIEIE « JA%B 1% CAM 22 A LiEs « iSEAHE RN o
6. E#iE 1/0 RARMELR o
7. BB TR RS IEEEHENE o
HER 4 ¢ IR0 110 B 5

ARy 1/0 848 LA ~ BREE /0 BRARERIBRR T RINATE  BEIRER T ERMEIR - ARERE 110 BER
BB _EARI AR o

R BIET(F
B 1/0 1RAER - FIBREIEREMRS > LIF iRIREZIEEHRAY 1/0 1248 -

1. RN 1/0 #8R4H H4R -

a. WAL !

system controller slot module insert -node impaired node name -slot
slot number
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b. #A 'y BEEIRT RS
LA RIEHEST /0 RAEEMIY LR (BEBE « B¥MA1E » ERAEER) -
Bl > LT a2 EnRG 2 (MPREERIES) ERUHEAE 7 Bl > MRER—RIEE » RnZEFEMI -

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

2. Bg5E 1/0 HAH ENSEEFRR T EMThiI4A1E
a. {EARIERIZRAVIER QWAL TR L !
event log show -event *hotplug.init*

()  aAmmmsRER A T AR E A S R -

% B FERETR—{E 5, 2 1@ hotplug.init.success EMS E4 > I7E Event {B{AIPEET
‘hotplug.init.success: * T<m /0 &4H_ R EEERIR B IHAIIAIE ©

fIan > LU g B 1/0 218 e7b M e7a BIFNIAIEAT)

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. WREBEIBNIRIERI ~ FHRE EMS sCERUABRARRIED BR o
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3. HESD 1O HEARIRIE R B AT ENE ¢

system controller slot module show

i FERETRIGIEARAE A powered-on » B /0 H84AR] LGELE o

4. FESR /0 1R4AE LA E AR o
BTSRRI SEM AR -
system controller config show -node local -slot slot number
1R 1/0 AR TH AR 4R » Bl 2 RER 1/0 1R4EE - EiRiRERERNRE
BIU0 > EHEE 7 RV 1/0 R4 > SEZEEAIELUTHEH !
node2::> system controller config show -node local -slot 7
Node: node?2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370
TR 5 MERERREREE
BAFEREREIESEMERE > iR | BRATTHREAHIZENESES (REEE) - EBHIREIRE

(RS
TR

1. IRIRGEF RATHITHY ONTAP RRAMIZRIZIIN - 1HE

 B85E LIF SREEHFEBR - WWEFEUHE AutoSupport BEIIRITZFITHAE o

BERERTREIERGIZEERISRN B ERERE
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MRHEP—HIEFISREIEZETH a ERRERERE  ERIZERNERISNEERERE:
GIEB AR

storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true

MEEHIZSERFLIEIT /IO ( FifFF—% ©
RIHERIRTR)
2. BEREEN S EEME T EEMEZIBRE | network interface show -is-home false

MBEERMEGHIAR - BRFHEREHETEFIR | network interface revert -vserver *
-1if *

3. YNSREXA AutoSupport ~ FEER BB ZEEA -

system node autosupport invoke -node * -type all -message MAINT=end

FER6 . BHEZHERIE A NetApp

IEMHFEMEIRMATE AR « ’EFEZ R ENetApp o ¥ "SHEERERRFAEN « F2RER

i1 1/0 1548 . FAS70 1 FAS90

ERANEREEARIAZIEE S REEHELMINGERT » sAF# FAS70 8¢ FAS90 RAHHY
I/O 154 - EIAiE B IERARAIES2S - FHAHKEE 1/0 *ﬁm » EFTRIENIEDIZS 0 URBEEHES
43R[5] NetApp ©

RIS A2 RN EF R A SIEBIFRE ONTAP hiRZs ©

Az Al

* B REA R ERIIRMF o

* SRREERTFRATHFAEEMTAEERERF ; MRREA » BIERMSIRERP]
B | BARARIBENR,
fER AP —EERR A SR ERIARIEHES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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$BEIE2 | PEHIZR(iIF MetroCluster —ER 2 &
()  WmREEAGIFASELMetroCluster KA « A/MEFILLER o

AR IERIERES R EFEERISSEIRRE « WAL BRHIZEIEGES « WERZIERSEER
BT SRRETREREEN -

- B EE AL EBIRRES RIS E VAR IR - MBREREIATAY « REA0EHI50E
T TR RRTA SRR « AL AT S ANEIS  AEERE ; S8 HH
BEERS" o

* NRIEFEAMetroCluster R INEERZAVAERE « B4 ZBRESEMetroCluster ERE ThEEARZ] K&~ B
ENZLEENERF B IEERIHRAE ( TMetroCluster THEERZE) ) o
1. YNEREXFY AutoSupport * 50U AutoSupport 852 SRINEIBFNIEILMEZE | system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

% AutoSupport i L B2 1F BENEILZEFIM/VEF . clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (ZRE2EHFREEENEBIMIEDISE | Norage B B EEI-EEL A - BBINIENER)
3. RRIBAVIERIRBEHARRET ¢

MRZARAIEHIREETER... AR

FARURET AIET—%
EEERFMIE. .. Ctrl-C ~ ARTEHIRERELEE Ty, o

AMRETHEBET WARS KRE2HEGRFILSIZEREAVERIES | storage failover

iy . .
) takeover -ofnode impaired node name

ERENEBREREETEFNE. . B« 5%Ctrl-C ~ ABEIFE T
yl e

HE 2 EIAMTE /0 B4
AEEH /0 184 ~ ATEHAERIREIZIEE « AR KBS ESBIRFET -

1. NERIG I RIEM « SHEIEREIEHN o
2. T BIZIOWAE L R E(EI4E4R -

() mrREsEmeEnEs  UEEEFEERARETIIEEHERWERS o

3. MTEHEREIRAHS « HIERNHBSEEIEAHB[AAIMAINIREE « AEE THEEASS
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'BEEBEIZ/R-ofnode_disapped_node_name '
3. ftEEIERIRMNTIESBEFRBEIE :

storage failover modify -node local -auto-giveback true
4. YNSRELA AutoSupport ~ FEER BENEIIER -

system node autosupport invoke -node * -type all -message MAINT=END
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
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clusterl:*> system node autosupport invoke -node * -type all -message
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system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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metrocluster node show

1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message

MAINT=2h
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storage failover modify -node local -auto-giveback false
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storage failover takeover -ofnode
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