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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
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* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o
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* Select option " (1) Normal Boot." to complete the recovery process.
*
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khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREEREARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRTZTUARRE o

a2 Al
TEETINENRERIMEIEIREIEREL (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN !
* KMIP falfR2s itk o
* KMIP 8458 o
* WEMEBEEL A B IR/REE DS /ccfcard/kmip/certs/client.crt 1§23 o
* RHEMBRERRAS A P inEi8#E 4 /ccfcard/kmip/certs/client.key #82%
* REMEBEREE T KMIP {ER2$ CA #8748 /ccfcard/kmip/certs/ca.pem HE2E ©

1. 1 ONTAP FHI&IhAERPEEEUEIR 11 ©
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o
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* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

O —~ — — — — — — — -

) Set Onboard Key Manager recovery secrets.

P P O 0 JdJ o b w DN
'_\

) Configure node for external key management.
Selection (1-11)7? 1

TER 2 STR I IREE i
FTARRIBEN R EFHERE - UEEERR BT RRIERRERER

1 mEFEAED -

MRFEGET... RI&...
EART FERIEDERG o
EEERFIME. .. a. BAGTERHIERES -

o

b. f£F storage BEETEE show % ~ FEsE BIRITHIR S EAIF AT HHRIE

2. BEEREBEBEASEBMAITES « MEF storage BB ERIEIE -fromnode local -only-CFO

-Aggregate true fn < BIRIEHIBEFRERE
° WNRA< RFEHIEMARR « cABIERIRKIEHE - BRI EEIRET - EIIKEITREEALL
c MRBLTHAGIERME TRME) MAK - FERF S5 218 » 3B HA FRATSEBRHZERY
° YR EBFNDMP * SnapMirrorgiSnapVault RFEMER KK ~ FHEALER - MBHMAEA ~ 52

BB E RIS ©

3. &5 3 DiE « ABER storage BERTSE show ST HRE R HHBEAAE o
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4. 7% clusterShell IR F » 8 A network interface show -is — home FALSE % » §HARTEH F 12428 /i
O ErViEsEIEO

MBBERNESIA false ~ 55 net int fert -vserver cluster -lif _nnodename &% ~ iEE LN EER[E]
HIFEFER o

S. BEEGBEBEBIRITHIZS « JRBIIT version -v 52 FKIEE ONTAP FRAS o

6. {8 storage encryption disk show tRI#IH ©

7. f£F8 security key-manager key query i < RENHAEFEE LIRS IEMRESS LR SIRER ID
° YR TRESTORED. ##= lyes/truel ~ fERLAESTSANEIRIZR ©

° YR Key Manager type =external #l Restored i = LIMNUERIEER yes/true ~ s5ER
_security key-manager external 2R _ S8 REREREFSEMEIE ID o

()  mReSKM - SEBHEESSIBE o

° Y1R Key Manager type = onboard #l Restored i = LLIMIERIIER yes/true ~ s5{EH
_security key-manager onboard sync an < 2R EL BB EIRL BRI EEE o

£/ security key-manager key query 85< ~ HESOFTABEE £ Restored I = yes/true ©

8 BEEAERERESEBHIEHSE -
9. " "shorage REETEEINIE-fromnode"ih < IREFIZFEHILS o
10. YNRIEHEF storage BIEFEEE modify -node local -auto-I% 5 true e85 ~ FHERBEENNIE

1. YN ERA AutoSupport ~ 551E system Bi% AutoSupport FEIY -node* -type all -message MAIS=end &5
2 BR / MEEEELER -

1 i PEER 43R [E] NetApp - FAS70 #1 FAS90

MEHFEMAIRMAIS PRI ~ iEHPEZ4E[EINetApp © Y1 "S{HE S E F R "B AE A -
B2EER o

PR
RIS EM T (ERTE ¢ FAST0 1 FAS90

A KR N7 TIERAZ D BR B Al 83454

o "IRBI RIS EHAE K"

EEFITHISRRE - KU BERERERK -

e "RREAR RAVIEH 25

RARASE ETHAE R IRBVIERES « EiR0N RIFRVIERISRAEME BT THAE R IBRV IR ST REIRHEN -
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1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

- BB SRR S S EETEARVMAER ¢ Tvol. show -node-name]
- NREEEHFHEEHEEEENZE  SANE2EHIZIEA ¢ Morage R ia B ENE L EREL T8

-onreboottrue |

- YNSRERA AutoSupport ~ SBEERRSTER / MEBBEIEZ system node autosupport invoke
-node * -type all -message MAINT=END °
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() EREIFIBE U0 FRIEMTTE « A EIABIHAL: -

2. BEEIMIEABIEEEE | storage RIEFEEIMIEIIE -ofnode_node_name
3. MR BEENMRIEC R « SFEHEUR | storage BIEFEEME -node local -auto-i% & true
FERA | BHIEZHERIE4NetApp
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ERREELR
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b. EEIRHEIREBRP « EEEBIRMBIZREUE v HIGE « WERFRIR~NE D EERCIE . system 4|
SSEIEREAEFEBR -node_name -slot slate_number T5tr < B EFEIFEIRY 1 LAVIERE 6-1 LUHBIR ~ I
BEn—REE s RRAIUZ 26 ¢

::> system controller slot module remove -node nodel -slot 6-1

Warning: SSD module in slot 6-1 of the node nodel will be powered off
for removal.

Do you want to continue? (yln): y

The module has been successfully removed from service and powered
off. It can now be safely removed.

o M TRGEHISIE R Ashow) Y BIIFIERE o
REVSABIEARAS B EERVE “powered-off BEE 2 MV BE M e -
(D) #em asFHE" WESONTAP BSBAHFE -
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6. {8 TRFIEHIZEEE insert) < RERIREURAE LR « W0TFFIm

T5 i< G EEEEIRL1_EAVERES-1 U « TRERE RIS

::> system controller slot module insert -node nodel -slot 6-1

Warning: NVMe module in slot 6-1 of the node localhost will be powered
on and initialized.

Do you want to continue? (y|n): "y

The module has been successfully powered on, initialized and placed into
service.

7. fER TRGZERIZEER Bshow) < REREIBEARAE o
MRS LELRIAERE S O~ LREETFRE -
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invoke -node * -type all -message MAINT=2h
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3. RRIBAVIEHIRBEBARRET :
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ERFWIE ... I E R REERISEES £~ WAEARERIEAR « ARNEEEH SR Ea8E N
BIEBHERL ID | storage BIETLE show

e LHbd « MEZEEI AR « IEHRIREH SR ENARIDELE « BRIEMAEIDARID - £ T
HUEEHIF ~ node2BETERE « HHIZRAEIDZ3151759706 °

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

SR[EIERIZS
a. EER2ESIEET  RIETIRIBIETISMETRME | storage BEEREIRIEIRIE -ofnode_node_name
RIS S e HRER AL TR
MRARARRR ID FEMMRTEERAR ID ~ CEZBA y o
() mmwER- CANEEERDA
WFFHMAES  F2H "FINEGS AT RNEE

a. sTRIRiEE - HEsE HABCH RS IER ~ MARLUEE | storage BEERZE show
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MAEREREshow) HLHNBEEAEESESEBRHAEPEFTNARLAID o
S. BB BB EIEDECHARE ¢ Ttorage disk show -FREH#E )

BSZERIBRBVHERERINATRIRAR 1D © 1E FHIRAIF  node 1 R BIMBRIRIEROITBY RIAID © 151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MR R4 %A MetroCluster ZBRE ~ FEESHEIEHISIAYAREE | MetroCluster Ei%4 show
Bt - REXDERBEASEMEEERE « ItRSEZETSRB TR TRERENRRE « TR FADREFSIFE
BIET o MetroClusterff @ #itH® metrocluster node show -fields node-systemid BEMIER
4 ID ~ HE| MetroCluster 4HRE 1B IE EARREALE ©
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. ERiB S EEHIZ B T EETARARMEAREE - Tvol. show -node-name
10. NRERBHEENE « BINEERINAE
M. MRICEEFFIERHEE BENZEINA  ARER2HVIERIZZRUE | storage BiEFHE modify -node-name

-onreboot true

12. YNSREF AutoSupport ~ sEERSIER / B BENEILEZ system node autosupport invoke
-node * -type all -message MAINT=END °

HBR6 | RS EEENetApp
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show © cluster kernel-service show &5 % (& priv EMEETR) ZREREIZLATE « SZEELRYPEHLRE
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HEERS" o

1. YN EYH AutoSupport ~ 554 A AutoSupport s1LEZEE BEEIEZE | system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

T3 AutoSupport Bl AREETRBEZEILZFM/NEF | clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (FRREEFREEENEEIMIEINNE | Norage B HEBEEIL-EELAK-BEINIEIER]

(D) swsEn 2TEemasivE? & HHA Ny o
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