EXBNIRES - FENIRIE

Install and maintain

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/fas8300/bootmedia-replace-
workflow.html on February 13, 2026. Always check docs.netapp.com for the latest.



Sk

RAENIRAS - FEIRTE
BN EFEERE LTERIZ - FAS8300 # FAS8700
FHEBN EIMEHIER - FAS8300 F1 FAS8700
BENNE BT ENIREE - FAS8300F1FAS8700
FER 1 | E NVE ZB T E1ERERIONTAPE &
T2 RS REEERENEHNEE
RARAIEHIZ LUEIT FBIRIEN /T E K18 - FAS8300 1 FAS8700
HIE | KZBHARR
BEEIED | 1ZHISS ¥ MetroCluster —{BR 22 5=
BEIAS | PRSI E BB MetroCluster FYARZ
FEHRE T E N EEHEFERE)IRIE - FAS8300 1 FAS8700
TER1 . FBBRIEHI2IEA
TER2 | TR
SER3 | B PRGREBE E R RS
£ USB EeBN23FENIRIERIENIEAS - FAS8300 1 FAS8700
& INZ - FAS8300F1FAS8700
16 5 BB EREN YR BE B RINetApp - FAS8300F1FAS8700

© 0O N O O O W N N =~ 2 -

N = a2 a
D OO W N O



EXEIRRS - FHINE

BEIN BEFFERITERTE - FAS8300 1 FAS8700

FREFEMRER - MEMEGARS - RERIEHIES - BHRAREIRE « REMERMRE « &R
B a8 R4 INAE » FIAEHAFAS83001#TF R AR RIRREN RS o

MREHREFRFEENRONTAP 9.17.1 HFEEHRE » (AER" EHEIMERER" - MRIEMNAFEITHNER
HARRZABIONTAP » B4 BERFERENERER ©

i

o "R IRAE TR K"
R BRI EK

o "RE NN SRR
R R E R ERAB L2 SR EER SN EHIR

"BARAEE IS
ECREERAIMISAN AR -

"R IR
RAMEEEER RN ERMIRES « ARREZIRFRIGRS « AR A USB RPN E8 ONTAP B o

"FAtRIRIEBR R
¢ USB HABRI&RATE ONTAP Bk ~ IBRIER AN « WERRIRIZEE -

“ERE"
HONATPRENE BB IR B S A EIRR RTINS EIRS -

o "R R S ERIE MG NetApp”
INEABEMBIRMATE R « i FEZHR[EINetApp ©

FHRENNTEIMIERNZEK - FAS8300 71 FAS8700

TEEHAFAS83008FAS8700 %A RHIRIEN T E Z Al > sHFERimE NI EMRIMNEER ° 5
BiERATHEEEAEERESEN USB EEHk » TR EHES ERNEMBPEE -


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

IR CHIEFRMZE(FBVEONTAP 9.17 1 EShRZ > s5ER"HHRENERRF" - MRENRFETHZ
FHIRRASHIONTAP » BIL AR FEIRENERER ©

USB FES
s BEREE—ER1E2A FAT32 B9 USB FEB R ©

* USB BEA BHNHEEREREMN image_xxx.tgz S o

X
B8 image_xxx.tgz iFIERENE] USB BEEE o £ USB ME B HEEFHIONTAPBMERG A LEFES -

MR B
fEFANetApp R (HEVE AR (2R BIAEEAR (F o

2R
EMZIENREIN ER - Fa AR ERNZEHSEEREE

© XA RICIEERITHERVIERES o
© _RERERIES_ERIBIERIZRA HABH -

T RIE ?
ISR T SRR R 2 R R E MG LB SR ENRE"  ERERT -

EENZEiEZEAREE - FAS8300Ff1FAS8700

ATHRFRHF#FERFELNENZ 2 » CEERIBEER FNNEEWTIEMIREE o B
AJ ONTAP FRZASE2E 218 NetApp Volume Encryption (NVE ) » WU TERARAESIZS 2 Al
e EEEIERENERAERP o

MREHIEFRAEEBZONTAP 9.17.1 HESIRE > FEA"EFREHMEERF" - MREHNRFETHZER
HARRASBIONTAP » Rl AERFERENERIER -

FEE 1 18E NVE B T & IEERONTAPIR R
HEE SAONTAPHRZAS 2 L 1ENetAppiERE @ NNZR (NVE) » LB B] L T £ EREAIONTAPM K SREX L ERENIE RS o

1. BECHONTAPRR AR S B INE !

version -v
WMREHH EIE 10n0-DARE » BIEHIEERRAARZIE NVE o

2. FEFTE NVE ZIEHIONTAPER R -
° NERLHE NVE | THEANetApprait & INZAIONTAPE &
° MNRAZIE NVE | TEHASNetAppltiEEIMNZAIONTAPIR S


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

@ {ENetAppz AL T HONTAPBRGEIEE HTTP 5 FTP EARESSAMEEIZK - TEE R
RUENRISRNIBRET > SR B EULIRGAE -

TR 2 RS REESRELHNERE

TERAPARIERIB 2 Al > SRt R BB E N ROV EEN -

1. FERS RS LR A EREERER -

FRZSONTAP MiTIEAa <
ONTAP 9.14.1 S EEHThRZ security key-manager keystore show

* N EKM ERSA ~ EKM BIEFEdsr SR o
* Y1 OKM ERSFA ~ "OKM BIEFI e TRl o

s NRKREEEIEEERZ « No key manager keystores
configured B EF|EaSHILA ©

ONTAP 9 o 13.1 I EEHrZs security key-manager show-key-store

* MR EKM ERSA ~ “external QIZFESR<EE T ©
* MR OKM B  ‘onboard B &F{Eep <L+ o
s NRKREALIEEETR « No key managers configured B &7

EHTHLP o
2 REBEARPESERE T SMBER > PITTINRMEZ— !
MRKFEESHBEIES
eI AR 2 BRI PR IE RS - W ARAEHITRIMEIZF -
NMREE T REIES (EKM 5 OKM)
a. WA TINERES > BTREIEEPRETHAAEE :
security key-manager key query

b. EEHLAERIIEEHPRIE ° "Restored iEF o ILFHETEREES (EKM Bf OKM) KIS HERESE
WESEMINER -

3. FRBEMZREIESHRITTMBRIIREDER



SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :

security key-manager onboard sync
HIREETE  F8A 32 AF TN F BB FHESHINE R R SRR o

@ R ARV EEHFIEEIESRMNENEEHE TGS - MRELA LR
LEE > FERAENetAppZ iR ©

b. & nﬁ quﬁﬁ%u E@f“E',T TE

security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

‘onboard °
C. 15 OKM &
I AT EPEREPRAE
set -priv advanced
EAN Y BlRTEE -
. FETSREEEHNEN
security key-manager onboard show-backup
ii. FEHERENTBERREELAERET o
MREBHRBRPEEFHER OKM > TRBELEHEN o
iil. JR[EIEIBEE
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

RERATES 23 LEIT R ENREN T B IR1E - FAS8300 #1 FAS8700

SEANVEZINSE T2 18 ~ G ASTRIBIERIZRAIRAR - ERESTERNEERRRFK
BAFAEIR E R BRIIEERIES

MRENREFRFEIERIZONTAP 9.17.1 ESIRE » AER"EHRFINERF" - MRENARFETHE
HARRASBIONTAP » I AERFERENERIER -

H|IE1 | KZHARR
SERUNVEZNSETEZ & ~ (CAZBSER 18 IEHI23HIRIHE o


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

1. BRABRVEFIBBEHASIRET

MR ZIRRVIEHI BT, . R
AR BE MBIREHISRAE) -
(FEEm.....0 Ctrl-C ~ AREHIRZTELEE Ty) o

ABRTHBBET AARRE NEEZHNENSZENELERIENIERES | TorageRHBEIRE-H
) AL IRENRE T8

ERENEHISREREEERFIRE. . B« 5F5H%Ctr-C ~ AREE T
yl °

2. EHARRTFITH @A ¢ Tprontenv) LUREFIARIEIRIREHY - KELHFECEE o

()  WREMEERARELEE - LhS TAERAE o

BETE2 | 423 MetroCluster —{AR_2Z &
SERNVEINSETEZ % ~ QA BT 181 23 AU R o

()  WREHOAGRASEHLMetroCluster KIS - A/MEFRUILER -

rm

AR IERERES MR EFIENERIRZ B « MAELERHZEERIZR « UERZIIEH SSEETERIR/E
HlSfEERERHEN -

- MBHEB WAL EAEES  BIBENARR B - MBRERZIETAY RIS
B T A AR B AT IR SIENEHIS > AIISIERTE ; AR HE e
Fs" o

* MR EFEHAMetroCluster BIBINBERZRIAERE ~ AL BFESZMetroCluster E5&E THREARZE KRS « BERL
BEREAEEEMREE ( TMetroCluster THEERZ] ) o

1. WIRELA T LETHAE ~ AU THFHERINGIBENRILZS . [System NodeIR R I FEIEL*-type all
-Message MAn=number_of_hs_Downh] AutoSupport AutoSupport AutoSupport

T%AutoSupport Bl A RET BENE I ZFIM/NEFRIEAE ¢ Tcluster1 | >R 4ERIEAutoSupport ~ DU FIE[EL
B AALL -Message MAn=2h|

2. (FRREEFREEENEEIMIETINE | Norage BB EEII-EELAK-BEINIEHER]
3. IRABMEHIBRBEHASRRET :


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

NRZARRVIEH S EERET. ..
HARRT

AIETHERRET (@ARKE
)

AIfETR—%

2 Ctrl-C ~ REBIEHIRIEREFLIE Ty o

WEIEBERSSRENFILRIERERISS | Morage BB EIRE-MIR_
RIBEIRL_ERARTE_

EXEAEH SRR EESHFIRE. . K » 555 Ctrl-C ~ 2ABEIE T

<
—

EIA3 | 2 N E i MetroCluster BV AR
SERUNVEZINSE T EZ % ~ (SNBSS I81EH 25 RY BT o

AERRRIERERES « G RFEERIZRAUARRS « WML ERIIEHIES « EEZRVIER SSEBER BES

HEFRERHEER

FREETLF

* B RAEREFEREFRTERMESRMR - T HEAREEHSEREES -

1. #EMetroCluster TRIEE ] AREE « FEIIBAITHIZZ 2R CEHYIRE MNEEFE ) #HI2SMetroCluster @ T

RIEE]

2. RRDEHLEBPTIRME - FRE TREGET !

YNRIEFIZRTZIA. ..
BB Ek

RES=EIPIE

HARBEEGR - TEHE
FAMetroCluster &R &%
EITUR ~ TIHRERITE R

Rik...
T —b o

REEEERIZRRNITSH BRI EEMetroCluster @ [ T3t
]

IR RS « A FIEE « ARRRILRERE « ARBE—R - MREE
EMERREE SRS RS IR ERFT o
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controller A 1::> metrocluster heal -phase aggregates

[Job 130] Job succeeded:

Heal Aggregates is successful.
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4. {EFMetroCluster flexoperationshowss S FEEREXE B2/ ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

(U1

5. {8 Tshorage Aggregate show, < HRIGEE S EERVAREE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. £A MetroCluster fifiiE PEERIREE SRS AL RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)

23
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EIEIHIE 11 EONTAPE ENEE

RET G TR RS A

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

1o BN BN EN I B2 & [CINetApp - FAS8300F1FAS8700

MEHFEMRIRMAIS TR ~ R FEZ R EINetApp © W1 "SRG HE SR FFEE -
R2RER °
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