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T2 F5eRE BB CInstallation complete L& ©

3. RIFWEMEENR > LEBTR FFAEZ— !
MREEFDLAS ... HMATUESEN(E. ..
key manager is not RIRKRLEEMNEINRE ©

configured. Exiting.

a. FRHEARTHIR -
b. Z ABRLI BT

'BEETBEIZR-ofnode_disapped_node_name_'

C. FIfE EFMEAEHIRETE WREWEBRT -
key manager is BZENMEBINEE i IEREEIESS o

configured.

@ MRAFEZNATREESRE > AIFETHESRANE » TIRTEHIRSELETREE
BURECEEE (IREEINE) o ARIBRRUEE -

4. FRBESTHEENEFERESHREERER :



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R PR &R A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE

11



R R RS R E PR afl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



T ERERERNESASRES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. YNSRELFA AutoSupport ~ FEER BENEILZEM :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

&S B BB Y A& 1E[CINetApp - FAS8300F1FAS8700

QD%L‘}E’JFAS8300_EFAS8700§JE':F'E’J%ﬂﬁlﬂ:ﬁ:?’\*iﬂﬁi » A PR TT AR [El4ENetApp ©
Aok "THEEEER EERMENESEH -
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ENENIERS - FEIRE
EYE N EFFERT(ERIZ - FAS8300 #1 FAS8700

FREBERER - MEMEGARS - BERERES - BREENRE - BENMERIRE « &R
B B8 R ARTNAE » FIYATEHAFAS8300fF R AP HIRIENRAS ©

MRECHIEFRAEFRRBONTAP 9.17.1 RESIRAE > FEA"ESRSNERER" - MREHNRAETHZER
HARRASBIONTAP » I EERFHRBNERIER -

n "R B R

TRB EAFIRIRAS IR o

e "SRR
HE R RETRAEE SR ERER MBS -

"BRAEEHlES"
BICREE RIS AR -

" RS
RAREIRR AR IR EFIIRRS « AR LIRS IARNIERS « AR ER USB IREIMEERIEEEH ONTAP BRER o

"FAR IRIERR R
€ USB HARRIE R ONTAP B ~ IBRIERERA « WERRIRIREH -

BRI
HONATPEBNE B INEIRB S M EIRR R TR P SIS -

o "R ERIE G NetApp”
MEHFEMHIRMALS R « iR FEZ R [EINetApp ©

FEIREI T EIRIERVEK - FAS8300 1 FAS8700

TEEHAFAS8300ELFAS8700 & A RRIRIEI T E 2 Al > sHFE (R B I BRI EEK © 5
BiERATCHEEEAEEREREN USB EEH - IR EHES ERNEREPEE -

MREHEFRFEEBZONTAP 9.17.1 HESIRE > FEA"EHFREMEERF" - MREHNRFETHZR

14


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

HARRASBIONTAP » Rl EERFERBNERIER -

USB FEE %
s FBRRIEE—ERI1EA FAT32 B9 USB FESHE o

* USB % HAR EAMIIHFAEREM ‘image_xxx.tgz X fF °

S EE
BH "image_xxx.tgz iFHERERE| USB BESTE © £/ USB FEEIRBHONTAPMGRHG(ERLEFESE o

RSk
fEFANetAppiR (AR AR M SR B AR R4 -

gl
FIMZHROENINER > R <A ERIIEHISREREE

© _RIBEHEE_RICIEERITHERIERES
© _RERERIE_ERIRIERIZRA HABH -

ETRIR 2
R T BB BEM TR > B S BRI RE NS S IEAREE"  EEEWT o
BEMZEIEZEMAREE - FAS8300F1FAS8700

ATHRFRH#ERFELNEN T2 » CEERIHRER FHNEESEIEMREE o HEK
B ONTAP FRZAE2E X #5 NetApp Volume Encryption (NVE) > WURIERARFEERIZS 2 Al
B EREIEEAERSAERP -

NREHIEEFRGEIEBRONTAP 9.17 1 KESRZ > FER"EHRIINERERF" - MRENRRETHER
HARRZASHIONTAP » RIARfERFEREERRER

HER 1 18 E NVE B T IERAONTAPM&
HBEEAONTAPHR A2 E L 1ENetApp i@ N2 (NVE) » MEE B L T EREAIONTAPRME SREVC EREN R RS o

1. IEEERNONTAPRRASEEZEME !

version -v
UNEREH E4E 10n0-DARE » BIEMIEERRATZIE NVE °

2. THIFTE NVE ZIERIONTAPEE -
° MNERZHE NVE | THEANetApplait & INZAIONTAP &
° MNERAZIE NVE | TEH TS NetAppiiiEEMNZHIONTAPIE G

@ T¥NetAppz IRAEIE T EHONTAPBRREITH) HTTP 3¢ FTP ARSI SN A E IR o 1T
RXENIRRSRVAIZT - CHFRE LR G -
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T 2 REEREESRELHENEKE
TERARAMRIERIR 2 Al > B TR E RN BN ROV EEN

1. HEEHN RS ERVAN SR EERN

hRZ<ONTAP MITLE SRS
ONTAP 9.14.1 S E Rk security key-manager keystore show

* YN EKM BEUA ~ EKM BIEFER<SEHEE o
* YNR OKM BEUE ~ "'OKM BIZFEam<imtd o

* MRKREARIEEIEEL « "No key manager keystores
configured BRI E 3| TEdr S E#IL A ©

ONTAP 9 © 13.1 ZxEEHrZs security key-manager show-key-store

* MR EKM B ~ “external B &5 <L+ o
* N OKM BB  “onboard B &%7Een <8+ o
* MNRKEALHEEIEIER « "No key managers configured Bl &7l

ERLHEA o
2. RBAFTRDEE T BB YITIIHREZ—
MRKEESREIES !
RN R 2 #BARAKPEIEH128 > WARERITRIIZR -
MRRET HREES (EKM I OKM)
a. BATHEMES » BErtiREEEPRIESRAVRE
security key-manager key query

b. ZEEHBPLERTIREHPHE o "Restored IHF o ILTIETEREIES (EKM ¢ OKM) MIBHERES
BRGENINER -

3. BRI RIREIE SR T MABREAYRIESER
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
ii. E B SN ERNERERHFERT o
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

RAPA1ERISS AT FENRIEN T E IR 1E - FAS8300 F1 FAS8700

SEANVEEINSETEZ 18 ~ AT RIBIERIZRAIRAR - ERESKERNEERRFK
RAFAEIZ E R IBRVIEERIES

MREHIEFRFEERZONTAP 9.17.1 HESIRA > FEA" B MEERF" - MREHNRFETHZER
HARRASBIONTAP » Rl AERFERENERIER -

FEIE1 . KSHAR
FERNVESNSE L2 & ~ G0 ATe R 1RIEHI 2SRRI o
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1. BRAEREFIBBEHASIRET

SNRZARAVIERI SR

AR BE BRERISERGE) -
(FHEm.....0

Ctrl-C ~ AR HIRZREFOE Ty) o
AMIRTEHEERT ARRR
)

REEEREHSRIZENFILRIBRIERIS | Norage BB EIRE-H
RO IRENRERTE

EERNESISEREESEIVE.. 5 « HECH-C « ABEE §
yl °
2. EMASIBTFITER WA © Tprontenv) LUBERFAARISIBEIEY - W8T TEE -
() wRmEEESARELEE - Lth

SRIREEAELE o
EETHD | P23 MetroCluster —{A R 252

SERNVESINSETEZ % ~ (SNBSS RITHI 2SRRI
@ MRS ARG AL EEMetroCluster B9

ok 2=

MERILEER o
EERAPARIERIERES « R EFIENERIR RS « MENBERHZEESIZE « UERZIVIEH SSEETZIRE

RE ™ BB

Bl TR ERHEN -

=}
R EE AL EROEES « BB EN AR PR - MBREREIETAY « RERMEHIRET
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

INRAEWE R ~ 8B LUEEMetroCluster £ T-overre-etoes) R2EEHFEL NER) 5 - MREFEH
IEBZE - RAK S ERTAHET IR - LUHLILEEEE -

4. {FMetroCluster flexoperationshowdp & HERIEE B 5T ©

20



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| #<HRIGEESREAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {FH MetroCluster fiii18 PEERIRESRE) HLREERESHE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. #EMetroCluster BRYtEEEE FfEFA TELE(EEshow) @< ~ BEHMEEIFEESTM !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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ONTAP 9 ° 16.0 S{E R4
HZEEH AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:
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" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. KHEHISRMNREERERE > FEMEBIESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

1ENNZE - FAS8300F1FAS8700
RIS ERE FERMNE o

INREHIEFRGEIEBRZONTAP 9.17 1 HESRE > FER"EHRIINERERF" - MRENRFETHZER

HARRZASHIONTAP » RIARERFEREERRER

RBCHEREIRSHRE > STRBERNTSBURERFNE - MREFRELCHARERETHEIESE > HE
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NEZREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE h > BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EIEIHIE 11 EONTAPE ENEE

RET G TNRER LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery
process.

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b i g

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

1o B B BN Y BE1E[CINetApp - FAS8300F1FAS8700

WEHFEMIBIRMAISRFRR ~ HPEZT 4R [EINetApp © W1 "SRG AT "FFHFMAE
B2EER °

FHRENiE4E - FAS8300F1FAS8700

ERGEERE AutoSupport —HHPEEN (ASUP) FE ~ 15HRAH B REARE « G4 AEH#
PEHISSEA RV REVEAE ~ BRI EEBEEFE o

@ Ver2 EHI23E4HTE FAS8000 R A —{EREVELREE < FAS8700 ;8 F Ver2 $ZEHI231E4H o 1REX
IEZAINRE R T HRETS PRI EE o
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* B AERREREE RN ERFRUTTH R E RS ETTH -

FTER1 | BIPAR IBRVEER]2S
RIBFFRMERERNAR - eI UERARIIVIZF R SHEE RIBRVIES S o

40



B RS HAERS

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

) S e
MRE=EAMEL_ERVERS « AIRESBRIR PSR - MREERZIAEAR - HEZHIEHRET
A MR~ KA EERERENN « MG ASEERE - BRABRIERERES
"R AR R

TCRIBERBITBMRREUZENAR « ARBETER -

1. SELAREVEAE LB EMNE « BERIEEEBRZRRIEETHEMER « THREZREEELEE
7SI

a. BERRIREUEMAE EER - system controller flash-cache secure-erase run -node

node name localhost -device-id device number

@ 1T “system controller flash-cache show ¥ R{&EAR%03E Flash Cache #£& ID ° 55

A
I ©

b. HERER BIREUREAAR B ¢ system controller flash-cache secure-erase show

2. UNRERA T LETHEE ~ AR AR E RIS BENRIIZERF) - System NodeIR KU FEIEE*-type all
-Message MAn=_number_of hs_dable h] AutoSupport AutoSupport AutoSupport

T%AutoSupport Bl A R8T BENEILZFIM/NEFEIE ¢ Tcluster! | >R #ERAutoSupport ~ 1l
FREEL-# AALL -Message MAN=2h |

3. ZRREEHIRTIEANBBIMIRINGE | Ttorage BB EMEN— BRI - BB INIEFER )
4. BRIBVIEFIBBEHASFRT

MRZIHERBRERERT... AR

AR AIET—%
EEERMIE. .. Ctrl-C ~ 2AR[EIE Ty) o

AMRTHEBET (MARS RENFILRIBRESS | DEREZEIZE-R_SEER_&
2=h%) R EREIVERISSERIEESERE. . B 551ZCtrl-C
FARMEIME Ty) o

A2 | TN E B EMetroCluster FYARZ

TR « CARHE RIS « L ERYHRIERISE « (ER2MEHSMMLTE
RIS TR RIR A o

RIRERI
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* B AR REFERFRTERMESRME - 1 ERBEIERRRHEES -

1. #&&EMetroCluster RIEE | #REE « FIETZIEMIZHIS ST EEIRE NEE) #HI28MetroCluster
TRIEE ]

2. RRDELBPTIAME  FRE TREEET !

WMREHIZIZIE... ZE-

EEEtiR BET—

BEN=EEA REERIERIZIRITHEMNYIREEMetroCluster & T T3]
]

ERBEEIR « LEHE AT RANE ~ B AHE  ARRIERRE ~ REBA—X - R

FAMetroCluster TR 67 CEIEMORRERE « BRI RSP -
RETUNR ~ IHREEISR

3. #MetroCluster FFAERFENIT MfIR1E PEFkAggregate) &< ~ UEMRF ERESHE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WNREEWE R ~ B0 LLEEEMetroCluster £/ -overre-etoes] LEEHBE NER) % o IRE
ERIEAZHY ~ RABTEREAEETR - UBHLEBEEE o

4. {EAMetroCluster flexoperationshowdp & HE/EZ£ B 5T

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

5. f£A Tshorage Aggregate show] < HRIGEESEEAIARAE o



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

T2 | BIRETISRE
EEFIUEH S BRI « CABRBREFEIREIREE o

1R

ANy

RIUERTEE - BIfFEEP R  /RHEHSIRAREHRAEPREEE -

BE-BIRERSSRE
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pg
1. IR RIEH ~ FHIEREE o
2. BIERREES « ABNEBRMESRKTER -

3. RRREBEHE SBREERENHAITEET - ARERI(EEN T RAREBEMSFP WMAERR) I
BHHERAVERE -

IR BT EREERET « WEEENZREREERER « BIRFER -

4. feERISRAPIRHBREIRRE  ABRERE—S -
o. [ MEMEHER « AR B A FEEMEHEF o

PERIZR IR A E TS AR o
6. HEEHISEAE I IS

i BARARR AR AR (SRR SR AERVIEEE ©
7. SRS EERERENTE L -

TER3 | EIRREVELR

AEFIRMRIEE (FEEERISSRE LA MBIREYD)  ~ BRI AREE - ARKBREENT RIBFETT -
A2 RIERISRAE LRFRUIFEE « LA A#Flash CacheRIIE ©

() 1M 6 @EMI FASB000 Ver2 #5158 -

THREERROBATERERS « RENBERME :
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* EXREBERARICRRREZ REEERNTEERR o
* EXARERNAE -

* HEARERENABENE « ERIFABFEENABTHETER - MBFMEEN  F2R "KEEEH" B
FRRISHNARM « SEENetApp L,

() CWEBANetApp BIBLS A BB A MR BN o

* RERKTHFAEEMTHEOAEREF ; TR » EO A& M SRR o
TRILUER TY8E ~ EfINEE D SRR REUEA o
Bh=-EAUIREUER

B
1 INRIEEARIEH ~ FHIERERM o
2. {IBAE :
a. A EREAVHEES R SR SEEPRET -
b. RBREREHIBEETEBA « ABRRHER LIREETE2RMIE -
3. fEFREHIZ R4 EAIFRUBFEE « SR IREVE 4B I8 HASF%

MRICHUMERSTIRE ~ HZERISHEEP AR T « —(EMERIELR o EAEH SBEHANRIFRUSER BB H
TREVEAE ©

a. HTEERRFRE -
IREVRARImRE G e ThRAS) REIIREPIEM -
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b. [ EHEERIREVELE « I EAEIEERIB
4. REBIIREVEE
a. FERREVEAARVEGEURIER T ARG HEEBAGE
b. R REVIEARRA T AR TS 1) T e o
C. EFIEMTEREUEAERRS « ARG HEIRBIRAER « ARIZEHRTERE « RIRBREHEER

i ©
°. FAREAE :
a. REEEm T e EiEhl2s R o
b. RiEEERERA « REMERI o
TER4 | REIEHARAE
FHERISSRAETRITH 2 ~ G AERER SR BN LRI -
TRILUERTYEE « EfSNEmD 5 « ERATREEG8EE -

BhE- R EERISSREAE

TR
1. MREH RIS ~ ERAAERE o
2. BIEGISR AN —IREEENF O « AT REREERRN—F o

() Eismzs AR RIS RER 2B AR -
3. EEREREHS TR AEEE « LUBHERAGLIT IS HRHIE -

ORI =
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4. SRS :
a. fEFISHTEI I EEBISEARTEE R A M - ETEI MR RERALA L -
() wsIsmaBAMEE « SDBRIE « UGRBEEES o

b. & #HTE R _EEE) « A BIRRIMIA « EEARBEHE Y « RHERISSHAZIE « AR HE #HI%D
THAREME « LIRHERSRETEEAKA -

C. RERGIAABRERES - ENRETRGHEIR - ARBERUBB[EZEER -
EHSSREEEERINER IR - ZEFHERERER -
d. MREHAREMZREGEIRRE  FEWRE -
e. EfEEFRMER « AR TCtrl-C) FItKEHALS -
@ WNRAGIEREINGERISLE « FEDFIREH AR -
f ZHARRETT ~ @A Tbyel BHAIAEPCleRFAEMITH ©

TS | REEGIRSIEAER BB
S BEMREAM  BRIEHIAEE AR EWAUR B BIIIETAE o

1. BREENRERS -

MNRICFEPRIEREERINES (QSFPISFP) - ACSEFRANMEBIRRT St o
2. BIEHISSIIEEEENE - HiERFEHERME | Torage R MIE-ofnode_disapped_node_name_ |
3. MREAEETER « FEWNAE | [EEAEREBEAEAE- B8 REtruel
S ERT . (TEHIEMetroCluster IR 4RSI E EE SRS
It TEEE AN EEi2MetroCluster FIRSEEEARRE o

1. BRsE PR A ENBE R D AR TR, ARAE : MetroCluster TRETREREL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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TER8 | ST EIRIEF
IEABEMIBIRMAISTFR « 1S EES#HREINetApp © I "SFHE S I T iR FHEEN « HSHEME -

g
M FE AR - FAS8300F1FAS8700

RAEPBIFRE BT ER AIE R EF ; TR « G RIS M2 IR ERPT o

* TR LR IR RS ONTAP RS2 1R AIFR A RRASAITNAE o
* WCREFEERTET - BNBIEHRESE « MR SESHAEEP R ETRBIVARTS FEFI D P o

REEA 1% 4125 - FAS8300F1FAS8700

IR D KSEER

tiEFERR AEMERREENRR - AEERSEERERERENFASEN > 552/ "ERRR I FHEEGES

RIRHRTIZE45 - NetApp FNGE"
ez Al
* SAMEE SR W EZRVERMZNE
° ONTAP R AR EIESTEE ©
° FEEHIZZH BMC FEXHEES] ©
* ARECEAVENTAMREUETER
* BRI REMER :
° PUTHM "RAERAEE"
° % ONTAP FHRERZRRMFIRE o
° BEREIRIRE "Active 1Q BEETRERER" - 58 NRA L BREFENERSE « AIIRLT ERY LED

[e]

1. 3518 SSH BARE « UEAAKTITSBERNELCRER / TES ~ REETPNTAEBREA -
FILFrER PR | EHFE NetApp Rt LBIER}
iS5 aktEin TIE
YNSREXA AutoSupport > SEINEIMEZREIL - WisHETREA R RRRARAVER

> w D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BT R EEHIEH SP / BMC fiLil :

system service-processor show -node * -fields address
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6. #5REEE Shell :
exit

7. R E—S 8t E R EREIEERY IP (it > 3538 SSH A SP/BMC » MUBEIEERE ©
MREERNREES | BB  FEAERNEEEIRETRE LGS o

8. (SR B PR RE ER

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync #2 N EH SnapMirror B 1R{EREEE | system node halt -node

(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

©
Bk

TERIITIIERE » seasETNESEERSEA *y* !
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. ERFSEZEH SR TETRHRASRET

$BRIE2 | ZHI2S IR #EiZMetroCluster BYAR —4HAE

A ERFRIERIERIES « CRFEERIZZAUARES « WAL ERFIBUERIES « EERZAVIEH SEBNZEES

ffEFR iR AR -

RN EIEIIE
s RN BEREFERFRITERMERFE - AR IESISHRME S -
1. #EMetroCluster TRIEE | AREE « FIEFZIBRITHISSRE CBIYIRE MNEEFE ) #HI285MetroCluster @ T
RIEE ]
2. FRBHLEEEBYBLAME « BRBE TREELET
UNRITHI2S A, .. RE...
BB Ei% BET— o
BEN=EpEA R 2R 2SI TET 2R EEMetroCluster © [ T3t
']
R BEIE ~ TERE ABETRNE ~ NATIAE  ARILRE « ARBE—X - MREE

FBMetroCluster HZERUIR < ERARE - BRI B EBPT o
EITUA ~ THAERITRR

3. #MetroCluster FFAERFEMIT MfIR1E PEFkAggregate) @< ~ UEMRF ERESHE o
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

=)
A

WMREEWE R ~ Ea] LB EMetroCluster £/ M-overre-etoes] 2EEFHEL NER]
IERZ2H - RARK S ERTANET IR  UHLILEEEE -

< ° MREER

4. {EAMetroCluster flexoperationshowdp & HE/EX£ B 5T, ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

mm

5. {8 Tshorage Aggregate show, < HRIGEESEERVAREE o

controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

aggr b2 2277.1GB 2277.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. £A MetroCluster fifiiE PEERIREE SRS AL RIEERESE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREEWT R « Ba] LUEIB S BMetroCluster -overrover-etoes2E B L NEE) % o NREERALLE
EAZHY A ERTAESES R « UBFILEEIEE o

7. #EMetroCluster BRJItEEEE EfEF TE1EfEshow) @< ~ HEHMEEIFEETH !
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. FERBRVIEHISREME L T ERMAAESS -

EHMRIZHERS - FAS8300F1FAS8700

R © BRI RIS RE SR B B E/IEAE « AR BN ERE
IR R RHARIR R R IR A AE R B BOREAS -

TE | BERIERIZRAE

EETMEA - TR ACERAPBIRERIZEAE o

1. INRITEARIEH ~ FFIEREZM o
2. BREIRREER « ARNBRMEEBNTES -

3. MERRERHEEEREERENHANEET - ARWEHSEER T REEERMSFP WAEE) X
EHHERAVERIE -

AR BEEEREERET WEEEMRKEREERER « BIRFER

4. RIS RENEAMARRIMEREEREE  TiRERE—2 -
o. [ MEMIEHER « AR E R A FESREHF o

PR EEAE SRS HTEAS o
6. HHEHI R EAE B TS o
R BHRAR B AR SRR (ISR SR AARV/EEE ©
7. BEHSREARER 2T AR PR E MG SRR A ERE LD o
T2 BBRARB
AEEERHAERR ERREBET RS « TR TRENIFIER

1. MMREE RIEH ~ SFIERERM o

2. AMEFMEERMABREIL « ARFE A RIBER - BEHERIEEFEER EIKAIRGE RS
Ik~ EITER (MBARE) -

3. A TREREECAMIERE ERREIRE « A% M THEECAMEEIE -
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R RIS E TS R AS o

4. RERBRAMERPERIN - YREREIUAFXE - URHEEHETRL

G N o O

C) RRRAARE - FHUAFIERAFBEMERES « URRANEFEPIEMERES

i EFEERTE—E -
HHEHERNEARBEESEE LMD o

i EFEARRALEE « ARBAKE  REBAEBRERE -
i EFEACAMEIEIREEA ~ EHTEHmAMKE o

EEBEATEMAR - CAMIEIBETHMIRES °

9. BCAMIEIEH EHEEERAEME  RCAMEIEERIZHE R ABEME °
10. HEFHNAREESEESLES R

T3 | (R BHRARNRMIRBERNE IR
TR R BN RFREPRIFIR AN - 1 RER RSB IRHAE

TR

1. et TaR BRI T84 o

N o o M w0 D

a

A —EER BRI R ES R AR EBY - ARBE—F °

NIRRT ARIEM « FHIEREIZM o

55 AW E A E AR S AR BN S R IR « 7R BRAE S | EE R MBS R A IRBIIRENE -
R TT R B AR BRI R AR o
ERCHREHAPEL AR R EEREE AR BRI RAHEL

INRE AR ZESEMNR ~ AR EER

R4 | RRIERIZRAE
RHERIZRRAE R R EIFHAER - CRERERK

HItRE— AP A MEIER SR ERNHAR Y « EZFIZEENIEFRHEE - BAEERIERISEETEE
AFER « e ESAEWRMK

TR

1. R SRR — IR BRI 7S « ARRIEHSRAEEERRN—F -

() feEmzel - SIS AR R B A -

2. RELSENERETFB[EM  AREMBREITERR -
3. SERIERIS R RE

a. ERSHE SR « RHEHIIMRAREME A - ERISHESIRRB LA -
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() wsIsmaBAMES « SRR « UGRBEES o

b. & #HTE R _EEE) - IHEBIRRANIA « EERBEHE Y « RHEFISSHAZIR « ARASHE #HIfD
THAREME « LIRHERSRETEEARAE -

C. RERGIBABRMRES - ENRETRGHEIR - ARBERUBREZEER -
EHSREEEERNER IR - ZEFHERERER -

d MREHAEMLZEBEEREE - FENRE -

e. EfEEFRMER « AR TCtrl-C) FItKEHALS -

@ WRAREREINERIFLE ~ FIEDNFIREH AR ©

f ZEHRARRETT ~ @A Tbyel BHAIAEPCleRFAEMITH ©

0. HERRIETZRE ~ SA%%3Z TCtrl-Cl BIESAZERF T o
MRAFEREINERFLL « FFEDNFRERALREE -

4. BRI « B ARG T AT o

=REEEEIRIZR | FAS8300£2FAS8700
A EEREEIEFARY HA AREE ~ WS HPEZ 4R NetApp ~ INEHFEMIEY RMA sREBFRt o

SER | BREE N R E R FARIHARRRS
R ZEBREE I FERIHARRRS ~ TR B E SR UR S BN RAAERE
HER
1. RIS  E— b SR AR RE R AN B 2R AR AN AT RIHARRES ¢ Tha-config show.
FRA T BIHAK REEBFERZAE R ©
2. WNRFEERBIEFE R AR A B RARAB RS RAT -
a. FREMFEAIHAIKEE © Tha-config modify chassis ha-stu_J
HAMRRERI (BRI AR THIEAP—IF !
- (fad
= "MaIC“
MbiX TR
= {MCCIP)
=y
b. FENERECEE : ha-config show]
3. MR AREMBRTE ~ FAEMRTERFNEMES o
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HER 2 . t]HA[C|4£E5EL MetroCluster AHREPHYESRE

)

It TR (EE AR EEZEMetroCluster BYRTZER4RAE o

1. BRSSP A ENRE R B ERER S TRUAE. ARAE : MetroCluster TRERERRL

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

A SVM_EMEHFEX B5EM © MetroCluster 'Svserver show
R EEFEMPITHNEEHLIFBEE S EMINTTRK . [MetroCluster B RIEELIF show,
WEFEEETIMTMAEZAMER TMetroCluster BR | SLHITHIA o

RUBAEZEBSER - MetroCluster TREEMR

o &~ W DN

ERERN [FEUHR KRR « HREEFERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EFEEN [IEE) AARRE « BRI STRHR/ESE ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBYHLEEREREABETR « R LUER MetroCluster show config-repl#E Bres[@EF AkfEshow] &
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RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB 0% online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MBEEHT R ~ eI LUEIZEAMetroCluster -overrover-etoes2HEIHEH TER) H< © NRE
ERLIBERZH « RAREEREARESR ~ UMLLEEEE -
7. #EMetroCluster BRIMtEEE FIEA [ELEEEshow) &< ~ BRVEEEEZDTM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42

Errors: -
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1. AR replacem_ EIERHBIREHARRIRTET « AFELERATERHARRIERETT ©
2. 7T health Bi2E L ~ B RARERI | cluster date show

HEAAR R R IRIBERENREME °
3. EHARERIRTT » E_replacement&iZy EAYHEAFIRER] © How date (BEREEHR) 1
B HAEARE R IUAGMT. A% o

4. %ll]ﬁaZ\E AT BMER EREUGMTOREMMNEE] ¢ Tet date mm/ddymm' (5REBHEA_A/B/FETE_
J

S. MEXE « SAESHENR EREUGMTOR BRI © Tettime hh - mm:ss)  (BREFRRE_hh i mm :ss_
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6. AR ~ W50 _ B SR ERBHEAFIRR] ¢ show date

BHERERF I LAGMT. 2B %E ©

FER2 © Bpagll 5o E I SR AHRYHARR RS
T ARG SR AER) THAL KRR ~ MRBEFMAREUR ST RMAERE
1. TERTE SRR AR R R P ~ EETPRA TR MEERY THAJ #R%& @ Tha-config show )
FRA ToH BRI HARRRE AR FE 2 AR o

2. INRFETHIETISREARFARB AT RFABAR « BREZEHBRRAERN THAL AKAR& © Tha-config
modify controller ha-state |
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E S oEz sl
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3. MMRBETAVIEFIBRRAARRARBECHNARRABITT « SARTIEHEEMER THAL K& ¢ Tha-config
modify controller ha-state |

4. PR EEEE ¢ Mha-config show]
BT RGN BN ECHiE- FAS8300F1FAS8700
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)
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"SHLONTAP BERARERINRAR (SrIAEAARIER)  (High Availability Configuration Guide)
a. SERkiE®  SERETHARHIER  MERTLURE | TRnAERE)
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

HIA2 | FENEHIEREEMetroCluster AR 4RID

TEHITZIETHAERVE BB MetroCluster hRBISZIETNAEAEREONTAP B ~ A AF BRI R E T HEIRARRTAYIEHI25
RMRID ~ ARER ARG EREE

RIRERI(E
IEF2 (2@ A MetroCluster HIITONTAP T5IHE B EIRE R

TRt EEIEBVERRE E 3 HILE PR < ¢

© _RIE_ BB RICESITHEERIENRS o
* _replaced_ENRLZHAVENRS « EARFREMARIRENE o
* THealthy) EiREEZIEEREIDREIEBIE o

1. INRE KR EMERED_replaced_EiZ: ~ FHWA Ctrl-C) RADERRAKZR « RBIRERAIINAER P EEERIH
EMEEEIIRYETE o

R RFIDAET - ERFIRTEERARKIDE « KAABA Yy o

2. RIEFEEZE FSIREMNRLID ¢ TMetroCluster TEiZishow -Fields node-SystemID - dr-Partner
SystemlID |

TEUCEERIH ~ Node B 1 2EEHIEL - ER4IDA118673209 :
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dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 7 TR EIRS LRy Mg EURTRF e R®ID : TR,

TEUEEEHI ~ FIRRERIDA118065481 :

Local System ID: 118065481

4. {EFA1YE disk show SRS EVSHARAR ID Bl > EXIEMIRES# (GBI FAS %) ' disk reassign
-s old system ID

E LSRG « S5 ¢ THEERISK-s 118673209
RIFIRTICUEERS « e U[EfE TY) o
S R R IEOE T SR © MfEshow -AJ

HERER _replaced EEARIMEIREET replaced EIEARUFIRARID o 7E FHEERFIF - system-18EHR BIHERRIRTE
el

THBVZRAAID 118065481 -

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)

6. 1tREER - B ERF AR OMER ¢
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a. BEAEMERER . et -priviis HRE )
EARRIETTEEENEREXR « S LUCIE TY) o HIREMRIERIRT (>) °

b. ER:E 2B EEFIZOMEEN ¢ System Node run -node-node-name_&1EEEsavecore] (RATEIZLHIT
#72 local-node-name_&1{EESfFsavecore)

MRep S B RSavecore IEfEETH ~ B % FSavecoreTeik ~ BEEHIRIE o WRILUER TR4ETIEL
#1T7-node-local-node-name_S1EBHHEFEER-sm<) KETHIFERIERE o </info> o
C. ROIERERIRELR - et -priv. adminy

7. 1R replaced ENELERFAEEET (BBTR>1ETR) -~ Al RAEEET « ABAIEHARERETR ¢ Thalt (5
1) 1

8. B4 replace &% : Tboot ontap.
9. 7£_replacementEiZi5T 2 Z & ~ BIITLIR © MetroCluster &R
10. EfzBMetroCluster NERIAHAE : MetroCluster R EEELEET-H(IABREHKREE |

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. B#z8MetroCluster T5)IEE FBIINAE : Data ONTAP

. BEWEZEE LEEEEREREMTET ¢ System health alerts show) (R#AEREKTETRET)
b. F#2BMetroCluster B ELFLLINAE - MEEF EEER : MetroCluster 'show ]

. #{TMetroCluster IAER 2 MIMEZE : MetroCluster TEITIHEERZ

. BERMetroCluster RMetroCluster BiZE | FER | [FRERTER]

. #1717 Config AdvisorsERI{E NetApp ZiE4HuL LAY Config Advisor BIE :
"support.netapp.com/NOW/download/tools/config_advisor/" ¢

O]

o o

(0]

#1TConfig Advisor SETHAER ~ SRR TRMELAAR « WRkIRE G PRVEZRRRERBEMRERE o

12. {REAIEEE
a. L AERRIRTTFIT - BEREMERENR © Tet -privei3zadvanci [

ERMIRTCEEEAERERENAR « CFE2A Ty BE - TEIERERER () o
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b. EA-Simulate2&f MetroCluster ZBEIJIRIER | REITHIA(EE
C. ROIERERIRELR - et -priv. adminy

ERZMURE | FAS8300Ff1FAS8700

EERAMERATREF « MHRERNetAppEFMEZERE WERE) -~ MREME
HIZRAVIRIE « RBFBIESHEREENetApp ~ MEHFEMFIRMAIERFAR o

FER1 | TEONTAP BERfh A2 5 B R fl a3 IR i

MRZISEFEEAONTAP FUBEERIRE (FIRSHE) RIERIINEE « MAZR%_replace_ENEELRIHTAVIZIE - B0
BARERENIIEE - EETHSEMREEZES B CRITIERE

FAREIRT(E

TEELRIRESRZA - RESERENINEMNTI AR _replace_ifh - (B « MMIRZEHBEEETH—AF
THEEIRERVERRS ~ RIR A STH TN EITAHRREE -

i5h ~ 7ERRES HERREEIB NN TTAE B BRI AH) « FULTREBIAE_replace_Hi%h F 2441418
REBARE ©

FtaZ Al
REZMY AL 28(EF TR

TCHIORNT R UL KR ERR - BIRIIGR  FFEERENTRY - KEANNRESRZRE « £H24
N AT AR R FREFAE R 2 R R RFTA £18 o

MRAMRAEITHIZ ONTAP O - 10.1 BHhRA > sAERTMAARIBIE "TEAFF/FASRHE L
() EmERnTHiERER - RETRERAIONE ONTAP R « #5283 NetApp Hardware
Universe" ABISEZEH ©
. MROEEHRESE « HE LIUSBIISRA NetApp TIEEIL 7RSSR TH TRASIE)
@ER -

@ AN BPELECFIRAOMIRESE - U HEXERERE LRBFEFMIL - MREFE30X
WK EIM B RES IRV EF IR « SRS RMISIRERFT -

2. ZESERESE | TREREME-RENREDSR  RESR..
3. HREBIRERE

a. WERERANKRE | [REBE-RERAY-Simulate

b. yNREBEERERIER « HBIRRERRRE | [RIEBE-REM
FER2 : BB LIFN B8RS

£#& _replacementBIZHXEIARTE Z Al ~ EREZ SR ZE MR T UM H T EIFIE L « YR AutoSupport BXF
T TBIOS) -~ :5&#% replacementBiZEIFSE « AR ERBEENINIE
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. BB AT mE T ERESFIEFIEEER ¢ Mnetwork interface show -is home-false]

MEEERMEGHIAR -  BREHEREHFERIE | network interface revert -vserver *
-1if *
FINetAppZ & ERFIEM R AR5 ©
c MREMAT 2381 IHEE ~ BEE TR SEREERFSR © AutoSupport AutoSupport
° YN AutoSupport RESFLEINAE ~ FEEE "NetAppszik" UBERFFIR
BERENRENON - MFHAEN 5528 "WA{ER ONTAP FREVIESIEH TR ER 2R E" MH#E

XE o

NRAEEE AutoSupport 4EFERFEL ~ 55{EFI%A5R system node autosupport invoke -node * -type
all -message MAINT=END #3% ©

- WMREHAEFER  FENMA | [FEFEAHBEENESRAE- B IiEruel

HER3 | (T2 MetroCluster IR 4R A m| EE S B2

T E(2E AR a2 MetroCluster BY R TEEL4HAE o

1.

o &~ W Db
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BREEPTA R E S ERRENS TRUA. AARE | MetroCluster TEE/RENRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

LA SVM_EMEHFENP B5EM © MetroCluster 'Svserver show
RS EIEEFT TR ESLIFREESEMINTER - MetroCluster Z2RIEELIF show,
WEEEETRIMTMAEZAFER TMetroCluster 3BR ] SLHITIA o

RUBAEEBSER - MetroCluster TREEMR]

EREEN TFEUH ARREE « THREEEERNERITH !
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
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- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

T2 | BIRETISRE
EEFIUEH S BRI « CABRBREFEIREIREE o
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NVDIMM: Slot 11
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
impaired node name -halt true
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -
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2. BIEHISSIIEEEEIE - HiERFEBHFRME . Norage R MIE-ofnode_disapped_node_name_ |
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TER
1. BR:BFR BB R T &P TEXA) #REE | MetroCluster TEETRENIEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HRFRESVM_EMEHEP B5EM - MetroCluster 'Svserver show |

BB EEEEMPITHNEF ESLIFRERE S EMINTTR  'MetroCluster ZBRIEELIF show,
RIEFEEETHEAEEER TMetroCluster IBR) 2 HITHIH o

HERUBAEEBSEM - MetroCluster TREER]

a > W DN

EREEN TFEU AR « THREIEERDERITH
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o

TERT | BHPEZHERiE4aNetApp
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show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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3. BB ERIEEFMBITNERIBELIFBEESEMINTNK - MetroCluster 2 FIEZELIF show,
4. WIFEEETRIEAEHEEER TMetroCluster BR | f<LRITIIH o

5. FHERRUIRMEEBS5ER - MetroCluster TREER]

125



EREEN TFEUH ARRRE ~ THREIEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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