EXBNIRES - FENIRIE

Install and maintain

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/fas9500/bootmedia-replace-
workflow.html on February 13, 2026. Always check docs.netapp.com for the latest.



Sk

RAENIRAS - FEIRTE
RIENE IS FENE R TIERAR - FAS9500
FEIREINTEIRERER - FAS9500
BENMNESEZIREKEE - FAS9500
FER 1 | E NVE ZB T E1ERERIONTAPE &
T2 RS REEERENEHNEE
RA R 88 LU T F B RREN R BS 18 - FAS9500
FEHREN T E X E A F BN IRIE - FAS9500
TER1 . FBPRIESI2IEA
SER2 | EIARIMIEES
SER3 | BRI G EE S SRS
&t USB BB EFENRIERIENEAS - FAS9500
ZEEINZ - FAS9500
18 8% 4 MBS Y BREN T B [E1{5 45 NetApp - FAS9500

© 00 N O O W NN =~ a2

N =
N N O



EXEIRRS - FHINE

ENEE e FEER T {ERIE - FAS9500

FREBREMRER - MEMEGARS - RIRFEHIES - BHARREIRE « RENERMRE « WIEM
B K 58 R4 INAE » FIAEHAFAS95001#TF R AR RIRREN RS o

MREHREFRFEENRONTAP 9.17.1 HEEARE » :AER" EHENIMERER" - MRIEMNAFKEITHNER
HARRZABIONTAP » B4 BERFERENERER ©

i

o "R IRAE TR K"
R BRI EK

o "RE NN SRR
R R E R ERAB L2 SR EER SN EHIR

"BARAEE IS
ECREERAIMISAN AR -

"R IR
RAMEEEER RN ERMIRES « ARREZIRFRIGRS « AR A USB RPN E8 ONTAP B o

"FAtRIRIEBR R
¢ USB HABRI&RATE ONTAP Bk ~ IBRIER AN « WERRIRIZEE -

“ERE"
HONATPRENE BB IR B S A EIRR RTINS EIRS -

o "R R S ERIE MG NetApp”
INEABEMBIRMATE R « i FEZHR[EINetApp ©

FHEENNTEIMERNZEXK - FAS9500

TEEHRFASOS00 R MAARIEREN N E 2 Al - sEME(RimE I E RN EEK - 5 EREART
HEEEABEMEFAEM USB B » WA THER ERNEHRREES -


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-recovery-image.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

IR CHIEFRMZE(FBVEONTAP 9.17 1 EShRZ > s5ER"HHRENERRF" - MRENRFETHZ
FHIRRASHIONTAP » BIL AR FEIRENERER ©

USB FES
s BEREE—ER1E2A FAT32 B9 USB FEB R ©

* USB BEA BHNHEEREREMN image_xxx.tgz S o

X
B8 image_xxx.tgz iFIERENE] USB BEEE o £ USB ME B HEEFHIONTAPBMERG A LEFES -

MR B
fEFANetApp R (HEVE AR (2R BIAEEAR (F o

2R
EMZIENREIN ER - Fa AR ERNZEHSEEREE

© XA RICIEERITHERVIERES o
© _RERERIES_ERIBIERIZRA HABH -

T RIE ?
ISR T SRR R 2 R R E MG LB SR ENRE"  ERERT -

BENMBEIEZIEHENEE - FAS9500

ATHRFRHFERFELNENZ 2 » CEERIHERER FNEEBTIEMIREE o B
AY ONTAP FRZASEE 218 NetApp Volume Encryption (NVE ) » WA TERARAEESIZS Z Al
BB EEEIERENERAERP o

MREHIEFRAEERZONTAP 9.17.1 HESIRAE » FEA"EFRE;MEERF" - MREHNRFETHZER
HARRASBIONTAP » Rl AERFERENERIER -

FEE 1 18E NVE B T & IEERONTAPIR R
HEE SAONTAPHRZAS 2 L 1ENetAppiERE @ NNZR (NVE) » LB B] L T £ EREAIONTAPM K SREX L ERENIE RS o

1. BECHONTAPRR AR S B INE !

version -v
WMREHH EIE 10n0-DARE » BIEHIEERRAARZIE NVE o

2. FEFTE NVE ZIEHIONTAPER R -
° NERLHE NVE | THEANetApprait & INZAIONTAPE &
° MNRAZIE NVE | TEHASNetAppltiEEIMNZAIONTAPIR S


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

@ {ENetAppz AL T HONTAPBRGEIEE HTTP 5 FTP EARESSAMEEIZK - TEE R
RUENRISRNIBRET > SR B EULIRGAE -

TR 2 RS REESRELHNERE

TERAPARIERIB 2 Al > SRt R BB E N ROV EEN -

1. FERS RS LR A EREERER -

FRZSONTAP MiTIEAa <
ONTAP 9.14.1 S EEHThRZ security key-manager keystore show

* N EKM ERSA ~ EKM BIEFEdsr SR o
* Y1 OKM ERSFA ~ "OKM BIEFI e TRl o

s NRKREEEIEEERZ « No key manager keystores
configured B EF|EaSHILA ©

ONTAP 9 o 13.1 I EEHrZs security key-manager show-key-store

* MR EKM ERSA ~ “external QIZFESR<EE T ©
* MR OKM B  ‘onboard B &F{Eep <L+ o
s NRKREALIEEETR « No key managers configured B &7

EHTHLP o
2 REBEARPESERE T SMBER > PITTINRMEZ— !
MRKFEESHBEIES
eI AR 2 BRI PR IE RS - W ARAEHITRIMEIZF -
NMREE T REIES (EKM 5 OKM)
a. WA TINERES > BTREIEEPRETHAAEE :
security key-manager key query

b. EEHLAERIIEEHPRIE ° "Restored iEF o ILFHETEREES (EKM Bf OKM) KIS HERESE
WESEMINER -

3. FIRBEMZREIES R TTMBRIIREDER



SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
ii. E B SN ERNERERHFERT o
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

RARA G 28 LUETT FEIENENIERS W 1E - FAS9500
(6 T 5 B rh— (B E AR R E i SR I3 o
SEENVESINSETEZ % ~ REET S BN EEAIRARE o

IRCHIEFRME(FRREONTAP 9.17.1 NEShRA > s5ER"HHRENERRF" - MRENRFETHZ
HARRASBIONTAP » I EERFHRBNERIER -

AR ERERES MR EFIENERISIHUARES « MAELERHZEERIEE « UERZIIEH SEETRIBpE
wlSfEERERHEN -


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

RAREEIE

* YNRITE SAN R47 » BB EHREEESIZS SCSI JTI#ME SIS cluster kernel-service show ©
“cluster kernel-service show' @3 < (1 priv #E1ET) SEEREIREAME  (HEGRRS SENRARY ] FEAREE ~
AR sz BB EZEARRE ©
FESCSITI R RIEF A FEEEE PR EMENZA R IMPEAREE o (ERIFEENBIBER « T RelEEITEIR ©

* MNRBEEMEEREIR,  BIBENBRNHEAREE c MRBEREZIEEAE ~ RE2HVITHIZIEET
A MR ~ RNFEERNE2R « AIENBERRRZENEHIZ 2 IEIERRE ; AR Bz E
BZ" o

1. MREABT TZ481 08 ~ AMUATYH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport B\ A EER BB LM/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. (FRHBEHE !
a. ERERZERIZFIIZERI QWA TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. EA yELBIRT CRSEEHEHRE 71 &
3. BRIEMIEHIRBERARRET -

YIRZARAVEERI SR IETE . .. R

AR AIER—Z

EEERME. .. &Ctrl-C ~ AR EHIFRREKEIRE Ty, o
ARSI 2 RIEH 2R IZ E S F IR IRAVIERISS -

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2T A Loader IeMF T ©

BB B B FERENIRIE - FAS9500

AR R SSARAR ~ FERRIL B RRIZERIZS1RAE ~ $ B0 BB R 33 PRV RITRIRES ~ A%
iR F i E BRI R IRRS -

NREHIEFRGEIEBRONTAP 9.17 1 HESRE > FER"EHRIINERERF" - MRENRFETHZER
HARRZASHIONTAP » RIARfERFEREERRER -


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

TER . FBPRITH 23R4
EEGFEUEHISSAS M TH « MR BELARRFDBIRIZETSHER « RBBIRITHIZHELE A3
1. NRE RIS  SHIEREEMR o

2. ZIEREEHISSIRARIN T BT « WBHMBARAVEIZ(IE

3. BECAMIEF _FMTerra cottal@ifim T « ERIRHALE o

-
o

i
i

il

BE-BIRIERES

I
:
|
()
00 0_|

OO (O OOO
S
o203
Q5
IS tBOORtertetarts iel

RGOSR A6RS

|

(@

® (@

1!
oBol03030
QRORORO,
203020308080
020202086963
O30303030
ORORO =0,
R 0RC308030
I,

o0
O N Y Sy O e e O S e S e r S Syt eyt

|

Q7007070707070 0"0"0

@)

(RS rlertercde)
2020203020308030
(e rterterterterctetorsle tertureterstersts]
RGVGIGRFOGO0626060626 0620
0GRS

o
0!
&
O
25

O OO0 ~O0~0 O

QOOQOQOQOOOQOQOQOQOO QPZOZOZ0OZ0

o
Qo
232
QRORORORORORORORO!
O
O

\
= (@ (&

) (e ©
QO
o

0980
ooooo

=l (&

O0 00
RS
RO,

S d§§§§§gg% o
RO A0S

O
O

o,
o0
)
(o)

O

Q;

o
S
QO

0
025

o
OoS =~

E‘
N

o CAMIEIERER R

9 CAMIE#E

4. TEECAMIEIR « EH TR MBI FAERIIEGIZRE AR IRIERISEE R HI%AE o
i BRARE AR  SAREE (SRR SR A RV/EE -

o RERISEASEES EMEERENTE L « R THEE FHNEGIZE « RiEEATIE S RENEE
AR LR E R EIERIZEEPEL -


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa

o VeI 2R IR A S B B E R

TER2 | BIARKIRRE
WA BTEEERIZR P EIFIRRES « ARIKIRIEREITEH -

1. BRI SRR ENREBRE « RERER T EF SEH 2R R4 LAFRUR RE R ZIFHIRES

BhE- IR RS

0 MERRSIRR


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c5080658-765e-4d29-8456-adf2000e1495

e LR AS

2. I RAIRESINR ERVEE G RSN ~ ISR IRREIEINR IR ~ AR H IR RIS I -
@ A B RS AER RS « TR SESRIRIGIE SR IRAS -

3. B MRKIRIEAS S LRSS IR TS « ARBHEHAGE -
4. BEMKIRE « REHT2IERMBAEET o

MAYE  FEUHFRAMERE A HERTAAEE

. BT FIRIRRS « LB IRERSNR ERVSHERER -
6. WkrazE EROH S FHARFEIR RIS - ARRMERBAEN - UEMZRIEFISEENES

TER3 | ARG SR R FIRRS

S A fERE A EIIUSBIREIREIEM ~ & ARG ZEE T IARFIEIERE - 78 ~ B BEIREFEEE
[RvartgZZ 24t ©
FYAZ Al

s A EEERTVEAFAT32MUSBESE « BEREZE/DA4GB ©

* PEEZIBIEEIZRNITHIERRGRZ ONTAP BYHEZ o FERTANRE NetApp SEMuEERY TFE) BERTHE
EERBRE o MNRERY ONTAP hRZASSZE NVE ~ 35 “version -v' 88 9 2REEM  YIRER e < #t > BY
'<10no- DARE>'RTEH) ONTAP HRAFRZ1% NVE ©

° NRIEH ONTAP frZs523E NVE -~ 55 FE{E %A NetApp Volume Encryption BFIBR{& « 4N T EILERFAT o
° YRR’ NVE - 55 FEARS NetApp Volume Encryption BIBR{& ~ U1 R EIREBFAT ©
* MREHAKREIULRNRS « W AREHERELR « BEERvartERZAG5E « S BHITREINIEIBIE
TR
1. MR EREEM AR TEEZHRFEIRG « WAREHESR "NetApp SZHEAFLL"F) USB |REIJHAREE
a. RE@ELM MFE 24 -~ BIRBEEG THREIEC BN LT EZTR -
b. fRER4EARTSIRER o

@ WNREFEBWindowsHEEXA A ~ 55 7ERWinZiptoffiEnetbootf & o {#F B EMHEREN T
B ~ BIa07-Zipgt WinRAR o

USB fRESHAERIEIE R A ZRIEHBFTHITRVEE ONTAP BRfR o

2. BEEHEEAR M — IR EMEAE OB O EEE ~ RBIEIEHISHEASHE R AN —F o
3. IR EEE T HIRS A o
4. BUSBHEF BRiE A TSI 2SR AR AYUSBIERE ©

R IERE i USBIE B iR R ETE IR A USBRERHEIET « TNIFUSBEELERIBA o


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

O. RHEHISRE—RIEA RS « ECAMEIEEFFRUSBIRPIHLIRL « FREIHEACAMIBIE L STRES 251548
BYZREE ~ RBFICAMIEICHEERIRAME o

RS- B2 RRIIAET - iERGREK -
6. EEFIETTREN B ENRAET « #Ctrl-CTE R A SR RERRALTER « #Ctrl-CHLE. ..
NREEIBUILAR ~ FHCrl-C ~ EIFIHEHRZREE  AREEERISURKRESH AL
7. YNSRI 2R BRI IEFR SR YL M iIMetroCluster BIINAERZR ~ IEMBIBIRFCA T RARAS ©

a. FIEMEIRT ¢ Tboot ONTAP maint)

b. #MetroClusteriZEIZIR 2 E A RIENES | ucadmin modify -m fc -t initiator adapter name
C. (RFIELURMOMFERET ¢ Thalt (fFLE) |

AR ERITEE -
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a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?
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complete
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4. BEEESBRERESIERHIEHIEE -
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storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

I=IENNE - FAS9500
AR IEEE FIB RN o

MREHIEFRFEEBZONTAP 9.17.1 HESIRA > FEA" BRI MEERF" - MREHNRFETHZER
HARRASBIONTAP > BINAERFERENERIZER o
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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EIEIHIE 11 EONTAPE ENEE

RET G TR RS A

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

1o 2%t FE RV EREN T E [B[{F 45 NetApp - FAS9500

MEHFEMRIRMAIS TR ~ R FEZ R EINetApp © W1 "SRG HE SR FFEE -
R2RER °
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