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° MNERKELANVE ~ FF TFEH A= NetApp Volume EncryptionBJBR{R ~ #N F&EIRRFIT ©
* MREHRFBHAR L « BABEARRELR o
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MREHNRGRBEIUINARMR « AIFFERERER - EEERvariERA2ME  CUBRITERINIENER o

1.
2.

iR SRAN — IR AR ONE « ARGIERISRIREEHEE RN —F o
EMZRBREIRRE URFEEMEERR

BB « AT ENREBIRIRASEIAS (SFP) o
it USBRE S Bt AYERI2SRABRYUSBIATE o
R TERE i USBIE B iR R ETE IR A USBR ERVHEIETR « TNIFUSBEELEZIBA ©

IRHER SR —BRIEARME « FEECAMIBIBELUSBIRPIHAERE DB - FREIHEA CAMIBIEL ST aliEH 231540
HYZEE « IGCAMBIEHEERAR(IE « AR EHERISHERA o

IR — B2 ZREIRAETD - BB

EEDEERE B ERME « #Ctrl-CTER AR PERIEIZR « $ZCtrl-CHLE. .
NREEIBULAS ~ 5/ Crl-C ~ EDFIH =R NEIR  ARF HERISURRESH AL -
HIREPA—EERRNRR « FEMERERLFRERES

RIS RN - LEHFARIUERFTFLE

FERARIURT TREERERER

° WNRITIEFEREDHCP : TifconfigeOa -autol

@ R ERN B R ERRR EE ERMRERETVariERRAMERAR « AREE2IES
VR IRIEHIZR B B IREIRIE o (SR LTI ar < P EAeOMEZIR -

° MNRIECEXTFENEL © TifconfigeOa -addr=filer_addr -mask=netmask=-gateway-dns = dns _addr-
domain=dns4d13; |
* filer_addr2EFERABIIPALL
T ERESEEREHASER AN EIRMARMAKES -
* B HERNRFEE -
* DNs_addr24ds _t 2 iEEAR S AYIPALL
* DNSHEEZ R iER M (DNS) #BiaiE -

NRERLIEERZSH ~ B RFEEEnetbootf@dARZIFURLPERTEMI R - KREBEEMRBAIERH
$iE o

@ ﬁﬂ’ﬂﬁﬁﬂﬁ%%%ﬁ@%%& o WA UTERIBRIR RF THEA MHelp ifconfigl ~ UEISEFAEE
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Rt 1S BRI AFF - ImageA150

TR
1. EHARRIRRFITH  RUSBIRPIEIEIEFAMEIRIEIR® . Tboot_recovery

MR ECUSBRES BE T & ©

2. HIREERES A AR RTE - T ERE F AN ERRTERE ©
3. BEREvarlEZE R4 :

MREHNRMRE... RE...
HERR AR a. RRETNICERBHHEREE ~ F1% Ty o
b. iR RVEHIBRRERERERER © Tet-privy (RE-HRE
BE)

C MITIREEMN ST | [RAMEER-BD-ERLA-EEAHE IR
18802 ip_address_|

d. BiZEFISIMEEEEREMR - et -priv. adminy
e. R NEERZERIARE ~F% Tyl o
. R NCEMREIEHIZSE 551 Tyl o

AR AR a. RHIRTCEREDMERER 5% Tny o
b. R#FBIRIRTET « FEHEEIRL ©
C. EERAIINRERPIEREFH (D 4EREEFFlash * (B Flash) &
I8 o

MRRAFRTECHEESR 551 Tys o

4. BARREEHRTENSTER !
a. BIEHIRBEHARIERFIT
b. £ Tprontenv) FFLHEIRIBEHRTE o
C. MRINFEHCRUTAIARTE « FAEAR £ IRIFEHLE  EHE aImMUENR -
d. £/ Tshavenv) S<RHEEE o
5. FT—EBUAR G RAARRES -
° MR AAK B RTE N EKeymanager ~ NSEFENVE ~ BRI 1RFEZEFEOKM ~ NSEFINVE
° MRENAMAARENESIREIEEIE - NSEHNVE * B AET PRI R o
6. THARKIERFTH  #A boot_ontapy &< °

24



MRIEEE... RE...

BAET BiETR—% o
EFEHE. . a. A BB LRSS o
E A TREEAESishow) o BB R DB TETE

1. BEESEBRERECERB TSI -
8. {# M "shorage A A INIE-fromnode"ds < REFIZITHIZS o

9. EEERTFITH ~ FA Mnetint-isEBRMR pLTHEETESENE o

MRBERNEHRSNA (R~ BEA Mnetint ARR) oREENEEREIETEFE

10. X IESBEBEEERESIR « ABBIT Tvrsion -v) SLIIEEONTAP 7K ©
N REER MEEFSHBBENSRAE-BFINEve) HLEREFINE -

iIZ[ENN%S - AFF A150

RIS LBIRINE -

REBCHERERSHRL > STRERNSBURERRNE - MREFRECHARERTESHEIES > HE

EICERENIRRE B IRAE F FIaRFr IR E ©
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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o

33
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&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

1S E Z 571245 NetApp AFF - NetApp - 4A150
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BH2EEM

M4 FEEHALEEE- AFF VA150

”EE?@*%%%QMQM;EH%EE/}_ HEESS - BERRA ~ 1SR SR IE AR HARTE R
TR SR RS RR BT A M A L SR S R RS RV T BRI o
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° ONTAP WA AR EIESTE
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1. 3%E3B SSH BARE « AR EESBENBCHEN / T « REETRNEABHHEA
2. FILFRERRL /| T NetApp R LRIER o

3. HSSMERMEIR ITIE

4. YNSRRYA AutoSupport > FEIIHIESRIL » TS5 ETREA R FRERAVRRR ¢

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. HBIFF A ELEER SP / BMC (it |

system service-processor show -node * -fields address

6. #EREEE Shell :
exit

7. R E—S 8t H A EMEREARY 1P (it > 3538 SSH B A SP/BMC » MEEIEERE ©
MRICERNREES  ERAEM  AEAHENEEEIESTEBAERIEE -
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8. (RILAIFZIRHAEPRIMEERR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync #2X NEH SnapMirror [B)F1R{EREEEE | system node halt -node

(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BItERTHEBE > sARmETNSEZERIZREA * y*
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFSEERISMELETRATEHASRET o
EEIE2 | ISR AMetroCluster R EAVARRS
@ IMNRITH A AR L EZEMetroCluster BITHAE  sB70ER LR ©

EERAPARIERIERES R RFIENERIRI RS « MAELBERHZEERIZR « UERZIIEH SSEETRIR/E
HlSEERERHEN -

- MNP EBTE_AEES  BIBENARN B - MBHERZIETAY  REDEHZET
% T A ERARRNRT B AT RIS RS Y SIS IERTE ; AR HE e
F%" o

* MREEAMetroCluster FIEINEERZRIAERE ~ B BFESEMetroCluster BE THREARZ ) ARAE - BEIEA
BEREAABEERIREE ( TMetroCluster THEEARZ] ) o

1. MNRERA T LEThEE ~ B A TS RINGI BEEIIZER| : [System NodeIRKR DY FERL*-type all
-Message MAn=number_of hs Downh] AutoSupport AutoSupport AutoSupport

T%AutoSupport Bl A EET BENE I ZFIM/NEFRIEHE o Tcluster1 | >R 4ARIEIAutoSupport ~ DU &[R4
-BiAALL -Message MAn=2h

2. FRRSEFRIESHNBEEINIEINME | MorageBIEBEMEIL-ERL A Y- B BIRIESER
3. BRIBMEHIBRBEHASRET -

NRFZARRVIEHI S EE R, .. RI&...
AR AIfETR—%
IEEERIRE. .. Ctrl-C ~ AR HEOE Ty o
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TER | B EIRMES
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1 IREH RS  AERSE o
2. BARBEEIRMLAESRIIN T EIRAR -
a. RARAEEIR{AAERS LAY BIRRART o
b. {TRIEIRAREE « ABN BRI T BIRE o
C. HEBIRIN T BIRAR ©
3. EEERHERCAMEL LR - RBITRICAMIEIE « {trRRIE e 2 IR BRI o
4. (ERCAVIBIBK BRI BT A4 -

(D erERmmEss  ABEsRREFSHEES -
5. SHEHEMBIRNTREES « B LRS-

6. BmEFRERRMESRES - TREEAGRENMREISEE - ARERCAMEIERERMEREEAN
A8 ©

ERMESRAMTIR « REUE—HRRE -
(D BEREESBARMES  HDBENS © CTESRTEES -

7. FARACAMIEIE - ERRSRAMEME - BERMERETEML ©
8. EMTERERG « UEAERGHEHMFHEEEERMES -
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$ER2 | BRI EAE
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1. #REREGHEEEGEERENHONBET « ARMERSEAN T REEERNSFP WASTE) I
BHHERIVERE -

RAERBEEEREERED WETEMRREREERER « BIFFER
2. RIS EEN A ANAABREREERERE - TRHERE—E -

3. BETFCAMIBF LR HEZIEMR AL « ST2ITRCAMIEIE « UREPRIRFERIZESISEA « ABAMEFH
PERIZR IR AR I AR TR ALY ©

4. BEHSREEAREZ RPN « IREEPAEEMIZERSRAE « FEREEDHR -
PR3 | RIS SRS
CRER IR RPN S ERAEIEE LS AP OE — (B EE L -

1. RAFIEEERBIER
2. TEPRULBR

a. ¥ FLED N AR IEETRIRAVRRIIZER
b. ECAMIEHBHIZITE 2 FRRAIUE « LU REIRPEUHHEERYE « ARG HABRI It AE TP EgHE o

HERR R PRI AR P RRAR ~ (EE ARG -
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3.
4.

6.
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i ES AR AR AR BRI AR AR R BV R S AR FL S ©
i AR AR B AEAS ~ EEBAIAERR ©

TEPRHAERIAET « SEHLAMEFHRHEE -

HEIR LIRSS - RER/ D RITE LR « LU
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o
o
i

CAMIEIE &2 5 I Ftam e -

I HABRIE RV ELER BT D IR EI I HE AKEAS ~ AR CAMIEIEE BN SETERERRIE ST 2R | ~ UIBHE CAMEESE o

AW AR ISRAICAMIEIE « (EH AR /R BB IEEIEFELTT - EXER - EF%E () BT -

HARPHIERHEIREERILRER -

TERA | ERBHIRH R RIRIEA E RS
AR R BRIRNARMIBPBIRIR A « TRELERBHMAE -

1.
2.

6.
7.

IR FE LR EEREED T 48 4% o
EME=ZEABRET « REHAEEHRREEFREIRNE « 5

3= o
MNRIEHRIEM ~ B IERERE o

ERM=EA » REREAERARBRIRNRAEE « TEERH
B9 L XZRe

RHEAETE EIB AR BRI R AHAE o
ERTIEERMBPIH S « RIEMEEEBEERBHRANRMR
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HE— AP AW EZERISRENHARY « REZFISEANIEFFHEE - BAECRIEGSEETER

AVERERT -

EEEAEMRK -
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MRIEHRMEER... REBHITTIITER...
HAEC ¥ a. ICAMBIBEN R ER - RiEFISREREEA - HEEHH
B RIZEIL ST 2L « AR CAMIBIERIFAEHEME ©

@ i HER B RARB AR « SA7DBER « URIR
IRIE AT o

b. IREHARENREBEREERE « FENRE -

C. ERHAMEEEE i ERHEEBREERRE -

d. SHEEIEFERRYSE Z(E1EH8315E « ER LD -

=
fﬁk:l?
o
Q

- WCAMIZIEE N FRUER » RHERISEERERA « EEIEAH
EIERIZEL ST 2L « AR CAMIBIERIRAEHEME ©

@ A HERI SR ARB AR ~ SR7DBENS ~ URIB
RIS o

b. INRITHAENLZRKBREERE « FEWRE -
C fEREAINEEEESRESHEEEREERE -
d. EMLEESER - ABPITT—H o

°. BERMERFZREFFANEIR « ARFHREIR
6. R EEH SRR EEER

a. ESEETIZSMEREE - B18EE TPress Ctrl-C for Boot Menu (#Ctrl-CEARKINEER) 1 S
B~ 5512 [Ctrl-Cy RAPERFIEIZR ©

@ MREEEATET « BIEFIZMEAERMRKEONTAP 155 ~ FB#A Thalty ~ ABEHAR
LR FITHA boot ONTAP) ~ WIEHIRIRREHE [Ctr-C) ~ ARBHEUILDER o

b. {ERIKTHRER T ~ BERVEEIRTUEIR -

BRI ERFFAHREAFF - VA150

A EEREIFARY HA AREE ~ UHAMIE SRR « WidHIEZ4RE] NetApp ~ WNEHHEMTAY
RMA £2BBEftt

PER1 | ERRE IR E M ARRIHAGRRR
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)
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5.

6.

7.
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID

11873775277 .

BEIE2

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home
Reserver Pool

1.0.0 aggr0 1 nodel nodel -
1873775277 Pool0

1.0.1 aggr0 1 nodel nodel
1873775277 Pool0

Home ID Owner ID

1873775277 1873775277

1873775277 1873775277

FEHEHMISKONTAP RARIDAMIN ZIBPIVE LR

DR Home 1ID

EBIRAT - COAFHRERENIEMGHIESREIRAID « 7R R MIREIEEEF

@ RIRERI(F

b2 R EE A B IL BRI Rk

1. lllil%axh%i%ﬁﬁ&@]_replaced_ﬁﬁ%ﬁ » BB CHI-CHRERFIIZER ~ AR RBVINEER PIEI G EEER
TVHYEEIR o

2. R ARIDFIERT - ERFIRTEERRLAIDE « SBE#HA TY] o
3. EFEZLID : "Disk show -A"
4. [MFEZE TEMNRYID « ZIDEBETRAMEEES ERN—ZD -

LT EEFIZERE & 4%ID 118673209 :
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*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

o {EMAEdisk showss @ PEFNRMIDENEMIE MR ERE | [HIRENIER- sEERRIDHEIRENIEIR-
s 118673209

6. BEETERDE TR | MHishow -A)

B EAER R ERRARIRARID o UTEHARERTR AR 1YERIIHER « AHIRMRID 118065481 :

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERTAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. MRENRBERREREFEFHEEENT « AIAAER T EP—ER2FRER#F R EMEIIAE
RICERHNENESINTZREEMIE -

 ERNESREENESR
- BRSNS BEENE S
8. BEIETZE © Tboot ONTAP]

TR AMIRIE- AFF 2[R AVA150

EERAMEBERSDTRENR « BHURERNetAppEFMEERE (MBEXKE) ~ MWREME
HIZRAVIRHE ~ AR HIEZSHERE S NetApp ~ TEHFEMAIRMAIE R ©
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3. WMEZEMEEANN o NFEFMET « AL "WEER ONTAP HRIES BRI T=ER@ 2 nisE" M#E
XE o

4. UNERfEEE AutoSupport 4EERFES ~ F5FEM4ER system node autosupport invoke -node * -type
all -message MAINT=ENDup7 o

S MNREMEHER - AEFNEA | [AFEAEREHEREEAE- B8 RhiEtruel
SER3 | T EIZEMetroCluster BYR _4HAE i[O £ S A
T EEERR &2 MetroCluster FIARSEE4H

BERAESIMETEEN TEXF] AAAE : MetroCluster TBETENTEY)

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HEPFTB SVM EEREL B5ERK - MetroCluster Svserver show ]

R EEFEMPITHNEESLIFBER S EMINTTR . 'MetroCluster BRIEELIF show,
WEFEEETIMTMAEZEFER "MetroCluster BR 1 S LHITIA o

RESRUIRIEEBSEM © MetroCluster T REETR

o &~ W DN

ERERN [FEUHR AR « PHREEERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waliting-for-switchback

EERERN [IEE) AAREHE « BIeISTRHR RS ¢
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREASETH » A LUEA MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EFEII1ERISnapMirrors{SnapVault N EERI4REE o

B4 | REFEZHEREGNetApp

MEHFEMHIRMAIE R « i IEZHREINetApp o W "SRG E SR BFAEN - F2RER °

Eia DIMM - AFF A150

ERFARMBIHERE « S AELIEHIEEPH DIMM ~ AIIIRBE 2R E R E REL
AAMELER ECC #E:R (AMEERIERELER) B - BE EHINE— DIMM #IEmE
- ERFFRFEEFE ONTAP o

AEPRFRAE BT AIE R ENF ; TR G ARERAMTSZIRERPT -
AR fE AR R W BB RFRUTTH R E R =TTt -

TR . PR 1ERVIEH2S

AR ERERES MR EFIENERISZBUAREE « MAELERHZEERIES « UERZIIEH BB RIBE
wlSfEERERHEN -

FAREIETE

* YNRITAE SAN 47 > BB EHEEZESIZS SCSI JTJ#EMEHENE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv £EE1ET) SRENEIRERME (PGS ZENEABY ] FEAREE -
MR sz ERRARIEZEAREE ©
SESCSITI#EIEF AL FEE PR EMER RN PEAREE o (EAREENBI R « TRREETER

* MRFEEMEU LAVEIR, « AIBEXNBRR RS c MRBERFINETAE - HEZHIEHIZRER
A MR ~ "R EERMESKR RIS ETERAZ BTSSR 2 AEIERE ; A2R Rt ESE
B o

1. MREABT TZ481 IhAE ~ BB TIH B RE I B8 {EZ2AutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T~ B BN L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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2. (FREHRE !
a. {EfERIERIZRAIERI S WAL T2 ¢

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIEE?) K
3. BZBAEHI BB EHARET

SNRZARRVIEH S EERET. .. RE...

AR AIfETR—%

IEEERIRE. .. Ctrl-C ~ AR HIRRREOE Ty) o
ARSI W2 RIEHZRIZE FIERIBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I2RFJT ©
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

T ER6 | KR ZTHERIE M NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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