FA RS

Install and maintain

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/a200/bootmedia-replace-
overview.html on February 13, 2026. Always check docs.netapp.com for the latest.



Sk

Rtk IRRS
FIARMIEREAEE- AFF () (EX)
WENNE SR Z IR - AFF A200
SER 1 HE NVE BN FEIERAIONTAPER
SER 2 BRI SRR HNECE
RARAZ1BAVIEHIZSAFF -ZREKRA200
FIARIEAEAFF - REVA200
SER1 © BPRZHIZE
SER2 | EHARIMIRRS
SER3 | FERIR RS T R IR RS
BRI 1S B IRAFF - ImageA200
ZREINZE - AFF A200
PR S ERIE4ENetApp AFF - NetApp - NetApp

0 N O 0o OB DN 22 A A A

N —
o O



>

F GRS

BHARMIZRSEE- AFF () (3EX)

RBERFFAGRBERANEIRAREZNEYRATERE (BMBRER) - REERER
FoE > ISR BUITIFRER TS R ERTUE A « AFF A200 R RE IR FERENERERE ©
A& BB EN RS IRE o

CRENES

B AR — BTV ERFATI2BIUSBIRBIRERR Y « ILABBENREFEE « Z7HEM limage xxx.tgzl 18

%o

a2 Al
* IV RBS RV R P ERNBIRIE 7 2 B R BIE R variE R 247
© ARETAFRERIER « HAECH S REREMI - TREBRvarfEZRZ R4 o
© ARETHEER « EAREMREGNTERvarfERZ A4  BILREFREEMMAEMR
* CAAERREREE R B RFRUTTH R BRI E T -
* SRS TEIERERVIERIZR EERA TS RPRS <
°© _EiE_ RIS BN THERERIERIES o
° _Healthy$ZH25 2 RIBIERIZRAIHAS ERHF ©

BENZZBIEEMEE - AFF A200

SERFBERENENZE > CRE2RERIER LHNNZ SRR BERNRE - BEE
HIONTAPhRAS B E 2 1ENetApp iR & N1Z (NVE) » W ERARIEHIss 2 AiiaE£REIES
%E‘E‘Eﬁ’:‘iﬁ%ﬂﬁ% o AFF A200 R #HET IR FENRIENIRRSE[RIZTN - AR BENRIENIRAS IR
TER 1 1 18E NVE XIEIT TEIEMEAIONTAPIR(ER
EEMHIONTAPRR A2 & 2 HENetApp IR B INEE (NVE) » MBI AT T8 IEATONTAPBRE SR ER R ENIEHAS o

1. BEEHNONTAPIR A E BN !

version -v
WMNREHFHEHE 10no-DARE » BJIEHIERERAEARZIE NVE ©

2. THIFTE NVE ZIERIONTAPEEK -
° YNERHIE NVE | TEHEANetAppliiEEMNZAIONTAPIR &
° MNERAZIE NVE | TEHA S NetAppiiiEEMZHIONTAPIE G



@ {ENetAppz AL T HONTAPBRGEIEE HTTP 5 FTP EARESSAMEEIZK - TEE R
RUENRISRNIBRET > SR B EULIRGAE -

TR 2 RS REESRELHNERE

TERAPAPRIERIB 2 Al > At SR B IESREN RO U EEN

1. HERS MRS LR A EREERER -

FRZSONTAP MiTIEAa <
ONTAP 9.14.1 S EEHThRZ security key-manager keystore show

* N EKM ERSA ~ EKM BIEFEdsr SR o
* Y1 OKM ERSFA ~ "OKM BIEFI e TRl o

s NRKREEEIEEERZ « No key manager keystores
configured B EF|EaSHILA ©

ONTAP 9 o 13.1 I EEHrZs security key-manager show-key-store

* MR EKM ERSA ~ “external QIZFESR<EE T ©
* MR OKM B  ‘onboard B &F{Eep <L+ o
s NRKREALIEEETR « No key managers configured B &7

EHTHLP o
2 REBEARPESERE T SMBER > PITTINRMEZ— !
MRKFEESHBEIES ©
TR AR 2 AR R IE RS - W AREHITRIMEIZ -
NREE T REES (EKM 5 OKM)
a. WA TIERES > BrERBIEEPRETRAAREE :
security key-manager key query

b. EEHLAERIIEEHPRIE ° "Restored iEF o ILFHETEREES (EKM Bf OKM) KIS HERESE
WESEMINER -

3. FIRBEMZREIES R TTMBRIIREDER



SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MR EARBERHERE true' £ TEEFE) WA
a. MR E A RERIBREPHFIA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERERER
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

b. FHERFARESREME :
security key-manager key query

B2 Restored BUEET true HRFFESHBREEMN Koy Manager AR

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

FARA ST IERVIEEHIZSAFF -IR5RA200

FERES I E N ERZ IR MIRIES23 - AFF A200 R REZ IR FERBNEHRERTE
0 o N2 & BBRIENIRASINIE -

FEANVEEINSETEZ & ~ IS ATe i ARIERIZRHIRAK o

1. BRAERVEFIBBEHASRRET



MR ZIERVIEH SRR, . RE...

HARRT BE BIRERISSEE) -
(FHEm.....0 Ctrl-C ~ ABTEHIRZREOE Ty) o

AMIETHEBRET @ARKE TESNERSZENFIERIENERES | NorageRHEREIRE-H
) R IREN R TE

EXEAEH SRR EESHFINE. . K » 553 Ctrl-C ~ 2ABEIE T
yl e

2. EHABRTFIRH @A ¢ Tprontenv) LUEEFRIERIEIRIREH o KEHH#FECEE

()  nEBHEESERELEE oS TAEEEE -

HiAREIEEEAFF - REVA200

AEEHRENE - WRIF MEIRRERIZRE - KEMBEEINE » WisEE R G &R
%J USB &% o AFF A200 R R EX R FHRENERERIEN - N BEREIREE R
TER [ BRRIERES

AEFIUERIZSRAERITTH « MR RFPRIFERISRAE  ARBIREHIRE LAVES -

1. IR RIEH ~ FHIEREE o

2. RFERESEHEEEREERENHONGES « ARIGERISEER T RFERNSFP (MARSE) 1t
EHHERAVERE -

B BT EREEREET  WEEENRREREEEER « BIEFER -
3. RIS EENARMARBFEREREE - TRAKE 2 -

4. BETFCAMIEF L2 B RIEM AL « SERITRCAMIBIE ~ I P RIMRIEIETI2SIEAE ~ SREAMEFR
PERIERRARIE AR PRI ©



o. BIEITRISRAE « RERERETFRNREL -
6. BAEGBER UEKES « AREER e Ry « BeIRRGES -

.

T2 | EARAIERS
A ATEIERIZR P BIRAIRIRES « ARKIRIGTEITER -



1. MNREH RITH ~ SFIEREEM o
2. {EATFEGISiERI2RRAE ERIFRUSIFERE] 2R IRRS
3. R TRIIFRRIINR LRVEE R Rsh - IERIRRS ISR PREM » AR HARMIR IS PRI -

C) A/ BRI s AR IR RS « DRIFIAE S RIRIGIE SRR LRRS -
4. BEIFIKIRRENS G HERMIEIRIRIERTT « AR HE AR -
O. ERIKIRRE  BEHSTRIERIBAGES
ALE ~ HE RS i E S ik A SRS o
6. I T RAMIRES « LIRK AR IRRS MR LBV E 1R ER o
7. B LTRSS EEEE
TER3 | R G SRR IR

ISR AR B IRRIVUSBIRPIMEIREE « A RRPRRLEEEI BHARIRIIRRS - R « B BT LREFHARE
[Rvartg R &4t o

TEBENER
s B BEEBRIVEAFATI2HIUSBIES I « BEREE /1 A4GB o

* BT RS 2EREONTAP A Z Bl F B —18 7 o R LUENetAppSIRAFILRY TFE) BER THEE
HYBR{R

° YR BEEIANVE  551EFNetApp Volume Encryption TR (& « U1 FEIZERFAT ©
° YNERKREIFANVE - 55 FE A= NetApp Volume EncryptionfIi{& « N F&EILERFAT ©
* MBEHRFAEHARE ~ BB AERRELR o
* MBREMRAREIUNRSR « AREBMRER - BEERVartEZ A% « MU BRITEEINVERRFHEE o

1. RIS R AN — IR R AR O R ET « REFERIREEEHEREN—F -
2. EMERBREIRRE  URBEEMEERMR -

SRR « AL B ENTEBIRNIEREEA%S (SFP) o
3. K USBBE S FEH A H 232 AHAIUSBIERE o
EREEBUSBE S MR EEIERAUSBEEIEED « MIEUSBEIZAEHRG o

4. REHISHRAE R AR  FEECAMIEIEELIUSBIRPIHAERIE DB « FREHE A CAMIEHBLA TR 83154
BY%RE « RCAMIBIEHEERIBANLE « AR HEIShetR4R o

EHS— B2 REIHAET - mERwnkRK -
5. EETETTRE B ENRAMET « HCtrl-CTEH A SR TR RERER « $ZCtrl-CHLE. ..



INREERIBILINE ~ F5HCHrl-C ~ IER IR EMERTBVEIR  AREFILIEFR UM ERHALS -
6. HWItKFEP A —EIEFISNAR - FENERERLFHRERMESS o

AR ERBHE - TEFARURTFTEL -
7. FEHARIVET FREMREGRE

° YNRITIEEREDHCP : TifconfigeOa -auto

@ Rk ERY B RERIE R CEERRRERETVartlER A RERR - ARAE2IES
FREVRARIEHI R BB BREIRIE o G < FEFReOMERIR o

c NBITERTFBHEL . lifconfigeOa -addr=filer_addr -mask=netmask=-gateway-dns = dns _addr-
domain=dns4813
Miler_addrl ZfEFRAIPAILL o
MERES ) BEGEHASEBHNESERRERES
'FE) SHERAREE -
'Dns_addr) S48 & FB[EARSIAYIPALLL
'Dns_domain) S4HZEAA (DNS) #AAiEHATE -

MREAIGER2H ~ AAFEEnetboot(FARBURLAPERTEMEHTE o MRAFEMARSIAIER
18 o

@ ﬁﬂ’\]ﬁﬁﬁfﬁﬁﬁ?&ﬂﬂﬂ%gﬁ o MR LIERIRSR RF L EA MHelp ifconfig) ~ UEUSFEAE

RIS IR AFF - ImageA200

2B USB MER IRERENONTAPIYER » IZ[RIER AL > WEREIRIFEE o« AFF A200% 4%
EXEFHRHERERER c AIEEHEIIEREIRIE o

1. EHARRIRRFITH « RUSBIRPIFEIEE R IRIEIR®E . Tboot_recovery

MR EEUSBRES IR &k o

2. HIRIRREF AR A MG ATE - IS EE FHEIIRNEETRRTEREG o
3. BR NvartgZza4: .



MREHNRMRE...
AR AR

4. BERRREHERENSTRE
a. RHERIZRBEHABRTRFIT

o

AR CERBMAERE ~ 5% Tyl o

R ERVIERIZR R E A ERERER ¢ Tet-privy  (RE-#RE
BE)

HITERBMOHS | [RANER-HO-EAE-BEANE R
18802 ip_address_|

BHEHIZREEEIERELR - et -priv. adminy
AR TISERERAVARRER 553 Ty o
RIS E BTG ~ A% Ty o

AMIRTNCERBOERE 5518 Tny o
RGN TR - REMEERM

REETIIIHRERPEEE (D 4ARE EFFlash * (FEPFlash) %
I o

MRRAFIRTECHEESR 551, Ty o

b. 5/ lprontenv] AFSIGEIRIBEERTE

C. WRIRIFEBRMTFBRE

d. 5 TSaveenv) M<HHEEE o

S. T—EBURIISHYRARARRE :

AERAR & IRIBEHRE_EEE e -

° MR R EREAEKeymanager ~ NSEZINVE ~ 51T 1AFZIZFEOKM ~ NSEFINVE
° MRIEHWARFARREAESIREIEER - NSEZINVE ~ AT AEFHTER o
6. EEHARRLIRTF TP ~ A boot ontap] &% °

MRIEEE...

BEART

IEEERFIRIE. ..

7. BEERERBEESEBMAIERLS -
8. f£MA"shorage R MIE-fromnode"dp % ARERIEILHI28 o
0. FEEERTFITH « FA Metint-isEEHB) HLHEEBHENT o

AER—%

a. EAGTFRHERES o
b. fEf MEEFREBREshow LT BRIERISNEERFETER

MRBEEANEEIA R ~BER Tetint BER) LRELENIEREHEFEZR o



10. R EELBRBEBIERERIR « ARBIT Tvrsion -v) 5L IRIEEONTAP hRZS ©
N MREER MEEFAHBEBENESRAE-BFINEve) HLERBIINE -

of

Y

{

IRENN%E - AFF A200

WS E AR BNRES LRYINE - AFF A200RAHESZ IR FHRENIRAIRERIZT - FIEEHR
BIRASIRE o

REBCHERERSHL > STRERNSBURERFNE - MREFRECHARERTETHEES > HE
BRI RE B IE FF AR PR E o

10



NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh E{¢ BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SIIEMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)

17
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

P PE 4 EFE 4 NetApp AFF - NetApp - NetApp
SEIAEENIRARE - SERIBE AN RVMA SREBh AR - SIS TTAHRE4ANetApp © 2

R'ESHREHEFIR FLEMF2RET ° AFF A200 R REZIEFEREIERBERRZ
Et & BFR BN RS RIS o
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