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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

i FEZ 4RO NetApp - AFF A220

BREMHEHE RMA sRBIFRHERET » i FE T RO%ENetApp - 2R "SHREHE

Tﬁl" BEENFZ2RER - AFF A220R G EXRFIRBIERERRELN - FXEETRE
IRASIRIE -

I EHARE - AFF A220

++EE?§1¢§S%5F§ v GRS BRI ISR ~ BERRAY ~ 1SR BRI IR AR TS R
» RERRIBHARIE R BRI R TR PR B R IR AR B RO RS -
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RPRFRA AT AIE R ENF ; TR ~ G ARERAMTSZIRERPT -

* RIS LERZF B ONTAP R AT TRV A AR ASHITNAE ©
* IR FRRFERRE R PRS2SR SRER E MRS - A ENetAppBIFTTH
* WCREFEERTET - HNBIEHRESE « MR EESHMEEP R ETBIVARTS FEFI D P o

RARAIEHI2S - AFF A220
FERBES T HEENE R RIS T 1EATH 23

EIR1 RSB

2R @A AAMESRARI R - ARERFEERESMIENFEEN > 552/ "ERRMIEIFEEGET
RIRHRRTIZE45 - NetApp FNGE"

FRItaZ Al
* SRR SR W ERVERRMZNE
° ONTAP BV R EIESFTE
° SEEHIZZH BMC FEXHEES] ©
AT SRV EN T AMRELIUE TSR -

* AT REMER :
° PUTHM "RAERAEE"
° % ONTAP FHRERZRRFIRE o
° BEREIRERE "Active 1Q EEETRERER" - 58 FNRA L BREFENEEAE « AIIRTH £ LED

)

1. 3%38 SSH BARE « SfEAAREESBENBLEEBN / T1EE « REETRNEABHEA
2. (ZILFRFE ARG / EH7FEY NetApp R4 LBIER] o

3. H{SSMERMEIR IIE

4. MNERELA AutoSupport > FEHNGIEZREIL > WHEH IETRRA R ARREARAVESR]

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. #BIFFAEELEE SP / BMC (it |

system service-processor show -node * -fields address

6. 4ERFELE Shell :
exit

7. (A E—D 85| HAMEREIRLAY IP (it > 538 SSH B A SP/BMC » LIEEIZERE -
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MRCERANREES / Bl  FERERNEEEESRE AR
8. (RIE{UMN ARG RIME EIRS ©

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HRTE StrictSync I F#EHH SnapMirror [BIF121EHIEE | system node halt -node

(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

9. BEITYEBER » AARETNEEZFIZREA *y* :

Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFSEIEHISRELETREREARETR
BETE2 | 23K FAMetroCluster R EAVARRE

()  WREHAGIFASELMetroCluster KA « A/DEFILLIR o

AR IERERES R EFIENERI SRR « MAELERHZEERIE « UERZIIEH SEETRIRE

HlSfEERERHEN -

- MBHEB WAL EAEES  BIRENBRN R - MBRERZIETAY RIS
B TR A AR B AT I SENEHIS > AIISIERTE ; SRR HEa
F%" o

* MR EEHAMetroCluster BIBINBERZRIAERE ~ AL BFESZMetroCluster E5&E THREARZ KRS - BERL
BEREAEEEMEE ( TMetroCluster THEERZ] ) o

1. WIRELA T LETHEE ~ AR THFHERINGI B ERIIZS . System NodeIR R A EIEL*-type all
-Message MAn=number_of_hs_Downh] AutoSupport AutoSupport AutoSupport

THAutoSupport B A EETBENRIIZFIM/NERIEE o Tclustert | >Z#REIELAutoSupport ~ MU &R,
-# AALL -Message MAn=2h|

2. (FREEEHRREEENEBIMIETINE | Norage BB EEII-EELAK-BEINIEHER]
3. IRABMEHIBRBEHASR/ET -

NP REAET... ..
AR IR HET—% o
EAEERIE. . HBCHrI-C ~ SAETEHIHETRESEIE Ty o
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TER | B EIRMES
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1 IREH RS  AERSE o
2. BARBEEIRMLAESRIIN T EIRAR -
a. RARAEEIR{AAERS LAY BIRRART o
b. {TRIEIRAREE « ABN BRI T BIRE o
C. HEBIRIN T BIRAR ©
3. EEERHERCAMEL LR - RBITRICAMIEIE « {trRRIE e 2 IR BRI o
4. (ERCAVIBIBK BRI BT A4 -

(D erERmmEss  ABEsRREFSHEES -
5. SHEHEMBIRNTREES « B LRS-

6. BmEFRERRMESRES - TREEAGRENMREISEE - ARERCAMEIERERMEREEAN
A8 ©

ERMESRAMTIR « REUE—HRRE -
(D BEREESBARMES  HDBENS © CTESRTEES -

7. FARACAMIEIE - ERRSRAMEME - BERMERETEML ©
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() SEwEReERTEREES - LIS EREEEER
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1. #REREGHEEEGEERENHONBET « ARMERSEAN T REEERNSFP WASTE) I
BHHERIVERE -

RAERBEEEREERED WETEMRREREERER « BIFFER
2. RIS EEN A ANAABREREERERE - TRHERE—E -

3. BETFCAMIBF LR HEZIEMR AL « ST2ITRCAMIEIE « UREPRIRFERIZESISEA « ABAMEFH
PERIZR IR AR I AR TR ALY ©

4. BEHSREEAREZ RPN « IREEPAEEMIZERSRAE « FEREEDHR -
PR3 | RIS SRS
CRER IR RPN S ERAEIEE LS AP OE — (B EE L -

1. RAFIEEERBIER
2. TEPRULBR

a. ¥ FLED N AR IEETRIRAVRRIIZER
b. ECAMIEHBHIZITE 2 FRRAIUE « LU REIRPEUHHEERYE « ARG HABRI It AE TP EgHE o

HERR R PRI AR P RRAR ~ (EE ARG -
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3.
4.

6.
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i ES AR AR AR BRI AR AR R BV R S AR FL S ©
i AR AR B AEAS ~ EEBAIAERR ©

TEPRHAERIAET « SEHLAMEFHRHEE -

HEIR LIRSS - RER/ D RITE LR « LU
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[
o
o
i

CAMIEIE &2 5 I Ftam e -
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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Cluster Configuration State Mode
Local: cluster B configured normal
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6. EHARIETRT ~ FE5Y _ Bt _ 886 FAYBHEAFIRER] | show date

BB RE LIGMT 22 o

TR 2 | BB RELERISRHY HA KRR
T ARG SR AER THAL KRG ~ WRBEFMAREUR SITHRMAERE o
1. TERTEI SRR AE R MR P ~ HESTPR A TR BB THAJ K% @ Tha-config show
FRA TR HARRRE AR FE 2 AR o
2. INRFFETRAEAE ARG AR RRAERRR

a. BEFEMIHAIKEE . Tha-config modify chassis ha-stu_J
HARBERIE T AR FIEH—IF !

= (e

« "Malc"
S e 4wl

* {MCCIP)

b. IR EEEE . ha-config show)
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B DA RA N FH D ECHLAR - AFF A220

AETHNEREFIRARERSTEESE « CORENRE - BOMRENEK - 8
[RNetAppfEFMEZRLE (WALE) ~ URZEMIEGZRIRE - LUARLTH—RIT
E ~ TRERAAUERETEEIFIRE o

TE  ENMRERR
ERMUT A ARG SR AR RV EFAAER& 2% - "Active 1Q Config Advisor" o

TER
1. T#It 2% Config Advisor HEINAE ©
2. HABRAKB « A% —T TCollect Data (IKEBHR!) 1 o

3. B—T MBAR) F3|1RE - ARTHY - FREMBHIFENERET « BEFfEHIRIRBRERLS « UE
ISRV AREE o

4. H—THEEMNES IR « 7A%IEZE Config Advisor IR ENetApphUEat - #& T HthiE4R o
WER2 | ETEIRERE

MERBEFRJUNHAR S B  RITEREFERFETIRER « IriEtlSR AN R KIDE BEEKGHITR - T8I
XRAP ~ CRAF I DENIEIRAGHLER o

T A A IERERVAERERZ T

RS HEE PRBIERIERER. ..
HABCH #IR1  BSEHARR ENRRIDEE
LAV BIE2 | FEIEMISKONTAP RARIDAAMIN TIRPRIEIL AR

£ Hi2MetroCluster IA2INFEAR 158183 | FHIEMIEREEEMetroCluster BIZR4%ID

:m
73

IR | BRSEHARE LNRRIDEE
A RTEFINE _replaced IERISSFFHESIRMIDEE « ARMIIEEETSEEF -
L2 A ONTAP HABCE R IITHR 4R ©
1. §1D%_repIaced_?%%U%%&EE%’ﬁ%ﬁﬁ (RER"™>"1Emf) ~ ARHEEENLEAF AT | "half" (F1E

2. 1£_replace_1EHIBAIEMASRRTE « MENEHISR « MIRARIDAEN « AR TCBERRAID ~ F@A §
y.

3. A% E_replace_1EHIREIESEET lwaiting forlifE... (EEEFIRIE...) 1 AR ~ AR AVIEHREE
e CEERISEBHRMRID | [RESHEBEET)

EHRLHET « CEZZEDI—HIAE  5HZEEFI2 LN AKRIDELE « BERIERREIDFFFID o £ T
F)EEHIh ~ node2B5ER IR ~ FIHIRAIDA151759706 ©
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. 29SS R HIFEE A OMEED ¢
a. BEAEMERER . et -priviis HRE )

BRI ICHEEE A EREIIR « MRILIEE TY) - HIREREER ()

b. fEFFEAICMRED | TRAREIREITEIRS _nocal-node-name_& 1EBH#FEIR.
C. EHHIMEZR ~ F5ER 82 T o

ERI g A T an 2 2k EafEsavecoredan THVEE . TystemEfi%krun -node-node-name_&

{¥savecore -ss

d. JROIEIBERERELR © et -priv. adminy

1E%

o MREMBEFRAEREMEFHMRENT « RILAER T HP—ERZ 7RISR #F IR EMEINAE

BECERNERNERI SRR ERE |
 EENRSREENESE
- BRSNS REEME SR

6. REHEHISS -

a. fERErVIERIRT  RETMRAIERISEERE | NtorageRIEBEMIE-

ofnode_replace_node name_ |
_replacementiZ 28 E 1B H# 7R E 1L ST FEIEE
MRARIDAIER « RMIRTEEBRARAID ~FHWA lyy o

() mewmA- CANEEERDA

"SHONTAP ERNRICIRANERIRAN S AEEAERS
a. SERIE®R - FHESTHARCHIER « MEALEE | TERAHETE)
MEFREZEshow) BLNRLARESESIEBHMEREEHNRAZD -

7. ERE R BB IEREDECHIRE ¢ Ttorage disk show -FRE#E )
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

A2 | FHEFIEKONTAP RFIDEAINSTIEFRVIBIL A
FEINRGT - EOBEFEIREIREMISKGHTIEG SR AID « TR ARMEERERE

(:) RSB TTE
R EERR B AR R

1. lllil%axh%i%ﬁﬁ&@]_replaced_ﬁﬁ%ﬁ » BB CHI-CHRERFIIZER ~ AR RBVINEER PIEI G EEER
TVHYEEIR o

2. R ARIDFIERT - ERFIRTEERRLAIDE « SBE#HA TY] o
3. EFEZLID : "Disk show -A"
4. [MFEZE TEMNRYID « ZIDEBETRAMEEES ERN—ZD -

LT EEFIZERE & 4%ID 118673209 :
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*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

o {EMAEdisk showss @ PEFNRMIDENEMIE MR ERE | [HIRENIER- sEERRIDHEIRENIEIR-
s 118673209

6. BEETERDE TR | MHishow -A)

B EAER R ERRARIRARID o UTEHARERTR AR 1YERIIHER « AHIRMRID 118065481 :

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERTAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. MRENRBERREREFEFHEEENT « AIAAER T EP—ER2FRER#F R EMEIIAE
RICERHNENESINTZREEMIE -

 ERNESREENESR
BRSNS R EENE SR
8. BEIETZE © Tboot ONTAP]

EIA3 | FHEMISRKEEEMetroCluster FIR4%ID

TEHITZIETHAERYE EiREMetroCluster hREISZIETIAEARREONTAP P ~ A AF BRI R E R HEIRAR R AVIE S 25
RIRID ~ FEER R RIMIEERZEF -

RNERIE
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IEF2 R 2B A MetroCluster HIITONTAP T5IEEREEERAL
T AFEE T IEERVERRS B IR R PRI < -

© _EIE_ BB R ICEITHEERIENRS o

* _replaced_BEfRLZHTAVERRS « EAEF P EEVARIEERS

* THealthy) EiRhERIBEIREIIDREIEBIE o

1. WNRITH R EFELEN_replaced_Ei%h ~ s58A [Ctrl-C1 RAAERBAKTZER « ARIERETAITHAE R P EEENFIH
EHEERI BRI o

HRRFIDAER « BRI TEERRFIDE « i BEA Y o

2. RIFFEEZ FBIRERNRLID ¢ TMetroCluster TEiZishow -Fields node-SystemID - dr-Partner
SystemID |

TEUEEEHIH ~ Node_B_1Z2EEEIRL ~ ERAEIDA3118673209 !

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209

1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 7 TR ENRS LMY Mg EURTRF g R®MID : TR
TEUESBHIT ~ FEIRIDZ3118065481 :

Local System ID: 118065481

4. {EFA1E disk show SR EVSHARAR ID Bl > EXIEMIRES# (GBI FAS %) ' disk reassign
-s old system ID

F RS -« A ¢ THIRERISK-s 118673209
RIFIR TG ERS « Ea]U[OfE TY) o
S. BB BB EENFL T B LR ¢ THifEshow -Al

0B _replaced_BNEEAVAIREETR_replaced_BAREHVFTRARID © £ FHUFEHIA ~ system-13EH RIBLIRIRTE
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BETITHIZRARID 118065481 -

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)

6. 22 ENR, « HEST B AR OMEED
a. SEREMEEIRER | et -privids P&

ERRRTEEEENERRIR « EET LA TY) o MIRERERER () o

b. Ex:B B CHAFEZOMEEN ¢ System Node run -node-node-name_&{EE#savecorel (RATEIZEHIT
124 local-node-name_&1EEE¥savecore)

MRS EHHEETRSavecoreIEEETH ~ :5 LT SavecoreTeik ~ BRHIRIE o IR LUER TRAENRL
#1T7-node-local-node-name_S1EBHHEFEER-sm<] KETRIFERIVERE o </info> o
c. iROIEIESREEFLR - et -priv. adminy

7. 1R replaced ENELERF4EEET (BET>1RTR) -~ Al RAEEEL - ABAIEHARERNIET ¢ Thalt (5
1)

8. [At% replace E1% : Tboot_ontap
9. 7£_replacementEiZtE 2RI 2 % ~ FITHIHA © MetroCluster &R
10. E&#EMetroCluster NERJ4HAE : MetroCluster T REENELRE -1 (IARREHRARE )

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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1. E&zEMetroCluster T5IEE FRITIAE : Data ONTAP
a BEMEEE LREEEAEE2IRAER | ISystem health alerts show] (RHABREARFTERET)
b. Hz2MetroCluster ERESFLEINAE ~ LEEH EFE KL : MetroCluster Tshow,
C. #iTMetroCluster HAERZRIEEE © MetroCluster THITIHAERZ
d. BE/RMetroCluster RMetroCluster BiRE | FER | [FRERETEET]
e. #1TConfig AdvisorsEHi{E NetApp Z1E48uL LAY Config Advisor B :
"support.netapp.com/NOW/download/tools/config_advisor/" ¢

#1TConfig Advisor SELAER ~ FAIGR TAMEEAAR « LR H PR ERRARZIRAVEFIRIRE o
12, [REHMAVESE ©
a. REFERAIRTF T « BEAERERESR - et -priveiZEadvancié F&J
ERARIRTCEEEANERENR « CREA Tyl BE - TEIERERRET () o
b. f§5F-Simulate28( "MetroCluster ERIIHERE ] KMITUIHRIEE

c. :ROIEIESRIEEFLR - et -priv. adminy

STEEAMIZR - AFF A220

EERAMERRTRER « CHRERNetAppREFMEAERE WEKE) -~ WREME
HIZRAVIRHE ~ AR HIESHERE S NetApp ~ EHFEMAIRMAIERFRAL ©

ZER1 | TEONTAP AR R 245 T R a3 A0k 18

WNRZIREMIEFAONTAP NERRIRE (BFLHEE) RIEBIHEE - MAZA%_replace BNRIREFTHVIRME - BT
BARERENIIEE - RETHSEMIEEZES B CRIIERE

FAREETIF

TR EESRZA - BEFRERENTIEE IR _replace_fi%h - BE « MIRZIEHUEEETH—FBE
THEERERENRS ~ RIRASTFHINAEEITAHRREE -

iE5h ~ 7ERTBE EERBIBRMA T AR R IR R A - FULIRESBIATE replace HIlS F2iEH4S
REmNEE -

FRtaZ Al
REZRPAS28EF TR °

THORNRRATTURERERR - RIRIFBAR - FIAERENTRN - ZEAMNEREZRZE €524
NEFREF R AT AR R FREFME R Z B R KFT A £1R -

MRAGRAVETHR ONTAP O - 10.1 B » AEAPNBIIBIE TEAFFIFASR A
() EnmEmTuiRERER - MBAREE RGNS ONTAP #REs « 355 NetApp Hardware
Universe" A BISEZEH ©

1 REHFEMRIESH - FELEUSEIREESER "NetApp TEEL" £ NREBEE) TR IROXE
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&EgH o

@ RitD E@JEE‘”FEmE’ﬁJﬁE*&%ﬁ; Wi ERIXEEF _ERVBFER L - NREFEI0KR
MR EIMBIRESIBIE F M « SBMHASRMT S IRERFT -
2. ZREGERESE | TRAREEME-REEREDE « BERS..
3. RREBRERE
a. WEREARE | NREBIE-REMRR-Simulate
R BEERERIERE « SARRFRREARRE | IREFE-KEA

P82 | BELIFX S ERF5R

£#& _replacementBIZHXEIARTE Z Al ~ EREZ SR ZE MR T UM H T EIFE I « YR AutoSupport BXF
T TBIOS) -+ :5%#% replacementBIEEIFSE « AR ERBEENINIE

HER

1. B EE T EESRE FFMRSFEZERLIR . Metwork interface show -is home-false.

MRBEEAEGHIAR BRFEEREEETEIFIR | network interface revert -vserver *
-1if *
2. [NetAppZEEPIEM AR ©
c MMREAT 2181 IHEE ~ BEE TR SEREBRFSR ° AutoSupport AutoSupport
° YN AutoSupport RESFLEINAE ~ FEEE "NetAppszik" UBERFFIR o

3. MEREMREMN - MFBFHMEN « 2R "WAIEA ONTAP FE¥ESIENITEER2WNEE" MME
XE o

4. YNERAEEE AutoSupport AERERFES ~ sE{FEM4ER system node autosupport invoke -node * -type
all -message MAINT=END #3% ©

S MREHBEHER  FEMA | [HEAEFESHEBEENSRAK- B8R Eruel

HEE3 | T EIZEMetroCluster B9~ 4R3Ol S hS
I T E2E RN EE2EMetroCluster FYRTTERAHAE o

ﬂ?%gﬁ
. BB AN E DR TERA) ARRE © MetroCluster TEERENEL)
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER

o P w N

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

TR | BHIEZHERIE4NetApp
MEHHEMIFIRMATERFrIL « BFHFESHREINetApp o W1 "SR E B F R FHEEMEN - A2MEm °
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i DIMM - AFF A220

ERFRMAEIERE « S ABHIEHISEPH DIMM ~ AIIIRBRE 2R EREFE R
AEMEIERY ECC #6552 (FHMEIERVEESRIEIEDS) B% « BE EHNE— DIMM HEME
W~ BRRERGEAFRME ONTAP o

RBERHFRAE Rt AIERERE ; TR~ CR AR IRERPT
WA R A R W VB FRUTT A SR E R E o

FER | BR80T HI2S

EERIASEESIS « TR EISIRE « LIENEREEIIS « ERR NS SEER SN
SRR IR LR o

RAMEIEL(E

* NRIE SAN 47 » BB EHRFEEESIZS SCSI TJH#MEHENE cluster kernel-service show ©
“cluster kernel-service show 85 % (1t priv EFEET) SREEREIZLAE « PERE ZEEEAY ] FHEARRE
DAR s B RGO EZEARRE ©
FESCSITI R RIERF A FE R E E PR E M ENZA R P EAREE o (IR EEABIRR « 7 el EEITER o

* MRB=EEMEU ERVEIES « AIRENBRNHEARRE c IRFBEREIETEAZY ~ E2HVITHIZZER
A MR ~ RNFEERNE20R IS BRI HIZ 2 FIEIERIRE ; A2RE HERiEEE
B&" o

1. MREAT T8 I08E ~ SBMUA TYH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
TFAutoSupport Bl R8T B BN 1L 22 B/ VB

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. (ZREHRE !
a. (EEERERIZSRAIERIQBMAMU TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREFOE?) K
3. BZIBAEHI BB EHARER

MRS REAET... ..
AR IR HET—% o
EAEERIE. . HRCHrI-C ~ SAETEH IS TRESEIE Ty o
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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* YNRITAE SAN &4% > BB EHFEEESIZS SCSI JJ#EME SIS cluster kernel-service show ©
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport B\ AN EETR BB I M/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. FRHBEHME !
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storage failover modify -node impaired node name -auto-giveback false
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
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