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B EFRIRESERIZF(27E ONTAP 9.18.1 RERIRAEFRZIE - MREHFEFRARITHEREREH
ONTAP > A& "FERENMIETEF" °

Bt WMEEIRENR - BRI - BREENE - AFRARERREG - MERERAINEE o

o "R B RS R

BB IR B HREK -

e "RARAHERIR"

EREEERRLIRRER » BRPREREPRIERS

e "B RS

TEHER SR AE B PRI PR R BB IR AR 1L R ARV RREDIRAS o

e "ERFGRRE D RYBREG"
WEERHERIZER ONTAP BR{R o

e "R RS ERIE G NetApp”
MEHFEMFIRMALS R « it FEZ R [EINetApp ©
BENRFEISIERNTEK - AFF A250

TEE A AFF A250 FRRVREIRIERS 2 Al > B (RmE NN BIR Y - 5 BB IGHE
B IEFER AR IS - EIHIEIEHI23 ERY e0S (eOM wrench) EHIBREWIE » UK
HETE Onboard Key Manager (OKM) I§ External Key Manager (EKM) SEERA o

BEFIIEIEIERIZFETE ONTAP 9.18.1 REMIRAFZ IR « MRIEHHEERAIITHRREREH
ONTAP » :BfER "FEREINETRRR"

* WAZAERETE NetApp NEINBEERINE R FRU FTHREBREETH -
* BRRERRERISS LAY eOM (IRF) EIHERSBERRRANE -

eOM ZEEIBAINE B BRENMERIBRE PEMEIERS 2 METEHN -
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html

* {7t OKM » EKEEZEHENEBUARBHER
* H1t EKM » SREBRSIFBHEHRERTIIESE !
° Jccfcard/kmip/servers.cfg #82E o
° Jccfcard/kmip/certs/client.crt &2 o
° Jccfcard/kmip/certs/client.key t&22 o
° /ccfecard/kmip/certs/ca.pem t&2E ©
© EMZENRENER > #aTRATIERNIEHSREMEE !
° _REIEHIZE BEEERITHENITRISE o
° _RERITHIZS_BXIBIERIZRA HA B -
T
IR RFIRIRRE R K 2 B "RARAIZHISE" » ISRIAIIL T o

RAPATERIZZ LUETT B BIFRIERSER - AFF A250

AR AFF A250 77 R4St E MR RVIES 2R - LB IEBREEKE B SRR ERE
BRPREFRFREN

BEFIIEIEIERIZFE1E ONTAP 9.18.1 REMIRAFZ IR - MRIEHHEERAIITHRREREH
ONTAP » :BfER "FEREINETZR"

AERAPARERERES MR EFIETERISZHUARAS « ML ERHZEERIER « UERZIIEHSEERIBE
wlaEERERHEN -

RAREIETE

* YNRITAE SAN 47 > BB EHIEEZESIZS SCSI JTJH#EMEHENE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv £EE1ET() SREREIRERME PGS ZENEABY ] FEARAS -
MR sz ERRARIEZEAREE ©
SESCSITI#EIEFEREE R E PR EMERE N PEAREE o (EAREENBS R « TRREETER

* MRFEEMEULAVEIR, « AIBEXNBBRR RS c MRBERFINETAE - HEZHIEHIZRER
A MR ~ ZRRHEERMESKR RIS ETERAZ BTSSR 2 AEIERE ; A2R R ESE
B o

1. MREABT TZ481 IhAE ~ BB TIE B RE I B8 {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%lJAutoSupport Bl R8T B BN L 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAVIERI S BMAU T < -

15


bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBREHI BB EHARIET

SNRZARRVIEHI S EE R, .. RE&...

AR AIfETR—% o

IEEERIIE. .. Ctrl-C ~ AR HIRREFOE Ty) o
ARSI 2 REHERIZE FIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & THEA Loader I8 RFIT ©

T—%
SRR SRR 2 8 BRI (R o

R IERS LUETT B ENBIMER - AFF A250

AFF A250 R RIFRIRREREFEZRFEEMHERER - BifEF BRI REUES
#3240 ~ BIFRIGRIFKIRRE - RS REP LR BRIVRKKEE - AREMZEESR
Zaissg o

BEFEEISIERTZF1E7E ONTAP 9.18.1 REMARAPZTEHIE - MREHHERAHITHERFERED
ONTAP » :BfER "FEREINETRRR"

REN BN EE T ARZEFISIEER » BRUAKPBIRIESISMEHEEN A 72
HERN | IBRRITEIS 84
1. WNSRIT SR IEH  HIEREEH o
2. WHRIR T HIB R AR B IR FERS o
3. BINERIREER « ABNEREMEIRNTER
4. HRPEHISIIEARIRT 1/0 B4R o
5. ISR FIeRAEHISEAM A TS « FSIER THAR « MBS ST AP EChI & 5 o

@ REEBIRERISSRAR BN « FRiERFRERAZBIEL (FBEXX) -
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(1] U

9 PRI

6. FAMEFIEEHSRARMA « FEREFEPENY « ARBETEORE L
7. FRIEREEIERIS R EEmBVIEIRIRAR « AR TRIIERIS RS o
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fEHERR AR

PEfIaSRAEERE -

+
t

8. MUBEAEE o

FER2 | BIARKIEEE
A AGE R T 7R S RAR 2 BRER SEHAR TR RS

BhE-BIRFERKE
1. 3R E I S e SRR AE PRI R IR AE I AN A B 3

@ CEZEA# M+ F RIBAAE T RB IR B RRS B E BBV ERAR - FRICIERISSREARZE
IR S EZ AT RMIEE « UREX -
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ED TR PR R RS B RE 2 12U 2R 1R A T A AR B R A4

i IRER IS R PR L -

- ER# M BANE T  [WRIARRIRIRES LU T 84% ARG H L2 IR L
SRR R EE BRI IARIE PRI IR « AR —55 °
HERARFE B IRPE L PR RIS IR AR  Mind ELE 2RI ZRRAE FROIE -

d. fER#HATIRAAEET ~ HEA M SHERITTRAIRAS LRVIRAR o

o o

o

RNBEHE IR « TRIFTAE S IRIRRIIRAS o

e ZEBEAEE -
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0 =2 RS

9 1EhEiRAA

2. ZACHEHERRAR
a. RHERIZIEER — IR AR R OB AR IERISSRAIEERFH—F -
b. R RIS EA T 2 I ALT
C RERFIEREHEERT ARIBYIEFLE
d. [ TEHEHGITRRIERER « ARRHERISSEAREREIER E -
e. EHEHGRIRRERCRIIEN « 2AREBHED) - BEIHEER FAEMSLE

PSSR R 2R A ~ ARG o

3. EATEIRIEHISREAR 1/0 B -
4. RERGIGATRMUES > ENTRERGHIR  ARRERUERREREER -

PEHIZREARRAIARIEI L 7T LOADER 1R F TR IFLE ©

Tt
R ERSENBIIEIE > & A (EB ISR ONTAP BE > o

SRR B ERRFMIKIRES - AFF A250

£ AFF A250 AR REBVRIKGRIERER - Eo LB BEBRKRREERRER - UK
BERAERERAR - TEREFPRE > RAEREESSERAMNE » WLHEfERFRY
TWMEZLE - MREMAZRNE > RE S| ELTREENT RRERZIRMNE ©

BENRE RIS RIZFETE ONTAP 9.18.1 REMIRARZZIE - MRENEERFERITHIRRERER
ONTAP > 55 "FERENIMIEIEF" °

FYaZ Al
* EELHNERREERHE
° IREEIREIELS (OKM) | REREHENZIEREEMEHD R
° SMEREIREBIES (EKM) | EEREBHEMBMNTIIER
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

1. 7£ LOADER ${£RF7T | » B BNERRERER !
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boot recovery -partner
SEERET MR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BEVERAMIERS LA IRIERERT ©
FRF SR EET Installation complete L& ©

3. RMBBEMEER > WRETR FASZ—:

MREFDLAS ... HMITLEENE. ..
key manager is not RIRKRLEENMNEINAE ©

configured. Exiting.

a. ERFEARMEIR -

b. B AR FHIRHEEZEMA -
"B i8R R-ofnode_disapped_node_name '
AIfE EMEA EERETIAE WREWERT -

key manager is

ERENMZEINGE o FIEEZ R EIES °
configured.

@ MRAFEZNATREESRE > AFETHESRANE » TIRTEHITSSELETRERE
BUKRECERE (IREEINE) o ARIBRREE -

4. FRBESTHEENEFERSHREERER :



RNEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

1 e B BN AS R [C1 = NetApp - AFF A250

GNRIGHT AFF A250 RAFRBIFAE T3 LR > SR EETTHRE] NetApp © M7
Bifl > F2R "SHERELAEREH °

¥mHﬂ
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

45



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
ERERE FIERMER R HIEZHEE NetApp" » BHREE -

S B EN IR B3R 0] = NetApp - AFF A250

ANRIERY AFF A250 EFRARFIEETHEELIE » FHidtPETHR[E] NetApp o INE
B  FR2R 'S EEEER"EMR °

AT TIERIE - AFF A250

EERIGE M AFF A250 f#F RFRIERE « SHTIERERTEK « RARER2S « B
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AREGERIRELE -

"E B[R ERER"
BERMEEHRER » BIERFASN  FIELR « ONTAPREMAM AR o

A R R
FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAERI A"
RARAHERI S U R B MEITIRAGHEE o

"R
R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

B FERIESK - AFF A250
TEER AFF A250 ZARFRRIEAE 2 A0 » s (Rom e N ERFR BB 1R (T - EEIEERE

AEPRFBEEMTH RS IERER « HsIEHER ONTAP NAKEIR S0 « IEFNE
AL R ERT A -

AR IR « TTAMFTA IS T « AIUIIEEISS (CPU Bt  TEIRLAEISAN 10
RETHIER o

* SAMEE RARRIPRA HMTAHERERE ; MFRRAE > B "NetAppsiE" UK IHE)
* MNRITZE ONTAP NAE R M EIESNE » SREUSELERGE °

c ARECHEAVENT AMZEETER

* TR UTER A ZIEAIFRE ONTAP HRAHEAEHEIRER o

‘ ?%fiﬁ%?ﬁ#%r%%ﬁ?ﬁ@%ﬁ%%*& + NVMe WBRIEFNIER SR BB /LS ~ MERIEFAERZ NetApp BIFITT

* WAAEIIEF S SN EERE - HNEHAEE « SR SESHMEEPE ETRBIVIRTS FEFI D P

ETRIE ?
AERTREEKRZE » "EEEREE"
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ZEES RS - AFF A250

TR AFF A250 RAFARIBIIKAS » 75ARMAAIRIBRIEAE « BREEBRITH - URR
SCABARANIE R S8154E o

1. ERERYFEAERE  NEARET N ELEZERR

2. {TRREERERM I EIE TG

a. M “system controller location-led show' BRI E5TIE B AIAKERIES ©
b. TR EIETE

system controller location-led modify -node nodel -state on
& LED SHiESE 30 1iE °

3. {IREHEA > FREBERFHRIEDIUTAS :
° AR
° BBt
c BFENHE
4. RERPRHABRY > LHFERUEFHREEHRE4ENetApp
O IERIIREFRANFIA BB LIRE - BRAIURGRREDS RPAESERMENRMHR o
6. MRFERF M > AR -
ETRIE ?
YT AFF A250 1EFEEERSTE » ICRE RARIIESIEE" o

RARAIE4I22AFF -JR%A250

%ﬁ%%ﬁ’%%%AWA%O%@%%¢W%%%’uﬁtﬁﬂﬁiﬁﬁﬁﬁﬁﬁﬁ

tRRFERN AAMERNREENRR - ARERBEEREERENFAEN > 552H "ERRH IR
RIRFRIR T 2215 - NetApp FG#EE" o

FRtEZ Al
* EREERER VBRI
° ONTAP A AR EESTE ©
° SEEZEFIZZ89 BMC 1ZEXEES] ©
c ERECEAVENT AMKHELETER
* FMATREMIER :
° HUTHM "RAEERIBE" o
° 1% ONTAP AREEZENRFAREA o
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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