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NREEIBULAS ~ /% CHr-C ~ EI I E MR TBVEEIR « ARFLEEIRI IR ESALS o

EHARTIRTFTH « ILUSBIREIHIRILFHIERIEIRE © Tboot_recovery]
MR EEUSBRES IR T & ©

HIRGETE « FRMA MG EIE « ETER AR NABRRITERMRE o
ZRMEZE  BRBERER !

a. iR A D RARAZREN LI P o

b. AR RIBRBNAEREERF « /17 Ty o

C. ERAIRTE S etc/ssh / sshE dsa_keyBF ~ 553% ly) o

WEIERER BRI S IEBHEIRS « R L —TRPEHRmIPAFRGHERERD
ERRAASIE-EAROIUE RIIRENRSIPAI4E

MRAR e R R-1R{7-



13. WNSERMI) ~ ERMBTEAERAERE « FEZBHR LT Ty o

4. BEEIERENZFRINE « 5518 Ty, ~ ARERFIRTECENRAEERRIZ Ty
15 BRIRIREHMREN SR -

a. REFBEHAREIETF T °

EEEEERTFTHONTAP ~ NRILAEE thdn € R4 EIREhalt -skip-lif-emation-te-bute-shutf true
-ignical-warnings true -bute-takeover true °

b. {EF Tprontenv, FHSHTIBIBEELTE o

C. MRRIBEFRUTAHRTE « FAEA' R &_IRIFEHLHE_ EEE_mImlEsk -

d. M Tshavenv) < fEEEE

e. ERTRRENENRS o

16. EXMFAMIVIRERET IEESHWE...1 B  FtREHRENTRIE
INREHIRMRERL... R

HAEC ¥ SRR [EESHIRE... SAEZE - SItEEERBITIRGE

a. RIERER . TtorageREATFEEINIE-ofnode_node_name]

REMMGMERRTRE « TR « AREMBEK - BHER
EIRGIZE o

(D) oeEzmR- CANEEERDA

"HAECH EE"

b. £ TEFREBZHEshow-fIiE) < REITBRIFRIERE o

C. MIEFETME « AR TEFRHEEEshow) LHEEIHARE
IE% ~ MERLUEE -

d. MREERREEFREREHENG T EHBEERNE  FRER
J& o

17. R FRERSERER -

FA ISR AFF - ImageA320

2B USB MER IRERENONTAPIYMER » IZ[RIER AL » WEREIRIFEE - AFF A320R 4%
EXEFHRERERRER - FIEEHEIIEREIRIE o

1. EHARRIRRFITH ~ RUSBIRPIFZFEIEFIEIRIEIR® . Tboot_recovery
R EHEUSBRES I T & ©
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2. BIRIETREF  sAEA MG - IESEE E AR TERM G o
3. BRvarlEZR A4 .

MREHNRMRE... RE...
AR AR a. RFRETNICERBHERE ~ 518 Tyy o

b. iR ERNRAEREIRELR © et -priviEEEadvanci F |

C. HITEREMN®T | [RREIRRE-HD-ER - B RIS
E2Y ip_addresses]

d. EELIREABIERLAR © Tet -priviEZzadminy
e. RFIRTICERERAVAERE « 5717 Ty o
. RFIRTICENREEREET ~ 551 Tyl o

AR E AR a. RFIRTERBDERR ~531% Tny o
b. ZAHIREREF « BEHREARL ©
C. REETHIIHRERFPEEC N HE (D 4EREEHFlash * (F¥PFlash) %
15 o

Ea

MRAFIRTECEEERN ~F1R Ty o
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R RGE. .. W...
FABBIEAR - BAMotroCluster 1§ o RAHBTERMMERS - 8 M) -
EIPAIE b. FARLILTES « SEHEMBAL: -

o HRISCSIEEREBIRELS -

TRIUEREI T B RS -

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

d. EERAINEERPENEFHNDERRERMFlash * (FFFlash) &
I8 o

MRAFIRTCEEERN F1R Ty o

4. BRIBEBEHRTENETEN -
a. BEHBEHFARRIRTETT ©
b. {FF lprontenv] fFLREIRIBEHERTE ©

C. WNRIRIBEBRINTELARE ~ 551ER Isetenv eniation_variable_name__changed_value) &5 INMAE

d. 5 Tshavenv) SR<HFEE o
5. FT—EBUAR G R AR :
° YNBITI R D R E R EKeymanager ~ NSEZENVE « 5A11E OKM ~ NSEFINVE RS 15 B s 1 2b 8%

om
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c MRIEHWAFAARTERNESHEERER - NSEHNVE « B AEHHITER o
6. EHARRIERFTH  #A boot_ontap) &< ©

MREEI... Rik...
BAET HET—5 o
EFEZRE. . a. BAATEBILEE, o
b. (£ TEE AL show) HoHRDE IR D ERFETE
Eo

7. BEEREBIREEESFBEEHE -
8. fFMA"shorage R 5 ERINIE-fromnode"dp < FRIE B2,
0. EEERTFIT « FA Metint-isEEHR HLEEBHENE o

MBEBEEENEREYAE MR ~35EA MTnetint B[R e NEmERDIH I EIHE o
10. B EIESEEEEEENEL « ABEIT Tvrsion -vi S HKEEONTAP fRZs o
M. MNREER [HEAEEENREEA- B8 NEtruel LTEHABENINE -
I=ENNZR - AFF A320

e B AR ENEAS LRYINE - AFF AB20RAHES IR FHIRIENIZISERIEN - FIEEHREL
BIRES IS o

RIBCHRIREESHL > STRERNT BLURERFNE - MREFRELCHRBEERAMETIRERS > FR
EICERENIRRE B IE 7RI RFrBIBERE ©
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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

I PE T EFIE45NetApp AFF - NetApp -ElA]
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Tf}‘\l" BZEMBSHRER ° AFF A20R A EXEFHRERERER -
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