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TR RIS R R 2 B RARIIERIZE" » ERLETLLTY o
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RARAHERI S LUETT B ENRRENIRAS IIE - AFF A400

BAPAAFF A400 fEF R ZIERVIZEHIES - UUBr IEBERIER 7 B B R ENF IS B RiBRE T
RISRIEEN

B EEERASEFBIZ(ETEONTAP 9.17 1 RESIRAFRIE - MREHFFRAETHNERHREHIONTAP »
AfER"FEREINERRF" -

AR IERERES R EFIETERIRI RS « MAELBERHZEERIZR « UERZIIEH SSEETERIRE
HlSfEERERHEN -

RAREEIE

* YNRITAE SAN R4% » BB EHRFEEESIZS SCSI JJ##MEH4ENE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv #EFE1ET) SEEREIRERME  (PEGAE ZENEARY A FHEAREE ~
AR sz BIEE RO EZEARRE o
FESCSITI R RIEF A FEREE PR EMENZA R I EAREE o (ERIFEENBI R « TRl EEITER ©

* MRFXEEMEU ERVETEL « BIRENBREIMPERAREE o« MMRFBERZEIETEAE « HE2HVIEH 2T
%A MR ~ RN EERNESIR « AR BERRSIENIESISI 2 AEIERRE ; A2 "R EEE
BZ" o

1. MREABT T8 IhA: ~ sAMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
TF!AutoSupport B R8T B BN 1L 22 B/ VB

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZFRBEFTE :
a. [RREERIERIZFAIERI QWA TS !
storage failover modify -node impaired node name -auto-giveback false

b. EA yELBIRT CERSEEHEHEE? 1 &
3. RRIBAVIERIRBEHARRET ¢

R ZIRRVIERI B EERET. . R
AR AER—Z
EEERFMIE. .. Ctrl-C ~ AREHIRZREOE Ty o
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NRZARRVIEH S EERET. .. RE...
ARSI 2 REG R IZE F LR IBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader 12 RFJT ©

T—%
SR SANEIR 2 B B > TR o

FEIRENRRS A B IR B BRENIRIE - AFF A400

AFF A400 R RIRRENIRAEMETF 7 EZ2RVEIRRNRE BN - BIRiEiE AR IR FRGE
Hla R4 ~ BIFRENRENE  HEFISEETZRBREEINE - AREMTEES
Zaisag o

BERBNIRASERIBIZETEONTAP 9.17.1 REBRAPZEE - MREHHEERRETHERHIRZABIONTAP »
AER"FEREINERR" -

EETEMUREE T AERSEER - BRERRTBIRER SRERIAIZFE -

1.
2.
3.

NRIT I ARIEM « FEIEREZM o
RNERGEER « AREERMEEBFNTER

RSN E SEREERENHANERET - AREFISRRAN T RFEERNSFP MEFE) X
BHHERIVERE -

AR BEEEREERETD WEEEMRREREERER « BIFFER

RiEhISEAR I HEREERE « ABFHRE 3 -
m T RMERER « ARFER R TESmIEHE o

R BEAE SRS HTEAS o

*’Vi =" D
I AE| 3
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° PHTE SHAR

9 PEBIERTH IS A

6. HIEHISIEAE B HIMAS o
iR BARARR AR AR (SRR SR AERV/EEE -

7. BRI SRR AR R ER T E L
8. {IFRBAE :

o HEER
9 R BB RS2 S E

(3] Gl

a. R ERIEAVHESE R SHEGBEEPRIET -
b. RBEREPRERIBEETEBA « ABRRHER LIREET2RRIE -
9. IEHISEAE P W ASFREDIIRES |
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" BT EaRT

eg [ EEBRE RS « ARICHEIERE

a. T RKERRIGHE GIZE - ERRRIRENBGBMRERKIRALL -
b. 1) LEBNEAKIRES AR R R IEE NI -

10. BRI IRISAYS /G AR RS IRIER T AR HEHEAIGE -

. B EREER « REHT2 ERIEAEET

MAE « A FRIRES IR H ERi A S -

12 REBIRASSHE BN -
a. R FAKIRES R T IedS E E AR o
b. B—RFIHTEEIRR  RERIRRE IR EARRREN RIS A BT R -
C. [A) MR IERSHT « SAIRIEEE I E IR « RBAIRRRSHHE B -

13. FARRERE °
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T—%
ERRE RN & LA (FBEETEER ONTAP BE » o

SRR B ERREAENIRES - AFF A400

TEAFF AA00 R4 ZEHTIVRIBNIRRE R 18 » SR ARRE) B BB RAS 1B IR @R » TS
HERERACE - BTERERET > REEREETERANE » MWRELEEERIITRM
ZHRE - IRERMATRNE > ARSI EETAHENERDER o

BERENFISEFRIBIZETEONTAP 9.17.1 RESRAFXIE - MIRENFERFETHIEFHARAHIONTAP »
RER"FHREIMERR" -
FYaZ Al
* EELHETIREIEREE
° IREEREIELS (OKM) | BEREHENZIEREEMED R
c SMERESREIES (EKM) | BEREBHMBAITIESE :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

S ER
1. £ LOADER 12 ~"F 7t T » BB EEREREF !

boot recovery -partner

SHEET AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERAMSIRRE R INERR o

2R 5ER AT Installation complete' :L& o
3. AMBEMEER > YRR MIFHEZ— !

MREEILAS ... HITUEEN ...

key manager is not RIRRZENMNEINGE ©
configured. Exiting.
a.

b.

HEARTMHIR -
AERRSNE BRIE T 22

% 4B

'BDEEBEIZR-ofnode_disapped_node_name_'

C. EITE EMRUAEERETE MRERERT -
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MREEILAS ... HITUEBNE. ..

key manager is BZEMNEINEE © R IMEZ R EIESS °
configured.

@ MRAGEZNHSREESRE > MISRTERAR RN CRIECERESRERE
BUKRECEER (RESMER) o BRI RS -

4. ERBEACHEENEFERESREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

22
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERMNESHNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BREI RIENERRE MR HE L 2 B RS Z R[] NetApp" » BERARIILT ©

o B EREh i B2 {H[0INetApp - AFF A400

SNRIGHIAFF AA00RAEFRRYFHE T 238 R > B iR TH iR [EI4ENetApp © 55
FFPEEHEH BHENESEHN o
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EXEniEsE - FEIRE
ERENE RS F 81018 T 712 - AFF A400

EXENIRIREY B BNIRIES MR AT B B SR E ERRENEREIR - ©ERGERH AR
ERIRRENBRIRTEAFF AA00fEF RATFRIBIRRBIREE LB LIEONTAP o

QEJESZ@JﬁE—@?L&E?" ONTAP 9.17.1 REShRAF %R - MREHNHEFRAETHE R HIRABIONTAP
AfER"FEREINERR" -

Bot ) MEEIRENR - BRI - BREENE - AFRARERE - MERERAINEE o

o "iRB R EE TR K

TRBIE AR IRAE IR o

e "R ENNE RS R
HE AR D ERARE SR EER N INEHER

g e
EREEROMIRIR BRI o

HF

"R RE"
RAREREERIRBIEFAMRRE - AR LREIRRKIREE « AR USB IREGHLERE S5 ONTAP IR -

"B P
it USB BARISRIIE ONTAP B < BB AN « LEBIBIEEW -

mm

"B
EONATPRIEEE RERH SR EIRRRE NI SR EIES o

o "R RS ERIE MG NetApp”
MEAFEMFIRMALS R « it FEZ R [EINetApp ©

FHEEIEEERIEK - AFF A400

EEMAFF A400 RFERBIRIEI T E Z BT > sEFERmE I E BN EE XK o EEIEHER
THEEEAEEREFSEN USB EEH inf%ﬁnﬁﬁiﬁﬁ IEERNEREEKE -
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| #<HRIGEESREAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {FH MetroCluster fiii18 PEERIRESRE) HLREERESHE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

B B EREh i B2 {H[0INetApp - AFF A400

ﬁﬂﬁﬁzf‘fBﬁE’JRMA?E/TFﬁ i~ IR PEEHR[EINetApp o W1 "SHE S E E A SEIHME T
BH2EEM

P EHAEE - AFF VA400

AE B « CER BRAER S EEE IR R R RAAE R R R
A8 o

RERH A Rt AIERERE ; TR » GRS RIS IRERPT o
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* IEREFEiER T - HNEHEES - CRSESMMRETEETENIRE P EMN S8 HE -

TR AR A2 FATS ONTAP R4t 32 I RIFR A hRASRITOAE o

RARAFERHISRAFF -ZRRA400
fEAESCHERNEEREFREFARERIBRIESRES

HIR1 | B AERTRARAEHER

2 ERAR AAMERRERNRR - AREERS=ER1ERMERFHEEN -

AR 45 - NetApp FIGHE" o

ez Al
* SAMEE SR W E2RVRERMSNE

° ONTAP A R A EIRETEE
° G{EEHI28H9 BMC ZEXEES ©

* ARECHEAVENTAMREETER

R RIRYRIEHUER ¢
° MUTHM "RRREATUEE" o
° 1’ ONTAP FHRERZRRMIRE o

° FRRIEMIRIRE "Active 1Q BEETREREE" - 58 FRALBAIFENTAKEE « AR T L8 LED

o

1.
2.
3.

. YNERERA AutoSupport » FINHEMEZREL » WiIsSHETEHR R RBEARAVRAR

#i SSH BARE - WEAAKTIESEERMECEER / TES - KLETHTAHMEEA -

FIEPRE AP / EHTFE NetApp RAELBIER] o
H{=IMEEID T ©

system node autosupport invoke -node * -type all -message "MAINT=2h Replace

chassis"

AT A £ EEIRARY SP / BMC itk :

system service-processor show -node * -fields address

4ERZEEE Shell ©

exit

R _ E—F a5 BAEREEEAY IP it > 538 SSH & A SP/BMC » L EEIEEE -

MRECEANREES / FRMER  FERAERNEEEESNE
{FLEAIR A AP R MEIENRS -

BAEERIEE ©

==

= e

B 1B BRI R F
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEITIIEBR » FRZETNSEERIZEEA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. EHFEEETSRE LT RETREHAZRRET ©

IHIE2 | (T ZEMetroCluster FIR R 4B RE R RERAIZHISS

EERAPARIARVIERIES M ZEFIETERI S BUIRAR « WAELEETHIESIES « R 2 RVIERISREE N IRAIES]
RHEFRBREEN -
BAFCEIRTE

* B AR EFEREFRTERMEISRMR - 1 EAREEHSEREES -

1. #&EMetroCluster TRIEE ] AREE ~ FIEIRIBRITHIZZ R CEHYIRE MNEEFE ) #HI2sMetroCluster @ T
RIEE ]

2. RESHEEIAME « FIRE T REEET

YNRIEFIZRTIA. .. RE...
E ek HET—F -
EES=EapIL R ERYIERIZR AT E MBI EEMetroCluster @ T ISt
']
HARBEIHR -~ LEEE FIBRTRAE ~ WAERE  FRRILREE - AEBH K - MREE

FiMetroCluster TERYIR 3L JEMBRREE » SRHMERAMTSZIRERPT o
EITUHA « THRE RS

3. #MetroCluster FFEREERIT MR8 FEFkAggregate) &< « UEMRP ERESHE °

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMRAEWE R « AT LLUEEEMetroCluster £ M-overre-etoes] ZLEEHRE MEBR) o< - NMREHFEA
IHRAZY R EREAEE TR  UBHLBEEE o

4. {FMetroCluster flexoperationshowsp & HERIEXE B 5T/ ©
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. A Tshorage Aggregate show] &< HKIGEESEEAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {FH MetroCluster fiii18 PEERIRESRE) HLREERESHE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREEWE R ~ Eo] LUEEIE{EHMetroCluster -overrover-etoes2 8 E#HEH T
ERZ2H¥ AR ERTMAESES R « UBFIHEEIEE o

7. #EMetroCluster BRUtEEEE FfEF TELE(EEshow) @< -~ BEHMEEIFEESTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. FERBRVIEHIREME L  IWTERMAAESS -

FEAEERE- AFF REVA400
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BTN RER IR AE R B SRR AR -
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2 WBERABMEETANSEN A ERES .
3. STRUAISS AR
a. fEFISHTEIA « I EEBISEARTEE R A - ETEISURERERALA L -
() wsIsmaBAMES « BRI « UGBTI o

b. & #HTE R _EEE) « IFHEBIRRIMIA « EERBEHE Y « RHERISSHAZIE « ARASHE #HI%D
THAREME « LIRHERSRETEEAMAE -

c. RBRUEABRNES  BERRREREME > AEPERUESEEEER -
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o MREHKREFREEREIBEE « FEFRE o
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4. BE AP ER « KB EEH SRR T AT

ST R Bl A2 FAFF -iZ[5A400
(EBEREEHERERY HA MRES ~ IS HIETAHEE NetApp ~ INE#HBEMIAY RMA SRBFFRIL o

FER | BRI E M FRRIHARKRS
T AERR AR HARRES « TRBEEEMREURN S ERRATAER o
1. FEAEEAR AR  IE— IR SR AR RER A I HI 2R AR AR N AERIHARKRS & Tha-config show.
FRB o HAAR R ER FEEZAB(E] ©
2. NRATARE TSR R EHN R FAR TR
a. SRTEMFIIHAIREE ¢ Tha-config modify chassis ha-stu_|
_HA-stu_ BYERTUAE FFIHAP—IE :
(rE)

= "Malc"
MhiEsaTRA
{MCCIP)
FIEmG )
b. HEBREBEEE . ha-config show]
3. MBTHKREMRE ~ BEMRERFAHEMIES ©
4. EMTERRIEEMAIIER o

SER 2 . JACEEETEL MetroCluster 2BREPRIE S B2
It T {E(EE AR 2 2EMetroCluster BYRSEER4HAE o

1. BRSSP A ENRE R B ERER S TRUAE. ARAE : MetroCluster TRERERRL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show
R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH
5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

FER3 | BHEZHERIE4NetApp

MNEHFEHBIRMAYERFR ~ R FEZHREINetApp o #1 "SHEE MBI RFMAEN « FF2REME °
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MBEEHT R ~ eI LUEIZEAMetroCluster -overrover-etoes2HEIHEH TER) H< © NRE
ERLIBERZH « RAREEREARESR ~ UMLLEEEE -
7. #EMetroCluster BRIMtEEE FIEA [ELEEEshow) &< ~ BRVEEEEZDTM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42

Errors: -
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

BRIA2 | FHEMISREEEMetroCluster FIR4RID

EITZIRTHAERYE EiREMetroCluster hRBYSZIRTNAEABREONTAP B ~ AR F BN R E TR IRAGRTAYIE S 25
RIRID ~ AEER R M IMIBIERZEF -

RAREEIE
IR IEFE R MetroCluster I1TONTAP T5IBEEHMEEIZL R4 -

T AFEE T IEERVENRS B IER R PRI < -

© AR EEERICEMITAEEAVENEY o
* replaced EIELRIRVENEL - EAEFTEEAZIEEE, o
* THealthy) BiEhEZIEENEAAIDREERH o

1. MR R EFELEN_replaced_Ei%h ~ s58A [Ctrl-C1 RAERBITZER « ARIERETAIThAE R PRI

EHEEIRT BRI -
RN ARIDAEFT « ERMIRTEERRRIDE « KABEA Tyl o

2. RIFEEZ ESIREMNRLID ¢ TMetroCluster TEiZtishow -Fields node-SystemID - dr-Partner
SystemID |

TEUEEEHIT ~ Node_B_1ZEEHNRL « EER4ID#A3118673209 :

77



3.

6.

78

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209

1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

£ T8 B0 LR MR RIURTF TP RAHRNARAID ¢ TEmR)

TEUEEEHI ~ FIRRERIDA118065481 :

Local System ID: 118065481

- {EFT disk show s TEUSHIRARE ID Bl » ENIERMEIRERE GBI FAS ##t) '@ disk reassign

-s old system ID

ELERIR ~ 9% ¢ THARENRTEIK-s 118673209
RIRTR R ITAEAERT ~ SO LUEIRE TY) o

BB R D IEEDEC TEEMAR . THiiRshow -Al

HERER _replaced EEARIMEIREET replaced EIEARUFIRARID o 7E FHEERFIF - system-18EHR BIHERRIRTE
el

THBVZRAAID 118065481 -

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)

WREER D ERF R OEED



a. BEAEMERER . et -priviis HRE )
EARRIETTEEE NEREXR « S LUCIE TY) o HIREMRIERIRT (>) °

b. ER:E 2B EEFIZOMEEN ¢ System Node run -node-node-name_&1EEEsavecore] (RATEIZLHIT
#12 local-node-name_&1{EESfFsavecore)

MRep S B RSavecore IEfEETH ~ B % FSavecoreTeik ~ BEEHIRIE o WRILUER TR4ETIEL
#1T7-node-local-node-name_S1EBHHEFEER-sm<) KETHIFERIERE o </info> o
C. ROIERERIRELR - et -priv. adminy

7. 1R replaced ENELERFAEEET (BBTR>1ETR) -~ Al RAEEET « ABAIEHARERETR ¢ Thalt (5
1) 1

8. B4 replace &% : Tboot ontap.
9. 7£_replacementEiZi5T 2 Z & ~ BIITLIR © MetroCluster &R
10. EfzBMetroCluster NERIAHAE : MetroCluster R EEELEET-H(IABREHKREE |

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. B#z8MetroCluster T5)IEE FBIINAE : Data ONTAP

. BEWEZEE LEEEEREREMTET ¢ System health alerts show) (R#AEREKTETRET)
b. F#2BMetroCluster B ELFLLINAE - MEEF EEER : MetroCluster 'show ]

. #{TMetroCluster IAER 2 MIMEZE : MetroCluster TEITIHEERZ

. BERMetroCluster RMetroCluster BiZE | FER | [FRERTER]

. #1717 Config AdvisorsERI{E NetApp ZiE4HuL LAY Config Advisor BIE :
"support.netapp.com/NOW/download/tools/config_advisor/" ¢

O]

o o

(0]

#1TConfig Advisor SETHAER ~ SRR TRMELAAR « WRkIRE G PRVEZRRRERBEMRERE o

12. {REAIEEE
a. L AERRIRTTFIT - BEREMERENR © Tet -privei3zadvanci [

ERMIRTCEEEAERERENAR « CFE2A Ty BE - TEIERERER () o
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor/

b. EA-Simulate2&f MetroCluster ZBEIJIRIER | REITHIA(EE
C. ROIERERIRELR - et -priv. adminy

SERRAMIRR . AFF 2R AVA400

EERRREBEIRATREE « BUEERNetAppEEMEAR MBRE) -~ T LiEihiE
HIZRAVIRIE « RBFBIESHERELENetApp ~ MEHBEMAIRMAIE RErAR o

ZER1 . TEONTAP R h &4 B R A3 0118

IIRZAREEEEAONTAP WERFEERE (ENEHHE) RERIINAE « AR _replace EIRLZLECHTHVIZEE - Bt
BARERENINGE - RETHNSEMREEZES B SIS
) S e

ERZREESRZA - FERERENTISEN AR _replace iR - B « IRZIBHUEEETH—FAA
THREIRERVENRS ~ RIRAFFHINAEETHREE -

i5h ~ 7ERIE HERREIB NN TTAE B R R AL - FULTREBIAE_replace HI% FRiEH 11
REBARIE -
Bt AT

RIETBU AR 28EF TR o

THORNERAAURERESR - TIRIFAR  FIAERENTRY - ZERAMNREZRZE €524
NSRS A U E R FRABE R Z A R PR A 248 o

MBRGRIVETE ONTAP O - 10.1 SUEAHRA » SRR AIIBIE TEAFF/FASRHE |
() EmEmnTminEER - ROTRERGINE ONTAP Rz  #2B'NetApp Hardware
Universe"IXESEZ EH °
. MBCRBHNBERE - AE LSS Nothpp T 1 TEINEH TH TR
@R o

@ ARG ESHELCFARINMRESR « LREEXERERE ENEFE I - IREE30R
RN BB RETIRAE F IR « SBIMASRMIIRERFT ©

2. ZRGERESE | [REREME-RIEEREDE « REDH..
3. REEBIRERE .

a. RERERRRE | TREBE-KEMBY-Simulate

b. yNSBEEMERIERE « SABIRRERRE | NREFE-RER
SER2 | BB LIFY B ER %

8 _replacementBiZXEIARTE 2 Al ~ CREZ SRR ZEMIMRTUNH T EIHE L « YR AutoSupport BYF
T TBIOS) -~ z5E## replacementBIZaAIFR « AR ERBEENNIE ©
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1. B BE N EEEME T FRSAEZIBEER © Tnetwork interface show -is home-false |

MEBEAEGEIIAR AREEREHTEIEIR | network interface revert -vserver *
-1if *
2. EINetAppZIEEFIEM R AR ©
c MREMAT 2181 IHEE ~ BEE TR sEREERFSR ° AutoSupport AutoSupport
° YNRAutoSupport REXFLEINEE ~ 553 E "NetAppszik" UEERFIE ©

3. MEREMREMN - MFBFHMEN « 2R "WAIEA ONTAP FEHESIENITEER2NNEE" MHE
XE o

4. UNERfEEE AutoSupport 4EERFES ~ FAFEM4ER system node autosupport invoke -node * -type
all -message MAINT=ENDup7 o

o MREFHBEHER  FEMAA | HAESHEBEENSRAK- BN ruel

HEE3 | TEEIZEMetroCluster B9 Z 4R3Ol SRS
T EEE RN &5 MetroCluster BYAR5EEE4H

. ERSEFRE NS REEN TEUAL AREE © MetroCluster TEEREREL)

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

B SVM EMERREF B5EM - MetroCluster 'Svserver show
R EEFEMPITHNER EBLIFBER S EMINTTR © [MetroCluster BRIEELIF show,
WEFEEETIMEMAEZEFER "MetroCluster BR 1 S LHITLIHA o

SRUBAEEBSER - MetroCluster TREETR

o &~ W DN

ERERN [FEUHR KRR « PHREEERDERN TS -
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
FERA | FHEZHERIEANetApp
MEHBEMAIRMAIE R i EZ R [EINetApp © U "SR S HFHEFMET « B2WET -
EIADIMM AFF - VA400

BHFRNETIERE « R AEIRIZEHIZETHE DIMM -~ FIMIRBE 2R IREE R e ZE Rk
AAEIER ECC $8:2 (RMEIEREEREIERE) B% « @EE2HMNE— DIMM HEmE
B BRHEERAE LR ONTAP o

REPRFRAE BT BIE R ENF ; TR G AR SR SZIRERPT -
T RfE R R R W BB RFRUTTH R E RS R TTH -

B . BB 1ERVIER2S
ERE G RN EEE KRR NRE R BAIESES
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RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MBEEHT R ~ eI LUEIZEAMetroCluster -overrover-etoes2HEIHEH TER) H< © NRE
ERLIBERZH « RAREEREARESR ~ UMLLEEEE -
7. #EMetroCluster BRIMtEEE FIEA [ELEEEshow) &< ~ BRVEEEEZDTM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -
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o

1 RBEEH LR -
MBOBHEEWAE (QSFPISFP) - BUBEERANBERNERRE -
2. WEBISSIEESIE(E « ARBIBMERE | Ntorage s BIN{E-oinode_disapped_node_name_|
3 MBEREAMER  HEFEA | [HESHEHERERAR- SDTE e
£506 : TESHIMetroCluster M7 —AAERIAEIE AR
e T #E B R W EEZEMetroCluster BOTRSEEEARAE o
55

1. ER-BFR A ENBE R HEREER TRUAE. #RRE : MetroCluster TEETREREL )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HSPFTESVM LM EMREZP B5EM - MetroCluster 'Svserver show

R EEEEMPITHNEF ESLIFREBES EMINTER | TMetroCluster ZBRIBELIF show
REEEERIMTMAEZEFEA TMetroCluster BR ] SLHITHIA o

SRR EE B SERL - MetroCluster TREER ]

o &~ W DN

EREEN TFEUH ARREE « THREIEEERNERITH !
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

tzu%t)]#ﬁafﬁfﬂi@ﬁﬂ%%ﬂjﬁg% s BRI LUER TMetroCluster show config-repl# Bres[El4 ikAEshow] &5

LRIBEEITHRIELERE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
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RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES

95



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE

1R

ANy

AIUERATIEE « BfNEEP R « ’RHEHSRARERAERREEE -

BhE-BIRIEH SR
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C. BERMIGATRILRES > SNRETRGHIE  ABETREMEREZETR -
PSS BT ERINIE B L ENFISARINE - ZEFEITPERBRILTZ -
d. MREEREFLEEGEIRESR  FENRE -
e. FENEERIKIER « A% TCtrl-Cl FIEEHALS o
() messEBEmEReL  BRRESERAREE -
f EHEARRIETT @A Tbyel EF#IIA{LPCleEFEMMTTH o
SERS | RS SRBARE R A EERAE
T BEML RS - BEBEFISREA - RAEEHMEA SERIEEE o
1. REESHTERL -
AR EFEPRIERREREE (QSFPISFP)  ACSEFER BRI R T o
2. BEHISSIEEREBIE  HECREMIFRE | MorageREELEINIE-ofnode_disapped _node _name_|
3. MREAETHER  FENA | [FAEAEREENEMAE- B8 iStruel
HER6 . IEEEIEEMetroCluster FAR _ZHREFFYIARIE SRS
T E(2E A & &i25MetroCluster FIRTZEEABAS o

1. ERsBFR A ENBLE R HEEER TR #RRE : MetroCluster TRETREREL )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEERFRBSVM LM EFFELS EFEH . MetroCluster Svserver show]
3. BB EEEFRITHEMNEELIFBEETERINA ¢ MetroCluster ZERIEZELIF show
4. RIFBEEEDIFAEIEELER MetroCluster IB/F ) #a S H T o

100



5. BRI EEBE5ER . MetroCluster TREBTR

ERERN [FEUHR KRR « HREEERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARRE « BIRISTRR/EE ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREAETH » EAILUEA MetroCluster show config-repl# Bres[@® ikfEshow) &
LREEEITHIELEMEE o

6. EFEILIERISnapMirrors{SnapVault FEERI4REE o
TERT | B EZTHERIE S NetApp
MEHFEMAIRMAIS R « iSHIEZ R RINetApp o I "S{HE S HEE R EFMET « A2HER -
EE3ANVDIMM AFF - REVA400

BRSGERIREESHENEAS TR « SR EAINVDIMM—AEH R RIEER « S BT ihiE
HIBSEAAFHINVDIMM ; BRI ZER RN ©

AEPRFRE BT AIERENE ; TR » G ARERAMTSZIRERPT -
TR RIS R W B B FRUTTH R E R R TT i -

TR | AR 1ERVIEH2S
ERE G TR EE R R NRE R BAIERES
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
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* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE

TRILER TY8E ~ BEPNEEI R « =R R B A PEER o
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4. B ELZENVDIMMAYIELE o
5. ¥NVDIMMIE EHEAIGE o

NVDIMMAT 4 A  {BREAEEESARA © MISIQH - SEFTNVDIMMELEIBETE « AR BHIEA -
(D)  ERBENVDIMM - REEETOHELR2EAEME -

6. /NOMEFEEBMI#EANVDIMMIBIGES: - EE5EHE R FANVDIMMAKIHRIFED ©
7. FARA@EE o

TER4 | RRIEFIZRIRAE
EEHSSREFERTHZER - COERERSREER LRI « AR HANERER -

1. MREH RIS ~ ARAAERE °
2. BRI AN IR AR R O  ARKIEHSRAKEE RGN —F -

() feEmzan - ISR 2 AR -
3. EERFEEEESHTEAEEE « LUBHERAGNURT FHIEHRHIIE -
ORI = P

4. SERIERERRARRIRE
a. (ERHEERIT « SIERIZSSEBREIE A - EEISEERIRRIB LA -

() BebsmERANES « BBENS - UERBEES -
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b. & SHTE # R _ LS « B ESIRRAIA - EERBEHE Y « RHEFISHAZIR « AREHE#IRD
TEABEME « ISERISSRATEEARA -

C. RERGIBABRMRES - ENRETRGHIR - ARBERUEBREZEER -
SR EE ST ERINERILENFGRE - ZEFPERREER -

d MREHAEMZEBEERRE  FERRE -
e. FRENEEREIER « A% TCtrl-C) FESHALS -

@ MR AREFEINAERIELE ~ SAEEFIE E R AZREIE o
f EHARRNIERT ~#WA Tbyel EFWAEPCle RAMEMITH ©
DERS | iR BREE RS E R
ICEEMRETRR - REEHIZRA « ARENAABEIRIEDNEE
1. MEEEMTERL -
MR ERPRERSEZE (QSFPISFP) ~ Bl SEEA MBS E T
2. BIEHISSIRIEIE BEBIE - HiERIFEMIFERME . Torage A& M1E-ofnode_disapped_node_name_ |
S. MR =AEHTHER  FENMA | MFESEREENEEA- B8 iStruel
56 | EE IR MetroCluster MR /R IHARIE SRS
It TR EE AR E EiZhMetroCluster BIRTEEEARRE ©

1. BRsRFRA IR R L E RN TRUA. AR : MetroCluster TEE/RERRL )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. SBFRASVM_ERERES B58h : MetroCluster 'Svserver show
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3. BB EEEFMRITHEMNBELIFBEETEMINTA ¢ MetroCluster ZZRIEELIF show
4. RIZEEEDFREIENELER MetroCluster iBIR ] #p S THIHA o
5. MESDIHAEX B 5T - MetroCluster THREETR

EREEN TEEUH ARREE « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MR EER R A RETTA » ERIMUFER MetroCluster show config-repl#8 Bres[E% AkAEshow) &
DIRIBEHEITHRIELEIKRAS o

6. EFEII{ERISnapMirrorg{SnapVault FEERI4REE o

TERT | BHPEZHERE S NetApp

MEHFEMIPIRMAIS R « iSHIEZ 4R REINetApp © I "S{HE S HEFE R EFMET « A2HER -
EEHPCleZ( 3 ERAFF - VA400

EEEHPCIeSIUEE  TAANEE LR T BSFIMISFPAIQSFPIEA « Eifwe
MIPClesi /B « SA EHHRIEE o

* TR LR IEAR I FB S ONTAP R4tz 1R RRASAITNAE
* REPBFTAEEMTTH U AIERERE ; TR » SRS SIRERPT o

B | RARAR IERVIETES
RIFFEERREIRERIARRE ~ SR UERTRNZFREAMSHZE RIERIERS
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE

1 INRITEARIEH « FHIERERM o
2. BRERREER « ARNEBRMEMEBNTER -

3. R ERHEESEREERENHANBET AR SEER T RAMERNSFP AR I
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BB TEREERET  WEEENMREEREEEER « BIEIFER -
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RIS R A ST RS o
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TERT . €2 MetroCluster FY R Z4HASPYIAEIE &5
I TEEE AR EERMetroCluster FYRTTEEARRE o

1. BRsEPR A ENRE R D AR TRUFE. ARAE : MetroCluster TRETREREL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

FFTASVM EMERED E5EM © MetroCluster Svserver show ]
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RIFEEETHEAEEER TMetroCluster BB 2T o

SRUHREEBSER - MetroCluster T REETR

a > W DN

EREEN TFEFUH ARREER « PHREIEERDERITH !

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
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HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o
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