A

nm ER
Install and maintain

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/a400/maintain-overview.html
on February 13, 2026. Always check docs.netapp.com for the latest.



Sk

A

“EZE AFF A400 TERE

RAETTH

EXENIRES - BBNIRIE

RENEAS B ENE IR TERAZ - AFF A400
EERENEREEFREEK - AFF A400

RA R 83 LT T B BEREN IR BS RE - AFF A400
BIARBNEAEUE IR BEIRENIIIE - AFF A400
REERAHEBEERRBNRAS - AFF A400
18 5k BB BREN YR BE B [EINetApp - AFF A400

ERENIRES - FEIIE

R ENHAS FENIRIE T(E/RAZ - AFF A400
FEIRENERSERAER - AFF A400
BENMNESEZIRERAEE - AFF A400
RARATEHIZZ EIT FEIRIEN IR RS IR1E - AFF A400
EIARNBNIE IS L 2 H FENRNEN I - AFF A400
1t USB BEEEFENIRIERIENIERS - AFF A400
ZERNNZ - AFF A400

1R BV B E R AR/ [EINetApp - AFF A400

HAe

A HRAEEE- AFF VA400
RARSIEHIZZAFF -IRRA400
ERfFRE- AFF REVA400
SERER B F IR FAFF -iEFA400

YR

b 2R AR FIRAEEE- AFF VA400
RARASZ 1B RVIEHIZZAFF - VA400
BTS2 15 4BTERSAFF - REVA400

RIF GRS R A AHRE- AFF VA400
EMRERFN FEHDECHER- AFF VA400
RRAKER | AFF ERAVA400

FHDIMM AFF - VA400

£8R1 | BB ERIES2S

TER2 | RBPRIEHIZHEAR

FERE3 | EHARLADIMM

TER4 . THRPETSEAE

TERS | BHEFISEAERAEERE

HER6 | ITE /I MetroCluster FIAR _4BREFR IR EE SR
TERT | BHEZHERIEAENetApp

N D WO N NN A~ A A

NN NN NN AR AR DBR®WONNND 2
IV T OINBIIIIISTIIIIINSBOBOE©BIBIND®aarr o



BT R R ELR- AFF VA400
EHINVDIMME AFF - REVA400

FER1

HER2 .
HER3 -
HER4 .
HERS :
HER6 -
TERT -

. FARAZIEAVIES2R

TEPRIEHI231EAE

BEANVDIMMEith

LHEEHIZIEAE

HRHEHI 2R AHIR R AE RIS

E& &R MetroCluster WA ZARREFIIAEIE SRS
T PE S HERIRAGNetApp

EHINVDIMM AFF - REVA400

I 1 R
FER2 .

R

FER4 .
HERS .

WERT :

APASZIERVIES 8%

T PRIES21EAR

: B#ANVDIMM

g el g R

TRHEHI 2R IR R A EEIRRR

6 : TEEEIEEMetroCluster B9 4R R CIE S48
PR Z 4 ERIRAANetApp

EHAPCles 3k /€ ~RAFF - VA400

FER

HER2 .
FER3 .
R4 .

HER6 -
HERT -
$ER8 :
BIRINE

. FARAZERVIESHIZS

PRS2SR AR

E#PClek

BiRE+

5 LHEIEHISEAE

HHESI 2R AR IR IR A EEARAS

EE &R MetroCluster WA ZARREFIIAEIE S
T PE S HERIRAGNetApp

J& - AFF A400

SEHARNBFRFSEE MAFF - VA400

FER -

WER2 .
FER3 .
R4 .

TR

HER6 .

. BRI 1BRVIEHIZS

TrRIEHIZS AR

ERTCE

LTS Wik E FIRRTCEMZ AR/ HER
 TEEEIEMetroCluster IR ZZBREH IR CIE SRS

B IEZ 4 EFIE4ANetApp

78
80

80
83
84
86
87
87
88
88
88
91
92
94
95
95
96
96
96
99
100
102
104
105
105
106
106
108
108
111
112
114
115
117



LA

mEE RSz

MEFEAFF AAOORBTRERARVEEY > DURRIAFT N RIEIAGE - THAMITAHERER (HIW

EIRFEAE )

» BB ISR EREESRK o

HEEIBTZREAFF AAO0fEF R E SBE A ONTAPIRIZ FRYHFEARS o

R

% AFF A400 RERR ~ RIS Tt ITHERR ©

"ERENIRES - BERIE"

"ERENIRRS - FEIRIE"

"

"{EH A"

IIDIMMII

"E\LE"

"NVDIMM"

"NVDIMMEE th"

"PCle FHEZK"

"EE IR RS

" BB B SE B St

BB R AT AR AN @M — 4T EONTAPM &R - £ BENE/REART »
RIS EFB A EIG - X BBITH MBI ThAEREB LT
IR EREN RS 2% - BEIRENIEASE/RBTZ(ETEONTAP 9.17.1 KRESHR
KPR - MREHNHERREITHEFREIRZABIONTAP » sHER"FHEEH T
BRER" o

BB RE R MBI REIN—E X ZONTAPIRGIE - EFBNEREARA
TERt USB B}E%E%S@Uﬁ%ﬁ?ﬁﬁiiﬁtﬁﬁﬁ?\%ﬁﬁ%ﬂ‘“* SNRITHYfE
FRFEFRIZONTAP 9.17.1 REShRZA » s5ER"HERENERRF" o

AR BReAS « I BMPTAERIES T ~ FIENIERISS /CPU Bt ~ BIRMHIE
#8340 1/0

PERIES R AR © FESTIZRESAEA o CIERIHLIRIE I #IT ONTAP Ih8E ©

MRFECIBERBFTNETR « NEFHRFERIDIMM ~ BIZAEHRDIMM (87
BEiFCIEmsE4E) -

g2 aE s o

NVDIMM (FHES LS EATUGCIRARIEAE) P BBt CIRRe I FEEE
MREFRENERHEEH - TEFEENRARMEFRETEN TR -

NVDIMM Eith& F4EE NVDIMM #E4ERE S -

PCle (SMNEMBHFRIEEIRE) RE—BIRFRF > AHEA IR LB PCle 1B
SR A EHIRBVEIE R o

BRI RIS PR M AR EIR o

BBy s B th F 7 BIRBARART R B R 4t B HAF RS R E R o


bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

EXENIERS - BEIRE
ERENERE B EEIR T1ERTZ - AFF A400

Ltﬁéﬁ?ﬁl 23K~ BARAEERIES « EIAREIRAS « INERBI RS L RVARIR DU BREE R AT L)
fE > FIYAEHAAFF A400RETF R AP RIBKENIEES ©

E@JE&@J@%@F BIZETEONTAP 9.17.1 RESRAFZIE - MREREEFRFETHIZ R HIRZAAIONTAP
sAfER"FEREIERR" -

n "R B R

BRI EHREK -

e "R RAHERIER"

EREEEARLIRRRE - BRPRERRPRIERS

e " AR RS

TR SR AA S PRI R R BN R AR 1L R R AR RREDIREAS o

o "B RS L RYBRE"
WS EBMHIEHIIER ONTAP B o

e nis 8 B T ERIRAE Net App”
NEHBEMEIRMARS RER « K FES R EINetApp ©
BEIENENEEEERAIE K - AFF A400

EEHRAFF AA00FRIERENNT B Z Al » B FRmEINERIINEEN - EEEREEES
YA IEERVEHARIENIRAS « MESDRIBIEHI23 AV e0S (eOM #RF) ERHERZEMIE » LUK
EERTSATIREZREIESR (OKM) SIMFZRETESR (EKM) ©

E@JE&@J@%@F BIZETEONTAP 9.17.1 RESRAFZIE - MREHEEFRFETHIZ R HRZAAIONTAP
sAfER"FEREERR" -

* CZARERELE NetApp EINBEMRBERIE R FRU ST REBREFETTH
* BRRE RIS LAY eOM (IRF) EIHERSEERRRANE -

eOM EEIB AN TE BB RENMERIBRE PEMEER S 2 BETEH o
* Bt OKM > ERELEHLENEBUARBHER -


bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

* B EKM > BRENSIEBHERERTIIESE :
° [ccfcard/kmip/servers.cfg &2 ©
° [ccfcard/kmip/certs/client.crt 1§23 o
° [ccfcard/kmip/certs/client.key #&2E ©
° [ccfcard/kmip/certs/ca.pem FEZE ©
© ERIERREIN B R SRR ERAVIEHIREREE !
RIS R EIEERITHERERYIERSES o
° _fRRERIEHIES_RRIBIEHISA HA BB o
T2
1 RFIRRE R R 2 & "RIRFIZHISE" > ISRIAJILT o

RAPA1ZEHI 28 LAE1T B ENRIENIRAS RIE - AFF A400

BAPAAFF A400 E7F R AR RIBRVIESIES - B LEBEREER 7T B S RIENIRASE FIBRE T
RISRMIREN

E@JE&@J!@E—@EL&E?‘ ONTAP 9.17.1 REShRAF %R - MRIEHNHEFRAEITHE R HIRABIONTAP
AfER"FEREINERR" -

A ERAPARIERIERES R EFIEMERI I HUAREE « MAELBRHZEERIEE « UERZIIEH SSEETERIRE
HlSEERERHEN -

RAMEIETE

* NRIEE SAN R4% > BB EHRIEEESIZS SCSI JTI##MEH4ENE cluster kernel-service show ©
“cluster kernel-service show 5% (1t priv #EFEE) FEEREIZAME » "PERE ZEEEAY AT FEARRE
DAR s B RE RV EZEARRE o
FESCSITI R ERIEF A FEEEE PR E M ENZAR M EAREE o (ERIFEENBI R « ARl EEITER ©

* MREZEEMEU LIRS « AIRENBRN PR c IRFBEREIETE A ~ S E2OITHIZZER
A MR ~ RNFEERNEZS0R A BERASIEEHI2 2 BIEIERIRE ; AR HERiEEE
BF" o

FER
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
TF!AutoSupport Bl R8T B ENEE 1L 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. =RBE#E
a. fEREIEHESREEER QAN T2

storage failover modify -node impaired node name -auto-giveback false


bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

b. A yELEIRT MCESEFREIOE?) &
3. KRIBAVIEHIRBEHARRET :

NRZARRVIEH S EERET. .. RE...

AR AIfETR—%

EEFRFE. . #Ctrl-C ~ AR LI REEIE Ty -
AR TR TR 2 RYIERIZRIZ E T LR RIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 FHITEA Loader IERFTT ©

T—%
EORIR SRR 2 8 BRI (R o

FIABERUEIR BHEERIE - AFF A400

AFF A400 2P RIRRENIRAE[ETF ¥ EZRVEIIENRE BN o BIRiE1E AR IR FRGE
HlES A ~ BIRRIBHRENE « TEAISEETREEREINE » AREMTEES
Za154g o

BEENEISERIBIZETEONTAP 9.17.1 RESIRAHZIE - MREHNHERFEITHE RHARAEIONTAP »
EER"FEREINERRFE" o

BENMEUNRE T AREGIZREER - EBR AP BIRIEGIZSEERN I ZE

pg

1. INRIEEARIEH « FHIERERM o

2. BEIRREER « ARNEBRMEMEBHNTES -

3. MR ERHEESEREERENHANEET « AR SEER T RAEEERMSFP WAER) I
BHHBRAVERZIE o
RERBTEREEREET  WETENRREREEEER « BIEFER -

4. eERIREPIRHBGREIRRE  ABRERE—S -
o. [ MEMEHER « AR E RS A TEB M EHF o

PR EEAE SRS HTEAS o


bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

‘. PHTE SHIR

e; PEBIERTHIS RS

6. HIEHISIEAE B HIMAS o
iR BARARR AR A (SRR SR AERVIEEE -

7. BRI R AR ERERN T E L
8. {IRBEAE :

(¢}



° HEER
9 RRRE AR E

(3] [ L EeERE

a. fFEE EREAVHEE R ST SRAER RIET o
b. BEREPERIBFEETEBA « ABRRHRA LIEEETE2RMMIE -
9. TR R IEAR R I IO S PRBATIRAS

° BT EekE

9 m_ BRI IRAS « AARIEIEIER I

a. IFTHKIERIERIEINERZE « BERIRRERNSGERERIRIRRLL



b. [ EEBEFRIKIRES « ARG IEE PN o
10. R EARRIE RSB RIRRRBIBR T « AR HIEHAGIE -
. HEFREERE  BEHST2ERBEAGESD

WALE - AT RS i L E Ak A SRS o

12. YRR RSN B ¢
a. YERBHAAEI THESSE TR o
b. F—IR TSR TR ISR  HORIHE e — IR AR ARAO K I A B S R8T o
C. [ TIRIIRREES | FHITEE G MTIRE « SRR I o

13. BARBIEALE o

T—t

TR TSR EE > 6 1 A (FALEREEE ONTAP BRIE" » o

REEBHEE BENERRINERE - AFF A400

EAFF AA00R 4R ZEBVRBNIRRE R AR » SR URRE) B BB RAS 1B IR BAE - TS
HERERACE - TERERET > REEREESERANE » MWRELEEERIZRM
B - MIRERMAETBNE > 2AR5IEETHEENERDE

BENRBNIRISERIBIZEEONTAP 9.17.1 REBIRAFE - MRIEHHTF RFETH I FHRRAHIONTAP »
sRfER " FERENINIERZF" -
FA%EZ Al
* EECHZMEEEN .
° IREMEIREIRA (OKM) | RELREHENEIBEEM B BIR
° SNPRIREIRE (EKM) | RERBEBHERATIIMESR
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

HER
1. £ LOADER 1{2/~"F 7t » BB EiEReEREF .

boot recovery -partner
SEGET MR
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. GRIERBIERTRNERRF


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

T2 F5eRE BB CInstallation complete L& ©

3. RIFWEMEENR > LEBTR FFAEZ— !
MREEFDLAS ... HMATUESEN(E. ..
key manager is not RIRKRLEEMNEINRE ©

configured. Exiting.

a. FRHEARTHIR -
b. Z ABRLI BT

'BEETBEIZR-ofnode_disapped_node_name_'

C. FIfE EFMEAEHIRETE WREWEBRT -
key manager is BZENMEBINEE i IEREEIESS o

configured.

@ MRAFEZNATREESRE > AIFETHESRANE » TIRTEHIRSELETREE
BURECEEE (IREEINE) o ARIBRRUEE -

4. FRBESTHEENEFERESHREERER :



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR RE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE

11



R R RS R E PR afl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

e B B ENIE e = ([E]NetApp - AFF A400

SNRIGHIAFF AA00 R ARV FHE T 238 R > B tETH iR [EI4ENetApp © 55
FFPEEHFH BImENESEHN o
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ENENIERS - FEIRE
ERENERE FHIMIE T1ERIZ - AFF A400

EREh G BENIRIE S K R A BB A R IZE E R ENENEE HIE c ©EASERAHER,
L RIERENRRRTEAFF A400ETZ R AR P IR ENERE EEFZEEONTAP o

E@JE&@J@%@F BIZETEONTAP 9.17.1 RESIRAFZIE - MREHEEFRFETHIZ R HIRZAAIONTAP
sAfER"FEREIIERR" -

Bt BRETIRER - FFERILS > EREEINE > AFFRMIMIERSE > WEEERFINGE -

o "iRB R R AR TR K

TRBI AR IREE I TEK ©

"B R R SRR
YA B R T DRARE SR TR RMNBHRE -

" A PAHE I 23
TREF KRR - ARARIERSS -

mul

" AR IR
RAMEEEER RN ERMIRRE « ARREZIRFRMGRS « AR A USB RPN E8 ONTAP B o

"FtRIRIEBR R
¢ USB WK R ONTAP B ~ IBRIER AN « WERFIRIZEE -

“EEIE"
NONATPRIEERE IMERE BT IER R EHINISIEEIRS o

o "R R ERIE MG NetApp”
INEABEMBIRMATE R « i FEZHR[EINetApp ©

FHERENFERSERAIEK - AFF A400

EEMAFF A400 RAAFRBIRIEI T E ZR) » sHFERmE I B BN EEK - S EIERER
THEEEAEEREFAEN USB EEH » TSRS ERNEMBERE
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INREHIEFRGEIERRONTAP 9.17 1 ESRE > FER" BRI INERERF" - MRENRFETHZER
HARRZASEIONTAP > RIARfERFERENERRER

USB FE&
* FERIEAE—ERIVES FAT32 A9 USB ESHR ©

* USB HBE A BEHMNHESEREAN image_xxx.tgz X4 o

XS
BH 'image_xxx.tgz iRIHEZEEHE] USB SR © £/ USB BE S EREHIONTAPRR GBI A LLAESE -

B ER
fEFANetApp R A E AR (SR BB fRAR 1 o

Y280
B IRNEINER > SRR ERNZEHREMES

© _RABEHIR BEIETERITHEERTITHIZS o
© _fRERIERISS R RBERIRN HA B o

BTRIE ?
ECHE T BRI BEM R > B B TR NS S IEAREE" » EEEHT -
BWENZEiEZEEIRRE - AFF A400

ATRFEFERALNENZSE > TEERSRISER EININZEEZIENRRE - TR
AY ONTAP hrZs2 5218 NetApp Volume Encryption (NVE ) > WUR7ERARAIESIZS 2 Al
B EREIEEAREAIERP -

MREHEFRAEFRZONTAP 9.17.1 NESIRE » FEA"EFRBHINERZRF" - WREHNRFETHRE
HARRASBIONTAP » Rl EERFERBNERIER -

B 1! E NVE 2B T EIEERYONTAPRL S
HBEEHIONTAPHR S 25 S 1ENetApp @ 1123 (NVE) » MBS BN T & ERAIONTAPIMG SREVA B BN LR BS -

i BX
1. BEEHONTAPRRAZS B ZIENME !

version -v
WMREHHEIE 10no-DARE » BIEHIRERRAARZIE NVE

2. FHME NVE TIERONTAPEES: !
° MNRZHE NVE | FTEHEANetApphiit&E INZEAIONTAPIR
° WNBRARZIE NVE | FTHASNetApphitiEE I1ZAIONTAPE &
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@ T¥ENetAppZHRATUL T BONTAPBRREILAY HTTP 3¢ FTP fAARSS A BRI K o £
RYENIRRSRYVIBIZ S - CAS R EULIRGAE -

T8 2 RETREESRELHEHNEE

TERAPAMPRIERIB 2 Al > At SR EIESREN BN EEN

&u Agl%
1. HERTH R LS SRR

FRZSONTAP WiTLbE <
ONTAP 9.14.1 S E R4 security key-manager keystore show

* 1R EKM BEA « EKM BIg5|7iEG<HEE o
* N OKM BB « "OKM Alg%fEan <ttt o

* MRKREAEIHEIETZIL « No key manager keystores
configured B B 5| EaSHIL A ©

ONTAP 9 © 13.1 SR ERRZA security key-manager show-key-store

* 1R EKM B « “external BIE Y TS o
* N OKM EESA ~ “onboard B &%7Esn <+ o
* MRAEAEIREIETEL « "No key managers configured' Bl &)

TP o
2. IRERAMPREEE T SREESS » PITFINREZ—
MRKREESREIES !
eI AR 2t RARA AR IE R 23 - W ARAEHITRAMEIZ -
MREE T HIRSES (EKM 3 OKM)
a. MATEHES >  BrREEEPRESRIKE
security key-manager key query

b. EFHLAERIIEEHPRIE © "Restored iEF  ILFIETEIREIES (EKM 5 OKM) HISHERESE
RELEHINER -

3. BB RIREIE SR T MBRAvIRIED R
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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- AP IREEZREESS :

security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

@ ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

- FAtESUPTARRE R IR INIE ¢

security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

“onboard °

- 15 OKM & -

I PAEERSAEIRIET ¢

set -priv advanced

EAN Yy BRTEE o

. BTERERENEN

security key-manager onboard show-backup

ii. R ERENEEBAIERIAERP o

MREFHIBIEPEEFHER OKM > EREFZUIHHEN o

iil. JREIEESEL

set -priv admin

SERRNVESINSE T £ 1% ~
FERYIEHIZS o

MREHIEFRFEIEBIZONTAP 9.17.1 HESIRE > FEA" BRI NERR" - MREHNRFETH
HARRASBIONTAP » Rl AERFERENERIER -

Iy
ZBE

IR D RZSBAERE
FERNVESNSE L2 & ~ G0 ATe R 1RIEHI 2SRRI o

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

BAPATER 2 LUEITFENRREN RS IRIE - AFF A400

T AT ARIERIZZAVRAH - ERAESTHERRRNEERFR

=
=
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1. BRAEREFIBBEHASIRET

R ZIRRVIEHI BT, . R
AR BE TBERERSEES -
(FFEm......) Ctrl-C ~ AR HIRZREFOE Ty) o

AERTHEHBET WARRE REEZHNENSZENELERIENIERE | Torage BB EIRE -
) RO IRENRERTE

EXEAEH RETETSFINE. . B » 55%Ctrl-C ~ 2ABEIE T
yl °

2. EHARRTFITH @A ¢ Tprontenv) LUREFIERIKIRIREH - KL HEFECEE o

()  WREEERARELEE - LhS TAERAE o

#EIA2 | 1THI23EE FAMetroCluster A5 & IHV4EAE
()  WmREEAGIFASELMetroCluster KA « A/MEFRILLER o

AR ERERES R EFIENERI S HUARAS « MAELERHZEERIER « UERZIIEH BB RIBnE
HlSfEFRERHEN -

- R EATELL AR  BIRENERR RS o MBREREIAE AL « RS0 ET
B MR RNPAERRRRRS YA MBI > ISR ; R e
F%" o

* INRIEEREMetroCluster BIRINEEARZRIZRAE « B AZBFESEMetroCluster E:&8E TTHEEARZ ] ARRE « HENEY
BEREYABIEEMIREE ( TMetroCluster THEERZE) ) o

1. MNRERFA T LETHEE ~ BB TS RINGI BEIEILZER - System NodeIRKR DY FEEL*-type all
-Message MAn=number_of _hs_Downh| AutoSupport AutoSupport AutoSupport

T%AutoSupport Bl REERBEIEIIZAM/NEFHEE ¢ Tcluster! | >R 4G EIRLAutoSupport ~ I &GRS
-# AALL -Message MAn=2h]

2. (EREREHNTIRANEBIENLE | Morage B 4TSS SR BB A EBIRIES)
3. BBIENEHSBERARET

NRZARRVIEH S ETERET. .. RE...
AR AIfETR—%
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...
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mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
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State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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ONTAP 9 ° 16.0 S{E R4
HZEEH AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT TR —TER(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_ -
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:

" MRAMAERNE > FUEENRERIEE BB 1 EBRE)_-


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. KHEHISRMNREERERE > FEMEBIESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

Z[EIN%5 - AFF A400
EE L FRMIERE HERINE o

INREHIEFRGEIEBRONTAP 9.17 1 HESIRA > FER"EHRIINERERF" - MRENRFETHZER
HARRZASHIONTAP » RIARERFEREERRER

RBCHEREIRSHRE > STRBERNTSBURERFNE - MREFRELCHARERETHEIESE > HE
BT RERRE B HIE R AR Fr BT E o
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

NEZREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE h » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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s

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EIEIHIE 11 EONTAPE ENEE

RET G TR RS A

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery
process.

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b i g
*khkkkkkkkkxk*k

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.

Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system no

de autosupport invoke -node * -type all -message MAINT=END

B B B ENIE 2= ([E]NetApp - AFF A400

INEHFEMHBIRMARSRFREL « i EEZ IR [EINetApp © #1 "S{HE G L E R B HE

m2REH °

2]

HEFE T HALEE - AFF VA400
128 B R AN 2R AR 1 TR VI A5 728 2 B S 4B A AR (R4 BY RO i

AETHEAE
A8 o

7/

39


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

RPRFRA AT AIE R ENF ; TR ~ G ARERAMTSZIRERPT -

* RIS LERZF B ONTAP R AT TRV A AR ASHITNAE ©
* IEREFEiER Rl - HNEHMES « R SESHMRETEETENIRE P EM S HE -

REEFIZ &I 23AFF - TR A400
ERESCHENEE R RIS E TIEAYITEHES o

IR | B AE R RAPATERIER

IR ERR EEMEEARN AR - BRERFEEERIE ERSAEHEEN - A20 "ERRE I FE%EHE
R ERR T ZEH5T - NetApp HIE%E" o

BAtEZ Al
* AREEEAVENRERME
° ONTAP YAt R EIEEFTE ©
° FEZEHIZSH9 BMC 1ZEXEES] ©
* BRECHEAVEN T AMRHELUETER
* FAINREMER
° HUTHM "RGEETIBE" o
° 1% ONTAP AR EEZEMNRFARA o
° BRIRE(IRRE "Active |Q BEEREER" - 58 TRA L BRIFEENERSIE « AR LM LED

*/F%%‘

1. 3&E3® SSH BARE « AR T SBRNECHEN / T1EE - REETNERAHREA
2. FILFRERRL | T4 NetApp RIF_LRIER ©

3. HSSMNERAEIR TIE

4. YNSREYA AutoSupport > SEIIGIESREIL » TS5 ETREAR FRERAVRRR ¢

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. HBIFFE R ELREEN SP / BMC (it |

system service-processor show -node * -fields address

6. #5R=ZEE Shell :
exit

7. R E— Pt Py HAEREIREAY 1P ik » 3538 SSH B A SP/BMC » UEIEERE o
MREEANEEES I FCBEN  AERAERNEEEESTRBAESES
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8. (RILAIFZIRHAEPRIMEERR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync #2X NEH SnapMirror [B)F1R{EREEEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BItERTHEBE > sARmETNSEZRIZREA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. ERFEEEHSRELETBTRHRASRET

EEIE2 | 7T EEENEEMetroCluster BYIR R 4B AE P RERTIZ 4SS

AR IERVIERES R EFI BRI S AVIRAR « WAELEETIEIERIES « R ERVIERISREE N IRAIES]
AT REREEN -

BAFEIRTE

* B AR EFEREFRTERMESRMR - 1 ERREEHSFREES -

1. #8EMetroCluster TRIEE ] AREE ~ HIEIZIBRITHIZZ T EBHYIRE MNEEFE ) #HI2sMetroCluster @ T
RIEE]

2. REDHEEHIAME « FIRE T REEET

SNRIERIRRAR. .. R

BB EA HET—D -

EES=EIpILE R ERYIERIZR NI T E MBI FEMetroCluster @ T ISt
'

Bk BENN ~ IGEEE AR \nﬂé' YNAETIEE © SRRRRILRIRE  ABRBE—R - NRE

FAMetroCluster TER < 5%%@*}9%?3% © SRR BT SR BB
EITUNHA « PHAE RIS R

3. #MetroCluster FFERIZEMIT [fIR1E FEFRAggregate) @3 < « UEMRAP ERESHE °

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MRAEME R ~ eI LLEEEMetroCluster £ M-overre-etoes) 2 EHEL HEFR] 6% c NMREER
IHERZY - AR T ERTASREST R - UBHLLEBEEE -

41



4. {EFMetroCluster flexoperationshowss S FEEREXE B2/ ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. {8 Tshorage Aggregate show, < HRIGEE S EERVAREE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. £A MetroCluster fifiiE PEERIREE SRS AL RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MBIEEWES R ~ BRI LUEEFE HAMetroCluster -overrover-etoes2EEF I NBE) % o NMREFEHALE
REZSY  RARTEREAHRETR - U LEEEEE -

7. #EMetroCluster BRI ZEE EFEA MELEEXEshow) < ~ BEMBEIEXE M :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TEMERVIEHISREME L T ERMALAESS o

EHATERE- AFF REVA400
BER - MR A IEH 2SRRI ThRE 1B FE R EfTIEFE « AR THAE 18RI AR AL
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BTN RER B A AERI B SRR AR o

TE | BERIERIZRAE
EETMEA - TR ACERAPBIRERIZEAE o

1.

NRIT I ARIEM « FEIEREIZM o

2. BEIRREER « ARNEBRMEMEBNTES -

7.

mERESHESBREERENHAONEER « ARMCERISEABN T RAERMNSFP (WAFE) I
EHHERAVERIE -

RERBTEREEREET  WETENRREREERER « BIEFER -

RS RANAAMAARIFMEREERE « TRHERE—E -
| T EMEHEER « AR ERE T ESmEHE

PR EBEAE SRS HTEAS o

R B AR AR K AS o

RHERIZRRAR B LI AR ~ SEMEE (SR IEHISS R AR VAT -
RHERSHRARER 2T ~ AR BRI EMIEHSEEERELEDER o

T2 BBRARB
AR E AR AR EAR EERHA « SO BRRITHRER LIRS -

1.
2.

0o N O O

RIS ARIEM « FHIEREIZM o

RmEFMEERMARIGREL « ARAB SIS RAENER - EEERITEAEER ERBKIZEEPRRS
Ik~ ETER MMARE) -

[ T E B RECAMEIE ERIRERIRH « A& THedSCAMIEIE -
BSR4 SIS RIS o

- ERBEAREARERIL - WHEERIEPTUAFXE « MEERHAFED -

C) RRRAARE - FHUAFIERFBEMERNEL « URRAEFEPIEMERES

- RERRERE—E -

- BHBNEARARBRAEER LD -

- WERRESERLEE « ARBARKA - iSEAABIRIAS o
- RERRECAMBIBIZEHEA « fEHTREAKE

EEBEATEMAR « CAMIEIBETHMIRS °

- IRCAMIEIE R LTIE B ERAEMIE « ARCAMEILRKREFAREME -

43



10. HHEBRNERREERELEDR -

TER3 | (kB AR R MIHERE IR
AR R BIRIRNARMIBPBIRIRA A « T RELERBHIMAE -

1. TR SRR EN T 4844 o

WA —ER BRI R AIEB R BRI NER L « ABBE—S -

SNSRIC R RIEM ~ SRIEREREM o

sm EAME A S E AR R AR B S R MAIEAE « 752 R A5 | EE RSB R AT IRBIEIRENE -
RHEAETE IR AR BRI R AR o

ERTIEERAPEH R « RIEHEEEBEERBHRANRAEEL -

IREHRREREMNR ~ ARERER

N o o M w0 D

TERA | EIERIZRRAE
RHERSRA R KRR  BRERERMK -

B E—HAETAMEEGZSRRANHALY « REEHSEENIEFFER « IR E R E S EETRE
AFER - e G ESlERMARK o

1. WIS AN — MBS RO ST « AR S SRR T RGN — -
() sz BRI AT 2B AR o
2 RO BIEETANSEM AR ERES .
3. STRUHISS AR
a. fEFISHTEI « I EEEISEARTEE R A S - ETEI MR RERALA L -
() wsIsmaBAMES « SIBREE « UGRBEES o

b. & SHTE R _EEE) « IFHEBRIRRIAIA « EEARBEHE Y « RHERISSHAZIE « ARASHE #HIfD
THAREME « LIRHERSRETEEAMA -

C. RERIBABRMEREDS - ERRETBRGHEIR - ARBERUBBEZEER -
EHSSREEEERMERILENFGRRRK - ZEFPERERER -

d. MREHAREMLREGEIRRE  FEWRE -
e. EfEEFRMER « AR TCtrl-C) FtKESHALS -

() oRAGEREEHEREGL SRR ERASEE -

f ZHMARRETT ~ @A Tbyel BHAIAEPCleRFAEMITH ©
9. FRERREIMETERE ~ 7A18IZ TCtrl-Cl FERASRRTRFIT
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MRARIERRINGERELL « SAEEFIR A SRS -
4. B LB ER « 1 (BTSRRI o
STRLIE R EIE A2 P AFF -ERA400
1ERBRREEHAENT HA MRS ~ TLISHUBBAHEIE NetApp  MNEABEHIEY RMA 3REHFfL -
DB ¢ BRsE 5 E AR RIHARRRR
T AEREE AR HAIREE « W RBEEIREURT S ERIRGAERE o
1. TEAEEE TR « RME—IERISHR AR AT SIS R B MILFEAIHAIKE @ Tha-config show
F B o FUHARR RE AT FE s AEIE] ©
2. INRFTETRAEAE ARG R RN R RABRTR
a. FREMFEHIHAIREE ¢ Tha-config modify chassis ha-stu_J
_HA-stu_ F9ERIUE FFEP—IE !
- ()

= "Malc"
bk 4aRMr
* {MCCIP)
FIEmG )
b. VR ECEE ¢ ha-config show
3. MBTEKREMBRE  FBEMNRERFANEMES ©
4. EMZERMIEEATIER

HEX 2 . )Ha[O]EE 2L MetroCluster ZBRERRVE S B2
Lt TR EE AN EEEMetroCluster BYRTTER4BAE o

1. ERsEFnA MBS TEREN TBUH1 #RAE : MetroCluster EERENES )
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
SER3 | MRS ERIE S NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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PEHlas iR 40 FE 4R EE - AFF VA400
A B R E IR RIS RIEM ~ M ETETONTAP (ERIRR A EZ IEFERIAR R T 7% ©

* FREHEREARER AR IE B E(E o
* INREHRMIEK A MetroCluster NN ERIAERE ~ AR —8 "EZERNIERF" HETE S RE&ER
2R ©

MRIEREZFEREERER « HEE ~ Mt/ \(EffiRiMetroCluster BFIR—EARREFRIEHI SR RVIEHIZR EIET
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
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Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES

49



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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2. 1£_replace_1EHIBAIEMASRRTE « MENEHISR « MIRAFIDAEN « AR TCBERRAID ~ F@A §
y.

3. A% E_replace_1EHIREIESEET lwaiting forlifE... (EEHFIRIE...) 1 R ~ RBREDAVIEHREE
e CEEERISEBHARMRID | [RESHEBEET)

EHLHET « CEZZET—HIAE - 5HZEEFI2 LN AKRIDELE « BERIEREEIDFFFID o £ T
F)EEHIP ~ node2B5eR IR ~ IR AIDA151759706 ©
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. 29SS R HIFEE A OMEED ¢
a. BEAEMERER . et -priviis HRE )

BRI ICHEEE A EREIIR « MRILIEE TY) - HIREREER ()

b. fEFFEAICMRED | TRAREIREITEIRS _nocal-node-name_& 1EBH#FEIR.
C. EHHIMEZR ~ F5ER 82 T o

ERI g A T an 2 2k EafEsavecoredan THVEE . TystemEfi%krun -node-node-name_&

{¥savecore -ss

d. JROIEIBERERELR © et -priv. adminy

1E%

o MREMBEFRAEREMEFHMRENT « RILAER T HP—ERZ 7RISR #F IR EMEINAE

BECERNERNERI SRR ERE |
 EENRSREENESE
- BRSNS REEME SR

6. REHEHISS -

a. fERErVIERIRT  RETMRAIERISEERE | NtorageRIEBEMIE-

ofnode_replace_node name_ |
_replacementiZ 28 E 1B H# 7R E 1L ST FEIEE
MRAKIDAIER « RMIRTEEBRRAID ~FHWA lyy o

() mewmA- CANEEERDA

"SHONTAP ERNRICIRANERIRAN S AEEAERS
a. SERIE®R - FHESTHARCHIER « MEALEE | TERAHETE)
MEFREZEshow) BLNRLARESESIEBHMEREEHNRAZD -

7. ERE R BB IEREDECHIRE ¢ Ttorage disk show -FRE#E )
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

HIA2 | FENEHIEREEMetroCluster AR 4RID

TEHITZIETHAERVE BB MetroCluster hRBISZIETNAEAEREONTAP B ~ A AF BRI R E T HEIRARRTAYIEHI25
RMRID ~ ARER ARG EREE

RIRERI(E
IEF2 (2@ A MetroCluster HIITONTAP T5IHE B EIRE R

TRt EEIEBVERRE E 3 HILE PR < ¢

© _RIE_ BB RICESITHEERIENRS o
* _replaced_ENRLZHAVENRS « EARFREMARIRENE o
* THealthy) EiREEZIEEREIDREIEBIE o

1. INRE KR EMERED_replaced_EiZ: ~ FHWA Ctrl-C) RADERRAKZR « RBIRERAIINAER P EEERIH
EMEEEIIRYEE o

R RFIDAET - ERFIRTEERARKIDE « KAABA Yy o

2. RIEFEEZE FIBIREMRLID ¢ TMetroCluster TEiZtishow -Fields node-SystemID - dr-Partner
SystemID |

TEUCEERIH ~ Node B 1 2EEHIEL - EZR4IDA118673209 :
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dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 7 TR EIRS LRy Mg EURTRF e R®ID : TR,

TEUEEEHI ~ FIRRERIDA118065481 :

Local System ID: 118065481

4. {EFA1YE disk show SRS EVSHARAR ID Bl > EXIEMIRES# (GBI FAS %) ' disk reassign
-s old system ID

E LSRG « S5 ¢ THEERISK-s 118673209
RIFIRTICUEERS « e U[EfE TY) o
S R R IEOE T SR © MfEshow -AJ

HERER _replaced EEARIMEIREET replaced EIEARUFIRARID o 7E FHEERFIF - system-18EHR BIHERRIRTE
el

THBVZRAAID 118065481 -

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)

6. 1tREER - B ERF AR OMER ¢

65



a. BEAEMERER . et -priviis HRE )
EARRIETTEEENEREXR « S LUCIE TY) o HIREMRIERIRT (>) °

b. ER:E 2B EEFIZOMEEN ¢ System Node run -node-node-name_&1EEEsavecore] (RATEIZLHIT
#72 local-node-name_&1{EESfFsavecore)

MRep S B RSavecore IEfEETH ~ B % FSavecoreTeik ~ BEEHIRIE o WRILUER TR4ETIEL
#1T7-node-local-node-name_S1EBHHEFEER-sm<) KETHIFERIERE o </info> o
C. ROIERERIRELR - et -priv. adminy

7. 1R replaced ENELERFAEEET (BBTR>1ETR) -~ Al RAEEET « ABAIEHARERETR ¢ Thalt (5
1) 1

8. B4 replace &% : Tboot ontap.
9. 7£_replacementEiZi5T 2 Z & ~ BIITLIR © MetroCluster &R
10. EfzBMetroCluster NERIAHAE : MetroCluster R EEELEET-H(IABREHKREE |

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. B#z8MetroCluster T5)IEE FBIINAE : Data ONTAP

. BEWEZEE LEEEEREREMTET ¢ System health alerts show) (R#AEREKTETRET)
b. F#2BMetroCluster B ELFLLINAE - MEEF EEER : MetroCluster 'show ]

. #{TMetroCluster IAER 2 MIMEZE : MetroCluster TEITIHEERZ

. BERMetroCluster RMetroCluster BiZE | FER | [FRERTER]

. #1717 Config AdvisorsERI{E NetApp ZiE4HuL LAY Config Advisor BIE :
"support.netapp.com/NOW/download/tools/config_advisor/" ¢

O]

o o

(0]

#1TConfig Advisor SETHAER ~ SRR TRMELAAR « WRkIRE G PRVEZRRRERBEMRERE o

12. {REAIEEE
a. L AERRIRTTFIT - BEREMERENR © Tet -privei3zadvanci [

ERMIRTCEEEAERERENAR « CFE2A Ty BE - TEIERERER () o
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor/

b. EA-Simulate2&f MetroCluster ZBEIJIRIER | REITHIA(EE
C. ROIERERIRELR - et -priv. adminy

R AMIRE . AFF 2FEAVA400

EERAMERRATREF « MHRERNetAppEFMEERE WERKE) -~ MREME
HIZRAVIRIE « RBFBIESHERESNetApp » MEHFEMAIRMAIE RFTAR o

FER1 | TEONTAP BERfh A2 5 B iRl a3 IR i

MRZISEFEEAONTAP FIBEERIRE (BIRSHE) RIERIINEE « MUAZRR_replace_ IR IRTAVIZIE - B0
BARERENIIGE - EETHSEMREEZES B SRR

i) SRR

EELRITESRZA - RESERENINEMBI AR _replace_ifh - (B « MMIRZEHBEEETH—BF
THEEIRIERVERRS ~ RIR A STHTHAEEITAHRREE -

5h ~ 7EERES HERREBENATTAE B R R TR AL « FULEREBIRE_replace Hi%h 2441418
REBARIE ©

FtaZ Al
REZMPAZR28(EF TR

CHIORNT R UL KR EER - BIRIIGR  FFEERENERY - KEAMNRESBZRE « £H24
N AT AR R FREFAE R 2 IR RFA E18 o

MRAMRAEITHIZ ONTAP O - 10.1 BHhRA > sAERTMAARIBIE "TEAFF/FASRHE L
() EmERnTHiERER - RETRERAIONE ONTAP R « #5283 NetApp Hardware
Universe" ABISEZEH ©
. MROEEHRESE « HE LIUSBIISRA NetApp TIEEIL 7RSSR TH TRASIE)
@ER -

@ AN BPELECFIRAOMIRESE - U HEXERERE LRBFEFMIL - MREFE30X
WK EIM B RES IRV EF IR « SRS RMISIRERFT -

2. ZESERESE | TREREME-RENREDSR  RESR..
3. HREBIRERE

a. WERERANKRE | [REBE-RERAY-Simulate

b. yNREBEERERIER « HBIRRERRRE | [RIEBE-REM
FER2 : BB LIFN B8RS

£#& _replacementBIZHXEIARTE Z Al ~ EREZ SR ZE MR T UM H T EIFIE L « YR AutoSupport BXF
T TBIOS) -~ :5&#% replacementBiZEIFSE « AR ERBEENINIE
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. BB AT mE T ERESFIEFIEEER ¢ Mnetwork interface show -is home-false]

MEEERMEGHIAR -  BREHEREHFERIE | network interface revert -vserver *
-1if *
FINetAppZ & ERFIEM R AR5 ©
c MREMAT 2381 IHEE ~ BEE TR SEREERFSR © AutoSupport AutoSupport
° YN AutoSupport RESFLEINAE ~ FEEE "NetAppszik" UBERFFIR
BERENRENON - MFHAEN 5528 "WA{ER ONTAP FREVIESIEH TR ER 2R E" MH#E

XE o

NRAEEE AutoSupport 4EFERFEL ~ 55{EFI%A5R system node autosupport invoke -node * -type
all -message MAINT=END #3% ©

- WMREHAEFER  FENMA | [FEFEAHBEENESRAE- B IiEruel

HER3 | (T2 MetroCluster IR 4R A m| EE S B2
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BREEPTA R E S ERRENS TRUA. AARE | MetroCluster TEE/RENRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

LA SVM_EMEHFENP B5EM © MetroCluster 'Svserver show
RS EIEEFT TR ESLIFREESEMINTER - MetroCluster Z2RIEELIF show,
WEEEETRIMTMAEZAFER TMetroCluster 3BR ] SLHITIA o

RUBAEEBSER - MetroCluster TREEMR]
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

T2 | BIRETISRE
EEFIUEH S BRI « CABRBREFEIREIREE o
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1. REEENLERG
MREREIFEREEIAZ (QSFPISFP) - B SEFREEBRREN L o
2. BEHIZSSIREIESEE - HEERERETRE | MorageRiEREIN{E-ofnode_disapped_node_name_|
3. MMRIFHBETER « AEWAA | EAFAEREENE - BEREtruel
$ER6 | TEEEI2MetroCluster FI AR _ZRREHYAEIE 558
It TEEBA R g ZMetroCluster BIRSTEE4RRS o

1. ERsBFR A ENRE R LECEER TR #RRE : MetroCluster TEETREREL )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HSPFRBESVM LM EMRFEZL B5EM - MetroCluster 'Svserver show

B S EIEEFTITRERBBLIFREESEMINTE ¢ MetroCluster ZRIEELIF show,
REEZERIEMAEZAFER TMetroCluster 2R S<LHITHIA o

HESREIIRMEE B SERL - MetroCluster TREER ]

a > W BN

EREEN TFEUH AR « THREIEERDERITH !
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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T2 | BIRETISRE
EEFIUEH S BRI « CABRBREFEIREIREE o
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f ERARSETT A Tbye) BHIMAILPCleEREMTTH -

SER5 | ERIBEARER A EIEARRS
ARSI RR « FREIEHIZEAE « AR EWRA BEIRIETNAE ©
1. REEENLERR -
MRICHIREREIEE (QSFPISFP) - AR SEFRNMBRREN T o
2. BERISSIRIEIE B8 1F - HERIFEMIFRME © TorageRiEBENE-ofnode_disapped_node_name_ |
3. MMRIFHBETER « FEWAA | EAFAEREENE - BEREtruel
S EF6 | TEEEMetroCluster YA _4HARFEIAEIE SRS
Lt TEEB AR g ZMetroCluster BYRSTEE4RRE ©

TER
1. BR:BF BB R T &P TEXA) #REE | MetroCluster TEERENIEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEERFRBSVM LM EFH LS EFEHK - MetroCluster Svserver show]
3. R EEEEFMPITHEMNEELIFBEETERINA ¢ MetroCluster ZRIEZELIF show



4. WIFBEEEDITAEELER MetroCluster 3B/ fr S HITHIHA o
S. MEsRYIHMAEX B 52K - MetroCluster THREETR

EREEN TFEFUH AR « THREIEERDERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SEREEN TER) KRR « BIeISTRA/EE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRBYHAEERREFREIABETTR © EAILUER MetroCluster show config-repl#€ Bres[El ikfishow] &
LRI EIEITHRRVE AR o

6. EFEII(EAISnapMirrorsSnapVault RFEEEAILERE o

FERT | BEZHERIZ4NetApp

MELFEMIMIRMAIS AT ~ iEHRFEZ R EINetApp © I "SHE S E F i BEMEN - FA2HEmE -
SE#ANVDIMM AFF - REVA400

ERFEEREIFFMEIER « PHERHANVDIMM—RGIR A IEE R » (SR EF T
HIZSRAEFHINVDIMM ; BEIEE R RATS I o

AEPRFAA BT AIEFENE ; TR G AR R R SZRERPT -
s R fE RS R W BB A FRUTTH R B FE ot o

T | B IBAVEETIES
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AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

T2 | BIRETISRE
EEFIUEH S BRI « CABRBREFEIREIREE o

1R

ANy

RIUERTEE - BIfFEEP R  /RHEHSIRAREHRAEPREEE -

BE-BIRERSSRE
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7. FARA@EE o

TER4 | REIEGAIRAE
EEHSSREFERTHZE « COERERSSREERRREIIMETR - AR HFANEEER -

1. MREH RIS ~ ARAAERE o
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b. & SHTE # R _ LS « B ESIRRAIA - EERBEHE Y « RHEFISHAZIR « AREHE#IRD

TEABEME « ISERISSRATEEARA -

C. RERGIGABRERESS - ENRETREHIR - ARREREERERES)

SR EE ST ERINERILENFGRE - ZEFPERREER -
d MREHAEMZEBEERRE  FERRE -
e. FRENERRKIER « A% TCtrl-C) FESHAZ -
@ MRAREREINERFLL « FEDFIRERASRREE -
f EHARRETT ~8A Toyel EEFFAICPCleRMEMITH ©

TERS | xR IR R R E IR

M ABHERET ARG © BIRIEHISINAE « AR EIEE S BIREAE o

| ABEEEMRERY o
IRERBIRFEEIGIAEE (QSFPHISFP)  BTSTEEM MRS ER 2L o

2. BIERISSIRIEIE B8 IE - HiERIFEMIFERME © Torage A& N1E-ofnode_disapped_node_name_|

S MREHBEHER « FEMMA | [REIHEBRBENREAE-BFiEtruel

T ER6 . [TEEIELMetroCluster B9 AR _ZHRE PO EE S B2
It TR (EE AR EEMetroCluster BYRSEERAARE o
1. BR:BFhEMEL R T &P TR #RAE | MetroCluster TEETRENEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A

controller A 1 configured enabled
completed

cluster B
controller B 1 configured enabled
switchback recovery
2 entries were displayed.

2. EERFRESVM LM ERE D E5EM  MetroCluster Svserver show |

heal roots

waiting for

TR o
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3. BB EEEFMRITHEMNBELIFBEETEMINTA ¢ MetroCluster ZZRIEELIF show
4. RIZEEEDFREIENELER MetroCluster iBIR ] #p S THIHA o
5. MESDIHAEX B 5T - MetroCluster THREETR

EREEN TEEUH ARREE « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MR EER R A RETTA » ERIMUFER MetroCluster show config-repl#8 Bres[E% AkAEshow) &
DIRIBEHEITHRIELEIKRAS o

6. EFEII{ERISnapMirrorg{SnapVault FEERI4REE o

TERT | REEZHEREGNetApp
INEABEHEIRMAIS TR © i3S T AHREINetADp © I "SHE SR B it BRlEN  F2WEE -

HiAPCled 2K EFAFF - VA400

EEEMRPCIeHHEE « CHBIIEE LR FESAEASFPAIQSFPIEAE « BiE
MIPCIeER 3B » A% EHEEIEE o

* TR DGR IEAR RS ONTAP R4z IR AIFRA hRASAITHAE
* R A EMITHEROAIEEEF ; TR~ SO ARSI IR EBFT

T | B BAVESIES
RIBGHE RAEIERNTRR  CEIER TR R R EZ a5 o
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I | RS RAARR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©

97


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

98

EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

T2 | BIRETISRE
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a. BT EREMRAINEEER « RBREERERSEESE
BEE o

b. #pRPCle=HB{E{RISFPTQSFP1EAR o
C. [ EEEIRFHRARIMIRANREER « @R E S miEH o

RAREREER SRAHEME L8R -
d. EHRAHREERF  TRERERENTEL
2. fEHETERPEUHPCleF ¢

a. EEIER K - LEFHPCleE ©
b. #ZTFPClefRFEFAZHHE IR « ARRHIEHERBUE ©

AR EIEEETERERIE - UR
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C. (BEAIEAMRMS ~ A AZERM_EEE) -
d. #PCleRitiEFE R LEIT ~ FAREMESIN « AR HEIUEEPERLRE

3. WIEEHTIG  HIEEEASE AR LB ELNMBER MBE) | BERNPCleEREIET
£ o

RHERIBANEER « SBAHARHERIEMHE « MHEEHREE - PCle R ATE BT ETHIES o

@ RCEFEIBHEPLRENEF « BEFEEFHE - SFIEIRREF « UEBEIE R
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4. BIRREERE
a. BEREABEREIEEAEMENSET « BEXEE TEIEN L o
b. 4B 7E-EEETHE A THMR _E00EME o
c. FTEENSLY  GHEUEFHE NS BIREF o
STER4 | FIARE £
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b. FERSCE- L AOSSHTIRM  ZMEIIE RILE R B © A o
C. WERITE RS EFAEEIN 2RI AEE o
d. SHEIIE-F_LAISHERA o
3. EHREHTF
a. WHRT R BT RIE OIS NEWET « T RE TR L -
b. 7R EEHEA TR LROIEE o
c. T HE « EHERFHE EOSBIRET o
TERS | RRIEHIARAE
RS AR BT 2%  CUEREHSABTREIIMNAT  AREERR TR .
. MBEHABE  SRIEHEAE o
2. WIS AR — SRR ISR MRS AR AR o
() wtsmzs BRI AT 2 B AR o
3. MBEEHRERY: -
MBOBRGRMES (QSFPIHSFP) - HRSTEERN MR EIRE -
4. RIS AR :
a. fERISTEIAIA RIS IRABTE B A MRS - EIRVEBPRISARIE AR AR o
SIS R AR « YRR L -

@ iR BRARB AR ~ SR70BEN - URIBIREEZSS ©

a. RESHE IR LEEE) « AFEERREAE « EHERBEHEERY « RHEGISREAZE « AR HERIFR
THABEME « USERISRATREARR

b. REFRBABRMRER - ENREBRGHIR > ARRKEREERERZEER -
1R SEE ST B RINER IR - ZEAEFPERKER -
C. MRTHAEMRREREERE - FEMLE -
d. EfEERERER A% TCtrl-C1 FIRERALRS -
@ MRAREREINERFLL « FEINFIEE R AZREEE o

e. EEARRIETT ~ A Tbyel EHBIEPCleRMEMTTH « RBBITHIZSERFAN o
5. AR IRIEIE BB « B 2REMESRE | NorageBEEBEN1E-ofnode_disapped_node_name_|
6. MREHEEMER  BENMA | AT BEBEENEMA-BEREtrue]
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TER6 | RHEEHIAIEAER BB
TEREHI  CARENBEBAM  WEEHIREE  ARENRAAHER o
. MEBEENRERS
INREREIRFELERIRES (QSFPEISFP) - BSTSTEEMNMAEIRRS B R
2. WEGIRIEE BB « AR RBRTRE | Norage B HET8I{E-ofnode_disapped_node_name_

S MRFHEHER « FEMMA | [HEAHEBBELRERAK-BFRiErue)

FTERT | TEE1EEMetroCluster IR 4HREH AR E SR
T E2E RN EE2EMetroCluster FYRTZERAHAE o

TER

1. BR:BFR BB R T &P TERA) #KEE | MetroCluster TEERENIEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HSRFIESVM_EMEMRES B5ERK - MetroCluster TSvserver show ]
BB EIFEFTAITRE R B BLIFREESEMINTEA ¢ MetroCluster ZRIEELIF show,
RIEFEEETEAEEER TMetroCluster BRI 2T o

SRUHRIEEBS5ER - MetroCluster T REETR

o & W N

ERERN TFEUHA KSR « PHREEERDEN TS :

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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ERERN NER) KR « BIEISTSRTIRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRYBLAEEBRERRIABETTR ~ ERILUER MetroCluster show config-repli Bres[Eld ikBEshow] &
DHIREEITHAIEERES o

6. EFIEI1ERISnapMirroraSnapVault FNEEERILRRE o
MEHBEMAIRMAIE R - S EZ 4R EINetApp © U "SR S HF R EFHMET « B2WET -

EHIHINE R - AFF A400
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RRBMAIPSU ~ AR EMPPSUETEZEER

* BIRETUERE 0 b BRI RMEIN o ISR RARAIERIZR R EH PSU ©
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RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
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7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

116



T ER6 | FHMET TR {GNetApp
IEABEMIBIRMAISTFR « 1S EE S #HREINetApp © I "SHHE S I T iR BHEEN « HSHEME -

117


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

118


http://www.netapp.com/TM

	維護 : Install and maintain
	目錄
	維護
	維護 AFF A400 硬體
	系統元件

	啟動媒體 - 自動恢復
	啟動媒體自動復原工作流程 - AFF A400
	自動啟動媒體復原的要求 - AFF A400
	關閉控制器以進行自動啟動媒體恢復 - AFF A400
	更換啟動媒體以實現自動啟動恢復 - AFF A400
	從合作夥伴節點自動復原啟動媒體 - AFF A400
	將失敗的啟動媒體傳回NetApp - AFF A400

	啟動媒體 - 手動恢復
	啟動媒體手動恢復工作流程 - AFF A400
	手動啟動媒體復原的要求 - AFF A400
	檢查加密金鑰支援與狀態 - AFF A400
	關閉控制器以進行手動啟動媒體恢復 - AFF A400
	更換啟動媒體並準備手動啟動恢復 - AFF A400
	從 USB 隨身碟手動恢復啟動媒體 - AFF A400
	還原加密 - AFF A400
	將失敗的啟動媒體傳回NetApp - AFF A400

	機箱
	機箱更換總覽- AFF VA400
	關閉控制器AFF -現象A400
	更換硬體- AFF REVA400
	完成還原與更換程序AFF -還原A400

	控制器
	控制器模組更換總覽- AFF VA400
	關閉受損的控制器AFF - VA400
	更換控制器模組硬體AFF - REVA400
	還原並驗證系統組態- AFF VA400
	重新安裝系統並重新分配磁碟- AFF VA400
	完整系統還原：AFF 還原為VA400

	更換DIMM AFF - VA400
	步驟1：關閉受損的控制器
	步驟2：移除控制器模組
	步驟3：更換系統DIMM
	步驟4：安裝控制器模組
	步驟5：將控制器模組還原為運作狀態
	步驟6：在雙節點MetroCluster 的不二組態中切換回集合體
	步驟7：將故障零件歸還給NetApp

	熱交換風扇模組- AFF VA400
	更換NVDIMM電池AFF - REVA400
	步驟1：關閉受損的控制器
	步驟2：移除控制器模組
	步驟3：更換NVDIMM電池
	步驟4：安裝控制器模組
	步驟5：將控制器模組還原為運作狀態
	步驟6：在雙節點MetroCluster 的不二組態中切換回集合體
	步驟7：將故障零件歸還給NetApp

	更換NVDIMM AFF - REVA400
	步驟1：關閉受損的控制器
	步驟2：移除控制器模組
	步驟3：更換NVDIMM
	步驟4：安裝控制器模組
	步驟5：將控制器模組還原為運作狀態
	步驟6：在雙節點MetroCluster 的不二組態中切換回集合體
	步驟7：將故障零件歸還給NetApp

	更換PCIe或夾層卡AFF - VA400
	步驟1：關閉受損的控制器
	步驟2：移除控制器模組
	步驟3：更換PCIe卡
	步驟4：更換夾層卡
	步驟5：安裝控制器模組
	步驟6：將控制器模組還原為運作狀態
	步驟7：在雙節點MetroCluster 的不二組態中切換回集合體
	步驟8：將故障零件歸還給NetApp

	熱插拔電源 - AFF A400
	更換即時時鐘電池AFF - VA400
	步驟1：關閉受損的控制器
	步驟2：移除控制器模組
	步驟3：更換RTC電池
	步驟4：重新安裝控制器模組、並設定更換RTC電池後的時間/日期
	步驟5：在雙節點MetroCluster 的不二組態中切換回集合體
	步驟6：將故障零件歸還給NetApp



