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-node* -type all -message MAIS=end &5% ~ BIR / i€ BB

fEZE -

cOER L WIRBEFKRM - SBHAR "NetAppsiE” o

Z|ENNZ . ASAAT0 1 ASA A90
TEERRILIER BN o

T BERRNESREEEDN

BRATHBENEMARNEEREERER (OKM) - NetApp #7FII%E (NSE) 5 NetApp HAREME (
NVE ) B9ZR#E ~ W ERAZFRRARHINIRE ©

@ N5 NSE 5 NVE £ Onboard & External Key Manager —#EEXFE « &%/ BIB R AT 7 BIYABFHE
ENRYERRE ©
1. B aEREEE BIREds o
2. £ ONATP FAHSTHAERPEER AR AP —(EEE - LEREARESREEERAE -


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
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#EIH1 | AARESREERARSERHRE
i€ ONATP FIHINEERERAE SR EIRIZTVAER -

ez Al
ZIR OKM 4BRERS « ICREBTHE !

* BANREHERMERN FNRARNESHERE"
* "Onboard Key Manager FI& {3 E " o
* AT "M ESREERMINESHENEREE B EEE -

1. 7 ONTAP BEH%INRER A - BEEUEIE 10 .

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. R BT 4E4E o "This option must be used only in disaster recovery procedures. Are you sure? (y
orn)'y

3. BARERENEREERR -
()  sammems  RATEBETETHA o

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MABNEN - BEERAN BEGIN BR R SR HEDLR o
WAL REFIZM R ENTER # o
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2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA

o IERRFRETEM

11



Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRT2TUARRE o

FAsEZ Al
TEETINENRERIMIEIREIEREL (EKM) 4
s IREED —(AFEEEEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN !
* KMIP falR2s itk o
* KMIP 458 o
* WEMEBEEL A B IR/REE S /ccfcard/kmip/certs/client.crt 182 o
* RHEMBRERRAS A P inEi8#E 4 /ccfcard/kmip/certs/client.key 18
* WEMEBEREE T KMIP {FR2S CA #82S /ccfcard/kmip/certs/ca.pem HE2E o

1. 1 ONTAP BHIIhAERPEEEUSEIR 11 ©
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

T2 | ERRRREER
SERBRAREIREHERE « WEESRSEAERRRERES -
| REEZEAET

MREFESET... A&
BEART SERIELERG o
IEEERIRIE. .. a. FAGTEBHERIES o

b. {#F8 storage B8 show % ~ FEsY B1ZIEHI23 B 2 HIF el RE

o

2. BEEREBEBEAEBMAITHSS « MEF storage BB ENIEME -fromnode local -only-CFO
-Aggregate true fn % i B IR EFRERE

° WNREp L HHIRHIEMARR « sABERISIREIEHR « EREIRETHEED - HRWREIEHREIRSLE -
c MRBLEGIEBH TRuE MR FEFRF 5 0 38 HAFRIEESERHZERD -

° tNERAHFNDMP ~ SnapMirrorg{SnapVault JRIZMEN T EK « sAERHLEF o NFFMEN ~ 552
REE RIS
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it

FRF 3 88 ~ FARGEA storage BEEEHEE show M LR E R EBEIIAR o

1F clusterShell 12 R T » A network interface show -is — home FALSE 5% » 5| A7 E 204 2340 0%
O ErYZEsRIEO -

MBREEENESIA false ~ s5{E net int fert -vserver cluster -lif _nnodename 855 ~ BN EER(D
HIEEige o

i EESERBEBRERIES  ABIIT version -v B8 L HRIZE ONTAP k7 o

f#H storage encryption disk show HiBd#H °

- f£R3 security key-manager key query B3 2 REERREFE R IR EEFAIRES LREREERE® D o

° YN8 TRESTORED] = lyes/truel -~ fEFLAETEREIRIERF ©

° N8R Key Manager type = external # Restored ## = UIMNIERIER yes/true ~ iAEH
_security key-manager external 28 _ i S RERERETIBAIEIE ID

() mmeosm - #BHEEE BN -

° YN Key Manager type = onboard # Restored # = LUIMNIERIER yes/true ~ i5EH
_security key-manager onboard sync &< 2R [EH BEE1EEIRL HIEKAISEEIE o

88 security key-manager key query 87 ~ HEEOFTEBEEE£18 Restored I = yes/true ©

- BERSBIREEESIER AR o

. {EF"shorage A B EM1E-fromnode"ip < 2R ERIBIEHIES o
10.
11.

WMNRIT(ER storage BEETFEE modify -node local -auto-BE & true TS 1EH ~ sA2BR B FINIE o

YR B AutoSupport ~ :5EMA system E12% AutoSupport FEIL -node* -type all -message MAIS=end &
° BRI WEEBRILEE -

HFEZ 43R [0] NetApp - ASA A70 1 ASA A90

INEHFEHBIRMARS AL « iR Z R [EINetApp o U "S{HE G B " FEFME
m2RER °
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