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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©

35



RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

R PE 4R E] NetApp - ASA A150

MEMAFEMRIRMAISRERAL « i FEZHR[EINetApp © #1 "SRG HE E R RFAEH -

R2EEE o
]
HFETFHALAEE - ASA A150

“EE?@#&%&”E’ v GRS BRI ISR « BERRAY ~ 1RSSR A BRI IR AR TS R
 RBRRIBRAETE R B IRE R fE’fA%*EEFliﬁﬂﬁ‘Zf-i%?E’fA% SR EI B RVRIILAS o

RAPRIFRA AT AIE R EF ; TR G ARERMTSZIRERPT -
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* R LUGRIEAZ RS ONTAP R4t Z IR AIFRA RRASAIINAE o
* IR FRRRRRE R ARSI SR A SRER A - A ENetAppBIFTTH
* IR EERTET - BNBIEHREE - MR EESHMEEP R ETRBIVARTS FEFI D P o

RERFIZ=HIZS - ASA A150

ERESTHRNEEREFREAFARERBRVERES

EIR | RS RAERR

IR ERREEMEIARNARY - BRERFEEERIE ERAEHEEN - A2H "R I EI%EE
R ERR T ZE45M - NetApp HE%E" o

BAtaZ Al
* AREEEAVENRERME
° ONTAP WA AR EIESTE

° FEZEHIZSH9 BMC 7ZEXEES] ©

c BRECHEAEVEN T AMRHELUETER

* BAIAINRIEMOER
° HUTHM "RGEEIBE" o
° 1% ONTAP AR EEZEMNRFIRA o
° BRIRE(IRGRE "Active |Q BEETREER" - 58 TNRA L BRIFEENERKIE « AR 4KTH LM LED

kﬂlﬂ

III‘

1. 3%E3B SSH BARE « AR EESBENBCHEN / T « REETRNEABHHEA
2. FILFRERRL /| T NetApp R LRIER o

3. HSSMERMEIR ITIE

4. YNSRRYA AutoSupport > FEIIHIESRIL » TS5 ETREA R FRERAVRRR ¢

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. HBIFF A ELEER SP / BMC (it |

system service-processor show -node * -fields address

6. #EREEE Shell :
exit

7. R E—S 8t H A EMEREARY 1P (it > 3538 SSH B A SP/BMC » MEEIEERE ©
MRICERNREES  ERAEM  AEAHENEEEIESTEBAERIEE -
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8. (RILAIFZIRHAEPRIMEERR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync #2X NEH SnapMirror [B)F1R{EREEEE | system node halt -node

(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEEBITIIRER > FRERETHSEZFISNHEA *y* !
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. ERFEEEHSRELETBTRHRASRET

o

BEIE2 | 523K A MetroCluster A& AVARAS
()  WmREEAGIFASELEMetroCluster KA « A/MEFIILER o

AR ERERES MR EFIEERI S0 « MAENERHZEERIZS « UERZIIEH SEETRIRE
HlSfEERERHEN -

 MRAEHEATEU LI  AIEELFERR IR - MEREREIAEAB AR BET
B T RO AERNRSRE « AICABEESEESE 2 ATEERE ; BER HHEEE
SR

* MR EEHAMetroCluster BB INBERZRIAERE - AL BFESEMetroCluster E5&E THREARAZE KRS - BERL
BEREVAEEEMREE ( TMetroCluster THEERZ ) o

1. MNRERFA T LEIHAE ~ BB TS RINGI BEEILZEA - System NodeIRKR DY FEEL*-type all
-Message MAn=number_of_hs_Downh] AutoSupport AutoSupport AutoSupport

T3l AutoSupport Bl ARER BB RGIM/NRRIEAE ¢ Tcluster! : >R 4R EIRLAutoSupport ~ 0L FAEHEY
-# AALL -Message MANn=2h]

2. (FREEEFRIREEENEEIMIETINE | Norage BB EEIL-EELAK-BBINIEHER]
3. KRIBAVIEHIRBEHARRET :

NRZARRVIEH S EE ... RE...
HARRT AIfETR—%
EEERINIE. .. Ctrl-C ~ AR REOE Ty o
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IRIRTREER TCtrl-C1 ~ AR EHEES -

e fERmHINAERPENEFM EEER SR -
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MRIEHRMEER... REBHITTIITER...
IR a. ICAMBIBEN R ER - RiEFISREREEA - HEEHH
B RIZEIL ST 2L « AR CAMIBIERIFAEHEME ©

@ i HER B RARB AR « SA7DBER « URIR
IRIE AT o

b. IREHARENREBEREERE « FENRE -

C. ERHAMEEEE i ERHEEBREERRE -

d. %%@%Eﬁﬁ%%ﬁﬂ%ﬁﬁ’]%ﬁﬁ s AR R RNE IR B IGRIZ
% o

e. WEE ERARRER R ERRIER

T Azt TEPIREMEES) S - MRBFEMAR F
Mg TCtrl-CJ RAPERFIEZR « EEICEREDE/ME TR
BALE e

QE7EEEF TPress Ctrl-C for Boot Menu (3ZCtrl-C#E A BIHEIHAE
x) 1 2B A TCtrl-Cy

WREREEMPIE - AR EFSEREHFAENR

@ TETT o BAEH {Tupdate_flash@ < ~ ABEE
3| TERBhE BRI BRFHRCHr-C ~ AR AR IR
HE T4fEzE | B~ SABIRCUrI-CHILE -

WRIEEEBEIRT ~ BEFISHEAARIEONTAP ZEE ~ sFfA I
halt] ~ RABEHFAREIRT~FETEA Tboot ONTAP) ~ M
IRIRTER TCtrl-Cy  ~ ABRII E4EEL -

f. RERAMETNAE R « BERUAMEEIETUREIR ©

"BEFE | CERRIBRED A ERIITINER -

° RMIDAERFEVRRES - WEKRBERRMID °
c IRMES | EHAMERS R E AR « GO RRREZER SRS EHAE - HRIULEMOREE

BRI o
BRGNS RAT4ERE - ASAA150

STREERS IR I E R T2 8 ~ I(CFREERE T IIEH B30V RS RATAERS « TWARE
EMRERMKTE ©

DB | EIUEFISE  SARE N ERE R AR

TREZE RHARCE FRYE 2 1EHIZRAE ~ SURILAARE PRV R SERsREIRIARES « 1B E RIS R AR A B
HA o INSREFREA BEIFEET G REERAERISEE E B  LUBRE P iR KR EZE R o) SE3E £ i -
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FRERLIIF
BISUMEIEREN AR LERP PGS ¢

* _replaced_ENELZHEVENSS - EAREFFEEARZIEHE o
* Healthy&iZE2 replace ENZERIHASTEESFE o

TER
1. 4N replacem R BIREEHARIRTETT « sAFLERAR T ETREH AR TRETT
2. 1f health 1%L L ~ @B R4 ¢ cluster date show

HEAFNFF R B IRIBE R EMNREME °
3. EHARRERIET T ~ 8E_replacement&iZh_EAY B EAFNEFR @ THow date (BE/REER) 1
HHAEARFRE LA GMT. B %E o

4. ?Dﬁ%\%‘& A RAENEE FERELIGMTOAENMIAEEE ¢ Tet date mm/ddymm' (RREBER_B/B/FETE.
i
3. ?Dﬁ%\g AR ERRELIGMTOAEMIAIRERT ¢ Tettime hh @ mm:ss) (RRERFRI_hh i mm :ss_

6. EHMAEVET T « D _ B BB BB ¢ show date

BB RE LIGMT 22 o

e
(=3

P

5

SER2 | Bpa il 58 T EHI 2R R AR AU HARKS
T AERR TGS RAERY THAL RS ~ TRFBEEMIRBURTSEHNRGFAER
1. ERIEGISR RN MR ~ BSIPT AT ETMEREAY THAL #K%E © Tha-config show,
FRB T RIHARRREERFE 2 AR o
2. INRFTRETRAIEFAE R AR B EH R AR TR
a. SRTEMFBIHAIREE ¢ Tha-config modify chassis ha-stu_|
HARRERIE AT AR RS EP—IA

- ()

= "Malc"
Mhixsadf

= {MCCIP)
IEmG

b. FERRESEE : Tha-config show,
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B DR RGTERH D AR - ASA A150

AETHEREFIRRARERSTEESE « BORENRE - HOHRENRIERK 2
JRNetAppfEEFMEZRLE (WALE) ~ URZEMIEGZRIRE - LUARLTH—RIT
E ~ TRERAHIERETEEIRIRE o

T ENMRERR
ERMUT A ARG SR AR RV EFAAGR& 2% - "Active 1Q Config Advisor" o

TER
1. T#It 2% Config Advisor HEINAE ©
2. HABRAKB « A% —T TCollect Data (IKEBHR!) 1 o

3. B—T MBAR) F3|1RE - ARTHY - FREMBHIFENERET « BEFfEHIRIRBRERLS « UE
ISRV AREE o

4. B—TEENRS|1EE  7ABRE Config Advisor R ENetAppR#aL ~ & HAMELR o
T2 | ERIEIRMLER

MREFRFUNHARCE S « BITEREFERPETIRER « FriEhl2R BN R RIDE BBEIRGHIR - 1E181L
NRAT ~ CAF B DENIEIRAGHLER o

s A R IERERVAERERZ T

EH SRR ABRERILRER...
HAECES BEIE1 | BERRHARE LN RRIDEE
‘iR BEIR2 | FEIEMISKONTAP RARIDAAAIN IRPRIEIL AR

BIE1 [ BRBHARMR EHRRIDEE
WL JATERAE _replaced IEHIZRIFESI RMMIDEE « AREDEEESEEF -
2 FFEB AR ONTAP HABCE REITRY R4

1. %lll%_repIaced_#%%ﬂ%%)ﬁﬁ%’ﬁ%’fﬁfﬁ (RER">"EmfT) ~ ARHEEENLEAR AT | "half (F1E

2. 1£_replace_1EHIBMUEMABRRTH « ENEHISR « MRARIDFEF - RAMRETLERRAID ~ F@A T
yl

3. 555 % replace ¥HIFREITEARET Twaiting forfiiE... (EEZHNE...) 1 B - AR EDHITH 255
HECCEIERNAEBHRMAID . [REREREER

EHLHET CEZZEI AL  5HZEEHI2 LN AKIDEEE « BERIERAEIDFIFID o £ F
H)EEHIR ~ node2 B I ~ FIBIRAIDA151759706 ©
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. 29SS R HIFEE A OMEED ¢
a. BEAEMERER . et -priviis HRE )

BRI ICHEEE A EREIIR « MRILIEE TY) - HIRERENER () o

b. fEFFEAICMRED | TRAREIREITEIRS _nocal-node-name_& 1EBH#FEIR.
C. EHHIMEZR ~ F5ER 82 T o

ERI g A T an 2 2k EafEsavecoredan THVEE . TystemEfi%krun -node-node-name_&

{¥savecore -ss

d. JROIEIBERERELR © et -priv. adminy

1E%

o MREMBEFRAEREMEFHMRENT « RILAER T HP—ERZ 7RISR #F IR EMEINAE

BECERNERNERI SRR ERE |
 EENRSREENESE
- BRSNS REEME SR

6. REHEHISS -

a. fERErVIERIRT  RETMRAIERISEERE | NtorageRIEBEMIE-

ofnode_replace_node name_ |
_replacementiZ 28 E 1B H# 7R E 1L ST FEIEE
MRARIDAIER « RMIRTEEBRARAID ~FHWA lyy o

() mewmA- CANEEERDA

"SHONTAP ERNRICIRANERIRAN S AEEAERS
a. SERIE®R - FHESTHARCHIER « MEALEE | TERAHETE)
MEFREZEshow) BLNRLARESESIEBHMEREEHNRAZD -

7. ERE R BB IEREDECHIRE ¢ Ttorage disk show -FRE#E )
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

A2 | FHEFIEKONTAP RFIDEAINSTIEFRVIBIL A
FEINRGT - EOBEFEIREIREMISKGHTIEG SR AID « TR ARMEERERE

(:) RSB TTE
R EERR B AR R

1. lllil%axh%i%ﬁﬁ&@]_replaced_ﬁﬁ%ﬁ » BB CHI-CHRERFIIZER ~ AR RBVINEER PIEI G EEER
TVHYEEIR o

2. R ARIDFIERT - ERFIRTEERRLAIDE « SBE#HA TY] o
3. EFEZLID : "Disk show -A"
4. [MFEZE TEMNRYID « ZIDEBETRAMEEES ERN—ZD -

LT EEFIZERE & 4%ID 118673209 :
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*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

o {EMAEdisk showss @ PEFNRMIDENEMIE MR ERE | [HIRENIER- sEERRIDHEIRENIEIR-
s 118673209

6. BEETERDE TR | MHishow -A)

B EAER R ERRARIRARID o UTEHARERTR AR 1YERIIHER « AHIRMRID 118065481 :

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERTAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. MRENRBERREREFEFHEEENT « AIAAER T EP—ER2FRER#F R EMEIIAE
RICERHNENESINTZREEMIE -

 ERNESREENESR
- BRSNS BEENE S
8. BEIETZE © Tboot ONTAP]

SEEAHIER - ASA A150

EERAMERRTRER « CHRERNetAppEFMEAERE WEKE) -~ MWREME
HIZRAVIRHE ~ AR HIESHERE S NetApp ~ EHFEMAIRMAIERFRAL ©
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3. MEREMREMN - MFBFMEN « 2R "WAIEA ONTAP FEESIENITEER2NNEE" MHE
XE o

4. YNR#EEE AutoSupport 4EERTER ~ FA(FER4ER system node autosupport invoke -node * -type
all -message MAINT=END @< ©

S MMRFHEHMER  FEME | [FAEAEBEENEAE-BFiiEtruel
$EE3 | (T EEIZEMetroCluster AR 4BRE Rt HAE EE S 2
I T E(EE AR 225 MetroCluster BYRSEER4HAE o

1. BRSSP A ENRE R D ERER S TRUA. ARAE  MetroCluster REERERRL

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

LA SVM_EMEHFEY B5EM © MetroCluster 'Svserver show
RS EIEEFT TR ESLIFREESEMINTER : MetroCluster Z2RIEELIF show,
WEEEERIMTMAEZAFER TMetroCluster 3BR ] SSHITIA o

RUBAEEBSER - MetroCluster TREEMR

o >~ W Db

EREEN TFEUH ARRRE « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARREF « BIRISTRHR RS ¢
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREASETH » A LUEA MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o
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RAMEIET(E

* YNRIAE SAN 47 » BB EHERZESIZS SCSI JTJ#EME SIS cluster kernel-service show ©
“cluster kernel-service show 8% (1 priv ZEFEHET) ZEEREIRAAE PRI S EIRERY BT A EAREE
LAB sz ER B EZERREE ©
BESCSITI#EIEFE LR E PRV EMERRLE I RIARRE o ERIRIBE N BLRR  TREBEETTER ©
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1. MREABT TZ481 IhAE ~ BB TYHERE I B8 {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

T%AutoSupport Bl R8T B BN I 22 B/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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a. {EfERIERIZRAIERI S WAL T2 ¢

storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRT MERE

3. BRABREHIBRBEHASRET ¢
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AR
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ARSI

EFREFMOR? ) &

AIfETR—%

& Ctrl-C ~ ABIEHIRIE RASOIE Ty o

W2 RIEHZRIZE FIERIBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I2RFJT ©
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER

o P w N

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER

o P w N

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
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d. fER#HATIRAAEE T ~ HRA N SHERITTRAIRAS LRVIRAR o

o o

o

RNBEHEIR « TRIFTAE S IRIRRIMIRAS o

e ZEBEAEE -
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0 =2 RS

9 1EhEiRAA

2. ZACHEHERRAR
a. RHERIZIEER — IR AR R OB AR IERISSRAIEERFH—F -
b. R RIS EA T 2 I ALT
C RERFIEREHEERT ARIBYIEFLE
d. [ TEHEHGITRRIERER « ARRHERISSEAREREIER E -
e. EHEHGRIRRERCRIIEN « 2AREBHED) - BEIHEER FAEMSLE

PSSR R 2R A ~ ARG o

3. EATEIRIEHISREAR 1/0 B -
4. RERGIGATRMUES > ENTRERGHIR  ARRERUERREREER -

PEHIZREARRAIARIEI L 7T LOADER 1R F TR IFLE ©

Tt
R ERSENBIIEIE > & A (EB ISR ONTAP BE > o

WETERHER B S IMIERIEIRES - ASA A250

£ ASAA250 AR LEMBIFAHIRERER - TS BSRRIRERERIZER » LUt
BIFBMHERERAR - TEFRREFHE > AMTHREESSERAMNE » LHIERERRY
TIWMNEFERE - MREMATRNE - ARG 5| ELETHEENTBIERTIBINE -

HEFIRIRRSIE[RIZFE7E ONTAP 9.18.1 REMIRAPZZIE - MR EMRFEFARFEIITHEERFERARY
ONTAP » :/{ERA "FEIRENIETZE"
FYaZ Al
* EELHETREIEREE
° IREEREIEES (OKM) | BREREHENZIEREEMED S
° SMNBEIBEIEE (EKM) | BERBBAEMATIIESE !
* /cfcard/kmip/servers.cfqg
= /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

HER
1. £ LOADER {2 ~"F 7T | » BB EEREREF !
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boot recovery -partner
SEERET MR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BEVERAMIERS LA IRIERERT ©
FRF SR EET Installation complete L& ©

3. RMBBEMEER > WRETR FASZ—:

MREFDLAS ... HMITLEENE. ..
key manager is not RIRKRLEENMNEINAE ©

configured. Exiting.

a. ERFEARMEIR -

b. B AR FHIRHEEZEMA -
"B i8R R-ofnode_disapped_node_name '
AIfE EMEA EERETIAE WREWERT -

key manager is

ERENMZEINGE o FIEEZ R EIES °
configured.

@ MRAFEZNATREESRE > AFETHESRANE » TIRTEHITSSELETRERE
BUKRECERE (IREEINE) o ARIBRREE -

4. FRBESTHEENEFERSHREERER :

109



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SN EEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (A3 tE A B A

1M
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBB/WIERY > RARFLEFETRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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T ERERERNESHSRES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

i r7
2[R ONTAP BR &L BB BRI IR E KL 2 B i S [E Z IR [E] NetApp" » IERLRILLTY ©

W P R IH A2IR O] 2= NetApp - ASA A250

izn%a:ﬁﬁ ASA A250 APV EETTHEEEWIE » sFRRFRIETTHR(C] NetApp - NEEZ

Bifl > 2R "SHERELEREH °
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EREhEse - FERIE
IR FEIER T (EMIZE - ASA A250

EERIAE R ASAA250 [#TFRMARBIKGES > AR ERER ~ EMEZREE - B
PERIZE « EARKELR - BREERREG « BRINE > LEERMINGE -

MREHHFRFAHITHIZE ONTAP 9.18.1 SREHIRZA » AR "EHREMERER" - MREMNAKHITHEER
P HrZABY ONTAP » B BEER FEIFEIERTER ©

o "iRB R EE TR K
TR BRI EK -

e "R B NE & R SR AR
HEr AR E R ERMA L2 SR EER SN EHR

e "RARATERIZR"

R E AR IRACE » SARARAIERIES o

o "B R R AR

RAFEREERIRBIEFAMRRE - AR LRERFKIREE « AR USB IR EEH ONTAP IR -

e "FItE IRIEBR &R

i€ USB HABRIERAE ONTAP BR( ~ IBRIERRAT « WERRIRIFEE -

e "ERINE"

EONATPRAEBVEE IER IR E RSB RE NP IR ELESS o

B

o "R RS ER4ENetApp”
MEHFEMEIRMAISRFTR ~ i FEZ4HR[EINetApp ©

FEFRRRRERTER - ASA A250

EEH ASAA250 RAEFRIFAKIRIS Z AT > SAERTT SR BN EENK - S EIEHER
TR BHEEREAERN USB REIMER - WHESNCHER ERNBIRHANRES -

MREHIEFRFHITHZ ONTAP 9.18.1 BLERTHRZS » 5HER "HEREERRF" - MRENRFENITHZER
Fhi74s8y ONTAP > BIARERFEIFRNERER °
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USB FEE %
s FRIEE—ERR1EA FAT32 B9 USB FESHE o

* USB W HEB EHMNIHFAEREM ‘image_xxx.tgz X fF °

S EE
B "image_xxx.tgz iFERERE| USB BESTE © £/ USB FERIRBZHONTAPMGRHG(ERLEFESE o

HEfrER
fEFANetAppiR (AR AR M SR B AR R4 1 -

gl
FIMZHEMENNER > Ko< EREERIEHSREREE

© _RIEEHEE RICIEERITHERIERSS

© _RERERIE_ERIBIERIZRA HABH -
ETERIE ?
ECRRE T BRI ERNTERZ R IS ERMIRE LRI E R RSN GEERIT
BEME R IRIIARE - ASA A250

ATHRFRFEFERALNERNZ 2 (EERDRSIER FRNNZ BT EMNRRE o 2E K
B9 ONTAP hrZs 275 232 NetApp Volume Encryption (NVE ) > MR {ERIRAIESI2S Z Al
) B EEIEEXERAERAD o

HER 1 18E NVE B T IEEAONTAPME
T EHIONTAPRRZAS 2 E T IENetAppHEIE @ NZF (NVE) » MBEE e LA T & IEFERONTAPM & AREV R EXEN 15 S -

$ER
1. BEEHNONTAPIRAE B BN !

version -v
MR HEIE 10n0-DARE » BIEEERATRZIE NVE ©

2. FTHFE NVE ZIERONTAPEK :
° YR HIE NVE | TEHEANetAppliiEEMNZHIONTAPIE &
° TNBRARLIE NVE | FEARSNetApplitiEEINZHIONTAPE R

@ T¥ENetAppZ IRAEIE T B ONTAPRRREIEH) HTTP 3¢ FTP ARSI SN A E KI5 o 1E A
RXENIRRSRVBIED - CHFREULIRGAE -

TE 2 RESREESREUHENRE
TERAPAIRIERIB 2 Al > At SR BB EN ROV EEM
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1. HERS ARG LR A EREIERER -

FRZSONTAP HITIEE <
ONTAP 9.14.1 S B HThRZ security key-manager keystore show

* N EKM ERSA ~ EKM BIEFEds SR o
* Y1R OKM ERSFAE ~ "OKM BIEF| e <t o

* NRKRENEEIEEEIZ « No key manager keystores
configured B G5 EaSHIL A ©

ONTAP 9 o 13.1 I EEHRZs security key-manager show-key-store

* MR EKM B ~ “external Bl &F#Ed Sttt o
* Y18 OKM BEH + “onboard B & F|fEds <t o
* MRKEVAEIREIEIZR - "No key managers configured' 8 &%)

EHTHLP o
2 REARPESERE T SMBER > PITTINRMEZ—!
MRKFEESHBEES ©
TR AR 2t RARA AR IE RS - W ARAEHITRIMEIZ S -
MREE T REES (EKM 5 OKM)
a. WA TIERES > BTREIEEPRETRAIAREE !
security key-manager key query

b. EFHLAERIIEEHPRIE © "Restored iHF o ILFHETEIREIES (EKM 5 OKM) KIS HEEESE
WESEMNINER -

3. BB RIREIE S MA T MBRAvIRIED R
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :

security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

@ BEREERVEEEHTIREESNTRIUNEELETHESE

X258 o A AENetAppZiE ©

b. & nﬁ quﬁﬁ%u E@f“E',T TE

security key-manager key query

NRERA LTS

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

“onboard °
C. 15 OKM &
I AT EPEREPRAE
set -priv advanced
A Y BIRTARAE o

. BTERERENEN

security key-manager onboard show-backup

ii. R ERENEEBAIERIAERP o

MREEBIEZTREFEFER OKM » TRFZULHEHEH o

i, RIS R
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
5B EREMBE BB NARRER - CFER RIS

RARAIEHIZS - ASA A250
FEREGCARREERZEFREAASIZEEZERIESI2S

IR I KSHMAR
FERNVESNSE T2 & G0 ATe R 1RIEHI 2SRRI o
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1. BRAERVEFIBBEHASET

R ZIRRVIEHI BT, . RIE...
FARIURT BE MBIRERISERAE) -
(FFEm......0 HCtrl-C ~ ABTEHIRETHFOIE Ty) o

AERTHEBRET WARSE NEEZHNEVSZENEERIENIERE | NorageRHEBEIRE-M
) RO IRENRERTE

ERENEFISEREEERIRE. . B« 5FH%Ctrl-C ~ AR[EE T
yl °

2. EMASIBTFIIR A © Tprontenv) LUBEFAARIMIRIEY - 8L TS -
()  WRBMEERARELEE « LS TAERAEE o

#RIB2 : MetroCluster REATE—E S E

SERINVESINSET/EZ 1 - 15 /Boe R HIS ORI -

()  WREHOAGRASEHLEMetroCluster KIS - F/MBEFRUILER -

rm

EBASIANEEIS « T EPIBTEHISIRE | BIELNBRHEEIHES « LUERAMEHSEER AN
SIS fErr SRR AR o

* MNRFBEEMELEREIS, « BIZBENBRINPEAREE c MRBEREZIETEAHK ~ RE2HVITHIZZET
% MR ~ RAHEERNE2R « A BERRZIENEHIZS 2 IS IERIRE ; 20 HERiEE
BE" o

* NRIEFEFEMetroCluster BIEINEERZRVARRE ~ B A JBFESEMetroCluster BE:RE TTHEEARZ ] AREE ~ BEIRL
BEREBBEIEREMIREE ( TMetroCluster THEERZE] ) ©

1. WIRELA T LETHAE ~ AU A THERINGIBENRILZS . [System NodeIR R FEIEL*-type all
-Message MAn=number_of_hs_Downh] AutoSupport AutoSupport AutoSupport

T%AutoSupport Bl A EET BENE I ZFIM/NEFRIEHE o Tcluster1 | >R 4ERIEAutoSupport ~ I FIE[EL
-# AALL -Message MAn=2h|

2. (FRRREFRREEENEEIMIETINE | Norage BB EEII-EELAK-BBINIEIER]
3. IRABMEHIBRBEHASRRET ¢

NRZARRVIEH S EE R, .. RE...
AR AIfETR—%
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20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.
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RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered

keymanager secrets ° #E{THIEHEFRLUEIELEER o

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS

135



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o

137



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

O. JEFEEEIR 1 ICRREN R ERBNE AONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TERAMSIE RS BRI R R E S4B (E] NetApp" » [BFEE o

R FEZ43R([0] NetApp - ASA A250

MNEHFEMRIRMAIS R ~ RARFE TR EINetApp © W1 "SR EE S " FFMEE -
R2RER °

1

X

+H

HIEH T IERIZ - ASA A250

EEMIRER ASAA250 EFERABITEFE -

R T IRREAREK « RARERIES « EHUEAS
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REBERERAIEE o

"EEEEERER"

BERMEERER > QERAARMN - FARITA - ONTAP/EREMABINEERE -

A E AR

FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAHERIR"

RARHIERIZR AR EHIETTIRARAESE -

"EE AR

R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

EHAIERIEK - ASA A250

EE L ASAA250 RAEFFRIERR 2B > SRFE(Rm e B PR ERBVFR B 1R (T - B BliEERsE
AEPRFABE EMTH RS EREN - HsIEHER ONTAP MK EIE S0 « [EFNE
BRI R BT A -

AR BESAS - I BMPTAERIESTTH ~ BIANIERIES /CPU BT « BIRMAFESRH 110

MBI THIER o

* SAMEE RARRIPTA HMTHHERERE ; NFRAE > B "NetAppsiE" USKIHE)

* MNRITZAE ONTAP AR M EIESNE » SFEUSELERE o

* REE AV ENTAEMRELUE TSR -

* EWRIATERAZIEAIFAE ONTAP HRAHERHEEIRIZR o

* HAAEIRIEF R R EERENR © NVMe BAIRIEANIERISSRES EMIMAE « T EHREFERIRZ NetApp BIFTTT

o

* KA E N EETE - HRNEHMES TR EESHMEEPE ETBIVIRS HENF S0 e

ETRIE ?
AERTRRERZE > "EHEEREAE o
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover takeover -ofnode
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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* Ht EKM » SREBRSIFBHEHRERTIIESE !
° Jccfcard/kmip/servers.cfg H&2E o
° Jccfcard/kmip/certs/client.crt &2 o
° Jccfcard/kmip/certs/client.key t&22 o

° /ccfecard/kmip/certs/ca.pem t&ZE ©

© EMRIENREINTER - SRR ERIERISRE

° _RIEEHIEE_RICIEERITHERVIERES
° _RERIERES_ERIBIERIZRA HABH -
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BRI RIE R R 2 B FARZERIEE" > MRATLLTY o
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RARDIE RIS LT T B BN RRE IR AE IRTE - ASA A400

FARAASA A400 f#TF RGP ZIERVIZRIZE » LR LEBRIER LT BB R ENEREERIBIEH
RISRAREM -

BEENEISERIBIZETEONTAP 9.17.1 RESIRAHFZIE - MREHNHERFAEITHE REIRAEIONTAP »
EEA"FERFINERRFE" o

AERMRRIERIERIES « S BFIEERIZRAGIARE « RN ERHZEIERISS « WERZAVERISSEETZIRAE
BT RERHEN -

RAMEIE T

* MNRIEH SAN 4t > BIABERERIEIZETIZS SCSI JJH#EMEHEE cluster kernel-service show ©
“cluster kernel-service show 5% (1t priv #EFEET) FREEREIZAE « "PERE ZEERAY O] FHEARRE
DAR s B EE RO EZEARRE o
SESCSITI R ERIEF AR FEE PR EMEIRLEE M EIAREE o ERIMBE N BLRR  TReEEITER ©

* MNMRZEEMEU ERVEIES « AIRENERNHPEAREE c IRFBEREIEATEAY ~ E2HVITHIZZEER
A MR ~ RNFEERNE20R IS BERASIEEHI2 2 BIEIERIRE ; 2R HEREEE
B&" o

TR
1. WMREAT T8 I08: ~ BB TYHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T B BN 1L 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. (ZRBEHRE !
a. {ERERIEHIZRAVIEH QWAL TR S !
storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRT MCESEFREIOE?) &
3. RRIBAVIEHIRBEHARRET :

NRZARAVIEH S EERET. .. RE...
HARRT AfETR—%
EEERIMIE. .. #Ctrl-C ~ AR LR THEIE Ty, -
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NRZARRVIEH S EERET. .. RE...

ARSI 2 REG R IZE F LR IBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader 12 RFJT ©

T—%
SR SANEIR 2 B B > TR o

BB UBIR B FREINIE - ASA A400

ASAA400 ZFHRBIRENRER T T EEZRFRARETF - BB SRR IR REEE
Hllas A ~ BIRRBHRENE « EEASEETREEREINE » RAEEMZEES

ZaizAf o

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAFIE - MREHFFRAZTHEFHREHIONTAP »

sRfER"FEREINERRF" -

BEIMTEMREE T AERSSEER - BB RATRIRER SEERIFIFE -

1.
2.
3.

218

YNSRI AR IEM ~ SHIERERSM o
RNERGEER « AREREEBNTER

RGBS E SEREERENHANBET « ARCERFRBR T REERMSFP (MARE

BHERAVERE o

BB TEREERET « WEEENZREREERER « BIRFER -

RIS EAT I EREIERE  ABEHRE 3 -
| T™RMERER « ARFER R TEEmIEHRE

PERIZR IR TS AR o

i"; §
ay
T 2=l

L =2



bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

° PHTE SHAR

9 PEBIERTH IS A

6. HIEHISIEAE B HIMAS o
iR BARARR AR AR (SRR SR AERV/EEE -

7. BRI SRR AR R ER T E L
8. {IFRBAE :

o HEER
9 R BB RS2 S E

(3] Gl

a. R ERIEAVHESE R SHEGBEEPRIET -
b. RBEREPRERIBEETEBA « ABRRHER LIREET2RRIE -
9. IEHISEAE P W ASFREDIIRES |
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eg [ EEBRE RS « ARICHEIERE

a. T RKERRIGHE GIZE - ERRRIRENBGBMRERKIRALL -
b. 1) LEBNEAKIRES AR R R IEE NI -

10. BRI IRISAYS /G AR RS IRIER T AR HEHEAIGE -

. B EREER « REHT2 ERIEAEET

MAE « A FRIRES IR H ERi A S -

12 REBIRASSHE BN -
a. R FAKIRES R T IedS E E AR o
b. B—RFIHTEEIRR  RERIRRE IR EARRREN RIS A BT R -
C. [A) MR IERSHT « SAIRIEEE I E IR « RBAIRRRSHHE B -

13. FARRERE °
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T—%
ERRE RN & LA (FBEETEER ONTAP BE » o

WEERH AR EEEREIBIIRAES - ASA A400

TEASA AAOORM AR EITRIRREN RIS R BER - I LIRE BSRIEIRRSERIBTE - LU
HERERAE - TERREREY > REEREESERANE » MWRELEEERITRM
ZHRE - MRERATRMNE - RFURSIELTABERNERDER -

EEE&@J?@E—@_ MBIZETEONTAP 9.17.1 RESIRAFZIE - MREHEFRFETHIR R HIIRZAAIONTAP
sAER"FERENRERRF" ©

FYaZ Al
* MELNZREIRRER .
© IREE R EIE (OKM) | REREHENRIBEENENEIE
* SMERESREIES (EKM) | BEREBMHENRRITIIES :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. £ LOADER R "F T T » RABIREIERERRER !

boot recovery -partner

SHEETR AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BYERAIRRE R EINIERR o

R F eI EET Installation complete :12& ©

3. RMEEMEER > LR RS Z—:

MREEFLLAS ... HMITLEENE. ..
key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. EFFARTHIR -

b. B AR FRIREEZEM -

'BEEBEIZR-ofnode_disapped_node _name_'

C. HIfE EWRAEEIREIE MREKERT -

221


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

MREEILAS ... HITUEBNE. ..

key manager is BZEMNEINEE © R IMEZ R EIESS °
configured.

@ MRAGEZNHSREESRE > MISRTERAR RN CRIECERESRERE
BUKRECEER (RESMER) o BRI RS -

4. ERBEACHEENEFERESREERN
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NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SN EEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (A3 tE A B A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBB/WIERY > RARFLEFETRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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ERROR: kmip init:

mroot. ..

WARNING: kmip init:

available.

SRS BER

halting this system with encrypted

authentication keys might not be

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

*

*

ATTENTTION

o System cannot connect to key managers.

*

*

*

*

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init:

mroot. ..

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

halting this system with encrypted

C. HRLEMEENR - BMERRESME LRI IEEEF -

d. BERIRNHEREHRES

7N

AIfE SRR BERIETIE MREWERT -

» EEMIEIER

o MREFBMEINEESR ~ FEWRA !

B

ANiEREEER-ofnode_disapped_node_name_'

storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

T

ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

15 BRI B EN (H A E [EINetApp - ASA A400

INRITBIASA AAO0 R RF I EE T SE EHTE

HEEHFEH EmUENESE

ﬂ o

A PR TT R [Bl4aNetApp © :
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MREHEFRFEENRONTAP 9.17.1 HFESHRE » FBER" BHEENERER" - MRIEMNAFETHNER
HARRZABIONTAP » BYABERFENRENERER ©

o "iRB R EE TR K
TR BRI EK -

e "R B NE & R SR AR
HEr AR E R ERMA L2 SR EER SN EHR

e "RARATERIZR"

R E AR IRACE » SARARAIERIES o

o "B R R AR

RAFEREERIRBIEFAMRRE - AR LRERFKIREE « AR USB IR EEH ONTAP IR -

e "FItE IRIEBR &R

i€ USB HABRIERAE ONTAP BR( ~ IBRIERRAT « WERRIRIFEE -

e "R

EONATPRAEBVEE IER IR E RSB RE NP IR ELESS o

B

o "R RS ER4ENetApp”
MEHFEMEIRMAISRFTR ~ i FEZ4HR[EINetApp ©

FERBNRASERIERK - ASA A400

EEHASA A400 RAEFRIREINE ZAT » sAMERim ERINERBINEEN o 5 EIEHER
THEEEAEEREAEN USB S - TR EHER ERNEHREIEE -
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| #<HRIGEESREAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {FH MetroCluster fiii18 PEERIRESRE) HLREERESHE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMRBEWT IR B LUEEFEREMetroCluster -overrover-etoes 2 EHEEH T o MNRIEFEALE
ERAZ2Y - ARREERERRESR « UBLEEEESE
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Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. HIRIRTE > FRADCESEEEMEBERE
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4 MAREHENERTERR o
BARIEER > ZERI S FTERMEABARS °
RmEHRT
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o FFEABNHEN

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

BACKUIP——ecmcmcoomomomomooooomom—s
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R R i e S b 2 I b b b b b b b dh b Sh b 2 b b b I db b b S b b b b b A b b db b 2 db b b S b dh b b dh b db b 2 Sh b 2 Sh i db b 4

RR b b b b b b b b b b b b b b b b o f

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. SRS S R T EN ¢
Waiting for giveback..(Press Ctrl-C to abort wait)
RN S ERBHHIERIES
8. BRIEIRIEHES
storage failover giveback -fromnode local -only-cfo-aggregates true
R RARIERIE
9. {£(Ef CFO RGN - AT SHEES !
security key-manager onboard sync

10. HIRIR TS - MABREBENRIRRTRERRTIEIEE o
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RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE
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1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

15 BRI B EN (H RS E [EINetApp - ASA A400

MEHFEMBIRMAISRFR ~ i fEZ 4R [E]NetApp o W1 "SHE S B E R EEF S
B2EER o

]
HFE T HALAES - ASA A400

A REHIER - SO AR RRNEG R RAER LIRS ERIRRAER R R
A8 o

AMEPRFRE BT AIE R ENE ; TR G AR SR SZIRERFT -
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*© RIS LERZF FARCONTAP R4t SZ iRV A RRASHITHAE ©
* IEREFEiER T - HNEHEES - CRSESMMRETEETENIRE P EMN S8 HE -

FARAIEEISS - ASA A400
fEAEACHERNEEREFREFANEERIBRVIEHIES

I | EHAAR AR RS

IEiEFERR AAMERREENRR - AMERB=ERERERENFASEN > 552/ "ERERRILFHEEGET
RIRRRIR T 22457 - NetApp FGHEEE" o

BRtAZ Al

* FEREEERLERERME
° ONTAP A R EIEEFTE ©
° SEZEHIZ389 BMC 1ZEXHEES] ©

c ERECHEAVEN T AMKHELETER

* FEINREMER
° HUTHM "RAEERISE" o
° ¥ ONTAP AR EEZNRMARA ©
° BEREIRGRE "Active |Q EEEREEM" - B TRA L BRIFEENEFKE « Al R4 £ LED

o

1. 3518 SSH BARE « UEAAKTIESBRNELCEER / TS ~ REEPNTAEHREA -
2. (RILFFE ARG / E1%TFEY NetApp R LBIEK] o

3. H{ESMERfEIn TIE

4. ANSRELA AutoSupport > SEINEIEZRRERIL > WH5H TR R RREARAVESR]

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. RIS % EEEEH SP / BMC fidt :
system service-processor show -node * -fields address

6. #5RFEEE Shell :
exit

7. ER_ E—F @S5 H R ERETRERY IP ik > 538 SSH B A SP/BMC » UUBEHEERE
MREFEANREES | BB  AERAERNEE SRS RE LGS o

8. (S IE(UA BRI R E ETRS
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEITIIEBR » FRZETNSEERIZEEA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. ERFSEEHSRELETETRHASRET

EEIE2 | 7TEEENEEMetroCluster BYIR R 4B AE P RE RTS8

AR IERIERES R EF BRI S BVIRAR « WAELEERTIEIERIES « R ERVIERISREE N IRAIES]
T RBREER -
BAEIRTE

* B AR REFERFEFRITERMESRMR - 1 ERREIEHRREES -

1. #gEMetroCluster TRIEFE ] AAEE - ¥EIZIEMNIEFHISR ST EBIIAE NEFE ) ZHI23MetroCluster @ T
RIEFE]

2. REDHEEIAME © FIRE T REEET

WMREEHIZIZIE... Ri&...
[SA=E2g:! BET— o
EENSEuEA RED RSB TE ERTREEMetroCluster @ [ 33
]
wR B  BERE AT RAE ~ MMBEATEE « BRRILRRE - REBA—X - MREE

FAMetroCluster TERYIR 8p< JEMERREE SRR MTSIRERPT o
EITUNHA ~ PHRE RIS R

3. f&MetroCluster TFAERVEEMIT fIR1E FEFRAggregate) % « UEMRTERESHE -

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MEBEFR DR ~ WA LUEEMetroCluster 2/ l-overre-etoes) 2#MEMEL NER) &< - MRIECER
IEERAZH - AR GEREMRESTR « UBLEEESE -

4. {gFMetroCluster flexoperationshowdp & HESRIEE B 5T ©
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controller A 1:
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. A Tshorage Aggregate show] &< HKIGEESEEAIARAE o

controller A 1::> storage aggregate show

:> metrocluster operation show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...
6. EF MetroCluster fi{gE PEEXIRESHE) L REE/IRESE
mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
MBEE/WE IR ~ AT LUEZFERMetroCluster -overrover-etoes 28 EF I T o MNRIEEFLE
ERAZ2Y - ARREERERRESR « UBLEEEESE

7. #£MetroCluster BRI ZEE A ME1EEZEshow) <

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. FERBRVIEHIREME L  IWTERMAAESS -

EHAFERE - ASA A400
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BTN RE R IR ERI B SRBVRT RS o
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v RS IIHER IR AG I RY
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BRERGEER - AREEREMEISFINTER

R ERNESEREERENVEHONEET - ARCERISSEER TR FERNSFP (NEFE)
EHHERAVERIE -

SR BT EREERET  WEEENRREEREEEER « BIEFER -
RS RANAAMAARIFMEREERE « TRERE—E -

- BT EMERER « ARER R TEEMWERRE -

YERISRRAE SRS %S o

- RHER S IEARTE HIAKAS o

RHERIZRRAR B LI ARRT ~ SEHEE (SR IEHISS R AR VAT -
RHERSFREARER 2T ~ AR BHEPIEMIEHSEEERELEDE -

T2 BERARB
AR F AR AR EAR EERHA « COBERITHRERNIFIERF -

1.
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10.
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INRE AR ZESEMNR ~ AR EER
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2.
3.

ISR — IR BRI REROBI IS ~ ZAB IS SRR T A — % o
() 1eEmzen - SIS AR R R A -

TR A BTSN AR BRI -
SRS IR RS
o WERSBADREES  ENEETRAME AR TRUEREREER -
b. ERRMEMIE - WEHIS BRI A « BT HERA L -

() sIsmaBAMES « SIBREE « UGRBEES o

C. S SHIRM L) « RIHERIRRAME « EERBEHEER « ASERISHEAZIR « ARG HEER R
THAREME « LIRHERSRETEEAMA -

RIS RE— B R m A KA « SLE RN - ZEEIFHERRER -

d. MR KREH

LRBREERE  FEMZE -
e. hENERRKER

PRBIZ TCtr-C) FAEEHIALS ©
() messEEEmEREeL SRR ERASES -

f ZHAREETT ~ @A Tbyel EHHIAEPCleRFEMITH ©
0- FERFEIETZRE ~ 2A1831Z TCtrl-C BIERARRETRFIT
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4. BE AP ER « KB EEH SRR T AT

STERMMFR TR - ASA A400

T JRERETEAERY HARRE « Wi fEZ(HR[0] NetApp ~ MNEFFBEMIAY RMA SRBRFRZL o

sl o

TER1 | BRER SR E AR RYHAGR RS
ARSI AR RIHARRRS ~ TR R EBRARSLUIAT S ERIRARAERS -
1. FEHERERTD ~ (OE—EH SRR AR A I 2R A FERIHAIKEE ¢ Tha-config show ]
FRA T BIHARRRE AR FE 2 AB R o

2. NRPATARETHIR AR R EHN R FAR TR
a. SRTEMFBIHAIREE ¢ Tha-config modify chassis ha-stu_|

_HA-stu_ FYERTUE TYHEAP—IE :

(o))
= "Malc"
M4
{MCCIP)
FIEmG )
b. HEBREBEEE . ha-config show]
3. MBTEKREMRE  BEMRERFAHEMIES ©
4. EFMTERRIEEMAIER o

HER 2 . t)Ha[C|EEEFEL MetroCluster ZHREPHIESRE

T e AR a2 MetroCluster BYRTEE4HRE ©

1. BRSEFRAENREER DR TR ARAE | MetroCluster TRETRERRL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

T3 | R EZTHERIE M NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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© EERL_ B IRIERIZSAURTIESES
° _Healthy$EHl 252 1E B EERVIERIES ©

© B ARERISHNEESRLBINEXFE -

EERMZFCE « UECR BT EIREF IR A sER R R AIRIRE -

RARA 1525 - ASA A400

fEAESCHERNEEREFREANEERIBRERES

260


https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

EIH1 I RZSEARMR

AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
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1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
S ER4 | RN FEZHEREASNetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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B SSREERR A IR I E R o
RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERALLERZH - AABZERTMA|ESTR  UFHLIEBEEZE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | BBIREHEREAE
AEEFRUERISEERSB T « SRR P EREERIZR R -

1. INRITERIEH ~ FFIERZM o
2. BEIRREER « ARNBRMEEBNTES -

3. R ERGE S ESEREB R ATEES « ARRIEHSEAR TARBENSFP MARS) it
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BEGSEESEIREED BT RS EIRE R « BRTEE -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show
R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH
5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

FERT | BHIEZHERIE4NetApp

MNEHFEHBIRMAYERFR ~ R FEZHREINetApp o #1 "SHEE MBI RFMAEN « FF2REME °
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3. EEFZAHGNE - UEESERBERAELNETRLED « MK ES AN EFBIERAE
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B RAE SIS REREAS ©
o R EBEAIEHIERERIL « WRERIETUAFZE « WEHEEHEFES -
@ BB IEERE - SBFHORFBRAFBRANEE - URIRAEABPISEMERSS °

6. BEREERE—E -
7. R EREARFELEE  RBIBAK  IKEIEAKRE o
8. KERBEHACAMERZEEA « EHT A

EREEATEMAR - CAMIEIRSHMIES
9. CAMIEHE M EHEEERAEMIE « RCAMEIEERIZH R AMEME o
ERBEZEIIE « ETLEDFESEE « MEEIREE o
10. REMRETEIRE « REFEREHERT L -
M. WEGBEMBIRMATS R « HPEZH4HREINetApp © 81 "SHHE G EER " RHMAEN  F2HREH °

B NVDIMM ZEth - ASA A400

AEZ2EMNVDIMMEM « o RENHIERI SR ~ BN « BIEM « AR B LRI
hilZstRA o

AEPRFRE BT AIERENE ; TR G ARE R SZIRERPT -
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I | RS RAARR

AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

292

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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#EIE2 | PEf2R IR EEiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERALLERZH - AABZERTMA|ESTR  UFHLIEBEEZE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | BBIREHEREAE
AEEFRUERISEERSB T « SRR P EREERIZR R -

1. INRITERIEH ~ FFIERZM o
2. BEIRREER « ARNBRMEEBNTES -

3. R ERGE S ESEREB R ATEES « ARRIEHSEAR TARBENSFP MARS) it
BUMESBEIRIR o
BEGSEESEIREED BT RS EIRE R « BRTEE -

BB
4. HERIZSEAPELBREIRRE - RBRERE—3 -
S. [ TMEMIEHER « AR E R A T ES M EHF o

B EBIEAR SRS HIEAS o
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AZRFBNVDIMME M ~ [MAAREER SRR I SR E « ARG EIREMEALERIFEME -

EZARBIFRUSFER ~ LUKHENVDIMME A ©
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TERA | RRIEHIZRRE

EEHSRETFERTHZ R « COREREGSSREERRREIIEET - AR EAREEERL -

(1] Rl L

eg PEfERSHE P

1. MMRTEKREEY  FRAAERE o
2. FEfIREAN— IR AR O R « ARG SRAKBEER RN —F -

() Etsmzs BRI AT 2 B AR o
3. EERFEEEHSNTRAEEE  UEFEIRAGRUNT IS HRNTIE -
()  ceErRre R TS -

4. STRUIERIZSR RN ZE ¢
a. REFGFIBABRMUERS - EMZEBERGHIR  ARRERUHEREZEER
b. fEFHEMIF « RHTHIZSRAABEMIE AR « ERIHERRFER L -

() esIsmmBAMES « SIEREES « LUGHEREES .

C. SHE SR _ L) « REERIRRAME « EERBEHEER « ASERISHEAZIR « ARG HEER K

THAREME « LIRHERSRETEEAKAE -
RIS RAE— B2 ImA KA « SE R - ZEEIFERRER
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d MREHAEMLZEBHREREE - FENRE -
e. FRENERRMIER « A% TCtrl-C) FRESHAZ -

() mEssEBEmEREeL  BRRESERAREE -
f EMARRRETRT  MA Tbyes ERHIAILPCIeEMETL -
o FREFBEISTZRF - AMRIE TC-Cl MISEMASIERST o
MBAGEBRINEREL « HERHRERARRE -

PERS | RIS RARR R A ERIRAE
T AEHRET R - BEESISRA « AR B BEIETHEE o
1. RBEEMLRRR o
WNRIERPRIZRSEIREE (QSFPESFP) - FASEERANEBSGRR BT
2. BIEHISSIRIEERENE - HiE2FEHIFRME . Norage R MIE-ofnode_disapped_node_name_ |
3. MRIFABETHER « AEMMA | HEESEREENERAK- B8R truel
HER6 . TEEHIEMetroCluster FY R Z4ARE PR EIE SRS
It TE(EE A E & MetroCluster YR FEERAARE o

1. BRSSP A ENRE R BB TR ARAE : MetroCluster TRETRERRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.

2. EIFFESVM EEFFES E5EMK . MetroCluster Svserver show |
3. RSB BEEEFBITHEM BHLIFBEEE SIS © TMetroCluster 3ERIFZELIF show,
4. REFEEETFMEIEEER MetroCluster iB/R ) fp S THIH o
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5. BRI EEBE5ER . MetroCluster TREBTR

ERERN [FEUHR KRR « HREEERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARRE « BIRISTRR/EE ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREAETH » EAILUEA MetroCluster show config-repl# Bres[@® ikfEshow) &
LREEEITHIELEMEE o

6. EFEIFAISnapMirrorgSnapVault FA5EEEAILERE o
HERT | RS HERIE4NetApp

MEHFEHBIRMARSRFR » EESFEZHREINetApp © #1 "SRG MBI RFMAEN « F2REME °

i NVDIMM - ASA A400
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RAIEPRFRA Bt AIE BENE ; TR ~ G AR RS SR ERPT o
T A fE RS R W B R EHAFRU T R E R R ot o

DB | RARARZIARVEERIES
ERESCARIEERRF RS ERIBRIEH S

299


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

I | RS RAARR

AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERALLERZH - AABZERTMA|ESTR  UFHLIEBEEZE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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SER6 . (TEEEMetroCluster FI R Z4HRE A E 52
It T {E(EE AR 225 MetroCluster BYRSEER4HAE o
1. ERsEFA MBS REE TBUB] #REE : MetroCluster EERETES

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HRFAASVM_EHNEHRES B5EM © MetroCluster 'Svserver show
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
HERT | R EE - ERIE4NetApp
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* MNRIEAE SAN &4t > BB iE1EFI2s SCSI JI#HNEHENE cluster kernel-service
show ° “cluster kernel-service show' #5% (1 priv EMEER) SEEREIZLRTE » (PEAREE X BN
A FEAES ~ LUz ERREAYEZEARRE ©
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1. MREAT TZ481 Ih8: ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T5AutoSupport B EER B BRI Z /N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE :
a. {EfERRIERIZRAVIERI QWAL T < -

storage failover modify -node impaired node name -auto-giveback false

b. EA yELEIRT CRSEFEREHRE? ) &
3. BRIBMEHIRBEHASRET

MRZIEERSERERT... AR

AR AIET—%
EEERIRIE. .. #Ctrl-C ~ AREHTHRREEE Ty ©
ARSI R E R EH SR E E LR IARIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 @A Loader I8RFTT ©
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1. #&EMetroCluster TRIEE ] AREE « FEIIBRITHIZZ 2T ECBHYIRE MNEEFE ) #H25sMetroCluster
(RIEE ]
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FiMetroCluster TERIH 65 EESEMARRE  BHHE M IRERFT
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3. f&MetroCluster TFEEEMIT [fR1E PEERAggregate] T< ~ UEMRBTERESHS ©

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMERABEHE R ~ o] LUEEEMetroCluster EF M-overre-etoes] LEEHR Y NBEER) H% o NRE
FERIEAZY - KA TEREREETIR - UBHLEBIEIEE -

4. {FMetroCluster flexoperationshowsp & HEBIEXE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| &< HRIGEESRERIARAS o
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERALLERZH - AABZERTMA|ESTR  UFHLIEBEEZE -

7. EMetroCluster BRIt E FEMA MELE{FSEshows @< « BEMEEEREETM ¢
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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SERT | [T EIZEMetroCluster B9R —4BAS RO & &AL
T E2E RN EEZEMetroCluster FYRTZER4HAE o

TR
1. BRsEPR A ENRE R D AR TR, ARAE : MetroCluster TMRETREREL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HESPFRBSVM LM EMRFEZL B5EM - MetroCluster 'Svserver show

R EEEEMPITHNEF ESLIFREES EMINTTR | 'MetroCluster ZBRIEELIF show
RIFEEETHEAEEER TMetroCluster B 2T o
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a > W DN

EREEN TFEFUH AR « THREIEERDERITH !
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

tz[l%t)]#ﬁfﬁﬁﬁﬁﬂﬁ'aﬂzrﬁﬁ%ﬁi &R MAERA TMetroCluster show config-repl# Bres[@# ikfeshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o

TER8 | RMEZ(HERE S NetApp
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@ RIFBEREFAEPEH BRSO EAETER - RRHATEEEF « (BONTAP 28
MERMERZA - BERRRERUEINEMASEEETES -
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AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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#EIE2 | PEf2R IR EEiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNRBEWTR « A LUEZFERMetroCluster -overrover-etoes2 8 E#3EH NER) o INRIT
ERALLERZH - AABZERTMA|ESTR  UFHLIEBEEZE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TERIBRRVIEHIREAE L ~ INTERMAESS -

TER2 | BBIREHEREAE
AEEFRUERISEERSB T « SRR P EREERIZR R -

1. INRITERIEH ~ FFIERZM o
2. BEIRREER « ARNBRMEEBNTES -

3. R ERGE S ESEREB R ATEES « ARRIEHSEAR TARBENSFP MARS) it
BUMESBEIRIR o
BEGSEESEIREED BT RS EIRE R « BRTEE -

BB
4. HERIZSEAPELBREIRRE - RBRERE—3 -
S. [ TMEMIEHER « AR E R A T ES M EHF o

B EBIEAR SRS HIEAS o
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G SSEMET R - SHERIFE L o
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ERISRA—B TR IEARSE - sUERIAR - AT ERRER

a. RHE R IFR LEEE) « AFEERREAE « EHERBEE R « RHEGIZREAZE « AR HERIFR
THAREME « LIRHERSRETEEAKA -

b. NREHAREMNLTRBREIRRE - FENRE o
C. HEfEEREER « A% [Ctr-C) FERALS -

() SRAGEREEHEREGL RPN ERASES -

6. SERITHI3 _ FAVERERIA B ¢
a. £ lshow date) FR<IREREEIERISZ LAY B HERFNERT o
b. EERIEHISIMNEASRRT T  BEREMBH -
C. MEKE « BEA MREBBmm/ddymm/FETTE] 2 REREH
d. MNEHE ~ sA5(EMA Set Time hh : mm : sss) #%  LIGMTORERRY o
e. FEsR B AREHIS% LAY B EAFNEERT o
7. EHARERIRTT ~ B®A Tbyel EHVAEPCleRFAEMITH « SREBITFIZZEHFE o
8. BT HIBRIMIEIE BIBIE - HARREMERE | NorageREEBEM1E-ofnode_disapped_node_name_|
. MR =AETHER  FENMMA | [RAESEREENEEAE- BB iStruel

SER5 | T EIZEMetroCluster B9R —4HAE RO &S
LT EEE RN EE2EMetroCluster IR TEEEARAE o
TER

1. ERsEFnA MBS TEEN TBUB1 #KEE : MetroCluster EERENES )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEEIFRBSVM_EMEFFE S E5ERK : MetroCluster Svserver show]
3. BB EEEEFRITHEMBEFLIFBEEEEMINTEMN : MetroCluster EBRIEZELIF show
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4. WIFBEEEDITAEELER MetroCluster 3B/ fr S HITHIHA o
S. MEsRYIHMAEX B 52K - MetroCluster THREETR

EREEN TFEFUH AR « THREIEERDERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SEREEN TER) KRR « BIeISTRA/EE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRBYHAEERREFREIABETTR © EAILUER MetroCluster show config-repl#€ Bres[El ikfishow] &
LRI EIEITHRRVE AR o

6. EFIEI1ERISnapMirrordSnapVault FN5EEERIARRE o
FER6 | HHPEE 4 ERIELSNetApp
MEHFEMIPIRMAIS R « S EZ 4R EINetApp o W1 "SHE S EFE R EHMET « A2HER -
ASA A400RY = EFHE

LUF2ASA A40089ER 0 3R4& © 3HRS "NetApp Hardware Universe" (HWU) EXfSASA
A400FRISHYEEIBE o ItEERMNEE—S ] Bt -

ASA A40089 EERE

TAFECE | ASAA400EHTE HA ¥ » ZKERAHIE
BAKIRAE : 14.6880 PB

sCIEES © 256.0000 GB

SMEZRST 14U #8678 o Y 2 18 HA $Z=H128

ONTAPHRZS : b_startONTAP : 9.16.1P2b_end

PCle #&7H& : 10
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= = <]

—

-

A\

- PERIRIN N ER SRR BIRALARRS o
- BERGEESR « RRNERMUESEHRTER

- RSB E EERERRENHAERET « ARERIZSRAN TR - SFPAIQSFPIRAE (10
BEER) -~ WEHHBRIERUE -

AR BEEEREERETD WETEMRREREERER « BIFFER

- PEEGSSEAPIRNEREIREE « ABKHEBRE—S -
- M EMEEER « RERRFER R TESmEREE -

R BEAE SRS HTEAS o
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9 HEH

8. HHIEHISIEAE B HIMAS o
iR BARARR AR AR (SRR SR AERV/EEE -
9. HEHISREAMERE « TEMREL « ARITHERE

a. REEEREAHEER R TG SEEPRET -
b. KEREBMEBEME  REFHR LieEET2RBUIE

° BEEHEER
9 RHERE RN EREE
9 iR B R R R EE)

10. $REZEHIBEEPRB N EL BT
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(1) BAE

(2] WK

(3 195+ FIBMEET
(4] PR ARIR A
(5 Pt A

a. fER1SRTFIRMIET - VL EEMRIRRERIRA « MRHIEMTEZ 2RI

b. HUEFIEIRRERIMR  EEIFARIRRS « AR ARIRREERIGEENL - HE—5 -
M. RBRAIFIIREE R B2 R

a. RFRIREE B T BB  RERHEEHEARE -

b. R FAtEIRRE M THEEE AR o

C. ERFMMIRERIR AR R IRREBIE EE MR

RBEHE IR « TRIFTAE S HRIRRIIRAS -

12, ST R BRI T I B4 o
13. BIERIBAE :
a MTHEBAE -
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b. KBREBEIRAMN - EEIRAELL °
14. BRI ¢
a. R SEAR RGP ORE - AREEFTIES SEEEARR—F -

b. ERFEIFEHIERRA - AOEEORFIRLTRIERISEENZE - RORFNEERMALE - AkiE
REIRAA

PSS AR RAIARIEN L £ LOADER 1R F TR (R LE ©

%
AEREMRZERNRRIRE 2 R IS FRHERIER ONTAP BRE" > o

WEERH AR EEEREIBIIRAS - ASA A800

TEASA ABOORM AR EIRIRREN RS R B - LRI LIRE BSRIEIRRSERIBTE - LU
HERERAE - TERRERET > REEREESERANE » WRELEEERITRM
ZHRE - MREMATRNE - RAURSIELETABENERDER -

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAPIE - MREHFHFFRAZTHEFHRAHIONTAP »
AER"FEREINERR" -

FYaZ Al
* BELCHNZREIESREE .
° IREEZREESS (OKM) | FEREXENRIHEENEHDBIE
c SMEREIREIES (EKM) | BERBEBHENEATIIESE :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. 7£ LOADER R "F T T » RABIREIRERERRER !

boot recovery -partner

SEHEETR AR :

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EYERAIRRE R EINIERR o

R F e EET Installation complete :12& ©

3. RMIBEMEER > LR MREZ— !

352


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN
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NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SN EEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (A3 tE A B A

355



356

iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBB/WIERY > RARFLEFETRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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T ERERERNESHSRES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

15 BRI B EN (H A E [CINetApp - ASA A800

SNRIGHIASAF ABOOZR AR BIFAB T3 EHIE - SRR TR B4 NetApp © 5
THHEEHER BEENENESEHH °

B¢
W
&
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https://mysupport.netapp.com/site/info/rma

EREhEse - FERIE
EREniERE FEIMIE TIERIE - ASA A800

FEREREMRER  MEMEGARS - RERFIEHIES - EHARREIIRE « RENERMRE « IEM
B BRsE R ARINAE  BIAEHAASA ABOOfHETF R4S RIBKENIRAS o

MREHEFRFEENRONTAP 9.17.1 HFESHRE » FBER" BHEENERER" - MRIEMNAFETHNER
HARRZABIONTAP » BYABERFENRENERER ©

o "iRB R EE TR K
TR BRI EK -

e "R B NE & R SR AR
HEr AR E R ERMA L2 SR EER SN EHR

e "RARATERIZR"

R E AR IRACE » SARARAIERIES o

o "B R R AR

RAFEREERIRBIEFAMRRE - AR LRERFKIREE « AR USB IR EEH ONTAP IR -

e "FItE IRIEBR &R

i€ USB HABRIERAE ONTAP BR( ~ IBRIERRAT « WERRIRIFEE -

e "R

EONATPRAEBVEE IER IR E RSB RE NP IR ELESS o

B

o "R RS ER4ENetApp”
MEHFEMEIRMAISRFTR ~ i FEZ4HR[EINetApp ©

FHRENEREERNER - ASA A800

EEHASAABOO RAEFRIREINTE ZAT » st Rim ERINERBINEEN o 5 EIEHER
THEEEAEEREAEN USB S - TR EHER ERNEHREIEE -

MREHIEFRFEERZONTAP 9.17.1 HESIRAE > FEA" B NEER" - MREHNRFETHZER
HARRASBIONTAP » Bl AERFERENERIER o
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USB FEE %
s FRIEE—ERR1EA FAT32 B9 USB FESHE o
* USB WEER BHMNHEFEREREM image_xxx.tgz' X1 ©

S EE
B "image_xxx.tgz iFERERE| USB BESTE © £/ USB FERIRBZHONTAPMGRHG(ERLEFESE o

HEfrER
fEFANetAppiR (AR AR M SR B AR R4 1 -

gl
FIMZHEMENNER > Ko< EREERIEHSREREE

© _RIEEHEE RICIEERITHERIERSS

© _RERERIE_ERIBIERIZRA HABH -
ETERIE ?
ECRRE T BRI ERNTERZ R IS ERMIRE LRI E R RSN GEERIT
BEME R IRIIARE - ASA AB00

STEIRASAAB00 EF R LHVERZ 2 » MR EREREER ENNNESRIRB R
HARER o B THIONTAPKR AR S 2 HENetAppEFR &N (NVE) » ML 7ERARAIESIZZ 2 Al
BETREESEERICEIIAR

MREHIEFRAEIFRZONTAP 9.17.1 NEBIRE » FEA"EFRSINERZF" - WREHNRMETHRE
HARRASBIONTAP » Rl EERFEHRBNERIZR -

SEF 1. T NVE BT THIFEAONTAPM &
HBEEHIONTAPHR &S 2 5 S 1ENetAppEIEE 1123 (NVE) » MBS BN T & ERAIONTAPIME SRENA B EN R BE -

i 334
1. BEEHONTAPRRAZEZIRINE :

version -v
WMNREHH EFE 10no-DARE » BIEHRERAARZIE NVE o

2. FHME NVE ZIERIONTAPEES: !
° NERLHE NVE | THEANetApphait & INZAIONTAPE &
° WNBRARZIE NVE | THASNetApphitiEE INZRIONTAPE R

@ ENetApp T EAHIE T EHONTAPIMERIIEAY HTTP ¢ FTP (@RS AL BRI 5K o 1T 5H
ERENiEREaviBIEH » [CiFEEILIREGAE o
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T 2 REEREESRELHENEKE
TERARAMRIERIR 2 Al > B TR E RN BN ROV EEN

1. HEEHN RS ERVAN SR EERN

hRZ<ONTAP MITLE SRS
ONTAP 9.14.1 S E Rk security key-manager keystore show

* YN EKM BEUA ~ EKM BIEFER<SEHEE o
* YNR OKM BEUE ~ "'OKM BIZFEam<imtd o

* MRKREARIEEIEEL « "No key manager keystores
configured BRI E 3| TEdr S E#IL A ©

ONTAP 9 © 13.1 ZxEEHrZs security key-manager show-key-store

* MR EKM B ~ “external B &5 <L+ o
* N OKM BB  “onboard B &%7Een <8+ o
* MNRKEALHEEIEIER « "No key managers configured Bl &7l

ERLHEA o
2. RBAFTRDEE T BB YITIIHREZ—
MRKEESREIES !
RN R 2 #BARAKPEIEH128 > WARERITRIIZR -
MRRET HREES (EKM I OKM)
a. BATHE#NES » BErtiREEEPRIESRAVRE
security key-manager key query

b. ZEEHBPLERTIREHPHE o "Restored IHF o ILTIETEREIES (EKM ¢ OKM) MIBHERES
BRGENINER -

3. BRI RIREIE SR T MABRAYRIESER |
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE

* MRAMAERNE > FIEENRERIEE BIR 1 ERERE)_-


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRAMERAME > FRIEERME"

4 RERSERERTSEBHIERES
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local
6. NREEAT BERETHEE > FEMAE !

storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
S| EREmRGRE » KRB EREIEE LERME"

R1EIN%% - ASA A800

TEASAABOORMEH » TRIEBIARIENIERE LRVINE » IRRERHTER EIRE - BiBiEE
RSB AN - ENERNEREURESHERNZ2FE ©

MRBENREFRFEIERZONTAP 9.17.1 ESIRE » AER"EHRFINERF" - MRENARFETHE
HARRASBIONTAP » Rl EERFERBNERIER -

REBCHEREESHL > STRERNTBURERFNE - MREFRELCHARRERMETIRERS > FR
EICERENIRRE B IRE F RPN E ©
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.
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RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered

keymanager secrets ° #E{THIEHEFRLUEIELEER o

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

O. JEFEEEIR 1 ICRREN R ERBNE AONTAP ©
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ETRRIE?
TERIRRE LB RINE R iR [EZ R E] NetApp" » ERE o

1R BB R Eh i RS Z[EINetApp - ASA A8B00

WNRITHIASA ABOO fHEFFRAP BT LR - BREFETHREI4SNetApp - 2R
" EENFERELENBRRET °

Hae
HERE R T (EIZ - ASA A800

A ERIGERASA ABOOEFRATHVHA » B EEEIRTEN - BIFAERIES - BiakE > A
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2. (ZILFRFE ARG / EH7FEY NetApp R4 LBIER] o

3. HSSMNERMEIR TIE

4. MNERELA AutoSupport > FEHNGIEZRERIL » WS ISTREA R RREARAVESR]

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BAIFRA E R SP / BMC fidt :
system service-processor show -node * -fields address

6. #ERFEEE Shell :
exit

7. R E—S 8t H A EREIEARY 1P (it > 358 SSH A SP/BMC » MBEIEERE ©
MREFEANREES / FRUEN  AEAERNEEEIEST BB LRI

8. (S LE{UA BT PR R E ERS

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

¥R TE StrictSync 2 FEA SnapMirror RIFZ1REFEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEBEITIRER » BAREETHSEEGSREA *y* !
Warning: Are you sure you want to halt node <node name>? {y|n}:
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* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
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storage aggregate show -raidstatus !*normal*
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° thE IR EESS (OKM) | REREHRENEBIEEMENDEE
c SMEREIREIES (EKM) | BERBBMHENEATIIESE :

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. 7£ LOADER R "F T T » RABIREIERERRER !

boot recovery -partner

SHEETR FERR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEERIRIRRE TR INIERE -

2 F e EET Installation complete s ©
3. RBEMEER > LER ~MREZ—

MREEREAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. HEH AR o
b. B A BFEAIL BRIB(ETZZERS |

7N

A& EIE R -ofnode_disapped_node _name '

C. AITE EXRUAEEIRETE MREWERT -

key manager is BEZEMBATHEE o A MEZ BB IESS o

configured.

@ WRAHF AN EIREEBEE © AIFRTGE: RS MRS ERESRER
BURECELRE (WRESMNE) o ARIERMMERE -

4. FERBEACHEHREFRERESHREERN
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NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SN EEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (A3 tE A B A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 ¥ 1 45 REET » EKM ECE BRININIE © sZ B B A E YRGB ERIAE
RN ERIEARL o EIT T —F o

" MRBB/WIERY > RARFLEFETRTHERNESHAE o £ LOADER IR RFTEMPITE
[Fi87%2 . boot recovery -partner
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5.

T ERERERNESHSRES

ERROR: kmip init:

mroot. ..

WARNING: kmip_init:
available.

halting this system with encrypted

authentication keys might not be

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

*

*

ATTENTTION

o System cannot connect to key managers.

*

*

*

*

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init:

mroot. ..

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. ENRLERRNENR - B

d. BHERIRNHERERE  FEWEERERE:

MR B FBRENEEER

7N

AIfE B BENRIE

halting this system with encrypted

ERFEDIMIE LR IEREEE -

ANiEREEER-ofnode_disapped_node_name_'

TheE MREHRAT o

- SAERTRNAR ¢

storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

i r7
2[R ONTAP BR &L BB BRI IR E KL 2 B i S [E Z IR [E] NetApp" » IERLRILLTY ©

R PEZ4HIR[E] NetApp - ASA A900

LIES

I|\
NN

KHIASA AQ00 R 4R R (B T 35 £ ik =

HEEHEFENEEUENESZEHH °
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EREhEse - FERIE
FIARIILIEEE - ASA A900

FIERS S RE AR EREEAERAN—EETEMRERR (FERE) E5E - RHERE
EMZE ~ R AT AP E @ P EnE B ERIEE -

g%?ﬁ%ﬁ—@%ﬁﬁ%FAT3ZE’\JUSB’T9%FJ'EE§§E¥T§E MR BBEENRERE - 7584 limage_xxx.tgz) 1§

<

Tt BiE Timage_xxx.tgz) 1EZENFIUSBIREIMEIEN « UM BBEXRERFPFEA o

© ERFRIRIER R RENBIRIE A - MBEER TvartiEHR&R4

© AEETAFERIER - HAECHARZ2EREMEBRAAER varlEEZR14% - BE—HEFIHARK R
BEREBe0SiELR « ANTTHEHPER Ivariik) o

© BEETHEER - EAEEERERINTER varigEa24%) « BtEFEE2EHMRAMKMK
* WA ZEERKE NetApp UREIRYE R FRU ST REBREETTH
* AWM IEFERVIZERIRS EER TS BRSS!

° _BHR_1EHISR R MEHITHERERIERSS o

° _Healthy$ZHl 23 R ZARIZERIZSRHIHAS (RSB -

MEMNZEE T IE SRS - ASA A900

ATHRFRFBEFERALNERNZ 2  CEERDHSIER FRNZSETEMNRRE o TR
B9 ONTAP [z~ 275 232 NetApp Volume Encryption (NVE ) > WA {ERIBAIEEI2S Z Al
B EIREIEEAESAEAYT -

MRBENREFRFEIERZONTAP 9.17.1 LESIRE » AEA"EHRFINERRF" - MRENARFETHE
HARRASBIONTAP » Rl BEERFERENERIZER -

FTEE 11 18E NVE 21BN T & IEfEAYONTAPILER
HEESAONTAPHRZAS 2 5 L 1ENetAppiERE @ NNZR (NVE) » LB B] L T £ EFEAONTAPMMRSREX L ERENIE RS o

1. BECHNONTAPRR AR S B INE !

version -v
WMREHHEIE 10no-DARE » BIEHIEERRAARZIE NVE

2. THEFTE NVE ZIERIONTAPEEAR -
° TNRZHE NVE | TEHEANetApphiit&E MNZEAIONTAPIR S
° MNRAZIE NVE | TEHASNetAppliiEEMZAIONTAPIR S
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

@ T¥ENetAppZHRATUL T BONTAPBRREILAY HTTP 3¢ FTP fAARSS A BRI K o £
RYENIRRSRYVIBIZ S - CAS R EULIRGAE -

T8 2 RETREESRELHEHNEE

TERAPAMPRIERIB 2 Al > At SR EIESREN BN EEN

&u Agl%
1. HERTH R LS SRR

FRZSONTAP WiTLbE <
ONTAP 9.14.1 S E R4 security key-manager keystore show

* 1R EKM BEA « EKM BIg5|7iEG<HEE o
* N OKM BB « "OKM Alg%fEan <ttt o

* MRKREAEIHEIETZIL « No key manager keystores
configured B B 5| EaSHIL A ©

ONTAP 9 © 13.1 SR ERRZA security key-manager show-key-store

* 1R EKM B « “external BIE Y TS o
* N OKM EESA ~ “onboard B &%7Esn <+ o
* MRAEAEIREIETEL « "No key managers configured' Bl &)

TP o
2. IRERAMPREEE T SREESS » PITFINREZ—
MRKREESREIES !
eI AR 2t RARA AR IE R 23 - W ARAEHITRAMEIZ -
MREE T HIRSES (EKM 3 OKM)
a. MATYEHES >  BrREEEPRESRIKE
security key-manager key query

b. EFHLAERIIEEHPRIE © "Restored iEF  ILFIETEIREIES (EKM 5 OKM) HISHERESE
RELEHINER -

3. BB RIREIES AT MABRAVIRIED R
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :

security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

@ BEREERVEEEHTIREESNTRIUNEELETHESE

X258 o A AENetAppZiE ©

b. & nﬁ quﬁﬁ%u E@f“E',T TE

security key-manager key query

NRERA LTS

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

“onboard °
C. 15 OKM &
I AT EPEREPRAE
set -priv advanced
EA Y EIRTEE -
. FETSREEEHNEN
security key-manager onboard show-backup
ii. FEHERENTBERREELAERET o
MREBHRBRPEEFHER OKM > TRBELEHEN o
iil. JR[EIEIBEE
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

PIRRHEIBLUE 1T T B BB RARIRIE - ASA A900
ERE G ITHRRRNEERR PR NERE RIRERES

MREHIEFRAEIFBIZEONTAP 9.17.1 RESIRA > FER"EHREINERER" - MRIEHNRAETH

HARRASBIONTAP » Rl EERFERBNERIER -
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RZHHER
FERNVESINSE L2 & ~ (G ATe R 1R R 2SRRI o

EERPARIRAEGSS M EFIETERI SRR « WM BRIZFEITGHE « WERSEHSREELR
BER SRR EREER -

BAREETLE

* NRIZAE SAN 47 » BB ERIEZESIZS SCSI JTI#£ME 4R cluster kernel-service
show ° “cluster kernel-service show' #5% (1 priv EREET) SEERETELRE « hEARAE ZE BN
A AEARER ~ AR X EARERVEZEARES ©

FESCSI7TIEEEF A B RREPIEMEREI MRGAR - ERMEMUALR - I IEEEET
B o

* MREEAMELLAVENRS « AISRELARIR PR - MRBEREIEAEAH « SEZHIEFIZRE
M MR~ RRHTABERNEZAN - AIEARERMPARIRRIERIZR ZAMEERE ; 26 "RER
B ERD" o

1. MMREAT T8 I08E ~ SBMUATYH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

TF!AutoSupport Bl R8T B ENTE 1L 22 B/ /) VB

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FRHBEHRE !
a. {Ef2RRIERIZRAVIERI S WAL T < -

storage failover modify -node impaired node name -auto-giveback false

b. EA yELEIRT CRSEEHEHEE? 1 &
3. RRIBAVIERISRBEBARRET ¢

MRZIHEFBRETERT... AR

FARURET AIET—%
EEERMIE. .. #ZCtrl-C ~ AREHIRREEE Ty ©
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NRZHEOEFBETRT... AR
ARSI R ERERIZR IR E SR LR RAVIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR RF T ©

P BRI MetroCluster —{EFR—#&RIith 75
SERNVEZINSETEZ % ~ QA BSER 181 23 AYRA o

()  mREEAGIFASELMetroCluster A « A/MEFRILLER o

EERMPARIRAERSS M EFIETERI SRR « WM BRIZFEITGIE « WERSIEHSREELR
BT SRR EREER -

- B EA AL EBIRRES RIS E VAP AR o MBREREIATAY « RS0
T R RTRTA SRR « AL AT S AN AEERE ; B2 HH
BEERS" o

* MNRIEEFAMetroCluster BIEINEERZRVZARE  BAJBREEEMetroCluster ERE [THEEFR 2 #REE ~ B
ENBEER B B IEERARAE ( MetroCluster THEERZE] ) o
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1. INSRESA T UEINEE ~ AR TS RINGI B BEILZER © System NodeIR R FAERL*-type all

-Message MAn=number_of _hs_Downh| AutoSupport AutoSupport AutoSupport

T5AutoSupport Bl A RETR B BRI ZFIM/NRRIFAE ¢ Tcluster1 | >R#AREIRIAutoSupport ~ 1l
FRENEE-H AALL -Message MAn=2h |

2. (FRE2EFREIEENEEIMIEDISE | Norage B HEBEME-EELAK-BBINIEIER]
3. RRIBAVIEHIRBEHARRET ¢

MRZARAIEHIREEET... AR

AR AET—%
EREFHWE. . ZCtrl-C ~ ABRTEHIRZREGLEE Ty, o

AMRTHEHBET (MARS REFBZERISSZENEIERIBIEHES | Mtorage RIEBREIZE-H
2hE) R RIAENEL_EIRGRRE_

EXENER BB EESFME. . K« 575 Ctrl-C ~ 2AB[0IE T
yl e
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set -privilege admin
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ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. HIRIRTE > FRADCESEEEMEBERE
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4 MAREHENERTERR o
BARIEER > ZERI S FTERMEABARS °
RmEHRT
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o FFEABNHEN

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

BACKUIP——ecmcmcoomomomomooooomom—s
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

499



500

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R R i e S b 2 I b b b b b b b dh b Sh b 2 b b b I db b b S b b b b b A b b db b 2 db b b S b dh b b dh b db b 2 Sh b 2 Sh i db b 4

RR b b b b b b b b b b b b b b b b o f

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. SRS S R T EN ¢
Waiting for giveback..(Press Ctrl-C to abort wait)
RN S ERBHHIERIES
8. BRIEIRIEHES
storage failover giveback -fromnode local -only-cfo-aggregates true
R RARIERIE
9. {£(Ef CFO RGN - AT SHEES !
security key-manager onboard sync

10. HIRIR TS - MABREBENRIRRTRERRTIEIEE o

502



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

R PE 4R E] NetApp - ASA A900

MEHFEMIBIRMAISRFR ~ it FEZ 4R [C]NetApp o W1 "SHE S B F R EeF S
B2EER o

]
BEHFE - ASA A900

EEB RS S \’E%I?%EEJ— HAESS « B ~ ZEHI231R4E - I/O1E4E ~ DCPMIEAR ~ LUK
ZIAHAERIUSB LEDIRAE « IR BRI ARIETBIRRIANTE « B RERED
il ~ ARV THREE IJ*éiﬁlH% A o
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RPRFRA AT AIE R ENF ; TR ~ G ARERAMTSZIRERPT -

* RIS LERZF B ONTAP R AT TRV A AR ASHITNAE ©
* IEREFEiER Rl - HNEHMES « R SESHMRETEETENIRE P EM S HE -

RERIIER2S - ASA A900

RERA1E=HI28 - ASA A900

AR B R A A TR EAE AR AN o S RI7EART R RS [ S RIHAO AT »
IF % R I R 477 R G ARIR TS 224570 - NetApp KISEE" o
FtEZ Al
* BT SR L ERRERMEDE -
° ONTAP AR MR ETE S ©
° FEEHIZSHI BMC ZEBEES] ©
* ERELHEAMNEN T AMRELETER
* BRI RIEMUER ¢
° ITHM "RFEREAIEE" o
° & ONTAP AR EZEZNRRIRE o
° FERMEIREIRE "Active 1Q BEEREER" o 58 TRA L BRIFENERSRE « flin R4 T4 /Y LED

[e]

52 "

=113

1. 3518 SSH BARE « UEAAMTIESEENELEER / TES ~ REEPNTAEBREA -

FILFrE R PR | EHFE NetApp R LBIE R}
iS5 aktEin TIE
YNSREXA AutoSupport - SEINEIMEZRREIL - WisHETREI R RRERAVE

A w0 D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BBIFRH S EEEIZEH SP / BMC fidt :
system service-processor show -node * -fields address

6. 45RHEE Shell :
exit

7. R E—S 8t H R EREISARY 1P (it > 3538 SSH A SP/BMC » MUBEPEERE ©
MREEANREES / BB B  AERAERNEE SRS BB LIS -

8. (S IE{UA B PR E ERS
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

9. BEBINTIIERR > AARETHNESEZEEREA *y* !
Warning: Are you sure you want to halt node <node name>? {yl|n}:
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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(D RarEH NVRAM BB BEEHHERHA « TIEFEAR NVRAM DIMM Bt «

1. MREMAIEFIZSREREEER (R > 181) -~ EREZER - ABFAIFEHEARERIET © halt

2. (EFEHIEHIZRAVE AR « BENEHIES « MRRAMIDAIER « RARIRTEERRAID ~ :FHAy ©

3. ERFERFMIE. . MEFEREIEHRIZRNEES |~ WEREIRIEA « ABNEZHIET2ZETE BENHEH
E’JAT’F%ﬁ:?ﬁgfﬂD . storage failover show

EaLhld » SEZZED—AIFE  5HZEITEHIZSR LN RAKIDEEE « BERIEENEIDMIID - T
5|gEFIH ~ node2B5ER IR ~ FTHIARARIDA 151759706 ©

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA maillboxes)

4. SREEHISS
a. fEfRRMEHIST « BIBETREHIBEERE | NorageBHEBHIE-omodets FHIESLT
ERTEEIS G IR TR o
MBRFIDTAEN « RABTEEBRMID  HWA Iy) o
() wREER CANEEERTA -
ML - HSR FHIEHS MRTAEE o
8. FERLME - HRESBHARSIES  MEAILUSE | [BREHBE)
et A lshow) B2 NELTRESEAIFBHMASREENRLID -
S. BB BB EIEDECHARE ¢ Ttorage disk show -FREH#E )

BRE R SH IR BRI AMID o £ THIEAITP ~ node1 A RIHIRIRERI BV AR AEID
1 151759706 :
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MR RLFFHAMetroCluster FIR—EAR R IHAERIARRE « :BEIEITHIZZAVREE | MetroCluster TR 2EETRED

B

g - FERDERREAEMIEEEAREE « RS EETISM SRR ER TR « TRAFADRFSHIE
FEEI o MetroCluster MZ1EEiZ5show -Fields node-SystemID] i {#HTERENRLAID - HEIFZAERE
TR IE EARAE A LE © MetroCluster MetroCluster

- WNRIEHIZZEMetroCluster LISTIBINAEABEFEAVAERE « sEMetroCluster HRFTAMIERIE « DU RIRETE
EESKHIEE FAIEHISS - DREIDE( G REREIENRIAER & -

R TIMBRFIOHE ~ BISBERITILENE

° HEINBEARRRER IS HIHAARRE © MetroCluster
© BiERSRE LS FHRNEREEE -

F2E "FHAZEHER - HIEEA S BFREE - MetroCluster MTEPU &I ZEMetroCluster BYTHEEZRRE
s T ZEITAEIIIEET)R UEBSEZEH

8. MNREMAMEMAMetroCluster FIEESS sHAEAS « FHSISEIEFIREERE © "MetroCluster EEfiF: BEm-

TR AIAERSARRS )

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

559


https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration

9. ERsBEEITHISS R T ETAAMMEEEE ¢ Tvol. show -node-name]
10. INRERBHENE « BINEZERINGE o
M. MREEEHRILEFEHEEEE  AUE2EHIZSEA ¢ MorageRIEBEBISHN BRI LB

-onreboottrue.

T ER6 | REIEZTHEREGNetApp

MEHFEMBIRMARS AR ~ iEEEFEZ M REINetApp © #1 "SRG MBI RFAEN « F2REMR °

EHIHNER - ASA A900

BRI RIS SIERARR « INTRBIREIRMERS « UREE « EEKAMERNERE
fERS o

RMPRFAEEMTH O AIESEF ; TR~ SO ARSI IR
B ERIIF
* BIRETUERY 0 1 BRI BUEIN o ISR RARAEERIZR R EH PSU ©
* AREFEHE—RER (AT RUERMES
C) RIF AP I BIRERESIFIM D ERETEIR - RIRHRTHEEEF « (EONTAP £8
MERMERZA - BERRRERERRNEMASEEETES -
* BRI AEERMESS o
* BREESAEIFEEE -

()  #7RBTEMEERENPSU - JEREHESHS -

1. BT EaiERA B ERMUAER EALED - MR CE BRI EIRMRESR o
2. MR AR « SFIERERS
3. FARAEIRMARSR LN T EIRAR -
a. FFEIRAtIRRS LRYEIRFRE
b. TRERREER « ARUEREEBNTEIRAE
4. ZEERLAERIEL _ERTerra cottatZih ~ AR BRI FAPHIL o

p=0= 4
BIRERMESRE « FHOAMEFHHEEE -

BE-BIF/LEPSU

560


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=6d0eee92-72e2-4da4-a4fa-adf9016b57ff

0 HER

o. WEEMERMLAESRMNFERMAL TRIEA) IE -
6. EMEFHETREMEBRES « TRHHARRHENFRLEE « ARFEREMFRFEHAMTE « ERIHEER

fir o
TRUESRANERBRH - DELE— SR -
()  #EREESBARGE « HIEES - CTETHRBEES -

7. ERTEREIRMESRER
a. JERGENERETBRMMES o
b. EFAERREE 2 EREEEEERMAESS o

BRWIER - IRRELEDFE R LS o
8. FRUITERILRESRNER « AREDERILAESREENLEDAVEE
EPSUTEBEAMIER « GBERLEDERIE - MEGERLEDE MG « BE7EX D EERER -
0. MEHFEMBIRMAIETRPII « BEFEZHEREINetApp o W "SRG EER EHMEEN « F2HETR °
AN BB E th - ASA A900

TRl LAEAIE G SRR P RVENESBSEE (RTe) Eith « SBRRNARFBME AR EEEE -
Mg LR AR RINEGHENRERD -

* TR LR IR FE S ONTAP R4tz IR AIFR B RRASAITNAE
* REPHFTAEEMTTH U AIERERE ; TR © SO ABERAITSIRERPT o

WA REETIRIRY RTC &ith

FE  RARAIAMITHIRR
fE A T H P —EZEIR R AR S iR B R IRRVIEEHIES o

561


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EIH1 I RZSEARMR

AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

562

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

B2 | PEHIZR{iIFMetroCluster —ER 2 &

()  WmREEAGIFASELMetroCluster KA « A/MEFILLER o

BRSNS  CAAHIEREHIRIORE MBI BRI LB N S S

BRI TR R R o

- R EATEL LAVEIES - BIEELAR IR o MRBEREIEEAY - REDALHIRE
A B~ RRHAEEIRRNR AR BRI RNEHS Y AEERE ; S8 Bk
BEERD" o

* MNRIEFERMetroCluster BIEINEERZRVZRRE ~ BAJBREEEMetroCluster ERE THEEFR 2 REE ~ B
ENZLEENERF B IEERIHRAE ( TMetroCluster THEERZE) ) o

1. MNRERA T LEIHAE ~ A TS RINGI BEIEILZEA . [System NodeIRKR DY FEEL*-type all
-Message MAn=number_of _hs_Downh] AutoSupport AutoSupport AutoSupport

T3 AutoSupport Bl AR BB ZGIM/NRRIEAE ¢ Tcluster | >R 4R EIRLAutoSupport ~ 1l
FREIEE-HI AALL -Message MAn=2h |

2. (FRREEEFREEENEEIMIEDIAE | Norage BB EEI-EELAK-BBINIEIER]
3. RRIBAVIEHIRBEHARRET :

NRZHEOEFBERERT.. AR

AR AET—% -

N eI ZCtrl-C ~ ABEHIRREFEIE lyy o

AMRTHEHBET (MARS REFBERISSRENEIERIBIEHES | Morage RIEBEIZE-H
2=hE) R RIAENEL_EIRGRAE_

EXIERIEH SRR EESEHFME. . B « 5F1ZCtrl-C ~ AREIRE T
yl e

PER2 | BBERIEHIRS
LEEFRUERIZRAEITH « GRS R M PRIFERISEE  RRBIRIEFISRE LrES -

1. WNRIT i RIEM « B IEREEM -
2. EZIEREEHIZSEARIN TR ~ WIBHHMBIRAEIZME
3. B CAMIEF i Terra cottal@shm it « EZIfEEALLE o

Bh=-BPRIEH S

563


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa

020 B03018 030308 00a0 R0 AORRD ASAORCROROID
63080362036302030203020R0202 026 A0SR 53C]
(SPtereterelareiereteietetetarclorterete theilotete Yo rlorltarcln he eaerq e}
0808080 Ooooooooowooooooo SRR0RRR0C R

O
CJ] ©c© [SaXententepdonse;

©~0 0" 070

Ewﬂ@aﬂ@__

gy e 0 T
‘ J /

|

|

\ ) B

\

\

CAMIEIFERN &R

CAMIEE

BHHTEAE o

BAFERIZR R B

NEZN
70

4. TEEECAMIEIE « EH TR IRBEEFRRIIERI 315 4E

RHERIZRRAR B LI ARRT « SEMEE (SR IEHISS R AR VESD -

BRI SRR S E

&

S
/

SYE Tl

S i

Bt

O. REHIERAEmA ENETRERTE L « T HEE LD

‘A EEEEAEE - ASERERISHRA T -

)
A

564



0 EH SRR E S E i

SEE3 | EHRTCE M

jé%‘e@ﬁmc%im s (S BIEEEHI SRR PR BIMPEE A « B EETMEREY « AR EIRE M A THE
1. YNSRIT A RIEM ~ FBIEREEM o
2. ${FIRTCE M

E=E-FIHRTCE

o B EE

9 RTCE 4%

3. BEME MR « REMEEMERERH - AREHEEMERERY o

C) %%%@?ﬁ%@%*%ﬁ%%%m@ﬁo%ﬂﬁﬁM%*%ﬁEﬁH%E%%@¢°i%
MHERINSR R REMRER N ©

B aERPELBREM -

TEHERIZR ISR PR B ZERY B o

iC FRTCEMBIIRME « ABU—EAER MEE « iSHEIBABME -

BEREEN  MEBNETEEAEME « BiR%ER o

ENREIEHIRRAEES -

© N o g

565


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1bb4d8d4-5040-471c-9593-adf2000df48d

T4 . EMMTEIERISEE  WRERTE/BH

BISERTCEME « G AEMRKIERIZRAE - MRRRTCE MR SHRAE TR 10752 - LA FER
AERFEMBHE -

1 MNRITERIESEM « HRAPAER ESEH2s R 4EE

2. BRI EAN IR AR OHTE - ARRIEHSRAKBER RN —F -

EIERZAD ~ SA/DRHER SRR TT R R AEAE o
3 BRBEMERRAMR -
NRICFEIRFREFIAR (QSFPISFP) AR EANMBGRRENRE o

4 MRTREESORT - HOHEE  AREHZRTREEES -
5. SEREBIS IS B :
a. WCAMIBIREHBIRIIERS « ISHEHISEATEENE A - EEICRPRISEBT R « ABIECAM
BIEMEAEHEE -
() oebsmERANES « BBENS  UERBEES -

b. MREHKREMLREEEIERE  FENLR
C. {FRBRAMEEREEFHEFHTEEBREIRRSE o
d. EFEZEEREERNTENEIRLE - AR ERUBIEFEERS -
e. EHMARRIET MELLIEH2s
@ HEi%e%}EEF';ﬁ#S%IJJﬁE%T?iJ: © RIEEN TERARIMENRL) IR - WEHIRRTEEREY « A%
# TCtrl-Cy FEHAREN -
1. EREHI23 EAIRREFI B R
a. 5 Tshow date] FR<IEEREEEEHISS LAY HEAFIRRA] o
b. 7 EREFIRHNBASIET T ~ BERFEMBH -
C MBME - HFEH NREBEMm/ddymm/FTTE] < RIENBE] -
d. MEKE -~ 351 Set Time hh : mm : sss1 #% * LIGMTOREMRR] o
e. FEsD B EIE 8% LAY B RAFNEERS ©
2. EHARRIETRT WA Tbyel EFWIARIEPCle RAMEMTTH « SABEITHIZSE I o
3. BIEHIBIMEIEREE - HERHRMAESRME . Norage BB EIE[R-ofnode_node_name'
4 MRFABEHER - FEMMA | [MEESHBEEERA-BER{8truel

TERS | RMPEZHERENetApp

MEHFEHBIRMARSRFR ~ RS FEZHREINetApp © #1 "SR S MBI RFMAEN « FF2HREME °

566


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

ASA A9008YF=E R

LUTF2ASA A0ORI B D #R4& © 55R "NetApp Hardware Universe" (HWU) EXfSASA
AQVORMEITEIEFE - ItERKRMHNEE—S ] B o

ASA A900RY E=EFE

TAECE © ASAAQOOELFS HA ¥t
BEAERE : 14.6880 PB

sCIERS © 2048.0000 GB

SMEZRST - 8U HEFE - Bt 2 1B HA #5123
ONTAPHRZ : b_startONTAP : 9.16.1P2b_end
PCle #&7E4g : 20

E={EONTAPKRZS : ONTAP 9.13.1

BERiERRAE
b gt HA % [FiaRE R AECIERE
HIFEINAEAR 6 88.1 PB/78.3 PiB 12288GB
HA % 14.7 PB/ 13.0 PiB 2048.0000
AR
k& 10
HERE 10 BE o
410
HE EiRR
XA 100 Gbps 32
X8 25 Gbps 64
ZAHEE 10 Gbps 64
JE4IEIE 32 Gbps 64
NVMe/FC 32 Gbps 64
0
SAS 12 Gbps 64

567


https://hwu.netapp.com

EIEIR

TATE

X448 1 Gbps
RS-232 115 Kbps

USB 12 Mbps

ERESL

Moo N g

SIRBVETFAEAE

EBERELEER ; iSCSI; NVMe/FC ; NVMe/TCP ;

RIRIRIZRIE

* BARITHER © 8004 BTU/\BF
s BIRERTHITHER | 9937 BTU/\E

« &8 2205 100.0 A
* 5E :8U
* BHE 19 N IEC #Z2AF (17.7 I 45.0 2A9)

* FE 288N (EBEEIELRZA 36.8 )
s TYERELBWGEE  10°C E 35°C (50°F & 95°F)  BikEEnI#E 3048 AR (10000 :HR) ; HHEHEE

8% & 80% > #/Tk

* IETEBELRE | -40°C E 70°C (-40°F E 158°F) » BKEE 12192 AR (40000 HR) - HEEHEE
10% ZF 95% > HE 55 > (R

BREIRE | ZEEINE (LwAd) 1 7.4 ; BE (LpAm) GEEHEIE) :65.0 08

-
4

EMC/EMI 5%85% : AMCA ~ FCC ~ ICES ~ KC ~ EE;&EF ~ VCCI

%2055 1 BIS~ CB~ CSA* G_K_U-SoR * IRAM ~ NOM * NRCS * SONCAP + TBS
* ¥Z/EMC/EMIZZEE : EAC ~ UKRSEPRO

* $8:5%2/EMC/EMI/RoHS : BSMI » CE DoC * UKCA DoC

* 1248 EMC/EMI : BS-EN-55024 ~ BS-EN55035 ~ CISPR 32 ~ EN55022 » EN55024 ~ EN55032 »
EN55035 ~ EN61000-3-2 ~ EN61000-3-3 ~ KS 3 15 43 A 3830 33 &

« fEAEZ2 1 ANSI/UL60950-1 ~ ANSI/UL62368-1 ~ BS-EN62368-1 ~ CAN/CSA C22.2 No. 60950-1
+ CAN/CSA C22.2 No. 62368-1 ~ CNS 14336 ~ EN60825-12368-1 * CNS 14336 ~ EN60825-6 62368-1
~ [EC60950-1 ~ IS 13252 (% 1 Z493)

SRl

MU KA A AR EAR EIRIEHISS (BMC) FIONTAPEIES TH ; TUERBMEIITHIZS ; TUEREINEIR ; B8
SAS E#REIT SAS TFAEIRE ;

568



RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

569


http://www.netapp.com/TM

	系統ASA : Install and maintain
	目錄
	系統ASA
	ASA A150 系統
	安裝與設定
	維護
	ASA A150的主要規格

	ASA A250 系統
	安裝與設定
	維護
	ASA A250的主要規格

	ASA A400 系統
	安裝與設定
	維護
	ASA A400的主要規格

	ASA A800 系統
	安裝與設定
	維護
	ASA A800的主要規格

	ASA A900 系統
	安裝與設定
	維護
	ASA A900的主要規格



