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1. YN EXF AutoSupport ~ 55U AutoSupport s1EZREE BENEIEZE | system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

% AutoSupport Bl REERBEZEIIZEFM/NEF | clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h
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EIE1 D AINERER

1RAILUTE “boot_recovery -partner #1477 ONTAP 9 ° 16.0 KB HhRASHI ASAR2 & HERAGS « ®EE
BAEEER ONTAP G (BRI%IRRSER) -

a2 Al
BICTEZEN R L FItE BRI IRASSRIGHT « [METE Loader IRMF L FEEI T B MRAEER :

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
MREFZLAS ~ BIAZRIER ONTAP BRI

HER
1. 1£ Loader $#2/"F7TH ~ BA boot_recovery -PARTNER &< ©

EEE TR "Starting boot media recovery (BMR) process press Ctrl-C to abort... X Bia ¥ 1A
o

2. 1 Loader sREASHEZEEFEIFIB W B IBHIT netboot BF nttp://<remote-partner-
IP>:65530/recoverydisk/image.tgz ~ BESiZiEfF ©

MR EITE « "Starting BMR ... SE LG - EFERARERRF °

a. RAKRRELHEEREN « LFEITIHR :
key manager is not configured. Exiting.

b. MNREEEITHE « RIRERE Onboard Key Manager ( OKM )



key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

S ELUSERERER ©

C. MREETINE « RKREREIBEHEIEE (EKM) o FifE EKM EEL TR IRERR

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

BEEHITEERARRMEMNMER « env X + mdb 7 RDB #Y BMR #2fF ©
4. BB TIRSE « RS ENRMEL TN BMR !

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

HIH2 FRANESHREERAETER

f&B] LAEA “boot_recovery -partner $3ECEHIIT ONTAP 9 © 16.0 BeEFhRZASHY ASAR2 & ~ A TEB 1+
EIRLIEIR ONTAP MR (FAISIERSIEIR) o

FItAZ Al

B IRIE AR B B B IR AR ERERT « KT Loader IR F T MNEEI YA EMFEIEER



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREERLAE - BIBZRIER ONTAP BRI

1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. IRERTE Onboard Key Manager (OKM) -~ & EEFEIT3EmH :

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2. ERTFITHEA y ©

3. BICEIR BRANESEEIERENANZE Enter the passphrase for onboard key
management:

4. BRI TICHETTER  FERBARSTREESNTIEIEE -



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

iR F e ~ EREZITIIRE !

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

S. BEEMITEIEREREMAER « env 2 + mdb 1 RDB #J BMR #2fF ©
ZRTHE ~ RS ENREILUSTHIER °

IR 3 | ERMIEREERAETER

& B LAfEA "boot_recovery -partner $3ECHIIT ONTAP 9 © 16.0 BREEHhRZASHY ASAR2 & -~ A TEE
EIRGEIR ONTAP PR (FASIRRREIR) o

BT E R L Ft B FRIRRE SIS « I8 &TE Loader IR F T FEEI T B MBS



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREEDLEAE ~ BIHEEERE ONTAP B o

HER
1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. MREREIINFEWEEREN (EKM) ~ EREBDTIER !

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

b. MRERTEEREES «FA y °

key manager is configured.
Entering Bootmenu Option 11...

T

Bootmenu Option 11 B2 ~ERAEMAPFER EKM ABRRE ~ LESEFMEILABRSIESR ©

2. EEERTEEA EKM BE
o fizE 1 * KEDENESERVIENA EKM FFEA o [SFEZEA SIS EKM BREHARAERINE o



3. 1% "Keystore UUID #1 *Cluster UUID' @& IEFE o

a. EEEBMHEIEL L - £/ cluster identity show s S #EEXEESE UUID o

b. FEEEMHEIEE L « £ vserver show -type admin ‘key-manager keystore show -vserver
<nodename>'fp < M ap T HERY Keystore UUID

C. HIRIRTEE - BEA Keystore UUID FI#EEE UUID BIME

AR CNRSERAMBEAER Al RRE B ERSZ LAY Mroot-AK £REUS
Keystore UUID Flg&% UUID o

E&:8 x-NETAPP-ClusterName: <cluster name> #E& UUID Fl "x-NETAPP-KeyUsage:
"MROOT-AK" Keystore UUID B4R « URBREHA ERNEE o

4. BEPER Mroot-AK HREREIERZE ONTAP i o

S. MREFFEERER - LEHITIINE - FERINERZRA Shell :RE eOM !

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

LR R i b b b b b b b b b b dh b e Sh b I i b S b b 2h b b SE b Sb b S S I S S b 2h b b dh b db b 2 db b dE Sb o 2 4

& A TTENTTION &
* *
* System cannot connect to key managers. *
* *

R R e a2 I b b db b IR b db b SR db b S b I Ib b e SR b S b S S b b Sb b 2b b db b db b 2b db b b S i 24

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

/

a. “boot_recovery -partner TERIE IR EIBITEHS ©
b. ERHFARTEHIT (y I n) EKMEIEEF « ;AP EIEE °

75 8 (B mEEE n IR « RS ERMIIERFL -

C. WHMBELEEELUNE /ccfcard/kmip/servers.cfg TR B o EHEURETHIEA ¢
* KMIP {EIARE ikt o
* KMIP 458 o
* Keystore UUID °
* 1} /ccfcard/kmip/certs/client.crt ¥E 224825 A P Ui /&35 o
* 1t /ccfcard/kmip/certs/client.key 1&ZEE AP IR 8 o



* i /ccfcard/kmip/certs/ca.pem 1EZE#E s KMIP {FlAR2S CA ©
d. ERTRFITHA systemshell ~ IEBIEINBEREA systemshell ©
e. WAMRBBINAERZ TR ~ FAK eOM ~ ABRRIESFREE o
f. EF exit v L WINAER R Shell #5R o
0. MEETIRINAEER o BEGEIR 11 LUEE EKM BIR -
h. [B1% "y T7IRRE « LEHIRRREEAGTAINENSEEH
* 2B A /ccfcard/kmip/certs/client.crt #ZEMIHEZA ? {y/n}
* IR EER /ccfcard/kmip/certs/client key HEZMEZA ? {y/in}
» IREEHER /ccfcard/kmip/certs/ca.pem FEZEAHEA ? {y/in}
* fIEREA /ccfcard/kmip/servers.cfg #EZB9EZA ? {y/in}

6. NRSIBELERIER « AIMERRFDEE T SIHEEEER, o
SR EZ 43R 0] NetApp - ASA A70 1 ASA A90

MEHBEMBIRMAIS R ~ RERFEZ R EINetApp © W1 "SR EE SR " FFEE -
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