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-authentication-method 8f -second-authentication-method © 738 - £ SSH Exs5HAR] -~ sTEE—7F
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[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:
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clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.
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systemshell 48R diag 1RF 225 TR EE MRS - tFNFREREESERRE
(D % BERIERIZEABNISSI TER  UTRERRIE  IRSNHFE diag
systemshell FAR—MREIERARE °

RG22 Al

EFEZ AT systemshell ~ N BFHAMLRE diag IREZHE security login password o fGFEZSE
FaaX SRR ~ M EHAEE diag BBHE o

1. 887 diag IRE(FEREDE :

clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.

Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%

%EEE%?EE

£ ONTAP 9.11.1 B8 » A LIEAZEEIEEE (MAV) » BETIEEEEERER »
#‘tﬁn THLEA(EZE > HIUNMIBRIEEFEE SRR o NEERIFALEERIAR - EEHZ KB AR
MEEBESETANENEELMRER o

=E MAV €25 TFIIER :

* "B — A ZEEE S ERAE"
 "RRZEEIEREAE"
* "FTE S ECRA" o

TEREREZE ~ RE MAV /2R (VAY BIE8) RNEESTENELTER
EXR MAV B ~ e BTERRENFEREZ=ET R

1. EERAERIEER > FEELZRKHIR—E -
2. EHITZAT > FRRMNEER"MAV EEENAZE"
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3. 1ZkE% ~ EFRAEBNSERIEE ©
MAV ANEAREEAEEHENHEERH TIERE - BASEEICTEEREELEBILE « AETREE °
MRS ERERMEREEMEF MAV ~ NetApp Z:EEHEFERN MAV 1EXEERAE o FlU0 ~ K2 FER MAV 3R
B)EH volume delete ERHFKRBEENEHIEIRE « T HATLUERFEN TR A RKISEE LEHIRE o
AR MAV BEHEE R » 52K "ONTAP ZEIERFE A" o

Snapshot $HE

Snapshot $H7EE—7%& SnaplLock Ih5t » BIEHAR@IRERRR] EUFEIHEEN AN EIRIRER
» WIRE—ERFEFME o RREEHNENER EEEIAZEENRAETEEMREEFRE
ONTAP Z#R LHYIRER ©
ONTAP 9.12.1 5|3 RERIETEINEE o Snapshot HEMTBAFHENIRIRETE o AT EE SnaplLock RIEFER
BB IERIAILAME » BIREBSETEER SnapLock Compliance Bf SnapLock Enterprise fERf o ;35BS =BT
EIE8 ~ BL&R Snaplock Enterprise —#k ~ B EAREERBREEEEMRZINE « B SnapLock Compliance
—1% - ERERERZ#H SnapVauling RIBIINE o AT B R4 EIRERINEHTERIRE » LUBRESZREGE
LRI E -

UNEEFAAE N » 528" Snapshot $EESC" o
HEREE APl ZHY

BR7T FBHY REST API 3 NetApp Manageability SDK API 7ZEX ONTAP BYfEARE ID FZRHE
EusE 29 ~ B EER/RGE R BT o

(D) 1% REST AP BBRERBIERITR  HHEM "OAuth 2.0 A" )
{GRTUAE ONTAP LA 24 B BIVEE « 11 TS SR o

1. {E/ Openssl 1T NI HKELEE :

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'
L EEE —ERANARERE test . pem M—ERANFAEEIB key. out © —fzHTE CN HERN
ONTAP f£RZ& ID °

2. 72 ONTAP LA RRFAREIE SR TR (pem ) RALEARBIEAR » FERWIT TGS « LAEHIRRRE
R HIBSERA
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security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. EXFH ONTAP U558 SSL FEVEF s ~ M E R AP FEIERE ID o

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
-authmethod cert -role admin -vserver clusterl

ETFIEHIF ~ EFAZE ID cert user IRTEERA ~ BAIEAREEEN AP 7B o (FRMERN
Manageability SDK Python $§<H5 cert user RE8 ONTAP RRZS ~ ¥ FF -

#!/usr/bin/python

import sys

sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)
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5L HERVE H 288 ONTAP ks ©

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018

4. BZE{ER ONTAP REST APl #1T/&:58EG:E  sASTh N9 ER :
a. 7£ ONTAP /1 ~ E 2 http ZZEXMIERZE ID -

security login create -user-or-group-name cert user -application http
—authmethod cert -role admin -vserver clusterl

b. FEZ8Y Linux AR IR L ~ 1T TFIs < RESL ONTAP At

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"

{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": 0
by
" links": {
"self": {
"href": "/api/cluster"

BEZEN
* "REEEVEREE « HBHC NetApp Manageability SDK for ONTAP" ©

REST API ) ONTAP OAuth 2.0 ##t BUEEEE

BT /REBRIERTE 29 ~ Bt AT LUER OAuth 2.0 R BLES S5 2k 1T REST API o

/£ ONTAP 9.14.1 B4 ~ BRI LCEIB(F RIS (OAuth 2.0 ) ZRHE7RIZHI% ONTAP EEMIZEY o [RAILUE
FA{E{a ONTAP B2/ vE (83% ONTAP CLI ~ R4EIESM RESTAPI) BT ULINAE - i@ « OAuth 2.0 12
REAFEUEFRER DS E AP infER REST API 72X ONTAP BREA °

OAuth 2.0 Token EXfX{FE B & IR P EEFERIERES o

WNEEER OAuth 2.0 BUEEAHER » s8R "(FF OAuth 2.0 ERs8FI#EERY ONTAP 24" o
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BANMEZESH

BRI ZEEIERIEEAVEGRE « 28] « DURERRESNEAISESIRE - BLEE
RIVEEHI BIEERERBEEN - BEBREEX « FuHEX  UAERAIRF R
7 ° ONTAP R A EHIRUARAE LR B IEIRIBRITHEE -

FESASHEIR B ThAE

=7 XEREBERERPRA « ZRFRE - €581 « ONTAP IR THILNAE -
* REZBFRALGRFIHITRIVMIE « NEFTHARFTH
* BAERKKREELE

* E&RIRFIEFER PR

* EAERPER
* BTENEHRESAE
* BAEMAIE

G =

%1% SHA-512

ATINREELZZEE © ONTAP 9 324% SHA-2 BEEHERINAE ~ W TARRER SHA-512 RMEM BRI S ERE
0% - REEMEES AR R BHANEHERS

ENRERERAZEEABBHEBENMHKEE -

K
]

T‘ FH4RZE ONTAP 9.0 HEHARA % - EARETRIEAIZA ONTAP 9 FAEIRA ZHE[FH MD5 3R
BE © i@ » NetApp sRFEZEHEE TR - UWBEEFLZEH SHA-512 fERAZE -

B RINAE R R ICHIT FAIIIE
* TSI E MR ERAERS ¢
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-hame application authentication-method hash-

function

clusterl NewAdmin console password shab512
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

* EfEAIEEMEIIRE (FI0 ~ MD5) RItRFIEH] « BHEEREE T —REAREEHEE !
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clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5

* ERERIEEMRINENEBHEERS ©

clusterl::*> security login lock -vserver * -username * -hash-function
md5

FEEIE SVM FRINERER E E AN IS M R TIEE autosupport © ItREREREMRE - MZEINAE
A~ AR LRSI ERERRZARENEN o

o BEEWMIERENZEMEINGE autosupport ~ BT FIIEES ©

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown

Second Authentication Method2: none

BRTETHEMZEINE (FERE | SHA512) ~ BHIT A< !

::> security login password -username autosupport

)
!
¥

RIS RE AT ~ ERRBRE o



security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport

Account Locked: no

Comment Text: -

Whether Ns-switch Group: no

Password Hash Function:
Second Authentication Method2:

TS

shab512

none

ONTAP RS FSHREBSH » vlm B RS RABRAFREAZER o

% 9.14.1 FiYa » BEEREHEMSTERANEN - (BERIHZER ONTAP °

FRERIEEU/RAERAELERR -

Bt
username-minlength
username-alphanum
passwd-minlength
passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout-duration

disallowed-reuse
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RECAELBRETR
fERERBREAFTTT
FRENEBRE TR
BWHEHFTT
BISRFrR R MR
T

THEBEARE (UXBE
i)

BREAREEVIEEN
B

KB E SR LR

RREEHE (UXBE
i)

FRFERE N EEH

BERA

HIRS « ERTEHXE
=R Lt

2=

0 ~ FANEHEMRR

FER{ER 0 ~ RTIRFE
HE—X

6

EE
3-16

BRA 1 12
3-64

BRF 1 12F8
0-64
AR

0 = FRTEEIHA

RYF 115 F

AYEBTZAT SSH &
1
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Bt s ER T #HE
change-delay HISEE 2 EAEE (X O -
R7BEND)
delay-after-failed- BRXEAERKKEBHIE 4 -
login B (AR AEED)
passwd-min- ZBEFENRIVNEF 0 s AEENEFTT 0-64
lowercase-chars BFTH
passwd-min- FIRNARFEFTHT 0 s FAREEXEFT 0-64
uppercase-chars R
passwd-min-digits ISR R/ 0 - F"EEHF 0-64
passwd-expiry-warn- EEIEBHARERESH HRE  ERTKETE 0 ERTEBRAINEA
time B (UXRBEN) EEZIEBE i« GESFEAEDNE
iBHA
account-expiry-time PRETE N XAEHA mIR ~ BRTIRFPKESR  IRPBHAREOERIIR
2B P IEER RS
account-inactive-  IRFBHARINRRHEER £ SXRTIFEATIR IRAIEFERAFEHILEN
limit M (UARBEAD FiKETGIBHA FR B ZIHARE RS

gl

clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled

Minimum Number of Special Characters Required in the Password: O

Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts: O
Maximum Lockout Period (Days): 0
Disallow Last 'N' Passwords: 6
Delay Between Password Changes (Days): O
Delay after Each Failed Login Attempt (Secs): 4

Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O

Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
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RRBEESE
ELEE0R1E ONTAP R EENEESH -

0

59T

BUZENARGEEE - RHEEZRHERAAENEE—IR - REBMNSLHIFEUEIER SSH  Telnet #1 RSH
o Hh + SSH BR%Z 2 « ¥R EENZRFEG LI ENREEHME o NetApp 8FUEZFH SSH ei < FI7FE
ONTAP fE5RAZE o

SSH #R%E

It security ssh show SR BEITEEN SVM Y SSH £i83UERE ~ IIZREE LM MAC /EEE4ARE o
TR FEERAEERE AMEBBRIEE — R TR EMIEES « LUETTMENEESE « UkEiRasEE
BRI A -

clusterl::> security ssh show

Vserver Ciphers Key Exchange Algorithms MAC Algorithms

nsadhanacluster-2

aes256-ctr, diffie-helman-group- hmac-sha2-256
aesl92-ctr, exchange-sha25¢6, hmac-sha2-512
aesl28-ctr ecdh-sha2-nistp384

vs0 aesl28-gcm curve25519-sha256 hmac-shal

vsl aes256-ctr, diffie-hellman-group- hmac-shal-96
aesl92-ctr, exchange-sha256 hmac-sha2-256
aesl28-ctr, ecdh-sha2-nistp384 hmac-sha2-256-
3des-cbc, ecdh-sha2-nistpbl2 etm
aesl28-gcm hmac-sha2-512

3 entries were displayed.

BEARRE

AR RAAMAEEES « SIEEEEERBERTIIEZEAERERMG « WISHMLEARTUFRR
4o A EABBNEBIIHARGERHFERNSHAE - g security login banner modify BRE AR

18 - BARIEEE SSH MFIESRKEBZARRFTHNERS R ZARET - MIEXFHAEHAESISE (") MW
TR ©

clusterl::> security login banner modify -vserver clusterl -message
"Authorized users ONLY!"
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W

http)://(hostname

L)

=RER
ERIE2HLUERERIEIEE SVM o FABEEEIE SVM NS EER KA
B o BEEANNEZEAREERNENER SVM ITER(E ©

IEERAZHATANEEEAREAE - MRELEEREBAEENS - AIFFEER SVM
hEERARETARRE - REEH SVM NEARREBERRESARIBIET - FEE
RER SVM BEARBUEAREEARR A2 #EE " —E6EA -
MREERI2H - EARBENSTESHT (MBLTTE [EOLS] BURITFFR)  BEU
HITBAZEARBAE « B7EEEASH - RAGRTEUEFHHNBANS - UEES
BRBEARES AU ZHIT

JE ASCII Fro4ZBfER Unicode UTF-8 ©
“(ftp

IPv4
ERIL28IsEE ARE FEHKIRAY URI ©

FEREARGBE 2048 iit4H o JEASCIIFETTHAZELUNICODE UTF-8H& iR it o

LY security login motd modify BFEXAFAE (MOTD) o

MOTD BEiEas : #FERE 4 MOTD MEX SVM B4k MOTD ° EAER SVM £ Shell WERETIESE
MR  BERBLR MOTD ~ MAKEZ SVM Y SVM B4k MOTD ©

H=EEESAARTEERNAIEREE SVM EHNEERER MOTD - MRELEEFESER SVM BIRERER
MOTD - BIEA SVM WEREFREERIRERERIVAE - RAEREEEES T ERANFRAEERRNAE -

MOTD 2%

B

ERIE2HAIEEIEI MOTD BY SVM o EAREEE SVM BIRMBRIENEERE R
%:H/%\ °
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MOTD 2& sitER

HE IHRASEAEREENE c MREFEALLZRE ~ Bl MOTD REEE SI1T o IRIEX
IEEZHUINIERZRE -vserver ~ RATRTEUEHARAANE - LEHH
XA ERUE ST o IEASCIFE T ZELLUNICODE UTF-81E U1t - sHER]
B EERTIERFIEEEENRS

*\\ - B—REBFIT
\b - HEHIH ((EXEH Linux 188)

*\C- RELTE
*\d- EAER LR ENERBEA
*\t - EAER ERER B AR
*\I-fEALFIPfit FUENEZELUM console EA)
*\1-BARELTE FIENEAEIES console)
*\L - EREEEEPEMEGHR LR EREA

m - 423213
* \n - BIRAHEK} SVM 478

-BANERELTE

* \o - 8 \0 MHEHRHLinuxiBE 14 -
* \O - ENZLAY DNS 4815418 o 551 R « BHEBUARAERRAERE « RIRERZE/Y ©
* \r - EESHRAS 4R 5IR
*\s - FEERFRRE

* \u- HEEFR EREATESE Shell TIRFEERHMA - HNREEE | =
EShelllEA#E - #H¥EFK SYM B | (FERAIRZER SVM BIERPRILIEREE -

* \U - B48[E \u » 1BA user T users KM
v - BRHNEEREF &
*\W- BEENERPIIERE - HEANFEREER (who)

YNTETE ONTAP HREE AASHFMEN > 520 "E HHE LY ONTAP ST o

CLI T{FR&ER IS

TE:% CLI TYEPSERAIRS 2 30 88 o MR HARS LB A TERSER TR TSR Z 2 REEM -
{£ system timeout show &P vﬁ?ﬁEHuE’J CLI T{EPSEERT o BERTEAFE 5 system

timeout modify -timeout <minutes> e o

518 NetApp ONTAP R4 B2 B EVAER

R ONTAP B ERIFFERBERACAEMIE CLI RENFMEBIEELE - 51FEH NetApp ONTAP RAAEIE
8 o ONTAP BBkt Web ARTE ~ TERRAEUA ~ M AI{FHZIE231FE o AR FEA DNS ~ IPv4 5§ IPv6 {3k ~ 55181
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BEIHEMEELTE (GB® nttps://cluster-management-LIF) ©

MREECEAERBZENRESE  HERAIETETRES « BHEENREE o TR ETIE
B ~ HEHRE L LRREREEN (CA) BFENBLES « LUETTRMRSRERE

£ ONTAP 9.3 B4 « 22 BA1E:0:ES (SAML) ER:52 ONTAP R4 EIEERVEEIE o

ONTAP R4AEIEER SAML &5

SAML 2.0 REZIRFANEEZE  iE IS SAML ZENE=F 0 #AIHMER (IDP) -~ BRABEMR
EIER IDP FRS A RIHEHIZRIIT MFA ~ EAE—FA (SSO) HIZKIR °

SAML FiIgHhEER T =EAR | X2 - IDP MRFSHER o 72 ONTAP Bt « T ERREEIESFEA ONTAP
R EIE B 5L NetApp Active 1Q Unified Manager 72EX ONTAP ° IDP @5 =75 IDP X2 o 7 ONTAP 9.3 f4

48 ~ SZ#& Microsoft Active Directory Bf &R (ADFS ) FIFARMUEAES Shibboleth IDP © #£ ONTAP 9.12.1 B8
%4 - Cisco 1z & IDP © fRFEMAERZ ONTAP R EIEE 5 Active 1Q Unified Manager A9 FEFBTZTUFR
fEFBEY ONTAP i SAML IHHE ©

£ SSH ERFABLEREFARNZE ~ B SAML Egs8 2% - ONTAP R EIEE S ONTAP IR RIESRFINEE
FRrEIRBRATIEEFEE SAML IDP #E175:E - EEFERBERFESREE o BB SAML B8 - SERIHERE
FEd saml I EEEHERERAEIEEABMNIRAEAZE http ontapi ©

BYFA SAML BisE 2 18 ~ BE SAML IDP 7ZEXRVEthfiRA FE7E ONTAP FESR « AR EIES A ERNER
23089 SAML BE5E /5 /A http ontapi ° MREREFREREA SAML 5358 - AISLEMIERRE
password UNIEARXNEIESABKREREEHE - URKAEAEHIEE ONTAP RMAEEE MU http
ontapi console #1774 ONTAP E&5E ©

EXF8 SAML IDP Z# - IDP B/ IDP AJ A% (FlUNREE BitEEREHHE (LDAP) - Active
Directory (AD) - Kerberos - ZHE%) K#1T ONTAP RAEIEEFEINMIE:S c FTANSEE IDP 22—
B9 o 7£ ONTAP s ENRANEEBHES IDP BsE A ZHNERE D ©

BB NetApp E&zEHY IDP & Microsoft ADFS  Cisco Duo FBIRURYAHE Shibboleth IDP o

£ ONTAP 9.14.1 B%& ~ Cisco E1z U AI1E% SSH B8 —EEREREIE -

UNEE LRI MFA for ONTAP System Manager ~ Active IQ Unified Manager #1 SSH FYE:Hl « 3526 "TR-
4647 . ONTAP 9 S HREREE" o

ONTAP System Manager JA R

it ONTAP 9.11.1 45 « ONTAP REERBIRMAARME - HHREEESMIEAEILE - K2TRREUL
AR SRR AR

Security Insight SRIC

BB Telnet NetAppiZiREAZ2Shell (SSH) EITZ2EIH{FEL ©
ERAEL Shell (RSH) NetApp #Z:%fFMH SSH ETRZE2REHFE °
AutoSupport FEFRAMNEARZ 2 E@HIHE AutoSupport KRR EAIFBELS | HTTPS X o
=EEBRNRE LRREEARR MBARHHRERESAERE - A GEHES

SSH ERAARZ 2 EE YNER SSH ERARLEMEDE « IGEHES -
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Security Insight
ER NTP fEARSI AL
FEREEFEREREE

FhZERREFSE © HAIE& R A Snapshot [RE
#ZREBEPHE . {2H Snapshot BENHIBR
BERR G I R 2 B S RN AE T B RO BE 4

SVM i K& E % BEEh R A (RE

KR ERLE FPolicy

RS BEh SRS REEA PR
{EFEZ1E FIPS 140-2 &
RERTE B E LB ER

ARIC
YNRERERI NTP RSB HME DN =(E « AIFHHES -

MBEAFEREAFERNARREEIRS (admin 3 diag) FA
AMEES - MABERPARETE « BRCRHEEE -

—{E N ZEREPR & RMIINEZERY Snapshot [RAI ©
BEA—NZEIRESRE Snapshot BENMIER o
SEMIREEZ 1R BB HRUNABRE - BRKRE °
%A SVM ZiEB BRI (RE - BERRTE ©
S#H# NAS SVM 387 FPolicy
HEHEEETREBEER « ST UERERFER
RESFAZIT FIPS 140-2 #380

EFEBH ~ Webhooks 5% SNMP traphosts &% E 2 ZWGE
&0 o

W% ONTAP System Manager ;R A D THIEHMAE > 5528 "ONTAP System Manager Insights 34" o

System Manager T {ER&EG @RS

fEO] LU System Manager TEPSERFIE AR o TERRIIEIEBRA 30 7iE o BRFE I FH LB R T VERSELAN

TFEEEERRERM -

() mEE®E SAVL - AIFESESE IDP LHRELES -

TR
1B EERE -
2. 7£ Ul settings 1 » EEE * o

3. £ * HIEBEF * iR > BANK 2 B 180 ZEMDHEE > EA 01 LUSHER -

4. BB RAE" o

ONTAP B E# RIS (RE

A7 EERERHEF LR MZZERTTRIM » ONTAP BESRUEREG DK
ETFE M Entropy > URRIBIZREES » WERRANBRHENRBILBNEES -

FR T (EFYMNER FPolicy & 1TA D (UBA) 454 NetApp Data Infrastructure Insights Storage Workload
Security #INetApp FPolicy E1EBHERRFE TR EAFTERS 25 » ONTAP 9.10.1 iIES|AT BEMR
ERBERAE o ONTAP B T EHREFEFHEFEAAERE D433 28 (ML) IhEE » Al BB ARE LFE T EFIE
REEMEREHREEE - ©EEEE UBA RNREIFYEE) > LUFRES{EAIE] UBA EAEAIZININEE -

SNTRULINAERTHAEE R 52 B0 NetApp ZREAEHRTT ZE"B"ONTAP B EMREFERE " o
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HFEERRIEZ

i ONTAP SfHEIEERIn R sCirmAkes « RS MHIEZRITENR o ILARSFAIER R
Splunk EEMNEZEMENFHEERR

BIERMRCER

AR HENAERE © scir BRI EH HHEEIERRIFR ERAY o UL ~ 5Tik (Syslog ) MIEZIRSH]
BHFFrE SNEMMFAER « BFEHEERME - BT ERREEENNRE « RO AUREN S NERE
SCERMIAEIZERL ©

AERERNINRNEE NGB ERIRGITEE —RBEERTSE S BEI#HsyslogEH ° FIL » NetAppiZ i
AR AN XM L2 R ENREMUE

B sCEEE BRI

fEF cluster log-forwarding create S<IEICERESX BRI LUETTIRIGECER ©

2
ERTHI28KEE cluster log-forwarding create M%< !

* - BRI ER It B R BER o EA R RIARERAY E B TBE IPv4 5L IPv6 ik o

—-destination <Remote InetAddress>

* * BRMIERRIR o 5 R B AARSHEIRVERIR o

[-port <integer>]

* ECERERENIGE o ILERRERNEENSERM -

[-protocol \{udp-unencrypted|tcp-unencrypted|tcp-encrypted}]

SCERERIRIBN A E R UER T EH AP —EE -
° udp-unencrypted ° RBEZZ24HERAEERNSEHIGE °

° tcp-unencrypted o BZE2MR TCP o
° tcp-encrypted ° BHIEZ 2% (TLS) BITCP °

* > ERRE HRUMERRES B DA o BB HERS true B~ FERFERSE - LRSS EEXE NN S O H
B o ABTEENERMAIPERER « A SEHF(ERS true tepencrypted ©

[-verify-server \{true|false}]
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* RS TA o ILERANEEERY Syslog EE

[-facility <Syslog Facility>]

o * BEEAR AR o *B® © cluster log-forwarding create R B EXER RIS EEHEIGE (
ICMP ) ping RigE BVt Z L PIELR ~ IRBEERBERY - FULERES true BB ping I8E ~ UL
EEEIAEIEB IR E B a0 o

[-force [true]]

@ NetApp E:ZZE(EA cluster log-forwarding M @bIERERRE -tcp-encrypted $8
A o

FiraEm

RERARMNENNER « HEENEERARNZEIREEMEE - ONTAP RS EFFEERNSM - 2H
SEMRALEMBINMEE - RENEASFEN - BEEHNES « RET URENANEERBEERIL
2% o

QY H event notification create WEMHEIESRERN—EFHIITBNEEE—NZEEA BRI o
T3EHIFREASEMEAAEREN event notification show 8%  ZEn T BRI ENE B ERERN B
Y o

clusterl::> event notification create -filter-name filterl -destinations
email dest,syslog dest, snmp-traphost

clusterl::> event notification show
ID Filter Name Destinations

1 filterl email dest, syslog dest, snmp-traphost

ONTAP HHEEINZR

7T EERERS © REINENFRE ARRRESREN « SAFEAEREE NetApp FEFINE
EEERY NetApp Volume N5 /NetApp Aggregate fNZ: o iEMiEi&HIHE 8B FIPS 140-
2 BesE ~ SR IERS RIS FC AR BRI  AIFER SR mER RS RS (CSfC
) FENE o EREREMEREEIE « AEEMREERHEHB(ENZ 2 (RE o

EHARER « RONEMERR - FLEERNZHNFRENRENIFEEE -
ONTAP 9 B=RBR S ENRIERE (FIPS) 140-2 REMNFRERMBRARSE !

* NetApp f#ZNZ (NSE) SfEHABRINEBEIREIIERRARRFZE
* NetApp Volume Encryption (NVE ) R— 8BRS « AIINZEE SRR FREMEREIEE -
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It A EHEMAER & R ME—BY =R o

* NetApp Aggregate Encryption ( NAE ) E—TEEESARRSZE  alINEERIMAREIR IR F RV ERERIAIR
& TASEESRAE—EE -

NSE * NVE #1 NAE alAfERIIMNIERE RN NESREEEX (OKM) o A NSE + NVE 1 NAE A
72 ONTAP E7FMERINGE 7@ « NVE HAIRE EHERTE Aggregate EHEERHMIBRZIM © Nae Volume 2L
S Aggregate EEE B RHHIBRELAMT o

OKM % NSE - NVE I NAE FYAFRE B EHR MBI INZHMIR G E o

NVE * NAE #1 OKM f#F ONTAP CryptoMod.CryptoModis&ZF|fECMVP FIPS 140-28&:5 184058 H - 555
Bl o "FIPS 140-2 Cert# 4144"

EERYA OKM 4BRE ~ s5(EH securlty key-manager onboard enable 3% ° %Eﬁ/’i?l‘ﬁﬁiﬁ@mfiﬁ
BHEEGE (KMIP) ®iEETIES - 55fFH security key-manager external enable mi% ©
ONTAP 9.6 %4 ~ 7Fﬁﬁﬁﬁﬁfiﬁji%‘%ffﬁﬁﬁ EALE -vserver <vserver name> 2 A4FE SVM
E&Fﬁ%ﬁﬁﬁﬁ"qﬁ £9.6 ZHU v security key-manager setup #8<FAREKRE OKM FIMEEREIRES
ATETRNESEEIE - AR Z5|EiRFENEIEETREMZBIERTE « LUKREETE OKM BEMZBE -

LUR IR HER 2 4ERS

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Enter the following commands at any time

"help" or "?" if you want to have a question clarified,

"back" if you want to change your answers to previous questions, and
"exit" if you want to quit the key manager setup wizard. Any changes
you made before typing "exit" will be applied.

Restart the key manager setup wizard with "security key-manager setup". To
accept a default

or omit a question, do not enter a value.

Would you like to configure onboard key management? {yes, no} [yes]:
Enter the cluster-wide passphrase for onboard key management. To continue
the configuration, enter the passphrase, otherwise

type "exit":

Re-enter the cluster-wide passphrase:

After configuring onboard key management, save the encrypted configuration
data

in a safe location so that you can use it if you need to perform a manual
recovery

operation. To view the data, use the "security key-manager backup show"
command.
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% ONTAP 9.4 B8 ~ {EATLAER -enable-cc-mode BY TE ) %I security key-manager setup °
ERGAEEENFEEREABEEN o H5Y ONTAP 9.6 REMARAE « thL58/A% security key-manager

onboard enable -cc-mode-enabled yes?®©

i ONTAP 9.4 F4A ~ IEAJ LUERA secure-purge RAEEMEEIRRIINGE « 7ERUA NVE RUHIRE LA FEmt 1E
2 B o FEMEZEHRE ENEHTRARZEERERMERN - UTa<aL2itBlR SVM VST L vol1
EMIFRAIIEES -

clusterl::> volume encryption secure-purge start -vserver vsl -volume voll

%t ONTAP 9.7 BHYS ~ ANRE VE ZH# - 32T OKM TIMNPEIEEIES - BAEA NSE ~ BIFE:R S EA NAE
NVE o iR#E78:% « NAE 452 E 217 Nae Volume -~ MIE NAE ESFETER G L NVE Volume o f&RTLAE
ATIHLSKREE !

clusterl::*> options -option-name
encryption.data at rest encryption.disable by default true
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(EEIEE" ONTAP X4AREY o
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Et
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1t ONTAP 9.6 F%E ~ EEHZFME A ONTAP BERHMEEINEE (FI40 SnapMirror ~ SnapVault #1 FlexCache
) 1R TLS 1.2 AES-256 GCM NIELIE - NEZB 2 EEMEZERF IR ZEMNTELEERIE (PSK) HKEE ©
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On the Destination Cluster Peer

cluster2::> cluster peer modify clusterl -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter a passphrase.
On the Source Cluster Peer

clusterl::> cluster peer modify cluster?2 -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter the same passphrase you created in the previous step.

IPsec BERHEEH NN

£/ NetApp #721012% (NSE ) EX NetApp Volume Encryption ( NVE ) FIZEEHZEMNS
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ONTAP 9.8 SNEFIRASA(ER ~ £ R imfli#F s E 2 MR im 1% Psec
IEIPsec 12t NFS 3¢ SMB/CIFS MZEMERSZE ~ th2 iSCSI REM—HEE NN EE

I8 o

TERELEFERT « AIEREREZBER (FERT) FHZE ONTAP SVM BFRIERRIRER}  IILEIRALE7ES
REHEHIREEETERNSSRBIIRE

7t ONTAP 9.8 fitA ~ AR EREHRIGELZEM (IPsec) AIAAF IR ONTAP SVM ZERFAE IP RERRM
InELE iR RE N E 4R © FiBIPTRENIPsecERNZE BIENFS - iSCSIKSMB/CIFSEHITHE © IPsec#iSCSIHE
R —RERNEEEE o

FEBEERIR M NFS INEZE IPsec NEEFERERZ— © 7£ ONTAP 9.8 ZA( > NFS BRMEREREMAR
Kerberos » 7 BEfEFR krbSp ZRIMNZHITHRI NFS B} - ERERFIRIET « U EZHENSHEZMAY

R NetApp 7FINZ (NSE ) 5 NetApp Volume Encryption (NVE ) FIZEREME EEHENR) £
BEERNEZEMIGETERMER TENE L ~ IREAIMUFARE ONTAP 9.8 HEMARALFER - £ 5 inHl#
Fes 2 B A e H IR N IPsec !

IPsec 2—18 IETF &% o ONTAP E{E&EINPEA IPsec - EHERAERAER SRR (IKE) EHiGES
2Bk ~ (EFETESCHEESIE (PSK) THAEEE ONTAP 2R3~ UL IPv4 T IPv6 3RISHEIEE Rl o IRIETELS -
IPsec {#F Suite B AES-GCM 256 il 7TiNE o thZ B3R 256 ItIIZER Suite B AES-GMAC256 #1 AES-
CBC256 °
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BE BRI o

TR AT E LR IPsec ~ WAE—ARIRME— SVM IP itz SPD IER ~ Y1 TSI !

On the Destination Cluster Peer
clusterl::> security ipsec config modify -is-enabled true

clusterl::> security ipsec policy create -vserver vsl -name test34 -local
-ip-subnets 192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32

When prompted enter and confirm the pre shared secret (PSK).
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"ZEfBTE ONTAP 48 LfEF IP 224"

ONTAP REY FIPS ##z#] TLS £2 SSL &1F
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vl

clusterl::*> security config modify -interface SSL -supported-protocols
TLSvl.2 -supported-cipher-suites
PSK:DHE:ECDHE: !LOW: !aNULL: 'EXP: !eNULL: ! 3DES: ! kDH: ! kECDH

IR EERTETHES v o % PFS MUEHHAEN > 5264 "NetAppEfi&

i E=E
"BHERE AR IBAZZE (FIPS ) AR 140"

1L CA ZERBL/EE

HIEFZAMMS ~ A ONTAP fREFINEREZEH(UEEAFTaHENZZRA -
FIEREE RS L ~ 28 CASENBIURELUAMRETEED SVM 1EA SSL @RS
Z NetApp BIR{EMUE ©

EI A fER R S IRELERHEHREEK (CSR) -~ WifF security certificate generate-csr
security certificate install SR RZELN CAIKREIESE o

1. BEREIUHAES CABEEZENHBNUERSE « 5SFHIT NP ¢
a. E4¥ CSR o

b. R RAEMIVIZIF - (M CA B CSR SNBSS « B - A3 Microsoft Active Directory /868
AR Web 771 ~ AIfE <CA_server_name>/certsrv MENRIE:E o

C. 7 ONTAP L EEB{/&:F o
43 IR ERHE

AR ERSEREERHE (OCSP) EIERfEMA TLS #@5fHY ONTAP BTN (40 LDAP
B TLS ) 7ERYA OCSP FHzURE /RN - EAREATUEIZZRIEIE « RRERD
BiEam TR ~ TEHEEH) 3¢ RAL o

OCSP A EAFERBHIHBEE (CRL) HIERT ~ HIEMB(U/&BEIIBRIARRE o
RIETESE ~ OCSPRFENEIEEG=RA o I UAERR <ML security config ocsp enable -app

name  FEATE{%HE « “autosupport audit log ™ fabricpool ™ ems ™ »  kmip ldap ad
ldap nis namemap * B all o IS HEEEMREREAR

SSHv2 &8

tEBR Y& security ssh modify UEISERAARR EELEE SVM BY SSH £
WOREDE ~ INEBERE AR MAC BEANIRAAHERE -

>

|

G
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NetApp 255 -

* EREISEITERE TR
* ERARZREFEULE o

SERNEHB RS IR

g
AES256-ctr

aes192-ctr
AES128/ctr
AES256-CBC
aes192-CBC
AES128/CBC
AES128/GCM
AES256-GCM
3DES-CBC

% 1By AES F 3DES HTBNNZ

TR

Diffie-Hellman-group-exchange — sha 256 ( SHA-2)
Diffie-Hellman-group-exchange — sha 1 ( SHA-1)
Diffie-Hellman-group14-sha ( SHA-1)
Diffie-Hellman-group1-sha ( SHA-1)

ONTAP 3232 5588489 AES ] 3DES HEMNZE (tiBAMER)

* HMAC-sha1

* HMAC-sha1-96

+ HMAC-MD5

* HMAC-MD5-96

* HMAC-ripemd160

* umac-64

* umac-64

* umac-128

* HMAC-SHA2-256

+ HMAC-SHA2-512

* HMAC-sha1-ETM

* HMAC-sha1-96-ETM

* HMAC-SHA2-256-ETM
* HMAC-SHA2-512-ETM
+ HMAC-MD5-ETM

* HMAC-MD5-96-ETM

* HMAC-ripemd160-ETM



e umac-64/ETM
* umac-128/ETM

()  ssHe&m@mmAR ONTAP FIFA BMC

NetApp AutoSupport

ONTAP B9 AutoSupport HEERI RIS EFEIT R ARE AR ~ I BFEENEMFMAER

45 NetApp FlT2 1% - SEHBIIASZIZREBRAZESERHY - BIETER - F—RKERE
FZ 450 - ZEVAERLA NetApp BTS2 AY AutoSupport 51L& o I1ESh « AutoSupport &
TR A% 24 /B - BAIAEIEIE4S NetApp BEMlTR3E o It 24 /N\EFEAR BRI R ER - BE
) FREAR A N EP T HE B P BVAE ST ~ WIBSTERLER A EHEARRE o

OEEEEEE T UEIT AutoSupport B2 (4H88) ° SVM BIE S # A7FEY AutoSupport © AI{ERILEIY

BE ° AutoSupport i « NetApp ZZCEUALLINGE - AANMREERAZLERMRE « AutoSupport BBIFINERR
REE A AR o IRIETERR - BMEESH AutoSupport ~ R ZUEE AutoSupport B s G ELETZTE AN o

1% AutoSupport L BAEAEE « BIESTEMEFREANNE  URMEFEMENL NS - H25
"NetApp BU{IFERS" 14 o

AutoSupport SIS B ZHRAE R « EIFERRILTIIER !

* SCBRAE
- BT AMERINAAERIE Y
* MERRELRREE R
* RAEEH
AutoSupport STIEEEHEIRER HTTPS F1 SMTP o IR EARAHE « NetApp2aZ S S RHTTPSEATE

HEHEFREnEnEnEnENEREnENENENERGE « LUSEFEEENtAppZIESD
P9 o AutoSupport AutoSupport

IESh ~ RFEEZFER system node autosupport modify B 3RIEE AutoSupport ERIFIBEARZE (FI4N

NetApp £fli<i% ~ HBRIEENSIEBMH) o o< th A RIEIEE 2 X E AutoSupport HE R (F)
YNMBEE K © SLERAES) o

A

HE5 2R AutoSupport ~ 55f# A system node autosupport modify -state disable 3% ©

AR BF R (S B TR E

HEPA ONTAP FIEEF IR ERE LNRKE « BEAFRE ~ (B AR AR B i E
E (NTP) fAfkes ~ EREREZEDE=(ESMNE NTP [AAREBEFEL o

SRR N R « FIAEE A RIRE o M98 ONTAP AR EFHIRELE LHRE - HEAMMRRE « BEyAR
EEREEERRE (NTP) FEARES - EREREEINT NTP [RIRSED -

1efES25 9.5F4AONTAP ~ R U HTREESE 2R ENTPEIARES o

CRZAUERM<TEIL 10 EIMNE NTP EAR2389BAMRE cluster time-service ntp server create °
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AT REFEENSERSBRE « SRRED = EIMNINTPFEIARSS E 8 52 17 Ril o
gN%E ONTAP F1 NTP ABRERVEFAAIE « 552K "EEEERE (ZREEEES) "o

NAS 1EZRMAKIRE ( CIFS T{EE#4H)

T EEf#A A P imBRsE n] 23 ONTAP RS RigHREINIZ 2 B4R « B EESIAEITERE IR
BE—® o ] vserver cifs session show < A]EEREFZ EARBEABRARYEFAAE R
BIE IP B ~ BRsEikdl ~ Feain R4 ERFE R o

& ONTAP 9 ¥4 ~ &P UERE CIFS ARG TR A « R E REREMEHE KRB RRESHY
CIFS fERR23 - TIEBH4HF P imERsE n] 4 ONTAP fRIR S RIRHERSIMIL 2B - BEERVAIEEREARE—
B o BERTE CIFS AfR2s * s vserver cifs create #p% ° #£17 CIFS @iR3s 2% ~ BRILUEEMA
CIFS #8i3 ~ SMA LIER$4E - EEMALIEEHE ~ 556 H -workgroup B8 o LT E4HREEA :

clusterl::> vserver cifs create -vserver vsl -cifs-server CIFSSERVERL
-workgroup Sales

@ TEB¥AEN AT CIFS {AAR23{EZ#E Windows NT LAN Manager (NTLM) B&:E « F%1E

Kerberos Eiz% o

NetApp #2:%#F NTLM BEEITHAERSAC CIFS TR ~ MUERHEBRZ 2K o« 2 7 558 CIFS Z2 KR8 »
NetApp #E:&{EF vserver cifs session show SRR IREEMFZ EAREAERARVEEMAE R « B 1P Eil ~ B8
st ~ BT ERRAM TR o

NAS EZRERFIE%
NAS HERERFAERSHEBIRIETEAESZSER « AIEZIEH R R REERE

=5
== ©

LEERERE o ONTAP IEHEZ IR FZEZEMHFMEN - B NAS X RFEESHRBBE
IR AR - FULFS ISR IRA R REEMEZ - Y ONTAP RS IIEECGE - CIFS Fatsil
BT ERHEEEMEE - MEFEES (BEUTAD) SEEINSEA—ECH

* 185 - BRRAIERER

* I ECLEMIERRIIER

* AZHRYRE SRR Y

© ESENER AERAM

* BRIRIEREE
FERVEIS PRI G
W JARRF CIFS #61% ~ A BEELTEREMH 8 vserver audit create SLEIIFEZAAR © IRIBTER
Rz EREA/MERIRE A - MRE B2 BUREE « S UERREIRIEEIEE - Hthsoirig

ZEmaR ARSI B R BRI AEHE  SaRIRE « —BRVRARE ~ UUEmAA/) o FIIXFIRMHEEHIER > #it
TEIZAERS - EAEANRERG - FEESEFMERM 12 | 30 &1T -

31


https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html

clusterl::> vserver audit create -vserver vsl -destination /audit log
-rotate-schedule-month all -rotate-schedule-dayofweek all -rotate-schedule

-hour 12 -rotate-schedule-minute 30

CIFS #&i1Zz=4
CIFS fef=EMHIMT -
s *IEEHA ¢ [ (FRBAGSIE « BIEMIBR CIFS MR AR « TELEREILEMY vserver cifs
share ©°

*ERRRIEE *  ERRMGTER - RASEEZRRE 0 §FEERREN vserver audit °

* *FERBERS ¢ BIsifBRAE CIFS 3 UNIX ERER - FELRIZSEMN ; A » ERSENETEERE
RE ; NERWEFEZS o IbEMHFH vserver cifs users—-and-groups local-group 2 o AERE
vserver services name-service unix-user Bp% ©

*ZREHE RS TIAER S BILEMIFRAR CIFS 31 UNIX REMEHER « §EERZSEMN
vserver cifs users-and-groups local-group vserver services name-service unix-
group °

*CRERAEE ¢ EASRENEEE CIFS (A& WK CIFS BHEMERE « SEERIZEM vserver

cifs users-and-groups privilege ©°

(D BIENIERURMIEZINEERER « AIEAREESNENERENAERIERARAAFNRNIT
HYIEE o

REST AP| ¥f NAS fEiZHI7 &

ONTAP GIiEEIEE R P {ER REST API 12EU%121/E SMB/CIFS ¢ NFS #£ZZ8I8E © 858 REST APl 2 AEMH
ONTAP BIEE#11T « REST API sp S A1 2 BRIB 2 4% NAS FEIXECEE © LM « ONTAP R4 EIEE AT MUEE A
REST AP| BB IBIEZEHEIR - [B - RS S RHETHNA K S IEE HIEZEHIT REST API FIEIE o

BT EFEVEIR REST API A&

ERI LRI R4 BIB REST 77HX ONTAP HAEREH) REST API S8 ~ LIFSLE ONTAP EIESfEA REST API #
ITHEEEN - EBECELILAS - ATl TP -

@ /api/storage/volumes REST AP NFERNMEPRIHEZETFEN © System Manager F1EtMEIR(ERE
NEHEREREL - RRFERERE o

1. ZBIHREY REST Af -« tABREFIEFHIRE « BRBPTAHM REST API ZEUE ©

clusterl::> security login rest-role create nofiles -vserver clusterl
"/api/storage/volumes" -access none

clusterl::> security login rest-role create nofiles -vserver clusterl
"/api" -access all
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2. BRAMEESIRPIEAGEE L—ELSRPZEIAH REST APl &8 o

clusterl::> security login modify -user-or-group-name userl -application
http -authentication-method password -vserver clusterl -role nofile

@ MREEFALIEARE ONTAP ZEEEIESIRF A REST AP £1TXMH5hMA » BIRESL "B
AMEEEIRF « WEARMEFAZRIRF "WIT

HRTEA R CIFS SMB 252 fifiiat

TAIARERERA SMB % Z ~ UEREFEREEBPHZEREFC TR ERIRE
NNBHRZE « EMRESRBNZEM - SMB #Er] 5% SMB AEEEABAANH
BE - DUREHEZZ -

FARERTIF

EEABNRBHE RRBEL « 725 SMB F8HE © 27 #REERRE « ONTAP 9 RS RIRAEFFRE
By SMB 2 EEF 1 - SMB REFHFRHFEFAMEAP K ZENAEN GRS ERNREARBMRIZE -
EMREBRRBNRZZM - B2t SMB MEREHEBMMNEE « BIAJ TRt (FE o

BEJA SMB S EXTERAE - LURSHE - 1B NetApp s8ZIEET BB LEINEE o IE9M « ONTAP R A ELIE
SMB % ~ 1igA%E - EREAEEENUSEARZEN AL 2EEH - TR ZEHSMBINE ° i@ -
NetApp Z:ZZEA SMB 1% o

IR7E SMB 2.0 RREMARAITZ 1% LDAP BB MIE - FF (BHLLESR) MZEH (%) w7 SVM H Active
Directory fAIfR2s 2 fAIBIRL 2 B5M © SMB 3.0 REFMARAIIZIZNIE AES #i15< (Intel AES NI) fIIZ © Intel
AES NI B[28E& AES JBEE ~ WiE B IENRIERRTIRMRE RN o

++ K

1. BERTEMEE SMB %#E » 35{#H vserver cifs security modify SR -is-signing
-required B EREA true ° A2 TH4HREEH) :

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -is-signing-required true

2. BELTEREA SMB R ENNE » 55 vserver cifs security modify SRR MHEEY —is-smb
-encryption-required 2¥BERTES true ° A2 NFI4HAEEF] -
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clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

NFS Z& %

bE AR 2 ELRAIMINERR - BEHRAIFRECRENHESH « LLHMERRIAER
ImfFEER « LURENARER P RFRENRK - BHRAAASIED—EELRR ~ 7
RESRFTFENA P im  MNRELRASZZERA - Al SRIRRRTEE LRAPrETRIER
HERIEELERA

FIUERIRERZRRBZ0 o FiL « ONTAP EREHFRITIAE « # NFS Volume FEIRFHER SHESH
MAF - ERERIOS—NSEEHRA  ARESERFHERER © BRI LSERREHERN - LU

RERAPIRHERERNFE - ILEFERERESSRTHIEERARE (EREEERNME) HERENE
HViE o IRt ERERMIGHIREAIFEVE R

® ﬁjﬁ&ﬂﬁﬁaua@ﬁaﬁﬁuwﬁﬁmé SVM L « IR A AEEIER - SYM AT B S S EELE
Bl o

RANER BRRRZRSIMRSTRE - MRBAIFEAP K « AISERAZIRANER - MAEREEHMIRL - IRKRE
FERREA ~ AR ERIEBFE

BE L ARBEER TFI2ERIZRIRE A R infr BVER

* EEXERNAP RFIERNERFIEHGE (FIE0 NFSv4 3¢ SMB )

* APim#ERIES (BN EH AL 1P (i)

* BRIRAREENZE MR (FI90 Kerberos v5 ~ NTLM 8¢ AUTH_SYS )
MRRAEEZEEER) - BRPmAREHP—HZEEER]  BIRARRERS -
ELRAEANES AR NI 2HRIELRA -

* —-protocol nfs

®* —clientmatch 10.1.16.0/255.255.255.0

* —rorule any

* -rwrule any

LZEMHRRTE AR IRREHFIER - EZEFIERDAME  BRKBRERE ERNAAERAE
ID BIAAIR 0) o ARERILIEF T EEZEMREFTAENFEER « FILEA/RETSHRRA
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BE H AR A P EVE AR 2 HBYRRRAY
ZEA R IREUS THITFEUE R
—ARfE A MR
—MRIEREER
BRI E MR

BIREREER

UTBE=EFN2BNENZ 2 !
* EfA
* KR

FELL2MERNRERR -superuser NHIRE :
* krb5

* NTLM
* R

IS HEE SRR

MRABPIEHREEE ...
HEFN2HTREENZEMHEE
BISENZEREATE - B7H2ReEER

none °

BSEMNLZ MBS > SRS 8 EEER

none °

Kerberos 5 #1 Krb5p

BEFN2HEWANTEARRNZEMEER

MEZE(-rorule)
HB(-rorule) MBE(-rwrule (read — write )
MZE(-rorule) # -superuser

Hi&(-rorule) (-rwrule F:&E®E) -superuser

RPimE LU CHERE ID ZZERAFIE

A RIEERNZERIFEE « MIZWERLHFEE
Z{EFA#E ID WE&EHA®E -anon ©

P RiREAR W E RV E AEEE -

LEPRFIARBERNY -superuser 828 ~
O EawEkss Legn—wes

i€ ONTAP 9 Fi4a ~ <IRERIRTAERRTS (krb5p ) #1T Kerberos 5 B&5E © krbp5 BEsERIVE R ERY ~ EARER
MZRINE B P imFEARES 2 ERIFR AR E « AP BERE SRR  ONTAP f#R75 58521 Kerberos BY 128 fiI
700 256 1iL7T AES 1% © FEAAERRTS L EERRFT R INE IR B « BRsE A% « URTEERAIMEEL -

krbSp BEIREF HIFFEE L RRAITHEES « HREAMEZFEE o krbbp BesE 7 /AP] BIERRES 8 ~ TP
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clusterl::> vserver export-policy check-access -vserver vsl -client-ip
10.22.32.42 -volume flex vol -authentication-method krbb5p -protocol nfs3
—access- type read

RS ERFINERHERELATH

TIREZEMELEE - LITEE:E LDAP ARSI TEFEERZ 2 o A 7ARE1S LDAP
over TLS T{EPEEEZL R4 o

BENEIEANESIRFME LDAP BENEHERTEM o R SINELDAPEMNEEER « LU R LAL
NFEERBURET c SVM LR TEFEERZ 2 MR EHFER LDAP {aikes LRI FARVEERTE o fKTHEE - LDAP & EM
BHBER -

SER

1. ZERUALLINAE « sAERZREEIT vserver cifs security modify #3% session-security-for-
ad-ldap °

LDAP Z&THAEEIR !

R BN BEENEH
*HmE* I 2E LDAPRE
* -;-7\3\‘ *

o

ERNNEZ LDAP RE

g
il
I;Dl;‘i_
A
it

FRRDBES SRR REN « RTUREAEERE « ARE LOAP LSS - T8 -
() wRemAzsEE  SRERBREBNEH - 15 - IRFERIHSHSY - BIFER
A o

LR 2AEREEE A

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -session-security-for-ad-ldap seal

#8137 J2{EFH NetApp FPolicy

R LRI Je fEFE FPolicy ~ &2 ONTAP fRA ZMERIETH « TES1EBHER
BERNEERRTEERFEER - HP—ENSEERANERAEARHELFasZE &5
& NetApp SaaS FEFRER * AEREZRIEPEF I RERIEFIFME EEBERERN » HR
Z2MEERBIEBEFLUERR o

EEIEHIR—EEENZEHE - JREMEIEERFEERNEREENEN - HRERTHNZE2REEREE -
A TIRMEZENT REMFEEES] - ONTAP f23R5ZEF NetApp FPolicy THAE ©

TERRRPTLARIBIESERRERTE o FPolicy JRERMFRANAREIEER AP IHRAENX « AITETL -
B ~ B AR MIBREIESE o 1 ONTAP 9 B45  FPolicy IERFECEMZIEH G E B S ITHIF 1B THAEKIE
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1. ZEER FPolicy THEE ~ A BLFERSEI FPolicy JRE] vserver fpolicy policy create ©

HESh ~ NSRIGHER FPolicy REFMUESM » 5AEMAIL -events 28 - ONTAP $E{HEVER
@ SMBHERE FIR CERE R EUEFIRVERE L BER - SRERERE L MAIEFIERNT

==E=ie=rco . .
EY ~ 3516 -privilege-user-name 28 o

TFIXFiR M FPolicy ZI7 5/ !

clusterl::> vserver fpolicy policy create -vserver vsl.example.com
-policy-name vsl pol -events cserver evt,vlel -engine native -is
-mandatory true -allow-privileged-access no -is-passthrough-read-enabled
false

2. 317 FPolicy REIZ % ~ BN BFERSSIUEHE vserver fpolicy enable © IbESHEERE FPolicy
HENESIBFHIER °

@ FPolicy IEFFREZE + AAMRZERAEIRERNEREFNEN « RIEF SR FIREE
EEBARIRR -

T FIREEF FPolicy [RAIFIEAdr < Esa4HRERVEEFI4ERE vserver fpolicy show -

clusterl::> vserver fpolicy enable -vserver vs2.example.com -policy-name
vs2 pol -sequence-number 5

clusterl::> vserver fpolicy show

Vserver Policy Name Sequence Status
Engine
vsl.example.com vsl pol
vs2.example.com vs2 pol
external

2 entries were displayed.

FPolicy 1&38INKE

ONTAP 9 B1FELA N & EiPFEAY FPolicy IG58TH5E ©

BRI IE
WMHVEREERR T A setattr MIBFRESRIZBIAVE ©
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MR IERE P ER B ERIFPolicy R AR2S 25 48R FR R ~ B SR ETHERI ZE £ BIFPolicy @A S HE1ZEHZEE Lk o
EFPolicy(@iRESEFELFES - RA T L RO HEFNEN « WRMEHEEFEZEHEEEEHN o EE AR nHFE
BRERRES107E o

ONTAP 1 LIF BENZ 2454

LIF 2 IP it 2IERERT (WWPN) ~ BEAEERSE - flnae ~ TERE -+
B% - REBEERNEREEE « LUABAEIRA - SRS E B EREENENE
SAVERRIR FRRTELIF - BRAEEME LIF BBNZE2MIFUIFEER -

LIF A&
LIF BEUE :

* * Data LIF* : B2 SVM 1BRARY LIF ~ FARCEAR P imiEsm o

**ERELF L LIF BRESREPHEHMZ EEREEARE

© *ENRNEIE LIF [ RMEER IP AR LIF ~ AR EIEEEPREER
CEREEELF  AREEEREE-EETERLF o

* &M LF D ARBEREEN - BIORERRILIF -

S8 LIF AR

Data LIF FELIF EEAEIE LIF EEBELIF =M LIF
EEE IPFEK? & =0 ) £ £
RELZERRIER ? ) =1 ) ) =1
FERR B AR A FEEEE  EERREK v H IER B
PIAERERIET? 28 & =1 21 p3i)

* AMNEE LIF 25 ~ MBERE R RENFHNAERE] « Bt HNBMIR 22 REE 4 /Y
() FAE IP F4ERE o

* LIF B &EFREEERERMER L -

ET7HAERMRE LIF IESER > 55268 "ElifsBIn MR - ZEEmIRM T HEONTAP 9.10.1 F4aRY LIF
ARFSERBRBVEFHARE A ©

BT RARANAIEI RIS RSN EZ(EE » 552/ network interface service-policy create W%

A AN B2
"B BE o

EahERERRLE T

bR T ITREE R AR R 2EEFINFESS ~ RS EAVRICENREEBRINANZ 2
&l o FIREMEBERIMERE (DIINPAHE - AR ERS (IPS) MEMZEEE) K
FEMPRHIE ONTAP BYFEX ~ REUMMER RS LERENANTTE o IWEAZEEKMIR
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Mdns 5353/UDP % RE{EIXDNS
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