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®* security login rest-
role

* security login role



B * security login rest- i3
role create

®* security login rest-
role delete

®* security login rest-
role modify

®* security login rest-
role show

®* security login role
create

°* security login role
create

®* security login role
delete

®* security login role
modify

®* security login role
show

* volume activity-
tracking

®* volume analytics

volume file show-disk- autosupport 2B

usage
* set i FrEHfthen < BE#R(DEFAULT)
* system node autosupport

backup I8 vserver services ndmp
B volume 7

FrEHfthan < BEk(DEFAULT) readonly g
* security login password & security
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* set



8 FrEHfthen < BE#R(DEFAULT) none

“autosupport BB EISKATELERMIRE » AutoSupport OnDemand & “autosupport %
() 18R - ONTAP BT IE{ESREMI “autosupport PR © ONTAP tHTBH I SIS
“autosupport A EtEREIRE ©
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* BEELUN
* 19T SnapLock {EZ ~ {BFFEMIBRBRIM

* BEAE - NFS ~ SMB ~ iSCSI ~ FC
FCoE -~ NVMe /FC #1 NVMe / TCP

* EMRFS . DNS - LDAP #I NIS
* EETE

BRI ERAER E

* BE¥E SVM MR

vsadmin-volume - BEEECHNEREIRFAEEENEEEN
© BEIRHRE ~ (BHEERBEPRSD
« BIBEFLEE 0 gtree o REBFIFEZR
* BEIELUN

* BEAE - NFS ~ SMB ~ iSCSI ~ FC
FCoE -~ NVMe/FC 1 NVMe / TCP
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vsadmin-protocol © BIEE CHERERP A EBEREN

* BEFAE - NFS ~ SMB ~ iSCSI ~ FC
FCoE * NVMe /FC #1 NVMe / TCP

* REMRTS : DNS - LDAP FINIS
* EELUN

© BEIEERAE
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vsadmin-backup - BEEECHNEREIRFAEEENEREN
* B2 NDMP {E
* REFENHREERAER/ BA
* &I2 SnapMirror B{AFIREE
* RSN ERRER

vsadmin-snaplock - BEECHNEREIRE AR EENEHEN
- BIEMIEE - BHREBEIRI
- BIPFECRE 0 gtree  RIBFIEZ
* #1T SnapLock {E% - BLIEHEMIFR
© REBAIBE - NFS #1 SMB

* RREBRTS © DNS ~ LDAP #INIS
* EETE
* EERERERAAER T

vsadmin-readonly - BEECHEREIRE AREHNSmEN
© EPE SVM MR AR
© BEIEERAE
* IEREERE LUN
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FERRERAZE
FERRER A ESIEEBE AL ENEFERZEE! o AJSERERIE console, http, ontapi, rsh, snmp,

service-processor, ssh, #fl telnet °

FEULBHO] service-processor R FERAE LR EIEZNFEE c BHE2HES service-
processor B~ BEUWNERAS © " -authentication-method password FAIRFEIEHMESZ IR
password Eg:8 ° SVM FEAERE B AFEARTEEIESS © Bt » BILE28ERAR IR FENESESREAER

—vserver Jtt%ﬂ service—processor °



BEE—FRFIHVEM service-processor ? AfERmT system service-processor ssh add-
allowed-addresses ° lb83< system service-processor api-service RJFAREHAAREFIREE o

ENLe2EE - KTERE =R Telnet MixiF Shell (RSH) ~ A% NetApp EZEFRHLZE Shell (SSH) i
TE2EBERFE - IRFE Telnet 3 RSH ~ HZHEFHIF R « BILERUAELETHEE ©

It security protocol modify e BIEIRAHI RSH # Telnet HEELEAHRE - EEETEUA RSH #
Telnet ~ FiAERRNBRAIERES true ©

Base 134
B A2 BIEE AN B ANEE S o

LGRS s ER

cert SSL &R:EE:E
community SNMP t1E¥ =5
domain Active Directory E&z5
nsswitch LDAP 5% NIS B8
password g

publickey YN )

usm SNMP fEEELZ 2R

()  onmsthER2EEn  REEER NS o

& ONTAP 9.3 fith « EENE R RED T AR ERAMMAMERE 5 /ERIZH SSH admin 1RF publickey
password ° BRT S LHAIMBEAIZIN ~authentication-method security login ™ BHMIE T —ERARN
MM -second-authentication-method ° publickey '3 ‘password AJLUIIEES
—authentication-method B -second-authentication-method © 748 - £ SSH Exz5HAR] - sTEE—7F
publickey FRAEI D ERE ~ 1IZE S TERENEBER

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>

%€ ONTAP 9.4 B8 ~ nsswitch AJLAFME —_ &85 /57% publickey ©
7t ONTAP 9.12.1 F%4 « FIDO2 th ] AR YubiKey FEREEGEIE B HAth FIDO2 A B # 1T SSH B&sE -
£ ONTAP 9.13.1 BHtA :

* domain IRERILUBIESR ZFEERE /574 publickey ©

* REE—RMEEN (totp) BHRESEMELENGREN « ZEFFSEHBARBEAE _BREREN
BRsERRZ— o



* SSH AR MARFE TR AR TIREE « BL/RRRE SSH iR ER BRI / Bids -

4Nz ONTAP System Manager * Active IQ Unified Manager #1 SSH 2R ZEEE (MFA) #4AEA « F2
R "TR-4647 : ONTAP 9 HZ R RE:E" o

B IEIRA

FERHIEIRIRP, « AARMEESNABAUERAMBRAREINETEI o S2EMRPAIF
ENAAE Shell ~ BRERBERMIBAS « LHAITREHHETIE

EMETERNAREIEIRS | admin M diag°

MAIREE—REEFENTZREN FENGE - BIEHERAR c EEERAMNERRFEANIRS « FEEER
EIRPHEFERES o L*WE)EIEE%%@%@E’J%E QIR ~ WRAKRFHNEFBZIENIRS o 27 #RIERIE
ONTAP ZERMGHEHmBIRE ©

@ AR EH T RARIRE c MRBEEMRTIRE » RAKEMEIE » ZNERPBEZE
¥EL_L o *NetApp E:Z*FH lock 6L HEEMAEEMREIRS ©

HANIIRA REENLZEMIRE > 8 NetApp BFES AIEIEAHIRA ERRFRRFRE

5| AR A

EEYHAIRS ~ 55817 security login show @3 % ©

clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.

Tl (F2Er) REES

THHEERAEEM —ERABZENRE diag © EAIMUEA diag IREBITHIVEEEGERE T(F
systemshell © diag tRPEM—RIARBEEISERTHME systemshell BIRE “diag
systemshell °
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systemshell 118/ diag tRARA TEEBRRIZE BMRE o tFIRFIEREEZZEERE

(D % BERIERIZEABNISSI TER  UTRERRIE  IRSNHFE diag

systemshell AR—REIERAR o

BHsR Z Al
EFEELZ AT systemshell ~ BABFERARLHRTE diag lREBHE security login password ° fEFEZE
FsEX SRR ~ M EHAEE diag BBHE o

=
1.

E diag IREFERAEZR :

clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.

Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment

only when directed to do so by support personnel.

node-01%

EIREEE

£ ONTAP 9.11.1 B8 » BRI UERZEEEERE (MAV) » DEFIEEEIEEZER -
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S

HITHELENEE > IANMIBREAIR@ERIR o JIIEAIBILEERIAR - BEWERZ LR R
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®RE MAV 815 TF5EE :

* "BIU—ENZEEESZERE"
"R AZ EEIEERETAE"
* "HTIEEEDRAL" o

EVIERTEZE ~ B35 MAV 12EE4E (MAV BIEE) T ESIES I LEMRELETTE °

ESFE MAV B ~ TR BIRRRENEETZEZ=EDH
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2. FHITZH ) FRENHMER"VAY EEENEIZE"

3. iZHE ~ FEREBEERIEE -

MAV RERREEAREBHEHMEER TIERE - EASEEEMCTEEREELESIZE - T ReTmIEE °
NREEERFRFFERBEMEF MAV ~ NetApp EZRLEHEISTERN MAV /EXFRAETH © HI90 ~ EREER MAV 5
BIEMA volume delete ERFTKRBEENEBIEIRE « B vJAERYFEN % 5 BRI EE LHIRE o

AR MAV BEERE B > 5520 "ONTAP ZEIEEE 4" o

Snapshot $HE

Snapshot $H7EEE—*& SnapLock IHgE > AIEMIRE REBIRE EUFEH BN ERIRE
» MR E—EREFE o RIREENENEH EEERAREENRAEIEEREFEEFRE
ONTAP 4t _LRYIRAR o
ONTAP 9.12.1 5|3 IRERSHTEINAE o Snapshot SHE IR A E NIRRT o AT EE SnaplLock IRIEFER
EIERERIAIMAME > BIREBSETEER SnapLock Compliance Bf SnapLock Enterprise R o ;8B {ESEBAITE
EIES - BL& Snaplock Enterprise —#% ~ A REEMRBIEEEFEMZINE « B SnapLock Compliance
—1% - EREREZ#H SnapVauling IRIBIILE o AT B A4 EIRERMEHTERIRE » LUBREMZRENE
RIEMHIEE -

IFEHAAEN > $5880"Snapshot SEIH" o

BELRFE API 77HY

B2T FAFY REST API 5% NetApp Manageability SDK API 72EX ONTAP FI{EHRZE ID F1Z5H5
BusE 29 ~ BV AER/RGE R BT o

() 6% REST AP BBRBRBIERSE « 55 'OAuth 2.0 EHZEE" <)
{EETINIE ONTAP LA S I RESHIES « (TS BFm o

1. {8 Openssl 1T YL REL RS ©

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

It LB EL—(ERANARESE test . penm M—ERANZREE key. out © —fiZ5TE CN HER
ONTAP f£F#& ID °
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security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. BUA ONTAP LUt EFE8 SSL ZENAEFIR ~ WEE API ZEXRIERE ID o

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
—authmethod cert -role admin -vserver clusterl

FETHEFIS ~ EHE ID cert user IREERA ~ AIERA/KREREN API 2B o FRAMER
Manageability SDK Python 1§95 cert user 2REER ONTAP ks ~ $1FF7



#!/usr/bin/python

import sys
sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

FEL BB R ONTAP hRZs o

./version.py

V: NetApp Release 9.5RCl: Sat Nov 10 05:13:42 UTC 2018

4. ZE(FEF ONTAP REST API $1T/R:58UER:% « sAehl TP ER ©
a. £ ONTAP # ~ % http FEXRIEAZE ID

security login create -user-or-group-name cert user -application http

—authmethod cert -role admin -vserver clusterl

10



b. &Y Linux BRI E ~ 1T I < KELE ONTAP HRAEMAEHH

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": 0
by
" links": {
"self": {
"href": "/api/cluster"

S
* REEAVESEE « BHC NetApp Manageability SDK for ONTAP" o

REST API 89 ONTAP OAuth 2.0 #&#t BUEE:E

BRT /REBRIEGTE 29 ~ AT LUERR OAuth 2.0 R BLER S5 2R 1T REST API o

& ONTAP 9.14.1 B4 ~ (BRI LUSIBEHRMMKISHE ( OAuth 2.0 ) ZRAEIRIZE4I% ONTAP EERTFEY o EalLUE
FB1E{T ONTAP BIENE (&% ONTAP CLI ~ RAEIES RESTAPI ) HKeREUEINFE o Fi@ « OAuth 2.0 %
EAFEUEFRER DT AP infER REST API 72X ONTAP BREMA o

OAuth 2.0 Token EXfX{F & IR P EEFERIERES o

NZEMHF OAuth 2.0 BUEAE R » 552 R /A OAuth 2.0 BREEFIIEERY ONTAP 34" o

EANZESH

B2 REDERIEERAEMRR « 28] « LRERRESIERISIEIRE o FLEF
REVEBHIEUEERERBEFEN  BEREEX » FUHEXR ~ URERIRFBf#
7 © ONTAP R A E R IMARE LR 2 EIBHITNEE -

Vi

3

HTHYZS IR S TORE
A7 ZRABNEREIRS R  RSURE G542 « ONTAP B THUTHAE :

EZBRALGRFIAITRIMVIE « NEFTHARFTH
ER KRR EELE

=l
X K
CBA
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RE &R P IF{E A R PR
fERAIRFIEH
* BTENEHRESAE
* BAEMAIE

() IREnRERERRREARGARERSSRERE -

+ & SHA-512

AT IEREMELEME « ONTAP 9 321% SHA-2 BHEHIRINAE ~ WFARER SHA-512 R EHE U EEHE
0% o iR FENEES A UREEBIASHTEIRR ©

EFHRZE ONTAP 9.0 Sk E#hrEZ & - BB REETXERIRA ONTAP 9 FHEIIRP ZEEFER MD5 &L
AE o A& ~ NetApp BFVERFERAEBH TR « UBREEFLZEM SHA-512 fEIRFE o

BIEMRRE A RERIT T IIE -
* BTN Sl E RN EAEIRS !
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

* EfERIEEMZEISE (BIE ~ MD5) BYIRPIEHE - sBFIERETE T —REAREEHE !

clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5

* EAREAEEMEINENZIEHEERS

clusterl::*> security login lock -vserver * -username * -hash-function
md5

HEEE SVM ARAEMERE BIEAMMZIEMIATNAE autosupport © IERERERERE o BEIIREXR
N~ AR AEERETER LB RTENEN o
o HERRERAENTIEMEINNSE autosupport ~ FBEHIT RIS !
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::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown

Second Authentication Method2: none

c EERTERBMEINGE (FHRE ¢ SHA512) ~ BHITRAIGS !
::> security login password -username autosupport

BREBRESM - RAME -

security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: shab512
Second Authentication Method2: none

B2

ONTAP fERA HZEREWBSH « tlmERIRABFRAFRRAZED o

7€ 9.14.1 Fida - BHERVEFEEMEERANEN - (EERIHTZER ONTAP o

PREEZRE G RREREREARE -
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B
username-minlength
username-alphanum
passwd-minlength
passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits
passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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45
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
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