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netapp-ontap-tools-for- Select a name and folder
vmware-vsphere-10.4-

1740090540 - New Specify a unique name and target location
Virtual Machine from
Content Libra ry Virtual machine name: demooty

Select a location for the virtual machine.
1 Select a creation type
v @ vcf-vcOl.ontappmtme.openenglab.netapp.com

Pl (] Raleigh

2 Select a template

3 Select a name and folder

[ | Customize the operating system

[l tomize this virtual machine's hardware

CANCEL

ENEBRER > ARER T2 o (FE) EREEEN - BBZSHESEN VM o
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netapp-ontap-tools-for- Customize template e
vmware-vsphere-10.5-
1758196320 - New
Virtual Machine from

NTP Servers A comma-separated list of hostnames or IP addresses of NTP

servers. If left blank, VMware tools based time synchrenizatien

. will be used
Content Library
1 Select a name and folder ~ Deployment Configuration 2 settings
ONTAP tools IP address® This will be the primary interface for communication with ONTAP
2 Select a compute resource
tools
3 Review details
ONTAP tools virtual IP address” ONTAP tools uses this IP address for internal communication

4 License agreements

v vCenter Configuration 3 settings

5 Select storage

vCenter hostname* Provide the hostname of the vCenter Server.
6 Select networks

7 Customize template vCenter username” Provide the username of the vCenter Server
administrator@vsphere.

vCenter password* To authenticate your login, provide the vCenter Server password.

CANCEL BACK NEXT
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netapp-ontap-tools-for- Customize hardware
Vmware-vsphere-10.5- Virtual Hardware VM Options Advanced Parameters
1740090540 - New -
Virtual Machine from
Content Library

ADD NEW DEVICE v

v CPU* 9 @

1 Select a creation type

Cores per Socket 1

Sockets: 9

2 Select a template \

CPU Hot Plug Enable CPU Hot Add
3 Select a name and folder

Reservation o VY MHz
4 Select a compute resource

Limit Unlimited vV MHz
5 Review details

Shares Normal
6 License agreements

Hardware virtualization Expose hardware assisted virtualization to the guest OS
7 Select storage

Performance Counters Enable virtualized CPU performance counters
8 Select networks

Scheduling Affinity 6
9 Customize template

v Memory * 18 v GB
Reservation 0 v MB

|| Reserve all guest memory (All locked)

Limit Unlimited vV MB

Shares Normal

Memory Hot Plug Enable
/ CANCEL BACK NEXT
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. BRI ONTAP T ELA&E o
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@ # ONTAP T EBIEEEL R « ESFIA vCenter Server HITERRAIFRACEE o 71
vCenter AP IRfEAE N EAELEIREE A FTER vCenter Server o

1. R4ERR2IEE23ENE) ONTAP TEEBIEE | https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. (ERGITEPEHARIIRMAY VMware vSphere BIES 755 ONTAP TEXA o
3. ANEAPEE - HESES o

IR R EREH D IERVRTRE o

4. JEER * EE  DELRERE o
o MABREMEGIIRE - ARERELE - o

TE tar.gz IERIMBEERMSIEAS -
BERTHIDZER > £/ vCenter BRIREAENEELLHREN !

FER
1. & A vSphere AF i ©

2. 1§t vSphere Client B H ~ FifE * & * > * THREMH > EE*
S IRIEBFERBUELARE - XHEME > CRILUFD THEE - THAIETE LR -
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EOISEETEERE VMware vSphere ~ EFTRIEFIZERIEZXED ONTAP T AARBEITERCHE o
ERABEREARUE  AMUBAREERBIIESHE « BUHSNRZISSHANRELIERE

FrA $E:2 H s ERECER7E /var/log BI$E T HY ansible-perl-errors.log #8221 » LUEHEREIBHIAAZRATIRE o IEHES
B8 FHERABAKA Ansible 1£75 ©
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TRYH RS EEAIERRTE -

* FEERICHE *
00
01
02
03
04
05
06
07
08
09

* e
firstboot-network-config.pl * I EFE
firstboot-network-config.pl ~ I\ FH4K
firstboot-inputs-validation.pl
firstboot-deploy-otv-ng.pl > ZFE > HA
firstboot-deploy-otv-ng.pl > Z8%& > JE HA
firstboot-deploy-otv-ng.pl - SR
firstboot-deploy-otv-ng.pl > 74k > HA
firstboot-deploy-otv-ng.pl * 4k > JE HA
firstboot-otv-recovery.pl

post-deploy-upgrade.pl

ERABNRR ZUBFRMEHBANRE TERIZHER

* ERESHERAES
049

050
053

054
055

059

060

TEmIZ CRRITE

B ARG perl 1595 > thg -

REREIRER

SSH ZRAEERM EMRETEEREE (VM) o

Zit RKE2 kB

WITTFIHREL EHEENEE VM
HEHIE

Sudo rke2-killall.sh  (Ff& VM)
)Sudo rke2-uninstall.sh (FfE VM

AR E kubeconfig EHEE

EBEERKK

KubeVip ZFE5 B

BRIFEERERM

WRIZEEEE Pod ~ 5% Pod #
HErieE ~ AR EFENETE VM 5}
EHEPE o

R IPEHARITEMHAY Kubernetes
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X509v3 extensions:
X509v3 Subject Alternative Name:
DNS: vcenter.example.com, DNS: vcenter, IP Address: 192.168.0.50
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6. £ TRE) BEY  HRZEIEENE -
- EREERT > BEELEE TR K UERENTFERPERERE

~

E ESXi %A

fEFONTAP tools for VMware vSphere?E ESXi F##% L& E@mFMEME - UBRREBBEMNHEER - EIR
ENetApp IR BB LEME ©

ERIIATEESXiE 1% L5 E T3IUE -
HA/CNA /T EF&RE
B TR EATARE !
« disk.QFullSampleSize.
 disk.QFullThreshold
* Emulex FC HBAZ%IEF
* Qlogic FC HBAZIRF
MPIO & 7E
MPIO :RE ZNetAppfEFRAMRFIZERERK o MPIO REEERERTNFERE

HRSMEERIENEAE— LUN BEREFETAER > s55RERIR (VYMW_PSP_RR) BR{IEERER (PSP) &
HTHRELIRENEE - iFF8% IOPS {EfE 1000 5RE# 1 °

@ MPIO EREAR NVMe ~ NVMe/FC F1 NVMe/TCP 7€ °
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28 AFEERS ...
net. TcpipHeapSize. 32.

net. TcpipHeapMax 1024MB
NFS.MaxVolumes 256
NFS41.MaxVolumes 256
NFS.MaxQuesteDepth 128 HEEARA
NFS.HeartbeatMaxFailures 10
NFS.Heartbeat$a= 12
NFS.Heartbeattimeout 5

7 ONTAP tools fitE ONTAP EREAEHER

fEALLER D ERE B AONTAP tools for VMware vSphere IONTAP System Manager Y
ONTAP TH » URE #FERIGHIONTAPEREBEMEIR o A LUIERRMAAT JSON 15
ZIHAE  FHEIUFAENARE  UAIFEIESIRFERFAENRIEER o

a2 Al

* B https.//<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip fEONTAP tools for VMware
vSphere T&EONTAPPrivilegests o & zip 12%1% » L ZEIRM(E JSON FEZ o RTEASA r2 RAREE
FAASAr2 15ER) JSON 1E2E ©

@ f@ﬂﬁ&%i%&ﬁiﬁﬁ&ﬁ%ﬁ)ﬁﬁi%%ﬁ (SYM) *&EE@FH% o MNRETAEF
user_roles.json X » FEREAEEBMMENRIE SVM #[R o
* UREFRIENEIESEREA o
1. IREVE TR https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip t&2& o
2. FRARENREEIE P (Ii7FEX ONTAP R EIES o
3. UBIEEBHREAER - EXRTEFERE :
a. AERTHREONTAPTERARF & FEE &5 > RE > EAENAR TR -
b. HERTE SVM ONTAPTRERAF » FEE #FE SVMI > TRE) > FREMAG] &K o
c. 1x MEME) TEWR* g~y o
d. 7£ T#mEfFERAE) HWEAEP « B ERCER"
e. “3|E = _F{EHONTAPPrivilegesJSON &2 o H0IEASA r2 247 » 3E#E users_roles.json 1§2E ; ¥
FRASA r2 %4t » 342 users_roles_ ASAr2.json 182 o
ONTAPT A€ BEIEAEMMFIIL

. Tz BE B 2 A LINAEA*VSC ~ VASA Provider 1 SRA* o
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ONTAPI EZREMEEENERINERSIEA A6 #H(L -

o HAFTRIVERE RIS -
h ERERERBAOMR (SR  BIETE SN BT  NASISAN BE) - RERIBHR -

ONTAPTEMIE THIABNERE - KAEELERENABTHER -

SVM Aggregate ¥ifEZES

£/ SVM [ERE RFRTEBERMATZER > ONTAP tools for VMware vSpherefE BH:#7ZEE POST APl H#5EH
e LEIHIRE o ONTAPRELE SVM EREEREES SVM NFE LBIUIMEE - TRIIMREZ A > &
FBONTAP REST API ¢ CLI #& SVM HFEEIFFENES °

RESTAPI

PATCH "/api/svm/svms/f16f0935-5281-11e8-b94d-005056b46485"
'{"aggregates":{"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI :

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-——=—========== —————————————— ——— - —— o ——
—————————————— svm_test still5 vsim ucs630f aggrl
online 10.11GB vmdisk non-snaplock

FEEIL ONTAP ERENAR®

=E JSON EXEAFHEUCRENEE -

1. ERAEENEEEIE IP (IIFE ONTAP RAEBIES -
2. f£F3 admin Privileges B A o

a. AERTHEONTAPTAASR » FEE 85 > [ > FRENAR -

b. BEEXTHEE SVM ONTAPTEAR » FHEE (477 SVM > R7E > FRENAE o
3. lEAE

a fErAf RTEE MG o

b. #A * AEBLE M AEEE * sFHEER

$TH"REST API BRE-IH TR BRI BURIR o

C. IR LEN AP A ETFEE o
4. RIUMFERE :
a 75 * (AR FAGTIREL " 37 ¢ o
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b. 7% * MMEFEME * HEFESHRD  EN - ZAREES ~ o
C. WA ERERTE " o
d ff bt~ BuAe - PRPBRIUABEEPER * A8 o

e. MAERTFIENRARER « LUKEEETSE - ONTAPI fl HTTP B4 EMRARE « BERiA * &

B - o
fRE TMEMAE 1 BB/ M &#F ) FRE -

FFEEHEEHHEREEREFRMENREERFE

XEY|HTRE JSON EENIFEEEDINEFRANEEFHEMENREER - MEBERNAIEEERN > 5
5/ JSON #EZERII AR > FA&EHAONTAP tools for VMware vSphere BB NMEEEEONTAP LEITHREN

AR °
AT D27 AP FEERIMEE -

API FEUE AR
/API/cluster MR
lapilcluster / ¥31E | #E1& MEZE
/api/cluster / BfiZ5 =
IAPI/SECSecurity /1R &
IAPI/SECSecurity /At MERE
/api/storage / Aggregate B
lapi/storage | #5 B
lapilstorage / F&btE MEZE
IAPI/f#1F 321 /QoS/ [RE! EEY / BEII / &K
IAPI/SVM/svms ]
/api/network/IP/ 7TT& =
IAPI/#TF 521# | Bl It @i MR
[api/cluster/metrocluster MEzE

7 VMware vSphere ONTAP AP| B £ 5B (FAEEL ONTAP TH

FaR
R E
SRR E R RS
AR

BRI

R

B/ R i ERRENERSE
EtRE

B EEBH B AR = A AR Bk
BSR & I RA R AYREHE

QoS 1 VM ZHREREE
TEAH G R EFFENS SVM ECE ©

iLHEERR - EESE LIF B2
BE/SVM

SAZ Z£18 - B ONTAP 9.16.1
EESIRAFIASA 2 24t o

Evf8MetroClusteriRREFN A B ¥ 40 E
i

@ PATCH fEEMERH#FRE LB EIEIRFERIR « 17 ~ (ECAHRER - (R/OERAISEEER

TrERZASIERIRE o

BAERIR « B « EESRERIEONTAP APl NEAE R U EIEONTAPTAILERIE ©

EEEIUAR FIPRA Privieges FUZRESHEFERE > FFHIT FH< !
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security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>

/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/gos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns



security login rest-role create -role <role-name> -api

/api/storage/file/clone -access

read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

/api/cluster/licensing/licenses

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

-role <role—-name>

-role <role—-name>

-role <role—-name>

—access readonly

-role <role—-name>

-role <role—-name>

-role <role—-name>

services/name-mappings -access readonly

security login rest-role create

-role <role—-name>

/api/network/ethernet/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/interfaces -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/logins -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/ip/interfaces -access readonly

security login rest-role create

-role <role—-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-
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/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -—-api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

LLESh > #4752 ONTAP 9.16.0 kRS E#THRZs » sBHIT FI@m< ©
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security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

H7 ONTAP 9.16.1 AR K E#ThRas_EAY ASA R2 R4t » BT FI@< ¢

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

%L VMware vSphere ONTAP APl ZE 2R SVM EEFHAEEI ONTAP TA

HITUA e @ UL BEARA#IRR SVM #EfERE :

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>
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security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers
—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-—

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>

LLESh > ¥452 ONTAP 9.16.0 kRS E#THRZS » sBEIT FI@m< ©

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

EEEA LRI AP RAGEITIN API BIERE » FHIT MI6< -



security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver-name>
#h

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

HATU T ap TSR MR EE EFN
security login unlock -user <user-name> -vserver <cluster-or-vserver-name>
&)

security login unlock -username testvpsraall -vserver Cl stil60-cluster

HE A VMware vSphere 10.1 A& ONTAP TEA#A%A 10.3 FHEE

B EA JSON HEZREI HEHEEAER VMware vSphere 10.1 EFAEEAR ONTAP T » FBiEfRERE
&1 Privileges £ %) ONTAP CLI 854 » UFHRZE 10.3 kA ©

an

EmIEE

* VSC

* VSC #1 VASA Provider

* VSC #1 SRA

* VSC ~ VASA Provider 1 SRA °

# £ Privileges :

security E A create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access read
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security B ABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all

security B ABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add" -access
all

security B AR create -role <existing-role-name> -cmddirname "vserver NVMe &4 Z=fEMIB& " -access all

security A8 create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove”
-access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all

HHEH json HEEEIL SVM EEFERER VMware vSphere 10.1 ONTAP T & » :5{FH ONTAP CLI f5 S AD
EIRERE Privileges » UFHRZE 10.3 iRZ o

SVM Privileges

_security E A M create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access
all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all -vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all -vserver <vserver-name> _

_security A M create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access
read -vserver <vserver-name> _

_security A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all -vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add"
-access all -vserver <vserver-name> _

_security E A A create -role <existing-role-name> -cmddirname "vserver NVMe #5& Z=fEfMIFR " -access all
-vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all -vserver <vserver-name> _

_security A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
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-access all -vserver <vserver-name> _

EERATYIES » 518155 vserver nvme namespace show ¥ vserver nvme subset show 18 EIREHE o

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

EAR VMware vSphere 10.3 fEFi&R) ONTAP TEF 4k~ 10.4 FAE

LONTAP 9.16.1 B4 » #EONTAP tools for VMware vSphereFH4RZE 10.4 {EHE ©

HHEH JSON 1E2ZH] ONTAP 9.16.1 kRS E MR A ZE L £ E(FAE Y VMware vSphere 10.3 B EEH
i) ONTAP T A » :5fEF ONTAP CLI i S {5 EIREAE Privileges FHRZE 10.4 iR ©

AT EMINGE ©
* VSC
* VSC # VASA Provider

* VSC # SRA
* VSC  VASA Provider # SRA ©

#E £ Privileges :

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

7 ONTAP tools FHi{s#1Z15 1k

fEFHONTAP tools for VMware vSpheres ESXi i BIRHFRIE o TSI EE
£ SVM > BiFAMetroClustersz 15 > W ESR/REUBREZ2EELR o [KAILIERONTAPT A
f}gfﬁ%%éz vSphere FA R InsR EfEFR IR > BTSN » WESRES TR FHEHLRE
IR °

BB EEER  BEONTAPTENEPERAZESR SYM & o A EEZHRIRELHEFR vCenter
Server AT - ONTAPLEE SVM ¥ EZl| vCenter Server LUE{TVWolsE{ VMFS BEHEEZESIE o« ¥ VMFS
ERMEIEA SRA THERZ » OISR SVM /BSBMEE DI #E o

AEMMEREGHEF R 0 BTEONTAPTAEERPEAONTAPRE RS - 2 FRIEIREIRTIERE > U
A ol BIEFIENREER - EZHARIRET » SIS SVM EREREEVWoIsERHHT
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SNZRONTAPHERR T MetroClustersz 5 » RIiGRIREEN B REE T ER RN B HFFRIFMA -

FEYaZ Bl
R REETESAMMNEEEALTE (SAN) L o ONTAPZR(EA SAN HAIAHAIZERM SVM B2 LIF -
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{#F8 ONTAP T E&IE
@ EZAARER » Ko URIIILHEFER RS » WEASHEHIE SVM LUER SVM FEHE
505% ©

1. AR B E23RE) ONTAP TAEIES ©
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. FAEEIEHARIRMAY VMware vSphere BIEE 755 ONTAP TEEA o
3. AR * HTERIE -
4. FriEEEIE - MIRMFARSS IP (I3t FQDN - FREZBIREHAER

() 4B 1Pva 7 IPve (b EIERE o
5. BIEVONTAPR RN BHEEE - WEBVHELUETH LS -

@ NRFE > EAI RS 2 FAEEEAATE (SAN) B8 - AR > F2R'E

=% A i ]
R EEREEIEEE" o

6. MRITHTILRIFETF R IHZEMetroClusterFL BRI —3E05) » ONTAP T A BRI G R —BI58 R 2 LUIE
HERE o EE WML W IRHMetroCluster B EREFRIRAVEFHAE o

(D ONTAPRGHTLIRAILIEN - FHHTONTAPT AL o

£/ vSphere AR IGRERAENE
(D) wolsER #4815 vSphere Client (EFRE N B SVM FERE -

1. & A vSphere FHE I ©

EREERES » EIOMIMENEE T7RY * NetApp ONTAP tools* ©

AR EEE ~ R RE - o

G HFRR > WIRMERES P Akt » A&  BIENEREFEER -

> w0 D

TR RERRENREUR IPv4 5 IPv6 BIE LIF i fEERE - BEEREME

(D SvMAE - BIREER SVM BBELR SVM EIE LIF - MBEEEEMA - BIFEAR
HEZEEMA SYM £RE o

S. HEIEISONTAPEE R Z M IREZEE » A EEHUEFH LF -
6. WNRFILHYEETFER IR EMetroClusterfit BEAI—EF4) » ONTAP L EAZEET #rifMetroCluster¥i%f2 &
B o BB RS DL HEHEERR o

(D ONTAPRGMTLIRAILIE - FHHTONTAPT AR o

B TRIE ?
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6. EVSTFEVER ABRSE REST API 553K © sHEAU T &M » W EMBMARENRITIRIERE

curl --request POST \

--location "https://$FQDN IP PORT/virtualization/api/vl/auth/vcenter-
login" \

--header "Content-Type: application/json" \

--header "Accept: */*" \

-d '{"username": "S$MYUSER", "password": "SMYPASSWORD"}'

B RAEF O P ERIFFE M o

7. 1}t Swagger 3% Postman {5 API LUE1THEE o

curl -X POST
"\https://xx.xxX.xx.xx:8443/virtualization/api/vl/vcenters/{vcguid}/migra
tion-jobs"

&R LAEBILE URL 7£BX Swagger © https://SFQDN_IP_PORT/ » Ul :
https://10.67.25.33:8443/ °
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° HTTP JF &M imEs *

ItE REST API MOUfE R 575 A M imkh o

*HTTPAE* BRI
A~ /API/V1

° BRIPAREAY *
AL
° BRIEEH *

curl -X POST 'https://<OTV-NG-
IP>:8443/virtualization/api/vl/vcenters/<vcguid>/migration-jobs' \
--header 'x-auth: <auth token>' \
--header 'Content-Type: application/json' \
-—-data '{
"otv ip": "xx.xXx.xx.xx",
"vasa provider credentials": {
"username": "xxxxx",
"password": "F*xAkkxw
by
"database password": "x**Fxx*xn

} |

HMR B ERIERA

"otv ip": "xx.xXx.xx.xx",
"vasa provider credentials": {
"username": "xxxxx",

"password": "MEFxxAKKxM

° JSON #ith&af

AREE—EFEHR - REFFREHTUETE T —ESRPER -
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"id": 123,
"migration id": "d50073ce-35b4-4c51-9d2e-4ce66£802c35",

"status": "running"

8. {#F3 Swagger FFY T3 URI R AREE :

curl
"\https://xx.xx.xx.xxx:8443/virtualization/api/jobmanager/v2/jobs/<JobId
>?includeSubJobsAndTasks=true’

ERLE—TBBEERERN ld) & - FETNRE » FIRRFEELRPHNER RS -

9. HXONTAP tools for VMware vSphere#fi& = vCenter Server ©
10. fEEFHONTAP tools for VMware vSphere BJVASA et o BRAsREE » A28 51 VASA Provider" °
11. E&3% VASA Provider 31 :
a. 1£ vSphere Client 1 » EEZE vCenter Server ©
b. 3%#2 Configure > Storage Providers ©°
C. FEs8 E—BRAsEEY VASA Provider BEMA4R L o
12. FHREB TS ERZLEONTAP tools for VMware vSphere :
a. fEONTAPTA 9.x 1 > FRK Web 15 o
b. IZENAEEITLIE o
c. EA TEERARENLEEE -
d. A "5 2Lk VASA Provider 1 SRA g% ©
€. £ vSphere Client # » EfiZE vCenter Server 32 Configure > Storage Providers ©
f. 842 ONTAP T A 9.x HYBAR VASA Provider » #3542 Remove ©

E VASA 1R{ftZE {118 » vCenter Server &£ EONTAP tools for VMware vSphere © FiE EiHz#
TZEM EHE S RT3ART - AR ONTAP tools for VMware vSpherei2 fHARFS o

13. SERERMEFRIRIEREE - BEM NFS fl VMFS ERl#FHE HIRTEONTAP tools for VMware vSphereH »
AIAERERE 30 NHENFRE - THMEEE LBRETMANTRMY ©

14. {58 Swagger I Postman 51 APl SifTIEEIENEE ©
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° HTTP A &Hime;

ItE REST API MOUfE R 575 A M imkh o

*HTTPAE* BRI
EHEIER /API/V1

° BRIBSEEL *
JERF
#51E Swagger FERLLT URI :

curl -X PATCH

“\https://xx.xx.xx.xx:8443/virtualization/api/vl/vcenters/<vcenter i
d>/migration-jobs/<migration id>"

° HTTP A& inEs *

It REST API MEOU{E R T 775 7 M ik ©

*HTTPE* BRI
EHIET IAPI/V

° BRIRFREY
JEREE
#H1E Swagger FEALLT URI :

curl -X PATCH

"\https://xx.xx.xx.xx:8443/virtualization/api/vl/vcenters/<vcenter i
d>/migration-jobs/<migration id>"

°© BREIEEH -

curl -X PATCH
“\https://xx.xx.xx.xx:8443/virtualization/api/vl/vcenters/56d373bd-

4163-44f9-a872-9adabb008ca9/migration-jobs/d50073ce-35b4-4c51-9d2e-
4ce66f802c35°

° JSON #ith&Ef *
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"id": 123,
"migration id": "d50073ce-35b4-4c51-9d2e-4ce66£802c35",

"status": "running"

@ 7£ PATCH API MDY eh{ER ER 7 F{EEIAY Tmigration_id) {E{E% <migration_id> o PATCH
1RERVEAERAE AT ©

() uuiD EBEE AP FRBEXEE UUD

BITIEHIENRE APl 2% » FfE VM #3gE<FREFRA o
T—5
SERR BTG ONTAP Tools 10.5 5 E| vCenter Server 18 » :BIKBB T 55 BRI .
s EFBIRTH 0 RATEBERE EE ERIFTRSE o
* EEENHEENERILIHEERIE - SERMBURN T - BEREENERILSBNEE - MRERERF
COIsE S BB ARIRK -
FHk% - MR EFRILBPAVIREBRAECBE > BAEE T T REHRERHERL

1. FIEERMRE ISR E > E RS T R
2. AR ERRSFHFRB SR THSREIRES B -
3. EIEHFER R N FERIE RS -

4. EEZER o

o ERHBRRERIEERIE THEREREETRAERME

T

FEREE R
* "BEARE R VMware vSphere 10 RBAC By ONTAP T A"

* "#&ERAMONTAP tools for VMware vSphereF 4k E 10.5"

BHAFEXEACES (SRA) T ER

ez Al

EERAED > ZRELESIEERUSEINEENMNE » MERLMESIEERIEISSRERNME -
SRMVMware Live Site Recovery 2T EZENERTEAGKES » SEZREMILMERILELAVHEEN ° 1118
[R5tZH > CLEANUP #1 REPROTECT #%R#% {5 F8 > i TEST #1 RUN Z$R{NARNA o ER T UhEL O EHLT
HEITERINE o 81 SRA ZHI » ALEE—ERLRN T IRERRE » B—ERILENERIREE o

@ YR EERZ B B B REN RN EMRRE - RIAZRINEE - ATEEEB ZAERF
BT - MREAETASKEER - FEEAHSEEBLFRGER -
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1. BRI TIIZEE » £ VMware A8 MIPRER VMware vSphere 9.xx B9 TE ONTAP MEE :
a. gi1¥ VMware Live Site Recovery RS E IR EH
b. BE * EFERENE R * &R °
C. EHBRTISRINAERPEEEY * ERAERE * o
d. EBERFIRTHAER AIZEER * fIBR * o
2. {EREEUEBERI IR LRSS FITIS L BR o
a. "ZA VMware vSphere IR#SEXE ONTAP T A"

b. {EF T2 EEONTAP tools for VMware vSphere"7f VMware Live Site Recovery fEFIZEE FETE
SRA"

rm

C. £ VMware Live Site Recovery /M _E > 1T Discover Arrays 71 Discover Devices o FEsRz& 5 F8 £
ERRIER o
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{5/ REST API &)1t
T f# ONTAP tools REST API

AR VMware vSphere 10 B ONTAP TER—4HAN EHi4ssEmBEHREEMNTR - H
hE &8 KM RESTAPI » al{fEABHERZFIN—IBOER ©

REST WebfRFSE R

Representational State Transfer (REST) R—@RIREILSHT Web BRI » BIEHEERARTS API
BIs&Est o BEM T —EIM 0 ARBEARSEE R SEERRE o

ERMARERT

BRE REST Web ARFESFEAZNMNERITH o 5%st REST AP FFAMIBEEEMMIHRIE -

* BB AR AERSBEER
* EERERAGMERIBFIREEFRER

RBRIGEAREAIUERERTENMERERBTREET RS

HTTP :RE

BYXFEHBE (HTTP) & Web AR A B iHFERSS AR RA FMERNFENERIHGE - ©&1E CRUD
KR > DIEEST > 3BEN > BRI —ARIEEAER - HTTP S8 E 2IEE RO FEIEEE » MR EIFEREEME o
JSON ERIH&E

HAEZENERA AR » BRZEDNAEIESR JavaScript MERTE (JSON) © JSON BUANN FRTE
BEREBNERZE > AREHENE RN ESHEIKEEEHT -

e

Z2M 2 RESTAPI NEEET © BT AN REMEK E HTTP REmEMERZEM (TLS) EH&EigEs > A
1% VMware vSphere 10 REST API BY ONTAP T At E{FAFEVEREITHRE - KEERUSERER » ER
#EH API MDY R EATE ©

SIEIERSER

FA VMware vSphere 10 REST API B ONTAP TEZRIZHITAZDIEX » WIEEE TR ELIARAER
B CHLIEERSEE  UWEEEERERB AR TE -

ONTAP toolTools Manager 1213
CFEsZE B ONTAP T AEIESIIRIEHAEEM o

FEBEI A3

ONTAP tools for VMware vSphere/2fEF vSphere ZimiH{F 2RSS0 ER o ;28 BE (B15¥% REST API 9 18)
EEBNES IS PET

ONTAP T A IP fifilt
JBAR VMware vSphere 10 B9 ONTAP TEGARE— IP {iil » {RIET ERIKSRINAENRE - CREE8
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S EHARR MO > WG HIRIRAS P EB B & S35 7T o LEAIIERT{ ONTAP tools> BIEEFERAENEER »
WA B3%7EE Swagger X4 EmEA RESTAPI

{E REST API

B2 T R VMware vSphere 10 REST API £ ONTAP TE> 4 » ONTAP #1875 H O REST AP
o ONTAP TEEIEE{FF ONTAP REST AP| A& B P imKMITHEFIER TIE - B4 F > EmE APl 2%
IERFER o MNESEME « 35 "ONTAP BENL" 2R -

ONTAP tools REST API E{Ez¥ &

REST ©&#i—4HEH E’\Jﬁiﬁiﬁnﬁ BIME > B5ME AP BB (FR st SRR HEE
MR o {FH ONTAP TAZ A » BEZALHE VMware vSphere 10 REST API B985t 75
o o

REST AP| E3E#IE 5 JR4ER! > #5490 vCenter #] Aggregate ° UNZEFAME N » sBREI"API 2EE " o

N{AI7ZEXREST API

&R LB ONTAP T A IP itFNEFIEZR7EE VMware vSphere 10 REST API Y ONTAP T & o 582 URL
BRESD > B

* ONTAP T & IP {uitFliEiZig
* API hix4s
© BREER
* BEER
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