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security login rest-role create -role <role-name> -api
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies —-access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings —-access all

security login rest-role create -role <role-name> -api
/api/snapmirror/relationships -access all



security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces —-access all

security login rest-role create -role <role-name>
/api/storage/qos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api /api/storage/luns

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

-api

-api /api/cluster

-api /api/cluster/jobs

-api

-api /api/cluster/nodes

-api /api/cluster/peers



—access readonly

security login rest-role create -role <role-name> -api /api/name-
services/name-mappings -access readonly

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly



security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api

/api/cluster/metrocluster -access readonly

tESh > #7E ONTAP 9.16.0 IR K SERTHRZAS » SAEIT TFHIa< -

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

£ ONTAP 9.16.1 iR B B HhRads EBY ASAR2 &4t » sAHIT MA@ < ¢

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

AL VMware vSphere ONTAP API A& SVM £EFHAEEIL ONTAP TR

HITU T e < LRI RAFIA#IRE SVM SEEIERE -

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create -vserver <vserver-name>
security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
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—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/peers
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>

b > ¥45C ONTAP 9.16.0 hRKE#THRAS > /AT FAIE< ¢

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

BfEA AT API A BRI API BUfERE > ST o< !

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

Bl

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

TUT e < RIRP MR A BB T EFE -

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

Bl

security login unlock -username testvpsraall -vserver Cl stil60-cluster
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&R JSON HEZER T #HESHEFAER VMware vSphere 10.1 EFAEEAR ONTAP TH » FHiEfREAE
I Privileges £ % ONTAP CLI 854 > UFHRZE 10.3 k7 ©
EEMIAEE :
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*+ VSC

* VSC # VASA Provider

* VSC #1 SRA

* VSC + VASA Provider #1 SRA ©

#= £ Privileges :

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access all

security B ABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show”
-access all

security B ABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access read

security A8 create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all

security B AB create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add" -access
all

security A create -role <existing-role-name> -cmddirname "vserver NVMe 1% Z=fEMIB& " -access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove”
-access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all

HHERA json 2B SVM B EEHEER VMware vSphere 10.1 ONTAP T A » 55 ONTAP CLI s S 1282
BIEFEME Privileges » UFHRZE 10.3 ARA ©

SVM Privileges

_security A create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all -vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access
all -vserver <vserver-name> _

_security B A S create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
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-access all -vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access
read -vserver <vserver-name> _

_security A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe #5& Z=EfMIFR " -access all
-vserver <vserver-name> _

_security E A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all -vserver <vserver-name> _

_security A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all -vserver <vserver-name> _

EERATYIIES » 3518155 vserver nvme namespace show 1 vserver nvme subset show 8 ZIREHE o

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

HEAR VMware vSphere 10.3 E5E ) ONTAP TEARA 10.4 (FHE

EONTAP 9.16.1 B4 » #EONTAP tools for VMware vSphereF4RZE 10.4 (£

HHER JSON 1E2EH] ONTAP 9.16.1 kRS E MR A E 1 &= E 2 E(FFR &Y VMware vSphere 10.3 B EER
) ONTAP T » :5f#H ONTAP CLI i S 1EALEIREAE Privileges FH4RE 10.4 KR o

* VSC

* VSC # VASA Provider

* VSC # SRA

* VSC + VASA Provider 1 SRA °

£ Privileges :
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security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

RH#ATF R IR ZONTAPTA

ESREFEEFERIREITNEEONTAPIT AR » IRAIUUEIZE vCenter Server s EM B IBERHATF
Fﬁ o

BEEEAEINLHERE > SATEONTAPTENERFEREED SVM & - ELEHEFRIHEERNETEN
vCenter Server o ONTAP T Ej& SVM ¥fEZ| vCenter Server MAE{TvVolsE, VMFS BEMEZESIE o Hit
VMFS Bil#7FH SRA TIERTE » (SR LUEH SVM /&:% > MEERIEMAHNESE -

T LUEMONTAP T AEIZHFHIONTAPR /BB I 1 - 2T B BT TIERIEZAMS
Wol BIRFIBIIEERR - ESMBFRET » CAMIARI SVM BREREBWoISHREHTS -

EONTAPZ M FRRIAMetroClustersa 125 » i RIREEN B IREE T USK ZERHEFRIGIA ©

FIYAZ Al
BRREETESAENN T EHRRLTE (SAN) HHil o ONTAPZRL{EA SAN HEAIRKAERIZEEN SVM BI2 LIF -
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1. AR B E23RE) ONTAP TAEIES ©
https://<ONTAPtoolsIP>:8443/virtualization/ui/
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