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e. MAERTFIENRAREIR « DUKEEET A - ONTAPI fl HTTP B4 EMRARE « BERiA * &
B o

f 3RE MEMRE * 1 Y~ 20 I~ 7~ ) ERE -
FEEHEEHHEREEREFRMENREMERFE
AERT HARERERERE JSON ERMEIL 2 FEEE 2B EEEEREMTIREER - MRELEEM

EEAEHE - ERCFER JSON IERREILFEAE ~ EAEAR VMware vSphere B ONTAP TEARRRE
7£ ONTAP LEITHEIRACEFEREIR ©

fEF API

API EEER B

IAPI/cluster B BREARETR

lapilcluster / ¥Z1E | #1& MERE RERTR T SR ERE
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lapi/cluster / Bii%5 B TREURER

IAPI/SECSecurity /iRF & REPRERER

IAPI/SECSecurity /A& B FEPRERER

/api/storage / Aggregate ] BRIZR& / Volume &R B HARS
HNESEMEE

/api/storage | #5 B S EERBREMEAREER

lapi/storage / bt MEZE ES & & B RYERARAIE

IAPI/f#7F 3% /QoS/ [RA AEEN / 3L / 1E&eK QoS # VM [RA &R

IAPI/SVM/svms MESE ZEEM%%%H%%E’\]'E?R'FEY% SVM
4HRE o

lapi/network/IP/ 7Y MEZE Add Storage Backend (Frif#7E

(3
SVM

D BB LIF EAEE /

# VMware vSphere ONTAP API BV & &EE & EIL ONTAP T2

®

37 ONTAP IH > I VMware vSphere ONTAP API BV EAERSIERE » BiftfFsE  EoHETER
> SHER(HETF Privileges > MUERENERZR I EIE ONTAP TRET{FHIZ o

ICEEIRER > B > (BRURIHER Privileges » A REEBERFHE R E R ERRITEMBEELRBE
18IR o UNRIBLE Privileges 2= » MMEEN T (ERIZPEFISIERE °

EEEV AR LFRA Privileges EEHEFERE » BHIT FIG< -

security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

-api

-api

-api

-api

-api

-api

-api
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security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>
/api/storage/namespaces -access all

security login rest-role create -role <role-name>

/api/storage/qos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>

/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

-api

-api

-api

-api

/api/storage/luns

/api/cluster

/api/cluster/jobs



/api/cluster/licensing/licenses —-access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

—access readonly

security login rest-role create -role <role-name>

services/name-mappings -access readonly

security login rest-role create -role <role-name>
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name>
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name>

/api/network/fc/logins -access readonly

security login rest-role create -role <role-name>
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name>
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name>
/api/protocols/nfs/kerberos/interfaces -access rea

security login rest-role create -role <role-name>
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name>
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name>

/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name>
/api/security/accounts -access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
/api/storage/aggregates -access readonly

-api /api/cluster/nodes

-api /api/cluster/peers

-api /api/name-

-api

-api

-api

-api

-api

-api

donly

-api

-api

-api

-api

-api /api/security/roles

-api
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security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-—-name> -apl /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

EESh > #75E ONTAP 9.16.0 hR B2 ERfThR S > SHHIT Foas< !

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

%L VMware vSphere ONTAP APl ZE 2R SVM EEFHAEEI ONTAP TA

EEERFRA Privileges 1 SVM SBERIERE > 55HUT M&< !
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
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—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/peers
-—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>



security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly -vserver <vserver-name>

EESh > $75E ONTAP 9.16.0 IR EERThRZS » 55T FF8R< ¢

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all -vserver <vserver-name>

AEER LRI API A GBI AP BIERE > SFRIT FIe< !

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

gh -

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

AERAHEENEEFE > FRIT Fe< !

!
]
&
i3
il
m
™

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

i

security login unlock -username testvpsraall -vserver Cl stil60-cluster

B E A VMware vSphere 10.1 EFA&R ONTAP TEFH A 10.3 A&

1R VMware vSphere 10.1 89 ONTAP TE{ERE S json EREBINEEEHEFERE - 557 ONTAP CLI
LEREEESFAERITIIGS » UARE 10.3 k4 o

*« VSC
* VSC # VASA Provider
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* VSC #1 SRA
* VSC + VASA Provider 1 SRA °

#=5 Privileges :

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access read

security B AB create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all

security B AB create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add" -access
all

security ZE AT create -role <existing-role-name> -cmddirname "vserver NVMe &2 ZEfEMIB& " -access all

security AR create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove”
-access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all

R VMware vSphere 10.1 B ONTAP TE{EREEFEHA json IEREILMN SVM HEFRE  FEAEIESE
FIE&TE ONTAP CLI E#HIT &GS ~ UAHRE 10.3 AR ©

SVM Privileges

_security B A S create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access
all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all -vserver <vserver-name> _

_security A S create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access
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read -vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add"
-access all -vserver <vserver-name> _

_security B A A create -role <existing-role-name> -cmddirname "vserver NVMe &5 Z=EfEMIFR " -access all
-vserver <vserver-name> _

_security E A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all -vserver <vserver-name> _

_security E A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all -vserver <vserver-name> _

1885 vserver NVMe 5% 28R show F vserver NVMe F %4k show SIS EIREAE « B TGS o

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

£ VA RYEE]
FTIE R IR
G EFER IR ECEE ONTAP &5
BRI T1E
R vCenter EZHPREFIEIER SVM BWFEF » BFER ONTAP TEBIESIMNILEE o BHEFERIRHA
vCenter Server IRl > MIEHSIHEEZEEE AR vCenter Server #I1T{ERE o vCenter TH PR A BIEHFIEMN
EFELE%ES ( Storage Virtual Machines » SVM ) ° iEA]:E SVM FRAERE vWols BREKRE © SRR
SVM 7£ vCenter FFfIE{#ERME ©
£/ ONTAP TEMFRENE » UFERH SVM 2B L A RFRERIE - ELHEEFERIFERIE— vCenter

o TEZASHE E P B EESTEERS > BRI SVM 2 HENEFERE vCenter LIEIE vWols B VMFS ° St EIFEE A VMFS
EIE > ONTAP TEXIE SVM 3:% > MAEERITEE -
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{#H ONTAP T E&IE
@ EZAARER » Ko URIIILHEFER RS » WEASHEHIE SVM LUER SVM FEHE
505% ©

1. AR B E23RE) ONTAP TAEIES ©
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. FAEEIEHARIRMAY VMware vSphere BIEE 755 ONTAP TEEA o
3. AR * HTERIE -
4. FriEEEIE - MIRMFARSS IP (I3t FQDN - FREZBIREHAER

() =B 1Pva 0 Py (it ETERE -

£/ vSphere AR IGRERAENE
@ 73515 vSphere A RIRfERAENEREMFERIRE > BFHLER Wols BRFRETZIRER
i SVM fERZE ©
1. & A vSphere AF i ©
2. ERFEAERF - EERYMIMEXEER THH * NetApp ONTAP tools* ©
3. ANRrPEEE - (ETERIR - o
4. IR o MIRMEEARSS P (it > ERAERTE » BIEMEBRFEAEN o

@ EEEBIE SYM A% » [CEI LT RERENES » LK IPv4 fll IPV6 (it SIEME
» SR SVM B LIF B9 SVM BU5%5E -

T RIE ?
BEBREWRER - KR EREIFIERHEE R o

B (#1251 5 vCenter Server H{T{EREE T REH

R F &I vCenter Server I FHHf » UEREEFERIREEE AR vCenter Server #H171{E
E%Zﬁzﬁ@ﬁéﬁzﬁu ©

HER
1. #4AER2IEE23RREN ONTAP THEEIES | nttps://<ONTAPtoolsIP>:8443/virtualization/ui/
2. (EREIEEFEHARIIRMAY VMware vSphere BIES3:7:% ONTAP TEEA ©
3. #AE%3EE vCenter ©
4. SIS EBHFEIREIIRIA vCenter Server HIITIERS > BEENEEHBLIE -
5. e THITVEEEIETFEIR » 1§ vCenter Server M TIEIBSELFR SRRV B IR L RANS
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JNRIT R R A& E HEER T EY ’WE$GI%mﬁﬁ$$@WHPuMﬁ %ﬁ%iEEﬁr
Al o TR LU ELER E A G B E IP (Uit EEMRA » WHPREERRVAIUL o R » B
TEHFBRAY ESXi M EHITHME(EER > FEEEGRM -

1. & A vSphere FHE I ©
2. & ToMMES) BERTARY M) HEEH > #EEL* T NetApp ONTAP TR * o
3. 7£ ONTAP TEMEREH ~ BEE * R7E * > * EIEMARER > HHE "~ -

BTSSR P ik > FLESE > 8E > BRI EEEKE (CIDR) HEM=ENEESRKIRE
4. BFEBMRIF o

EIUENEFNE

ECEEIHEERRELENERER - XA XM LB TSI TFHE
» MBRBEBRERERFNITERE - TERAZIE -
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##£37 VVols BEXlEHE

FEAR VMware vSphere 10.3 B ONTAP T ERHIA » {SKAILATE ASAR2 R4 L3217 vWols BERIERE »
Wi 2 EREZE4] 4 Thin vWol © VASA Provider §7E# 1L vWol BRFRERS > B ARMTENERHE
IHEh o IWARAEHEAHENHEEE -

FRtEZ Al
* FERIRESREREESE SVM
* :BHERE VASA Provider EEFf#E vCenter % ©
* £ ASAR2 fEFREAT » SVM FEHEZE SVM ERZER Aggregate ©

HER
1. & A vSphere B A o

2. EEMARY > IRBEERERPO EIR—TBEAHE » SABEEE * NetApp ONTAP tools* > * Create

Datastore* ©
3. 3EEY vWols * Datastore 88! * o
4. WA * BREHRERTRE * 1 * E5EipE * Bl o

(i)  ASAR2 ##sziE Wols B iSCSI Fl FC SHIHE o

5. EEE BRI AR B E VM o
* SERSEIE * ThiEEY NFS EIE B TERER > 5 iSCSI Fl FC @HiBEN B BRBSaHES

o
AT

@ £ ASAR2 [#FRALRE SVM > RERIU#FET (LUN/ R ZERM) - AAER
FHERZEERES -

7 7E T REEEM BT ERIBRIANVEIREERRANEIRE - A8 > SEESHEMZBELN
HARR @ SRIE L VVols BRHFHE ©

BIHHIR &R o SR ERHFHRE ERUA QoS ° RIEFER » B8 LUN BiIRERE G —E
MR & o IEPERAERAREER ASA R2 #FR4H VVols EREFEHE o

8. £ * AE * BMRPIRBIGAVEHE » ARIER * STl v o

1L NFS BERERE
VMware 4BERIEZEZ4E (NFS) BRIFHEFER NFS SBEFE « BBERIE ESXi T EREHAKE
B o NFS BEREHEEE B VMware vSphere IRIE « TR HZIEED « FIUIH S HMEEE o

1. & A vSphere FHE I ©

2. EEHARS > TRBEFER PO LE—TBEGHE > JA%BIEI * NetApp ONTAP tools* > * Create

datastorate* ©°
3. £ * BRlEFHEIER * B(IHEE NFS o

4. 71 * LRBNENFE * ERPAABRFERESRRE » KENIREE N o THEMSEIEHER * ERE
ME&ZEE * M * Kerberos Bizs * o



() Kerberos BB RATEMER NFS 4.1 BEIER 7 AEGEA o

S. Tf * Storage* BI&HEEE * F 5 * f * #FE VM* o
6. ANE  HERRE TR * BTEHRD - EFREBE - MBER » HMRIFLE vCenter &
BFEMI BT o
() M SVM 9% / 1R Volume FRRUFREEST NFS EEHEHE -

© EEMEEET 0 RAAETE THIVEBPEIBENETER » 7 T * JFHE * )ikt -

o BREFEETHRIVEERERE * T/ * EIER » ERTASIIEHBEEAM » HAUERIER
vCenter —Zf3HY SVM o

7. 1 Storage Attributes B8 HIEIZANEIESHRM Aggregate o TEEREEIED > RNTFEIEE « TRIEY *
A * B QoS* ©

8. 1B M fZ * | BEARTRVEEIE » JAMRIBEE T TRl v o
NFS BEflFRE GBI WHENAA ML -

#£1I VMFS BERERE
ﬁ?ﬁi*&%ﬁﬁ?%% (VMFS ) 2EEXIEZZAL > 5172 VMware vSphere BB 17 14 a1E
2 o VMFS mJ:2%1E ESXi F#ERFEVERER EHEIEESIERE > 121 VMotion IS AEFINAE o
ESRENEEL
V= E VMFS BRZERE - #& VMFS BERIFHEFIEESRENEZER « EREREEEHZE
1?
s CEFEAEE—HZAEZFEIEEENERNT O LETERNERE °

* MRKXEFHEERE B EEREE TR FE (F—/ I —ER) HRGRERE » AIEEE
ESXi % FEITEREFRE °

* WRAEZIEEPRAIAIRER ESXi £ BT VMFS BRFHE - BEEET B CAEREE
T RRIFRENEHEER—E D ESXi I&!%J:L.L&H%!zﬁﬂﬁﬁﬂll: o

Az Al
* # ONTAP #FiRE S EE8R T ERUABARF M L o

* 1 SVM HFEE ASA R2 #F &4 SVM {EREB Aggregate ©
* NRTFEAMZE NVMe / TCP BEHIFE » 55RE ESXi 1% :
a. 1R "VMwaretB & 457"

@ VMware vSphere 7.0 U3 K E#irZs2 & NVMe / TCP SEIRTE o Fi8 ~ EEFH
VMware vSphere 8.0 Bz B H#THRZs o

b. ESEEHEENAEE (NIC) MEEEZIERA NVMe / TCP EEHER ESXiNIC ©
C. 1848 NIC RERM& ~ 22 NVMe / TCP 52E ESXi NIC ©

d. {#F VMware vSphere 7 hRZsBF LﬂE VMware #8955 ERI$ETR "4 NVMe over TCP 7 E‘F
VMkernel Binding"2&s&E NVMe / TCP JEIFIBE4E o {5 VMware vSphere 8 RRZAEs « 5581E ' Tj_:

45


https://www.vmware.com/resources/compatibility/detail.php?deviceCategory=san&productid=49677&releases_filter=589,578,518,508,448&deviceCategory=san&details=1&partner=399&Protocols=1&transportTypes=3&isSVA=0&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
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ONTAP tools for VMware vSphere

Standard mode (default)

Reset maintenance user's password
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7. EREIDIEZRE - BEAZET Shell HIT RIS

sudo perl /home/maint/scripts/post-deploy-upgrade.pl -recovery

SCEREECERTT /var/log/post-deploy-upgrade sCEEIEH o
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https://xx.xx.xx.xx:8443/virtualization/api/v1/vcenters/{vcguid}/migration-jobs
https://$FQDN_IP_PORT/
https://10.67.25.33:8443/

o HTTP F A imEs

ItE REST API MOUfE R 575 A M imkh o

*HTTPAE* BRI
A~ /API/V1

° RRIRFRTY
JEEY
° BRIEEA) *
curl -X POST 'https://<OTV-NG-IP>:8443/virtualization/api/v1/vcenters/<vcguid>/migration-jobs' \
--header 'x-auth : <auth_token>'\ --header 'Content-Type . application/json’\ --data {“otv_ip”
I “XX.XX.XX.XX" ? “vasa_provider_credentials” : {*FBE%" : “xxxxx” » “BHE" x> ‘AR’
HAhRASBEAERA
{“otv_ip” : “xx.xx.xx.xx" » “vasa_provider_credentials” : { “FHE%" | “xxxxx” » “BEHE" : “*" }}
° JSON #ith&afh
TR BN (B o [REZHEFE LIEMBIE « UWEET—SPER o

{"id" : 123 ~ "overview_id" : "d50073ce-35b4-4c51-9d2e-4ce66f802c35" ~ "status" : " FHITH "}

6. {#F Swagger YT URI HHZEAREE :

curl
https://xx.xx.xx.xxx:8443/virtualization/api/jobmanager/v2/jobs/<JobID>?
includeSubJobsAndTasks=true

TR LIFR > sARREIBERE - WREESEIFERT > AIEIFRIEEFN -

7. ¥#EAR VMware vSphere ATFIR{EE R ONTAP TEHIEZE vCenter Server Wi"53fft VASA Provider"{EF8
AR VMware vSphere B9 ONTAP T & o

8. "E{F VASA Provider"#R i VMware vSphere 10.3 B9 ONTAP T EARF ©

9. R4EEFIZBZIEFAR VMware vSphere E7ZLER 9.10/9.11/9.12/9.13 VASA Provider ARFEHY ONTAP
THo

FMBR VASA Provider o

—B{=1LEHRY VASA Provider > vCenter Server i@ R EBEEEAR VMware vSphere B ONTAP T
B o FTEMNERERERM VM EaUFE ~ W alfEE AR VMware vSphere B9 ONTAP TRES o

10. DEEMHBEREFRIREER > B VMware vSphere 9.xxx #J ONTAP T EEF##) NFS 1 VMFS
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ERMEFA GRERIEEAR VMware vSphere 10.3 #J ONTAP TAH » SrIGERERS 30 DA HET
X ° BRE B FHEFERE ST VMware vSphere SMIMETVERETEEER ONTAP TEAMERE LAIR -

11. f£/ Swagger 3 Postman F#Y F51] APl I TIEHIEBE !

o HTTP A& imEs

ItE REST API MOUfE R 575 A M iinkb o

*HTTPA %&* BRAE
EHEIER JAPINVA

° FRIPAREY *
IFRET
° BRIEEH *

Curl -X {EFETEZ https://xx.xx.xx.xx:8443/virtualization/api/v1/vcenters/56d373bd-4163-44f9-a872-
9adabb008ca9/migration-jobs/84dr73bd-9173-65r7-w345-8ufdbb887d43

° JSON #ith&Ef) *
TR BN &S o (ST TIERANS « UWEET—SHER
{"id" : 123 ~ "overview_id" : "d50073ce-35b4-4c51-9d2e-4ce66f802c35" ~ "status” : " FFTH "}
ERFEETN > BIMERIEE

@ UUID @& API FREEIAFEE UUID o

PITEHRENBRE API 2% > FTE VM g ETHEFRR

T—%
SERFEETE ONTAP TE 10.3 Z#ZE vCenter Server 2% » :5BE YL :

* F5CHRR T AT ERRRE S EEENRIE

* SAEFARBERHFREN ERMSRFR AT > AR BHRIERE - RN ERFREERARPNER - BREFER
EMERERMEMR - EREFT AT ERERIEFELE -

FHRE - WRERKBORLARECIEH - FEATIIREMERFERR -
1. FBEEERERE » RBENRHE * > VM #FRE) - o
£ * VM #EFERRER S * TROERBREAREETS « 1B - o

2. EEHETF VM [RBIFIEFER VM
3. BN *ER*
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£ * VM REFRAEEMN * FTREREBRERTETRAESR -

TERAEER
"B ARE Y VMware vSphere 10 RBAC B ONTAP TA
* "RBAK VMware vSphere 10.x B ONTAP TEF4KZE 10.3"

BEHHATFESERCZS (SRA) T ER

ez Al

HERFTETR » RIFEBIERR IS ERESEERMEFNAE - MERGSIEERESESRERNME o SRMT
EFERERFERRE - Hh O SR REMIEMERAILAFEEN - TERSEF > UEE) M TERFRE]
REREEIMERAAAS > T DRI A T8T) IEBAIRISRURMAE - ERTZIGH B EFBIFETERNINE - E8H%
SRA Z i > s57ciRaE —EABUARE I RIRERRS » 55— (EMEIE R 1ERARES o

@ WRAEBEETA - BEENRENEHED » F7MGEE - EEERE A FEBEN
REIZFETTH - MRIEEETAABHBE » FREASTIEBREILRNEE -

1. AKIBTIIZEE » £ VMware 4R8P MIRER VMware vSphere 9.xx B9 TE ONTAP /EE :
a. gifE VMware Live Site Recovery 2B EIEEME
b. BE * EEFERERENE R * B °
C. EHBRTTSRINAERPEEEY * EeRAHRE ~ o
d. EHBRRFIRTHAERAPEEEN * MikR * o
2. fEREEUE BRI IR LRSS FITIS L BR o

a. JREBPNDSERLEEBEAR VMware vSphere 10.3 /TE-RH ONTAP TH"7f VMware Live Site Recovery
FEFSEE FETE SRA" o

b. £ VMware Live Site Recovery fEFENEEE L » BT * RS * fl * IFREE * (F£ » MHEREE
ERE AR o
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58 REST APl E#i1L
BEAZZEFI Y VMware vSphere 10 REST API 5 ONTAP T &

AR VMware vSphere 10 B ONTAP TER—4HAN EHi4ssEmBEHREEMNTR - H
hE &8 KM RESTAPI » al{fEABHEREFIN—IBOER

REST WebfRFSE R

Representational State Transfer (REST) R—ERIREILSHT Web BRI » BIEHEERARTS API
BIs&Est o BEM T —EIM 0 ARBEARSEE R SEERRE o

ERMARERT

BRE REST Web ARFESFERZNMNERITH o 525t REST AP FFEMIBEEEZEMMIHRIIE -

* BB RRHAERSBEER
* EEREIRAGMERIBFIREEFRER

RRIGERAREAIUERERTENMERERBTREET RS

HTTP :RE

BYXFEHBE (HTTP) & Web AR A B iHFERSS AR RA FMERNFENERIHGE - ©&1E CRUD
KSR > DIEEST > 3BEN > BRI —ARIEEAER - HTTP S8 E 2IEE RO FEIEEE » MR EIFEREEME o
JSON ERIM&E

HBAEZENERA AR » BRZEDNAEIER JavaScript MERTE (JSON) © JSON BUUANN FRTE
BEREBNERZE > AREHENE RN ESHEIKEEEHT -

e

Z2M 2 RESTAPI NEEET © BT AN REMEK E HTTP REmEMERZEM (TLS) EH&EigEs > A
1% VMware vSphere 10 REST API BY ONTAP T At E{FAFEVEREITHRE - KEERUSERER » ER
#EH API MDY R EATE ©

SIEIERSER

FA VMware vSphere 10 REST API B ONTAP TEZRIZHITAZDIEX » WIEEE TR EEIARAER
B CHLIEERSEE  UWEEEERERB AR TE -

ONTAP toolTools Manager 1213
fCFEsZE B ONTAP T AEIESIIRIEMAEEM o

RS A3

FAR VMware vSphere 10 #J ONTAP T E2# M vSphere ZIRIMIMER DB RILE - #iBE (EE REST API
HZ1E) BEBIM I EREISEPHIT o

ONTAP T A IP fifilt
JBAR VMware vSphere 10 B9 ONTAP TEGARE— IP {iil » {RIET ERIKSRINAERNRE - CREE%8
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S EHARR MO > WG HIRIRAS P EB B & S35 7T o LEAIIERT{ ONTAP tools> BIEEFERAENEER »
WA B3%7EE Swagger X4 EmEA RESTAPI

{E REST API

& TAK VMware vSphere 10 REST API B9 ONTAP TE 4 » ONTAP #&£EHS B2 RESTAPI
o ONTAP TEEIEEE A ONTAP REST AP AR P inARKMITHIZER TIE o AT sCE ° SmfE APl 258
T BARER o WNEFAAE N ~ 55 "ONTAP HENME"S6E8

A VMware vSphere 10 REST API fJ ONTAP T EE{F:%
AHE R

REST €21 —4HEANEMINRESHEME » B5E API WL E(Er] e SRR TEE
M2 o /A ONTAP TR Z A » EEZAFE VMware vSphere 10 REST API BIs& st A
Eto

REST AP| E4Z 8@ 5 JR4ER! > #5140 vCenter A1 Aggregate ° UNEF4ME N > :EZBEIAPI 2ZE " o

UN{AIZEXREST API

(EEILUBIB ONTAP T A& H T3 P AiitFlEi#85k77E VMware vSphere 10 REST API B ONTAP T & o
S URL BREZD » 81E :

* ONTAP T A& IP fititfnEze
* API ks
* BIREER
* BHEER

CREEVIARERAMRIE P it > MEERIBKIERZ 8443 o L5 > ¥1T VMware vSphere 10 #1T{ERSRI4F
7 ONTAP TR > URL MNE—ZOZREEN - SAERFRERNNHEERGREIFRME

(D sTuEpIsR 1P (S EEEERIAY B  CAEH SIS .

FE B ARFS RV EE A
https://10.61.25.34:8443/virtualization/api/vl/auth/login

It URL BRI FERER POST AEERTZEVER o

Ht vCenter falAR23 BV
https://10.61.25.34:8443/virtualization/api/vl/vcenters

It URL RTARER GET 757% » ZERBEEZHRY vCenter RIARZSZHITERSBE o

HTTPER4AE R

AR VMware vSphere 10 REST API B ONTAP TEfEA HTTP KRB R EIEE RAITIEREFE
& o HTTPEERGHAE R T
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HTTPA %

REST API Z3EMY HTTP /5 A2 B0 FRFAT ©

7% CRUD SoRiE]

i SEEN HBINE RN TERIESHYHEEY - ERES—EFERR > EgHRABE
B2 o

B a1 IRIBEA S EE NS RAITERE -

BA B fEFRPEMT R JsonE R AR B BEE R ITIERE - FEHEREERNE
BETHRE TR

EHEER B ERBGERPW—AENEFTEREERHITELRS

il B B RIBRIRE BRI TERS o

ERH[CIFEIZER

TRIEESH RESTAPI ERANREE HTTP 1288 ©

LT $ERY FREIESEE

B2 BREh ERAFPIREARENIUIEZHNARESR - BREEIE /™
of application/json °

X-auth BREA %’é‘ﬁﬂi’fgﬂ‘i > BRI R P imE AR R ERNER

ABEEE [EIFE A AR IRIRE KIFFE(EE] Accept ©

HTTP ARAEACHE

REST API {EFRY HTTP ARREACHSUN At ©

ESaN E& BTtz

200 YFEY RTARBIUME RN TEREREEERT)
201 BEIL BRI AR ERAITEREME —R ARSI -
202 BE% BEREXR > TRUFRTERRITENK -
204 BAR HIAKRERERAR ~ BERMAI o
400 FHEREK BERNHNATEENERBA ©

401 RIERE ERERKRE » WRETEE -

403 Bk ER IR ISR « FEUEIE -

404 BHAE BERPREHNERFFE -

409 (EES BUMHESRN - BRI ELEE -
500 REREEER EIARES S E—ARAEPEER ©
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Besg
ERFIENHITRP IS REST AP 198858 MBS 2 FRVERI L 64E ©

* ABURAZERER ONTAP tools Manager EIE:3:8 ((FHERQBMERE) KERER o
* Token #&={E% JSON Web Token (JWT) o

© SERNME YT 60 DIERIBH o

* AR IREY APl ERGATERIZTHERE IR x-auth °

MFRAR S EORER] » 52 B9"(SHIF— K REST AP IF0" o

[EZMIER D EK

REBZ REST API MFOUEREIRERTTRY » RIUILERE D HIT - hptZsR - tPIEERFTRREEIRERE (B
200) - EABRIFUIFRT HXTHRITARERERRIEX -

B HIEEP BITHY AP IME0U#E - ARSI E B[] 202 HTTP AREELHE « ERTHBEHIES » BRKTER o &7
WUEHE R TEUFEEARS » SFERINTERM

R RIET] AN BN RFEBITEE » 8REREHRER vWol /EZ - MNEFME » 552 Swagger
BE_L RESTAPI WIEEIEE4ER o

E—XR{EF ONTAP T E#1T VMware vSphere 10 REST API
pE Y

ERILAER Curl 22H API MDY > FAYAFERERT VMware vSphere 10 REST API BY
ONTAP TH °

a2 Rl

EREZ B Curl SAIFTRMNENANSH o
BEHH

CHRETHIER

* AR VMware vSphere 10 IP {if3it3f FQDN B ONTAP T A » MU REIFIR
* ONTAP tools Manager EIE8/IE (EFHAELBRZN)

Sy

BURFRRAGHS BRI E04% Bash HETUEM o (ERILIZE Bash IAAREBLEEY > RERHH ST HFHEME
Bgy o MBAREEY - A Shell BERTESERS ZA » BEMKBEL(E - TRRFELEY -

B8 =i
$FQDN_IP_port ONTAP TEEEESMRAINAEI P it » UBIEZBRLRIR
$MyUser ONTAP TEEEERANEHRESLE °
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B8 =i
$MyPassword £ ONTAP TEEIE S AEABIEREN
$access_token ONTAP T AEIESF#EHEFEER -

Linux CLI B9 TF5)ar < FM#atHERPRIN AR E R E 2

FODN IP PORT=172.14.31.224:8443
echo SFQDN IP
172.14.31.224:8443

TR BUSFEVER

MEERSFEIVER A e REST API o U T BUFIEREFEER VEEA o EMREZLGEEMIRIEERIL
curl --request POST \
--location "https://$FQDN IP PORT/virtualization/api/v1l/auth/login” \
--header "Content-Type: application/json" \

--header "Accept: */*" \
-d "{"username": "SMYUSER", "password": "SMYPASSWORD"}"

B Sl (A7 O AR R (AR UL

SER 2 . Y REST API /04
B TEEVER > 1% » (CEILUER Curl BR5 4 REST API MY o G13E7E 5 — 5 shEVS R EIERL o
Curl&i 4|

curl --request GET \

--location "https://$SFQDN IP PORT/virtualization/api/vl/vcenters" \
—-—header "Accept: */*" \

--header "x-auth: SACCESS TOKEN"

JSON [CIfEE E:EEA ONTAP TEEEEM VMware vCenter HITE RS S

AR VMware vSphere 10 REST APl 2 ONTAP T E/ API
»E

VMware vSphere 10 REST API 21 ONTAP TE & EFfA AP| FEIUAYFARE R - b2
FENTEHEEECERAREXRPEEER

ISEILUER Swagger EARENTE ° 42 EFECERR VMware vSphere 10 REST API B ONTAP TAXf¥ o {&3E
EHEAR VMware vSphere 10 BB RRFSFIEIZIER ONTAP TA IP filitsf FQDN o
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1. 7312 E A TS URL > LUBEM IP (U FERIRASIREVUE S » AMEHLT Enter ©

https://$FQDN_IP_ PORT/

o gl
https://10.61.25.33:8443/

2. LUMER API FEDY M) > [m FHEBIZE T *vCenters | 185! > ZABERUREAEHY T Get * |

/virtualization/api/vl/vcenters
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