AR FEE]
ONTAP tools for VMware vSphere 10

NetApp
November 17, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-tools-vmware-vsphere-
103/concepts/rbac-learn-about.html on November 17, 2025. Always check docs.netapp.com for the
latest.



Sk

ABREFEUES
BEARE AR VMware vSphere 10 RBAC 9 ONTAP T &
RBACTTH
MiE RBAC IRIR
/A VMware vSphere 9 RBAC
vCenter Server RBAC IRIZFEECE BT VMware vSphere 10 B ONTAP TR
f£F3 vCenter Server RBAC &EciEA R VMware vSphere 10 B ONTAP TH
f§F ONTAP B9 RBAC
ONTAP RBAC IRIZEHEHECEAR VMware vSphere 10 B ONTAP TA
f£F ONTAP RBAC BEC#E B VMware vSphere 10 Y ONTAP T A

D O O W NN = A A



A B A FEE!

BEAZE AR VMware vSphere 10 RBAC £ ONTAP T A

AeREFRES (RBAC) EIEFIEMAERTFINHNLZEE - RBAC JERABRERE
REARRYAE BRNITENE > MIFRRERERGERERE - BILKHLEE - EERNIAR
S ERE - AERIFEERER - 1A EREMRSIFEEREE -

RBAC REEN O S HEEFRMSGEMEILINAIMEE - BRE > RENEREREZRFHNERX » BRH
RBAC BZRISEGAFAE > MEHERHEERIFEE -

RBAC T

E%%&J: » 518 RBAC BEREHEIHETH - TEXRREERR » BETHEUFRRNAREETE—
TEBR

_privisiE _ RAIUAFFHIERBIITEIRINAE - ©RIAERAEE 5 FIMNAESEEMER » RN ENERIE AT
EHRIEIEE - hAJUES Privileges ZKRFRFI7ZEY REST API i#26%0 CLI 6% - 518 RBAC BEHE2TaLTE
#M Privileges > hAIRERFFRAEIERRZI HETH Privileges ©

<)

role BB E—HZ1E Privileges A2 - ABBEESRBNE LR TIEIAERER  HABIERKGHERER -
ARG SMFTE Privileges 2T EAE o & Privileges —1% » BEthBIETEAEENAR » BEAET
HilAt

Mt

object XFTR7E RBAC IRIFFHFNEERIMKRE R ° F18 Privileges E&MENER BRI E3ITIELAR
RARIYIE—RE]IT o IREIEME » Privileges Al T LER SRS EVHF I TERE o

fERE ELEHA

Users B1EE8:5& 15 kI ERNA GHERRE - F& RBAC B FR AR —EABIERAERSE » MEMAE
AAFSECEAEREZSEAE » AIfE—RRE—EABERIERFIRE o« KABIEIKAE Groups Pl E—FHEIE
LZRMERE -

HEPR

permission B¢ ERENEHERAABRIGEMHNER - HIRFTAREEDNMHER > RERIFRAIEEN
1th R E L AR T o

MiiE RBAC IRi&E
EERAEAR VMware vSphere 10 B ONTAP T AR » (MEEEZEMEAFREM RBAC IB1E o

VMware vCenter Server

VMware vCenter Server FHJ RBAC E{Er] I PRHITZEUEB vSphere Client fEEE N E ARG - ELEE
FFAR VMware vSphere 10 #J ONTAP T BB » RBAC IBIZ S EMHET SR ONTAP TEINGEMNEMH o
ELLEYHINEIEERRIFIMIMEVIR M o MNFTEHMEN > 5520 vCenter Server RBAC IR1E" o


../concepts/rbac-vcenter-environment.html
../concepts/rbac-vcenter-environment.html
../concepts/rbac-vcenter-environment.html
../concepts/rbac-vcenter-environment.html
../concepts/rbac-vcenter-environment.html

ONTAP &£

AR VMware vSphere 10 B9 ONTAP TE €758 ONTAP REST AP| H42ZE ONTAP #£ > LIE1THE£774H
RARVIEE - FEVHEE 2B BMESSHARIIZ A ONTAP {EHEERIEIAY ONTAP A& RITH) o NEHME
i~ 520 "ONTAP RBAC IB1E" o

{&£F3 VMware vSphere B9 RBAC

vCenter Server RBAC IRIZEHECEART VMware vSphere 10 B ONTAP T A

VMware vCenter Server {gftt RBAC IHSE » RIEEKIEHI¥ vSphere ¥4RIIFEY © &2
vCenter EFR I EREFIREL 2 IRFBHVEEZ 7 ©

vCenter Server #[EHIEF]

FEBRZTE vCenter Server IRIEF&FIHITERIEHFINER - cEEREZEAARIREERME S 2 EREXEHEN
vSphere ¥ o TElH{E vCenter #ERAVEPEEF] o

Permission

vSphere
Object

Privilege
Privilege

Privilege

i[i]i8
|

User or
Group




vCenter Server ¥R TH
vCenter Server #RE—HE LB THNEN » ELTHIERIUIERRETE—IE -

vSphere#Jff
REPRE EL vSphere )14 18RE5 > I vCenter Server » ESXi 1% > [E#4%23 > BRIERE » R H.0MER
K © vCenter Server EIRIEYIHRITEIRAEIR > RE SEEFE B AT I T LEENES TF  $H¥EE A

7 VMware vSphere BY ONTAP TEFMFEBIIE » FREREIRESE7E vCenter Server FIR IR BRI K fE AR I57K
FERET o WNEEFAMEN ~ 552R "1 RBAC #2HL vCenter fAliRzsEA" ©

Privileges 1A &

ONTAP T E#MAH VMware vSphere 10 BJ vSphere Privileges BMfEfEE o &7 B{LEILIRIERER RBAC
HEZ > ONTAP TRRMHEIMHEFELEMEET Privileges FIAE o Privileges 81 :

* &% vCenter ServertEfR
5L vCenter Server HefHHY Privileges ©
* ONTAP TEZEEH#R

B E %A VMware vSphere ONTAP T EFf:&5tAIEET Privileges ©

fERE R
&R LUER Active Directory {721 vCenter Server $1TERER EHREAEMEE - EE5AG > "TEIL,(E+¥]‘
vSphere ¥{FEE -REVMHRIIEIR o RIREIRIIERAA EPE Privileges JET’“?'??EY*E o AR ABFEE

BISTATRRNERE - MEERENEHEEBAR Privieges BVSYIHRITZEUE » 35 28 AR vCenter Server
REPRAY—EB 5 ©

&M vCenter Server RBAC 2 EZ#E AR VMware vSphere 10 #J ONTAP T &

FIEREEIRIE{ER VMware vSphere 10 RBAC EE8Y ONTAP TEB & EEm > IKFE
ZAaTERELEER o

vCenter ABHEESIRS

MRIEEERRS vSphere 4 FMERAEIE T/ENFE » REEEMERABEET vCenter Server B8 o IRAE

[REIZEE » B UMARREIEESRE - SERAEESRPACUMGHRER L EBNARGFRE iiﬁ%@jzm% °
En[ER5EEEFE vSphere ¥4 > B13E ONTAP A% VMware vSphere 10 Fi8r%4 o

vSphere Y14+ E 2245
vSphere ¥4 s¥40 B i@ AP B ZRME R 484 © FIUN » IR T AR TRENEE !

vCenter Server-— -— -— -— Datacenter -— Cluster -— -— ESX1 host Virtual Machine

PRETEIRESETE vSphere M FEE T EEEE - 1B VAAI SMIETUERERSD » BEMEEGHEBIR ESXi TIHETTER

A
nE_o



TR VMware vSphere 10 5 ONTAP T EBEMiNAE

77 81618 vCenter Server RBAC HYA7T2 » AR VMware vSphere B9 ONTAP TEA#HHREEE T FIR
HiELERNAE o

CEIMRBERINNETAS  MEEERT » CREXENER—EREH ONTAP TAAE
() - wemmees - #EARE - SHEN vSphere AR BERENASHLBREA » 15
BB o

EEWIRBERR VMware vSphere AR ONTAP T A > s5%EH vSphere Client TEIRHY * THRER * > AR IR—
TEE  RER—TEAN AR - BE=BELEENAE » WAt

R VMware vSphere BIZESH#) NetApp ONTAP T2

IREHITIZIO ONTAP TEM#11T VMware vSphere IS T EFFEERIFTBER4E vCenter Server Privileges #
ONTAP TEEJE Privileges °

A VMware vSphere Y NetApp ONTAP T ELMi:E

#E%ﬁ'—t ONTAP T ARMEEZEVE - BEERAEEEZHEEFEUERIRY VMware vSphere E1fE#IITE(R ONTAP T

VMware vSphere i) NetApp ONTAP TR

RIMEEDRE vCenter Server #IRF ONTAP TEEHE#IR - ELEEREAERFREFIHRRN  LAUAITT
BITIE:

* BIMHERNEFERE
© BEEHENERE
vSphere ¥J{4#1 ONTAP f#7z:%E1& 1%
EmitE RBAC IRIEA]—{EE(F o 7 vSphere AR IHTEPHITLIER > FFRIBEEZRE vCenter Server A7

ONTAP TEA® o {1 vSphere AFFIL{EE > BIZ1EE ONTAP A Privileges © B B REIRIBEII KRR
EREFERRFTSAGEREDN ONTAP AEBIRHMIT ©

{#H vCenter Server RBAC

& vCenter Server Privileges M1ERE » EEEZ S —LEFEIF o

WEER

EEEFEERR VMware vSphere 10 EEENEA ONTAP TE » S48 %E ONTAP TEHERN %R #
IR o MNRIGERBULERBYER TE A vSphere » Wi3%—T NetApp Bl > K VMware vSphere #J ONTAP
T EgERERAL » WHHIEEEEERENT °

vSphere ¥{4FEE RIS RER G AE LI UFNERAENES D o HERERIERGIRY G BEER—T
NetApp BIRZR7ZEGER VMware vSphere B9 ONTAP T o

A U R R PRI 4G 5 —(EE{ERY vSphere ¥IFBAR - 38 » BEERHIIEAI U FEFIERR VMware
vSphere ONTAP TEINFER o



FEIRKERR

NRIEEEPRS vSphere ¥4 T/ERYTEEN > BIIZEEZE(F A vCenter Server #[R o 7T vSphere ¥J{4-FE 157k E
FRRIIE > SREFEAE TIUBITH VMware vSphere 10 TEfJ ONTAP T A o

FRIFCREEEZEBRNTFH - TRIERYAIRERRERIGKERE R REFENECX

FAK VMware vSphere 10 #J ONTAP T AFrigtrVERE AR B5TIE vSphere ¥4 » BINNEZEZR 4L - INRT]
fE » ICFEZAFIE L REPR15TR4S VMware vSphere 1R¥I4HY ONTAP T A » FA BB EALUISIKEY vSphere #)

% o B30 > EAESEAR VMware vSphere 3118 / 1824 | IR HEF R #ERAI ONTAP TE#[R » #RFETE
R BRISTK

PRI ISR P SRR NEIRES - CAILGRERIR - MTWAE MR SRR - IRBE » CALSTE
BIMERAAT I - BE TN G BB -

BT UABERHECARERR o U RISTEHEPRAEE (L Privileges > BIEARE[RAERANEAE H/RE L vSphere » 2418
EMEATSERAREE -

{5 ONTAP B RBAC

ONTAP RBAC RiEHFER#E AR VMware vSphere 10 J ONTAP T A

ONTAP 1222 B r[#E7THY RBAC IRIR o [Er]LA{#E A RBAC INSEsRIZEHFEE REST API
0 CLI AR RS ERFE - 7215 ONTAP T A#1T VMware vSphere 10 fE 2
Al > ARIRIBEZRAEEHL -

EIRBIRRE

RIS REVIBIEM B4Z 5 £/ ONTAP RBAC R¥AE L IEEIAT (IR o TR T BHITBUASE o tNEEHMAE
520 "ONTAP BE&1L : RBAC R MH4EE" -

ONTAP RBAC SEA#FIBIEE2 51TE > tt vCenter Server BEH{HY RBAC E{EFEfSEE o £/
ONTAP > BRI EEERA®LAFERAE - ONTAP RBAC AEEL EAMAER » FIina
vCenter Server ¥&FRERRIHER o

AEEEF Privileges
T ONTAP {FHER » BE ONTAP At - ONTAP A8 B mEEE! :

* KB

HEgABIEONTAP L{32E9.6/NA ~ —R&EANEIEONTAP REST APIFZFENMIERE - ELEABHEEN
Privileges {7FEY ONTAP REST API inE5F BRI E A R ARE S ©

M E2ONTAP XIS ETETESTESENEAR - B2 RBAC FERET o Privieges B UIFEY
ONTAP CLI S eI AR ES ©

HAHRABRIAAHLL - EERACGAE L@ - fI1 » LAILEEZEMARMERZSH > 58 Privileges


https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html

AR EREEERNYM o

EBE

ONTAP Al UERAMERREBENEP—EREE - efIFTUEREHENER SVM (SVM E#R) HE(E
ONTAP E&£ (B&EREHR) o

BABETES

ONTAP TE# £/ SVM BRI H—ETELXEENAE - Kol ERBETAE o

{5F3 ONTAP REST &2

f§£F8 ONTAP T & for VMware vSphere 10 BEFiHY ONTAP REST Atk > B%EE=FEIE °

AR

mimeEREMAE REST A8 » FiE ONTAP FEUARESZIRIFERE CLI a2 RIARE o BHMNERE Privileges
EUHEER AP IR R TEZ © FILE ONTAP REEASEHGAGEI—E _ HE _SEHRAR - EIt » &8 REST
AESEHEZRBNEMAAE - MIt—K > FEHAEEEAR > ONTAP A —BE A M ZEUESIR
;R o BEEENFEITHENAR

fF CLI Privileges £% REST At

FS ONTAP —12fE CLI 6 < 3R Er B EE E AR RFEVEIR » [RILERTLAfER CLI 85 Privileges 2% REST
B > MIEER REST lnkh « BESEANERZ — » MEERAGFERMENTIMEAE

E# ONTAP AERFMEIE T

oI LAEHE ONTAP CLI #1 REST API REZIUZFHEEMAER o 748 » FRAKEIES N EM ONTAP TEAEES
MRV JSON 2B A HE o FFMAEN ~ 5B2/F EH ONTAP RBAC 1&FL3 ﬁﬁﬁﬁﬁ" VMware vSphere 10 B9
ONTAP T A" o

f£F3 ONTAP RBAC #HEC#E B VMware vSphere 10 5 ONTAP T &

f£F3 ONTAP E{E VMware vSphere 10 RBAC #J ONTAP TAA%EEH > EIENIFEIR
RRERZ A > BEZAERELETA
AARIRFPAREE
FFAH VMware vSphere 10 #Y ONTAP TAXIEETTABB:]AEBE ONTAP FfHE - ELETERTHER
ISON fiseh » SFILUBHLBE ONTAP iR  ERIUBURAE » WRACHIBRREZ2RR IR
BARMES WA TR © Y0"R7E ONTAP /%5 f Efl IR HMREM - 5526 o
1.5
T AR R ONTAP TREEIESH ONTAP EMNEIESIEE o

2. 7% JSON EHEEE
& A ONTAP Tools Manager ffRENMEZ%E > ERIUTE#HE S RBAC E &Y JSON £ o

3.EIABAEBN ONTAP EHE
¥ A System Manager 218 > e LRI fEREMAR :


../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html
../configure/configure-user-role-and-privileges.html

T BEAAR - BE - > RETERE~ ©

2. ATHEE *EHEEAG  » REBE—T -

3. 1 * (ERE * THEE * #il ¢ ABIEN - EREER
4. FEENASHS T (Fuk A9 JSON HEZRIE H1F o

AREAE
EERACE » TRMEBIEEIRARR - IFFMEEN « F2R{EA System Manager &EAE ©
£ System Manager ;2 E& &

Eﬁé}ﬁﬁﬁ System Manager I FHERAENAE » It HE JSON X2 % > BIeiRBEHNIRIEMERETA

B EREMABER

RBAC E&EEEAZEEMINGE » 815 VSC » VASA Provider fll SRA BW4EE o CREZEIZEE RBAC ik
AUIRIR o BIYN > REBVEA BT ERIMMERTIEE - FEN VSC - S BEREZERERBIERES

FERR
A& Privileges E1R{E ONTAP f#7Fs A FREVFEUE 4R - UHABRZTHFY - B BFRKIRAY Privileges B11E :
* BR
LA B REHIERTERR
* Bif#fEsE
tEAERRICRL#FxE - B SERRZAGMBNFAEA Privieges ©
* EoRfRETERA
A ERERIMEN FERE - ELESERFBRNFAE Privieges » R FFAR -
* R ERA
tEAERRICHRFERE - cUESERER  BURENENHEZAGEMFAE Privileges °

ELXEAABNERE
FERURIRRVAERR IR Z 18 sFIR— T * Mg * > ONTAP EERUFRENAR - EENABGKBE TIENES
=

* 7£ JSON HEEHPEEZMEEEHBE (Flan TOTV_101 )
* (CIRIBAE RINGE
* HEPREEFE o

Al
OTV_10 VSC Discovery Create



MERERHIEE FREMNA®) BEEmLEAEE c 575 > HTTP 1 ONTAPI EFRE S AL Z#ZEIZE °



RRIEE

Copyright © 2025 NetApp, Inc. FRTEFRE o GEEIR ° IHEREFMB ARASERET » MERARERE T
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -


http://www.netapp.com/TM

	角色型存取控制 : ONTAP tools for VMware vSphere 10
	目錄
	角色型存取控制
	瞭解適用於 VMware vSphere 10 RBAC 的 ONTAP 工具
	RBAC元件
	兩種 RBAC 環境

	使用 VMware vSphere 的 RBAC
	vCenter Server RBAC 環境搭配適用於 VMware vSphere 10 的 ONTAP 工具
	使用 vCenter Server RBAC 搭配適用於 VMware vSphere 10 的 ONTAP 工具

	使用 ONTAP 的 RBAC
	ONTAP RBAC 環境搭配適用於 VMware vSphere 10 的 ONTAP 工具
	使用 ONTAP RBAC 搭配適用於 VMware vSphere 10 的 ONTAP 工具



