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security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

-api

-api

-api

-api

-api

-api

-api



security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>
/api/storage/namespaces -access all

security login rest-role create -role <role-name>

/api/storage/qos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>

/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

-api

-api

-api

-api

/api/storage/luns

/api/cluster

/api/cluster/jobs



/api/cluster/licensing/licenses —-access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

—access readonly

security login rest-role create -role <role-name>

services/name-mappings -access readonly

security login rest-role create -role <role-name>
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name>
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name>

/api/network/fc/logins -access readonly

security login rest-role create -role <role-name>
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name>
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name>
/api/protocols/nfs/kerberos/interfaces -access rea

security login rest-role create -role <role-name>
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name>
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name>

/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name>
/api/security/accounts -access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
/api/storage/aggregates -access readonly

-api /api/cluster/nodes

-api /api/cluster/peers

-api /api/name-

-api

-api

-api

-api

-api

-api

donly

-api

-api

-api

-api

-api /api/security/roles

-api



security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-—-name> -apl /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

EESh > #75E ONTAP 9.16.0 hR B2 ERfThR S > SHHIT Foas< !

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

%L VMware vSphere ONTAP APl ZE 2R SVM EEFHAEEI ONTAP TA
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

11
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—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/peers
-—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>



security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly -vserver <vserver-name>

EESh > $75E ONTAP 9.16.0 IR EERThRZS » 55T FF8R< ¢

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all -vserver <vserver-name>

AEER LRI API A GBI AP BIERE > SFRIT FIe< !

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

gh -

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

AERAHEENEEFE > FRIT Fe< !

!
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™

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

i

security login unlock -username testvpsraall -vserver Cl stil60-cluster

B E A VMware vSphere 10.1 EFA&R ONTAP TEFH A 10.3 A&

1R VMware vSphere 10.1 89 ONTAP TE{ERE S json EREBINEEEHEFERE - 557 ONTAP CLI
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#=5 Privileges :

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all

security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access read

security B AB create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all

security B AB create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add" -access
all

security ZE AT create -role <existing-role-name> -cmddirname "vserver NVMe &2 ZEfEMIB& " -access all

security AR create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove”
-access all

security EABE create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all

R VMware vSphere 10.1 B ONTAP TE{EREEFEHA json IEREIIN SVM HEFHRE  FEAEESE
FI&TE ONTAP CLI E#HITTIEG L ~ UAHRE 10.3 AR ©

SVM Privileges

_security E A S create -role <existing-role-name> -cmddirname "vserver NVMe namespace show" -access
all -vserver <vserver-name> _

_security A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem show" -access
all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host show"
-access all -vserver <vserver-name> _

_security A M create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe show-interface" -access

14



read -vserver <vserver-name> _

_security A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host add "
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map add"
-access all -vserver <vserver-name> _

_security B A A create -role <existing-role-name> -cmddirname "vserver NVMe &5 Z=EfEMIFR " -access all
-vserver <vserver-name> _

_security E A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem delete" -access
all -vserver <vserver-name> _

_security E A B create -role <existing-role-name> -cmddirname "vserver NVMe subsystem host remove"
-access all -vserver <vserver-name> _

_security A A create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map remove"
-access all -vserver <vserver-name> _

1885 vserver NVMe 5% 28R show F vserver NVMe F %4k show SIS EIREAE « B TGS o

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify
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1. AR B E23RE) ONTAP TAEIES ©
https://<ONTAPtoolsIP>:8443/virtualization/ui/
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