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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all

security login rest-role create -role <role-name> -api



/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>

/api/snapmirror/relationships —-access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/qgos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

-api

/api/storage/luns

security login rest-role create -role <role-name> -api /api/cluster

—access readonly

security login rest-role create -role <role-name> -api /api/cluster/jobs

—access readonly



security login rest-role create -role <role-name> -api
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name> -api /api/cluster/nodes
—access readonly

security login rest-role create -role <role-name> —-api /api/cluster/peers

—access readonly

security login rest-role create -role <role-name> —-api /api/name-

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api

/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -—-api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly



security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly

LESh » EFRONTAPRRZ 9.16.0 RESHRA » :sAHITIA TS :

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

HHONTAPRRZ 9.16.1 B EEShRABIASA r2 4% > HITUATH< !

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

AER VMware vSphere ONTAP API #9 SVM #i[E{£ & L ONTAP tools for VMware vSphere

EEEVAAMBHERN SVM £EBF > 5T RSS!

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver—-name>
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security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -apli /api/storage/luns

—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-
name>

11
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security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/jobs

—access readonly -vserver <vserver-—-name>

security login rest-role create -role <role-name> —-api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-—

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees



—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>

ESh > EHTCONTAPHRZ 9.16.0 RRESIRA » SHHITU TS :

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all -vserver <vserver-name>

AEFERLEZRUMNER AP NABRIIEL API VAR » SFRITUTH< !

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

i

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60O-cluster

EREHIRP I RUAHR EENEREARE  FRITU TS !

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

gH -

security login unlock -username testvpsraall -vserver Cl stil60-cluster

13



#EONTAP tools for VMware vSphereF 4k = 10.3 A5

H A JSON HEZREII M EEEFEAERIONTAP tools for VMware vSphere > :5EFEAFERESIESR
FREYTFIONTAP CLI 5 HARZE 10.3 ARAS ©

HREmINAE

* BRI

* VSC #1 VASA {2t

* VSC # SRA

* VSC ~ VASA f2f£E#H SRA o

SRR

security login role create -role <138 &% > -cmddirname "vserver nvme namespace show" -access all
security login role create -role <IRE B E%TE> -cmddirname "vserver nvme subsets show" -access all
security login role create -role <IRE A ®ZTE> -cmddirname "vserver nvme F &4t EH&FETR " -access all
security login role create -role <IRE B E&IE> -cmddirname "vserver nvme FZ& 4L 54BER " -access all
security login role create -role <¥RE B E%TE> -cmddirname "vserver nvme show-interface" -access read
security login role create -role <IREA®ZTE> -cmddirname "vserver nvme F &4 EHEIE " -access all
security login role create -role <IRE A ®ZTE> -cmddirname "vserver nvme F R4S " -access all
security login role create -role <IRG B &% 8> -cmddirame "vserver nvme namespace delete” -access all
security login role create -role <IRE B E%TE> -cmddirname "vserver nvme FZ&ifIB&" -access all
security login role create -role <IRBEA®ZTE> -cmddirname "vserver nvme F &4t E1MIBR" -access all
security login role create -role <IRE A ®&TE> -cmddirname "vserver nvme FZ 4RSI MIBR " -access all

HHAEH json FEEEIIA SVM S EEAERIONTAP tools for VMware vSphere > ;AR EEEIEEFHERE
PREJONTAP CLI 5L FA4RE 10.3 A4S ©

SVM #[R :

security login role create -role <}RE A E%E> -cmddirname "vserver nvme namespace show" -access all

-vserver <[E i iRES A TE>

security login role create -role <ERE A E&TE> -cmddirname "vserver nvme ¥ &4t E8 " -access all -vserver <

R E RS RE>

security login role create -role <IRE A EZTE> -cmddirname "vserver nvme FZ& 4t FHEER " -access all

-vserver <[E i iRES A TE>

security login role create -role <IRE A E&IE> -cmddirname "vserver nvme FZ4RBRETREER " -access all
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-vserver < RIARZs &8>

security login role create -role <IRB B &% > -cmddirname "vserver nvme show-interface"” -access read

-vserver < RIARZs &8>

security login role create -role <3RBAEZTE> -cmddirname "vserver nvme FZ 4R EEFTIL " -access all

-vserver < RIARZs &8>

security login role create -role <3RBAEZTE> -cmddirname "vserver nvme FZARBRETHTIE " -access all

-vserver < RIARZs &8>

security login role create -role <135 B E%4TE> -cmddirname "vserver nvme namespace delete” -access all

-vserver <t RIARZs &8>

security login role create -role <}RBEABZTE> -cmddirname "vserver nvme FZ4iMIkR" -access all -vserver <

FE Bt Rl ARes s>

security login role create -role <3RB A EZTE> -cmddirname "vserver nvme FZ 4t E14MIBR " -access all

-vserver <E#RIARZs &8>

security login role create -role <3RB A EZTE> -cmddirname "vserver nvme FZ4BREIHIBR " -access all

-vserver <t RIARZs &8>

##¥5< vserver nvme namespace show 1 vserver nvme subset show i EIIREABEHILLITIES °

vserver

vserver

vserver

vserver

#EZONTAP tools for VMware vSphereFH4k = 10.4 A5

LONTAP 9.16.1 B4 > HEONTAP tools for VMware vSphereFH4k = 10.4 fEAZE o

HHMER JSON 12ZRFONTAPRRZS 9.16.1 S E AR AZE LI HEEEEF A EBIONTAP tools for VMware
vSphere @ :AFERAEEBEESMFEAE#RIONTAP CLI I5LHARE 10.4 iRZs ©

nvme

nvme

nvme

nvme

KR EmIAE

- SR

namespace

namespace

subsystem

subsystem

* VSC F1 VASA 1gfit&
* VSC #1 SRA
* VSC ~ VASA 12t #] SRA ©

BRI -

create

modify

create

modify
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security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

A VA RYEN]
TG AR
g EF R IR RSN A ONTAPREE ©
RAR HE1EFS
NREZHAFRRER > vCenter TR E B AR SVM FIFEAE > BIEFAAONTAP T ABIRSSIIL B E - BB H#F
& imE vCenter Server Bl » LUGE 21 HEZIENMAR vCenter Server B11T1ERS o vCenter FHEEFAZENA
J;J_?%E’\Jﬁ%ﬁ@;ﬂ%%% (SVM) ¢ 1§ SVM A FBESECE vVoIsBERHMETE o IR LAER SVM 1E vCenter FRFTIE 4
? [o]
EFAONTAPTAFERENEMIEEAEED SVM /KRB AIEHEFRIR c BLEAFRIREMRMNE— vCenter o 7£

ISt (E AR A REBES » BERREY SVM & BENHFEEI vCenter ZREIEvVolsE VMFS o $2 VMFS &IE (83% SRA
) > ONTAPITEXIE SVM /&% > MEZERIE#EE -
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{EFIONTAP T B 1823

@ EZHARRKREN » oINS HEFRIMER » WEARK G SVM LUER SVM fE
B&&RE °

1. i Web ZIE2RREBIONTAP TEEEES !
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. (EREGEEFEHARIR A A ONTAP tools for VMware vSphere B2 2/REE A ©
3. WAESHEPEE R o
4. FigEERIETIREFEARSS IP (I35 FQDN ~ FAERBMBBEAET o

@ 4% IPv4 I IPv6 fIHLEIE LIF o

£/ vSphere AR IGRERAENE
@ BB vlSphere BERERENEREEFFERE EEIEMNE » WolsERMHEEATER
1L SVM fFRE o
1. & A vSphere ZF i o
2. FREEE - BEIERHEE T NetApp ONTAPTA*
3. RABRPEERERE
4. IMGEAFRIRLIRHENRSS P At - FRERHE - BIEMEZRFHMAEN -

@ EEEHEHE SVM BE » eI UUFMEENREEREE UK IPv4 1 IPv6 B LIF »
o fER SVM BI2 LIF {2 HE SVM BY&:E

T—HRIE?
BRI CEMIEE BB IR o

B # 2 B IR vCenter Server H1T1ERERE B

B EF & IRE vCenter Server filf > UIERINEEARNZEILFEFERIFEMEIMARN vCenter
Server H1T{EIRE 2 RV FE o

HER

- 1t Web BIERRENONTAPTAEIESS | https://<ONTAPtoolsIP>:8443/virtualization/ui/
2. {FRITIESIEHARIIRHAYE AN ONTAP tools for VMware vSphere B2 S /REE A o

3. {ERZREEEE vCenter ©

4. FEEBEHFERIERER vCenter Server TEREHNEE BB o

5. e THITVEE IEIBHIFEIR » 1§ vCenter Server 1 TIEBE LR EAHTFE IRRANHE o

—_



5% TE AR 7 Y

MR EARFCEMERAMR > BIFERIBER T > 1€ ESXi EHEIRAVFRA IP (U E SHIEEE
HERES o AU HEITECE » R—E45ER IP (UEHTE EE RS » W HEFREERRY
IP fi[ilk o (B2 » BEECHEFRR ESXi M EHITHIEHRIERE - IRIFG R o

1. & A vSphere ZE 1 ©
2. TEiEMHER D TRV EEHEEE" NetApp ONTAPLE* ©
3. ZZONTAPT EMAERIEET » EEE RXTE > EERMERTFEHN > fHiF o

ETHIESE P ikt > AEME - 08 - FEREMBE CIDR) H=EHNEAIHEE -
4 BT o

BB RHHEFE

LM SRR SR 0 ISR B 7L B IBFTE T8 ERITIbE  BR
A B AR E S R THRIRE 7 & R LLIRIE -

A ERHETZEL vCenter Server EIONTAP LA EENERMFTF Z MM E B4

ONTAP tools for VMware vSphere A& kH#7Z & 2L EiK igroup > HEH A igroup 1 ERERMETFE » F igroup
SHEDIEH o oI UEONTAPRAEIESE @ igroup » MFEREFIEI VMFS BRM#FE » MES
FAONTAPI A o &% "&1% SAN ExE2340 igroup" THRE S o

EHEMAONTAP A S TERMHF IR » L@ igroup M VMFS BRHEZRZHONTAP T A SR A

BiK igroup © B ARBEERA R HAAYFE igroup REBIFMERMETRE ; SN BFERONTAP T EFEAE NI
REST API ZKRE#FE A &K igroup °

18


https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html
https://docs.netapp.com/us-en/ontap/san-admin/manage-san-initiators-task.html

BT vVols BRI TZ#
EBEAFONTAP tools for VMware vSphereBiif » SR UTEASA r2 247 LI BB H thin.vWol tBREIRYZE

B BIVVoIsE#H#ETF © VASA IRMHEER I vWol BERMHEFRZEY —ARSBMFAENHERR o 2B
REEARES -

FYaZ Al
* FERIRBRESREES SVM o
* (R VASA IRt E BEEETEH vCenter HEE ©
* 7EASA 2 IERHEH » SYM FEHEEI SYVM FEREBNES °

1. & A vSphere EF i ©
GREETRAS - THEBEHERAPL > ABEEE * NetApp ONTAPIE * > * @I BRM#F * o
#EiEvVols BiRlf#EFER -
WAERMREELENE SN o

A w D

() AsAr ##sziBWols iSCSI F FC 7 -

o BEBEUVARHTFHNMRTERKES
6. TEERSEEIET ¢
° WRMEIE TR R > sAHRRTE vCenter PHEIBYIMGHITEI - BETAEEMLLEE o
° {GAILAZ iSCSI M FC R BETRBNas8+4E s -

@ TEASA 12 (FRMIEE SVM B > AEEIUFEFET (LUN/BRRZER) @ RAER
HERR—(EEERSS -

7. 15 MREEBM) BT SRUBIHEBIEERFERIREMEE - (B2 » EREHEEMEER AV
BRI IIVVols B RHETF ©

IR &R o S AR ERMETFRS LRV QoS  TARIE T » 818 LUN BirsARE G &1 — @
& o WP BRABERAREAASA r2 fEFR2ANVVoIsERHETF ©

8. 7 MAZE) BNMIEEEHEETEE ST -

23 NFS BHFR#E
VMware #HEIEZR A4 (NFS) BRHHETFEA NFS HEFZ AR ESXi TIEIZTIHAREFERE o NFS
BERHEFEE AL VMware vSphere IR1R > WA ARGEMNEEFESZZEED -

1. & A vSphere ZE 1 ©

2. GREMETHAR - THREBEHERAL - MBIESE * NetApp ONTAPTE* > * BT ERMHETE" ©

3. & TERMEFEE WUFEE INFS)

4. 71 TRIBNHE) ERPEAERRELS - KHBEESN - TEREERER ERETERE
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F*KerberosH {7 &xzE" °
() (@2 NFS 4.1 137285 » Kerberos SHAREATIA o

5. 17 ThitE) EACREIE TTA) A CERERIES o
6. MR PSS ST MSRRE  AI7E vCenter RETEIFFAMIEHITEN « RBCREMEML
() &R SVM BT AR E SIS T NFS EAIEETE «

© HEMRIEET > RATTA TIEEFEENENSER » “AHBE IR AR -

© BICE T THREREE I EIRR > LA UFHEIEI vCenter BY SVM » MAEF G EIF
HIBRsE A o

7. 71 TREBRM) ERPEERNEUMEENTS o (TEMSRIEY » RizEEEETRITEE "X
FQoS* o

8. BF MHE) ERPIEEIEE Ty o
NFS BElMEFRE BN ZRAMBERKLE

#17 VMFS BRITF#
EERIEIMER RN (VMFS) B—TEREREZRMR ° BINTE VMware vSphere IRIZHETZEHRIEEEE o
VMFS 255218 ESXi F#EFRFFEUEREIBVE %2 » WEMEIR vMotion S BMEINEE ©
ER{REMNEEL :
* [MAFEEIL VMFS BRMEEE - B VMFS BRHMEGFENIEERRENZER » ZEBERHEEERE
T HR:E o
c REETEAE (AR EZREIEEENERPO LBIERFEER o

* MRRXEHEBFETE TEFREEBE TR 88 (R—FER—EiE) BENRE  BIEIAT ESX
T ERIIERM#ETT o

* [WRBEEZIEREIL RAAIRER ESXi 4 LB VMFS BHIHE - GEZAS TESHNEEHBET)
BUERREM T HEMN—IB9H ESXi T R M ERHE
FYaZ Al
* TEONTAP{#TFim 4 BB 17 E BB ARFEA LIF o
* 1 SVM HFEZIASA r2 REEFERAHFH SVM EAENRS °
* MREER NVMe/TCP 1% > R E ESXi 1% -
a. [O)EE "VMware R EIERE"

@ VMware vSphere 7.0 U3LA_ERRZASZIENVMe/TCPIRRE © {BiE:ZER VMware
vSphere 8.0 RE SRR o

b. ES:BAEERNE & (NIC) HER B E 1B NVMe/TCP t#ERY ESXi NIC ©
c. 1848 NIC HFERSFRIR A NVMe/TCP BZE ESXi NIC ©


https://www.vmware.com/resources/compatibility/detail.php?deviceCategory=san&productid=49677&releases_filter=589,578,518,508,448&deviceCategory=san&details=1&partner=399&Protocols=1&transportTypes=3&isSVA=0&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
https://www.vmware.com/resources/compatibility/detail.php?deviceCategory=san&productid=49677&releases_filter=589,578,518,508,448&deviceCategory=san&details=1&partner=399&Protocols=1&transportTypes=3&isSVA=0&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
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