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Net.TcpipHeapSize 32
Net.TcpipHeapMax 1024 MB
NFS.MaxVolumes 256
NFS41.MaxVolumes 256
NFS.MaxQueueDepth 128 X5
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -—-api

/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships —-access all

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name> -api /api/storage/luns

—-access all

security login rest-role create -role <role-name> -api

/api/storage/namespaces -access all

security login rest-role create -role <role-name> -api
/api/storage/qgos/policies —-access all

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create



security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

—access readonly

security login rest-role create -role <role-name>
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

—access readonly

security login rest-role create -role <role-name>

services/name-mappings -access readonly

security login rest-role create -role <role-name>
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name>
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name>
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name>
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-
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/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces —-access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -—-api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

/api/security/roles

/api/storage/disks

/api/storage/gtrees

/api/svm/peers

/api/svm/svms



LESh ~ EHY ONTAP 9.16.0 RESHRA « s5HITU TS S ¢

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

HHHIT ONTAP 9.16.1 REShRASHY ASA 2 &4% » sAHITUATSHS ¢

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

#2137 ONTAP tools for VMware vSphere £ ONTAP API B9 SVM & EFERE

BITU e S LUEILABPRA Privileges Y SVM {ERIEERE :

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/subsystem-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api

/api/snapmirror/relationships -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>

11
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security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api



/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces —-access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>

IESh ~ ¥58 ONTAP 9.16.0 &MERARA ~ FFHITUT@< !

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

EEERATARI AP RAGEITTHN API BIERE » FHITII6< !



security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver-name>
#h

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

HUTU T an < EFFEENR P MR A SR EFN -

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>
el .
&)

security login unlock -username testvpsraall -vserver Cl stil60-cluster

1% ONTAP tools for VMware vSphere 10.1 fEFEF4RZE 10.3 EAE

B EA JSON HEZRE I HESEEHAER ONTAP tools for VMware vSphere 10.1 & > s5 R T5IEA
ERERGEIES A ONTAP CLI S5 SFHRE 10.3 hRZs ©

EmINEESH :

+ VSC

* VSC #1 VASA Provider

* VSC #1 SRA

* VSC ~ VASA Provider #1 SRA °

# £ Privileges :
security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace show" -access all
security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem show" -access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme show-interface" -access read
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security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname

security login role create -role <existing-role-name> -cmddirname
-access all

security login role create -role <existing-role-name> -cmddirname
-access all

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove"”

"vserver nvme subsystem map remove"

HHMER json HEZEEIL SVM EEFERER ONTAP tools for VMware vSphere 10.1 & » AEAEEEEE

{EFEREFEAY ONTAP CLI S8 S FHARZE 10.3 BRZS ©
SVM #ER :

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

"vserver nvme namespace show" -access all

"vserver nvme subsystem show" -access all

"vserver nvme subsystem host show"

"vserver nvme subsystem map show"

"vserver nvme show-interface" -access read

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove"”

"vserver nvme subsystem map remove"

EERATY &S » 388 < vserver nvme namespace show # vserver nvme subsystem show #iE =IRAE A
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& o

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

#% ONTAP tools for VMware vSphere 10.3 FFEEAHRE 10.4 FHE

& ONTAP 9.16.1 B4 > #& ONTAP tools for VMware vSphere 10.3 EAEHRZE 10.4 FHE -

R JSON R ITHEEEFRER ONTAP tools for VMware vSphere 10.3 & » LUKk ONTAP hRrZs
9.16.1 KBS > FEREEEIESFHAERERA ONTAP CLI s FHARE 10.4 hRZAS ©

EmINEEH :

* VSC

* VSC #1 VASA Provider

* VSC #1 SRA

* VSC ~ VASA Provider #1 SRA °

25 Privileges :

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

7 ONTAP tools Hi {12151k

f&£F8 ONTAP tools for VMware vSphere > 2 ESXi g ERHEFRE R o EaLY
B ELED SVM ~ BXA MetroCluster 218 » W ES:R /KRB UBREZ2ELR o KA LUFER
ONTAP tools Manager 3§ vSphere A P imsk Efftfzsk R in « BEPERFERRE > MEEEE
BRFEHEMFERSER °

EEEREITILRFRERIE ° 557E ONTAP tools TEIFREAFEED SVM &:E - A RFRERIREREEN
vCenter {AIAR22 AT A o ONTAP tools &4} SVM HFEZ vCenter {AARES » AR vWols F VMFS BRIEEEIE o i
7 VMFS BRM#EFH SRA TIERTR » IKEJLUER SVM /&S » BEEDIHMMEIEE o

EEMYEPINEEFERERLE ° 557 ONTAP tools Manager F{§£F ONTAP 5§58 - 2R ERBRIFIRE
RIERIE » LGHTA vWol BIEFTEMNZEER - EZALIRED » e UITEAREHIE SVM FEREREIE vWols
FRITFHE o

ESREMBENE @ "OTV 10 © (HEEFFRIHE2EMAEEE" UTREMEENAKEFRIFNESEN
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S0SRE7E ONTAP FREXA MetroCluster 3<3% » A 2RIRH B Bt ER B A At s 2 E R B &R o

ez Al

MRS AN TERENRME
LIF o

(SAN) 1B - ONTAP Z#tfE SAN IR BIZEEF SVM EiE
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f§5F ONTAP tools Manager

@ EZHRRES » TSNS RHERERIREE - WEARKIIE SVM LUER SVM fE
B&&RE °

1. BEEEERIE2SENE) ONTAP tools Manager :
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. [FRTIEIEPELARIIRMHAY ONTAP tools for VMware vSphere RAABIBEREE A ©
3. #{;81835EEN Storage Backends ©
4. FLiEATERERIBIIRHMAARES IP (ks FQDN ~ FRAERBNZHEEFAEN o

@ 4% IPv4 I IPv6 fIHLEIE LIF o
5. BEEVS ONTAP RE/RSBI REZRE - BB BERIMENEFE LEZERE

@ MARE » EEIUEHEIET QER T ERA R (SAN) B - BRRA > F2R'E

PR ERRE AR ©

6. WNREFILHHEFERERIERE MetroCluster 488 —EB4> » ONTAP tools Manager 88 ~—RI38H
B IEmCHmEHEEE o %E i AR MetroCluster HEHEFRBFBRIGAVGEAE o

(D ONTAP RHEBTUIATITHAE S > FHIBAT ONTAP tools HRE °

£/ vSphere AR IGRERAENE
() VWols Bk FBIER vSphere FFS MBS M EEIEHIE SVM R o

1. & A vSphere FHE I ©

FERCERF  BEIMMEXEE T NetApp ONTAP tools ©

{832 135 X Storage Backends °

IS RERERELIRMEMARES IP (i ~ FRERTE « BISHERRFMEEA

P.OJ!\’

AL RPN ERAE - 58 IPv4 5 IPve BIE LIF SRGERMEN  SBEE
() #08 SVM R - SEIRHEEAS SVM HOBBLUR SVM B2 LIF « MBRETHE - A
FAERUZ BRI SVM (SRS o
5. EBIER{S ONTAP S BB - BB YR TREF I E T8 L Mals -

6. IR HEZRERIHEE B ST MetroCluster 2BE59 > ONTAP tools HEEETR TETIE MetroCluster ¥t
LEEL) M o EWN ML HEHE LN HERERERR o

(D ONTAP RHHUTIRHIIAEIEE - TBIHUT ONTAP tools IRZ -
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ONTAP tools &7 [M#F#iR HE LFIHMIMEHFEERFHRR - IR/RET 30 RUERFEERBE

> ONTAP tools B7E/&:2BH A EAR P ERES - iBHA > ONTAP tools Ei%#TFR B R INTLC AR » EA
FERAER

"OTV 10 : tERHFR IR AN A E"

"B EERTE S MetroCluster 4HRE"

é:E gNTAP T ErhgE#ZBIEE vCenter Server B\ fT{EREET
)i

BEFER B IRE vCenter RIARZSBITIERSREH: » BENR] AFRA vCenter [BiRESHNITIERZEL
FB7FER o &7 MetroCluster 4B5E » ERAIMEFERERIGEER » SAEFTEEREEEN
vCenter {AlAR2S BAHH o

1. FERPEBIE2SENE) ONTAP tools Manager :
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FRIETEFEHARIIZHAY ONTAP tools for VMware vSphere R4 EIEEREBEEA ©
3. TAEEHZEE vCenter ©

4. FEREBIE T H1FREBIRM vCenter Server HITIEREZIBMEE HBRIE o

5. R THINEE IEIZ B BIFTE vCenter Server I TERERARBUHETZRFH B E o

7T ONTAP tools 8 E 4R 1FEY

FERERT > FRIFCRERRFE > TR ESXi THERZRFRA IP (UL & BEEE
EELLREY o R LUECKELRE » EARFHEE IP (ITFER o SRWHFRTEINY ESXi 1
EREHEE » RFERTRE -

B ER
1. & A vSphere FHE I ©
2. TEHGRMER D BRI EE AP EELE * NetApp ONTAP tools * ©
3. 1£ ONTAP tools FIEBIZEI&H » HifE Settings > Manage Network Access > Edit °

AEMEZE IP (it - SFLUESRE « $E - EIRRIEAERRE (CIDR) NE=ENHESHKIBHEE -

4. ¥E$E Save ©

£ ONTAP T EREIEMFFHNE

BEEFMEERBRBIIBREATER > ONTAP tools B HEEH FIFAE BV L -
I B RBEEHEAFrRERR A SRAZITE -
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[RAEBRHZ&EL vCenter Server &2 ONTAP tools BIEMERHZENE 2 BN EE NS

%t ONTAP tools for VMware vSphere 10.4 F%4 > ONTAP tools @A B EHFMEZ L&A igroup » EFA igroup
EBNERERE > F igroup BIBEEEH# o o] ONTAP System Manager £37/% T igroup » M
EFfIREIL VMFS EXERE > MEEMER ONTAP tools ° IIEFAAE > s520 "1 SAN &2
igroup" °©

HFREBL AN TERMHETRZR®E > ONTAP tools B VMFS BEH#ZFFHIR T igroup BEZHK igroup ©

TEEER SRR igroup BILMHVERMETRR - SEEEERARMN igroup » 55ER ONTAP tools 7T EIEL
REST API o
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