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Prepare for deployment of ONTAP tools for ViMware vSphere. See VMware documentation.

‘ Deploy the virtual appliance. ‘

l

| Configure ONTAP tools. |

.

Configure your storage environment. ‘

YES Do you want to
configure SRA for

disaster recovery?

NO

SRA for disaster recovery

Enable the SRA
service. Start using the virtual

appliance

Configure disaster
recovery setup.

HEIRBERENEE LIERTZONTAP

9.xHRONTAP VMware vSpherez1ZH#IVMware vSphereZ 1B it A4k E R EFTRRZS ©
BERAERERER (Fla0Virtual Storage Console 6.x * Storage Replication Adapter 2.x ~ 3.x * 4.x
FKZVASA Provider 6.x) {ERARREIIFARIZR o MMRIEHIREFPEZEESLEERR VSC ~ VASA Provider 3 SRA
S FRBAR IR S IR ERPIABAT T FUMEZE ¢

1. ZBEONTAP RFHHAREIVMware T ©
2. BEIMIRAMNAERER o

AAREEN IR RERARE « UKFHRIFERE kaminoprefs.xml #fl vscPreferences.xml 12 :
"EREFREEREIPVAELIPVE"

EHZBERAT ~ BAEAEEREAEER - 76 - MR E BT RFREREE « Lr e 2B EIRRELERE
Z « WHHEFEFEONTAP BYVMware Tools#ETTHEMEE o KR U HERATIEZONTAP EHIBENINFEE T
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B~ WiEintERis el 5t o

MRIEERVASA Provider 6. XFH4k ~ BIFETE A4k 2 A1 SCEBUH E E:VASA Provider » fISEEH4ME R « :s52E B AR
A9 o

WNRIGENSRA 4.0 E R RAFA4R :

* NRITEANIESRA 4.0P1 ~ BIAZBLFARESRA.G  SRABHITSRA 9.6 RASHIFLIN 4R o RE]AFYEFH
fRONTAP EHF#hREIVMware TH

"FiRZEONTAP EETARFIVMware TR"

* MREEANZSRA 2.1813.0 ~ 557550 FIRARASARFHAER - TN ELRE - BRERITE
#BFT o

ONTAP RRAEMFEEFEESNE T () 4.0 thiEA VASA Provider ~ FILESBEAECHEEM VASA Provider ~
AEBIERHHRAH ONTAP TH o BEhRfAMRES (. ova) RITEFHARSTAEFIERR o

NRIEAH VASA Provider B8E ~ BIFEIRAREA K2 & ~ AR ONTAP TARGIEERA/NRES
12GB Edit Settings #EIR o MW RIENUERECISIRRE o W AR EREES « A REECEEIRR A/

UNERITAIVSC ~ VASA ProviderfISRAER7.2807.2. 1hREREALEE « QIE L B4R E. 7TP1 T BRI
—ERRE - SN BALEBIRAENSREARE.THRERFEREE « RAEBHBRERIRZA

EEHRZE ONTAP TH 9.10 KEHHRAE - BEZHITH R EREREE 9.7P1 EMIRA o FAZEBRERD
[EIREREEE.7TP1FH4R ©

MRIEEEBEERFHIREY ONTAP TH ~ KA RDREE "EHEIRIETRONTAP ~ mESERNK" « T&E "FHR
ZONTAP &#fTiREIVMware TE" BRMITRMFARAIERAE ©

MERAE R

https://mysupport.netapp.com/site/tools

VMware Cloud Foundation ONTAP ZFZEIhFE « BHANE
fEVMware T E

VMware vSpherefJ& & T B A 2fE £ VMware Cloud Foundation (VCF) IRiE

h - ONTAPVCFEZPEM FEHIZEZSEONTAP EifREPFEHRAVMware TR ~ WEAfE
FBvCenter ServerfVIE R FTEILA2S ©

VCFER A B R B RENALE  MAEEvCenter Server e TEONTAP VCFER FTHEBRIZIELNAER « T8
G EUAVASA Provider o SfE5ERE ~ (SR LUIEAREST APIFIEHERFKNEILALF o TYIXERARA
VCF B ~ i{EFRETIEE ONTAP TAMER » "It Swagger-Ul #TiG{#EFEREZE ONTAP TA" o

WHERAPIZRES AR EEEAPIMEIUAY apple-ap-tokon_ o SR IRAEMIAPIELBIEN « 49 A _applier-apier-
tokon_1Z58 o ONTAP TH 9.12 ERARZ4E 1.0 API o 5CAi7E 1.0 LAUISIEGTE 2.0 5 3.0 APl ©

BRARVCFEIZERLRIAPIEE
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APl « HTTP £ sER

10t
=
]
i

/2.0/admin/containers g HIhRE PSS
/2.0/admin/containers iipve HIHAEE NE
/2.0/vcfluser/login B~ HIhEE {FREE:E
13.0/ 77 | =& S BfEX (BN

3.0/ %77 | =& BhC =Y EXEFN
/2.0/storage [FEENFER AL g HERHR
[2.0/storage IBERTENKE BIF =Y 5 HFIIRER ENE
/2.0/tases/ {id} 1S [Sh Ik

SR AEEVCFEPEBIE P ERVVoIsERFNRE - EERI A2 « BN AFREAVCFEEMBIHIREST API ©
HETHE « BNAIESwagger/ T EFEXREST API o I\VCFIER R ITT A 280 « (MEBIZMEIEVM « Aggregate
FVolumeR 78 o T EFERHONTAP VMware APIZREVSE LI E R « RAONTAP ELE RN VMware TR
HEXSAPIAE R EH o

REmH " API*

17 VM API/SVM/svms
Aggregate FIEERE
Volume RTF BT E

#1TContainer create APIFF ~ &R IR BB VolumeHTiE E R 2 o (BIEEZBRIREHMIEENBRENEEER
RIBRER & B esVETFINAE - EEFHERTE - EERMEESRET LN - TRIFHIRAHIEE HEGRFEINEREEESR
BEFHER o

* Container StorageJAERR R  ERERHRIR BRfE

EE & FRA & FRA
AFF_Thick MEXEA MERA
AFF_Default MEFEE MEFRE
AFF_Tiering mERE mE A
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AFF_Encrypted mEFEE mERA

AFF_Encrypted_Tiering MEFEE MmEFEE
AFF_Encrypted_Min50 mE*EE mEFRE
FASTEERE AR "
FAS _&AX20 =~ e

SR LUEFIONTAP B2 NAPIZREE EHE ERV(E ©
https://<machine IP>/api/storage/volumes/{uuid}

FFAVCFEIEONTAP HISZIBINAE « RAEEIL R LIERIE « MRECREFEREM TIERE « IS RECEER
FRE&E « BIEFINERTIEIKEIRE « BIFEGFER TEMR231 EmME vCenter Server 53t ONTAP LA o {{¢

ONTAP T & 9.12 fi% + ONTAP T A vCenter WE R EEIERE LA o £ VCF ##{# - ONTAP TA
BIPRRHIRE ~ N BREIRIMIMER ~ ARk E AR KE#IREN - EREARER VCF EEVIE R TEFZE ONTAP

TER R ZEINETER

() Registerhiml 7EENS A ONTAP TAMRATH o

See VMware documentation.

Prepare for deployment of ONTAP tools for VMware vSphere.
i I

Do you want to deploy
virtual appliance in
VMware Cloud

Foundation (VCF)?

3

Select VCF deployment and provide required

credantials. Deploy the virtual appliance in normal mode.

!

Start using the virtual appliance.

Configure your storage environment and create
containers.

"WN{AIEFZEONTAP Bl A"

VMware vSphere|RiEAFI T EONTAP

VMware vSphereBVMware vSphere TEEE&E—vCenter ServerdMiMET « B8 FVSC
+ VASA Providerf1Storage Replication Adapter (SRA) #EFEIHAE - ONTAPZEEFR
B ONTAP HyVMware vSpherelRIZEMERVSC « AT BEAONTAP REBHEMUERRK
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EESXiEHRTE R BN TRBNHEFEIR o EHREIRE (Wols) IREEVASA
Provider - SRABIZE#&EZVMware Site Recovery Manager—i#Ei&E(E o

ERERE
EH MM EBE A R EE « BB/ TEvCenter Server HBRIRHE R MESEERNIIE -
BEFR

ONTAP T AnJ#&f2 VMware vCenter Server [E#FEASEE (vCSA) {FH o IEAZETEONTAP Z1E#IvSphere
(BIEESXiZ#) LEPBELINERSMNITA o

R/NEEMERRIEARERS

EN RIEER

ZEfE 2.1 GBEANEHARE LR « 54.0 GBERAN XA BN L

FHIRIEEEE FEEETIEAL 1 12 GB ~ EECPU : 2.

CREZER TR ¢

=i s5iRH

SnapMirror (ER) MERFEAvVoIsEE ~ BIFEEHITSRAFVASA ProviderfY B TEFEE{EZE o
FlexClone (ER) FITSRABVAIH BB E(EZE LUK VASA ProviderfvVolsfEZPrEEHYA

A BB EEE

EATFERE R TCPERHEAVMware Tools : ONTAP

RRIMNERSK SREAHE
9083. EXFA&F ~ VASA Providerfl1Storage Replication

Adapter (SRA) #RE{FH IILEIZIEBvCenter Server

BT o BUSTCP/IPRE R EHERIR o HERIRS

REMTEH - Web-CLI ERENE » UK VMware

E'J VP BYEHER1RE@E - SRA 2 E11& 1K SRA BRFSFLLE
IR SRIEEITI® o

8143. ONTAP T B &{EEEILiEEE FHZR 2 o
R SRR TR

FEERE ~ THRERRE ARAE K
ONTAP ONTAP 9.7 ~ 9.8P1 S{E AR ©

VMware vSphere * vCenterfaliR2s * ESXiEi%  Site 352 "BEEHERTE"
Recovery Manager (SRM) ~ JMHERRERNRERE
11
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VMware T EZ5KONTAP
* RERREVvCenter Serverl®iz o
* T#.ovatgz o
* vCenter Server#l{T{EIREHYE AS05E ©
* MIBRZIEESSIREN « LUB G IEEFEONTAP VMware T ELEAR 2 4 (F(M 2 523 RN RE o
* BREEREAKERREEICMP PinglITERFE
© EEREREENSUDNSEHLTE -

SRAAYEREX

MR ICEERE EHIFE A E LIEACVMware Site Recovery Managerf$ifg « B4 BER :
*BTE .tar.gz £ SRM FEREERAY SRA 2 o

ZRZEONTAP ZAEINAE
1. TH . zip BN TEMENEE/REMESRE "NetApp ZIHELHLE" EvSphere ClientRAELUZFEONTAP FLE
INRE ©

2. #HEY . zip SRAEMIERE ova IEE ©

EAZEERE . ova MNREEELE SRA ~ AERRREEEIREMNBEMIES £ o
3. E A vSphere Web Client ~ #EEY * BB * > * FH#EIZEE ~ o
4. LUBBHABIZ— TEAEMNERAC « RBIE—T * 80F OVF #i4s * o

MREERRZ vCenter7.0ule KEHMARAS BT TIIENE « TRIBEERITLR 5 - SEAIENDE -
AIFERS OVA ZH(USTR M ARIEFIEEY ©

° 1t NetApp Z#E48u5 T& OTV_INT ROOT _CERT_CHAIL.pem t&2E o

° BIEZE *vCenter *>* FIE * > * RBEE* ©

° HB—TF MR EERIRRE C EE o

° #—TF * BB * Wikt OTV_INT_ROOT_CERT_CHAIL.pem tEZEMIERTE o

cH—T Mg o

IR T Entrust I2T0BE%RE - OVCS2 (51ERV/ERRE) 1 8 - HEE TH OVA IERMNTE

:I‘E o
@ MNEEEE I Entrust FBNEEEE - OVCS2 (EXUESE) 1 B - 554% VMware vCenter
Server #4RZE 7.0U3E S EHHRA o

S. IEAILUE A ovatEZEMURL ~ SURIBE = (H#7F ovalERMERIK ~ AABI—T* 'F—F*1 o
6. EATTRERBFIRRFAEER
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(EER) MREBEBEFRSERvCenter ServerdI BN TEILA2S » sA2EL [Configure vCenter (
@ ZHEVvCenter) | 5{ TEnable VCF (E{AVCF) | BEEHH I'Enable VMware Cloud Foundation
(VCF) (BYFBVMware Cloud Foundation (VCF) ) 1 #&EXA

TR TR RS I RBISRABERE - AREFFAETHK
EEPEREMEEBRET - FRITRE - MREERK ~ FRIT T -

1. B35 vpserver/logs/checksum ° log © QD%EE/T\ I Checksum Bgs85kBu ~
n_.\E.”'/(rH E I:Ian\I:FE§I QEWE’J Jar %ﬁ

SCERE B S 81T shap256sum -c /opt/netapp/vpserver/conf/checksum ©

2. B&2% vscserver/log/checksum © log ° Y1REETR I Checksum BEsELRHU
Iu\ﬂ-L/(T_H ED'L-\I:PE I QEE&E/J Jar %ﬁﬁﬂ °

SCEE B 81T shap256sum -c /opt/NetApp/vscerver/etc/checksums ©

ESRM_LZBESRA

&R IATEWindows SRM1EAR2358.2 SRMa&fE_EZBZESRA ©

ESRMz 5 £ EEREESRA

1. F# .tar.gz 1EZFREB "NetApp ZIEAIL" o

£ TSRVMEEARE) EEL - ##—T MEAFEERETE R > HAEFRL °

EE tar.gz #EERE SRM o

SR EF - B3R TSRMEFERNATE R EEFHFEEREER
FEREEEIRFEASRMEE « WEMAZTAEA ©

YHAZE root EAZE | su root

etk U B AT UEIE [ SRA | 'HIBREPIEARAIRMEE ID | docker ps -1

BEABEID . docker exec -it -u srm <container id> sh

© © N o g ~ W D

f£FH ONTAP TAKXE SRM IP {tFIZHE | perl command.pl -I <otv-IP> administrator
<otv-password>

LERFERET—RI RIS ~ MR EREER BT o

[EEEHSRARE

B ER
1. 575 7% MBR/SRM/SRA/confDirectory I A

a. cd /srm/sra/conf
b. rm -rf *

2. HiTperlth S LUEERERESRA :
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a. cd /srm/sra/

b. perl command.pl -I <otv-IP> administrator <otv-password>

E{FIVASA ProviderfISRA
1. &8 OVA ONTAP T AZpE AR vCenter IP Z A vSphere Web i ©
2. EREEEF - Z2—TIMMEXEER TS * NetApp ONTAP tools* ©
3. 7 ONTAP TEMAEEH « * BTE > RABIERTE > BIEINAE *  WRKAPAER/ITHAE o

@ FEEL G B Vasa Provider o {1 R B EFSAVVoIsERIEHENEEINAE « 5EH TR
FAvVols#E R %4t o

4. BAONTAP B TAMIPUIMEIRSEH « ABIR—T TEM) -

ZFZEONTAP ELEITHRERYEES

ONTAP T ERVEIFIBES

RIETER - ONTAP TESEAEENERIERAETH (BFEFHFEFRFEM VMware
\;fenter Server ) ZEIRVE - MREERAR GG « Bl BHEED XiGE & E & EHE

¢ Windows BUSMBE A « ISEZFENRT ONTAP TEERRSEEEFEVE - IRERZTHFIUELE
BIZIBRVERR ~ BIGRER TIHERAR o

Unable to communicate with the server.

ERA T B E R TCPEREEAVMware Tools : ONTAP

AR IR IR SRS siiPH

9083. EXFBEF ~ VASA ProviderflStorage Replication
Adapter (SRA) #RE A IIEEFIESvCenter Server
B o BUSTCP/IPSRE B E IR o WWERIET]
B TE VP ZIREM « ZE Web-CLI FEETE »
DR VMware B2 VP 2 RERIBRISSEET o

443.. REEREETEMA T « VMware vCenter Serverflfs#
FRSTEEIEEE FNE2EN - EiEBARA
B - [FAR2SENENE o L2 EIFTERZRE 443 &
BB - ARIHAIUEERER REST AP (IBEEHA
*)j I~ ZEENEAFEIIRSZAVELR « MiRA TR E
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8143. ONTAP T A aiBIbEIFE FNZ 2B o EIZEH
PRI - ARESENZE - AR IR U EAEER
REST API WEENMECR PR « ZEENEEIAREIRVEALR
MiRZAE R ER] o ILEZIER AR ONTAP TARR
FZHEL ONTAP T EfAARZZ5CERE © register.html B
EFTETEILERE F o HERMRBR e RERILER
BEo

()  7EEIBONTAP VMware Tools 41 » 1R ER FRABR RIS MM BBHIE (ICMP) o

AR ICMP ~ B ONTAP T EM¥IA4EREAS =5 - M ONTAP TEEIPEREILZEE) ONTAP TAM
VASA 1ZHEZRTS o IEABIEEER FTEENE ONTAP TEF] VASA Provider ARF ©

ZEREAFRIEESRONTAP  RmEREER

7EEZBZE ONTAP VMware vSphereBISZ1BINSEZ Al ~ MEZ AR EEMIZERER ~ UL
Be—LeE AR F AR TR o

ERREEEENRE
° 54.0 GB ~ HANTEEREN L
* FRAARIR AR K
° ESXi 6.5U35X E#fhRas
#5018 © 12 GB RAM
EERCPU : 2.

N
@
w
(&

SENFER  IREREAONTAP 2 - BAN&EDEE

TERIYAEZFZ ONTAP VMware vSpherefJVMware vCenter TE Z Al ~ (EFEZ SRR E 2N HY
HEAREX - EARXTERMIBEEXK o

ERMHBRTAIMT (EX) ©3O0NTAP BRZIBRAHNRNEN « B1EZ1ERAHVMware ~ vCenter
Server ~ ESXiF# « 4Mi FERFZ{FSite Recovery Manager (SRM) o

BEEMEHBRRIA"

; WA ZBRIFAFIexClonetS i ~ A Astt¥VMwareE#EVolume (vWols) BERIZERERNITEE IS RBRIEEFNENE

BEEENEFE (SRA) BETHERE
* SnapMirroriZ##
1S JERIFE SnapMirroriRHE ~ 7 REBIITSRAN B TE B EEZ o

* FlexClone#Z##
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EXFAVASA Provider M B EEREREZHE

VMware vSpheref3z R INAETERR 2 EXFHVASA ProviderIAE ¢ ONTAPIERI LU &
EvVolsBE B Z M E T B EZEINSE R EIERZEVMware EHEIRE (vWols) BRIER

= o

TEENZEHE
* IRZERRTEVCenter ServerH{ TERE I R EESXi ©
* ISNBEEZPEONTAP FiEVMware T ©

RARLLE T/

gAZRVASA ProviderIISETEFARONTAP 9.7 1hRBIARAIAR R Z BI{Z A3 « BIVASA ProviderTIgEfEFHR R E1F
F3 o LERRZASEI RIS 23 vVols B I E B FRvVoIstE R IHAE ©

1. Z AVMware vSphere V4B EREE ©
2. 1§ vSphere Client # ~ 2B * IJAEZR * > * NetApp ONTAP tools* ©
B H—T*®/E* °
4. ¥—T TEERTE) Ro|EHEPH EEHEE] o
5. £ TEIETHAE) HEEAIRT  EENERUHRIVASA Providerglig$ ©
6. MREEFEAVVolsERHFREIIERINEE « :AFER A vVolstE = L%t o
7. EIAONTAP T&EFTH) WIPUAEESETNE « A%RE—T IEMI °

YN VASA Provider AREEEERZA TEEAR) ~ BNEEERA VASA Provider IE7RIHAE ~ SAIRE

@ ‘/var/log/vmware/vmware-sps/sps.log % VASA Provider B4 {F{a]E4REEER ~ A%
TEREFIE ~ NEHERE [ 'vmware-spS' | BRF ©

AR
"NetAppZiE"
ZHENFS VAAISMIMER

eI LUE B ONTAP VMware vSpherefJsz#&VMware vSphereBIGUIT A 2K %4 E A
R VMware vStorage API for Array Integration (VAAI) FINetApp NFSYMIFET o

EEENRHE

* WREZE TEERAR VAAI B NFS SMIEHZEEH (* . vib) KE NetApp IEMLL o "NetAppsziz"
* MR E R LIEESXiE 6. 5T EHARZA ~ ONTAP LUK A2 EMARAHIEHHRAS
* CREZERBMESXIEHER « I EHHNFSERHFHE o

* BFEZE R EHE DataMover . HardwareAcceleratedMove
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DataMover.HardwareAcceleratedInit fl “VMFS3 .HardwareAcceleratedLocking TR
= 410
AT o

E TEERT HEHRENE ESXIEH L EERTEESLEE -

TR EERERMTFERESE (SVM) J:Eﬂlﬁﬁ vStorage %18 vserver nfs modify -vserver

vserver name -vstorage enabled me e

* NRIEFERRZENetApp NFS VAAISMIMEX2.0 « BIFEEZEBESXi 7.0 Update 15 E#hRZS o

* {FEZYESR vSphere 7.x Kk ~ E% vSphere 6.5 BE48FF - A321#& vSphere 8.x ©

TR

1.

ov.cn.h.ww

BHGS . vib &% NetApp SZIE481L T ZE NetAppNasPlugin.vib BITEZ « LIRS VSC ERMNTELER
$a78 ©

FONTAP —F TMET R BEHM MREL o

¥—TF ™ NFS VAAITE*ZRS|1ZH, o

B—THRERSBETHESE

BIENEINEM LR . vib 185 ARG —T * L&~ KIEXE LEE ONTAP TR °

- 7E TTEESXiEHE L2 B ~ EEUEEZERNFS VAAISMIMETAVESXiEH ~ ABIE—T TRE) -

ITEMRIBSE R FRIETRST RS o &R LU7EvSphere Web Clientdy TT{F) BERHRESIERIEEE o
HERE - EFEBIESXiEH o
IR EIFILESXi T HLEE  VSCE BFEAINFS VAAISMIMER, o (B REEBHTHM P R AIMNIER ©

aFRvSpherefREX FEBISMMEDNE

1.

2.

3.

#EIRER vSphere Web A Fiw} vSphere Ul Z i ©
FEPRBIEE 23 IREN ©
#l&vSphere ClientfREXIMIEZNEMH o #HC VCSA ~ BT FHIDER !

a. SSHINAVCSAFEREE
b. {=1E VMware vSphere Client fR%S :

service-control --stop vsphere-ui

c. BEREES vCenter BFIH Ul BINESRBER | cd /etc/vmware/vsphere-ui/ve-

packages/vsphere-client-serenity

d. B NetApp HERREBIMIEREN m -r£ @9 !
rm -rf com.netapp.nvpf.webclient-*

rm -rf com.netapp.vasa.vvol.webclient-*
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rm -rf com.netapp.vschb5-*

a. BYEh VMware vSphere Client IR :

service-control --start vsphere-ui

H4EONTAP IHEE

4R ZONTAP &iThREIVMware T &

TR UK IR bR R MAVHET ~ WEIRA/ 9.10 AR ERThRASHITRAM 4R E R FTARASHY
ONTAP T H o

CRENRAE

s EAETE iso #EZE ~ 7 REEVSONTAP & HRAIARAIVMware® T & ©
* WAEREE12 GBRIRAM ~ ONTAP 7 BEsEF 4k B BIVMware ToolsSHER (EMAE ©
* &4 E;BRRvSphere Client#| EE 25 REY o

"7BFRvSphereREX F & BYSMIMETNE "

MBEVE ~ FFHIT TP ERREESE iso 1EE - BEEEMIER

1. &R Entrust ZENERBRZB/REFHIAKEHE (OTV_ISO_CERT.pem)
openssl x509 -in OTV_ISO_CERT.pem -publkey -noout > CSC-prod-OTV-SRA-Tgs.pub

2. FAAHESRBERETNRS (WPREELE_EURZAZRETRIRERERSET - BEEHEES
EHEENT)

openssl| dgst -sha256 - §&z8 CSC-prod-OtV-SRA-Tgs.pub - 254 NetApp-onta-tools-From-vmware-vsphere-
9.12-9327-upgrade -iso.sig netapp-ontap-tools-for-vmware-vsphere-9.12-9327-upgrade.iso

FHR1E ~ ZRBIREEZEDVASA ProviderfIARES o EZIRIBEHREHIFER - FEEHEZNEHVASA
Provider o i@ « BlMEVMware EHFHEHEE (vWols) FIEFERT « B2 RIFEUBVASA Provider ~ AAERESE
FHEREREE REEENEEE TR REIAERERE

(D) CRERRAEN 0.10 BFIRARITHUFHEERFIRAL ONTAP TA ©

@ F7% ONTAP TH 9.12 A#k—&7  FrEfRF R #5E RENEF g BB EBSE ONTAP
HERE « R EEAREERSE - EREERREIUEMTE -

ML RARERENEEFRAREZ EIRFIRY o

WR(ER json IBEMGHEEFRA - UFEAETRINEZEHEFERE « MEBEAKE 9.12 ~ 8

FEHERZ A ~ 555T7E ONTAP CLI E#ITT3dr< ~ LURKFER R VMware vSphere 1 ONTAP B ONTAP TH
2 FEIRY/REE Y IEET o

1. security B ABE create -role <existing-role-name> -cmddirname "security login show" -access all

2. security B A create -role <existing-role-name> -cmddirname "security certificate show" -access all
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3. security B AR create -role <existing-role-name> -cmddirname "security certificate install” -access all

WNREF json 1EEFILHERS « WEHABTELMN SYM #BFERE « MTEEAAKE 9.12 ~ 8
EEAEREEEEIEN ONTAP CLI EBIT IS ~ AR BF4RLUEA VMware vSphere 1 ONTAP B9
ONTAP T EZErV/RERIE ¢

1. _security B AAE create -role <existing-role-name> -cmddirname "security certificate install" -access all
-vserver <vserver-name> _

2. security B AAE create -role <existing-role-name> -cmddirname "security certificate show" -access all
-vserver <vserver-name> _

3. _security & A create -user-or -group-name <user> -application http -&& 5 757% cert -role <existing-role-
name> -vserver <vserver-name> _

4. security B A create -user-or -group-name <user> -applicationontapi -authent&% :5757% cert -role
<existing-role-name> -vserver <vserver-name> _

1. T EM_ISO_IEZXHEHONTAP B FFIZIETA ¢
a. —T*4REERE>* DVD/CD-ROMHEZREE o
b. #{FHIFVEEREEERHFHREISO EE o
C. BT EEEN T EA_ISO_MEZE ~ ABIEEE TERAFREER) ZEVAH o
2. ZENEEBEONTAP ZVMwareTAH THEE) &R3I1EH -
3. EEhMEEES o
4. 7 THEEB) BT ~ BAIE 2 810 RGHERE * ~ RABWAZEIE g AR *FAMR*

HRSERBONTAP ~ BNBI EFHERENLEINAE © HVMware vCenter ServerfVIP{iiE B¢ E A 4R ETRIAERIIP{iL
ik - ONTAP

5. INRTABONTAP E7EvCenter Server ELIPv6fi it & {FAVMware vCenter LA ~ BIABEHIT YD ER !

a. BUHEERONTAP VMware Tools ©
b. £ ™ Register 1 (*&#%) BH@E  ##ONTAP TlIPv6)] TEMILEEEEvCenter Server ©
C. fEsEMz B EHES ONTAP TEF VASA Provider /&35 ©

@ {&vCenter Server 6.7 Bt EHTHRAA SZ1EIPV6 ©
6. ZHBEHE AvSphere Client ~ BIEI 1217 EFZONTAP BITHRERT A

a. IR BRIvSphere WebFl FiREkvSphere Client& i « AR RARARE o
b. & AvSphere Client °

7EvSphere Client B 5MIMET Al SE B B X D HERVEFR o
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* AER#E7.0lRONTAP B9VMware ToolsH4RZEONTAP RETHREIVMware Tools ~ BRI

HFIEERENE « TR ERRBERANVMETZRA « [RIFJEGHEHR « IsHERIER
B e

* NRMERHABERIHRE ONTAP TA « Fi @33R vvol.rebalance. threshold I

vvol.properties 1% FELAZR o

BHRTERER285% ©

* BEFARECRUA FIPS RIS ONTAP TEARZS « BIGHES R 32 1& FIPS BIEERR vCenter Z

& BEMGLEEEE -
BERIMRE#EvCenterAH R ERFBIFIPSZIERRZA « T EEEAER FERASONTAP B9VMware
TH - A|RB7EvCenter LIFFFIPSEF ~ EPEA FIEE o

FHRFFESTEFR

EFHARONTAP 52VMware ToolsZXZFZONTAP R hrASBVMware ToolsZ 1% ~ IRAEFH
RfFFERNEFRE (SRA) ©

1. S BRENE R ~ FATIEP—ERFRARERHONEF
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BAM...

Windows

HITFI...
a. & A SRM Windows Server ©
b. FRAMKEEETA C: \Program
Files\VMware\VMware vCenter Site

Recovery
Manager\external\perl\c\bin

C. HIATSEONTAP R ETHRERMIIPAIILFNZS
il

RREERNEF a. HA ISRMREEE BE -

b. #%#—T MEFFEBENE R -~ AREZ—T T
bRl LIBSBRIRARISRA o

C. #—T THEEF>RE o

d. $#%—TFEIEDERVEH NetApp ZIBMEIL FEHMN R
¥ SRA BR4EFEZE > JABIE—T Minstall (%4
) 1 °

e. TESRMsx i _LERESRA ©

"TESRM:& & LR ESRA"



Ko

Kis

FEONTAP Iy

K3

¥

RER TEMAE

BME -

Before you begin: Deploy ONTAP tools

for Widware vSphera,

TEONTAP VMware T &

REONTAP STIETNEEBUEREMF R « BIUREVIERTENR  REEHFRE « UKkiE
Mt EE E SRALUETT

¥

Configure storage systems,

v

Optional: Configure storage alarm
thrasholds.

¥

Create storage capability profiles

Traditional datastor

Frowisicn traditicnal datastore
and cptionally specify a storage
capability prefibe for the
datastore

Monitor datastare provisioning
for traditional datastores.

1

Traditional datastore
ar vWels datastora?

‘ols datastore

Prowision vWols datastore with
a storage capability profile,

v

MMeonitor datastore provisiening
far WWels datastares

v

Optional: Configure disaster recovery
by using
Storage Replication Adapter.

L TFESXiRE

2 € ESXifil ks 2 ERRIE M AR 52 E

VMware vSpherefJsz#&VMware vSphere T BRI # 25 K=& E ESXi T 1% % B 11

EHESEECNetApplEFE R AR {FEAHNHBABIRERE - ONTAP

RS TE

RABRRFAJEIE

2 F R SEEER REFHE

o TREE SR NAMTIIE) ERT - TIESTART « 1

MREETRE NG NERBE RSN IFHEMRK BRI -
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LB
1. % VMware vSphere Web Client B E ~ ##— T * FHBI#EE * o
2. EEH EIR—TREAE  ABER * HE* > * NetApp ONTAP TH * > * REERE * ©
3. £ TNetAppEEi&R:RE HEAHIRT - ENEHESLTRFNE

]

asg

TEEZAIREE o

Set Recommended Yalues b

B HEALNA Adapter Settings
Sats the recommandad HEA timacut sattings for NatApp storags systams.
BB MPIO Settings

Canfiguras prafarrad paths for MetApp storans systams. Detarminas which of the availabla paths ars
aptimizad paths [as oppasad to nen-optimizad paths that trawvarsa tha intarconnact cabla), and sats tha
prafarrad path toona of thess paths.

B NFE Bettings
EZats tha racommandad MFS Haartbaat sattings for Metapp storaga systams.

45— TR o

ESXiF % {EZEFAONTAP ZREENBLTAREN

&R LUERONTAP VMware vSpherefJVMware VMware vCenterIISE ~ ZEESXiF 1 5%
EEFRFMEME « LFERRENSEN RIS HERE o SIS IRENetApp AIER Al PR
HREMEEONTAP o

TR LATEESXiEHE R TE TAIME ¢
ESXiEPE4HAS
* (FERSINIRIZIHTE D
eI ER A1 o
* (ZiEfYBlockDelete)
&AL B A 0 o
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NFSERE
* * Net.TcpipHeapSiz*
UEERA 32 ©
* * Net.TcpipHeapMax*
LB 1024MB ©

* * NFS.MaxVolumes.*

I {ERR A 256 ©

* * NFS41.MaxVolumes.*
LB % 256 °©
* * NFS.MaxQuesteDepetixE*

UL ER A 128 S ~ LU (THIHRTE o

* * NFS.HeartbeatMaxFailures *
FHFTA NFS 485 ~ I ERS 10 o
* * NFS.HeartbeatFrequency*
FTHIPRA NFS 4B5E - UL ERR 12 ©
* * NFS.Heartbeattimeout*

STHFRA NFS 48R ~ IRIEERS 5

FC/FCOEZE
* BRISEERRA
fEFAS ALUA B FC BR1EHF « S/RIILER %S TRR 1 (BIREEER)
HEFTAHEMAER « SItERS TBE)

WIbER% RRI BMREMAIEF/RECHREZEREEHTE - TEE) ERNERIEALUAER B
BhRABA LEProxy 110

* W4HE.QFullSampleSize
B FRARREHIILERR A 32  REUILERBNEEI/OEER o
* BAEEQFullTrresh

RFIBE AR ERS 8 - REUMEABIINERI/OHR
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* * Emulex FC HBAEBHES*
{EFRTaRE °
* * QLogic FC HBAZKF*

fEFRARIE °

iISCSIERE

* BRCEIERA

FA iISCSI BRERILERSA TRR1 o

RIbER# 'RRI BEMREMEETH/RECREZEREEHTE -

* F4H%.QFullSampleSize
PR A 4HRERIIEERR A 32 ©
* FREQFullTrresh

A HERRRILERS 8 °

EIE{?% ?I’\n\ﬁ

5 EE«E%%nE* %EE:I

%&.

ﬂl

EI’JVMware®I§J: E@Fﬁ EREERRIS

#tvSphere Clientift &F3I5<HE o

EERGERE

Linux

Windows

Solaris

IRREZ N R T B IR B339 vCenter Server ( Elm ) BY VSC #{TEREE AL 8IS

38

REUEA B EERI/OHEER

EUMERBIERI/OFER

* GO B AR E"

https : <appliance_ip> :
8143/VSC/public/a] B A
Nlinux_gos_timeout-install.iso

https : <appliance_ip>
8143/VSC/public/m] BA
/windows_gos_timeout.iso

https : <appliance_ip>
8143/VSC/public/®] A
/solaris_gos_timeout-install.iso

SHERYISOMME E H#E, EIONTAP VMware vSpherefal ik 23
SR E E RS2 aRs « Swa

*190 FERF R E *

https : <appliance_ip>
8143/VSC/public/a] B A
Nlinux_gos_timeout_190-install.iso

https : <appliance_ip>
8143/VSC/public/m] BA
/windows_gos_timeout_190.iso

https : <appliance_ip>
8143/VSC/public/®] A

/solaris_gos_timeout_190-
install.iso

2% - MREHIRIZE



2 %1E vCenter Server ~ RIfEIENE S ERE AR ENERESINITER -
CREZEANEREDS - ARPITIECHERRERFERE °

Windows ZReEE R MBIARE

BE
ERIEEZR4M (0S) ARFESHEAREWIndows BB {EXERLRISCSI I/Oiﬁﬁaﬁ?@onﬂxj
L FEE60F g RFak 190FDHiRF o N BEFFAEWINdows REIFERM « REA ZER ©

CRENRAE
A AD AR B A Windowsts S BEHIISOB -

1. FEWindowsE RN EITE « WURREIESEREAIRE ©
2. NRIESHERBERLEN « BERRR CD HERREE ~ AR HIT windows gos timeout.reg IEQHE :

IR SRR TEEREIZIN HEEA
S BT IR #E-
EEEETTIAE !

The keys and values contained in 'D:\windows_gos timeout.reg' have been
successfully added to the registry.’

4. BIEREIWindowsREBEEZRHT ©
5. ENEHISOmRE o
=R ESolarisE iR FE R AN ARE

FREEERME (0S) BRHETHERIRE Solaris 10BYSCSI I/O%EF % E © KRS E60F)
IR EX 190FDIET ©

TEENZME
T BE R B & SolaristE S ERIISOB & o
1. FEXSolaris IR EIES ~ FABLlrootEFRBEAIRS ©

2. 11T solaris _gos timeout-install.sh }5<H5 :

2 Solaris 10 ~ BEETFEMUTYIABHEE :

Setting I/0O Timeout for /dev/s—a - SUCCESS!
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3. EDERISOMRER o

RELinuxZ RS (ERE RFRVERHE

TREEE R4 (0S) BERFESHERIRERed Hat Enterprise Linuxhias4 ~ 5 ~ 6F1714
J’2SUSE Linux Enterprise ServerhzZs9 + 10f1118YSCSI /O RF=EE © ERIIAFEE60FD%E
BRFER 190FV IR o FIRAAREFARLinuXEF ~ [SEBNBHITIESHS ©

TEENZME
TECEEE S LinuxiE SHERISOREE o
1. FELinuxERIE SRR TIES ~ AR LUIrootiEREARE ©

2. }17T 1inux gos timeout-install.sh }I5<H5 !

£ 72Red Hat Enterprise Linux 48{SUSE Linux Enterprise Server 9 - @8 ELITHE :

Restarting udev... this may take a few seconds.

Setting I/0 Timeout (60s) for /dev/sda - SUCCESS!
#1#*Red Hat Enterprise Linux 5 - Red Hat Enterprise Linux 6f1Red Hat Enterprise Linux 7 ~ ©EEREELUL
TREAE :

patching file /etc/udev/rules.d/50-udev.rules

Hunk #1 succeeded at 333 (offset 13 lines).

Restarting udev... this may take a few seconds.

Starting udev: [ OK ]

Setting I/0O Timeout (60s) for /dev/sda - SUCCESS!

¥ SUSE Linux Enterprise Server 108{SUSE Linux Enterprise Server 11 « @EETRFELIFFIFE :
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patching file /etc/udev/rules.d/50-udev-default.rules
Hunk #1 succeeded at 114 (offset 1 line).
Restarting udev ...this may take a few seconds.

Updating all available device nodes in /dev: done

3. EDERISOMRIE o

1£%1& vCenter Server IRIEFEEE ONTAP TERYER

WNRIETEE— VMware vSphere HTML5 FE R IRIEE EIE%1E vCenter Server HiT{ERERY
B ERE AR VMware vSphere B ONTAP T A &% 7B7ES1@E vCenter Server £
EM—1{E ONTAP TEH{T{ERE « LUETE ONTAP T B vCenter Server Z BT —%—
A%t o YNULPT:EEEEE— vSphere 5 AP I ~ LUEGAEIFELSER « SEFRAHIT
vCenter 7.0 S EFThRA<HI{RIARES ©

MRIEAEE R ONTAP TEE vCenter Server AR « BIAEREEEIEAE(E vCenter
() server #iiT/EAERERE 18 ONTAP TEMIT/EAE - SETE4A ONTAP TAHITIEREYL
BRAAFHRA -

#EEEN Z7EvCenter ServerBl ZHIE BEN L4 o ELEIE T {FEHMicrosoft Active DirectoryEFFZTUIET, (ADAM
) ~ 7£Z{EvCenter ServerZ 4z B#EEFEREL EE o

&£/ vSphere HTML5 BB Ei##5% 1@ vCenter Server #11T ONTAP TE T {F - BB FHIKME :

s (FAEBEEIEN VMware EFEFHHEE vCenter Server ~ FNBEEE— ONTAP TEGERSS « LUE—&E K
—H—FeE AW o

BN ~ BRI ONTAP T E{AARES A E8:ZE vCenter Server A ~ & ONTAP T EfAlBRES B & ZE vCenter
Server B ~ #& ONTAP T Efalfk2s C F&x=E vCenter Server C 3 o

& * &5k * ¥ ONTAP TEfEARes A B ZE vCenter Server A #l vCenter Server B
R VMware EZE SR vCenter Server 251 ONTAP T E{FEARSS ~ 85— 2@ vCenter Server B
st ONTAP TE - A% ~ & LG R ONTAP TEMHITERE « W E 23 ONTAP TEM vCenter
Server $11T ONTAP TE{E¥ -

s MNEAEETNE—EA (SSO) HSE vCenter Server A ONTAP T EEEMIGRIER o

TR A IEEARBACHER o
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EICHITHITEEEISTE vCenter Server B « EEA AR * FITERS * ENRNTUHREF TIEFETE BN
vCenter Server ° F8z&vCenter Server;kiz 2 FhIT\EE PR E —EEHRSS ©

MRBEHNEHEERENUE (B - EXEREREERE BENERENMMNHISEVCenter ServerE BRI 1
BF) - vCenter ServerBEBRERAMIESIE - RAELERE R AREIEERvSphere Web ClientthiyIEH
BF ~ AERENIBENR o

ONTAP T AR ERENENETEMNYGRBHES -

REI LI ONTAP TEBEEE® - 1RIE45ER vCenter Server 2RENEEZ R4 - S{ESE % vCenter Server

ONTAP TEHITEEHMZENMEIEER © S UEIRESSE ONTAP TE#IT{EREF vCenter Server tHEARKAY
HERS - BUNREHITZE ONTAP TEHITERE « IR SEMERANEEENDH o

HRTEONTAP 'VMware Tools{RIFRTEl 1EZ

RS TR EIEREIPV4TLIPV6

[BIF AR O S TEHONTAP ViMware vSphere{EXIIETINENRTE « (EASBIER
T EREEEXELEETRT - BRESSEIES (VSC) AL RTEER
REED -

VSCH ZEARIFRTERE - BLEERESTIRAEVSCHITIEEENIHASIEBNE - LITRVSCHERMEDRIF
RENE
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b. rm -rf *
2. P Tperlmn S LAFERERESRA ©

a. cd /srm/sra/

b. perl command.pl -I <otv-IP> administrator <otv-password>

BWindows SRM#ZEZESRM:LE

AR EFE A WindowsE!Site Recovery Manager (SRM) E175X8k11E « BAAEFEASRM
REETHERNEE » BIEEWindows K IMER EREE AR ESEMRAIISRM °
BE X HIEFTRENS R

1. #3RAE ONTAP TRERBEARERFHRES
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Configure ONTAP storage systems:

®  Cluster peering
e SVM peering
*  FlexVols with SnapMirror configured

v

* (Configure VM storage Policies

* (Configure vWols datastores at
primary site

* (Configure vwWols datastore on
secondary site using SnapMirror
destination volumes

v

Configure virtual machine and select the
configured VM Storage policy and
replication group.

v

Configure protection group and select a
recovery plan.
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New datastore Existing datastore

Select a datastore for vVols replication.

v

Configure ONTAP storage systems: Configure ONTAP storage systems:

¢ Cluster peering ¢ Cluster peering

¢+ SVM peering * SVM peering

* FlexVols with SnapMirror configure ¢ FlexVols with SnapMirror configure

* Configure VM storage policies Configure replication group using REST API calls.

+ Configure vVols datastores at primary site

¢ Configure vWols datastores at secondary site ¥

using SnapMirror destination volumes » Configure VM storage policies with replication
l group and replication schedule
¢ Configure the same replication for target site

Configure virtual machine and select the l

configured VM storage policy and replication

group. Apply the configured VM storage policy to selected
l existing datastore.

Configure protection group and select a recovery l

plan.

Configure protection group and select a recovery plan.

M
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