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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application
support CAB?

¢ Yes No ¢

Enable SVM-scoped NDMP on the cluster. Enable node-scoped NDMP on the cluster.
Configure a backup user for the cluster. Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped NDMP.

v

Configure the backup application.
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a. EMLHNEL ~ FAERAEETEAEIESR storage tape show-supported-status A< ©

clusterl::> storage tape show-supported-status

Node: clusterl-1

Is
Tape Drives Supported Support Status
Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true

MN"IES 2 EZERONTAP "E¥40 "network interface show &3l > 52 ©

b. INRFER LIF RIEEMEMIENE, « sAFEHEUFEERM LIF network interface create % ©

clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port e0b -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy
intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true
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1. 5 EARPR E AR A (R BS 23 AU ABRAE A1 storage tape show e o

clusterl::> storage tape show

Node: clusterl-01

Device ID Device Type Description
Status

swd:10.11 tape drive HP LTO-3

normal

0b.125L1 media changer HP MSL G3 Series
normal

0d.4 tape drive IBM LTO 5 ULT3580
normal

0d.4L1 media changer IBM 3573-TL
normal
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3. MNRKRFEETIZAET LS AR Ae B3R ERAE N storage tape show-media-changer PANES
RREEPEARRRE o


https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-tape-show-supported-status.html

clusterl::> storage tape show-media-changer

Media Changer: sw4:10.11L1
Description: PX70-TL
WWNN: 2:00a:000el11:10b919
WWPN: 2:00b:000e11:10b919
Serial Number: OOFRU7800000 LL1

Errors: -

Node Initiator Alias Device State

clusterl-01 2b mcO in-use
normal
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1. EFEYFETEL options -option-name tape.reservations -option-value persistent &p

TH R SHUBAMNMRE persistent BfE :

clusterl::> options -option-name tape.reservations -option-value
persistent

2 entries were modified.

2. (FRENEERAESE ERUARE options tape.reservations REimpEmL o
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clusterl::> options tape.reservations

clusterl-1

tape.reservations persistent
clusterl-2

tape.reservations persistent

2 entries were displayed.
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1. B{F SVM &5[ER NDMP #E5 :

clusterl::> system services ndmp node-scope-mode off

E R SVM E[ERY NDMP &5 o
2. &1 SVM LB NDMP BRFS :

clusterl::> vserver services ndmp on -vserver clusterl

ERsBfERYE8 A challenge TER EE AN FEEE
() »BTz2ER . CEZEROXTRE -

3. FEE2 NDMP IRFZEEUA

clusterl::> vserver services ndmp show



Vserver Enabled Authentication type

clusterl true challenge
vsl false challenge
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* {ERISVM : vsadmin 8§ vsadmin-backup
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1. ERERNEIEEERAEMER !

security login show
WMIES 2 EEFRIONTAP ESE4R “security login show &3l » s526 °

2. NBEE  BEAEILHHINDMPEDERE security login create MY KRBEAE - LESEHE
& RSVMHEERR

e U ATERE ISHEEDERE %8 ~ Zi35E NIS 3¢ LDAP FAE ST -user-or-group-name 28 o
THE BRI AENERE backup_adminl £ backup EARENAR :

clusterl::> security login create -user-or-group-name backup adminl
—-application ssh -authmethod password -role backup

TH L EEIABNERE vsbackup adminl £ vsadmin-backup {ERISVMEIAE :

clusterl::> security login create -user-or-group-name vsbackup adminl
—application ssh -authmethod password -role vsadmin-backup

AR ERE NSRS o
WM"ES 2EERONTAP "E:¥4H “security login create B3l » 52 o

A

3. FHAEIE SVM EEXZHE vserver services ndmp generate password B3% ©
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clusterl::> vserver services ndmp generate-password -vserver clusterl

-user backup adminl

Vserver: clusterl
User: backup adminl
Password: gG5CgQHYxw7tE57g
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ONTAP 9 ° 10.1 HEHHrZA

1. ERHSEE —Service—policy\%ﬁ s RBUENEL FSEEMEER LIF “network interface
show ©°

network interface show -service-policy default-intercluster
M5 SZEERIONTAP E:E40 “network interface show B3l » s52/H ©

2. (FABSBAC -service-policy 28 - BRI LFEEMEIE LIF "network interface
show ©

network interface show -service-policy default-management
3. BREER LIF 23 "backup-ndmp-control A TARFS :

network interface service-policy show

WM"5S2EERIONTAP E¥4H "network interface service-policy show Bl » 5526 o
4. FHEEEHHMALMPEERESHEBERA

a. MREEETE LIF NAEREFEIERES broadcast-domain-wide ? ﬁ'ﬁ%%FEjﬁﬁﬁﬂﬁEﬁﬁl‘%
BRREBIBIERES Llocal-only M network interface show -failover BF% °©

Tra e gRnEEEE  EEFNBNEEESRNTERERR
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clusterl::> network interface show -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster clusterl clusl clusterl-l:e0a local-only cluster

Failover
Targets:
clusterl cluster mgmt clusterl-1:e0Om broadcast- Default
domain-wide
Failover
Targets:
IC1l clusterl-1:e0a 1local-only Default
Failover
Targets:
IC2 clusterl-1:e0b 1local-only Default
Failover
Targets:
clusterl-1 cl-1 mgmtl clusterl-1:e0Om local-only Default
Failover
Targets:
clusterl-2 cl-2 mgmtl clusterl-2:e0m local-only Default
Targets:

Failover

a. MBERBERTE

ESRERERERA « AERAEBNAEBEED network interface modify S8
-failover-policy 8% o

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only
M5 2EERIONTAP " E:E4H "network interface modify & 2
O. [EFIEEBERELFFIEMNA vserver services ndmp modify 88% preferred-interface-
role B o

clusterl::> vserver services ndmp modify -vserver clusterl

-preferred-interface-role intercluster,cluster-mgmt, node-mgmt
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6. EFABRNEAEERTCRIFNVNEAR vserver services ndmp show B ©

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-mgmt

ONTAP 9 9 B2 7s
IR
1. (FARPIEER «  EEBIEMEEBIEMEEMA R network interface show 8% -role B8 o

THan L EGREREERBILIF

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
elb true

TGS EBRREETIELIF

clusterl::> network interface show -role cluster-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl cluster mgmt up/up 192.0.2.60/24 clusterl-2
eOM true

W rap BB EE L e -



clusterl::> network interface show -role node-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl clusterl-1 mgmtl up/up 192.0.2.69/24 clusterl-1
eOM true

clusterl-2 mgmtl up/up 192.0.2.70/24 clusterl-2
e(OM true

MN"IES 2 ZERONTAP "E:¥40 "network interface show &zl » 52 ©

2. BRERZEEM NDMP ~ 28 (cluster-mgmt " MEIEEE ('node-mgmt () E£fpiE LAY
NDMP 2R K SRE

a. FAEER T ERA NDMP IR NHEERE] system services firewall policy show @B
A
< o

TR neEEELIFAPNARRE

clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns 0.0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
ndmp 0.0.0.0/0
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

T eh SRR EEBLIFBIR NAEERE]
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clusterl::> system services firewall policy show -policy

intercluster

Vserver Policy Service Allowed
clusterl intercluster dns =
http -
https -
ndmp 0.0.0.0/0, ::/0
ndmps -
ntp -
rsh =
ssh =
telnet =
9 entries were displayed.

THep S B REREN B IBLIFAYBL M ASERE

clusterl::> system services firewall policy show -policy mgmt

Vserver Policy Service Allowed

clusterl-1 mgmt dns 0.0.0.0/0, /0
http 0.0.0.0/0, /0
https 0.0.0.0/0, /0
ndmp 0.0.0.0/0, /0
ndmps 0.0.0.0/0, /0
ntp 0.0.0.0/0, /0
rsh =
snmp 0.0.0.0/0, ::/0
ssh 0.0.0.0/0, ::/0
telnet =

10 entries were displayed.

b. UNRAKENFBAFNAEERA ~ sAFE AR NAERE system services firewall policy

. AN A . 22
modify Bi< -service B o

T5 e < R R EERLIFRIFAAERAY

clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

- sAEE BN A LM IEERERHEEERA



a. MEsREETE LIF NREBHERAIERTES broadcast-domain-wide * M=t MM ENELE IR
BRIREBIEIERES Llocal-only M network interface show -failover AF% °©

T E@nEEEE RERNBHMEEERRNAHBERA

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy
Group
cluster clusterl clusl clusterl-1:e0a local-only
cluster

Failover

Targets:
clusterl cluster mgmt clusterl-1:e0m broadcast-domain-

wide Default

Failover
Targets:
IC1L clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-1:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0m local-only
Default
Failover
Targets:
clusterl-2 clusterl-2 mgmtl clusterl-2:e0m local-only
Default
Failover
Targets:

a. MRKBEEXRTAEBERL  FEAEATEBRERA network interface modify 8%
-failover-policy 2% o



clusterl::> network interface modify -vserver clusterl -1if IC1

-failover-policy local-only

WMIES 2 EEFRIONTAP "E:$4H “network interface modify Bl » 526 ©

4 FRIEEEREGFIENYE® vserver services ndmp modify #8% preferred-interface-
role 88 o

clusterl::> vserver services ndmp modify -vserver clusterl
-preferred-interface-role intercluster,cluster-mgmt, node-mgmt

A

O [FRMERNEAZERERIFNNEAER vserver services ndmp show Bi% ©

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt,

node-mgmt

2 € ENELEEEFINDMP

7£ ONTAP =& R AEI2LEEE R NDMP

& BT LARK FR B #hECEIFINDMP ~ BUANDMPARTS ~ IR ELIFLUEITERIFIEERIZLR « 2K
HinE—ER_ESEERHIRE - ErlHtH£EEFABRHIT o

()  EREENNDMPEONTAP B EE RAEER - 9
MRIEEL

TEENRLEEENE T T EFANDMPE; ~ W BIRIRENRGZR R EBRE o MNFEFMAEN « B2 "HHENE MHow to
configure NDMP authentication in the 'node-sci&' mode (Y1fAI7E Mnode-sc A 1) HRENDMPER:E) |

"o

1. EYFRENZLEEE NDMP 1 :

clusterl::> system services ndmp node-scope-mode on
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NDMP EiR5EEEENERA °

2. EEEFRIPTAEIRS_ERE NDMP ARFS !
ERBAFT 1 AIRKEFE &% _ERANDMPARFS o
CLTHEEEN ~ UEHNDEAREEENDMPELR o

clusterl::> system services ndmp on -node *

Please enter password:
Confirm password:

2 entries were modified.

3. {ZH -clear-text &2 &l NDMP ZHERVEEIE :

FERERTFT ] *" disables the '-clear-text [AFF{EFAEENEL E#ITEIS o

clusterl::> system services ndmp modify -node * -clear-text false

4. 5% NDMP BRFEERLA ~ B -clear-text EIHEEMA :

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

AEEEEE Y NDMP 3% E ONTAP LIF

WA ZRAILIF ~ AR AN EAREN ZENERIEGAIEFER - SRILIFZ
% ~ RN RS EHHLIFRER N EMA R EREA)

@ EONTAP S#k 939.10.1F8%4 ~ BIAAERAI BB « W2 HLIFARFEFERBET - MTFEZEH
RS EEENRE"
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ONTAP 9 ° 10.1 HEHHrZA

1. EEGSHEE —Service—policy\%ﬁ s RBUENEL FSEEMEER LIF “network interface
show ©°

network interface show -service-policy default-intercluster

2. FE{REER LIF 3 "backup-ndmp-control WA FARFS :

network interface service-policy show
3. EREHHEREMNERRBREBEENAHRERA :

a. MR EERNEGEMNAERERAIERES local-only {#H network interface show
-failover B9 % ©

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0Om local-only
Default
Failover
Targets:

b. MNRKFERTERERERA  AFERENBHERLEFER network interface modify f%
-failover-policy 2% o

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

18



ARABEf# network interface show’ network interface service-policy show #l

‘network interface modify "fESZ2EERIONTAP" o

ONTAP 9 9 S{E R k7

1. {ERABENEL T EMEER LIF network interface show 8% -role B8 o

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true

2. FERTEEERRILIF_ERXFANDMPRIBS A AERAY

a. FAEER T ERA NDMP BB NIEERE] system services firewall policy show @R
A

?O

Toler < SRR EERLIFBIPAFERE

clusterl::> system services firewall policy show -policy

intercluster

Service

clusterl intercluster dns =

Allowed

ndmp 0.0.0.0/0, ::/0

ssh -
telnet =
9 entries were displayed.

b. YRR NAERE ~ SHEARUAIAAERE system

. AN . 22
modify A% -service B o

services firewall policy
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T3 en < A A EERLIFBIR NAEERE]

clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

3. REHHBRERNESEREBEENSHEBER

a. MR EEMNEGIENAERERAIERES local-only {#H network interface show
-failover #3% ©

clusterl::> network interface show —-failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0Om local-only
Default
Failover
Targets:

b. MRKBERESHBHERA « AERBABHEBEREI network interface modify B
-failover-policy 2% o

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

EABEE network interface show M ‘network interface modify "f5e<SZ2ZEZ &R

ONTAP" ©
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#5 ONTAP NDMP B BECE BN FERER

R ERE AP FBNDMPZ & ~ GBI EEARINESH « AREHCERRENPR
EHBFNBNRER °

HER
1. WEESRITEONTAP (RANEREIER FARREMN TFIER -
° B FERRNEINDMPELRFR R A& LTEERS
c BRI ERE R ET RN R R EmARIPAIL
2. £ ONTAP 1 ~ fEFRET ONTAP 154 S EREMNG® storage tape alias show B3 ©

BB ERERNEARENRRER -

clusterl::> storage tape show -alias

Device ID: 2a.0
Device Type: tape drive
Description: Hewlett-Packard LTO-5

stsw-3220-4a-4b-02 st2 SN[HU19497WVR]

3. R ERENG « ERANEAEIA X RRERFFHDRERF
ST
MRBEERNBEIEMG (BIEREREHLIFEE) - CORERIFENRCEATERRHDESE -

e
* "EFHGE R R R
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