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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application
support CAB?

¢ Yes No ¢

Enable SVM-scoped NDMP on the cluster. Enable node-scoped NDMP on the cluster.
Configure a backup user for the cluster. Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped NDMP.

v

Configure the backup application.
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a. FEpLNEL ~ FERERRNENEFEIHREREZ storage tape show-supported-status 85% ©

clusterl::> storage tape show-supported-status

Node: clusterl-1

Is
Tape Drives Supported Support Status
Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified
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3. R RETNSESEEARERLIF
a. [FRGIRENE FNREM LS network interface show -role intercluster 89% ©

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1

ela true
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b. INRFBER LIF RIEEMMEMIENE, « sAFEHEMUEERM LIF network interface create % ©

clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port e0b -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy
intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl ICl up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true
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clusterl::> storage tape show

Node: clusterl-01

Device ID
Status

swd:10.11
normal
0b.125L1
normal
0d.4
normal
0d.4L1

normal

Device Type Description

tape drive HP LTO-3

media changer HP MSL G3 Series

tape drive IBM LTO 5 ULT3580

media changer IBM 3573-TL

2. MNRRFETHTE « SARREEPHRRE o

3. MNBRKREETIEREFIRL  AFERIGIREREIREAEREN storage tape show-media-changer 7A%

SEREPEARREIRE o

clusterl::> storage tape show-media-changer

Media Changer:
Description:
WWNN :

WWPN :

Serial Number:

Errors:

clusterl-01

normal

YRR EE

sw4:10.1111
PX70-TL
2:00a:000e11:10b919
2:00b:000e11:10b919
00FRU7800000_ LL1

Initiator Alias Device State
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1. {ERETELY options -option-name tape.reservations -option-value persistent RS ©

T e LI RUB RS persistent fBIE :

clusterl::> options -option-name tape.reservations -option-value
persistent
2 entries were modified.

2. @Fﬁﬁﬁ%ﬁﬁ&ﬁﬁﬁﬁﬁ%ﬁiﬁ&ﬁﬁﬁ\%’ options tape.reservations 57‘@@%%& °

clusterl::> options tape.reservations

clusterl-1

tape.reservations persistent
clusterl-2
tape.reservations persistent

2 entries were displayed.
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HER
1. BUF SVM #5[ER NDMP &3 :

clusterl::> system services ndmp node-scope-mode off



ERA SVM [ER NDMP &5 o

2. &1 SVM LB NDMP AR# :
clusterl::> vserver services ndmp on -vserver clusterl
ERsB4ETYEE A challenge B BN FERGE ©

()  ATZ2EN - CEZEREXTRE -

3. FE:2 NDMP BRFSE RN :

clusterl::> vserver services ndmp show

Vserver Enabled Authentication type
clusterl true challenge
vsl false challenge

EXRE D £ A& EITNDMPESRE
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* 2% & | admin 3 backup

* {ERISVM : vsadmin 8 vsadmin-backup

%%@ﬁﬁﬁ HUENISELDAPERE - AIZERE L AFENSBNMEMRES L o EEAERActive Directory(E 3

1. BREANEIESEREMER

security login show

2. NBEE  BEAEILHHINDMPERERE security login create MY RBEEAE - LESEEEE
B BISVMHER o

ERI U BIEE A E D FERERTE - IIEE NIS = LDAP EFRE T —user-or-group-name 2% o



TH L GRIBHERE backup_adminl £ backup BEZREMNAR !

clusterl::> security login create -user-or-group-name backup adminl
—-application ssh —-authmethod password -role backup

TH L ERILAENERE vsbackup adminl £ vsadmin-backup {ERISVMEIAE :

clusterl::> security login create -user-or-group-name vsbackup adminl
—-application ssh -authmethod password -role vsadmin-backup

A ERENZISI D o
3. EFRAEIE SVM EAXZHE vserver services ndmp generate password Bi% ©

EENEHURRNEE RN RAEIAINDMPE

clusterl::> vserver services ndmp generate-password -vserver clusterl

-user backup adminl

Vserver: clusterl
User: backup adminl
Password: gG5CgQHYxw7tE57g
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clusterl::> network interface

Logical
Current Is
Vserver Interface
Port Home
clusterl IC1
ela true
clusterl IC2
eOb true

THep S SREREESIELIF :

clusterl::> network interface

Logical
Current Is
Vserver Interface

Port

clusterl
eOM

cluster mgmt
true

KT ar<BmERiEEE S -

clusterl::> network interface
Logical

Current Is

Vserver Interface

Port

clusterl
eOM

clusterl-1 mgmtl
true
clusterl-2 mgmtl

eOM true

show -role intercluster

Status Network

Admin/Oper Address/Mask
up/up 192.0.2.65/24
up/up 192.0.2.68/24

show -role cluster-mgmt

Status Network
Admin/Oper Address/Mask
up/up 192.0.2.60/24

show -role node-mgmt

Status Network

Admin/Oper Address/Mask
up/up 192.0.2.69/24
up/up 192.0.2.70/24

Current

Node

clusterl-1

clusterl-2

Current

Node

clusterl-2

Current

Node

clusterl-1

clusterl-2
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a. [FAREEET B NDMP BIBANIERE] system services firewall policy show B3 ©

T e nEEEELIFRHANMERE

clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns .0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
** ndmp 0.0.0.0/0%*%*
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

T eh L R ERBLIFBIR NAEERE]

clusterl::> system services firewall policy show -policy intercluster

Vserver Policy Service Allowed
clusterl intercluster dns =
http -
https -
**ndmp 0600070, 88 /0
ndmps -
ntp -
rsh =
ssh =
telnet =
9 entries were displayed.

Toeh S S REREEEIELIFRIF A HEREA -



clusterl::> system services firewall policy show -policy mgmt

Vserver Policy Service Allowed

clusterl-1 mgmt dns .0.0.0/0, /0
http 0.0.0.0/0, /0
https 0.0.0.0/0, ::/0
**ndmp 0.0.0.0/0, J Q5%
ndmps 0.0.0.0/0, ::/0
ntp 0.0.0.0/0, /0
rsh -
snmp 0.0.0.0/0, /0
ssh 0. 0/0, /0
telnet =

10 entries were displayed.

b. NRKENFEBHNAERA ~ sAE BB NAERE] system services firewall policy modify &8

A .
< —service %%( °

TFan< BT R A RS FEILIFBRA AR A

clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

- SRFEE BH AL EEREREBERA

a. MEEREEETE LIF NRERHERIIEERTES broadcast-domain-wide * MBS IRREEN
[REIBIEEES local-only M network interface show -failover 8F% °©

T eERnEEEE EERNSMAEEEHRNTHERERR ¢
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clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy
Group
cluster clusterl clusl clusterl-1:e0a local-only
cluster
Failover Targets:
**clusterl cluster mgmt clusterl-1:e0m broadcast-domain-wide
Default**
Failover Targets:
B ITCL clusterl-1:e0a local-only
Default**
Failover Targets:
wWWILC2 clusterl-1:e0b local-only
Default**
Failover Targets:
**clusterl-1 clusterl-1 mgmtl clusterl-1:e0m local-only
Default**
Failover Targets:
**clusterl-2 clusterl-2 mgmtl clusterl-2:e0m local-only
Default**

Failover Targets:

a. MNRKREERTEAEBRER  FERENSHEBZERA network interface modify %
-failover-policy 2% o

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

IEEBENEARFAERNSER vserver services ndmp modify 8% preferred-interface-role

4. {5
S o
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clusterl::> vserver services ndmp modify -vserver clusterl -preferred
-interface-role intercluster,cluster-mgmt, node-mgmt

S FRMREAEEXRTERFNVNEAE vserver services ndmp show % ©

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-

mgmt

2 € ENELEEEIFINDMP

EE%E FRUREREEERINDMP

,ax_Jl/(E&ﬁﬁﬁn FhECEIFINDMP ~ BUANDMPARTS ~ MU ELIFLUEITERIFIEZERIZLR « 2K
HinE—ER_ LS ERHIRE - ErlHtHEENFABRHIT ©

()  EREENNDMPEONTAP B EE RAER - 9

BAREETLE
TEENRAEEEIR TN T EAANDMPE ~ A/RIRIEENRIRRERRE © MNFFHAE ~ 5F2B) "FEEXE MHow to

configure NDMP authentication in the 'node-sc#&' mode (WfA7E node-sc A &1 FRENDMPEEEE) | "o

1. BYFRENZLEEE NDMP 1 :

clusterl::> system services ndmp node-scope-mode on

NDMP Ei#hEEEEERUA ©

2. EREPHPIAERL LR NDMP BRF :
ERERFT 1 FIERTERA &% ERUFANDMPRRFS o
CARISE TS ~ LUERMEAZEERENDMPES

clusterl::> system services ndmp on -node *

13
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Please enter password:
Confirm password:
2 entries were modified.

3. {2 -clear-text ¥&25%:1l NDMP ZHERYEEIR -

ERBRATFIT ] *" disables the '-clear-text [AR{EFAEENE _ EHITIEIE o

clusterl::> system services ndmp modify -node * -clear-text false

4. ##s% NDMP BRFFEE ~ B -clear-text EIBEEA ©

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

S ELIF

T ARRILIF ~ ARG AR Z MIVERERAIZERELR - SpILIFZ
&~ B AR E T EHBLIFRERNEN B EEREREA] o

@ mONTAP SHx 439.10.15844 ~ BANABIRBI BB « W2 HLIFARFSEREBEA o S AE
HSR SR EifsHIF N AEERE]" o

TER
1. (EARBIENEE FEEMEER] LIF network interface show 885 -role B o
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clusterl::> network interface show -role intercluster

Logical Status Network Current

Current Is

Vserver Interface Admin/Oper Address/Mask Node Port
Home

clusterl IC1 up/up 192.0.2.65/24 clusterl-1 ela
true

clusterl IC2 up/up 192.0.2.68/24 clusterl-2 e0b
true

2. WERTEEERERILIF_ERXFANDMPRIB A AERAY

a. [FAREEEEERFE NDMP BIBANIEIRE] system services firewall policy show 5% ©

T8

ST ERLIFRIRS NSRS :

clusterl::> system services firewall policy show -policy intercluster

clusterl intercluster

9 entries were displayed.

Service

dns
http
https
**ndmp
ndmps
ntp
rsh
ssh
telnet

Allowed

0.0.0.0/0, 8g/0=%

b. NRKENFEBHNAERE ~ sAE BB NAERE] system services firewall policy modify &8

A .
< —service %%( °

THan < A R AR ERLIFBIRI AAERAY

clusterl::> system services firewall policy modify -vserver clusterl

-policy intercluster -service ndmp 0.0.0.0/0

3. REHHBRERNESEREBEENSHBERA
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a. HEREERNEGIENAEREFRAERES local-only {8 network interface show

. PN
-failover np’% o

clusterl::> network interface show -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterl W TCIL clusterl-1:e0a local-only
Default**
Failover Targets:
W TC2 clusterl-2:e0b local-only
Default**
Failover Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1l:eOm local-only Default

Failover Targets:

b. MRFKBEXTERERERA  HERERBERE/FEA network interface modify <
-failover-policy 2% o

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

RE I FERETC
BRERT AR FHINDMP 1 « EHEIEEARKESN - ARERRRARATR
TR o

1. WETSERITEONTAP (RIS R TR ERN FHIEH :
° B REAEINEINDMPELARFIFRAVER E L IBMENE
© B ERRENEREREFTENEER EamieIPAiL
2. 72 ONTAP /1 - fEFARER ONTAP $5I4AEESRERFI% storage tape alias show #3% ©

BB ERERNERREXRRER -
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clusterl::> storage tape show -alias

Device ID:
Device Type:

Description: Hewlett-Packard LTO-5
Node Alias Mapping
stsw-3220-4a-4b-02 st2 SN[HU19497WVR]

2a.0
tape drive

3. R ERARERT - FRBMEAEANXHRREHFIENIERT

FER R

MRBEBENBREEM (FIUNHEREBEHLIFEE) - COREBFENRCEATENRHDIESE -
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