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Configure S3 access
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to an S3-enabled SVM:

Create a new SVM
if neaded

Create a bucket.

!
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Create and install a CA
certificate on the SWM.

Create an 53 user.

'

!

Create an 53 sarvice
data policy.

Create or maodify
an 53 group.

!

'

Create LIFs if needed.

Create or modify
access policy statements.

!

:

Create the object store
SEerver,

Enable access to 53
object storage.
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1. BERIZAAggregate Y AT FAZERT ¢

storage aggregate show

MRE—EAE EHERNSEHRUBENEGH « A SIHRRRTE o

cluster-1::> storage aggregate show

Aggregate Size Available Used$% State #Vols ©Nodes RAID Status
aggr 0 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 1 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 2 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_ 3 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr 4 239.0GB 238.9GB 95% online 5 node3 raid dp,
normal
aggr_ 5 239.0GB 239.0GB 95% online 4 node4 raid dp,
normal

6 entries were displayed.

2. MREZEEARHTHIVEHRUBENESE « AERARUEINEERENESR storage
aggregate add-disks WEAEILIR Aggregate storage aggregate create e e
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WRRTE N mEEmYf

© BfSHEEERIR

* EiEAEE

* TR (WEERE

* IPspaces (FREZBME * k7T FBRIPspace)

* NiEREEE (REE - UkEEERBEENTERSIERERE)
SMERRA K

RANERI(E

A EfEAEIRFabricPool BIZIEES] (Bin) FEEBMNEIRSIA, K « KA REABERSVMILREEREE °
HIEERE - SO ARESREMNERRE - TRELEHF © FabricPool

AR FabricPool INGEEMEE « A BFEARHASVM (85 TEE) ) ~ BLIFAAREEmEEE .
s (BRI LAERZEELIF o

ZJ; FUCEER « REEE—DHILIFAERS « (B£ELEMIIRPREGIEM - 15 « Eth R E M EAFIAEE

* TR LUERAENMZERRILIF o

ISR B ERIMVARRE « BRI S3EMIGERLIF « Bth AR B (F R IRFabricPool B Rt EinfETF
BEHMEE -

B
1. A A ERNEREREE

network port show

° YNRAJEE  WEZEAENEREERSRERE
° BERHERPFIE T BEBHERIMTURTE » 7 Be S &IERMEE
2. MRECHTBERAFRARRBREELIFRIPAAAERIESE « FRDZFERFEER MR AL

network subnet show

FHRBEZIBRE—FIEFRABNIPAUER - FHERESEREILMN network subnet create B8 <
3. B A]FAMYIPspaces :

network ipspace show
&AL A TER IPspacedl Bz TIPspace ©
4. INREEEAIPvefiit - AMEREE LERABIPYG :

network options ipv6 show



MBEE - o] LUEREYA IPV6 network options ipvé modify BRS ©
b b Yy

REMSIHFRENRKENMNE

T_ BITS3REFR 2 ~ SN BFAEEREREMEIRARNSVMA o ERTERE R
TN TIERIZ o

EE
* NREBBERRASIHIFSVMESVMAPECEEFE 555 M EERNTER o

"AS3FEIISVM"
"SI HFE"
EESASI P LUBINFSFISMBHEEFERSVMA ~ (BUNRF & T EP—IBRH ~ (SR LEEZFZEIIFAISVM ©

c BEF—RIEZELRIAS3 -
© BERERASIIENEERFIRAMNSVM o

c ZEPE—EHZERESINSYM » ERES —EAE FAEMEERES3FERSS © TESVMLEEAES3Z
% FEEREHEE -

* MRECBEFHRANSIESVM LR BV FEREMEEFE « Bl T EEPRITER -
"FSIREILIHTFE"

2 ES3ESVMAYTZEN

AS3EIISVM

HEPAS3AI UEISVMAR Y EthEEmiG E 17 « BIEmI BB ER IIFRISVMAR IRRE SR 2 2= FEA
TEEH -

FAREETLF

MR ETIZERSVMITESIM 7S ~ RISIEREI AR E(E(IDNSAHRS - 748 ~ MRFERHEMBRGE « &0
AEEIEE7ESVM LR EDNS ©

=15 System Managers= E S3FEUHTI#FVME; « R FIRT I ASENEREN « FEFEVMM S R#7F
AR EEE—(FEPRIL -
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1. TR

RREES

CREEFEITF SRR LB A AT RN E (FQDN) ~ B imFERIEATERIFESS o S3MEAR
2IFQDNARELUREF &L TBEIEE o

CREERFRANEABERBIPAIIL o
DE%@@EH HIBIMBCARZERESE « AMEEUEFPRERTECAA ; BHRILIEECERARREENR

2
= o
o2

1. 7E(#FEVM_EERAES3 ©
a. FrgEHEVM | B—T THERE>FHEVM « A%BR—T Mg, o
MEBEE2REEEREVMINITRL | SBiR— T GERC R EERTE o

MRCBRSIARBIFRERANOHEM | HE—T HERE>HEVM  EIREEVM - E—

T TRE) - AEE—T @B S3 o

a #%—T TEFS2) - ABWA [SIARBLIE o

b. JEEUERAER o
ERCRREAREENES  ARACKER AR BERBAEERIES o

C. B AMEERSTE ©

2. MRCENAREERES « ATEHSTRIDMIFEFVME - §EIREEN ° #5—T T LRH#F
DU P k7 EX o

c FEBRETMNEEHE

* MREBRFBEEREEN | B—TRERFBE>RERBEYM « BIUEERHEVM  2ABB—TRE

* o

CLlI
1. FEsREREE EMS3E EGIRE !
system license show -package s3
NRRE - FIRTHHEARR -
2. BISVM :
vserver create -vserver svm name -rootvolume root volume name -aggregate
aggregate name -rootvolume-security-style unix -language C.UTF-8 -ipspace

ipspace name

° fEAAY UNIX 885 -rootvolume-security-style 3#%IH o
° {EATERAY C.UTF-8 -language £1H ©

° o ipspace FREAEMIEH °
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3. BREE NI AISVMAVARREAIARES :
vserver show -vserver svm name

° Vserver Operational State MfiAZBEEN running /& o MIREETR initializing AR
RE ~ RNALDEFE (PINBIIRHIEE) £~ BB MER SYM TEFEILTE °

el
TF& <L E1EIPspace ipspaceAFREEILSVMUUHERITZER ¢

cluster-1::> vserver create -vserver svml.example.com -rootvolume
root svml -aggregate aggrl -rootvolume-security-style unix -language
C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

TS BT SVM 2L 1 GB MR &EFREN « MERBEERE BN T running /& o REHEER
BTERMEDHEREA ~ AEEAFRA]  BRIREEEERIURAZED - BIETER « 1L vsadmin FHEE
IRA ~ WAFH Locked M/AE o vsadminfB B EI5R4ATER AvsadminfEREIRE o

14



cluster-1::> vserver show -vserver svml.example.com

Vserver:

Vserver Type:
Vserver Subtype:
Vserver UUID:

00a0983d9736

Root Volume:

Aggregate:

NIS Domain:

Root Volume Security Style:

LDAP Client:

Default Volume Language Code:

Snapshot Policy:

Comment:

Quota Policy:

List of Aggregates Assigned:

Limit on Maximum Number of Volumes allowed:
Vserver Admin State:

Vserver Operational State:

Vserver Operational State Stopped Reason:
Allowed Protocols:

Disallowed Protocols:

QoS Policy Group:

Config Lock:

IPspace Name:

TESVM L2371 L2 CA/REE
FEREREEN (CA) &:E ~ 7ARURNES3A P inZI R AS3HISVMEIHTTPS Al £

RIRERI(E

SRR LUAE SIEARZZ R EAEMFERHTTP ~ M BATTLUIREARE
CAREERIREHTTPSIRE ©

KD BEREFAAREECAES - AAIPREREREEELE S °
ZIKEF‘_':F' BB BIL ZEEONTAP — (A EHKEE

P2RAREESREX G -

"RREIEE T EIRBAC"

A2 security certificate FMEUBEEEMARAREETS o

/

1. By BHREZENENIRE

svml.example.com

data
default

p8375669-19b0-11e5-b9d1l-

root svml
aggrl
unix
C.UTF-8
default

default
unlimited
running
running
nfs, cifs

false
ipspaceA

CARSERIA P IR

=

- (BREMIEREAONTAP

AUBEEE S o RGN RIERICARE

58 ; UNEEFAER ~
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security certificate create -vserver svm name -type root-ca —common-name
ca cert name

° —-type root-ca EEFREUMZRERFZENHARE - UMMEAREIREEN (CA) KREZHME

o

o —common-name BIBGEI SVM BFUREIRIEEN (CA) &8« UEEL/RENTERATBRIER o
TERAVREE K/ N #204811L7T ©
#if1

cluster-1::> security certificate create -vserver svml.example.com -type
root-ca —common-name svml ca

The certificate's generated name for reference:
svml ca 159D1587CE21ES9D4 svml ca

BTNREEENGER « BFHROREFUARIEFNREDRER -

. EEEZ’E" DEE‘E%#X

security certificate generate-csr -common-name s3 server name
[additional options]

° —common-name & B RKNBHNER S3 EfkesafE (FQDN) o
MEEE - e LURMHSVMIIN BN Ethe¥4HE T o

AMFRTERE—MREERNLEER  UHARSE -

3. {EFASVM_CAZZECSRUELS3FIARSZAESE :

security certificate sign -vserver svm name -ca ca cert name -ca-serial
ca cert serial number [additional options]

BALELAS RPERNSSRE !

° —ca— AL 1 PEIAR CAB—ARRIE -

° —ca-serial — B 1 BB CA F5E o B0 ~ INRCAKRERTEAsVvM1 _ca
_159D1587CE21E9D4_svm1_ca ~ FF2E#159D1587CE21E9D4 ©

RIETAR « RERVRRRI365KAEIEA MR LUSEVHEMIE « WiIsEHMMBBFAELR o
HIRETRE « BRIMALEDS 2P REFIREERTH o
BERNREREREREE - BiEFUHBERMER -

4. TERNAAS3HISVM 45 BRVRRE ¢
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security certificate install -type server -vserver svm name

HIRETRET « SFRARENLEERE o

gn

&

REZRFGRE « CRILUEIBHA PR -

ITAE BB CAZEZENHNUEER « AREFEFEUHBEERSE -

security certificate show -vserver svm name -common-name ca cert name -type

root-ca -instance

FEARZRREUMHRIA R IRHERRER -

el

cluster-1::> security certificate show
-name svml ca -type root-ca -instance

Name of Vserver:

FODN or Custom Common Name:
Serial Number of Certificate:
Certificate Authority:

Type of Certificate:

(DEPRECATED) —-Certificate Subtype:
Unique Certificate Name:

Size of Requested Certificate in Bits:
Certificate Start Date:
Certificate Expiration Date:
Public Key Certificate:

MIIDZ ...==

Country Name:

State or Province Name:

Locality Name:

Organization Name:

Organization Unit:

Contact Administrator's Email Address:
Protocol:

Hashing Function:

Self-Signed Certificate:

Is System Internal Certificate:

-vserver svml.example.com —-common

svml.example.com

svml ca

159D1587CE21E9D4

svml ca

root-ca

svml ca 159D1587CE21E9D4 svml ca
2048

Thu May 09 10:58:39 2020

Fri May 08 10:58:39 2021

Uus

SSL
SHA256
true

false
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B S3RFBE R
RIS S3BER M EERFBFEIURTFED - RESIRFBERR « 74 5E7ELIF LRUAS3E

7|'—|'/)ILE ©

FAREETLF

MREERAENEmENEER LM « IFESIRFERRE - MREERAREEMRREESE D EER
4 ~ AIRREERULEE ©

EALIFIEERBRAE « ZRGAREBLIFNTERAR « SHEBERANENERIGEFE
AT HESVMAILIFRR EZREMWE « BEEEYHFENE - SSEM—NEHHE « RREBHME -

1. PR E S E AR -

set -privilege advanced
2. BURFERIRA

network interface service-policy create -vserver svm name -policy policy name
-services data-core,data-s3-server

o data-core # data-s3-server HIARIREZM A EMIRTS - BEXH ONTAP S3 REERTS o

BiugklEaE
NRICEIIFBISVM ~ IERSIFIFIRIINEEIifsfEZ 2 Ekllifs o
ez Al

* R EREERRERBNREREARAERE up AR o
* MR T B FRRLEBREELIFRYIPAUAARESE « MZFHEBLAREHFE -

FHRRESBNRE—F3IEBFHEBRNIPAIMER - Ef2FERZEIR network subnet create B% ©
* LIFBRFFRB A BEKEE o

FAMEETLE
* IEEINTE ) —(E4ERRE SIS L RIRHE I IPVARIIPYG LIF o

. 9D%¥$¢ﬁt$E’JEA N E_U,(ﬁﬁﬁ;ﬁ%ﬁ S FTEM LIF B2 network interface capacity
show LM LIF B2 ~ OB BFERTESEENE L8 network interface capacity details show
e CERSHERER) o

* MNRECERAZIRFabricPool WEBRERE (Bin) 9B - AN BEREEEMBILIF o
1. ZBIILIF :

network interface create -vserver svm name -1if 1if name -service-policy

18



service policy names —home-node node name -home-port port name {-address
IP address -netmask IP address | -subnet-name subnet name} -firewall-policy
data —-auto-revert {truel|false}
° —home-node & LIF fE:R[EIREREINEIERS network interface revert SRR GIELIF LETT o
CHEILUERE LIF EEEZERBSERE T MAMEERIE -auto-revert BH ©

° ~home-port 52 LIF 7EFRHERIM B RS o #EEEEIZIE network interface revert ARSE7ELIFE#

70
o IEBIMERIERE IP {idlk -address fl -netmask HEEAIAFERN FAREITHE -subnet name
BEIH o

° EAFHREREMIPABANERIESR - MR FHEREERAREES  AIEAXFHEREILFE - S8
B E B TARBEAIEESVM o

o MNREFENERIPAINE (RERFHER) - BITERRIPFHEE B BB iR AAEiEs 256 « IIfe R ER
EEEFENTERRE © © network route create FHESESE SVM PEFFERBEVIERE
Mo

° WA -firewall-policy ¥EIE * H{EAMERITERE data A LIF B o
MRFE (o] B RIS BT MIG/RR o

@ LONTAP S# 939.10.1B344 ~ BANASRBI BB « W52 ALIFARTSREIE o INEFAE
-~ BB REIfSHIP N ASEA"

° -auto-revert AIFEMEEEN LIF E5ERE « EEENERCEENEZUERERSER TEHE
[REHTHER - ERRES false BLEAILWEHRER false RIRIEFHEREERRAIME -

° o -—service-policy EEEIEELEINERNEERBERR - UREEEZNEREMER -
2. NRICEFEHIEIR IPv6 (it —address #IE :

a. fff network ndp prefix show AREBAZERO LBBH RA AIZHIRNGS °
° network ndp prefix show S% AITEEREERBARMER o
b. EAMEI prefix: id FENFEME IPv6 fidt o
prefix BERENHE LEBEN o
FAREE id > EENE 64 (LT +7/VEMNETF o
3. EAFEST LIF ERINERIL network interface show B35 ©

4. BT RERIP(IA FTEAR :

EEEE.. ...
IPV4{ir1t network ping
IPv6{iit network ping6
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il
T SERMAREIIEREE S3 B LIF my-S3-policy IRFSERE! :

network interface create -vserver svml.example.com -1if 1if2 -home-node

node?2 -homeport el0d -service-policy my-S3-policy -subnet-name ipspacel

Ty SEREE1RNFAALIF « BRI E B AEREEH3YREAFERIPvAINIL - MEREEH4RREAF
FIPve{iiLt :

cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus?2 up/up 192.0.2.13/24 node-1 eOb
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmt 1 up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true
5 entries were displayed.
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AU ERERRESR « LUETTIZIRFabricPool 18

gnRFabricPool EEFAONTAP X EMAENYIHSIKRRAERNIIE (Bin) 2fE
A AR E s IRV A enfis o IR IR BRI AnV SRR F 5 E%%FﬁﬁE’JL|F gniE
IR DR E IR PRV EIRIR R E -

Az Al
© R ERSVEEMAREZBNAERERSRRAER up K& o
* LIFBRFSRAILACEEFTE ©

RIRER I
At FabricE & D EHIMNFSIEARRN T T EREREHRE

B
1. JIH e PRYERR

network port show

THEBHI TR AR ERZIR cluster0l !

cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0lb Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

2. ERFESVM LRI BEMLIF
network interface create -vserver Cluster -1if LIF name -service-policy

default-intercluster -home-node node -home-port port -address port IP —-netmask
netmask

&I EZERNESR cluster0l _iclo01l F cluster0l 10102
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3.

4.

22

cluster(0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

far R R BRI REMAILIF

network interface show -service-policy default-intercluster

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0O1l
cluster0l iclO1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

BEEENNLIFR S ARE |

network interface show -service-policy default-intercluster -failover

MU TR TEREMIEMRE cluster0l_1c101 #l cluster0l icl02 7L e0c EFBERAFEREE
e0d IR o



cluster0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterO1

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

BEIIS3VF & Rl Ras

BLFNASHISANTE AR 2SR AVIE 22 ol @ IR ATF BB ~ ¥ EEF(EIRONTAP 2508 E&
EIEIEAS3YIHFONTAP o

G Z Al

TR BT SRR LB A A TREMEY T (FQDN) ~ BAAmRERLLARFBRFESS © FQDNRFLU:E

FERMEHEE -

TEZER BHRRZENCARSE (ERAiPHHAEY) HMIMNICARBRZNERSE - TN EERRARE
BCARE « ARIPRERGREEELEMEE o

FAREETLF
B EREMARSER - @2 —ERBUID 0lrootfEAE - FEALtrootEAEELEENERIAMNEE

i® o ONTAP BIEEWEHIT object-store-server users regenerate-keys M<K EILERENTF

RN E TS

(D NetAppRfEB AR © sH70ERLtrootEAE o {EAfERrootEAE FIE BRI E Z RV
PiRfERER - HETBEFRYHFREFHFRERFREFEERNYIMG o

B[ vserver object-store-server FME - BEEMAARSFZEREEE o
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#4l 2. TR

RREES

NREERSIHAMRBIEERBRIEEVM « BFERILER - EEAFSIEMRSFME E/MBEEFVM « 552 H
"AS3EIIHTFSVM"

CREERFRANEABERBIPAMIL o

1. FIRANHEEVMLEEESS °

a. EIHEFVM | B—THREEFEXRBE>HEEFEVM » ERREVM ~ H—TFRE" ~ ABIR—T £ K
S3*e

b. ##—T TEIES2) ~ ABHA [SIAMRSEBIE -
C. IEEURSIER o

ERCSEEARELNES R CHRE  FF SRS A RS o
d. HABBAE

2. NREGENAREERRE « AITEEDZIIMNFEEFVVE - @FIRFEM - B—T TH LRHEE
LU P imfFE ©

c FEBRTMETR o
ﬂﬂ%‘”ﬁ'ﬂ SEREEN | B—-TRERE-FEREVVM - EREEREVM - ABE—TRE

o

CLI
1. SRS :
vserver object-store-server create -vserver svm name -object-store-server
s3 server fqgdn -certificate-name server certificate name -comment text
[additional options]
PRI ATE 2 A7 S 3Rl AR a3 B 2 AR AR BE R 5 RE ELfthi22 7R o
° MRICEEREASKDE  SVM BRBAIUZER SVM AH SVM  (FE) 48 °
° BERBEAARSEENRE (RinfERERFESR)  MIFFEMRE CAKE (PHZR CAR

GTEERRIRA43 ERUBHTTPS o SRS FEIZIRIENS -secure-1listener-port

EXF3 HTTPS B ~ W47BA CA /87 At SSL/TLS IEHERS °

° HTTP FER A= © E&Fﬁlﬁ ARSI G EERHR 80 L1ZHE o eI AERARIA -is-http
-enabled NP BERIBARI - 1istener-port EEIH ©

BB HTTP B « ERTER @A FISBRMME -
2. Wi S3 BRE :

vserver object-store-server show
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ItEan < Pl EREE PR A Y (HRF AR BIAERRE ¢

clusterl::> vserver object-store-server show
Vserver: vsl

Object Store Server Name: s3.example.com
Administrative State: up
Listener Port For HTTP: 80
Secure Listener Port For HTTPS: 443
HTTP Enabled: false
HTTPS Enabled: true
Certificate for HTTPS Connections: svml ca
Comment: Server comment

A F A =S ERUAS3HISVM

FERVAR FEAE
SIYHRETE_bucketsFH-EfI NS HREMB AR B BRANRER—IRRE -
ez Al

8% 53 FAIRIEMIETE VM HEDEHETE -

RIRERI(E
* 7€ ONTAP 9.14.1 48 ~ £ S3 FlexGroup Hitk& _E3Z 7 ATRER « ERUE BEIEREA/INGEE UL A #ERTE

IREFFE FlexGroup F4IR& FZ I BTRSFFBE DA E o BIFTHZR ~ FlexGroup HEER A/ NER
BAFRENSR/NAN o FREMNSR/NA/INZE FlexGroup Volume FIFfA S3 FAFERIAE A/ o

° £ ONTAP 9.14.1 BH%4 ~ MREE L HEFRFFEIL S3 FlexGroup Volume ~ BIELFRFERHER/IAN
#2137 FlexGroup Volume ©

° YNER7E ONTAP 9.14.1 ZA1E3L S3 FlexGroup Volume * BIJTE ONTAP 9.14.1 Z &I sk MIFRAY 5 —1E
#EE « i FlexGroup HiEEREAFMERIR/AKN o

° YN8 S3 FlexGroup Volume 27E ONTAP 9.14.1 ZHIZZIIH - MEABAREERA/ « BJTE ONTAP
9.14.1 2B EILMIBFFEEFEE « D4HRF S3 FlexGroup FERRERI A/ ©

s HERFEREEAEENAEMRSESE (QoS) RAIE4E - HA value - Performance _#1_Extreme
_FEREAR o AU EZE BJQoSRRIEHE - T HEREMEFE « MIFERNHEFEREEBRz— - 1F
RIFREERMHAEN 520 "HEREEE" - IBEMAEERAHAEN « 520 WEEE -
EONTAP {HFEETFRERILS « TR B EUAQOS » U E E R B2 AR SN2 EAQoSTIEEHR
5JQoS[RAl -

- MREEERERSERDE  CAMEERHRE M RRITFIAERE « TIARE S3 AREFENER
itz VM R o

EEETERAPIRER - BAHEERASINETFVMARERTE - MR EERBASIHHEEFEVMAEL
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HZATES ~ BIRSERREAESE o
* %%t ONTAP 9.14.1 B4 ~ EFAAILLT "7 MetroCluster 2BREHAYEEYER E SR ST Aggregate 7 BTEE" o
* ECLIFP ~ BEEREIFFER - AMESRICEEE !

° 32ONTAP Select EEHE SREFFlexGroup TTHEARBEE (FE:R

F EREENESE A —ARFERILKRE—AEEWIEE - ONTAP FlexGroupEE B
SEREANRTCTENRESRBEER - XBEAILISERERTEER - EHEBEFTE VM PHIEH
EEAETEE - A EHERER FlexGroup Volume ©

* HE  BHAILUEER S RERRFRETORE « EEREBENONTAP F » VMware G E5 EZ (AL
AEVRRS « BB NERHR HEERRE

° IEEILUEEVERE Aggregate 1 FlexGroup 7ot (BEEMERMER) | LA LUREFHERWLAR
T#FEMNE S FlexGroup HREREGHE « ARIEESESESRRAVENHEE - FHIEHEMENR

" MREAIETISIEEESIENIME « FlexGroup & AMMETEE I ITAIINAERE ©

" MREKRIEEHAEFEENESENKE  MHEER L EIR A FlexGroup MRAENE 37
28 EREEEFlexGroup UEVEEZEH -

ENEEUATRRIEEESRIRNNER - FTEERTARNBTNQoSRAIEFE - LRILIHEBERR

#1T vserver object-store-server bucket modify BR% ©
AHZ2R B Vserver) I F N E ARSI FHFR" UBISEZEH °
fyEE © NRIEGZMAECloud Volumes ONTAP R B IR RAVIES ~ RIFEEFCLIRRR o s8ZEREFEniE
EvEiEAggregate « UFEREFIE-ER—EERS - ERAMERRNESIRAISEE R ENEE « AREHRGRAIR
AEMIEUENFAEERE - At ZZIIEERENTE -
&/ ONTAP CLI 1 S3 #77&
1. NREITE BITEIRE SRR FlexGroup 7o ~ FBIERERZ#ER (SRIBEERERMEIHT)

set -privilege advanced

2. BifEFE
vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]

[additional options]

;n%?-:? VM &REFIUAZERHERE VM ~ HeILUE Cluster (R#ER#EF VM &18) WIREEERERHEDE

MRIERIEE(ESTEE « ONTAP HIFE T —ESCBHNRHFE « MR RFERRARRIANRSER
NRITHONTAP ZRIEM AL EREREBIUHFE « FEA T HF—(EEREE
° IRBEMR

B3E -storage-service-level BB TN EFA—EEREIE | value » performance
‘extreme ©

© @
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B3 ~used-as-capacity-tier true %JH o
MREEIEEEEH LB ERFlexGroup HTBENESEE SR TYEEIE :
° o —aggr-list BEIETEAM FlexGroup Volume 4BREHIEE S RE/BEE o

BERNSERBEHEEIEENAggregate LI —EMEMIER - BAIUZIEEESE - UEEESLE
BIUZEME -

73 7 7£FlexGroup #{ESingfuse Volume PR Ht—EAIEE « A NE SREE XV AERERRVHERER
MRAIDEFAHAEAERE o

° o —aggr-list-multiplier 2¥BIEEEMINESE LEENRE -aggr-1ist EII FlexGroup
Volume FFRIB# ©

AITEERME ~aggr-list-multiplier 28%& 4 o
3. FEEMILQoSRAEHH -

vserver object-store-server bucket modify -bucket bucket name -gos-policy
-group gos policy group

4. FESDIHTFEIEL ¢

vserver object-store-server bucket show [-instance]

&)
T E6IAF#TF VM BI#EE vs1 X/ 1TB WERE Aggregate -

cluster-1::*> vserver object-store-server bucket create -vserver
svml.example.com -bucket testbucket -aggr-list aggrl -size 1TB

£ System Manager 7217 S3 #77&

1. FERUFASSITEVM L FIEHEE o
a W—T MEERE-M - REE—T TF
b. S ALHE  MEEUEEVM ~ ZAEHAKN o
- MBCUBHE—T T RN THERRERIHGE ;
© BIFETRHARAIBALN « ST S BT EAE BT -
(SR RERFEFIS3 rootlEE S EIZONTAP M TZ R BN SRR « MAT
(D)  sntpeEnERRRIERE - MR ER s RN ERRRIGE T EREN
B4 -
F RBSH GU) 5% REAGTRNRESESE -

BT LRI AR ELETERERATE ©
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CLI
1. INREITE BITERESFH FlexGroup o ~ FARIERSRRAER (GUEEERSRMEHT

) : set -privilege advanced

2. BIfHTEREE

vserver object-store-server bucket create -vserver <svm name> -bucket

<bucket name> [-size integer[KB|MB|GB|TB|PB]] [-use-mirrored-aggregates
true/false]

i -use-mirrored-aggregates ¥EIH true I false RICEF ARSI N EETETHY Aggregate M
—

/E [o]

@ f¥85%& -use-mirrored- aggregates IR E Ay true ©

° SVM ZBUARER SVM ©
° MRIEKRISEEMEE » ONTAP BIEZ I —ESGBHHEFE « R RBERRBARIANES

E#R °
° YNRECIAONTAP ZRIBAES EAERBILHARFE « AR T HP—{EEE :
* IRFERE AR

B3E -storage-service-level BEBE FIHAP—EEREIE | value » performance 3

‘extreme ©
- HIE
BE -used-as-capacity-tier true 35T o

 NREEIsE BT H FETEMFlexGroup FEENESRE « SAEHATYEEIE !
* o —aggr-list BEIETEAM FlexGroup Volume #HREHIEE S RE/BES o

HEPNEEIEB A EISEMNAggregate EEI —EMKIER o KR UZRIEEESHE - UE
EESLEIZAERE -

k

77 1EFlexGroup E1ESingfuse Volume g H—EHIRLEE ~ FRENES IR E A BER AR ViR EE!
FMRAIDE#4H4HZRRE ©

° o -—aggr-list-multiplier B2 EISEEMIINESE LEEMNRE -aggr-1ist EBIL
FlexGroup Volume BFHYZ 8] o

MFEER(E -aggr-list-multiplier 2% 4 ©
3. IREEIIEQoS/RAIEFAH -

vserver object-store-server bucket modify -bucket bucket name -gos-policy
-group gos policy group

4. HEREFEERL



vserver object-store-server bucket show [-instance]

gl
WF AR EGRE LA/ 1TB BY SYM VS1 ZBIATES :

cluster-1::*> vserver object-store-server bucket create -vserver
svml.example.com -bucket testbucket -size 1TB -use-mirrored-aggregates

true

AREES
1. R FASSMEFVM LIS HEE -
a. #H—T MEfFRm>i1 ~ RRE—T g o
b. BALTE « BEEUETFVM ~ REBEAK ©

RIETER ~ HFEZAEEEHESM Aggregate L o IR EHEEERIZSIRY Aggregate EFEITATHS -

FREEY * R EEIA ¢ « AREUHIZEY * (R * T * M SyncMirror 1%/ * 7518 « Y1 FEIFAT ¢
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Add bucket x

o o ths bucket from & remcis dluste configurs B3 service on ADeage W

Tt
e T =
- e
3 0
" ™ L L L L = T ™ o
e
wase! Lo
Permissions
TN B REAEA T S TR Bt
Pincaul Eftect Actsren Raseuni b Lo
+ 2=
Object locking
™ ¥ J mavE
Frotection

|

- MRIEE— T () e TR R HFE |
© BIFEFMRHARRIDAAN - FATSRBT RAEROEIRE -
(IRFERZERSS rootfEMETEIRONTAP MIHHATF R IE LR « B
() ACHNAREENERERTER - HREREE RN SRR
PRBREA -
 RBSE GUE) 5% ROAGTRNRESH
- G — T ESRA TR EER SRR IR EBEIELRE .
 EUBSCRY ERETIRIE « AL AR E IR EEAER -

* R B EASIYIH 7 &FabricPool FREITHE « 55E BEE AN DB (EREM
AIRRS « BIEENBERHRMRENEE) ~ MIFKEERFER



2. TSP IREAREN (5—EONTAP XERMIINBIHGHREEAER) L« WA TI6 < REEN
(#FEERITFEN -

° S3fAlARESCAERE °
© ERENENEZ BN EEHE o
° S3{AlAkAIFQDNZIBHFE M

i ArheE e B EIERA

£ ONTAP 9.13.1 %A ~ AT ZBII A miBHAEIERRA « LUEE S3 #FFEENYHEmE
HA o IR E R ITRE RIS EYHRIMIBRFRA ~ WFE@E L RA S TR Y B ER - g0tk
—R ~ EFRAER A REER - TEMNEIEEE(E S3 YE-#TF o

@ NRICHETEIRYIM AR EERE ~ A EIERR £ e BRI S IER AR A S EREHENYMH - 11
R RERAEREN « F2R "Bl ETFE"

ez Al
BRI AS3SVMUREFESIAARESGHIFHTFE - F2H "SS3EIISVM" UBUFESZ HHM °
FRERLIIF
‘i LB EIERRAIE « LG TIIMEREMRFE R ERTIRYM
* MIBRERIARZS © LEENE S ERRAIFTHGR IR HBER - IIRERTEE ERUAMRASRTE - S3 SfEFABHARH
HOAER - MRRBAMRARE « BIRB G XA o CLI HE(ER Expiration ©
* MBRIEEAIARZ  WEIFIERE S3 KRR ABERIEBRIMIH o CLI RIER

NoncurrentVersionExpiration ©

* RIFRBHARMIBRTSS - LEEIESRIBRBIRRVIERIFRTES - ERBIRARENREFEESR « AAMBRMECHI
HERAYERBRIRRES o YIS HRMmIER ﬂlﬂziﬁﬁﬁﬂﬁﬁﬁﬁﬂf o B8 B HiE LY BRI B AR
B~ ST EBEEA o CLI 2{FR Expiration ©

* BIBRARTEENZE D EE  IEEFEREAFZID LEFRFETPINRRER (UXABEN)  2BEW
B o CLI #{E2 AbortIncompleteMultipartUpload ©

ITERNIZFECRN ISERRNE © 8 ONTAP 9.13 ~ 1 ~ IGEEFA CLI - i ONTAP 9.14.1 B4 ~ &40
AIUERRAEES o

M CLI EIR 4 aniBHAEIERAY
€ ONTAP 9.13.1 f4a ~ ERTLAfER ONTAP CLI i BHAEERA - £ S3 EEFERIYIMHBH -

ez Al
B CLI ~ ERECERURESEREERAE - ERSEZNEFRENERIL - BERUAIENGRE
T RIEDR - TRETESEITEHRENME—RN -

TEhRE ME— 1L
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NonCurrentVersionExpiration * -non-curr-days MIFRIEE BIRRZASHI R EL
° —new—non—curr—versions - g{%%ﬁg%%ﬁgF%%ﬁHﬁjgﬁ

iBHA * -obj-age-days - BILEHRE « 2 &R E AIRRZS
* -obj-exp-date ¥ EHARVAFE B ER

* —expired-obj-del-markers - ;BIEMHMIBRIZESS

AbortincompleteMultiPart_t & * —after-initiation-days - #J8RERRE ~ 2 & HIE &

MERRNEERAEREVMHFE - EEEXATERINRAIRRESERRE - MRTEILRI

AERITRREMBR
LEEREIRM ~ ARG EREFRENNREYG -

i)
Ry RER E 15 LB

A
Gl
&

PRA EEesal Pl ATERIR AL RIEDR ~ (B TFIRBRRIN

* -prefix
®* —-tags
* -obj-size-greater-than

* -obj-size-less-than

1. fF vserver object-store-server bucket lifecycle-management-rule create e K E
HAEN(RERBY R MBI ~ LUZ I IERVETRS EIERAY o
Ll

T5E4 &1L NonCurrentVersionExpiration Bucket 4 fpiEHA EIEFRA :

vserver object-store-server bucket lifecycle-management-rule create
-vserver <svm name> -bucket <bucket name> -rule-id <rule name> -action
NonCurrentVersionExpiration -index <lifecycle rule index integer> -is
-enabled {true|false} -prefix <object name> -tags <text> -obj-size-greater
-than {<integer>[KB|MB|GB|TB|PB]} -obj-size-less-than
{<integer>[KB|MB|GB|TB|PB]} -new-non-curr-versions <integer> -non-curr
-days <integer>

P
THler < SR FIEEU L ABEIEIERA ¢
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vserver object-store-server bucket lifecycle-management-rule create
-vserver <svm name> -bucket <bucket name> -rule-id <rule name> -action
Expiration -index <lifecycle rule index integer> -is-enabled {true|false}
-prefix <object name> -tags <text> -obj-size-greater-than
{<integer>[KB|MB|GB|TB|PB]} -obj-size-less-than
{<integer>[KB|MB|GB|TB|PB]} -obj-age-days <integer> -obj-exp-date
<"MM/DD/YYYY HH:MM:SS"> -expired-obj-del-marker {true]|false}

&)
T5)8p% &1 —1{& AbortincompleteMultpartUpload BTRE4E dpiEHA B IRFRA

vserver object-store-server bucket lifecycle-management-rule create
-vserver <svm name> -bucket <bucket name> -rule-id <rule name> -action
AbortIncompleteMultipartUpload -index <lifecycle rule index integer> -is
-enabled {true|false} -prefix <object name> -tags <text> -obj-size-greater
-than {<integer>[KB|MB|GB|TB|PB]} -obj-size-less-than
{<integer>[KB|MB|GB|TB|PB]} -after-initiation-days <integer>

/A System Manager EIR4£ fiEHIEIERA

7t ONTAP 9.14.1 YA ~ IERILUER AR EIE S RIBHA S3 ¥t o IERILUME « AREEKRMIPR S3 ¥4ay A aniEHA
EIERA o b5 ~ ERIUEA B —EITRSZ IR E s EEARA « MR H AR EMITREREH o ST LUERER
FRIRA « THERBRA o

it e R EIERA

1 B—F * 7 > sk + o
RS EHRA R o

T ¢ BT - SR SBLRE ¢ o
B * i > EIEERRAl * o

7 TERRAREERR SEL - FRERIRE o

- EERRANEE - ERCEERNERETRTINFAENH - IRFEYH - WRERERENH ~ BED
S T E R —ERRER

a. ¥H ! IHERIBRERYHZRLBIET T - BEESWHHIRENERK - MAIUASERI@AA
—fERITERS - BRIFEMARIAIER « TRIRANSGEREEFHFREYMT -

b. 1R : HYVRAEERNMM « EERZS=ESRNERY (RE) - RAARNZWAIANERE - It

o oA W N

EREREE - 798 - MREINLE  FHOEMEHESRNANE -
C. R\ ERILGR SR RFIEM IR NRAKNZE o ERAIMA R R —EmEE - FEREAUS
MIB o
7. $5EBIE

a. * fEYIr BV B RIARABET * | RERA ~ EFTA BRI ERI RS EREENSE B EEARER -
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b. * XAMBRIEEAMEA * © SEEHRAM AT BAIRANRE 2 BAMRNTEY  LURBRBHHFAL o
c. * MEBAEIMAERIRER *  BEULEERTRII S BAAMI R  TREDRIR /A R B AT
BHEAT o

C) SER [ EYHRBRIRABE * ) 818 - WEREHRREZ % BEMBRPIE YR
IEETER AR o ERYIHRBETRER « hEAERILER -

d * IS RERMSEHG HE * | REBMBARES G HENRY - NRESTREBHNETRNS
BIE55) LGSR ~ TRIAMIRS RIS RIS (B L8 o ERMIHRIE TEREES « IEES AR o

e B—TF [*fiE ] o

BEA B HAFR A

15— * fE > B3~ o

2. VT A SIRAB0RTEE o

3. fB—F : ERIER - EERESBIRA - o

4 T * #HE > BEARE - o

5. VLR ASRAIBIETEE o SRR AT R E R B IR o

6. EEVEEE AN o EAILURIE— ORI — B4R  FENEER S —ERA -

7. 5—TFEA" o

e - MIBREEARA

TR EARERRAERN £ BRI EEEN(F - MRERYHRREERA  RIECAER * MBRBIYIHRIERTRS
* A0 MRS ERD L1E - IR -

EEMERRRE « 2R B ERESLARBEM -

1. %—TF *fF > 3L o

2. ERCERE « MAEREMBREERINFEFE -

3. #—TF : EIRIEEEE * EIEREAEEARA * o

4. JEEYFRERE o BRI —RABERIEA—EEL o I U—RBIFEZEEA o
5. JEEN *4REE < ~ *MBR* X * =~ RBTMIERF ©

BIS3EAE
FiE ONTAP ¥+ ZIR & EEEMEAERE - A eREERERERFIR
FIsaZ Al ©

BRF S3 BURETE VM ASADATTRIE o

FAREETLF

S3 EAE T UFIHT VM RARERFHEFE - BEEI S3 AER - HEAERAEELFNEBRNWES
i o FEEERAEHLRBLEER - URMMHEFHER FQDN METEEHTE - S3 EAENER A UEAERR
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. A
vserver object-store-server user show AE<T °©

TR EREFERAIHERSRRF RS ERNFEERKE FS3ERE -

SR IR REFRIE « ONTAP 17 root 8% (UIDO) - BRAAHEFA
()  HEERBERE o NetApp TR root ERAESHEIE ONTAP S3 + MZRBLUTERIR
By ERAFREAS -

cLlI
1. BIIS3ERE :

vserver object-store-server user create -vserver svm name -user user name
—-comment [-comment text] -key-time-to-live time

° WSS EEMNR o

° £ ONTAP 9.14.1 %A ~ BRI U E R EH/E P B RAIEEER -key-time-to-live 88 o I&H]
DAL FTE R G AR ~ MWIsHFEE iR HARVHAR -
P[<integer>D]T[<integer>H] [<integer>M] [<integer>S] | P<integer>W
B0 ~ MMREBEWMA—RK ~ i/~ =M RRBHAR « 55 {EHAZS P1DT2H3MAS © bR
JESBHRA - SWMNBREERERIR o

LU AR 2B AERE sm_userl Ef#F VM £ vso > BIRFREHA—E -

vserver object-store-server user create -vserver vsO -user sm userl
-key-time-to-live P1W

2. FHRWEFTFREHIMEZ S o 1t S3 ARIRMETEIR - REFEREBLER o

RAMEES
1. #—T MaFERE>-RFEREVM) - ERCREEMLERENME VM B RE - RREE—T
s ES3TF e

2. B ERE FER T ERE > o
3 MAERESRE -

4. 1t ONTAP 9.14.1 FtA ~ EEILUEEREAER U Z FNEHNR B - CRAILUSESH B EBHAN
REHAR (AR~ N\Bf ~ DEERFDREND o (KT8 ~ ILERS 0 BRTZRERPENY -

O B—T I #F 1 RTERIUERE  UDERAEELEFNERNNWERE
6. TEHIHEEFEFNEHMME S o 1t S3 ARIMETEIR - REFRABLER o

* BiIs{EciS3EHE

BT {ECRS3E4E
TAUBIIAABEEFIURENERERE - UBCREFERER



BESAZ At
FRFIS3HISVMER S 3B E A AEASTRIE ©

PSSR T
SIBHAFEIEME R MRS T SVMAEHIEBAERUE  BFAESESVMATER © B IURIRATS B
BHRETRE

s EiELBAR
BN SIERAEEME % ~ B LTEBucketRE B RIS EEHEAEIR - BEHRITEREZHFHFE o
* ZESVME 4R

BIS3ERERMEZR « MALEEEEZRTIEEMHFRRERAGTHE - EERAGREFHEMENHTE
MFEE ©

RIEES
1 RERTERNES | R TREIB-REEERNS - B TREERNS BT RE - AR
—TF # #ES3Fe

2. FIGEFAR [ EEEVERAET  ARIERHIE o
3. MABHERTE - ABUEAEFEREN -
4. (EEILUERVIRA MBHAIR RIS BN RAY ~ th ] IR TG RA o

cLI
1. #B37S38¥4H ©

vserver object-store-server group create -vserver svm name -name group name

-users user name)\ (s\) [-policies policy names] [-comment text\]
° -policies E¥MHEREFRE—EFEFENARS « TUAEIRER ; FHELBOLNEERER
[RE] o

o -policies BEIHAJETHEME—HEHIE vserver object-store-server group modify EIiL
- #EF AR R ZBHR S o
B ESE WIS HE (R B HAM

EAERIHRE BESEEFNERMNE L - LIRA S3 AP KFE - IREHBH
BRR  ERAIUEREEERENER

PRI NEROENAR  FHLB EISIERE -
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CLI
1. FITUENEEFRENERNMEEIE vserver object-store-server user regenerate-

keys e o

2. IRIETER - EENSETERIPEN - #£ 9.14.1 FES ~ BAIUEREEBNREER - 2REETEE)
iBHR o eI LUER A TR TUHTIE (R HAR -
P[<integer>D]T[<integer>H] [<integer>M] [<integer>S] | P<integer>W

fugn ~ NREEEWA—K ~ W/NE ~ =2 BN RREBERE « 55R{E#AZ P1DT2H3M4S ©

vserver object-store-server user regenerate-keys -vserver svm name
-user user -key-time-to-live 0

3. (BRI o 1 S3 AAMETEIE - BEERELER o
AREEE

L fB—T THERE-EERBVM  AEEIEEREM o

2 (P RERIEE P T S S31 ARt

3. 15 * fEAE * H3IBES  RIBIEENEH - RSREBY -

4 MBEEBBHFELLE  FHE—T : B—TERAETBMN * BHEE Key*
5

- IRIETER - EENSREAHERNRBABR o 1€ 9.14.1 e ~ ERIENRERREBHE - 2%8%
WG BB o X ~ N~ DERR S EUEARBHRRE

B—T T f#E") - MAGENEL - SRFREPENTAEEEGIIAER -
7. TEIFBEEFENEHNWESE o It S3 ARIRETENR - REFRELEER o

®

B ISR TFEURAIERA
R 7 BRI B AR AR A

EAENEEHSIHERNFIE R BHFEFEMYFER&FARESRAIFMZES - WRERIEE
RAENEFEBERS - EEMUERIERFIAEMES T « BNRIEAFZEREME
- RIBEE ZIERYER RS EARRVFE -

(ER R

TR LG FEURBFIE EFRRIVRHFERA - EFEUEFINEER e iRz - Et
ERE—ITRE « REGERLLIEE -

FIsEZ Al
BRI S3 Bf#F VM ARERFE « HRE 3 S3 ARSNHFE -

ERTERZA ~ SRS ERAENEFE -

FAREETLF
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ISR LA e EMEBHAAIIERRER « WA UEBRABEANEM - IT/EZIEIE « 528 vserver object-
store-server bucket policy FME -

ERENB AR TR FEFERNHHBERERT - o MENHEEFEREMQoS/RREFHIEK
£ ONTAP 9.9.1 FitA ~ MR E5HETE ONTAP S3 fAlARES 32 1& AWS AR ImYIH IR IAE ~ MERITELEE
S;tObj ectTagging » PutObjectTagging ' # ‘DeleteObjectTagging EE{FATIEIEAHRAIZK

B ENREFEURAREERR ST E- System Managerg{CLI :
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RREES

1 R BT MAFEREEER - BR—THRNREER - A%E—T REl -
IR SECERET ~ ISR LUEE FII2# ¢

c FE BT EFEIENFREREE -

o * effect* | RFFEIEABFEEAEEHE

° BN I REERAENEHENRTFERTEE

c BR | REERNEEFRIEBTFINYIMERISISTE o

FERE*bucketname*f1*_bucketname/E 1% T #EFEFFIEYIHHIZEEME o ORI LURRAE
BY7ZERHE ~ BI8N* Bucketname/ readme.txt* o

Rk (ER)  ERTIREIMENERR © fI0 « EETLUSE R FFEIERFERIIPAILEE o

f# ONTAP 9.14.1 B3t ~ {EATLUE * HIR * I PISERRRRAUM SN BB URTER (L
(D) =B mEREERB LRI ERA A0 - If $ (aws:usernane ) SINEARAINE
B RELSHSUBRNBERE LB LA KBLERENRERATRAD o

CLI

1. FEEUBERPINAEA

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]

T2 HERFIER

-effect ILEEBH AT BE 78 S S iE 4B TZEX
—action BRI LUERE * RFIBEE ~ HE T—XZEBERE | GetObject,

PutObject, DeleteObject, ListBucket,
GetBucketAcl,GetObjectAcl, ListBucketMultipartUploads,
M ListMultipartUploadParts ©

-principal —ZEASIERENBFHHENBE ©

* RZAIEE10EERENEHE o
* MRBEIETE S3 B¥4A - RIZEHAX BN group/group name.

* < ALIEERARTFI « @R - BREFNEBNNESREAIF
HY o

* MRKIEE TR « AIERTHTF VM RBVFRE S3 EAEFIE -
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-resource HEEEREFRESNEEYH - BBAFT * M » ARRTERBRIEEEE R
RRAIER - HNER « TR UERBPIEEEH - BLERUEHETRE
UE ~ EFHERAIE g AR TUERA

TRAILUE RIS E X FF B MARERE -sid BB -

Ll

LUF A7 f#7F VM svm1.example.com #1 Bucket1 Z I ¥ {#7F & AARZFETREIRAIZRER ~ 15E nA5FFEX
Mt EFERARSBERERERE 1 FERERK -

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"

LT &85 &7F VM svm1.example.com #1 Bucket1 I ¥4 #77 B RIIRESETRER A « IsE WG #TF
& EARSSBEAEEY4E 1 UFRE Y12 EUE o

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"

¢ ONTAP 9.14.1 FAtA ~ SR LIS ERTRRRRINES - U TEHAHI AT VM B AR HEFEE/RRER
svml Ml bucket1 FIEE " ${aws:username} MARBERIVES o FTEERERE « [RAESHZUEK
AR EAELBIA « W rlkERZEAENRERAITERRIBIE o FIE0 ~ 5744 T3 R B FRZE
${aws:username} BIAAHIT S3 FENFERE - MREFEAE userl HITIEER » ERTHEREE
HYURE bucketl % bucketl/userl/* ©

clusterl::> object-store-server bucket policy statement create -vserver
svml -bucket bucketl -effect allow -action * -principal - -resource
bucketl, bucketl/S${aws:username}/*##

BisEs & R hkes R A

TAIUZIAIEREMHFREF—SZSERFERNRR - ¥HEFRE @Ak R R AT
EfEAEEE - RItFIHEESEERENERFNEE -

RG22 Al
ERAS3HISVMUHEBE FESIAMRSMHEFE o

FREETL(F
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eI EMHREARSSFAPIEETER KB TR ~ UMESVME R BFIERR - RAIRBEEHEE RIS
EZBAEER -

@ ERYHHEEFRRSRAE « AU EERPIEEER EMERENEE  MIFERAE
SrhieE TR

B =EMENTER R T ZEONTAP A EHSIER !
e FullAccess

* NoS3 17EX
* ReadOnlyAccess

ORI BETRA ARSI ERAEMBHEMERAT - HREIRAERANNEE - MBEESEIR

A2 vserver object-store-server policy "fieZEER" o

£ ONTAP 9.9.1 BitA ~ YIRESTETE ONTAP S3 fAARE3 L3218 AWS AR ImYIH1R5CINAE ~ MEHITELEE
GetObjectTagging > PutObjectTagging #l ‘DeleteObjectTagging BEERITRES AR
= o

B RENERFBUAREERNA ®E- System Managerg{CLI :
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RMEES
£ System ManageriE i &S F R &E EARZR R A

1. IRETFERIS | BT RERE-HTERS - B TREERNS  BTRE AR
—TF 4 &ES3TFe

2. FrgMEME | BT RA - AR T g o
a. EARRIRTE « RRILBHEBE IR o
b. FEEIRARITERRRSHTIERER

B SEEHERRIE ~ RILUEE FHI280:

* B L RTFEVERYERAE o
" MR AFFNIEEEIN NS ERAE -
* 178 BEEEN—ERZEREFRP AT

- R —ASEREEANERCNLE S RTERET EEFIER -
g0

» R FHEEEVMAP AR EENEFEE o
* * Bucketname*Ed* Bucketname/*al#Z F45 EffEF & R M4V FEE o
* * Bucketname/readme.txt* B B IEF BV E fEF @ RVMH o
C. MAERE  FERARAIPIIEHM o
CLI
fEACLIZII SISt F I E MRS R

iu E]%
1. By HEEERSIRR

vserver object-store-server policy create -vserver svm name -policy
policy name [-comment text]

2. @i JRAERA ¢
vserver object-store-server policy statement create -vserver svm name

-policy policy name -effect {allow|deny} -action object store actions
-resource object store resources [-sid text]

T2 HERFIER

-effect ILEEERAR] RE AT S IEABTZEN



-action ITRILUERE » RMFTEENE « A2 TF—2Z1E
EEBEE | GetObject, PutObject,
DeleteObject,
ListBucket, GetBucketAcl,
GetObjectAcl, ListAllMyBuckets,
ListBucketMultipartUploads, #l
ListMultipartUploadParts °

-resource FEEREFRESIEEYHE - BAFT * M 2
AR ARIEEERIVRRIER -

TRILUE RIS E X FF BRI -sid BB -

RIETAR « VEIRE GIME ERIREBERERE  WIKIEFRIE - IR ITESECERAR « {RILUE
EEMGERR -index RENEEEREEIERF ©

REIMNGR B ERARTSHY S3 f7EX

i ONTAP 9.14.1 BtA ~ SMEF B ERBUARTE B4 ONTAP S3 M)+ #TFR B S - BREAH
BByl B R ARE AL EAENENERE -

1EA A BRI B ERARFE AV E A& BFARIRH7ZEY ONTAP ¥ #FIRIB AR - KSR RIFEIEHIZE (
LDAP ) 21 Active Directory & B ##iRFSETENNNE ~ AlAS D HAIEEFINEE (IAM) RMEEREMAR
75 o BEIRMIZEVE « B4 7E7E ONTAP S3 IRIE S E LDAP ##4H - B EFIEIR 2% « BHERERMER
ONTAP S3 T{E@AIHERR o YNZE LDAP RYAERAEE N ~ 55260 EHELDAPRYAEE" o

{EhETLU Active Directory fERBBHAREAIERGHE  UBHRBEREDE « 1HB LDAP ERHEH
HEERE AR AT S3 FEAER o

FtaZ Al
TEsRE LDAP B¥ B R BHEF EXRYIRER BASIE I 2 Al « 55 ChESS FAISRIA ¢

1. BEIMEA S3 Bf#E VM ~ HEE S3 aARas © :A2RY "AS3EILSVM" o
2. Z#1FE VM HEEN —EHEE - A2H "BiEFE" -

3. 7£f#7F VM L:2E DNS o :52R] "2 EDNSARFS" o
4

. B47F VM LB LDAP ARRSMEREBINEHISRE[ (CA) Kl o HS0 ESWM L REERE
HYRCATEE" -
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap

ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap
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object-store-server bucket policy statement create -bucket <bucket-name>

-effect allow -principal nasgroup/<ldap-group-name> -resource <bucket-
name>, <bucket-name>/*

g5 © TS FIFRILEY Bucket [RAIBRIIC buckl ° [RRIAFF LDAP B#487FEY groupl EER (ITEEREY
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vserver object-store-server bucket policy add-statement -bucket buckl
-effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl, Li
stBucketMultipartUploads,ListMultipartUploadParts,
ListBucketVersions, GetObjectTagging, PutObjectTagging, DeleteObjectTagging
, GetBucketVersioning, PutBucketVersioning -principal nasgroup/groupl
-resource buckl, buckl/*
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap
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"NTAPFASTBIND" + base64-encode (user-name:password)
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd —-sources
files, ldap
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security login rest-role create -vserver <vserver-name> -role <custom-role-
name> -api "/api/protocols/s3/services/*/users" -access <access-type>
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security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

NBULARLHFMAENR « F2R "BEIULZE2EARESTAR" 3% ©

3. FRHEZEE A p%E_L LDAP ERERH4E - WEIEHMNBTARIUTFE S3 EAZE REST API UHE; - INEIL
I LBEHEEN AR "BULZEEAN" T o

security login create -user-or-group-name <ldap-group-name> -application
http -authentication-method nsswitch -role <custom-role-name> -is-ns
-switch-group yes

TEUCEERIR ~ 2 LDAP 820 1dap-group-1 @EFEIA svm-1 " UKBFTAT® "s3role FIEE IT UF
B API IinEh ~ MEFE IR 4EE U ER A LDAP ZEX ©

security login create -user-or-group-name ldap-group-1 -application http
—authentication-method nsswitch -role s3role -is-ns-switch-group yes
-second-authentication-method none -vserver svm-1 -is-ldap-fastbind yes

MNEFHMAEN B2 FERALDAPPURELEETNsswitchBiE" o

15 BETABIMEEAEE LDAP B4 « rl:EXBHAEPERAE B RZEL ONTAP
/api/protocols/s3/services/{svm.uuid}/users ImEh | FE@EA API ~ 48135 LDAP E+4EFERER
?EEQ CHGFEENMZEE « UFE S3 AR - tfIREERBECEL SR - MASEAEMNMEREEES

87 S3 8 LDAP £ & « EX A CHFINER

7€ ONTAP 9.14.1 A - MIREHMAFEESERTEBETELESBNAR « Bl UELE B CHFIENME
TR - UMTFE S3 AR g o KRAEER T5 ONTAP REST APl ingtBITELE SR ©

HTTP 75 &M imes
It REST API MDY {FE AR 5 AFimR, o NS IbiREAE /5 2RVAERAE T « SRR EZ &R "API X" o

HTTPAS BRIR
Ab> /api/protocols / s3/services / { SVM.uuid} /fERHE
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Curl&s %

curl
--request POST \
--location "https://SFQDN IP /api/protocols/s3/services/{svm.uuid}/users "

\
-—include \
--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
-—-data '{"name":" name "}'
Json# H &G4
{
"records": [

{
"access key":
"Pz3SB54G2B_ 6dsXQPrASHrTPcf478qoAW6 Xx6qyqz948AgZ 7YECE 9n087YoZmskxx3cqg4dl
U2JAH2M3 £s321B4rkzS3a oC5 8u7D8j 45N80OsBCBPWGD 1d ccfq",

" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"name": "user-1",

"secret key":
"A20 tDhC cux2C2BmtL45bXB a Q65c 96FsAc0dol4Az8V31jBKDTcOuCL62Bh559gPB8s9r
rn0868QrF38 1dsV2ul 9H2tSf3gQ5xpI9NT259C6z GizZQ883Q0n63X1"
}
1,

"num records": "1"

ETF P I EXS3M - ftfF s i
EFAONTAP #ti&ifFabricPool 7892 RINAE « IU7FEXS3

EEBSIHERENARTEE (Bik) E - BN EHSIBEERRENAESZEEIR
SR HS3EIARZS4HAEAYFERAE Tl - ONTAP FabricPool ONTAP ONTAP

RAMNEETIE
EEREFabricPool SURE Cloudf&/@ ~ AZBIRHE T5S3fAliREs & ¢
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* [EAR2S%H (FQDN)
- HEERE

* CAESE

* FEER

© B (WEEFRER)

ESh ~ IR E T HIMERRARRS -

* DNS ONTAP fAfkg R BER —BiEin A e ERIS3FAREE T RMIER « ZFARSI S HHEESVMRE
1 ~ E3ES3MEAREHIFQDNATE K Hlifs L AYIP{zE o

* ATNEERENT BN AEIHREE LRESERERE -
sa2BFabricPool (RAMHFONTAP SR EAZiREHNZIBEXXH) o

"f§E FAFabricPool RERINAE R EIRHIZRERE"
EXFAONTAP %f7sithFabricPool E:R (238 That ~ MU7EEX 1S3

EEBSIAEAM TR B~ BN ERERINFFERERYHENRE 24
BREYEHEREMMENERBESRE - LUEIL—E TA%1EINEE1 ONTAP FabricPool
FabricPool °

e Al
T AR ONTAP S3 fAlfRss R ETiE 4B « A S3 AikESwAEREELHmE (BifER) Bi

—vserver Cluster B8 o

RIREET
M REEE DS ARARARENEN  LIFSIARES  HEELBAUBREER -

BN FREEEAFEMRBERNENYHFRENHFEFE - CAUATRERIZEREFE « BEX
TE—REFEFRIZEMHERE -

MBS =R AEEFEAILINFERNESE o FabricPool

1. BUAHAEENMGERE :

storage aggregate object-store config create -object-store-name store name
-ipspace Cluster -provider-type ONTAP S3 -server S3 server name -container
-name bucket name -access-key access key -secret-password password

° o -container-name EfEEIIH S3 FHEE
° o -—access-key 2R EKRTZEL ONTAP S3 fFARSS °
° o -—secret-password 2#¥ (MEFINEE) GHEEH ONTAP S3 EREFHIEK °

o fRAILAEETE —is-certificate-validation-enabled 2#E false A ONTAP S3 By/&:5ia
E °
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clusterl::> storage aggregate object-store config create
-object-store-name MyLocalObjStore -ipspace Cluster -provider-type
ONTAP S3 -server s3.example.com

-container-name bucketl -access-key myS3key -secret-password myS3pass

2. BRI EREMH M E AR E
storage aggregate object-store config show

3. EH  AEBRMREFAZ VERBNIEEATIREE « BREHIDRET AR ER RS A
EfVolume® B Z L ERIBR I IR EAPARRE" o

EEMWEEHEZS VENENRIEERFIEE « BEIIRATEMLEAggregate At FabricPool 273 fE o
4. BHEEFEREMIIIZEAggregate :

storage aggregate object-store attach -aggregate aggr name -object-store-name
store name

fERIAfEA allow-flexgroup true BIMINE R FlexGroup Volume 3 HVE SRS ©

clusterl::> storage aggregate object-store attach
-aggregate aggrl -object-store-name MyLocalObjStore

o BTt EREEN « LSRN EREeREAA !

storage aggregate object-store show

clusterl::> storage aggregate object-store show

Aggregate Object Store Name Availability State

aggrl MyLocalObjStore available

¥s3rE MR R A R iRTFEX

EEESIHP IRFEARENEENONTAP S3fAlAk:s « ONTAP BIZEIE SV ERSIEHRER
HAEREE

ez Al
S3A P IR MIZ TN ARESEFONTAP THIAWSEE R ARZS ~ fE M REEEERITNAE
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