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Assess physical storage requirements.

|

Assess networking requirements.

|

Decide where to provision new

storage capacity.
Y
53-enabled SVM S3-enabled SV
doesn't exist | 2xists
h 4 h 4
Configure S3 access Add storage capacity
toan SVM: to an $3-enabled SVM:

Create a new SVM
if neaded

' ;

Create and install a CA
certificate on the SWM.

y ;

Create an 33 sarvice Create or maodify
data policy. an 53 group.

! ;

Create or modify
access policy statements.

! ;

Create a bucket.

Create an 53 user.

Create LIFs if needed.

Create the object store Enable access to 53
sErver, object storage.
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1. BERIZAAggregate Y AT FAZERT ¢

storage aggregate show

MRE—EAE EHERNSEHRUBENEGH « A SIHRRRTE o

cluster-1::> storage aggregate show

Aggregate Size Available Used$% State #Vols ©Nodes RAID Status
aggr O 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 1 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 2 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_ 3 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr 4 239.0GB 238.9GB 95% online 5 node3 raid dp,
normal
aggr_ 5 239.0GB 239.0GB 95% online 4 node4 raid dp,
normal

6 entries were displayed.

2. MREZEEARHTHIVEHRUBENESE « AERARUEINEERENESR storage
aggregate add-disks WEAEILIR Aggregate storage aggregate create e e
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WRRTE N mEEmYf

© BfSHEEERIR

* EiEAEE

* TR (WEERE

* IPspaces (FREZBME * k7T FBRIPspace)

* NiEREEE (REE - UkEEERBEENTERSIERERE)
SMERRA K

RANERI(E

A EfEAEIRFabricPool BIZIEES] (Bin) FEEBMNEIRSIA, K « KA REABERSVMILREEREE °
HIEERE - SO ARESREMNERRE - TRELEHF © FabricPool

AR FabricPool INGEEMEE « A BFEARHASVM (85 TEE) ) ~ BLIFAAREEmEEE .
s (BRI LAERZEELIF o

ZJ; FUCEER « REEE—DHILIFAERS « (B£ELEMIIRPREGIEM - 15 « Eth R E M EAFIAEE

* TR LUERAENMZERRILIF o

ISR B ERIMVARRE « BRI S3EMIGERLIF « Bth AR B (F R IRFabricPool B Rt EinfETF
BEHMEE -

B
1. A A ERNEREREE

network port show

° YNRAJEE  WEZEAENEREERSRERE
° BERHERPFIE T BEBHERIMTURTE » 7 Be S &IERMEE
2. MRECHTBERAFRARRBREELIFRIPAAAERIESE « FRDZFERFEER MR AL

network subnet show

FHRBEZIBRE—FIEFRABNIPAUER - FHERESEREILMN network subnet create B8 <
3. B A]FAMYIPspaces :

network ipspace show
&AL A TER IPspacedl Bz TIPspace ©
4. INREEEAIPvefiit - AMEREE LERABIPYG :

network options ipv6 show



MBEE - o] LUEREYA IPV6 network options ipvé modify BRS ©
b b Yy

REMSIHFRENEKEMNE

ERIUBISHEFEZAT » M ATREER EBEMNNIRARISVMA o [ERERER
ELNITIERE

‘EEE
* NREBBERRASIHIFSVMESVMPECEETFE ~ 555 M EERNTER o

"AS3EIISVM"
"SI HIFE"
EESASI T LABINFSFISMBEFRSVMA ~ BINRF S T EHP—IEE MY « (KA LUEEZEIIFRISVM ©

c BRB—RERELRAS3 -
© BAEFERASIENEERARARSVM -

° FEPE—ENZERRASIHSVM » ERES —EREFRMEERERIS3EARES
ESVM_ERSAAS3Z % Al B EREFE -

* MRECBEFHRANSIESVM LR EVIRHFEIEMEEFE « Bl T EEPRITER o
"ASIEIHFE"

¢ E S3ESVMAYTFEY
AS3EISVM

EfESASI A LU SVMAR MY E i EEiIH EH1F ~ BIE R seE B ZE 7 FAISVM AR R B fh 4 22 S0
TEEE -
BIREET(E

NRCERESVMEEH SVt - RIS3EIARE AR EEAIDNSHERS - i ~ MRFEAEMBEARE ~ &7
REEHEESVYM LERTEDNS ©

E18{EMASystem ManagersR E S3FEHT#EFVME; « AR TEBMARENEREN « fEVMASYIHETE
ERGBEEE—FRPREIL -
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1. TR

RREES

CREEFEITF SRR LB A AT RN E (FQDN) ~ B imFERIEATERIFESS o S3MEAR
2IFQDNARELUREF &L TBEIEE o

CREERFRANEABERBIPAIIL o
DE%@@EH HIBIMBCARZERESE « AMEEUEFPRERTECAA ; BHRILIEECERARREENR

2
= o
o2

1. 7E(#FEVM_EERAES3 ©
a. FrgEHEVM | B—T THERE>FHEVM « A%BR—T Mg, o
MEBEE2REEEREVMINITRL | SBiR— T GERC R EERTE o

MRCBRSIARBIFRERANOHEM | HE—T HERE>HEVM  EIREEVM - E—

T TRE) - AEE—T @B S3 o

a #%—T TEFS2) - ABWA [SIARBLIE o

b. JEEUERAER o
ERCRREAREENES  ARACKER AR BERBAEERIES o

C. B AMEERSTE ©

2. MRCENAREERES « ATEHSTRIDMIFEFVME - §EIREEN ° #5—T T LRH#F
DU P k7 EX o

c FEBRETMNEEHE

* MREBRFBEEREEN | B—TRERFBE>RERBEYM « BIUEERHEVM  2ABB—TRE

* o

CLlI
1. FEsREREE EMS3E EGIRE !
system license show -package s3
NRRE - FIRTHHEARR -
2. BISVM :
vserver create -vserver svm name -rootvolume root volume name -aggregate
aggregate name -rootvolume-security-style unix -language C.UTF-8 -ipspace

ipspace name

° fEAAY UNIX 885 -rootvolume-security-style 3#%IH o
° {EATERAY C.UTF-8 -language £1H ©

° o ipspace FREAEMIEH °
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3. BREE NI AISVMAVARREAIARES :
vserver show -vserver svm name

° Vserver Operational State MfiAZBEEN running /& o MIREETR initializing AR
RE ~ RNALDEFE (PINBIIRHIEE) £~ BB MER SYM TEFEILTE °

el
TF& <L E1EIPspace ipspaceAFREEILSVMUUHERITZER ¢

cluster-1::> vserver create -vserver svml.example.com -rootvolume
root svml -aggregate aggrl -rootvolume-security-style unix -language
C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

TS BT SVM 2L 1 GB MR &EFREN « MERBEERE BN T running /& o REHEER
BTERMEDHEREA ~ AEEAFRA]  BRIREEEERIURAZED - BIETER « 1L vsadmin FHEE
IRA ~ WAFH Locked M/AE o vsadminfB B EI5R4ATER AvsadminfEREIRE o

14



cluster-1::> vserver show -vserver svml.example.com

Vserver:

Vserver Type:
Vserver Subtype:
Vserver UUID:

00a0983d9736

Root Volume:

Aggregate:

NIS Domain:

Root Volume Security Style:

LDAP Client:

Default Volume Language Code:

Snapshot Policy:

Comment:

Quota Policy:

List of Aggregates Assigned:

Limit on Maximum Number of Volumes allowed:
Vserver Admin State:

Vserver Operational State:

Vserver Operational State Stopped Reason:
Allowed Protocols:

Disallowed Protocols:

QoS Policy Group:

Config Lock:

IPspace Name:

ESVM LI LR CAREE

EERBIREEN (CA) /&8 ~ A SERABES3A P iIREIBES3MSVMIIHTTPSE ©

RNERI(E

BEIATT LA S3RIARZZ SR E AEFERAHTTP ~ MAMARURERS
CARERIREHTTPSRE ©

IEDBERAENTEEZCARS - BRIPRERGRERELE MR

REFPIIETAFRILL ZEONTAP —EBREBNEES - BB HBERMENCARSE ; INF
RRAKBEIES MG o

—EE%

F=ke

"R EIEEEREHRBAC"

AR security certificate FMEUBREMAARREIS o

1. B BREZENHAIRE

CARSERIA P IR

svml.example.com

data

default
b8375669-19b0-11e5-b9od1-

root svml
aggrl
unix
C.UTF-8
default

default
unlimited
running
running
nfs, cifs

false
ipspaceA

- (BREMIEREAONTAP

SHAEER

15


https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html
https://docs.netapp.com/zh-tw/ontap/authentication/index.html

security certificate create -vserver svm name -type root-ca -common-name
ca cert name

° —-type root-ca EEEE
% o

REHEHREZNHIESE « WERABREREEMN (CA) REBHME

o —common-name FEEZEIL SVM F/RERIEEN (CA) B8« BWIEEE/RENTEABRIER o

/CARX

TER AR A/N2048(LT ©
0]

cluster-1::> security certificate create -vserver svml.example.com -type
root-ca —common-name svml ca

The certificate's generated name for reference:
svml ca 159D1587CE21ES9D4 svml ca

RBNEREEENDREE  BEAREURILREFNRETIRER ©

2. EXREREER
security certificate generate-csr -common-name s3 server name
[additional options]

° —common-name B2 XKIBHEWERE S3 FIkzswf (FQDN)

MARE ~ EOILURESVMBI I BEMEMaFAE o

o

AMERTERE—MERERNLEEE - UHARSE -

fEFSVM_CAZECSRUEAESIEARIEZHIEE !

security certificate sign -vserver svm name —-ca ca cert name -ca-serial
ca cert serial number [additional options]

BALELMT RPERANM SRR !

° —ca—EEL R 1 PEAR CAB—ARRE -

° —ca-serial — & 1 FHY CA F3% © AIE0 ~ MNRCAKRE BB Asvm1_ca
_159D1587CE21E9D4_svm1_ca ~ F5E2159D1587CE21E9D4 o
IR¥ETER ~ 28

EHVRFERT365 RN EIM o IERILUEIEME « WIsEHMBEZEFMER -

IR « BRTMALELS 2P REFNREERFH o

PEENER TR ERERER AR UHBRER -

4. 7ERRFIS3MISVM L R BN RE !
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security certificate install -type server -vserver svm name

HIRETRET « SFRARENLEERE o
WNRBERRNEL « EEILUBEERAPERSE -

BTAERRMCARZENB(U/EER « HRERFUHBRSE -

°o. MIFAFEREE

security certificate show -vserver svm name -common-name ca cert name -type

root-ca -instance
RELAREEESEUMBERIBFImARSER -
o451

cluster-1::> security certificate show

-name svml ca -type root-ca -instance

Name of Vserver:
FODN or Custom Common Name:
Serial Number of Certificate:
Certificate Authority:
Type of Certificate:
(DEPRECATED) —-Certificate Subtype:
Unique Certificate Name:
Size of Requested Certificate in Bits:
Certificate Start Date:
Certificate Expiration Date:
Public Key Certificate:
MITIDz ...==

Country Name:

State or Province Name:

Locality Name:

Organization Name:

Organization Unit:

Contact Administrator's Email Address:
Protocol:

Hashing Function:

Self-Signed Certificate:

Is System Internal Certificate:

BiS3pRFBERIRAY

-vserver svml.example.com —-common

svml.example.com

svml ca

159D1587CE21E9D4

svml ca

root-ca

svml ca 159D1587CE21E9D4 svml ca
2048

Thu May 09 10:58:39 2020

Fri May 08 10:58:39 2021

Uus

SSL
SHA256
true

false

TR LIASSERN BB ELRFGFRE - FESIIRFBEXIRE « A HefELIF LRUAS3IE



FERE °
MRS BT

MREERENERERNEREEHE  MIRESIRBENRA - MIRTEAEREGRRERSHD E RS
f ~ BIFRFEERULINGE -

ERLIFREERBRAE « ZRERAKREELIFNTERAR « SHEBERANENERIGESE
HIAPTHESVMAILIFREZSRERWE « BEEEMHENE « SSEH—NERHE « RREBHME -

i %Ei
1. WGHEPR R B TE A R

set -privilege advanced
2. ByRFBEREREA

network interface service-policy create -vserver svm name -policy policy name
-services data-core,data-s3-server

° data-core #l data-s3-server HAAREEZMAEMIRT - EEUH ONTAP S3 REERF o

BiuENYEG=E
WMNRIEEILFTAISVM ~ R ASIFEFREIIMNE BlifsfEsZ B FHifs o
BHsRZ Al

© R ERSVEEMARERBUNAERERSRRAERE up KA o
* MREFTEER FRR BRI ELIFRIPAMAEARESE « IZFRRLASEEE -
FHEBREZEIRE—H3IEFRERNIPAUUER - EFIZMEREIIA network subnet create 3% ©
* LIFBRFRAILACEFTE ©
RIMNEET(E

* (BRI LUTER)— B4R ESRE ERRFEILIPVAFIIPYG LIF ©

tﬂ%%%ﬁPﬁjtiE’JiA - I Eﬂiﬁﬁﬁj@ff =5 FHIEN LIF 82 network interface capacity
show B LIF B2 ~ Al EBFERESEEE 18 network interface capacity details show
e CERSHEMRESR) o

* NRECERAEIRFabricPool HFRERE (B 2E « A ARTEREBBILIF °

1. BIILIF :
network interface create -vserver svm name -1if 1if name -service-policy
service policy names —-home-node node name -home-port port name {-address

IP address -netmask IP address | -subnet-name subnet name} -firewall-policy
data —-auto-revert {truel|false}

18



° _home-node & LIF 73R [C]RFR[EIAVETES network interface revert R ETELIFLHIT ©
MBI IERE LIF @B EZERABENERE T MM FEIZIE -auto-revert #IH o

° ~home-port s& LIF TERHMERINERS N EIEEIFIE network interface revert SRLETELIFLH

170
o IR LUERIERE IP filllk -address M -netmask WEEAIUERN FRRETOE -subnet _name
BEIH o

° EAFHREREHIPABEANERIESE « IR FERESEARMEER  AIEAXFHEREILLFE - 8
BB TAR IR ERTE ZESVM ©

° MREFEFHERIPAIIE (RERFRRE) - AITERREIPFRR AR P IR ASiEsIa3rE « AIsERER
TEBERIETERESHE © © network route create FMEEETE SVM HEFAERHBNEME
o

° AN -firewall-policy #E18  AFEAMERINTERE data A LIF A o
WMRFE ~ EIUATHB BRI FE BT NARERA o

@ HEONTAP SHx 539.10.1F48 ~ BiNiGRRIE BT -~ WeZ HLIFARFSFRAIEN - NFFEE
B2 "SREfsBIFE A AERR"

° —auto-revert AEMMHEEEFK LIF SEERE - EEENEREEENETEREFEFFN FEEE
REHTHR - ARRES false BERALIRHERER false FIREPHMERERRRME

° o -—service-policy EBEEIEELEINERMEERFEL - UREFEETREMERER o
2. NRIBEHFEFISIK IPv6 itk -address 18 ©

a. M network ndp prefix show AREEEEZERO 2N RARIRTIRNGHS o
° network ndp prefix show SR% RTEEMSHEIRBARER o
b. EARR prefix:id FENEHE IPv6 firtt o
prefix BEZENHE LEBREN o
FAREE id > EENE 64 (LT +7/VEMNETF -

3. (FFAMESR LIF BERIHERIL network interface show AR ©

4. HERERER PRI ELR

HEEE... fEH...

IPVA{iIiE network ping

IPv6{iiit network ping6
#

THap S ERUEIRIIIERGH S3 B LIF my-s3-policy ARFSRE :
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network interface create -vserver svml.example.com -1if 1if2 -home-node

node2 -homeport e0d -service-policy my-S3-policy -subnet-name ipspacel

Ty S ETREE1HNFAALIF « ERE B 1B REEH3NREAFERIPvANL ~ MERE@E4BIRESRE
FBIPv6{iiLt :

cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus2 up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus? up/up 192.0.2.15/24 node-2 e0b
true

mgmt 1 up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

EBIUEERNE SR « LUEITiRIRFabricPool 1E

gnSRFabricPool EFONTAP XEREAENYIH SRR AERNIIEE (Bik) 2E
AR E s SR ARV E AR o A I BRI ARERE L2 E%:.:F‘eﬁﬂ’JLIF gniE
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IR R R R PR RV B RIR R E -

Fta Z Al
g %_‘Z ZE ﬁ%ﬂﬁg‘ B\;iﬁ,z\/ge Eﬁ-’%“ﬁéii up ;‘-Ikﬁ_lg i
. LIFFRFS AL ACARETE o

RAMEIET
KiFabricEE DB INBSIERARERNAEEEEME D

TR
1. R FRYERR

network port show

THEHI PRI ERRERIE cluster0l !

cluster0l::> network port show

(Mbps)
Node Port IPspace

cluster01-01

ela Cluster Cluster
e0b Cluster Cluster
elc Default Default
eld Default Default
cluster01-02
ela Cluster Cluster
elb Cluster Cluster
elc Default Default
eld Default Default

2. FRHSVM I ERLIF

Broadcast Domain Link

up
up
up
up

up
up
up
up

1500
1500
1500
1500

1500
1500
1500
1500

Speed

Admin/Oper

auto/1000
auto/1000
auto/1000
auto/1000

auto/1000
auto/1000
auto/1000
auto/1000

network interface create -vserver Cluster -1if LIF name -service-policy
default-intercluster -home-node node -home-port port -address port IP —-netmask

netmask

LU BRI = ERMBVE SRS cluster0l _iclol M cluster0l _iclo02:
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3.

4.

22

cluster(0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

far R R BRI REMAILIF

network interface show -service-policy default-intercluster

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0O1l
cluster0l iclO1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

BEEENNLIFR S ARE |

network interface show -service-policy default-intercluster -failover

MU TR TEREMIEMRE cluster0l_1c101 #l cluster0l icl02 7L e0c EFBERAFEREE
e0d IR o



cluster0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
clusterO1

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

BiS3iHF & FIARES

BLHNASHISANE ARZS IR IHAVIE R ok B IR EFREHELE ~ YHFETZE[RBRONTAP 230 #F &
I EIEAS3YIHFONTAP o

R Z Al

CHEAE BRI S3MMRES L BMA R TR LM (FQDN) ~ ARIHFERILRTERFENS3 o FQDNAIF LU

FERMEHE -

TREZEABRRZENCARE (TRAPRPREY) SHIMNICARBRZENEE - TRDBERRATTE
BCARE « ARIPRERGREEELMEE o

FAREETLE
B EREMARSER « @8I —ERBUID 0frootfEAE - FEALtrootEAEELEENERIAMNEE

i® o ONTAP BIEEWNEHIT object-store-server users regenerate-keys i< KR EILERENTZF

BN E TS o

(D NetAppERfEB AR © sH70ER ILtrootERE o {EAfERrootEAE FIE IR E Z IRV
FIREAER - HETBEFRYHFREFHFRERFEFEENYMG

A2 vserver object-store-server FE - BEAAEMABREFIEERIEIT o
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#4l 2. TR

RREES

NREERSIHAMRBIEERBRIEEVM « BFERILER - EEAFSIEMRSFME E/MBEEFVM « 552 H
"AS3EIIHTFSVM"

CREERFRANEABERBIPAMIL o

1. FIRANHEEVMLEEESS °

a. EIHEFVM | B—THREEFEXRBE>HEEFEVM » ERREVM ~ H—TFRE" ~ ABIR—T £ K
S3*e

b. ##—T TEIES2) ~ ABHA [SIAMRSEBIE -
C. IEEURSIER o

ERCSEEARELNES R CHRE  FF SRS A RS o
d. HABBAE

2. NREGENAREERRE « AITEEDZIIMNFEEFVVE - @FIRFEM - B—T TH LRHEE
LU P imfFE ©

c FEBRTMETR o
ﬂﬂ%‘”ﬁ'ﬂ SEREEN | B—-TRERE-FEREVVM - EREEREVM - ABE—TRE

o

CLI
1. SRS :
vserver object-store-server create -vserver svm name -object-store-server
s3 server fqgdn -certificate-name server certificate name -comment text
[additional options]
PRI ATE 2 A7 S 3Rl AR a3 B 2 AR AR BE R 5 RE ELfthi22 7R o
° MRICEEREASKDE  SVM BRBAIUZER SVM AH SVM  (FE) 48 °
° BERBEAARSEENRE (RinfERERFESR)  MIFFEMRE CAKE (PHZR CAR

GTEERRIRA43 ERUBHTTPS o SRS FEIZIRIENS -secure-1listener-port

EXF3 HTTPS B ~ W47BA CA /87 At SSL/TLS IEHERS °

° HTTP FER A= © E&Fﬁlﬁ ARSI G EERHR 80 L1ZHE o eI AERARIA -is-http
-enabled NP BERIBARI - 1istener-port EEIH ©

BB HTTP B « ERTER @A FISBRMME -
2. Wi S3 BRE :

vserver object-store-server show
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ItEan < Pl EREE PR A Y (HRF AR BIAERRE ¢

clusterl::> vserver object-store-server show
Vserver: vsl

Object Store Server Name: s3.example.com
Administrative State: up
Listener Port For HTTP: 80
Secure Listener Port For HTTPS: 443
HTTP Enabled: false
HTTPS Enabled: true
Certificate for HTTPS Connections: svml ca
Comment: Server comment

RH#EF S S ERAS3HISVM
Bif#FE
S3HRETE_bucketsP-EFIFNTHREMBERANERANERE—KRE -

BIL A
B2 3 FARSIEE VM SATERE o

RRERIE

* 7€ ONTAP 9.14.1 F%8 ~ £ S3 FlexGroup Hib& 32177 ATREH  ERUE BEIREA/INGEE ML B RTE
IRBENHBY FlexGroup HiERE FZIUATRRFRIBE DECAE ° RIETFI2R] « FlexGroup HERERIK/NEH
BAFENR/NK o FRENER/NKINZ FlexGroup Volume HFfH S3 fEfF@AIAEK/ o

° £ ONTAP 9.14.1 Btk ~ MNRERIFBVFEEFEEREIL S3 FlexGroup Volume ~ BIELFRERIR/NA/N
#2137 FlexGroup Volume ©

° YNER7E ONTAP 9.14.1 ZAB1E3L S3 FlexGroup Volume ~ BIJTE ONTAP 9.14.1 Z &I sk MIFRHI E —1E
#1F&E « & FlexGroup Mt @REAFREMNR/IA o

° YNER S3 FlexGroup Volume 27t ONTAP 9.14.1 ZRZZIIK « MEBEREFERA/ « BI7E ONTAP
9.14.1 2B EN HMIREEEE - G4EHF S3 FlexGroup HAREE YA/ o

s RERFBEREEAEEZNABELRFESE (QoS) [FAIE#4H « AA _value - _Performance _#1_Extreme
_TEREAR © ‘hiﬂ__flimﬁéuTQoSl_ﬁlJﬁﬁH . IH%E@%:L%T‘E MIEFERMREREE Rz — - W%
RERBERNFHAEN  F2H "HEREEER" - MREEEEENFMAER « 520 "WEEE" -
EONTAP 1HPERETFRE ﬁaﬁﬁé‘  FEERERIAQOS ° f&VxEJLX?_ BIRAEREFAESTHBIERAQoSTEIER
£TQoSERAE| °

* MBREEERETEBTENE - EAINEERRET VM RELFFRENERE « MASE S3 [ARSBAMENR
MiEF VM L o

* ERETRIRAPIKEFI  SHBRERASIHEFVMAREMRTE - IREERASIN#EEFEVMAPEIL
#FITEE ~ BIRBERAR A E -
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* %t ONTAP 9.14.1 BAY¥A ~ EFAAILLT "7E MetroCluster 2BREHAYEESYER HEEE 5T Aggregate 7 BTEE" o
* ECLIFP ~ BERREIBFER - AMES RECEEE !

° 32ONTAP Select [EBHIE S REFIFlexGroup JTTHEARBFEE (F8:R

F FREENESE A —ARFEEEILKRE—AEEWIEE - ONTAP FlexGroupEE B
BENEANCEEENESRIEBR - 2L EREFRISELR o EHEBEMHTE VM HFEH
EEMETEE « A EHERNER FlexGroup Volume °©

*HE  BAILUEER S RERRFRETORE « HEEBENONTAP T » VMware G E5 EZ(HAL
AEVIRES ~ RSB NERHRHRERSE o

o fRATLUBEERERE Aggregate # FlexGroup 7o (REEMRERMSTIEE) | EoILUEEFEPERWERE
I EEFEEMEE FlexGroup HIEBHNESE « ARIEESEESENAEMREE o i EMEIR

" MREAMBETRIEEE SHENAL A ~ FlexGroup R & AHHETISRILFAIINAER o

" MREKRIEEMAEFEENESRENRE MR EES L ERBFlexGroup FIRRASEHIE o
FH2E EREEEFlexGroup UEVEEZEH -

BRI RERIEESEGIEMKRER « FTEERTEREEFIFQoSRAIEHE - KRILIHR ERK

#1T vserver object-store-server bucket modify i< ©
H2H B Vserver G ER E RS HFEE" UESEZEH °
*MIsE | AR Z2MHAECIoud Volumes ONTAP KRB ZEHRAVIESL « BIFEFERCLIRRR o s iER S FaE

EvEREAggregate « IR EFIEER—EER: - ERAMERRNESIEIEEREVAE - RAERRN
FRMEMUENATRERS - RILA 7R EEERENTE -

f£F ONTAP CLI 217 S3 f#7Z&

1 MMREHTEBITENESIEM FlexGroup Joff ~ FRERERRBER (DRIEEERSRMEHT)

set -privilege advanced

2. BIUfEFE
vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]

[additional options]

;u%ﬁ VM ZEEJ AR ERHARF VM ~ HEJLUZ cluster (R#EREF VM £218) UWREEEREREDE

MREARISE(ETEEIE « ONTAP BIFEI—ESGBMHETFE « URKRFBEBALZARAIANREEMR
NRICABONTAP ZIRIFMFENEAERZ U EEFE « SBER T HF—EEER :
° RFERE AR

B3 -storage-service-level A TNIHEA—E{ERIEIS | value » performance 3
“extreme °

© @

26


https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/zh-tw/ontap/flexgroup/index.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-object-store-server-show.html

f#E -used-as-capacity-tier true #&IH °
NREEIEE BT H FETTEEFlexGroup BB EMNE SRS « SAER TYEIE
° o —aggr-list 2EIEEAM FlexGroup Volume #HFHVESERBE ©

BEPNEEEB A S EIsEMNAggregate EIEE —EHMIER o ErRIUZRISEESE - WEEESLE
BIUZERE -

27 7EFlexGroup Z1{ESingfuse Volume iR H—EAIRLEE « FREE S &R AE R BRE pYHERELEEY
FIRAIDB¥4BAR4HAE o

° o —aggr-list-multiplier BYFIEEEMINESE LEEHNREY -aggr-list fE-ava FlexGroup
Volume BFRYR & o

MFEER(E —aggr-list-multiplier 2#& 4 ©

3. RBEMMEQoS/RAIE#AH !

vserver object-store-server bucket modify -bucket bucket name -gos-policy
-group gos policy group

4. WESDfHTFERIEIL

vserver object-store-server bucket show [-instance]

i)
LT &6 AHF VM BiLf#FE vs1 A/ 178 A35TE Aggregate

cluster-1::*> vserver object-store-server bucket create -vserver

svml.example.com -bucket testbucket -aggr-list aggrl -size 1TB

{£F3 System Manager 2137 S3 {#7E7&

1. TERIFAS3MEEFEVM EINEHEFE -
a. #B—T IEfF=RE>R) ~ ARE—T g o
b. BALTE « BEEUEFVM ~ REBEAK ©
* REUERR—T MEF) -~ MU TIERRER U FEFE -
* BRIREMBHERRBEER - A ER T ERERIFIE -
TSR FEZERS3 rootfEAE REIEONTAP M REFREL D ZHER « AR E

()  sintpeEnERERTERS MR ER s RN SR RRREY EREN
BHA o

" REB@mE (e FR - RERRIBANRSEFR
BT REE LB EREETERERNITEE -
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R E H MR PR
WAILWE—T [ BRIEE | RREVHHEE - EREERNBERRIRTE - AESHRENELERTE °

MR T EEA S FINEFabricPool JRIETTHE ~ SFEBEE ARDE" (EREMRARIE « BEENER
RMRENMEE) ~ MIFKEERTEER o

MRECEZRBYHBIRRAREUHIHRINE « FFEEE - ARAEE * - MRERAETE LRIHHEE - T
ERUBRRARE © MNFTYIHhRARERVERIE R 552 H "EEAN Amazon BY S3 17 EFERRAKEE" o

% 9.14.1 F4A ~ S3 RAFEZEVMHHTE - IRECBEREITRPIMETEMFFHER « s5EE - BAYHEH
TE* o SHEINREAIEFMA SIS ERRABYIMG LRV ~ MERBEREIRA1E SnapLock FREEFEFERTA & RL
A - AR TYTER

1. MNRAREFEERTAENEL EHIIR1E SnapLock FRETRFE « B HIR * #0¥81E SnapLock iRETEFIE * #%5H © &2
—F * #J%31E SnapLock Compliance Clock* ~ #J44{b#EEEIEE EAY SnapLock AR&EEEEE o

2. 3% * Governance * TV LARNENRSEIEHTE « AFFHYGHRITRA—R  BIZ (WORM) #[R - BMEE
_Governance 4 - EAREERNRAGERSERE TR -

3. MNREAREISRE BBV MIERFIERRA  FEA - FF AT * B - FUILHFHEERND - RATERE
RUREHARITT AR ~ 0 BEIBHA - FRIEIEEREBHARE « TR S EIRIIMIRITHERE -

4 MREAZHETHERBALN « FHEEHENRBHR URIEREM) -

(D) semmpRAEIAIERAEESIR S3 1788 o MIEETRBAA NAS 1 o

CRIUAR R RSB « LURMARSER -
() oBEcRIEREMNBHE  TERTHR o
MAAERNER - FHSR BT R E o

soA] fFEATRE

£ S3 AR IEMTER (i ONTAP S3 SMEE =S RARER) L - EAILEAA T < REEE CEHE
T RYEFERTFE

* S3fAAREFCAERE °
* ERENENESRNNEEE o
* S3{AlAREIFQDNZIBMHFE RN

7£ MetroCluster #BESRHVERSYE iR 5T Aggregate 27 BTHS

%t ONTAP 9.14.1 B8%4 ~ & LL7E MetroCluster FC # IP 4R piE st mim st EE SE2 +
BB ATHS o

RAMEIET
* IRIBFER - HEESRETRSNESEL -
s mFTAIMERIEIRRCE 2R "E I #1FE" TWAKTE MetroCluster IRIZHEILATHS ©
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* MetroCluster IRIE * & * &5 S3 ¥4 ETFEINGE ©
> S3 SnapMirror

° S3 ETREAE AR EHIEIE
° S3MIMHEHETE * fTAalE - R

() %~ Governance * izt S3 WA «

° 7t FabricPool 53/8

FtaZ Al
B ZS3MAARSHISVMILAB KFTE ©

BIATRERYIEF
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CLI
1. INREITE BITERESFH FlexGroup o ~ FARIERSRRAER (GUEEERSRMEHT

) : set -privilege advanced

2. BIfHTEREE

vserver object-store-server bucket create -vserver <svm name> -bucket

<bucket name> [-size integer[KB|MB|GB|TB|PB]] [-use-mirrored-aggregates
true/false]

i -use-mirrored-aggregates ¥EIH true I false RICEF ARSI N EETETHY Aggregate M
—

/E [o]

@ f¥85%& -use-mirrored- aggregates IR E Ay true ©

° SVM ZBUARER SVM ©
° MRIEKRISEEMEE » ONTAP BIEZ I —ESGBHHEFE « R RBERRBARIANES

E#R °
° YNRECIAONTAP ZRIBAES EAERBILHARFE « AR T HP—{EEE :
* IRFERE AR

B3E -storage-service-level BEBE FIHAP—EEREIE | value » performance 3

‘extreme ©
- HIE
BE -used-as-capacity-tier true 35T o

 NREEIsE BT H FETEMFlexGroup FEENESRE « SAEHATYEEIE !
* o —aggr-list BEIETEAM FlexGroup Volume #HREHIEE S RE/BES o

HEPNEEIEB A EISEMNAggregate EEI —EMKIER o KR UZRIEEESHE - UE
EESLEIZAERE -

k

77 1EFlexGroup E1ESingfuse Volume g H—EHIRLEE ~ FRENES IR E A BER AR ViR EE!
FMRAIDE#4H4HZRRE ©

° o -—aggr-list-multiplier B2 EISEEMIINESE LEEMNRE -aggr-1ist EBIL
FlexGroup Volume BFHYZ 8] o

MFEER(E -aggr-list-multiplier 2% 4 ©
3. IREEIIEQoS/RAIEFAH -

vserver object-store-server bucket modify -bucket bucket name -gos-policy
-group gos policy group

4. HEREFEERL



vserver object-store-server bucket show [-instance]

gl
WF AR EGRE LA/ 1TB BY SYM VS1 ZBIATES :

cluster-1::*> vserver object-store-server bucket create -vserver
svml.example.com -bucket testbucket -size 1TB -use-mirrored-aggregates

true

AREES
1. R FASSMEFVM LIS HEE -
a. #H—T MEfFRm>i1 ~ RRE—T g o
b. BALTE « BEEUETFVM ~ REBEAK ©

RIETER ~ HFEZAEEEHESM Aggregate L o IR EHEEERIZSIRY Aggregate EFEITATHS -

FREEY * R EEIA ¢ « AREUHIZEY * (R * T * M SyncMirror 1%/ * 7518 « Y1 FEIFAT ¢
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Add bucket x

o o ths bucket from & remcis dluste configurs B3 service on ADeage W

Tt
e T =
- e
3 0
" ™ L L L L = T ™ o
e
wase! Lo
Permissions
TN B REAEA T S TR Bt
Pincaul Eftect Actsren Raseuni b Lo
+ 2=
Object locking
™ ¥ J mavE
Frotection

|

- MRIEE— T () e TR R HFE |
© BIFEFMRHARRIDAAN - FATSRBT RAEROEIRE -
(IRFERZERSS rootfEMETEIRONTAP MIHHATF R IE LR « B
() ACHNAREENERERTER - HREREE RN SRR
PRBREA -
 RBSE GUE) 5% ROAGTRNRESH
- G — T ESRA TR EER SRR IR EBEIELRE .
 EUBSCRY ERETIRIE « AL AR E IR EEAER -

* R B EASIYIH 7 &FabricPool FREITHE « 55E BEE AN DB (EREM
AIRRS « BIEENBERHRMRENEE) ~ MIFKEERFER



2. TSP IREAREN (5—EONTAP XERMIINBIHGHREEAER) L« WA TI6 < REEN
(#FEERITFEN -

° S3fAlARESCAERE °
© ERENENEZ BN EEHE o
° S3{AlAkAIFQDNZIBHFE M

B TReEan B EERAY

i€ ONTAP 9.13.1 FAtA ~ WA EanBEHEERA « UEE S3 REFEEIYIFEnE
HA o SR LUERAT R RS EM A RIMIBRARR] « WiEBELEARARE LEATR B - Wit
—R ~ ERBEN S REBEX « WANEER(E S3 MH#T
@ IRCHETRRI M RUBYIMHEHRE ~ IV EIERR E e B E ERAIR T S ERAEHENYM - 1
B HERAEREN « AR "ELRFE"
Bt Z Al
BRAS3HISVMUAEFESIRAAREMHFE o 5F2E "AS3EILSVM" LIEFEZEH -

BAREIRTI(E
B L aBHREIERRAIE « SR TIIMEREEE R AT IRYM

* MFRBATARZS © LEEFEEARAIFTRIBVHIBER - MNRTERTEE ERUBRRARE « S3 BfEFrABHARMF
HEOAER - MRREBIRARRE « BILERRIEXKAMBRYIM o CLI ##1E=E Expiration ©

* MBRIEEATARZ : WEIFIERE S3 MK AR ABIRIEBRIH © CLI RER

NoncurrentVersionExpiration °

* MIERBRARIMIBRAREC - LEENFEMIBRBABV HMIFRTAC o
ERABRARENFEFETR - AARFRSHHE A ERIIRE MR SHRMER « hEERER
TEMRENE - BRAEREEY BRI B RIIRAR « SEMAFIEBHA - CLI #FRE Expiratione

* MR A ENZE D L3 | EEMFEREATZ D LEFRFETHIHNERAE UXBEN) - 28T
B o CLI #1E2 AbortIncompleteMultipartUpload °©

EBRIRF BRI EEFRNE © 66/ ONTAP 9.13 ~ 1 ~ IEFRE(EM CLI © £ ONTAP 9.14.1 B34 ~ &t
AUERRREES

f#F8 CLI B AR EAEIERA
it ONTAP 9.13.1 BA ~ ERILUER ONTAP CLI B A enEHIEERRA « £ S3 fFE P HER

FsaZ Al
i CLI ~ BRBERUFEREBHREIRRAE « ERSEZEASFERAMERL - BEMORIERE
I RIEDR - TRETSETERI ML

fTEn4RE ME—1RL
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NonCurrentVersionExpiration * -non-curr-days MIFRIEE BIRRZASHI R EL
° —new—non—curr—versions - g{%%ﬁg%%ﬁgF%%ﬁHﬁjgﬁ

iBHA * -obj-age-days - BILEHRE « 2 &R E AIRRZS
* -obj-exp-date ¥ EHARVAFE B ER

* —expired-obj-del-markers - ;BIEMHMIBRIZESS

AbortincompleteMultiPart_t & * —after-initiation-days - #J8RERRE ~ 2 & HIE &

MERRNEERAEREVMHFE - EEEXATERINRAIRRESERRE - MRTEILRI

AERITRREMBR
LEEREIRM ~ ARG EREFRENNREYG -

i)
Ry RER E 15 LB

A
Gl
&

PRAERESE ] ATEAIIR BRI RIESR ~ B THIIRBRRSN © +

* -prefix
®* —-tags
* -obj-size-greater-than

* -obj-size-less-than

1. fF vserver object-store-server bucket lifecycle-management-rule create e K E
HAEN(RERBY R MBI ~ LUZ I IERVETRS EIERAY o
Ll

T5E4 &1L NonCurrentVersionExpiration Bucket 4 fpiEHA EIEFRA :

vserver object-store-server bucket lifecycle-management-rule create
-vserver <svm name> -bucket <bucket name> -rule-id <rule name> -action
NonCurrentVersionExpiration -index <lifecycle rule index integer> -is
-enabled {true|false} -prefix <object name> -tags <text> -obj-size-greater
-than {<integer>[KB|MB|GB|TB|PB]} -obj-size-less-than
{<integer>[KB|MB|GB|TB|PB]} -new-non-curr-versions <integer> -non-curr
-days <integer>

P
THler < SR FIEEU L ABEIEIERA ¢
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vserver object-store-server bucket lifecycle-management-rule create
-vserver <svm name> -bucket <bucket name> -rule-id <rule name> -action
Expiration -index <lifecycle rule index integer> -is-enabled {true|false}
-prefix <object name> -tags <text> -obj-size-greater-than
{<integer>[KB|MB|GB|TB|PB]} -obj-size-less-than
{<integer>[KB|MB|GB|TB|PB]} -obj-age-days <integer> -obj-exp-date
<"MM/DD/YYYY HH:MM:SS"> -expired-obj-del-marker {true]|false}

&)
T5)8p% &1 —1{& AbortincompleteMultpartUpload BTRE4E dpiEHA B IRFRA

vserver object-store-server bucket lifecycle-management-rule create
-vserver <svm name> -bucket <bucket name> -rule-id <rule name> -action
AbortIncompleteMultipartUpload -index <lifecycle rule index integer> -is
-enabled {true|false} -prefix <object name> -tags <text> -obj-size-greater
-than {<integer>[KB|MB|GB|TB|PB]} -obj-size-less-than
{<integer>[KB|MB|GB|TB|PB]} -after-initiation-days <integer>

£/ System Manager EI24 spiEHI SRR

7€ ONTAP 9.14.1 Fita ~ ISR UERA AR EIESZRIBHA S3 ¥t o R LGRIE « AREERMIFR S3 ¥Ry E sniEER
BIERA o L5 ~ ERIUEAS—ERTRRRIIAEmBIIRA « TR EAREMITRERrYH o ERILUERER
FRARA ~ IR B -

18 4 B EIRARA

1 B—F * 7 > )+ o

R EE R HRA R o

T ¢ ETDEER - SERESBLRE ¢ o
B * i > EIEERRAl * o

7 TERRAREERR SEL - FRERIRE o

- EERRANEE - ERCEERNERETRTINFAENH - IRFEYH - WRERERENH ~ BED
S T E R —ERRER

a. ¥H ! IHERIBRERYHZRLBIET T - BEESWHHIRENERK - MAIUASERI@AA
—fERITERS - BRIFEMARIAIER « TRIRANSGEREEFHFREYMT -

b. 1R : HYVRAEERNMM « EERZS=ESRNERY (RE) - RAARNZWAIANERE - It

o oA W N

EREREE - 798 - MREINLE  FHOEMEHESRNANE -
C. R\ ERILGR SR RFIEM IR NRAKNZE o ERAIMA R R —EmEE - FEREAUS
MIB o
7. $5EBIE
a. * fEYIr BV B RIARABET * | RERA ~ EFTA BRI ERI RS EREENSE B EEARER -
SOSRIEE * MIFRBHABMHFMIBRIRES * BEIH ~ RIEIAEAILEIR -
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b. * XAMBRIEEAMEA * © SEEHRAM AT BAIRANRE 2 BAMRNTEY  LURBRBHHFAL o
c. * MEBAEIMAERIRER *  BEULEERTRII S BAAMI R  TREDRIR /A R B AT
BHEAT o

@ SER [ EYHRBRIRABE * ) 818 - WEREHRREZ % BEMBRPIE YR
IEETER AR o ERYIHRBETRER « hEAERILER -

d * IS RERMSEHG HE * | REBMBARES G HENRY - NRESTREBHNETRNS
BIE55) LGSR ~ TRIAMIRS RIS RIS (B L8 o ERMIHRIE TEREES « IEES AR o
e B—TF [*fiE ] o

FE AL A ERARA

1 B—F * 7 > )+ o

2. RERVEEIE A SIHTRAB0REE o

3. #—T : ERIEN - GBI - o

4. H—F * 3718 > EASRE * o

5. JEEVEEALCREE A SRAIBETEE o JSRET S P AT AT R e e B B ERIRA
6. MEVCEE AR o CALUSIE—TRIR—EEE « FEREEEE—ERA -
7. B TEA" -

#REE ~ MUEREE AR

R AEAREE ERAERARY E e BRI E RSN (F - MRERWHFRBEFERA ~ RIFIAER * MR MERES
* M MIBRRTRAVZERD K18 * BEIR -

EIEMERRRIE « 2R N BERESARRE M o

(BE-SN CTE RS S

2 EIEBEE « HRRERESBEEERANEEE -

3. #5—T : ETILEE * EEEDEERA - o

4. SRR o CEIU—RAEERIER—ERR] o LRI L—RMISERR o
5. JEY 4545 ¢ ~ IR " S Y 2R ¢~ AARSERUEER o

EIUS3ERE
FiE ONTAP ¥4 FINEHEEFEAERE - A SERFEGERERR IR °
FYaZ Al ©

FAFA S3 MORETE VM W ADHETETE ©

RIRERI

S3 EAE R UFIEE VM RREAHEFE - BRI S3 ERAER - W SACAEELFNERNINES
% o REMERAEHRAELEER - URMHERERN FQDN METRERHE - S3 FRENES BT UFERER
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. A
vserver object-store-server user show AE<T °©

TR EREFERAIHERSRRF RS ERNFEERKE FS3ERE -

SR IR REFRIE « ONTAP 17 root 8% (UIDO) - BRAAHEFA
()  HEERBERE o NetApp TR root ERAESHEIE ONTAP S3 + MZRBLUTERIR
By ERAFREAS -

cLlI
1. BIIS3ERE :

vserver object-store-server user create -vserver svm name -user user name
—-comment [-comment text] -key-time-to-live time

° WSS EEMNR o

° £ ONTAP 9.14.1 %A ~ BRI U E R EH/E P B RAIEEER -key-time-to-live 88 o I&H]
DAL FTE R G AR ~ MWIsHFEE iR HARVHAR -
P[<integer>D]T[<integer>H] [<integer>M] [<integer>S] | P<integer>W
B0 ~ MMREBEWMA—RK ~ i/~ =M RRBHAR « 55 {EHAZS P1DT2H3MAS © bR
JESBHRA - SWMNBREERERIR o

LU AR 2B AERE sm_userl Ef#F VM £ vso > BIRFREHA—E -

vserver object-store-server user create -vserver vsO -user sm userl
-key-time-to-live P1W

2. FHRWEFTFREHIMEZ S o 1t S3 ARIRMETEIR - REFEREBLER o

RAMEES
1. #—T MaFERE>-RFEREVM) - ERCREEMLERENME VM B RE - RREE—T
s ES3TF e

2. B ERE FER T ERE > o
3 MAERESRE -

4. 1t ONTAP 9.14.1 FtA ~ EEILUEEREAER U Z FNEHNR B - CRAILUSESH B EBHAN
REHAR (AR~ N\Bf ~ DEERFDREND o (KT8 ~ ILERS 0 BRTZRERPENY -

O B—T I #F 1 RTERIUERE  UDERAEELEFNERNNWERE
6. TEHIHEEFEFNEHMME S o 1t S3 ARIMETEIR - REFRABLER o

* BiIs{EciS3EHE
BIIEES3EHE

TAIUZEIAREEFIRENERAERE « USCREFEER -



BESAZ At
FRFIS3HISVMER S 3B E A AEASTRIE ©

PSSR T
SIBHAFEIEME R MRS T SVMAEHIEBAERUE  BFAESESVMATER © B IURIRATS B
BHRETRE

s EiELBAR
BN SIERAEEME % ~ B LTEBucketRE B RIS EEHEAEIR - BEHRITEREZHFHFE o
* ZESVME 4R

BIS3ERERMEZR « MALEEEEZRTIEEMHFRRERAGTHE - EERAGREFHEMENHTE
MFEE ©

RIEES
1 RERTERNES | R TREIB-REEERNS - B TREERNS BT RE - AR
—TF # #ES3Fe

2. FIGEFAR [ EEEVERAET  ARIERHIE o
3. MABHERTE - ABUEAEFEREN -
4. (EEILUERVIRA MBHAIR RIS BN RAY ~ th ] IR TG RA o

cLI
1. #B37S38¥4H ©

vserver object-store-server group create -vserver svm name -name group name

-users user name)\ (s\) [-policies policy names] [-comment text\]
° -policies E¥MHEREFRE—EFEFENARS « TUAEIRER ; FHELBOLNEERER
[RE] o

o -policies BEIHAJETHEME—HEHIE vserver object-store-server group modify EIiL
- #EF AR R ZBHR S o

EMEEZRIEERERRE

ERERIHREESEEFNERMNE L - LIRA S3 AP kFE - IREZHBH
HRR ~ SR EREEERENER

MBRIFIEBIARRIEN S R SIERE o
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CLI
1. FITUENEEFRENERNMEEIE vserver object-store-server user regenerate-

keys e o

2. IRIETER - EENSETERIPEN - #£ 9.14.1 FES ~ BAIUEREEBNREER - 2REETEE)
iBHR o eI LUER A TR TUHTIE (R HAR -
P[<integer>D]T[<integer>H] [<integer>M] [<integer>S] | P<integer>W

fugn ~ NREEEWA—K ~ W/NE ~ =2 BN RREBERE « 55R{E#AZ P1DT2H3M4S ©

vserver object-store-server user regenerate-keys -vserver svm name
-user user -key-time-to-live 0

3. (BRI o 1 S3 AAMETEIE - BEERELER o
AREEE

L fB—T THERE-EERBVM  AEEIEEREM o

2 (P RERIEE P T S S31 ARt

3. 15 * fEAE * H3IBES  RIBIEENEH - RSREBY -

4 MBEEBBHFELLE  FHE—T : B—TERAETBMN * BHEE Key*
5

- IRIETER - EENSREAHERNRBABR o 1€ 9.14.1 e ~ ERIENRERREBHE - 2%8%
WG BB o X ~ N~ DERR S EUEARBHRRE

B—T T f#E") - MAGENEL - SRFREPENTAEEEGIIAER -
7. TEIFBEEFENEHNWESE o It S3 ARIRETENR - REFRELEER o

o

B aEr I EUR R ZEA
HRHEFENYGHERERRSERRY

ERAENEFAHSIERNFIE R HEFEMNYHEFR & FRARESRAIFZES] - NRERIEE
RAENEEBERS - EEMERIEGRFIAEMESN T « BNRIEAFZERAENE
- AR ZIERY E AR EARRVEFEY °

(R EREEE

TR LG FEURRIANE ETERIVHEFERA - EFEUEFINVEER B I irienVstE - FEIt
EREITRE - RESERILINE -

Bt AT
EEUA S3 M7 VM LBEHET  HEE S3 ARSAHES -

ERTHIRZA ~ RS ERESNEFE -
) SN
RIS EREMBHERE R AT LUEERABRRRE S - MFEEZHEIR « 5586 vserver object-
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store-server bucket policy FME -

EREMMHAAERI TR FFEERSHEHBEARTERT - Bt oEFEEFER I EMQoSRAIRFEIEIK °

£ ONTAP 9.9.1 Fi%A ~ WIREEHETE ONTAP S3 fAlARES L2 1k AWS AR ImYIHHEECThAE ~ MEBITIELEE
GetObjectTagging > PutObjectTagging ' #l “DeleteObjectTagging BEFRITEES AR D
o

BRI BURR G E AT E- System Managerg{CLI :
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RREES

1 R BT MAFEREEER - BR—THRNREER - A%E—T REl -
IR SECERET ~ ISR LUEE FII2# ¢

c FE BT EFEIENFREREE -

o * effect* | RFFEIEABFEEAEEHE

° BN I REERAENEHENRTFERTEE

c BR | REERNEEFRIEBTFINYIMERISISTE o

FERE*bucketname*f1*_bucketname/E 1% T #EFEFFIEYIHHIZEEME o ORI LURRAE
BY7ZERHE ~ BI8N* Bucketname/ readme.txt* o

Rk (ER)  ERTIREIMENERR © fI0 « EETLUSE R FFEIERFERIIPAILEE o

f# ONTAP 9.14.1 B3t ~ {EATLUE * HIR * I PISERRRRAUM SN BB URTER (L
(D) =B mEREERB LRI ERA A0 - If $ (aws:usernane ) SINEARAINE
B RELSHSUBRNBERE LB LA KBLERENRERATRAD o

CLI

1. FEEUBERPINAEA

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]

T2 HERFIER

-effect ILEEBH AT BE 78 S S iE 4B TZEX
—action BRI LUERE * RFIBEE ~ HE T—XZEBERE | GetObject,

PutObject, DeleteObject, ListBucket,
GetBucketAcl,GetObjectAcl, ListBucketMultipartUploads,
M ListMultipartUploadParts ©

-principal —ZEASIERENBFHHENBE ©

* RZAIEE10EERENEHE o
* MRBEIETE S3 B¥4A - RIZEHAX BN group/group name.

* < ALIEERARTFI « @R - BREFNEBNNESREAIF
HY o

* MRKIEE TR « AIERTHTF VM RBVFRE S3 EAEFIE -
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-resource HEEEREFRESNEEYH - BBAFT * M » ARRTERBRIEEEE R
RRAIER - HNER « TR UERBPIEEEH - BLERUEHETRE
UE ~ EFHERAIE g AR TUERA

TRAILUE RIS E X FF B MARERE -sid BB -

Ll

LUF A7 f#7F VM svm1.example.com #1 Bucket1 Z I ¥ {#7F & AARZFETREIRAIZRER ~ 15E nA5FFEX
Mt EFERARSBERERERE 1 FERERK -

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"

LT &85 &7F VM svm1.example.com #1 Bucket1 I ¥4 #77 B RIIRESETRER A « IsE WG #TF
& EARSSBEAEEY4E 1 UFRE Y12 EUE o

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"

¢ ONTAP 9.14.1 FAtA ~ SR LIS ERTRRRRINES - U TEHAHI AT VM B AR HEFEE/RRER
svml Ml bucket1 FIEE " ${aws:username} MARBERIVES o FTEERERE « [RAESHZUEK
AR EAELBIA « W rlkERZEAENRERAITERRIBIE o FIE0 ~ 5744 T3 R B FRZE
${aws:username} BIAAHIT S3 FENFERE - MREFEAE userl HITIEER » ERTHEREE
HYURE bucketl % bucketl/userl/* ©

clusterl::> object-store-server bucket policy statement create -vserver
svml -bucket bucketl -effect allow -action * -principal - -resource
bucketl, bucketl/S${aws:username}/*##

Byt R E RS RA

1R

AN

z=
=

A UEIAERAEMHEFREF—HZERFREFERNERR - ¥ FR&E RIS RR BTN
ERERHE - RItAEESEEReNERFNEE -

RG22 Al
BRI AS3SVMUAREFTESAAREEMIHTFE o

FAREELF
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eI EMHREARSSFAPIEETER KB TR ~ UMESVME R BFIERR - RAIRBEEHEE RIS
EZBAEER -

@ ERYHHEEFRRSRAE « AU EERPIEEER EMERENEE  MIFERAE
SrhieE TR

B =EMENTER R T ZEONTAP A EHSIER !
e FullAccess

* NoS3 17EX
* ReadOnlyAccess

ORI BETRA ARSI ERAEMBHEMERAT - HREIRAERANNEE - MBEESEIR

A2 vserver object-store-server policy "fieZEER" o

£ ONTAP 9.9.1 BitA ~ YIRESTETE ONTAP S3 fAARE3 L3218 AWS AR ImYIH1R5CINAE ~ MEHITELEE
GetObjectTagging > PutObjectTagging #l ‘DeleteObjectTagging BEERITRES AR
= o

B RENERFBUAREERNA ®E- System Managerg{CLI :
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RMEES
£ System ManageriE i &S F R &E EARZR R A

1. IRETFERIS | BT RERE-HTERS - B TREERNS  BTRE AR
—TF 4 &ES3TFe

2. FrgMEME | BT RA - AR T g o
a. EARRIRTE « RRILBHEBE IR o
b. FEEIRARITERRRSHTIERER

B SEEHERRIE ~ RILUEE FHI280:

* B L RTFEVERYERAE o
" MR AFFNIEEEIN NS ERAE -
* 178 BEEEN—ERZEREFRP AT

- R —ASEREEANERCNLE S RTERET EEFIER -
g0

» R FHEEEVMAP AR EENEFEE o
* * Bucketname*Ed* Bucketname/*al#Z F45 EffEF & R M4V FEE o
* * Bucketname/readme.txt* B B IEF BV E fEF @ RVMH o
C. MAERE  FERARAIPIIEHM o
CLI
fEACLIZII SISt F I E MRS R

iu E]%
1. By HEEERSIRR

vserver object-store-server policy create -vserver svm name -policy
policy name [-comment text]

2. @i JRAERA ¢
vserver object-store-server policy statement create -vserver svm name

-policy policy name -effect {allow|deny} -action object store actions
-resource object store resources [-sid text]

T2 HERFIER

-effect ILEEERAR] RE AT S IEABTZEN



-action ITRILUERE » RMFTEENE « A2 TF—2Z1E
EEBEE | GetObject, PutObject,
DeleteObject,
ListBucket, GetBucketAcl,
GetObjectAcl, ListAllMyBuckets,
ListBucketMultipartUploads, #l
ListMultipartUploadParts °

-resource FEEREFRESIEEYHE - BAFT * M 2
AR ARIEEERIVRRIER -

TRILUE RIS E X FF BRI -sid BB -

RIETAR « VEIRE GIME ERIREBERERE  WIKIEFRIE - IR ITESECERAR « {RILUE
EEMGERR -index RENEEEREEIERF ©

REINBEERARTEHY S3 7FEY

i€ ONTAP 9.14.1 FAtA ~ SMEFE EXRYBRFSE B ONTAP S3 ¥ #EFREES - BIRE SR
FE@Ial B EARF A CERENFINER -

BRI A BN B ERARFE AV E A& BFARIRH7ZEY ONTAP ¥4 #FIRIE IR - K88 BIFEFIEHIZE (
LDAP ) 21 Active Directory & B ##IRFSETENNNE ~ Al D HAIEEFEINEE (IAM) ZMEEREMR
75 o BEIRMFEVE « [T 7ETE ONTAP S3 IBIEFGE LDAP B¥4H - SR EFEVER 2 1% « BHEETIES
ONTAP S3 T{EERIHER o YNZE LDAP RUAERAEE N 5526 EHLDAPRIAEE" o

1 ATLAH Active Directory B EBHERE A REBMERT « UEEREERETE « WEB LDAP ERER:E 1
B MFERREEDE S3 EAER -

FYaZ Al
TEETE LDAP E¥ AR R BB I R RAEE N2 Al ~ SRR T EIE -
1. BRI S3 Mf#FE VM ~ HPEE S3 AARes c 35261 "AS3EILSVM" o
2. ZfEF VM HERIT—ERFFE - F2H "EIiLHEEFE" -
3. 1£f#7F VM L£2R7E DNS © A2 "R EDNSHRFE" o
4

- 77 VM L2 %5 LDAP ARV B R ZBRREBIZEENM (CA) Rif - A2 "ESVM LELEGHEE
HIIRCAREE" ©

S. LDAP A EIHTE SVM EREARUE TLS ° 552/ "EILDAPH FIm4HRE" # " LDAP R im4HREEL SVM
N RAR L ES B ©

RIEIMBEERARTSHY S3 7Y
1. 7% LDAP 5% SVM BV BRRFSERIE _ « WUAIREHAE « LAFEIEISES LDAP !
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap
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object-store-server bucket policy statement create -bucket <bucket-name>
-effect allow -principal nasgroup/<ldap-group-name> -resource <bucket-
name>, <bucket-name>/*
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vserver object-store-server bucket policy add-statement -bucket buckl
-effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl, Li
stBucketMultipartUploads,ListMultipartUploadParts,
ListBucketVersions, GetObjectTagging, PutObjectTagging, DeleteObjectTagging
, GetBucketVersioning, PutBucketVersioning -principal nasgroup/groupl
-resource buckl, buckl/*
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

MBS HIEHAZ N « 520 "Vserver[RIE 2B IRTENs T HSME" 8% o
2. E#7n]1ZE S3 {£FAE RESTAP| inBM B TAR :

security login rest-role create -vserver <vserver-name> -role <custom-role-
name> —-api "/api/protocols/s3/services/*/users" -access <access-type>

TEULERIF s3-role ABZEHEHE VM ENEREMRESE svm-1 > RTAAAFIER - B - B KE

47


https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/networking/configure_dns_services_manual.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/install-self-signed-root-ca-certificate-svm-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/create-ldap-client-config-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/zh-tw/ontap/nfs-config/enable-ldap-svms-task.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//vserver-services-name-service-ldap-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141//network-interface-service-policy-create.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html
https://docs.netapp.com/us-en/ontap-cli-9141/vserver-services-name-service-ns-switch-modify.html

o

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

MBS RIFFAEN  F2R "BULEEARESTHE" 8% ©

3. ERZEFE A P21 LDAP fEFIEAHE « WATRITEY BT A BUTFE S3 fEf%E REST AP Ik © JIFIL
SRS « F2R "EIUIZEEAN 8T o

an

security login create -user-or-group-name <ldap-group-name> -application
http -authentication-method nsswitch -role <custom-role-name> -is-ns
-switch-group yes

TEUEEEHI ~ & LDAP B#4H 1dap-group-1 @EFEILN svm-1" UKBEFIAE® “s3role MEE ITUE
EX AP s ~ MEFEPRRBAEE TP RUE LDAP 778X ©

security login create -user-or-group-name ldap-group-1 -application http
—authentication-method nsswitch -role s3role -is-ns-switch-group yes
-second-authentication-method none -vserver svm-1 -is-ldap-fastbind yes

INEHAAE « B2 "FALDAPIRIEE L ITNsswitchEizE" o

1 EFTAEMEEAEEEE LDAP 8840 « IB% B P HEREBIRFE ONTAP
/api/protocols/s3/services/{svm.uuid}/users ineh : FHBEIUA API ~ 43135 LDAP Bf4EERE ]
?EEQ CHFEENRE SR - UEN S3 AR - tfIREABCEL SRR - MASEAREMEREELS

7% 83 5 LDAP f£R% « EEXHCHNEIRER

%t ONTAP 9.14.1 Bi#S - MR ETHAAKEIEEERFLEBTEEASENAG « KRAIUES B CHNEEEMNME
8 - WUEEE S3 BRIE o IREEFEHE T%) ONTAP REST API inghBITEL T ©

HTTP 75 4fimeh
It REST API MDY R R /5742 FNimRG o A0S ItbimEAE /5 ARVAERAE N ~ SRR Z &R "API X" o

HTTPA & BRI
AL /api/protocols / s3/services / { SVM.uuid} /fER&
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Curl&s %

curl
--request POST \
--location "https://SFQDN IP /api/protocols/s3/services/{svm.uuid}/users "

\
-—include \
--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
-—-data '{"name":" name "}'
Json# H &G4
{
"records": [

{
"access key":
"Pz3SB54G2B_ 6dsXQPrASHrTPcf478qoAW6 Xx6qyqz948AgZ 7YECE 9n087YoZmskxx3cqg4dl
U2JAH2M3 £s321B4rkzS3a oC5 8u7D8j 45N80OsBCBPWGD 1d ccfq",

" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"name": "user-1",

"secret key":
"A20 tDhC cux2C2BmtL45bXB a Q65c 96FsAc0dol4Az8V31jBKDTcOuCL62Bh559gPB8s9r
rn0868QrF38 1dsV2ul 9H2tSf3gQ5xpI9NT259C6z GizZQ883Q0n63X1"
}
1,

"num records": "1"

AREFA P IREES3IY M HERE
EYFHONTAP #tiziRFabricPool 93 /BRISZ1BINAE « LI7ZENS3

EEBSIHERENARTEZE (Big) E - BN BHSIBEEMRENAESZEEIE
SR HS3EARES4HAEAIABRAE Tl - ONTAP FabricPool ONTAP ONTAP

RAMEIETE
HE EFabricPool SURE Cloudf&E ~ WA ZEIRETFS3REARSS S -
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* [EAR2S%H (FQDN)
- HEERE

* CAESE

* FEER

© B (WEEFRER)

ESh ~ IR E T HIMERRARRS -

* DNS ONTAP fAfkg R BER —BiEin A e ERIS3FAREE T RMIER « ZFARSI S HHEESVMRE
1 ~ E3ES3MEAREHIFQDNATE K Hlifs L AYIP{zE o

* WATHRERENT B ATIHEE FRERERERE -
w2 RFabricPool (BAFKIONTAP S3RE R EIRERIIEXH) o
"fEFFabricPool AERINFER EE#EFRERE"

EXFHONTAP #fZsitiFabricPool B M23E) IHAE « WU7FER 1S3

AERSIBIEAMAE TRZIEFES) B~ B RRBEINREFEREZVHFFRE « A
BRI FRNERINEMEBESR « UBIL—E TRZ#EINEE] ONTAP FabricPool

FabricPool °

ez Al
i 7A%ER ONTAP S3 fAlik#z RiBMATEE = « H S3 ARSBLAEREEEME (BifER) Bu

-vserver Cluster ) o

BN ERIIF
MU EREAEEIARTHAERNEN « BES3EMRES « REELEMEETX -

BIURNYGHFREERTFEMRBETENYHFTRESRFEFE - CAUATRERIZEREFE « BEX
TE—RFEFEPRIZEMHEERE -

TMB=RBAEEZFEAILINFERNEEE o FabricPool

1. BUXRBEENYHERE :

storage aggregate object-store config create -object-store-name store name
-ipspace Cluster -provider-type ONTAP S3 -server S3 server name -container
-name bucket name -access—-key access key -secret-password password

° o —container-name &fEIH S3 HFE
° o —access-key 2 ERERFZEL ONTAP S3 fFAR:S ©
° o -secret-password 2% (MEEEEIR) ZEEL ONTAP S3 AARZFHIEK o

o fRAILAEETE —is-certificate-validation-enabled 2#E false A ONTAP S3 Hy/&:5ia
ﬁ °
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clusterl::> storage aggregate object-store config create
-object-store-name MyLocalObjStore -ipspace Cluster -provider-type
ONTAP S3 -server s3.example.com

-container-name bucketl -access-key myS3key -secret-password myS3pass

2. BRI EREMH M E AR E
storage aggregate object-store config show

3. EH  AEBRMREFAZ VERBNIEEATIREE « BREHIDRET AR ER RS A
EfVolume® B Z L ERIBR I IR EAPARRE" o

EEMWEEHEZS VENENRIEERFIEE « BEIIRATEMLEAggregate At FabricPool 273 fE o
4. BHEEFEREMIIIZEAggregate :

storage aggregate object-store attach -aggregate aggr name -object-store-name
store name

fERIAfEA allow-flexgroup true BIMINE R FlexGroup Volume 3 HVE SRS ©

clusterl::> storage aggregate object-store attach
-aggregate aggrl -object-store-name MyLocalObjStore

o BTt EREEN « LSRN EREeREAA !

storage aggregate object-store show

clusterl::> storage aggregate object-store show

Aggregate Object Store Name Availability State

aggrl MyLocalObjStore available

fts3fE M2 R A A P iR

EEESIHFP IRFERAENFEXONTAP S3fAlAkes « ONTAP BIZEE BN ERSIERER
HAHREE o

sy

ez Al
S3AF iR EESMFERAONTAP THIAWSEZRRA « FAZRRENINGE

* BZHRA4 ONTAP ~ EHhRZS
* BZHRA2 ONTAP ~ EHRRZS
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b. EAZE « BEEUREVM ~ AKX « RBE—TFLEIF o
C. TE*HER* T ~ #— T g~ o
* EEFNER  ERHENERERARTENE - HIEZTERE
* Action- FE{REERIATE :

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts
 *ER* - EHAERE (bucketname, bucketname/*) WEMEEZEE o
A2 "BIEEAEHFEEENFEE" LRSS ERAUNFEER ©

d. £* Protection ({R:#) T - 4)3%E* Enable SnapMirror (ONTAP 3z1ESnapMirror (F3ziBsEi)
* o REBBMATIIE !

* B
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* BH1Z . ONTAP * (&#t)

* BE EEURNESE o

* [EFVM [ ERUERERE ERRETFVM o

* * S3{AARAICARE" | BRI AL E SOURER_&EMAR ©

* RIR

* * S3fAIARBICAREE  *ERNAL E destination &FEHIAZA
5. MNREEABIMICAREZ BHESE « HAEEENM FERERNEE o
6. IRTH—T*"BRMERE BT A B SWERRAELLTE « BENMAERFBBRANTERE
7. —T T @7 o ERERFE VM PEIIFVETE « Wi HRHN TR B ET VM B9FRETES o
B17 SHEAYET RS
7€ ONTAP 9.14.1 %A ~ ERTLUMERHER S3 REFE « WRBEETER o
ERMNHIRB ITREMRERTER - RERREREMNBMBEERIT ONTAP 9.14.1 HEHMIRAE ~ BZW
HHEE BERRITEE_ ERUR ~ SERLATE B AV ETRS LRI EHTE o ZRIRETREMVI (I E R AN S E (RS
HAPR ~ B BRtETRE L RERYMY o SthelU7E TERRE * 1 BEY « ZENMITRER AR
HEREBEAR o bR BEARTE AR IORETREN S3 NAEERNERIEHEYMG
MEBMEIEITRE R ERIMERAE T « B2 "B FE"

CLI

1. iSRS B IESVMAIE —ES3 SnapMirrorfifif# ~ FERE2RIRM BRItISVME R EAREAE SR « IR
REIETINEHS - FENEEE LT

vserver object-store-server user show
HEsRrootEFAEBFINER - MRRE ~ FHA !

vserver object-store-server user regenerate-keys -vserver svm name -user
root

MREWELHFE  AVEMELESHR
2. TERIFH B MSVMAR I #FE :

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. RFEURATIE E IR B A SVMAP N TER EIRBRR

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]



vl

src_cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. 73R SVM E ~ INRERBIRER S3 SnapMirror [RE ~ T EARABFEHTERERA « 558817 S3
SnapMirror &REI :

snapmirror policy create -vserver svm name -policy policy name -type

continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2%

° 88! continuous - S3 SnapMirror FA&RIME—REFER (MKE) o
° —rpo - IEEMER BZHERE (UFVBEEM) (A1E) o
° —throttle - ?EEEEE% / &E%EI‘JLBE (J—X:F{ﬁﬁ:,%ﬂ I|\ 1_L) (%Fﬁ) o

&)

src cluster::> snapmirror policy create -vserver vsO —-type
continuous -rpo 0 -policy test-policy

S. EARFEM B EERNEIESVM L ZECAFARS & !

iz

a. ERREE L ~ LIEEZE destination S3 AIAR2S/EEEM CA &

security certificate install -type server-ca -vserver Src_admin svm
-cert-name dest server certificate

b. EERIMhELE I « ZEEZZE SOURC S3 AR /REHI CA B

SR

security certificate install -type server-ca -vserver dest admin svm
-cert-name src server certificate

MREERBRINBCAR R ZERVRE « SBEEMN BRI EESVM L 28RS ©
A2 security certificate install :FAAEAZ2EFME o
6. TEHIRSVM_L « #37S3 SnapMirrorfi% :

snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]

TAIUERPFRLMNERE « SHERTERE -
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vl

src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-
bucket -destination-path vsl-dest:bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

#EANREE (BRE%) BIIRFIFHE

1T L BB R IR REIR A BISIHEER ~ A ~ MNRIEIEONTAP EFARAERVMware
AR9.10.189S34BREF 4R ©

BIRMETE T {E

CEEEREEENBNEE FRITTE -

FAYaZ Al

* B5ERARRRE « IEREFS3FEARAZAEAEFERKONTAP ©

* FRE BB E Y MEEHERIG « BRRREBNMEEVMZ BEEHERIE o

* FREENHMVMBECARE o o UEABIIMNICAREE BN EREZBCAREIESE ©
RO UER R A EIES T ONTAP CLI EIr#R54RA% ©
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RREES

1. MNRE R UILHEFVMBIE—{ES3 SnapMirrorfi{%  5HERE IR B Bt FEVMESHAREAES
wmomRRE

a. JEE * #1F > #1F VM ~ ABERURTFT VM o
b. I RERIREP - H—T ) E "S3*) Ao
c. 7 MEME) RIRET -~ BBrootEMERFIER -

d. NRRE - FR—T : 7 root =i > AR EE Regenerate Key.
MR EBELFE  BNENELESR

2. R RE BRI TR VMR E B B EHEFENE D IERE ¢
EE HE > fRTFE UM - RBBEREFE VM C BEECRTE " c RE FEE N BIRFS3e
A2 " IES3EREMNE A UBSELSEH -
3. T}fgﬁﬁ%ﬁt ~ MNREIBIRBISI SnapMirror/R R ~ T B A EFERTERIRER ~ 558 1LS3 SnapMirror
RAl
a. L * R > BB ¢~ RBE—T * FAERAIRTE * ©
b. 3EHY = 7£* Protection Policies (fRFEHR) i@ - ARIZ—T Add* (g o
c. EARRBIEFEREA o
d. BEVRAEE - FEFHSVM
e. $#EE* Continuous *AEEIIS3 SnapMirrorfif# o
f. # AERY* Throttle #1 Recovery Point Objective *{& °
4. ERIRAEMUNEMFRRINFTSEHNEK !
a. B—T MEFERESR1  ARENCERENR
b. FEHERZRSIFEP ~ #&—T ) *RE* - ABR—T*HR* TR g~
- FEHEEE [ ENHENERAEHERTENE - IRTERE -
"R D RRETUTE !

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts

=R L {ERTERRE (bucketname, bucketname/*) SEMEEEZREE
FE2RHR " IR HEHREENFEE" UBSELLMMEEEN o

5. FFES3 SnapMirrorRERBHEFEE :
a. #—T MEFSE > TEAL -~ AREINEERENEN o
b. & — TR LA TFIE :
* B
* BI1Z ONTAP : *Z##t
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F EBE D EEEREE o
* fETEVM RS SE EIRETEVM o
* * S3fAIARIICAREE" | B AL | SOURER_/EFMAR °
 RIR
* * S3EAAREICAR:E" | EBIIAL | destination /REFHIAR o
6. NRTEABIMNICARKEZEENRE « FAEEENM LERBERNEE" o
7. MREZ—TBRMERE ~ SO U A B CHERBEM ST « RENMAEREERNTERE
8. #—T M @7 1 - RENREEFHRSFIIBNMET VM FRHEEFE o
BIPHERETRS
% ONTAP 9.14.1 %A ~ EWEIUMERHER S3 REFEE « WRBEETER o
ERMNIERAITRNRERTER - RERFEEEN BB ENIT ONTAP 9.14.1 HEMIRE ~ B
FEHE BERIRETRE LR ~ RERIIATE B B9HETRE E RN EERE o JRET ARSIV S EE A SHE (R
HAPR ~ OB BVt ETHE ERE S o SeIUTE TERRE * 1 BEY « A ENMETRERARN
HE MBI o IbRGHARTERRIEICRETIEM S3 N EESNERIIEHEYMH o
YNEAEIERTRE LRI SHE RABRA AN ~ 2R B RTEE" o

CLI

1. INREZUESVMEIE—ES3 SnapMirrorfi ~ EER:EHFH BAItSVMEBSHARERE TR « 1R
AIE TR - AEMELELEEHE -

vserver object-store-server user show

rootEFREBFIER - WREHE  FHA -
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MREWEEEFTE  AVEMELEHE
2. ZERItSVM LT —EFFE « MARHRIER

vserver object-store-server bucket create -vserver svm name -bucket
dest bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BasE IR B RSVMAP AR &R E/R A FEGRR 2 S EHE

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]



vl

src_cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. ERJRESVM_ L ~ NREIREIREMIS3 SnapMirror/REl ~ M BEAREFEATERRR] ~ 55721783 SnapMirror
&=

snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

280

° continuous — S3 SnapMirror BZRIME—REFER (MKE) o
° —rpo JEEMERBZNRE (UMBEM) (FE) o
° —throttle J5ERIEE /SAEM LR (UF(iciB / #AENM) GER) -

gl

src_cluster::> snapmirror policy create -vserver vsO -type
continuous -rpo 0 -policy test-policy

S. ERFEEMB MM B ENEIESVM EZECAKRE
a. FREEE |« B ZE destination S3 [EIREYEEEM CA RS :

security certificate install -type server-ca -vserver src _admin svm
-cert-name dest server certificate

b. EEMMMEE F « LEZE SOURC S3 ARSI /EEM CA &R

security certificate install -type server-ca -vserver dest admin svm
-cert-name src server certificate

YNREFEFRRIMNICAM B BB RYRE « FERIFM Bt EERSVM LR EAEFRVES -

IZI

FA2F security certificate install :FAAEASEFME o
6. EHRSVM_ L « #37S3 SnapMirrorfii% :
snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy

policy name]

TAIUERPFRLMNERE « SRR TERE -
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vl

src_cluster::> snapmirror create -source-path vs0:/bucket/test-
bucket -destination-path vsl:/bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

wERMEEE (Bhes) BFERREHEN

MBACREHZE PRI EER - CAILIRESnapMirorBifs « B HHEEE TR
A~ TERRARMER o

BAREETLF

HITIREERER  RFHTFETHIASME « MRVBEIMEEFEEREEIRAER « EIL]R#ES3 SnapMirror
Bf% o

EERNKREFEFEEBXAIEE -« S3 SnapMirrorZ BHEHRT MEHEEFEEMNAZR o FEEHVolume
SnapMirrorZ BRI ~ BRFEEFRREL R ©

BEFELAERERERE)

RinEEE

WEAERANFEEFEFRETIIERE - WHRRMHEER :

1. #8—T reE>RAfR1 - ZAMRIEE [ S3 SnapMirror *1 o

2. 1##—TF i > BEE* Failover (Hf58R2) > MBEER* Failover (#[EEER) o

CLI
1. St Bt FERE B HEBEEE -

snapmirror failover start -destination-path svm name:/bucket/bucket name

2. HERAHBEIFREIIMRAE

snapmirror show -fields status
&4

dest cluster::> snapmirror failover start -destination-path
dest svml:/bucket/test-bucket-mirror

REHEEVM (BREsE) ERF#EFE
MRKIFETREFRIBRHER SRR « AT IEBETRSE RV ~ EFEAER o
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FRERLIIF
WRTLAR B Rt B2 R ERAMEISRE o BERFEN B RTRRSAANR BRI ATIErvEEER M -

MREERRANVHFE « ITEFAREREERLARZER - BEAE TR HEEMERE « A 5ain
RBEA—EZENRFEFE -

BRIFELARIREERE
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FHEEE
BRENNER
1. 3% —T TRE>RAFRL ~ RBRIEEY 1™ S3 SnapMirror *J ©
2. 17— : RABERER" ©
3. AR ~ VIR ARIBucket* (FARRE) SU*HiAYBucket* o
° BEEIERZE'IRAMBucket * (FBRIE) - ASTH FHUENE -
FENEENEFEVMUESRANHER o
- ERURABRIEL ©
* ERABE F destination_ S3fAARESCARENIAR ©
© BRIERFHIBucket * ~ FFMATIIE :
* AR ENHEEENEERMETFVM -

* WREFERRTE - REMMEERERER
w20 HEFIRBER UBSEZEN -

* destination S3{aARESCAREHNAZR °
4. 71 TEHMIHh) T -~ WAL F SOURER_S3fARESCAREMNANS ©
S. HB—T*RE>RHR UBITIERERE o

BRIEERITRS
7€ ONTAP 9.14.1 F4a ~ IERIMEIRSHERVATRS « WARFEREITER o

SRR YT RSB R E BV SIR B RIETRS o WRIMATE THURAIFERYI M E BT RS (R R B BV

c EREREMRETEE | BB HER « AT FRRER Y HEE RIS RERTEE o EIUERHEEN
ArRSRY « SRR RIBITRENYIGSHERIAFREERE eI IAMNITIRER TN ERHEERBEAAE -
bR BB AR AR 2R B HthARREIAR SEHE W ©

*EBRERANTE © | RERANRERARASREMBALBIMFHEER « BRI HETEEE
RERBIITEE o (RBRGITIRAVIREH] -

* *EFERIEERETES ¢ | AMEERERRE EREAYAHEE « BNAREERECRAYAEHEE BAIR
FiremtE LRVETES - ECERITER « FRAREENYIAERERIEE « A BpthiriErRERINME
BlEtEERRER -

CLI
1. BRI EIBRBATERELUEITIEIR - MFJHAEEN « F2R "BiIoMEEE (ZRER) BEHRE" -
2. ZERMETIREIERIESE

snapmirror restore -source-path svm name:/bucket/bucket name -destination
-path svm name:/bucket/bucket name
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vl

dest cluster::> snapmirror restore -source-path src vsl:/bucket/test-
bucket -destination-path dest vsl:/bucket/test-bucket-mirror

AR ERVIRST EE( R
HMEREE (MERE) BIUIRESRE

EIERIIHNSIRHFER « AT NS HIRE Z F—(E# &£ _EYS3 SnapMirror B I o
TR ERBHETRHEVMTNEER « SRS EIRFRTERNEEVM o
%A Z Al
* BB RIRE « IREMSIMARESHERIEKONTAP ©
* RRE B NEFVMZ BEFEESERME
* RIRE B RIMVMBECARE o SR UEABRIMICAREEZENBHRZECAREIESE °
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RREES

1. MNRE R UILHEFVMBIE—{ES3 SnapMirrorfi{%  5HERE IR B Bt FEVMESHAREAES
wmomRRE

a. ##—T MEFRE>HEREVMI « ARIENEEFEREVM o
b. 7 RERIREP ~ #H—T p* 7ESIHEEF ©
c. 7 MEME) RIIRES - BBrootEMERFNER

d. WNRRE ~ B —TF : F* root*35i& ~ RBIR— T EMEEKey*
MREROEFT AN EMEERR o

2 (EEEHTE VML ERE « I7EAURRE WA E VM S SRS TR |
B—T THEREHEREVM  R—THREREVM  B—F T8E  RER—T , ES3TF-
HSR FESIEAENEE UIUTESHA -

3. MNRLRBIREHIS3 SnapMirror[R R ~ BRAEFEATERIRR ~ 553E32S3 SnapMirror/RH :
a. 17— * R > BB+ ~ RBR—T * FARRARE * -
b. #2—TF - 7£* Protection Policies (fR:EE(R) 3538  ABIE—T Add* (i) o
* ARBIAIBAIEREA o
* ERURRIEE - RESVM
* 3E1E* Continuous *LAEIIS3 SnapMirrorfifA o
* B AIZAY* Throttle 1 Recovery Point Objective *{E ©
4. F|FASnapMirror{ReE R I {HTZE ¢
a. B—T M#EFERESR) ~ ABE—T Mg -
b. AT « BEHETFVM » AKX/~ ABK—TEZERE -
C. TE*HER*T ~ H—T ¥ g™ - B EREERAN « (BEEFR
* ERRNR  EREENERERARTENE « SIERTERE ©
* Actions - FE{REERLATE -

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl, ListBucketMultipartUploads,ListMultipartUploadParts

= *ER* - EHAERE (bucketname, bucketname/*) HEMEEZNEE
H2E EEGHEHHEENFEIE" UBSELERAGEMEN o
d. 7£* Protection ({£z#) T - 4)¥%E* Enable SnapMirror (ONTAP 3x3ESnapMirror (R3z388E i)
*o ABEWATINE -
* BrOih
* H1Z ONTAP : *Z#4:
* BE ENSEKESE -
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*EE VM EAES DEREE VM o
* * S3fAARESCAGSE" | BRI LHIFEZNAR ©
" KR
* * S3fAliRASCAREE" | MRILAL L BRIM/RERIARR -
o MNREMEMBIMBCAMBEREENRE  FLETEE M L EMRERRESE
6. MREIHE—T*EHRMRE" « EHAIUEA B SHERRAELHE « BEMNMEERFSERNTERE
73— T*#F1 o FERRRFERT VM FREITRAETES « WA HRSI E 2 Bt iEE VM RORETES

I ERETRE
1t ONTAP 9.14.1 B8 ~ &I UEDSHERY S3 fEE « R EEEITER °

EFEMAVIRA IR (RERER - RERREEN B FBEENIT ONTAP 9.14.1 SRR ~ HZY)
HHHE SERIRITRE LR ~ IR MATE B AOHETRE ERU A SHE » SORETRRRV S E B A S E RS
HARR ~ iEAR BAVMATEE ERERYIM o SR LE TERRE * 1 BRP « BEMITREERTRR
HEMRBHIRE o ILRBEARE B ARIERIRATEEN S3 NEERNERIEHEN M

TR B8 L BRI R RO IRRE R « SRS R R o

CLI

1. INREZUESVMEIE—ES3 SnapMirrorfi{ - EEREHIFH BHEUtISVMESHAREAE TR « 1R
REFETINEHE - FENELEELEEH !

vserver object-store-server user show

HrootEFAEBEFIER - WREHE ~ FHA -
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MRTWESHFE  AVEMELEHS
2. ERFEMBERMSVMAPE T #EFE !

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BTFEURARTIE = HRIRAM B ASVMAP N TER EIRBRR

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]



src cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. MNBREBELAERS3 SnapMirrorREl ~ (BERAE(FERETERRA « 5581S3 SnapMirror/RE! :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2%

° continuous — S3 SnapMirror BHERYME—RBFER (KE) o
-rpo EEMERBZNERE (UWBEM) (FIE) o
° -throttle IEEEEE /AR LR (UFcil / #m8EA) (FER) o

o

&)

src cluster::> snapmirror policy create -vserver vsO —-type
continuous -rpo 0 -policy test-policy

S EBEESVM L ZECARIIRES&:T .
a. 7EEIE SVM L HEEEE SOURC S3 AIIREVREEH CA /RS

security certificate install -type server-ca -vserver admin svm -cert
-name Src server certificate

b. TEEIE SVM L ZR4EEZE destination S3 {AAR2I/REEH CA &S .

security certificate install -type server-ca -vserver admin svm -cert
-name dest server certificate

MREEANZHIME CA BEEZERRSE « IIRFBEEE SVM ERZEIEE -
FA2M security certificate install sHAAEAEZ2EFME °

6. 317 S3 SnapMirror B81% :
snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]"

ISR AE TR I AVIR A ~ SR TAR(E ©
src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-

bucket -destination-path vsl-dest:/vsl/bucket/test-bucket-mirror
-policy test-policy



/. BERS RS AERR

snapmirror show -policy-type continuous -fields status

ARENHER (F#EE) RIHHNGE
R LABERS A fREER —EmE LHVIRASIHEEE ~ AN ~ MRTIEONTAP R hias3E

1ThiREISIHHREFH AR ~ TR LR BEFHRF ERRRFVMPRNFEEER « S ER RS ERIR
FRTERVEFVM ©

ez Al
* BB « IRIEMSIEARAZERRIZERONTAP ©
* RREBRMEFVMZ BEEHERE
* RREEMVMBECARE IS UERBRIMICARERZEN B REBCAREIERSE -
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RREES

1. MNRE R UILHEFVMBIE—{ES3 SnapMirrorfi{%  5HERE IR B Bt FEVMESHAREAES
wmomRRE

a. ##—T MEFRE>HEREVMI « ARIENEEFEREVM o
b. I RERIREP - H—T ) 7E *S3*) Ao
c. 7 MEME) RIRET -~ BBrootEMERFIER -

d. tNRZE ~ FHE—T : T root*FiE « RER— T EMELEKey* o
MRTRELEFHE  AVEMELESR

2. BsEsRiRE B RS VM B E REHETF VS S IEHE !

° B—T MafExE>REEREVM]  B—TRERBVM - B—T IRE) ~ A8EZ—T " &S3

To
A2 TGS AEMEE UNEEZSEH ©

3. MNRERBIRBMIS3 SnapMirrorR R ~ BRAEEATERIRE ~ :57217S3 SnapMirrorREl :
a. 1#7—T MR#E>RE) - ABR—T TAERARES o
b. 32— - 7£* Protection Policies (fR:EE(R) 3538  ABIE—T Add* (Ffig*) o
* WARBAIBIGREA o
- EEVRAEE - FEHSVM
* ¥EE* Continuous *JMAEILS3 SnapMirrorfifl{z ©
* B A B Throttle #1 Recovery Point Objective *{& °
4. FERIRAEMNEMFNRIFERSENEXK :
a. 17— NMEFRE>E ~ ARENEERENRE -
b. 7R RS IFHT ~ 12— T p* HRE - ABR— T RIR T g
* FRR RN ERE AR ENE « ERTERE -
* Actions - FE{REERIUATE :

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts

= EJR * - ERTERE (bucketname, bucketname/*) SNEMEEEZE®E

2R "EEEAENREFENFIE" UESEERINFAEN

5. #|FS3 SnapMirror{FEIRENIHEE !
a. #—T MEFSRE) > TEAL ~ ARENEERENEN o
b. #—T FRE LA TIIE :
- B9
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* B1Z ONTAP : *&#t

C RE ENARES o

* fETFEVM [ EBAER A RRIREEFVM o

* * S3{AARAICARE" | BRI AL E SOURER_/EEMAR ©

* RIR

* * S3fAIARBICAREE* | EBNAL | destination &FEHIAZR
6. NREEABIMNICARKEZEZNRE « BAEEENM EERBERNEE o
7. NREH—TBERRE ~ G UEA B SHERBESLHE « BENMAERBBRNTERE -
8. #—T M #EF 1 - RENREEZHRS BT VM PRHHEEFE o

BinEERATRE
& ONTAP 9.14.1 Fith ~ WRILMEMDHER S3 RFE « URFEETER °

EHRMHIRA ITRSAIRERER « RERREEN B BMEENIT ONTAP 9.14.1 UEFHRZA ~ B2
HHHE SERIRITRE LR ~ IR MATE B AOHETRE E R SHE © AORETRRAV S EE A SHE R
HARR ~ iE AR BAMATEE ERERYIM o SR LE TERRE * 1 BRP « BEMITRRERTRR
HEMRBHEARE o ILRBEARE B ARIERKIRRTEEN S3 NEERNERIEHREN M

NFENATEETRE LER AR EBVABRIE ~ SR2 R "R FFE" -

CLI

1. RSB IESVMAIE —(ES3 SnapMirrorfifif# ~ FERE2RIRM BRItISVME R EAREAE SR « IR
REIETINEHE - FENELEE LT !

vserver object-store-server user show

HrootEFAEBFIER - REH ~ FHA :
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MREWELEFE  AVEMELSHR o
2. ZERMSVM LR —ERFE « MARSNER

vserver object-store-server bucket create -vserver svm name -bucket
dest bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. Easg AR BRYtSVMAP TR B IRERAFFEGRAI S B IEH !

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]’

73



vl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc

1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. NREBBEHRAEBS3 SnapMirror[REl ~ (BRAE(FERTERIER ~ 5521LS3 SnapMirror/RE :

snapmirror policy create -vserver svm name -policy policy name -type

continuous [-rpo _integer] [-throttle throttle type] [-comment text]
[additional options]

280

° continuous — S3 SnapMirror BZRIME—REEER (MKE) o
° —rpo —JEEMERBIZENRERE (UMBEM) (FE) o
° ~throttle J5ERIEE /HAEM LR (UF(Ici / FPAENM) CGER) -

gl

clusterA::> snapmirror policy create -vserver vsQO -type
continuous -rpo 0 -policy test-policy

S. FBESVM EZEECAfRIARES &:T ¢
a. B8 SVM RIS ZE SOURC S3 AIRES/REM CA RS

security certificate install -type server-ca -vserver admin svm -cert
-name src_server certificate

b. TEEIE SVM 5= destination S3 {EAR2S/REEH CA &S ¢

security certificate install -type server-ca -vserver admin svm -cert
-name dest server certificate

NRICEARNZHINE CA BE=EENEE « QIR

EEIE SVM EZEE IR ©
A2 security certificate install :FAAEAZ2EFME o

6. #37 S3 SnapMirror Fif% :
snapmirror create -source-path src svm name:/bucket/bucket name

-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]

TR AR LNERE « SHERTERE -



vl

src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-
bucket -destination-path vsl-dest:/bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

RERMEEFE (AERE) BFERREHEN
MNRKREFERPRIBRHEAER « ERIXFRESnapMirrorfiz ~ EBRIMEEF &R
A~ TEFRIRIRMEE R o

BAREETLF

HITIREERER  RFHTFETHIASME « MRVBEIMEEFEEREEIRAER « EIL]R#ES3 SnapMirror
Bf% o

BEERNKREFFEEBXAIAE « S3 SnapMirorZ BEFEHRET MEFEENAR o EARFERIZZEVolume
SnapMirrorZfZ—#k - BAFEM BT [E) L Bi(% o

MREMTIFRUNERESE L « AN BRBIREERBIFE(RE o

RiREES
RELEANREERETEHERE « WHARIRMER !

1. #%—T T{ReE>RAR) ~ FATRIEEER ™ S3 SnapMirror *) ©

2. 17— > i Failover (HKFEEHR) - ABEE” Failover (YfEER) o
CLlI

1. $#HENMETEREN B EREIEE

snapmirror failover start -destination-path svm name:/bucket/bucket name

2. HERAHBEIFREIIMRAE

snapmirror show -fields status

gl

clusterA::> snapmirror failover start -destination-path vsl:/bucket/test-
bucket-mirror

REEHET VM (BHEE) BRiTE
EIRITREPNERIER IR « AU Bt ETRER E M R EFIEA LR
RRERI(E

TR B Rt E (B R ERARE (IS ENL © BR1FENBRITROAEAR Bt ITRErEEE AZER -
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MREERRENREFE  MITERGERFERLAREN - ERAE M) REERERE « MR triry
ABBEA—EENFHFE o

BRIFRDARESERERRE o
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RREES

=
1
2

w

N

($)]

REBHER
- B—TRESRIR - ARENHEFE o

BT ABERER -
AR T ~ IR ARIBucket* (FERRME) SUHEAYBucket* o
° BEEIERZE'IRAMBucket * (FBRIE) - ASTH FHUENE -
FENEENEFEVMUESRANHER o
* ERURAREN
. BB RG_F B RYSIEARZICAREIAR o
© BEIERRFHIBucket * ~ FFMATIIE :
* ARSI ENHEATFENREERFTFVM o

* WREFERRTE - REMMEERTRER
w20 HEFIRBER UBSEZEN -

* BRYHIS3AARBSCARRIIAR o
12 TER) T~ SR ERIFS3EMRISIICARERN AR °

6. #%—T MRE>RAR UBRTEEREE -
BRIEERITRS
7€ ONTAP 9.14.1 F4a ~ IERIMEIRSHERVATRS « WARFREITER o

1R
oN
.

RILGRH SR E RIBT BRIE IR EATRVEIR A RVATES © ISR LATE T oA R S E RRT RS (E R BRI

c EREREMETEE BB HERE - AT R Y E RIS RERTEE o EIUERHEEN

ArRehY « SRR RIBITRENYIMGSHERAFREERE L aIAMITIRER TN ERHEERBEAAE -
bR BB HARIE AR 2R B HthARREIAR EHE W ©

*BRERANTE © | RERANRERARASREMELBIMFEER « BRI HETEEE

[RERBRIETEE o REBERIBITRERIREH -

* *EBERIEERATES © | AMEERERRE EREABYAHEE « KNAREERECRAYEHEE BAIR

FiremtE LRVETES - ECERITER « FFAREENYAEIERIEE « A BptiriEsRERINME
BlEtEERARER -

CLI

1

2

- MREERFYHBEREMAITRS « FRILAVATEE - WFEFAEN  F20 "EmFEEE (RRER
) BIEREER" -

- BEIETIRRENEIR(FE

snapmirror restore -source-path svm name:/bucket/bucket name -destination
-path svm name:/bucket/bucket name
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vl

clusterA::> snapmirror restore -source-path vsO:/bucket/test-bucket
-destination-path vsl:/bucket/test-bucket-mirror

H AR B R E A ReE

Eim B RRARBITR

FERIGRYIRA B IRIRIE T & S3 SnapMirrorfB {5 (REZ Zin BRI EK o
TRAERYHFREHEFISA MR RE « 7TEFNENMAFE °

=S TEMIPspaceEtERE LRE - REA SEERET RV FRE - MEZAESEHNR LEIIR
AREEBRNH - UEFENRARFEEFHEREEEHETRIGEHE -

N StorageGRID B FHIZH ~ SR TIEA |
* FRRESRHE « LTEMEERTE (FQDN) SUPHIHERT

- (T ; EIAAREEE

* FHER

- ESH

5 ~ FIREE StorageGRID fAARES &M CA BB BIEMARIELE ONTAP S3 EENEIREE VM £

security certificate install command ° UIFEFHMAE « FBF2RH "LLECASKE" MMREE
FiStorageGRID HI2

HITAWS S3ERR « CRERETIIEM !

* FARZ3HE - LUISeBEEI % (FQDN) sIP{itRT
© BT BEUXERKET
* FEEE
* EEE
BN EE BB H#FEVMAIDNSAARZZONTAP AZBRE50#EFQDN (MNREEMR) AP o

BiM#EE (BRER) BHEHRE%

SRR S3 #FER « eJMESEBHR EHH#EFRHEERR S3 SnapMirror B
BHFE « ZHFEALUE StorageGRID %455 Amazon S3 ZfE o

FRtaZ Al
* BEAMHERERHEENAIRP DEMHEREN -
* BAKRRM LRE LM EMIPspace ©
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* ZRIRf#F VM BY DNS #EREJARESDAET B 1RAY FQDN o
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AREES
1. HREEFFVMLGMEERE « WA EREMEERE !
a. #B—T MEFERE>RERBVM ~ B—TRERKEBMZ—T IRE)  ABER—T » B
S3*e
A2 HIES3EAEMEHE UBUSESEHH °

2. EFRBRAM LI EIRYGERE
a. 17— MR, -~ ABEN IEHEYHERE) -
b. ##—TF T#i, - SABEEY M Amazon S3 J B I StorageGRID J °
c. BMATSIIE :
- Bt EmEstE
* URLER (BIEHEHRTE)
- T ERIEE (BERKAES3)
- Mt ER & FEARSSLTE (FQDN)
" MG EHRERE
* Container (Bucket) %7&
3. MNRLRBIREHIS3 SnapMirror[R R ~ BRAEFEATERIRR ~ 553E32S3 SnapMirror/RHl :
a. 17— R ~ AR —T AEERBIERE) -
b. #%—T -5 T£* Protection Policies ({fR:EHR) 538 - R%BIZ—T Add* (Fig*) o
* EARBIATBAEREA o
* ERURAIEE  REHSVM
* 3E1E* Continuous *LAEI7S3 SnapMirrorfifA o
* B AIZAY* Throttle 1 Recovery Point Objective *{E ©
4. F|FESnapMirror{R R I 17
a. 17— M#EFERESR) ~ ABR—T Mg -
b. AT « BEHETFVM » AKX~ ABK—TEZEE -
C. PR ~ #2— g - ERsE IR 2R ~ B[ o
* ERRNR  EREENERERARTENE « IERTERE
* Actions - FE{REERLATE -

"GetObject, PutObject, DeleteObject, ListBucket, GetBucketAcl, GetO
bjectAcl, ListBucketMultipartUploads,ListMultipartUploadParts"
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CLI

1. INREBEZUESVMAIE—ES3 SnapMirrorfi{# - EER:E IR HAItISVMEBSHARERE SR « 1R

s ER - EAERE __ (bucketname, bucketname/*) FEMCEENEE
H2E EEGHEHHEENFEIE" UBSELRAGEMEN o

d. 7£* Protection (%) T - 4)%%E* Enable SnapMirror (ONTAP x#ESnapMirror (R3z3iEa]Eik
) ~ #EHY Cloud Storage* ~ A% #EEY* Cloud Object Store* °

T#—T* TSave (#7F) 1 B » BERRFEFVMARIL—EHREE - UEEBREZIRMHENR

FHE IR  FEHEEIELSHE |

vserver object-store-server user show

0 root (EAEBFIER - IRKRAE ~ FHWA -
vserver object—store—server user regenerate—keys —vserver svm name -—-user

root

MREWEEEFTE  AVEMELSE
TEZRIE SVM R ILATHS !

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

- REFBURAFTIE ERRAEFERR -

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
gl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

- MNREZHEIRERS3 SnapMirror[REl ~ (BARAE(FATERRE ~ s5E17S3 SnapMirrorfRE| :

snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

S
* type continuous — S3 SnapMirror BAZMNM—RAFER (BKE) o

* —rpo —IEEMIERAEZRIER (UM BENM) (AJEE) o

*-throttle SEREIESE /BEM LR (UAFicil / WABEM) (GER) o
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vl

clusterA::> snapmirror policy create -vserver vs0 —-type continuous
-rpo 0 -policy test-policy

- MNRB1ER StorageGRID 4% * A RIRERENEIE SVM £ 224 StorageGRID CA fAlfR2S/&:E -

security certificate install -type server-ca -vserver src admin svm —cert
-name storage grid server certificate

FA2M security certificate install s+HAAEAELSEFME °

. E# S3 SnapMirror BHMMHRFE !

snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server

target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password

target secret key

2

* —object-store-name —Z51% ONTAP &4 LY ENE BIZAETE ©
* ~usage —fFMH data BRANILTIERIE o

* -provider-type — AWS_S3 # scws #& ( StorageGRID ) B1Z °
* -server —B1Z{AAR23AY FQDN X IP fiflk ©

* —is-ssl-enabled —XF3 SSL @0 » BEZEFEH °

iA2F snapmirror object-store config create sHBEMNBREFME

vl

src_cluster::> snapmirror object-store config create -vserver vs0
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
—enabled true -port 443 -access-key abcl23 -secret-password xyz890

. ¥817 S3 SnapMirror % :

snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

2 :
* ~destination-path - f&E_ E—ELBRHRINYMGERELBHEEE objstore ©

AR LMNERE « SRR TERE -
Ll

src_cluster::> snapmirror create -source-path vs0:/bucket/test-
bucket -destination-path sgws-store:/objstore -policy test-policy



8. BBRIIREAEAT

snapmirror show -policy-type continuous -fields status

»RAREE (BRER) BUBHRE

EeI A BB R EH IRBRISIHEER ~ HIE0 ~ tNRIEHKESIMHBIEONTAP IRAEFH ERRA
B VMwarehR9.10. 189k Zs ©
FtEZ Al

© BEAMHEREREENEMIRE REMARREN

© BERIRRM LR EREREE NI IPspace ©

* RIFHETFVMBIDNSARRE & HAE 502 AT B AZBIFQDN o

83



84

RifEES

1. BB EEERERAEMRAE :
B—T MEGEREHEREVM ~ B—THERBM 2T TRE1 ~ REE—T » ES3TF -
PA2R TGS EMEE UBSESEM o

2. MRERAIHRBBIS3 SnapMirror[RAI ~ (BRAE(FERTERIRR] ~ 55E12S3 SnapMirror/RE! :
a. B—T ReE>HEE) ~ AR —T AEERBIERE) -
b. ##—T - 1£* Protection Policies ({R:EMER) & - REHZ—T Add* (Frig*) o
c. EAJRRBIEHEREA o
d. ZEEVRRIEE « MEHSVM
e. $E$E* Continuous *AEEIIS3 SnapMirrorfif# o
f. BAEEY* Thrott A1 VR{EZE EAZ(E" o
3. ERRAM LINETIHRMEFHE
a. B—T Re&>HEE) -~ ABEN EHYHEERE) -
b. #%—T THE, ~ RBIEEX ™ Amazon S3 | 3 MEHMM LUffStorageGRID 2% WebscalefEF ©
C. mATIE :
* BistERE ST
* URLER (BIEHEHRTE)
- T ERNER (BERKAES3)
- Mt ER & FEARSSLTE (FQDN)
" M ERERE
* FRER
* Container (Bucket) %78
4. ERIRAEUNEMFRRINFETESEHNEK !
a. #@—T MEFRE > TEAL ~ ARIENEERERE o
b. FEHER*ZR5IFTEDP ~ #H—T * HEE  ABE— TR TAYHIE* o
* IR BN ERERFAERERE « R TERE -

* Actions - HE{REETRUUTE :
GetObject, PutObject,DeleteObject, ListBucket,GetBucketAcl,GetObjectAcl
,ListBucketMultipartUploads, ListMultipartUploadParts

 * BB~ - EHAEKRE (bucketname, bucketname/*) HEMIEEEZHEE o
FH2R "EECAEHHERNFEVE" UESE LRI EE o

5. f£FS3 SnapMirrorf& I #ER :
a. #%—T T#ERMBEl > TEAL ~ ABRERNEEHHRIEN o
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b. ##—T T Protect 1 ~ 7 I Target | T3#EHX I Cloud Storage*] -~ #A%&#EEX ™ Cloud Object
Store" (ZiRMFEFERE&E) o

ELR—T" Tsave (#%E) 1 'K RANRFEFEEHEMHEIZHYHFRE -

CLI
1. RFERAFEERRPHEFEUREEE RS

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
gl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

2. MNBREBAEIRBEBIS3 SnapMirrorREI ~ (BRAE(FERTEZERR « 55217S3 SnapMirror/RE! :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

W

g .

*type continuous — S3 Snalerror Eﬁﬁ*ﬂ']uﬁ [FRJFER (WE) o

* —rpo —FEEMEREBZMERR (R EREf) (AIE) o

*-throttle JEERIEE /BEM LR (AFci / #&EA) (GER) o

g

clusterA::> snapmirror policy create -vserver vs0 -type continuous
-rpo 0 -policy test-policy

3. MNRERZE StorageGRID R4 ~ SATERRHREMEIE SVM %8 StorageGRID CA /&:% !
security certificate install -type server-ca -vserver src admin svm —cert
-name storage grid server certificate

A2 security certificate install sHAAEAE2EFME °

4. % S3 SnapMirror BRHIYHHEEZEE :
snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server
target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password
target secret key

2



* —object-store-name -7 ONTAP R4E_EYHEHE B 128047 o
* —usage —fFH data BAMILTIERIZ o

* —provider-type — AWS S3 M scws 1k ( StorageGRID ) BfE o
* —-server —HIEfAAREFHY FQDN 3 IP fiflt o

* —is-ssl-enabled —XF3 SSL AR » BEZRFH o

52/ snapmirror object-store config create ;BB R2RFME

Ll

src cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
-enabled true -port 443 -access-key abcl23 -secret-password xyz890

5. #17 S3 SnapMirror Bf% :
snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

B9
* ~destination-path - &7 L —EXBHEIIMEEHRELBHETEE objstore ©

TR AR LZNERE « SHERTERE -

src_cluster::> snapmirror create -source-path vs0:/bucket/buck-evp
-destination-path sgws-store:/objstore -policy test-policy

6. BB iRst R R A IERF !

snapmirror show -policy-type continuous -fields status

WEiRERERHTE
ERFITRE P ERBERERIER « AU R BRtETRRERE R « EMEAEBR ©

RIRERI(E

F’.J%EJL,(H%E Ryt (DE R ERANEMSHMNEL - BRFENBREFEL AR Bt HEFERNEEERZE

MREERRANVHTE « IERREREERLARZER - BREAE TR HEENERE « MEAF5kain
RBEA—EZENR#EFE -
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FHEEE
BIRENER
1. #%—T MRESRAFRL ~ ABEEER [ S3 SnapMirror *] °
2. 17— : RABERER" ©
3. AR ~ VIR ARIBucket* (FARRE) SU*HiAYBucket* o
° BEEIERZE'IRAMBucket * (FBRIE) - ASTH FHUENE -
FENEENEFEVMUESRANHER o
- ERURABRIEL ©
* ERABE F destination_ S3fAARESCARENIAR ©
© BRIERFHIBucket * ~ FFMATIIE :
* AR ENHEEENEERMETFVM -

* WV ERTE - REMMEERTRER
w20 HEFIRBER UBSEZEN -

* BRYHIS3AARBSCARRIIAR o

4. 71 TEHMHh) T~ WAL F SOURER_S3fARESCAREMNNS ©

S. H—TRE>RRR BB RERE -

= CLI #EF

o BILHRY B RMATRSLUETTIEIR - IF/FHMAEN « B8R "BUMEE (BRER) BEHRER" -

o 7 BEBUMATRERRENIEIRIFEE ¢

snapmirror restore -source-path object store name:/objstore -destination-path

svm_name: /bucket/bucket name

-+
5l

+

THIEAR B BB ERER AR o

clusterA::> snapmirror restore -source-path sgws.store:/objstore -destination

-path vs0:/bucket/test-bucket

IEER YRR

TR RERZECASIERST/RA ~ FIU0 ~ MR ZRERPOMETRE ©



AREES

MRECRERFEELEE « TLURERANRERR
14— * R > BifR * ~ ABRENCEERZRRERNRERE o
2. 77T : ERAGTERS  REH—TRE -

CLI

&2% S3 SnapMirror R8I :

snapmirror policy modify -vserver svm name -policy policy name [-rpo integer]
[-throttle throttle type] [-comment text]

280

* -rpo 4EEWERBERNERE (UMWRE) -
* -throttle J5EREE /SRR LR (UTIyci / WREM) -

clusterA::> snapmirror policy modify -vserver vsO -policy test-policy
-rpo 60

I AKE LS

TEI%S3E M4

RINEETEZ=HIS59.10.1F9140ONTAP ~ {(EAJLITEONTAP S iEfEmEN T IBIBIEhREILE
FIEIEIREM o SIFERINAELELUNIRA BINASIEIZINAE « SIFINASTERZ T HENEER °

EITTESVM R K R S3FEAZARRERT « S3E M Fetr{ErciriET WA LUSE BN TISEH ¢
* YtEER (BR) 4
GetObject ~ PuttObjectFNF&44E
- BEBEMG

PuttBucketE2fi|&Bucket

sCERE N AJavaScriptH1Z587% (Uson) o
S3FINFSTEIZARREAVARIR G R S E R ES0ESVM o
RETIREERAES !

* ROEMDAES ~ ONTAP BRI SS3EHHE Lt 7F R

NEFAEN ~ BB "M ARITRIEIZIZFONTAP" ©
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REGIEZ
RIBETER ~ SSMINASIEIZZREER) o BIEENREIAGER « hAEREESCEFRA IS RTFITRR TS

F o ONTAPTER X E R BIIE XL B EF EFTE TR B LIIERHIRR 2/ « BT ERNHEFEEE - 1
REBEF A RREMEEME LA L FIERPIRIEZCE  AISEERPIRIEE -

FEIZPR BRI ZE R

ERTEIZZRMAONTAP ~ e it— NS FEF RSN —EUEFRERT - BT ERBESLER
PRFERE FIEEN E(Factr « B S REFESVMIEREAiER BT o

EFERFETEEBNDFHRIRET - ONTAP ILHRE MBI EZABRR HZ IR - §fEAggregated
—EHETBHERE ©

WA RIETEIZAERE PR B S0RY A A 22

* BRAREGETESERBIEEHRIRE -
* AR EEERE iz BERAHEIRE o

FRIISITERZAHREET ~ I LUER NIIMRER A2 —KRIEFI S Mt E « UREEE PRI AZER -
* BERRH -rotate-limit 2EUTHINBRENBIZIERZHE TR
* BFREIFRMI -retention-duration 2 IEHIERZ T RENREREER] °

AEMEZHT « —BBBRTE « MAEMFFRENERIESRE - [EREZIERE LM - EmESHRIER
B0~ RTSBHEEFRBIESR - B ~ /T HAREHER « REMERKET—ESBRERIFEE -

FRTERZREE ~ RSB R AEREERERG 2 A AE - MEZRUBIEZEN - ERAPIREET
&k o At ~ SRR IEER N ER D FATEZIZER « MEXARREZARTEMIAEENES -

MEFHMEEN  F2H "EAERES"

=mm

FRBISITEIRARRE

W ARSIEMZARIEE ZESH ~ WIZRTARE - HHR « LEZZ BMLELETEES
HAEYNERE RSN AZER -

i52 M/ vserver object-store-server audit create ;B AFHAIERGBR2EFME

BIUTEIAERR « K RIEEMELESH - ORI LIEE=EERZH -

BEfEE 5EIH NE
SVM% T8 -verserver svm name 21
BEEPEITEZARAISVMEATE o

SVMAAEETFE « BERAESS -
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s =Lapauli gy -destination text =
FEE BB SR FEE - RSN ABEENRSVME °
HBERERSAIZESCAMEFT - EEERERHER °

SNRERICERRY ~ LB IR

BREZINEMHER -events

{data|management}, ..

iy

TR ATEIZ T SRR -

B
GetObject ~ PutObject 1 DeleteObject FH1¥

- EI1g
PutBucket 1 DeleteBucket ;&)

TR BERREN SN

TR A T ER— 28~ LUEFITEZCEMERNRE - IRKRBALEME - RISREFIALEE -

BfEE #1a WE
SCERE R TEE R -rotate-limit integer &

REBZFREZ DIRIZECEIE « AR B RENHREE o f
g~ MREEAES « AEFRERBAETEAE ©

BEORTREFIACEE - ARERO °

SCERNE ZE BRI PR -retention duration 5
integer time

REEMIPRECEAE Z AT URBZ A o B0 ~ tNRITE

A5dOhOmBY(E ~ EBB5SKAVECER T Z MBS o

BEORTREFIACEE - ARERO °

G PR RN
R LURIR A/ NSRBI SR TEd g Xac i © TARERRIEA/ R IeES gL E
IRIECER A/ IR ST iR

IR E AR RIE IR /5 A MTER A EFAE AN » IR EEREEMFENCHRIEEE R - T8k
KR/NZA100 MB o

MRS EERTAERGCER A ~ FIUERTE -rotate-size H5E BIseiw /NS H o

MRECREERBCTEANERRSE « BEA T SBUNRE -rotate-schedule-minute ¥ !
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vserver audit modify -vserver svm name -destination / -rotate-schedule-minute -

iSSP EL NS bR o
MR TIEFRFEFAZRIEBIE LT E ~ EA UEREMA SRR EI IS 2 BURPIZC i ERaR o

* MNRE(EFARREIAYEER « AU -rotate-schedule-minute 2¥AWNIE ©
* FRE R B2 HE 2 ERA -

° -rotate-schedule-month

° -rotate-schedule-dayofweek

° —rotate-schedule-day

° —rotate-schedule-hour

* T 2P A MR RN EREE o
BN ~ NRIERIERE -rotate-schedule-minute 2K « BIXCHIEGRIE—BHE RFAIEEN D iE
# E—EHE BB /NRRE T

* MNRIIEE—MERFEE EE 28 (B9 ~ -rotate-schedule-month #l ~-rotate-schedule
-minutes) *SEEEGREBEETENMMERX ~ FIERERHE « BEEIEENA M APMEEN 7 EE RIS -

Ban ~ WAL EREZBSE—A ~ ZBAMN\BWREE— « B=FEX LF10 : 30E&E TR
* NRITEFRFSEMERE -rotate-schedule-dayofweek # '-rotate-schedule-day’ BYR=E o

BIg0 ~ NRIEISTE -rotate-schedule-dayofweek 2HJH M -rotate-schedule-day BiE 13 H ~ 18§
et g EEERMIEERAMNE 13 X - MARRESERME 13 Xia:HE o

* MR EEBIBHREEREE « AERA TIMTEUHRE -rotate-size parameter :

vserver audit modify -vserver svm name -destination / -rotate-size -

RIBECERA NI P2 SR e a0 ik

SR AR IR e B A/ I HEIZ SR IEEEEC 2R A8 ~ A RTEEAEE R E-rote-size R MR E B 2 2 o Fl
Ul : IF -rotate-size 584 10 MB ~ B -rotate-schedule-minute 5%/ 15 ~ ECEEEA/NEER 10 MB
HE/NRE 15 218 (USLBENEHAE) B CtEEhedE o

)

A7 0 RY FE S 3FE I AR AR
EHEBES3EX ~ MBS AS3NSVM LI FEMMHFIETEIZAERE « AMBRKA

2 o
s% AR RE o

C

TEENER
* BRAAS3HISVM °
* ARHAZEEEANESRETHNEFHIRE

) SN
BEGSEERZZSIHEFENSVMERTZIERMARE o ERIMUTEMAVEIRA RIS3REARSS _ ERUAS3TE ° iz
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REE{REETESIIRIEFH « EHF* vserver object-store-serveri&iZDELETE *fn S aALE o
SRR G ERAETEECETRIZINSVMANFE#EER - BNBRIZINSVMA & 2FERMAREBZNETFE -

BRI TSI BEE T iR ~ Lt/ NHHRME - MREKRZTE BECEIERIR « AIFTACER
FEEREKRTERIREE o GBI LAEF* vserver object-store-serveri&i&rote-log* b % FBINEES 30 ER4E o

FNRSVMZSVMKEIIEZRIR ~ Bl B AUt B IS ECA N IRFARE £ o

2R
1. BIFERZAERS « RIBSCE A/ B2 SR IEEFE IO ER ©

MREBBIUATISG RIEEREZ BWA...

sCE%...

SCERIE A/ vserver object-store-server audit create -vserver
svm _name -destination path [[-events]
{data|management}, ..] {[-rotate-limit integer] | [-
retention-duration [integer d]
[ integer h][ integer m][ integers]]} [-rotate-size
{integer[KB|MB|GB|TB|PR] }]

HEF2 vserver object-store-server audit create -vserver
svm name -destination path [[-events]
{data|management}, ..] {[-rotate-limit integer] | [-
retention-duration [integerd] [integerh] [integerm
llintegers]] } [-rotate-schedule-month chron month]
[-rotate-schedule-dayofweek chron dayofweek] [-
rotate-schedule-day chron dayofmonth] [-rotate-

schedule-hour chron hour] -rotate-schedule-minute
chron minute

o -rotate-schedule-minute R IF1EEE R R FENZECERER
i~ IEERHY o

2. BYFAS3FE% .

vserver object-store-server audit enable -vserver svm name

0

T SEFIEEILFEIZABRE ~ FRA/)EEERINEERFEIZFAESIEMH (FAR(E) o soirf#FE/Auditsi i B iR o
S0ERME R/ N EPRZA200 MB © E52EkA/NVEERI200 MBEF ~ TS E ThHeE ©

clusterl::> vserver audit create -vserver vsl -destination /audit log -rotate
-size 200MB

THIEHGERIIIEABRE ~ RN EIEEINARIERFIASIEMH (FBsk(E) - seErEXR/LIRA&100 MB (F8
®fE) ~ MALEBRERESK ~ 2B EMIF o

clusterl::> vserver audit create -vserver vsl -destination /audit log -retention
—duration 5d0hOm
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TSI EERIIERAER - LUEIZSIEERM « URERFEEGRANETFHRRAEESEMN - BiXcigE
ARTH12 : 30BIR—R—EBFHIFTEX o sChriedsfREIR5 o

clusterl::> vserver audit create -vserver vsl -destination /audit log -events
management -rotate-schedule-month all -rotate-schedule-dayofweek all -rotate
-schedule-hour 12 -rotate-schedule-minute 30 -rotate-limit 5

SEEY TS3TEMMR
(S ATER PR ISVMA IS E B A E o

TEENER
* EXFAS3HEIZBISVM

FAREETLF

S3 AR R LUSE SVM AR « BEAETE SVMS RENCRAREIHEEE MBS REERY
ESVM ~ TI B BERIRHOHEE - AU AERIEFIOEE LR o ChalLIESVMAR BRI
F&LUETTS3E ©

Eksz Al ~ ITRERVFEIZARREE B 1F 48 1F1E vserver object-store-server audit object-select
delete 83 % ©

353
EISITELAEFE -

vserver object-store-server audit event-selector create -vserver svm name -bucket
bucket name [[-access] {read-only|write-onlyl|all}] [[-permission] {allow-
only|deny-onlylall}]

* -access - IEEERIZMNEHFEFDSERE | read-only ™ write-only 3 all (FEERA all) o
* -permission - IEEERZMNBHRERLEERE | allow-only ™ deny-only 3 all (FEERA all) ©

15
TGS ReciR AT RTINS R EREIZARR

E,JZII‘

clusterl::> vserver object-store-server audit event-selector create -vserver vsl
-bucket test-bucket -access read-only -permission allow-only

om

1ECAS3TEIZ AR
eI UEER R FBITEZ2H « NZESVMAPENERZNIA HFEAEZAR

om

WMRIEBEECIFEILARRE. .. EA...
ERIEZFE vserver object-store-server audit event-selector
modify -vserver svm name [-bucket bucket name]

[parameters to modify]
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IR CRBECIEILAARE. .. BWA...

SVMHRFrEREFEE vserver object-store-server audit modify -vserver
svm _name [parameters to modify]

15
THEHIEIERERRIHEFEIEZAERE « LUEBZMERARNTFREN !

clusterl::> vserver object-store-server audit event-selector modify
-vserver vsl -bucket test-bucket -access write-only

BUTEBERR SVM FRFRARTRZRITEZAERS  iSsCE A/ N RFIZER 10MB ~ MTEHEERIRE 3 (ECErE o

clusterl::> vserver object-store-server audit modify -vserver vsl -rotate
-size 10MB -rotate-limit 3

PR S3TEIZ4HRE

STEEIZAEREZ & ~ A UIESDIE IR EEFEEERA - BB REEFTREYHZF
R & e AAREBIAERI S -

FAREETL(F
TR BRI HF B M SVMAEIZAERERVEF o

* BFRE—{#H vserver object-store-server audit event-selector show #F%

MRELZEEA2Y » L EEEEPHFAESVMA « MG ERERIZAARER TR RSN
° SVM% T8
c HFEERTE
° FEVFIEIR(E

* SVM —f#F vserver object-store-server audit show 5%

MRRBEEA2H - L ERETEEFTREEEMGERERIZAHER ZSVMI TFIEA ¢
° SVM%& T8
° FERARRE
- BiEE%

ITRILIERE -fields ARIEE ERTMERRIZERENNZH -

R
FETS3IEZAARERIAERAE R

94



MRIECEERTHIREBRVAERS. .. BWA...

18 vserver object-store-server audit event-selector show
[-vserver svm name] [parameters]

SVM

vserver object-store-server audit show [-vserver
svm _name] [parameters]

)
TSR RE—REFERNEN

clusterl::> vserver object-store-server audit event-selector show -vserver
vsl -bucket test-bucket

Vserver Bucket Access Permission

vsl bucketl read-only allow-only

T EAEERSVM LB #EFENE !

clusterl::> vserver object-store-server audit event-selector show -vserver
vsl

Vserver :vsl
Bucket :test-bucket
Access :all
Permission :all

THIEREETFAAESVMBIRTE « TEIRRE ~ FHER « iR UK BIERER

clusterl::> vserver object-store-server audit show

Vserver State Event Types Log Format Target Directory

T3 EEHEERFTE SVMFEZEC st AISVM A TBFIZE AR E 1) o
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clusterl::> vserver object-store-server audit show -log-save-details

Rotation Rotation
Vserver File Size Rotation Schedule Limit
vsl 100MB = 0

SIS HIE LB ER UERFTE SVMIVFR B TEIZAEREE R -

clusterl::> vserver object-store-server audit show -instance

Vserver:

Auditing state:

Log Destination Path:
Categories of Events to Audit:
Log Format:

Log File Size Limit:

Log Rotation Schedule: Month:
Day of Week:

Log Rotation Schedule:
Log Rotation Schedule:

Log Rotation Schedule:
Log Rotation Schedule:

Rotation Schedules:
Log Files Rotation Limit:
Log Retention Time:

Day:
Hour:

Minute:

vsl

true
/audit log
data

Jjson

100MB
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