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1. BEAEERENEREEES —ERE ENESHE o
2. MIBRFIPSHERE S SED B4 ERAggregate :

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

WM"5< 2EERIONTAP E¥4M “storage aggregate delete Bl » :52E] ©
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storage encryption disk show -fields data-key-id, fips-key-id, owner

M52 2 EEFRIONTAP E%4H “storage encryption disk show &3l » 526 ©

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. YNRFIPSHAERELIFIPSIEARINMIT « FHiSERARIFIPSERE £RIDREIFARAIMSID 0xO0 :

storage encryption disk modify -disk disk id -fips-key-id 0x0

SR LA security key-manager query BfREIRIDHGHT ©

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0

Info: Starting modify on 1 disk.
View the status of the operation by using the
storage encryption disk show-status command.
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storage encryption disk sanitize -disk disk id
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all-state 818 o Y1"15< 2% E R ONTAP "% %4l “storage encryption disk sanitize Bl > 52 ©

() ONTAP RIRTEHMARTRIE  AEBEE - WATSMBEER NS -

clusterl::> storage encryption disk sanitize -disk 1.10.2

Warning: This operation will cryptographically sanitize 1 spare or
broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk

Info: Starting sanitize on 1 disk.
View the status of the operation using the
storage encryption disk show-status command.
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6. FRRRISIBHIEEMPE | storage disk unfail -spare true -disk disk id

1. REHIRREHBHBE | storage disk show -disk disk_id
MR REHEEE ~ sAte/k—{E#BEE ° storage disk assign -owner node -disk disk id

8. & A EBIRRAV BN R EN R BN R AV BN RA BN RA BN RS

system node run -node node name

#1117 disk sanitize release W% °

9. B#BH nodesdroand ° BREPRIIREIAPE | storage disk unfail -spare true -disk disk id

10. FEDHLIFIRE EM A BRI « Y EESRPERMEMA | storage disk show -disk disk id
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storage aggregate delete -aggregate aggregate name
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clusterl::> storage aggregate delete -aggregate aggrl

WMN5< S EZERONTAP E#4H "storage aggregate delete’ Bl » F52 R o
3. BB ERAYFIPSHARE I S SEDRYRERRID -

storage encryption disk show

WMiES 2 ZERIONTAP " E¥40 “storage encryption disk show &zl » 526 o

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. SHERHLRE -

storage encryption disk destroy -disk disk id

WM"t5< 2EERIONTAP E¥4H “storage encryption disk destroy &z » 526 o

() #AALERCBARRIEE  AEBRE - BARRNEERATHAS -

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.
View the status of the operation by using the
"storage encryption disk show-status" command.

HERIEN
* ETF IR ER"


https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-aggregate-delete.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html

s "FIF IR EEREE R
* "EENN R MR R TR AR

ONTAP H#y FIPS W44l SED ERSR BRI S

BELREUERBERR « MERFRAIKMIPERSEEZERER « KA LA LES
ENFIPSHABRIESED ©
BtA A

s NREEANKMIPEIRESIETENEE « BIKMIPERSSESTEA ZIHBMNEEEEE (FlNSE+
S USBHARERE) o

* B AREEEES T ENTIT(E -

1. BEIHERFIPSHSEESED L] :


https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show-status.html

HERAAIREED - CHERE o NRFERERES/HALRY - FEREFHEHES « LA
FERFAREERR AIFFREINEE - YIERE R
b. &R &SRS REAR AN LA

B o
C. TEPRERRDER

set -privilege
advanced

d. NSRRI B FIPSIEAE
I~ A ENREAFIPSERE &
#WIDR[EFAEERMSID -
storage encryption
disk modify -disk *
-fips-key-id 0x0

e FILREFRE -
f. FAtEAMEERT -
0. AR EHERMARR -

° WNREARRMR ERER
AR ~ BINEEERRE
FRMRR ~ SBRIRHARE -
disk encrypt
sanitize -all

° WNRCARRMIE ERVER
EAFH - MERRERR
TEHGRE ~ SRIHERMARR -
disk encrypt
destroy disk idl
disk id2 ..

° disk
encrypt
sanitize
disk
encrypt

@ destroy e
ERB AN HHEE
B - BEHm T
WIATEBEHA
EiEL E#IT ~ T
B =R
AR ©

h. #HHSEBHHRERELED
BR o WNIE—2K ~ REFERMME
BRI /K AISRAARS ~ MEFRFR
BB - EEBRERRR
A REHMRE ©



NRICEE LR ERVERE
AFE B EEE AR
R A EHARR

RFEFRARESHARE
AIFFREINEE -

PR B AR AR 7S 1R

set -privilege
advanced

- W SRMEBRE BRI FIPSHEATR

R« A EEMFIPSE S S
#®IDER[CIFEEEMSID :

storage encryption
disk modify -disk *
-fips-key-id 0x0

e. JEIEHARR ¢

KMI

storage encryption
disk sanitize -disk *
-force-all-states true

PAARESAIEE ~ (BREFRR

HIAMHE

e

* R IIEHAEREHER"
* "EF IR
* REF IR

- IRECH B R LR ERHE

AFEE - MBEAREREFH
B ~ SREHERHARR

- MRFEFRARESHARH

SEEREEAE -

- RHEPRFE AR SR A HERE

set -privilege
advanced

. $HERRATR ¢ storage

encryption disk
destroy -disk * -force
—all-states true

. B A KMIP {a)fRSS o
. $HEREAFIPSHERE M S SEDAERE

WFFA TR  BEEREIT

2RIIEEFERIE R o WIERTES

%{ﬁ%ﬁ%.‘ﬁfﬁﬁﬂﬁiﬁﬁ%ﬂﬂ%ﬁ

HERARDLIRRE « FRARN
KAZFIREE « WBFRFIBERS ©
EEBREARM - TLRENR
E o

KMIPfERES S #F R AR A ER


https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-destroy.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-modify.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-sanitize.html

RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -


http://www.netapp.com/TM

	使FIPS磁碟機或SED上的資料無法存取 : ONTAP 9
	目錄
	使FIPS磁碟機或SED上的資料無法存取
	了解如何使 FIPS 驅動器或 SED 上的ONTAP資料無法存取
	在 ONTAP 中清理 FIPS 磁碟機或 SED
	在 ONTAP 中銷毀 FIPS 磁碟機或 SED
	ONTAP 中的 FIPS 磁碟機或 SED 上的緊急資料會被粉碎


