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&8 - THIONTAP  FIABRERENEIREEMARBRFERR

AU EREHERTENEESRER « LWESVMEEREIIMPEIREIE o I UFER security key-
manager key migrate YRR REHLENNELETHEEIEREE SYM SEARNINTEBEERER °

FEYaZ Bl
* KMIP SSLA Fimfl{aliRas Reg A AE Zak o
s KN ASREENSYMEIES « ABEHITUETE o

* INRIECAERAMetroCluster JMEFE iR EIRTNAEZR EIRE(RIRIR ~ MetroCluster B AFTTRERTEYF « 7 5E
RSN EIRERE o

* EEEAZENIRIED - N BEMEZEE L ZEKMIP SSL/&:EMetroCluster ©

i 3:F4
1. REERENTRESIERNER :

security key-manager external enable -vserver admin SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates
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° ©° security key-manager external enable L EEL security key-
manager setup 8% ° MIREEREZARTFITHIITHS admin SVM Tas A~ HE
AIERENEIESVM o MU ARREEIES « TERTRELHE o EAIUHIT security

@ key-manager external modify e AEEINIEIBEIRMARE

© AXEEESVMIIRIEH ~ IREBRTEINPZHERE « BIMBEEEHTTMetroCluster
security key-manager external enable BEBHEE LGS

THa <L B ARIMNIZREIE clusterl AZM@IMNIZRAMS - F—EZHRARSSERE TR
FERBRISTE « B _EZRARBEERIPABLMTERERIBRISE « F=ETHBEARSERZERIPVEIL

UEFNEIZIBIRIETE

clusterl::> security key-manager external enable -vserver clusterl -key

-servers
ksl.local:15696,10.0.0.10, [£d20:8ble:b255:814e:32bd:£35¢c:832c:5a09]:1234

-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. RESVMHEREERER !

security key-manager external enable -vserver SVM -key-servers
host name|IP address:port,.. -client-cert client certificate -server-ca-cert
server CA certificates

° WNRITIE SVM BARTFIT FTITHS » svM TERA BRI SVM o BN EREE
HSVMEIES ~ ARERTESVMEE o EAIIUEIT security key-manager external
@ modify SRLUEEINDEIREIRMAR o

° EXEERISVMHIRIRF « IREEREINTERER « MAREEERH{TMetroCluster
security key-manager external enable BIEBHEE LGS

THar LA RARIIINEREIREIE svml ERE—RAARSFICISTRREIRIR 5696 !

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMIClientCert -server-ca-certs
SVMlServerCaCert
3. HEMEMHEMSVMEEREB—ETER ©
et eI LUE RS security key-manager external add-servers BREEHM SVM 89

(D 8% ° ° security key-manager external add-servers Sn@EHUL security
key-manager add 8p% c IBZENGTEE  AR2RFME -

4. SRR B BRENKMIPEARES B ELR :

security key-manager external show-status -node node name
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(D ° security key- manager external show-status fp< EEUL security key-
manager show -status % ° IBTENGLTEE  A2RFME

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35c:832c:5a09:1234 available
ksl.local:15696 available
node2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35c:832c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.

S. BRI AR A FHAR E EHA R IR RE o

volume encryption conversion start

EEMIRE Z Bl « WASTREREIMNIEBEIERER ° £ MetroCluster IRIEH « MBETEMEL S _ERES
HEEEIES o

RN IR EIZONTAP BUBE  SREA IR EMhRZASEIRRZ

TR LUE B — S Z EKMIP{RI AR 25 2K (R %%%ﬁﬁkﬁﬂymﬁﬁzﬂﬁﬁﬁfm o IR Z PRI
EKMIPfEIARESZ R E—EEIR: - B E D ERAMEME AR REITHREN KEEIRIE -

FAREETLF
Al AR ERRA SRR EKMIPEIARESZELR - ONTAP

RG22 Al
* KMIP SSLA FimAl{RIAR S /R A E &L o
* B AREEEES A SERITIIE -
* EREIINPEIREEREINZAT « EHATREMetroCluster IEAERTTEE o
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* EEEAZENIRIER - (N BEMEZEE LZEKMIP SSL&:EMetroCluster ©

1. REREHHRNSHEEENER °

security key-manager setup
TIREIEEARTEMERIFLE
() reaErxEmEEs  CREERERE CRTIESSMetroCluster -

- ERERTETEABZNEIFE
. FIBKMIP{EIARSS :

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() reaErsEmEEs  CUEERERE CRTIESSMetroCluster -

- FTIGERIMIKMIPEIAR S LUR (HB1E -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() EEERENEES  CQAETERE EHTIH < MetroCluster o

- FESEF A ERERNKMIPAARESIIEELR
security key-manager show -status

MBS TEE  A2RFME -

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. tha] LRI FHARE EHA R IR E o
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volume encryption conversion start

TGS E Z Al ~ BRI TEINPEBEIEET o 7€ MetroCluster IRIFH ~ AT MIELL & L& ES
BHIBEIES o

EREIRERAREEER

RETNFEMERY9.10.1BIIAONTAP ~ fERL AT LABHIRREER "Azure Key Vault (AKV) " # "Google
Cloud Platformfy 8 SIEARTE (BIHEKMS) " {F5 x:i_?lﬁ'ﬁﬁ FERFZILPHI ONTAP &%
% o £ ONTAP 9.12.0 B#5 ~ St r]LUE A RIRE NVE &i& "AWS FY KMS" o

AWS KMS + AKV #1 Cloud KMS B {R:E "NetApp Volume Encryption (NVE) &8&" @B ERISVM o

RAREETIE
Bl LUEF CLI 8 ONTAP REST API RN B EHLEEHN S EIE o

FRAEIRHERRETER 55 IR - RIETER ~ X SVM LIF 2 AR REE iSRS R iRENEH - fiEhEIEE
E%Fﬁﬁ(‘ﬁii (L FE i B B 58 AR 7SS (Iogm microsoftonline.com for Azure ; oauth2.googleapis.com for Cloud KMS
) ETEA c MRBEMERBREANLER - EERE A ETREASHREERT o

EREIRMHEREREIERTGR « CREETIIRE

s BEESIBEIENERT NetApp #7212 (NSE ) #0 NetApp Aggregate Encryption (NAE) o "
SMEBKMIP" BILABRAR ©
© RintEEEREIERBERA MetroCluster 485& ©
© BinEESHEERAETER SVM LR&RE ©
FYaZ Al

© WETEEENEIRMHERER LERE KMS ©

* ONTAP EEMEIRAAZIE NVE o

s [RUJEE L Volume Encryption (VE ) MZHEENZLEEE (MTEKM) B o

* T EREED SVM BES

* Bl SVM AEESTAMENEEE « t AERASHEERER - IREX SVM 83 MENEEE « &
BB L HRRE « FRERTE KMS ©

BRSNS iR EE
BRSNS E R EERUAR CERNEESRERRER - EEEENSREERANIRGRE -
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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AWS
e Z Al

* [BAZEA AWS KMS £ 215 « EHEENZM IAM BeFEA o IAM BB S 255 NME
EMRA :

° DescribeKey
° Encrypt

° Decrypt

FHE ~ A2 AWS XX B o

gn%E:

Ulll

7 ONTAP SVM _EE{FH AWS KMV
1. BIYAZ A0 ~ LR AWS KMS EViS7ZENEE8 ID M Eais o

2. RRERR G 4R8P
set -priv advanced
3. EXF AWS KMS :

security key-manager external aws enable -vserver svm name -region
AWS region —-key-id key ID -encryption-context encryption context

4. HIRIRTRES « SERMANERE o
5. WS AWS KMS BIFFESRE -

security key-manager external aws show -vserver svm name

Azure
7£ ONTAP SVM _EEYA Azure Key Vault

1. FYaZ A ~ SRS AZUretk FEIS B ERIBEEETE B « BIEAPIRHEEURE o
TR REETRIFTA BRESEREF o LAIUERM T RIRE cluster show°

2. RHERE AR R A ERE

set -priv advanced

3. £ SVM LR{A AKV
security key-manager external azure enable -client-id client id -tenant-id
tenant id -name -key-id key id -authentication-method {certificatel|client-
secret}

HIRLRTET ~ 58 Azure tRF B P In/RE S A P IRIEE o
4. HESE AKV BIERERIA -

security key-manager external azure show vserver svm name

WRARFSEARAENARLES « $5EBER SVM LIF EI78 AKV SR EIRRFSHIELR o
Google Cloud

7 ONTAP SVM LE{FEE 1R KMS
1. BAtAZ AT ~ 3544 JSON HIENE Google Cloud KMS 1R E &8 MR £18 - KA UTEGCPIRA
R FIEIEE o
St BREREETIFFESELERIE B EME o Ko UFERMLRIEE cluster show ©
2. BIEMREARR AR ¢

set -priv advanced
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3. 7£ SVM LRI Cloud KMS
security key-manager external gcp enable -vserver svm name -project-id
project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name

HIRIR T « SAFERRSIRELZSEHA JSON EEZMNAR
4. 70 Cloud KMS BRTEIERNZE :

security key-manager external gcp show vserver svm name

ARAE kms wrapped key status YE 2 “UNKNOWN” SRR NBZHIEE
WMRARFFFEARBESNAFLES ﬁﬂSVM LIFZ I EAGCPE iR B IEARTEAVELR o

MRBERAERISVMRE— :E%ﬁlb[lfﬁﬁiﬁﬁﬁ BHEMINVESRHEESVMAZEREEEAEE LS
RERHEINDZIREIERES - SEMEM CLI MITILIFE « FRITH < !

security key-manager key migrate -from-Vserver admin SVM -to-Vserver data SVM

ERINBEER SVM MIFE NVE B2 A1 « S555MFNER SVM BIMNNEBHEE o

HEREEER
* “EARFEMAI Cloud Volumes ONTAP HJ NetApp IR R R INZHEHEE"

EXFAONTAP EfhRzA (NVE) BIREEIRERE

e U AONboard Key Manager’R{rEE=EAREFENINIZRERNERE o B BEFEUN
Z AR E 5 BN TR SEEE _LRUEB Onboard Key Manager ©

RAREETE
A BHIT security key-manager onboard sync BREHMMIEERERNGS o

WNRIEHE MetroCluster 4B8& ~ BWAZE#IIT security key-manager onboard enable MiRLEREREE
BT ~ ABHIT security key-manager onboard sync FiRinE LFERAERZEBNGS o EEMITH
security key-manager onboard enable AIEFENGT - ARERIGHFE LHETRTRIE - BAFE
1T enable WRIGHFEBRHAITHT ©

RIETER ~ EEEMEMRAELE - CAEERATREIEELEE o 0] LAER cc-mode-enabled=yes HIEE
RIGAETEHNFIE BRI AEHERN o

MREE E'J?_Fﬁﬁ/\ NVE cc-mode-enabled=yes » {&FEAEIAHIRE volume create fl volume
move start iR EBHNME o WA volume create ’ IEARFEEIEFE -encrypt true °c WA volume

move start ’ fEARFTEISTE -encrypt-destination true°

EONTAP BIEERINER « SR AEEDEMALE (CSIC) MEX - B AEANVERERNSE - M
ﬁT’_ F—RRfRF) BEXFRA TRERREEREN - F2R "CSICHIRLZEMT" MNFECSICAIFMEET

16


https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf
https://assets.netapp.com/m/128a1e9f4b5d663/original/Commercial-Solutions-for-Classified.pdf

2 TAESREERER & I—REH BXPEER (cc-mode-enabled=yes) ™ R#K1TH
EUTHAEREE :

* REGEEE TARER)) B TERR  EEEAKMNERERN -

YNRCTEREE R A ERNEZERE « AN SHENZAIMRE - S2EELRE - E&
AEMRENENR  ARWMALERIEERD - —B - ARSI EBSREGTT24/\E
N~ HEEMEEEETHEEA2HNN S « ERAARERN - (IREZRE (HIW - &

@ BESTRIEFRMAREDN)  MINBESFH24/)\ KAkl « RS EMEEER, « AREER
PRI o

ARG EFEFEANetApp RSA-3072F2 NG 2 B /K5 B ACSHA-34IENIE B E -« Kig
EIRERTTEEM « MIE—RARAINetApp RSA-204812 N IE B B /REFSHA-256IE IS EME

AR L ERERBHAES  DHERREAT KRB ECIHRIE - NRERERKD -« BEEN
EFEEET—T ; TRIRGEEMERN - 552F cluster image BRABRKEMRNES »
B2RFME -

=1
=

@ Onboard Key Managera]i& &R 7 E B L CIRIET - ERMEMFAHFILR  BEH TR
RRARERBR - EIERRIFRGT « RRFLLER « EREIRRABTRERL B

RSz Al
s R BREEEIEE A SERMITIETIE -
* 1EEREOnboard Key ManagerZ A ~ &4 B & EMetroCluster S{EFFAEIRIE ©

1. BEEREEREARTE :

security key-manager onboard enable -cc-mode-enabled yes|no

& cc-mode-enabled=yes BEXRFEHAEETENMHEERAATETIERNS - MRLEER

T ~ BEERR NVE cc-mode-enabled=yes * {EREIIMNEIEE volume create
@ volume move start SRS EHENNIE o © - cc-mode-enabled MetroCluster ZHREARZ

EIEF - o security key-manager onboard enable oL EEUL security

key-manager setup e o

T EERE1 LREBTREERARES S « MAERESREMFARBABETE

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

2. EEAEIBIRTFTH « BIA32F25618F o2 BIRVERAENS « SEA Mcc-mode')  (64F256EF T2

HUBRAEES) o
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3.

(D YNRISERT"cc-mode"BRAEIE D It64EF 7T  RIE 2R EERAREFEBRETEAEN
RmZAl ~ 88 AMIERVIEE o

TEBRAEISHEET R T ~ ENWA RS o

4. EEEVL:‘EIIL_L %ﬁnﬂ@fA .

5.

security key-manager key query -key-type NSE-AK

(D ° security key-manager key query T EEL security key-manager query
key % o NECTENGIEL  A2EFME -

T &S ZEE R R EAEINREEE clusterl ¢

clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100056178fcbace6d91472df8a9286daacc00000000
00000000
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100df1689a148fdfbf9c2b198e£f974d0baal0000000

00000000

2 entries were displayed.

AT U A X F AR @ SRR B HIR & o

volume encryption conversion start

EEIAIEE Z Al ~ 7B TEEERE Onboard Key Manager © 1£ MetroCluster 2155 « M{EL & &A% ER
EANESIREES o

FER R
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BT EREFERAMIMNINZRMUE « UHRKMER -

SEEREOnboard Key Manageri& #MZIEH; « EZFHRERBH N IEERRINTNZEME ~ UEEHE
EXHFRER - FBF2E "FHRMAEZSREESN"

EXFHONTAP EffihRZA (NVE) RINEEREIR

& o] LAfEFHOnboard Key Manager’R{rse &£ A REZINEERNER - G BEESERE
EUINZHAR & B B I N Z AR AV =2 & _E R A Onboard Key Manager ©

RAREETE
RIABHIT security key-manager setup SRGEEFNIEERERNGS ©

yu%lu\@%MetrOCIUSter E’JTEE FTEE/EJ :% F‘L‘.:( > EH/ES—F§IJﬁﬁu

* £ ONTAP 9.5 H ~ fRAZEHIT security key-manager setup EAMEREEMN L security key-
manager setup -sync-metrocluster-config yes (ERimzE L « ERERIEMES o

* £ ONTAP 9.5 Z i ~ f&ABHIT security key-manager setup EAMEFREF - FFARLI 208 24
BT security key-manager setup EiRinRE L - FRAERERZHS

RIETERR « EMEMEE - EAFEERAZIBEIEEREES o £ ONTAP 9.4 B4 ~ ] LAFEA -enable
-cc-mode yes HIBEKFERAEEEMAKEREAEBHER o

MREE ~ BIFEAR NVE -enable-cc-mode yes ™ fERARIIAEIEE volume create M volume

move start npvﬁﬁgﬂ]ﬂf A volume create’ EARFEISTE -encrypt true ° BAMN volume
move start ’ EREEISE - —encrypt-destination true?°

()  =mEstcmE  CLAENREEL o

ez Al
* MREER NSE 3¢ NVE BECINBEBERE (KMIP) fAARSS ~ BIAERPRIMNIE B EIRELXERE ©

"M EEREEANRERREE"

c B ERREEIES A SEMITIET/E -
* fE52EOnboard Key ManagerZ i ~ 4 7A5EEE E MetroCluster S1E7F

raZID
ﬁ'é
Hﬂn

1. MBEREEEXRTE

security key-manager setup -enable-cc-mode yes|no

1t ONTAP 9.4 Fa48 ~ ,Q\E_fl«,(ﬁﬁﬁ enable cc-mode yes IEIBRER(EHEEEHHIHK
@ BEARIEEIRTHE - NRE ~ BZEER NVE enable cc-mode yes ™ [BfERE
I BVFERRE& volume create *D volume move start SR EBIIE o

TrgEfEEEE1 LRERESREERN « MAZRESREMEKRE ABRZNS -
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

BIA yes IR FRERNESIREIR o
EEAEBIRTFITH « BA32E25618=F T2 MRVERAZENS « @A Mcc-mode'l  (64F2561EF T2
BUERIREE) o

@ NRAEE R "cc-mode" BRAEHE D it64EF T ~ BT SR EERIREFEBRETERENE
RmZAl ~ B AT EREE -

N7
/

BRI HNRT T « EMBABREE o
D ERFIAMRRETR |

security key-manager key show

NEREIGLEEA A 2RTFME -

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



6. tha] IRHAE X F IR E EHIA R IR E o

volume encryption conversion start

EERIEE Z A ~ HBLTERTE Onboard Key Manager © 7£ MetroCluster 21550 « Mf@lh & # 4 E%
ERETHEES o

TR TR
BT EREFERMIMNINZZMUE « UHRKER -

BEEREOnboard Key Manageri& #MZIEH « EZFHRERBH N IEEFRRINTNLZEME « UEEHE
EXHEER - B2 "FIRMAZSREESH" -

SRR R AR IREE

& e] LAfEFIOnboard Key Manager’R{rse &£ AREZINZERNER - G BEESERE
EUINZHAR & B B F N AR AV 2R & _E R F Onboard Key Manager ©

7% ONTAP 9.5 SERRRA ~ MMAHIT security key-manager setup EFIGEIRLFIE
ERERRISMS ©

() 197 ONTAP 9.6 RRB#ikis « G4BT security key-manager sync SRIGHBEHIEE
BERHHS o

MRFERIIEEERENETREENZE - ERTNTI S SREMBIBERNER o

MRIEERMetroCluster WE TAHEE #BRE « 5B T7IZER]

* £ ONTAP 9.6 F%E ~ fEWAZBHIT security key-manager onboard enable FofEAEEE FEHIT
security key-manager onboard sync Ei2imsE L  (FRERNEHEZS o

* £ ONTAP 9.5 H ~ fRAZEMIT security key-manager setup EAMEREEN L security key-
manager setup -sync-metrocluster-config yes ffRimsE&E L EFAERIAVIR RS o

* £ ONTAP 9.5 Z R ~ 8 BHIIT security key-manager setup EAMEEE L ~ EFAL 207~ A
BT security key manager setup {1t EiRimRE L - FRERERZ o

RIETER ~ EEHMEMRAEE - CAEERATIREIEELEES o 4 ONTAP 9.4 BitA ~ EBJLAER —enable
-cc-mode yes BEIBER{FEHETEMKER AEHEN o

WMRICERTE E'Ji@ﬁﬁﬁ’:\ NVE -enable-cc-mode yes ™ fEEREIIIMEIEE volume create M volume
move start AR EBEINE o A volume create’ EREEISE -encrypt true © WA volume
move start ’ fEARFEEISTE -encrypt-destination true°

(D) =mEssws  CLAENEBEY -

fEFANVE/NZ Volume &£l

21



fEFANVEZZE INZ Volume E il

RAEBTIEINAES. 7TFIMAONTAP ~ MNRIEHEBVERE - UKREIMNISIZEIE - QIR
TEE = B A AggregatefIVolume % o M ZEEMIRAEZIE ~ BT UEMRSIEETIR
B E RV INZRINAE - ONTAPIEN B ZEVEREL R EEIREIE - 715
FiVolumefillZ o NVETF&FIPS-140-255 14R1EZ%E o

{EAVEZ R FAAggregate B4R INZ

NEHEFTHREVETZFIBAONTAP ~ BV MESRERIMEESELIERVESERE « Y
BRI BB EIRET  KTERREITINE o LONTAP IHAEEQ.6FA%A ~ f&aILUfE
FBAggregate B4RIN%E ~ ¥ & i8IS K4S A = HIAggregate ~ LUENNZBHIRE o

RIRERI(E

MRS TEBITENR S A = Aggregate B AR EE E PR ~ B BIERAggregate BARAINNE « NVERZ
1&Aggregate B4RV E R E PR ©

EFBAggregateB 4Rk INZERIAggregatef®2 NAE Aggregate (R NetApp Aggregate Encryption) ° NAE
AggregateFRRYFR A ik B ZB A ZBIEFAINAESENVE NI Z I TINE © {FRAggregate B4R INZE ~ {87EAggregate P iE
IR ETER G IEANAENMZEEITIE o oA ERTERE ~ SANVEMNZ ©

NAE Aggregate Rz IRAI X FHEFRE o

FRtaZ Al
T AEREEES A SERITIET(E -

HER
1. BxFAAE{EAAggregate B4R INZ :

3 fERLLARS...

fEFHONTAP NetApp 9.75¢ EFTHR 452 storage aggregate create -aggregate

IZNAE Aggregate aggregate name -node node name

fEFBONTAP NetApp 9.6ZEIZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

-—aggr-key true

1 IENAE Aggregate A NAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
—aggr—-key true

ENAE Aggregate2 A IENAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
—aggr—-key false
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TY)En L uIE LRAAELBARINE aggrl -

° EHThRZA : ONTAP

clusterl::> storage aggregate create -aggregate aggrl

o EETHRZS : ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
-aggr-key true
2. R BB A Aggregate TN !
storage aggregate show -fields encrypt-with-aggr-key
MBERGTEL ~ sr2RFME -

Toar L EEEE R RFEUIRERE agor1 ERUAME :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

STk
#H1T volume create BN INBHEENGS

[e]

R EFERAKMIPREIARZERFFEIRERIMNZE 18 « ONTAP BIEEINEHIEER - S EERMEEE X £F
Axeas o

TEEHERE & _E R ANZR
RBILUER volume create FEHHAEE FRIBAMBHGS ©

RIRERI(E

& B LUE B NetApp Volume Encryption (NVE) NINZEHEEEE -~ HONTAP NetApp Aggregate Encryption (NAE)
FRMAINZ RS o EERABMENAEFNINVE ~ 5528 VolumellIZH4EE o

R RRASBI NI Z T2 ONTAP EEIONTAP & ARVARAF RV EHREMABFAARE -

* YR ONTAP B - AR IEAIRIRE 4B cc-mode :REOnboard Key Managerfs « & o] LA f FIEE I AVRE

A& volume create ERIEESDIETE « H<THTEHME —encrypt truec°
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* EEHARABIRRA A ~ EABEFEFRAONTAP —encrypt true ¥l volume create BNBANMEZENGS (e
f&RERF cc-mode) ©

* WNRTIEEFEONTAP 321ii11E9.6-FEEIINAE Volume ~ R#4ZE1EAggregateE4REXFENAE © 3520 #HVER
TR FAAggregate B4R INE LIRS L T 1ERVEFAAE K o

* WINBEEMNEINAEERM9.7TFIAONTAP ~ FTZ U MNHIRE SR VERE « DURARSIMI iR SR
RIARIEITINE o RIRFARR ~ TENAE Aggregate P2 17 RIFTHAIR @R ANAELER « MIENVE o

° MNBEHIEL « EL2EIONTAP BHARARY -encrypt true & volume create iR HEZ1ENAE
Aggregate IR & ~ KR EARFIRANVEINZE « MIENAE o NAE Aggregate PR B HAIR @ &R ui /B
fEFANVENAEETTINZ ©

(D) NAEEARTSBAXTHHRE -

1. BYHHRE « ISR EEHEE RN o MRFHELE [IHNAE Aggregaterh < BIRIETRR « &0
WE S ENAERE |

AEEYT.. fERLLmL...
NAE Volume volume create -vserver SVM name -volume volume name

-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true+

ERZENAERIBERT ~ HAZEIRZEAONTAP -encrypt

@ true IEEMEFANVENZHIEE o FLUANAEESIEEI Volume
AIRRZAFONTAP » -encrypt true BUSTERRAINAENNZSE
B« BAEIINVE Volume °©

#>ZF Volume volume create -vserver SVM name -volume volume name
-—aggregate aggregate name -encrypt false

MBTRENGLEE B2 TSERELIIS volume create ©
2. SRR AR RETINE

volume show -is-encrypted true

MR

NRIEFERAKMIPREIARESRFAFEIRERIMNZE 18 « ONTAP BIEEINEHFEER - §BENEEE NEX) £F
Ax=s o

:allow-uri-read:
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https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html
https://docs.netapp.com/us-en/ontap-cli-9141/volume-show.html

TERAMREE ERAmE

AT AR volume move start_Evolume encryption conversion start 7

IREHIEE FRYBINZMES o

FAREETLE

* ETHBEN4E9.3RFIAONTAP ~ EAILU#EHA volume encryption conversion start 3% H] rﬁjﬁﬂﬂj n
FBIRANHMEE - MBEERUEEREHMAE - HE ~ BHAIUFER volume move start A< ©

* HH ONTAP 9.2 BRI «~ I RBEFEH volume move start 8% ~ A EARENIRA MR E 2R

,|Z\

fAVolume Encryption Conversion startfi % -~ EIRAHIEE FERMNE

RETHBEAARO. 3F;ﬁ§lL‘ONTAP s f&ELUEA volume encryption conversion start g8 [Fidh) MNZRIR
ENMIRE - MESRKREEREZHMUE o

TEEFRREIMERZ % « KATTRILIERE « IREEIFEIIRBEIMAERRE « FJU#IT volume encryption

conversion pause GE{EEMTL » LUK volume encryption conversion resume 8p<UIRIETE

o
@ fREE#FF volume encryption conversion start ¥ SnapLock Volume °

1. EIRBHEE ERAAME :

volume encryption conversion start -vserver SVM name -volume volume name
INFFSTRAELEL  AEHMTHNFME
Tl A ERAHRE ERAME vol -

clusterl::> volume encryption conversion start -vserver vsl -volume voll

ARG REREREIINEERE - HMEE ENENEME -
2. FEREHAIERERTIRES ¢

volume encryption conversion show

MBEENGCEE  ASHGCHNFME -

Todn< BREMEHRIEERIRAS |
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clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EEESTAE « SAMESDHARRE B RU I ThAE

volume show -is-encrypted true
MBTENRLEE  A2RAn<THNFME -
Ty LEER ENMNEIRE clusterl -

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%

g:i:

MR EEAKMIPEIARSZ REFEIRAVINE 58  ONTAP BIEEMEBHIRER - EEIRMEEE X E[E
gz o

{E£FAVolume Move startfi < EIR AR & _EEYA NS

SR UER volume move start 8% » AIEBREIRBHIREIREUAME o S AEFER volume move
start £ ONTAP 9.2 KB RhrAr o K] LUFEHHERAYAggregateT R [EIRYAggregate ©
RAREETE

* 1 ONTAP 9.8 B8 ~ &R LAER volume move start 7E Snaplock ¥ FlexGroup FRE&E RIS ©

* #£ ONTAP 9.4 F'aﬁ#“ QD%UT— WL@@&%%EEE%E%E&% Mec 801~ MEBRERARILERE volume

move start SR EBEENE o TLEEIET —encrypt-destination truec°

* /EONTAP IHSEEQ.65F44 ~ ErILUEAAggregateB4RBINMNZBINAE ~ & iRIE KA = BAggregate ~ LUHTE
EHRIRE R o FERAE—SBINERHIEEES NVE Volumes (E3SEHEH NetApp Volume Encryption
) o fEAAggregate B4R EiBNIZBIVolumefB%_NAE Volume (GERHTNetApp Aggregate Encryption
) o NAEEESRAZIRMX FHIIEE ©

* 1% ONTAP 9.14.1 B8YA ~ & eI LUfER NVE % SVM 1R Volume ° WIEFFMAE « 5520 £ SVM IREAIEE
L 3&7E NetApp Volume Encryption ©

Fa-ﬁﬁAZETJ
T ARREEES A SEPTIET(F - IEREEESEZRERNSVMEES -

"EIRFEPRIAEITVolume Movesh %™
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1. BBIRNAHIRE - WiISEBSTHIRE ERUAME :

aEE fERLtE<
NVE VolumeRV4EX FHIREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination true

NAEMZIRERINVES MM FHFEE volume move start -vserver SVM name -volume

(=5 EE’Ji&EE&FHAggregate}ﬁ,.& volume name -destination-aggregate aggregate name
=) -encrypt-with-aggr-key true

NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-—encrypt-with-aggr-key false

NAEWLIR & EAI FHEFRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

TENVERIRE TS E X FHRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination false

MERBNGCEE AR NFME -

THar L GEIR A BRMSN FHIRE voll & NVE Volume :

R

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

&% BBVt _E B RS F Aggregate BARINZE ~ T3 a < GEIAA AN NVE A FHFREE voll E NAE

Volume .

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-with-aggr-key true

T5ep & &L A NAE Volume vol2 & NVE Volume

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false
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To e < GER AR NAE Volume vol2 EAIXFHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-—aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

Tosh S G AR NVE Volume vol2 BN FHIIERE :

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false

2. AR MR E ISR
volume show -fields encryption-type none|volume|aggregate
° encryption-type H{iA]7E ONTAP 9.6 K EHIRAHENS ©
NERENGTEEL  F2RGTHFME -
Ty BRERPIEIEEMZLER cluster? !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. R ERAMEREITINE :

volume show -is-encrypted true
MBTEENGLEE ARG THFME -

THer LGB ENMEMIRE cluster? !

cluster2::> volume show -is—-encrypted true
Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

+
S
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NREEER KMIP RIARESREFEIRAAIMNZE E38 - ONTAP SEEMEBHIE &R S INE SR XEmARSS o

£ SVM REiREE 5% F NetApp Volume Encryption

£ ONTAP 9.14.1 B4 ~ EAILITEETE VM (SVM ) 1REEHEE B NetApp Volume
Encryption (NVE) ©° &8 NVE ~ iRHIRE SERAM—SRETINE « LUEE SVM B
ZEM o

B EET

DBEEN SVM 2% ~ A BETE SVM 1R Volume B NVE o

BRIt Z Al
* SVM REARE& RS AIFMER NetApp Aggregate Encryption ( NAE ) fNZEHY Aggregate E o
* IR ZEE R Onboard Key Manager S9N SRR RIS o
* EAEHAT ONTAP 9.14.1 EHTARA ©

s EEREASER NVE 1IZBIRE Volume B9 SVM ~ X BTERETEME « 1% SVM 1R Volume EHAA 4TS
= Volume -~ ABEHINNZE SVM 18 Volume o

° NR SVM BENBRIMESISER NAE - BIREIZFE AR G4HK NAE °
* Y05R SVM EEit SVM B IRIEREA S -

° #5584 SVM EHIINZREAZEEZ B AV o IREERIFD B AYM _ERUA NVE ~ BIABEIEIRSTEY
SVM 1R Volume E{ERIEXAE NVE ©

° MRBERtBREPRFIEESRREEER NAE ~ B SVM 1R Volume ffER NAE

SR
AT LUER ONTAP CLI RS EIES ~ £ SVM REEFEE _EEYAE NVE o
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CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

AARBEIR & N ZI1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume

2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
E o

2% SVM 1R Volume RNZE
1. Bheptisis & s

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

MEEZET « 5520 volume move * s52H #2E)Volume °

2. 58 volume move IERLITN volume move show 8%

volume BEER NVE BIFR LR EBEE o

°© o yolume show -encryption-type

AREES
1. EE FEZHE > WRe -
2. FEBMER SVM REFRERTES « EWR : AR HE o

318 T HEREEL | BET RW [ RAME J -
4 B2 R o

EX R ENE R AR & N2
RINEE/T489.8BAYAONTAP ~ {EATLUFE A NetApp Volume EncryptionR {754 B 25 AR hig itk

oo ©

RINEETI(F

() s Emr PEREE - FEAHSVMRHLE - SVM R E SIS E S A BE AR
# - £ ONTAP 9.14.1 BH¥4 ~ NVE

REERENNE—BRA « SBASTH o MEAEEFE - MEBTKE « BEARTEREMGREIRE « X
HITRZBMRIEE o

FRtaZ Al
* CHRMLAERAHAGR ©

—ERELARRE R ST HEIR Volume & o
s BRI E N EE L o
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é; WAV EEANEZSREERN « ASEASREELBLEHE (KMIP) HMNIEREIEFER

1. MEREIRE :

volume encryption conversion start -vserver SVM name -volume root vol name
2. FESDESHAEREATIRAS |

volume encryption conversion show
3. STREHRIFRIR - SAIEDHIRE B INE

volume show -fields

LU EETRINZE Volume BV 1 &5 451 o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted

vserver volume is-encrypted

5 ENetAppfERENZ

ENetApplERS R 4EEE

NetAppfERE NINFZ R E R AB RIS IR T BMiRMNE (FDE) IR LBEFHEFEIRELN
MEZEEH ~ MEEARINER - MNZEHE RFEREERENRFE o

B fENetAppiEfg i iN 2
EEEEFERRIMNT & i EIRAAREI T Onboard Key ManagerfBEXHIER 5 &8 1§ B C 553 B BN BHAREN

IR EERARSERFREPNE=724K - CATHEEEAEERHE (KMIP) SEREES
% - RIEEBWEREFNENFEERE LREINBZREERFARSELEEN -

* NEZREEREAE—ARNETIR  IEBEMERNEERY « HERIRHEREEE
TR NetApp Volume Encryptionf&BCHERSINE ~ £ B BMNERHIRK £ TE€EME) BH -
B B SRR HABR A B ~ B OMBENh &N o
YNRHABCEHERNNZE SASTINVMetiétixid (SED ~ NSE ~ FIPS) ~ S REEEEPAIET

() iFIPSHEMSISEDIHE ARIREIER FEIBIERGZ AT « HARSPINPTARIRE (MR
o) o MBI - TR QTERGRISEATBLRDS  FEKIMELIESK o
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SRR BN R AER
SR A B AR -

* BRINZEFIPSEYESASEINVMe iR % RITEFAS FRARITEE AR LZIEAFF o iEEEMRREMEZS_FIPSHARR
¥ FEEREBFEMNRIERLEL R 1402 « Level 2H9EK o RERITHAERR T IRIMINZBRE Z 5D ~ BHERS
IFHEERE RABEARTSINE - FIPSHAIRIL A R [ —(EE RS HARCH LRV E A ERBV IR IR S 1R ©

* fLONTAP # T IEAEAFIPS R A B HIMNZENVMe RIS RIIE « AFF ZIBTE32 ~ 320K EMRA R L
AT o BEHERETES_SED_ - IRftEIFIPSHARIEAERIBVANEINAE (BT AR F —BEIREEHARCH _ERYIE
INEZHIRER SR ©

* FRAFIPSERRRIHLIRIL ER 66 A B iRIBFIPSER-E BURIRE BB ARZIRAE o FIPSHAERA RIS MRZ=IE AT S AW
1)’:%*%3%9I~*E‘BE$EI’\JTI1EJ$$% (MR R BE 2 B 4R E 15 A S R AR R B S R IS REVS SR £ 18

() sEmemms R R SEDRFIPSHALMMRITLL o

@ WNRE{EEE Flash Cache R4 A4 L{EB NSE ~ &thFEEZERF NVE ¢ NAE o NSE &N
BRI Flash Cache 1&R4H_ FHIERL o

AEHERIIMNEIREE
HACANESREEREINNARE - MEABEESE « BMIRTIE—EEE  CERZEAIMDSIRERE !

* BEBNFRIFEZMERFIPS 140-25824k (RESRT) BHERERENTIREERRTE -
* BRE-EZEREMRANE EPEENERR -
* CHEEFEESNZ 2N « REEERFEATEIAMNEENAFENUE

SIEFHEER

TRETEZMNERIMNE EFESE - T EOKMIPFERSS « #EARRNERENRIHIEN  F2RERE
MEERIRR o

EIREIEE SR EER
IERIE RS * FIPSHiRR S ML B E — (BB s HARC B L R E MRV AR ISR S A o

AT ERHARCH TR — R E AT S ERIHAREH HF -
* SEDRIEA[F—EIRAEHARC Y _ERYIRMNEZHER R S A -

PR sE Ry * FIPSHERE S BT LI SASENVMeliiE i o
* SEDAAZNVMelERE o

10 Gb#AEE& S TE KMIPEiR EIR4AREIEONTAP X810 G4BT HEFYA ~ AN S IREIE
ARSI TN ©
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B ESREIRMARBIDBAE RINEET489.3FEONTAP ~ R MU ARG SRR SR E

=8 BARaS @R o B[R « CIEZERERIR eOM BB EIRFEMREN © 1R#
TFIERIZRHEE « REERTEEREEFRETEEZARESRERE
fEIARESHYZEER

84 (MCC) MetroCluster * NVMefZiE#Z 3EMCC ©
* SASHiRFEARZIEMCC ©

BRI TIERAZ

WARFREZIREIERT « #7801 B CEEE B RMBHERE - ERIUERAIMNTZREEARSIANES
mEERER o

External key management servers?

Install S5L certificates. Enable onboard key
management.

Configure external key View generated

management servers. authentication keys.

! !

Back up key management
information.

Create authentication keys.

'

Assign authentication keys to
self-encrypting drives.

HERAEN
* "NetApp Hardware Universe"

"NetApp Volume EncryptionE2NetApp Aggregate Encryption”
REINBEREIE

NS AR

TR LUER—XZ AN iR B IR AR R AERERARFIINEENNER  SNEEIR
EEARSERFRETNE=Z72A - ERTREELELEHHE (KMIP) BEIRHE
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https://www.netapp.com/pdf.html?item=/media/17070-ds-3899.pdf
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HER -

IR BRI - BiEEIRE SERNBIE RA U EIEA G R TIERIE « RIS EEIEIR
=, c ONTAP

NetApp Volume Encryption (NVE) AJEEONTAP ZIREHARZHIOnboard Key Manager?RE{E o TEEHTARA

Bz ~ NVEREBIMNBEREIE (KMIP) %nWLﬁ“ﬂE#}_—u&ET’E ONTAP#ONTAP IHEEZR9.11.158
Y8~ WA LR EETRTEZEINPSBEIRERN - F2H L =52 AERES -

UrEEONTAP NETWORKE ], (40 _ESZRfit)

INRICAEFAONTAP BYZRRAR 2 ERTARASHIARZAS « 55 E R AR AR TR « BRUAIND
TIREIE o

() #onsEEmo SBMEONTAP A4 G EBIREFA L EHNABRE o

=[] BizE BE

SEEEERNERE

SRS IRMER A EIPIIE ENZAEIBLIFAYIPAIAL ~ ERAIPV4
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#HEHKMIP{E RS EFAKMIP SSL/RFERERE R ULAV T 9 ~ MFEITSSLELR o IEERKMIP
{AlAR28 sR ESSLELR 2 Al ~ A BT ZEEENKMIPRE P IRSSLESE « UKRKMIPfEIARES
R/RBISHEEE (I (CA) HISSLAREE&E °

RIRERI(E

TEHARCH R ~ MIEERLAAERABEBNABMIABKMIP SSLIEE © M REHR S EHARHELR EHERERIKMIPE
A3 ~ HAECH RRYPRA BN ER AR EAEERN A B MFABKMIP SSLEE °

FYRZ Al
* BIUREE ~ KMIPRIARSS M ZEREARSS L ~ W BRD K o
© B EBBSRENARASSL KMIPA Rinm/&REE o
* (TN EEVS B R ESSL KMIPAB R Im/REERNFAE £ o
* SSL KMIPF P i /&RE NS T BB IRE ©
* B EEBUSKMIPEIARSIR/REGIZMEEL (CA) HISSLARIREE o
* £ MetroCluster IRIZH ~ i ATEMIEREE L EMEFER KMIP SSL /&5F °

() s LR AN « EKMIPERS L RER R AR o

1. LPEEEEMNSSL KMIPEBRIH&S ©

security certificate install -vserver admin svm name -type client

A ERNEEASSL KMIPARFIFARE &E ©

clusterl::> security certificate install -vserver clusterl -type client
2. ZEKMIPFEIRSIR/REIRIEEN (CA) HISSLARIRS :

security certificate install -vserver admin svm name -type server-ca

clusterl::> security certificate install -vserver clusterl -type server-ca

TEONTAP SZRIMDZMEEIBR T  REAIER (BEIRE) 9.6KREMhka

TR ER—HZEKMIPEIARS RIFREEERARFINZERNER - K&EZAHH
EKMIPEIAR2SERE—BENRS - B E MEA M SRR REITHRIEM KHWIE -

FEONTAP ZHsEMERY9. 111548 ~ ERIIEBEE 2 REMRESE LINE RS IEREZRARES « UBURENER
fEARaS - MEFHMEEN « F2RA RE=EVNEPIRARES o

FEYaZ Bl
* KMIP SSLA P ixfl{EliR2s/REMNBE T8 o
RN EREETCEEAREMITUIETE -
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* ERTEINPEBEIBREN AT « BB RZTEMetroCluster IEARRFZE o
* EEERZENIRES - BXBEMEZEE EZEKMIP SSL/&:EMetroCluster ©

1. RELENSHRERERNER :

security key-manager external enable -vserver admin SVM -key-servers

host name|IP address:port,... -client-cert client certificate -server-ca-cert
server CA certificates

o

° security key-manager external enable S EH security key-
manager setup T o EAI LT security key-manager external modify

(D Y UEEINPEIMEIRER - MBBENG L A2RFME -

© ERIREESVMMIRIEH « IREERTEINI B EIE « B AEEHTTMetroCluster
security key-manager external enable BEBHEE LM

THEr <L PR ARIMNIZIREE clusterl AZEIMNIZRAMES - F—EZRFARSSERE TR
FMEIIRIRISE « B _ELBARBZ LA IPMTEREFIBRISE « F=ETBERBIAZERIPV6(L
HEFNBIZIBIRIETE

clusterl::> security key-manager external enable -key-servers
ksl.local:15696,10.0.0.10, [£fd20:8ble:b255:814e:32bd:£f35¢c:832c:5a09]:1234
-client-cert AdminVserverClientCert -server-ca-certs
AdminVserverServerCaCert

2. FEVPA ERENKMIPEIREIIEER :

36

security key-manager external show-status -node node name -vserver SVM -key
-server host name|IP_ address:port -key-server-status available|not-
responding|unknown

@ ° security key-manager external show-status B3R EHU security key-
manager show -status Y c WEREBNGTEE A2EFME -



clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

6 entries were displayed.

TESHRIMNBEIREIEONTAP RUBIZT  sAEA IR ERTARABIRRZ

TR U ER—HZEKMIPREIARSS RIFEEEARFINBERHNER - K&EZAHH
EKMIPfEIARESZ R E—EEIRS - B E D EAMEME AR R EITHREMN KEEIRIE -

FREETL(F

Al AR ERIRA SRR EKMIPEIAREZZELR - ONTAP

BAtEZ Al
* KMIP SSLA R imAl AR S /&5 A E &8 o
BN EREREEES T AEMITIETE -
* EREINPEIBEIERRNZAT » EHBF R EMetroCluster LEAERTE o
* EEERZENIRIEF  BAAEMERE L ZRKMIP SSL&RFEMetroCluster ©
1. REREMRNSREPEAELR

security key-manager setup
SMEERAREENRE
() EeERENEES  CQAETEEE EHTIH < MetroCluster o

2. EEERTFTEABENEIRE o
3. FEKMIPRIARSS :



security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.1

() maERENEES  CUAETERE LRTIRSMetroCluster ©

4. FILEASMIKMIPFEIAREZ LURMEIE -

security key-manager add -address key management server ipaddress
clusterl::> security key-manager add -address 20.1.1.2

() meERENEES  CUAETERE LRSS MetroCluster o

5. FESEFA BERENKMIPHEREIEELR
security key-manager show -status

MECENGMLEEL A2RFME -

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available

6. tha] LRI F IR E SR IR E o

volume encryption conversion start

B E Z AT « MRS TEREINPEIBEIEIZTN © £ MetroCluster IRIFH ~ ARTEMIELL S LERESH
HEWEES o
RE#ELINPEIRFEMRES

fEONTAP SVMREAYA « IERILRE BR LI T IR EIRENRSSHVER - BEEENTH
falAkas ,.;'t_JLXESVMJ:?aEIE*D—AE@E@HHE%‘% TR IRERFONTAP ~ TEEEER
FRREMARSEZA « AEAFNEESRARES - BRIFERIITRAL « UBER TR
E- i

ShER & s8RBRES B FRANSE « NVE » NAEFMSED® & o SVMERZ Al 1B M{E = ESMEFKMIPRIIRES - G2 F E1d
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RS EZ AR =NREZBERES -

FsaZ Al

* "WAEZA SVM EXFE KMIP i85 18" o
* IR EZEFEAKMIPHEERRSS c MEZENEIRFAIREIEE « 552 F "NetApp BEMEHERTA"
s BERHFRA EZER A B ITONTAP KRR & ERAI9.11. 15 B HARZS o

* fAfRESVIEFEHHFAIG|E -secondary-key-servers S8R MIMNEEIBEIE (KMIP) {@iRZ3HITF
EVIER ©

BusEXERERS
MHERFIARICRSEREXETRMAMRES

i EENREERAIRBIIEESVM
1. SRR AEENERERE

security key-manager external show -vserver svm name
MR SVM ERARZNETESHARES - AR ALBRER—ERENEESHREMMES « A 6cimng
MR FEARES o

2. HRXESBEEERN .
security key-manager external enable -vserver svm name -key-servers
server 1ip -client-cert client cert name -server-ca-certs
server ca cert names

3. B EEEARSSUFIERELIRFEIRES © © -secondary-key-servers 2B REZ=EATEq
AREFHVIEZ IR DPRBEE o
security key-manager external modify-server -vserver svm name -key-servers
primary key server -secondary-key-servers list of key servers

MEREZRARSERANEEZZRAMRS

1. BRERRAEIRSBLGMNE R ESIB[EARSS © © —secondary-key-servers 28BS REZ=(ATEE
AREFHVIEIRDPRBEE o
security key-manager external modify-server -vserver svm name —-Key-servers
primary key server -secondary-key-servers list of key servers

NERESIBFEIRSHFEZEN « 55289 [mod-secondary] ©

fEciRE T iRMAmRES

TS ERESRARSSNORE (FEFIRE) - HEEBRIESRARSS - WEFRESBARBIHEFEN
I8 ~ ZRAECRSMNER iR R AR R s 5 ©

BT BN RESRAIRS
LERIFIESHARDPEBLANESHERES - CHELEERBZEL SYM P8R security key-manager

AL
external remove-servers BA<T °

AERREZRARBERN T ESRERES - CXAKKRANETEZRAMBBIFREZRAIRS - H2H
[mod-secondary] » IREAEBIRIRA ZREFR X EZRARBFEIRS T ERRES « ETHBRNERZAER
MG EIRERFIAEEERNSIRER o
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B EEH AR
REEEFIRZFEHEI -secondary-key-servers B8 # security key-manager external
modify-server 8% © © -secondary-key-servers 2T LUERDIRAVEE o« BEFRESIZFIRS

HIEEIERAE R EBERZENFENER o U Tir S RERZERNER security key-manager
external modify-server UREIEFHAREEHFIRES °

EERBRAXERIRERSS - FEH -secondary-key-servers S EESCEERENTEMRRSS « FRE
BRELPRAVAIARES - EERIAMERESWAMRES « AEHAG I -"KRTEE -

MEBEBHME » 5520 security key-manager external BE "f1§SZ2ZERIONTAP" o

EIIONTAP Bz 88  sAfEA32ME L LR

RBILUER security key-manager key create Fp<RIEEIIENELAYEREE £  Wiid
HEAFEREMN KMIP @iRas L o

RIRERI(E

MRENZ2EREERCERARNEBETELERFNFIPS 140-2885%  TRZASESHBRILENNE
8 o MRERALIFAOLE « ERIUEARERHFZFEUERD FIPS JERBREERE R o

HEINRER] e e P BVFR A BRI BREE £ 58 - ONTAP

* EYFOnboard Key Managerf% « RZIE LS 3B « ExFOnboard Key Managerf$ « & B 8172 17 M{E &S
T8 o ERIUEA TS RIREEE -

security key-manager key query -key-type NSE-AK

* MIRRENTREEFARSERFER128EMETR - LKTWIES -

* EAILAER security key-manager key delete MBRMEMIKEAZIBIIG S © © security key-
manager key delete MIRIEEEIEEHAIIER ONTAP fF/H ~ Al EELK o (R BEERN T
adminl BYRERR ~ A SefERALLHR S ©)

TESHRINGEIRIE S ~ MR Z AT ~ G ASHE S1ERBHEE LIRAEAZHRMetroCluster
o WAIIAGFRHEE LERATIIGRS - RESBESKEER -

@ ° storage encryption disk show -data-key-id key-id

° storage encryption disk show -fips-key-id key-id

a2 Al
T AREEEEE A EHITIE T/ -

1. BT EEEHRMERE SR

security key-manager key create -key-tag passphrase label -prompt-for-key
true|false
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RE prompt-for-key=true FRAIEN=EEIEESERENEHMIEEREREZEE - &
(D E'J A EEEEI2(MTHNERAENE o o security key-manager key create @p

EHUY security key-manager create-key i ° IETRBNMLERE  BREF

HHE°

THEEIERIIMNERE S clusterl » BEIEY 32 (TS

clusterl::> security key-manager key create

Key ID:
000000000000000002000000000001006268333£870860128fbel7d393e5083b00000000
00000000

2. EEDIL:‘ EIL—L%MD%%%A

security key-manager key query -node node

° securlty key-manager key query T EEUL security key-manager query
O keym2-mEE *éﬂ’]ﬁ%aé, HSHTME - BEPETHLHDRARSRRELHE
BRI - EXRCERINESESRABERMB LR o

TS R R E E AR REEE clusterl !
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clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: external
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: external
Node: node?

Key Tag Key Type Restored
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

TEONTAP ERfhRASBIhR AP ERE 18

AT LAfE security key-manager create-key An< BIEEI EIELAVEREERIE « Wi
Hi#EFEERTEN KMIP RS L ©

RIRER I

MRENZ2MEREZEREERFAENZIRETELEREMFIPS 140-255:8 « CRZASEZREILENNE
iR o RIBRAIFOLE ~ A UERRERFIERNFIPSZ R BERE T

IEINRERI AR e R RIFR A BNRE R 1L BRsE 88 © ONTAP

* EARESREIER  AZEILH< -
* MRRENTRERAMSBEREFEB128EkETR « LTWRIES
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TR U R TR SR ARSI REAREANER - ARBRAT
FIsEZ Al
T ARREEES A SERITIET(F -

1. BUSREMRMEETE

security key-manager create-key

MBERBNGSEE ARG THNFME -

@ # PR EIBIDE AR S KRR BBIHEAE - EXE

T EEFEEIIAVERE S clusterl ©

clusterl::> security key-manager create-key
(security key-manager create-key)
Verifying requirements...

Node: clusterl-01
Creating authentication key...
Authentication key creation successful.

|:|

BIRAVERE

TIRBERMES

Key ID: FI1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-01
Key manager restore operation initialized.
Successfully restored key information.

Node: clusterl-02
Key manager restore operation initialized.

Successfully restored key information.

2. BRERIUBEEE
security key-manager query
MBEENGBLEL  mRAFME -

TS HEREE TR EARIURETI® clusterl !
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clusterl::> security key-manager query
(security key-manager query)

Node: clusterl-01
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-01 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Node: clusterl-02
Key Manager: 20.1.1.1
Server Status: available

Key Tag Key Type Restored

clusterl-02 NSE-AK yes
Key ID:
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

IBIRE R EEE SIRACFIPSHARIEEISED (SMIBEIRELR)
BRI LUER storage encryption disk modify St ErEERE Tigtskéa FIPS
RIS SED o Bx&ENEA(E AL £ 5% 2R 31 E S AR PR EH IE HARR IR ERUINZE B RS o

RIRERI(E

BRMZHEE I EERESRIDREAIETERER - T2RIRE - FAZRERENER - BEEmL2ID
(MSID) EESH&ID 0x0 « @SASHIEMAIZAETERE o FHINVMe iR « 1ZEFEREANIEE - RTAT

BHERID - BRI ERIDIEIkG B HRMBHIRERE « 2SR EBRESRDEESIFERE -
IR g RETEE -
a2 Al

T ARREEES A SERITIET(E -

1. 15K E K B8 £ 145 F IPSHABRIZEISED :

storage encryption disk modify -disk disk ID -data-key-id key ID

MRTENSLEE  R2RAMTHNFME -
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(D RATLUER security key-manager query -key-type NSE-AK #fREISIDAIEES ©

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

2. HEEIEIEIRERE 18 ¢
storage encryption disk show

MERBNGCEE A2RFMRE -

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C

[...]

RENEZIREE
BB RTRAMIERHRAS « LAFIBIT RS 5 EIZONTAP

f&A] LAE R Onboard Key Manager§&z8FIPSHEREE SN SEDBY R LR, - NEESIHEIFE
E—HEAZIA - JEERERN@EFRA - HENETEHEEE® - Onboard Key
ManagerfF & FIPS-140-255 14RAZZE o

&I LAfEEFOnboard Key Manager?R{REZE S AREFINNMEZERNER - CABETSEFERINERITFEN B K
INZHE IRy S _ERUAAOnboard Key Manager ©
RIREIET(E

CNZBEHIT security key-manager onboard enable BRiFEIEIIL ERERFAYEFS o £ MetroCluster
ABREHR ~ IRAEET security key-manager onboard enable FESEESE E3IT security key-
manager onboard sync {EiEimate b » FRAMERAEHZE

RIETER ~ SERLEMFNE - CARERATIREIEREZLEN o R T7E MetroCluster FR ~ fERTLUERA cc-
mode—-enabled=yes EIEERFAETENREERHABER o
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= rWL%fQ"qfifl‘zftJ £ T—M&H) BEXHEBR (cc-mode-enabled=yes) ~ R#HR1TA
ﬁJ«X—Fy'JT:T_t“

* REGEEE TARER)) B TERR  EEEAKMNERERN -

YNRERIAENetAPpREFINZE (NSE) ~ BEGTERME R A EFERNZRERN « AIRER X
BusE HIERA Y B EN B - E2EEIRRE - SUATERER R F oA ERNERE
=5 o —ER - ARRZSAEESTERTE24/\KA  HHEEARERERHEA28NH

@ <~ [EFEEARERDS - MFZEZIRS (FI ~ CEESITRERAARERE)  IXASE
Fr24/\ErEAT AR ~ SR EATRRENERRS © A BEERIRE o

* RIFMEREFZERNetApp RSA-307212 N 155 B /KRB EACSHA-3B4E ISR ERE - ki
EIRERTEEEM « MIE—ARAINetApp RSA-204812 N IE B B /REFSHA-256 IR IS EME

AL EHRESBHARE « LFETIMEABRREE LSRG - MR/  BREER
BEFEEET—F  SHMGENERN - F2H EEMEGR FME - UBUSREEM
*Eﬁaénﬂ °

@ Onboard Key Managera]i& &R (7 E B ECIRIET - ERAEMFAMFLLR « EH TR
BRARERBER - TEBRIEGRGT « RIRFLLER « B MCTIBRABTRENAER

ez Al
* REFERNSEREIIMNBZIREE (KMIP) EARES « RILARIBRIMNE R EREENERE ©

"IN EEREENRESRERE

N ERRETESARERITIE T -
* ERIEOnboard Key ManagerZ A ~ &85 EMetroCluster S EFFAEIRIE

1. MBI BEEEXARESS !

security key-manager onboard enable -cc-mode-enabled yes|no

|E cc-mode-enabled=yes EXFERETEMMREBMASREIERZH © o - cc-
@ mode-enabled MetroCluster 4BREARST$EIIE3BETH o o securlty key-manager onboard
enable BT EEUT security key-manager setup e e

TrEHEEEE1 LRBITREEREAREN T « MABEKREESRENFREREABREE

clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>
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2. FEATBIRTETY « BA32E)256(EF o2 MAVERIZEE « Z#A Mcc-mode')  (64FI2561EF T2
HYEREZEE) o

@ NRAEER "cc-mode" BRAEHE D it64EF T » BT ERMEERREFEBRETERENS
RmZAl « A AT ERIEE -

3. TEERATIEHRET T « ENEAERES
4. HERERIUBEER

security key-manager key query -node node

@ ° security key-manager key query SRR EHEf{ security key-manager query
key 83 % o MIBTBNGTHE  F2RFME -

TrEAEREEREARIURETIR clusterl !
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clusterl::> security key-manager key query
Vserver: clusterl
Key Manager: onboard
Node: nodel

Key Tag Key Type Restored
nodel NSE-AK yes

Key 1ID:
000000000000000002000000000001000c11b3863£f78c2273343d7ec5a67762e00000000
00000000
nodel NSE-AK yes

Key ID:
000000000000000002000000000001006£4e2513353a674305872a4c9£3b£79700000000
00000000

Vserver: clusterl
Key Manager: onboard
Node: node?2

Key Tag Key Type Restored
nodel NSE-AK yes

Key ID:
000000000000000002000000000001000c11b3863£78c2273343d7ec5a67762e00000000
00000000
node?2 NSE-AK yes

Key ID:
000000000000000002000000000001006£4€2513353a674305872a4c9£3b£79700000000
00000000

ERIEES

REREBERIFEFERAEIMNINZRAE « UHRKER -

FrENEREEENNEEBHENIZENERTENE (RDB) o BKHOEZFIHEMNENR « UEEEEKEE
fEm o

YR E AR ARV ERTHRZSONTAP

eI LUEEOnboard Key ManagerB&:8F PSR s SEDI R ERIEL - RESBEIERER
e—IERETA - IRtHEBERERNEER T - AERIRHEEREE1E © Onboard Key
ManagerfF & FIPS-140-25 1 4R1Z%E o

EE] LUEROnboard Key Manager®R{rs&& £ R FEUINZERNER - B BETSEFERNZHIFESERK
N HERRRE S _E B Onboard Key Manager ©
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FAEELE
ATEHAT security key-manager setup BRGEIRFIEEZERNGS ©

MREFEHBMetroCluster B2 TAHEEL 4BRE ~ A2 528 :

* £ ONTAP 9.5 A1 ~ f&AZEHIIT security key-manager setup FEAEREM L security key-
manager setup -sync-metrocluster-config yes EiRimERE L - FRAERNEHE

* £ ONTAP 9.5 ZFij ~ f&AZBHIIT security key-manager setup EAMERE L~ FFRLL 20
BHMIT security key-manager setup 1t ERIEEE L - FHRAMBREREN o

RIETER « SR EMFEE - CARERASREERZLENE o € ONTAP 9.4 Bt ~ IERIMER -enable
-cc-mode yes EIEERFEHAEEEMAKEBEARERS o

MEREE . ,E\U?Eﬁﬁﬁ/:\ NVE -enable-cc-mode yes ,._.\TQFHL_LE’JEZ{E$E volume create M volume

move start L EBEHIINE o B volume create ’ IEAREEISE -encrypt true ° BAF volume
move start ’ EARFEISTE - -encrypt-destination true?®°

() =EERsnE  COAEREDDHE -

ez Al
* INREFEANSERRIMIRREE (KMIP) EARSS « RILERPRIMNEE B ERENERE -

"IN EIREEREENESREE"

c BN BEREEEIEE A RERITIE I
* 8% EOnboard Key ManagerzZ g * {844 7B5Ts% EMetroCluster S {EFFRRIRIE o

1. BEEREEENRTE

security key-manager setup -enable-cc-mode yes|no

7% ONTAP 9.4 B¥4 ~ :U\E_[J—Xﬁﬁﬁ enable cc-mode yes ILEEIBR]ER(FABE T EHHIE
@ BRMATHBEERS - MREZE ~ BJERAR NVE —enable cc-mode yes ~ [BfERAE
MR volume create 5Fr|:| volume move start B EBEEMNE o

T EERSE1 LRERESREEREN - MABRKRESRENRR R A BRI
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

BIA yes IR FRERNESIREIR o
EEAEBIRTFITH « BA32E25618=F T2 MRVERAZENS « @A Mcc-mode'l  (64F2561EF T2
BUERIREE) o

@ NRAEE R "cc-mode" BRAEHE D it64EF T ~ BT SR EERIREFEBRETERENE
RmZAl ~ B AT EREE -

N7
/

BRI HNRT T « EMBABREE o
D ERFIAMRRETR |

security key-manager key show

NEREIGLEEA A 2RTFME -

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK



SERL TR
FrENEREEENTTEHFHNIRENERENE (RDB) -

SEEREOnboard Key ManageriE#MZIEH « EZFHRERBH N IEEFRARINTNLZEME  UEEHE
EXEFER - B2 "FIHROAESREES" -

IEIRE R BRI FIPSHARIZEISED (REZHREIR)

RBILUFER storage encryption disk modify mieiiE MBS T Higtskéa FIPS
iR Ek SED o NS R FENLIEE FRER] o

FREETLF

BIMNEBHEERE R A EEE RMIDREAIFERER - 7EREIFRE « FRARERENEFI - RIEHLRID
(MSID) BAEHRID 0x0 « ESASHAREBIIRAETARIE - HINVMeiiRi% « IRETARESDNUIEHE - RTABE
BHEH#ID - 2R EBIDISIKGE B RIMNBHEREER « AR SR HEE SR DEERIFFERE

FRtaZ Al
T ARREEES A SEHITIE T/ -

1. $5IRE KBRS I84AF IPSHEARR 4BV SED -

storage encryption disk modify -disk disk ID -data-key-id key ID

clusterl::> storage encryption disk modify -disk 0.10.* -data-key-id
0000000000000000020000000000010019215b9738bc7043d4698c80246db1f4

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

2. BRI 1R -
storage encryption disk show

MERBNGCEE  A2RFMRE -
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clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
0000000000000000020000000000010019215b9738bc7b43d4698c80246dbl1f4
0.0.1 data
0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722

[...]

H%’FIPS 140'2:1\ uu%ﬁ‘ kY 12 fAj:E /)’[kn\l:l FIPSE%E%*%%

RBILUFER storage encryption disk modify 8% -fips-key-id #& FIPS 140-2
EusE SIRIEIRAG FIPS MATRIEAVEETE - REEEA L EMA N ERFEUAINIHEAIREE

% ~ BILNRs LR B B BARFE I EE o

RAREIETF

THZ2REAEEEFEAFRNERIETEREREMFIPS 140-25858 o MNRBERIMIEULE ~ LT UERERE
KZEUERIAFIPS /AR IB BT &8 o

It A gRETEE

FIYAZ Al
TR BN RE A BT FRFIPS 140-25R88 o o "NetApp E@MHERT A" B8 TR RBRAAIIERIE o

1. WABREECIRRERERE S o KIUFERREMEEFE IR EEER ' NESHEERE
Il o SR E A <15/kE® storage encryption disk show©

2. }5KFIPS 140-28:5 £ 484ASED -

storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

o] LAfER security key-manager query {@fREigIDAVERS ©

clusterl::> storage encryption disk modify -disk 2.10.* -fips-key-id
6A1E21D80000000001000000000000005A1FB4EESF62FD6DS8AEG6754C9019F35A

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

3. HEIEIERERE S
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storage encryption disk show -fips

MECENGLEEL  A2RFME -

clusterl::> storage encryption disk show -fips
Disk Mode FIPS-Compliance Key ID

2.10.0 full
6A1E21D80000000001000000000000005A1FB4EESF62FD6D8AEG6754C9019F35A
2.10.1 full
6A1E21D80000000001000000000000005A1FBAEESF62FD6D8AE6754C9019F35A
[...]

~KMIPREIARZS ZR R A £ £EFIPSHEAERET

e LUEA security config modify 8% -is-fips-enabled BHIBAINE2ESE
FIPS BRI ~ UHEHPNERMER - Mt FaFRETERZEKMIPHEARSSR « LIFIPS
B FAHOpenSSL ©

RIRERI(E

B A REFIPSHAIRAE « RERRBEFERATLS1.2HMFIPSERNEREH - BREEREEEFIPSHE
BRI o

AR ENEERENZEMERZ R - FREMFMESEEES -

Mt 2A
TR AR R AFIPSIERT -

* FREKMIPEIARASEBLASZIZTLSV .2 - BUARELEFIPSHBEINR « RIEFETLSVI. 27 SESTRRKMIP{E
ARESHYZELR

1. PR B AR SR A RS

set -privilege advanced
2. BRI R ARIRTLSV1.2 :
security config show -supported-protocols

METBNGLEE  A2REFME -

53



clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSv1.2, TLSvl.1l, TLSvl ALL:!LOW: yes
'aNULL: 'EXP:
!eNULL

3. AR EEFIPSHAER !
security config modify -is-fips-enabled true -interface SSL
MBEZENGRLEE  A2RAFME -

4. FEIEREEERD o
S. N ERHEEEEFIPSHEBEL !

security config show

clusterl::> security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL true TLSv1.2, TLSvl.l1l ALL: !'LOW: yes
'aNULL: 'EXP:
!eNULL: !RC4

EIENetAppiNZ

fRPRIEIRE BRI
AT AR volume move start FANRBEIFIEUHINZ Volume BRI S ©

FsEZ Al

TN EREEEIESAEHITIETE - & ~ {FUURRETIESZIREM L SVM BIEE o (IFFME
BE2E "SIKHITVolume Movefs S RIFERR" ©
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1. BEIRANNBHEEE « TECHINZHEE FHER

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name -encrypt-destination false

MNEREBNGLEE A2 THFEMRE -
THe< EREFAAMIRA Volume voll E BRI Aggregate aggr3 WEUHINZHMEE FRER :

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr3 -encrypt-destination false

AR EMIEREIRRAINE IR - HIRE ERVERIRINE o
2. DR E B ERME -

volume show -encryption

MBTRNBTEE » R2RGTHFMRE -

TS L ERERHEEE TR clusterl BINE :

clusterl::> volume show —-encryption

Vserver Volume Aggregate State Encryption State

vsl voll aggrl online none

BENNNZHRE

AT LUEA volume move start ARNBENMIZRMIRENGS o BENBVAEEE r] AR
HRENESERXARNESE L

RIRER I
YR B RYt ERRA S B B9 Volume R 3ZE Volume INE ~ BIFSENRI &L/ -

o —encrypt-destination BY3EIE volume move start MZREIRENTERES true ° IEELARFEBW
# Volume MIZMIER ~ AIEFRERERIOSHIEE ERERRE o

FsEZ Al

UM\;E =EEEESAERITIETE - HE ~ Ko USEETEESRIERDN SVM EIE8 - NHFMEEH -
FH2B "FIKHIT Volume Move &5 5 HIERR" o

1. BPRANMEHRE « LREIRE ERERHRFTINZEARAE

55



volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name

MERENGTEE  A2RAnTHFME -

Ty EREAAMIRE Volume voll E BRI Aggregate aggr3 MiAFHEREE FRIE RN :
clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr3

2. MEERHARE B E RN ¢
volume show -is-encrypted true
MEBEZENGRLTEE  A2RAnTHFME -

TG LERERLENINZEIEE clusterl :

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr3 online RW 200GB 160.0GB 20%

ZkE1TVolume Movers % EIRER

,ax_JL,(ﬁ% volume move FAMINZBIRAMIRE « BENINZHARE S BRI B AR E R in
< c REBIEE R MUHIT volume move MR AE ~ SEHITin THIERZEIKES SVM
BIEE o

FAREETLF

KFE:% ~ SVM R TIEE T *&?Ef)ﬁ vsadmin B « FEIEBENEIEERER o R BEISIK vsadmin-
volume SVM RAEIEENAE « EMMIBELIEIT volume move B ©

TER
1. ZIRHITHIHEPR volume move B % -

security login modify -vserver SVM name -user—-or—-group-name user Or group name
—application application -authmethod authentication method -role vsadmin-
volume

THHLERT SVM BIEEHITHIHIR volume move 85 % ©
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clusterl::>security login modify -vserver engData -user-or-group-name
SVM-admin -application ssh -—-authmethod domain -role vsadmin-volume

£ Volume Encryption rekey startii < S B EENINZ S8

HIEZFHEENNNZ TRE X2 M REME o WINBEN4E9.3FKRONTAP ~ ISR AfEA
volume encryption rekey start SENEEIEBIGS ©

RAMREETIE

EMBAEE—BRE - AT - FRIREEERE - MREE/EEIARBIEIMEERRE « AJUAMIT volume
encryption rekey pause E{F{EEMNMS » UK volume encryption rekey resume mi<UIMIENE

o

=<

EEMAAEETH A « HIRE EAMERRE - B AKREH BB ERNNER - T8 « B ER
ENwiR o

(D fRE AR volume encryption rekey start ZF#iA SnaplLock Volume °

1. BEMEEE

volume encryption rekey start -vserver SVM name -volume volume name

T GLEEENINEERE voll £ SVM Lkvsi ¢

clusterl::> volume encryption rekey start -vserver vsl -volume voll

2. EEUD‘E¥E$EJA1’E¥E’J%I s .

volume encryption rekey show
METBNGLEE  ASREMNFME -

Toler < SRR EMBAERERRE

clusterl::> volume encryption rekey show
Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EMEAEETTANE « AR E BB MZEThEE

volume show -is-encrypted true
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clusterl::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

{EAVolume Move startfp < 2 EHEEMNZ &8

TEHIE EHMIEENNZREREZE2MEREMTE o KR LUER volume move start S8
NZEEWBIGL © (A BEFA volume move start £ ONTAP 9.2 KRERhrAH o #8)
MR &E R IR BRIV ESRE R AENESRE L °

RAREETE
fC#EFH volume move start EHT#IA SnaplLock 3% FlexGroup H4HEE o

FIYEZ Al

"'%\;E =EBEESAENITIETE - HE ~ Ko UESEEEEERIERMN SVM EIE8 - NHHMEEH -
E20 "EZIKHIT Volume Move g5 S HIERR" o

volume move start -vserver SVM name -volume volume name -destination-aggregate
aggregate name —-generate-destination-key true

WMETENGRTEE  A2EnTHFME -
TIehLE2RFHBAIRE Volume voll EHHM Aggregate aggr2 ME BN EIE ©

clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -generate-destination-key true

[e]

ARG AUEERIIMIME S o MEE FHNERDERFMERRE
2. FESRRIEE BRI

volume show -is-encrypted true

MBTENGTEE ARG SHNFME -

TG LERERLENNBEEREE clusterl :
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clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RWw 200GB 160.0GB 20%

TEEEERE iR LUEITNetAppRTF INE
fEFANetAppfEfFIIZ (NSE) B ~ ISR A EiEEa-E <18 o

FAREETL(F
MREEAMPEREERE (KMIP) ~ BIRIXENSEIRIZPRI e SRR 1R o

@ Onboard Key Manager (OKM) FsziENSEIRIEHMEEERESHE o

B
1. & security key-manager create-key ELEMEESENG< o

AR EEMBEREER « T2 BEEER

2. {EF storage encryption disk modify -disk * -data-key-id =& EEEREEMNGRS o

B I0 22 BY AR &
REILUER volume delete MIBRINBHIIEERARS ©

G Z Al

. "M\’EE%% EEAFEHITIETIE - & ~ B UEEEEIEESRIERE SVM BIES - 5
A~ B2 "FIKFIT Volume Move #p S HIRERR" o

° VOlumeM\'E\l'ﬁEw

TR
1. MIFRINZHLERE :

volume delete -vserver SVM name -volume volume name
BRI G CEA ~ SR TN FME

Tlar< EMbRERRMBHEIRE voll !

clusterl::> volume delete -vserver vsl -volume voll

BIA yves BRI TICHESIMIBRETF o

S
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ARG TE24/ )\ ERIRHIRRAIINE T o

{#H volume delete R -force true PIEEZEIBIMIBRIEIEE I IHER R ERIINEZ IS o It S EEE
PEEHERR o WISEHAME R ~ A2 RFME -

TThY &
EBILAEA volume recovery-queue ZHBERBEABAMIECHIFHIEENG S volume delete @<

volume recovery-queue SVM name -volume volume name

"Y0{a]{E A Volume RecoveryIisE"
MBI HIEE &R
EMEHIREAE L2 ERER

EIENVERVHER & YA ~ ERILIERZ2BIRINGE « EAREEERNER NERE
£ o ONTAPINZ MR & _ERVERBEEE ATAENE A ERGERTINE ~ flnE 5
EEWJm%ﬁT\ﬁﬂﬁ%ﬂ%@ﬁ@ﬁ%ﬁ%gﬁ%T\ﬁ%ﬁ%ﬁ%@ﬁﬁ%ﬁ

LEFREERNERANVERHIRE EAAAMIFRAES o EEIEFERMERIVolume ° ISR AERAKMIPREIAR
RIEMER - MIFRNEREEREN -

ERZEARNEESRE

* 7ERSANetApp Aggregate Encryption (NAE) BYAggregate 23 TR E AR ZIR L E B o
* D2 EREBEAN ERANVENEIEE LR MIERAITEE -
* R RIERINZERIVolume ©

- EREERKMIPRBSRIEMES « MIENRSHEEES -
FHONTAP fEHIRRATIRE « RRBERIBEBBFIRR
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EHHRASONTAP
* ZEZ2ERMetroCluster THEEMIRZ 1B © FlexGroup

. Qg%?%ﬁ%E’JEZEE%E%SnapMirrorEﬁ%E’\JﬂEi}?\ s TR AR E BT SnapMirrorfi & ~ BLBEHITZ2RYE
B o

* HitEASnapMirrorBERMREMIREM S « EFINE G EZRBERKREHSnapMirrorE i {R:& (DP)
g {FF SnapMirrorfE R E FHRERI IR E o

° HRIETERR ~ EFSnapMirror& il {rz& (DP) EILHVEIRE & Volume Move Re-Encryption757%
BEMMZEER o

° HRIETERR ~ RFEHSnapMirrorE EHRENFIRE I EASnapMirroriEHERHRE (XDP) =AY
& ~ FEEMMERNESE ©

o AT LUERB B S LETESR(E secure purge re-encryption-method [volume-move |in-
place-rekey] 3% ©

* RIEFEER ~ FlexVol L2 BR1EXEEAR - S BEIMIBRPIA It Shapes Volume#YSnapshotiEZs o 1R
¥EFEER ~ FlexGroup EZ2/BREXHEE ~ A g BEMIFREERSnapMirror&RHMRs&RIFTE SnapMirror
Volume#lISnapshot!RER o (KA LAEFREE IS LETARR(E secure purge delete-all-snapshots
[true|false] @5 ©

FiHRAS : ONTAP
* ZRERAZIETYIER -
o FlexClone

o SnapVault

o FabricPool

* MREBMRIVHEEFRE Z SnapMirrorBARBI IR ~ (S4B HETSnapMirrorBi{z ~ 7 BEBRRZHAIRE o

WMNRHEHEE A FEATPBSnapshotiEzs ~ B FEH SnapshotiE AR ~ A BEBIRZHAFRE o FIHN ~ &
AIREE BN E IR E 5 EIFlexClone iR & o

* THI AR 2RI EREMIR &R « LITSRENMBHGRRBHFRNER -

Z@Umﬁﬁﬁ%@'gﬁ%’& BRiBYAggregate | - BRI HENHER « MRBRIVER A EHETIRERP IR

ZEMBRINEZEEE FRER - mEFESnapMirrorfi{z

RERZENVERNHIRERS « [CrIUERZ2ERINEE « EAFETEEN Teruby B}
FiEITEZ2ERR - ONTAP

B EIRT(E
RMFFEZPNEREME « L2 BMRAIEREZH D IER BV A BETTA © ISR UEMA volume encryption

R

secure-purge show MEfRIEERENT L o B LUEHAH volume encryption secure-purge abort @R
LU IEEEE o
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EB{ESANTH ERITRRER  MUERMRE S CERRZ HROEELUN « S CAAREN
(D ELNEABREBERZ HROERET, - IREFAMSLUNS TR IFEEAGTZEELUN

a2 Al
* B EREEEESTENITIET(E -
* IETIFREERERER -
1. MR EZ 2EFRAIIEZETLUN ©
° ENASAHRFIG L « MREEL2FRRIES
° FESANEH L ~ SHHBREEBRZERNELR « MFFEEZE2BFRLUN_ERILUNSFELUN_EHETL -
2. HREFRRL EBERERERER

set -privilege advanced
3. MREEL R BPRAVERAIFIRIBA ~ sAMIFRIRE :
snapshot delete -vserver SVM name -volume volume name -snapshot
4. Z2 i ERMIBRAIIEES
volume encryption secure-purge start -vserver SVM name -volume volume name

Toeh LA Z 25 _EMIBRAVIEZE voll £ SVM Ltvsl @

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

O. ERsE 2 BB ERIMEAS

volume encryption secure-purge show

EFEIERES SnapMirrorBil{z « Z2HEMRINEHRLE FHEk

WRINBEARPERAY Teruby EBE ~ BIIAONTAP A ZIENVERMEIEE ~ i BAJEE
4 SnapMirrorfiif% ~ ZEMBIRER] ©

RSt Al

TN BREE IR A AEHITILTIE o

T YER TR o

RIFEIET (%

FREREZFNEREME - LEBMRAIEREH D EIZVNRABETTRK o S/ MUEA volume encryption
secure-purge show IBTRIEZEREMNG S o ERILIEA volume encryption secure-purge abort #p
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LR IEIEE o

EB{ESANTH ERITRRTEN  MUERMRE S CEHR 2 HROEELUN « S TR
(D ELUNEABREBERZ HROBRET, - IREFAMSLUNS TR IFEEARTZEELUN
EAT7, ~ BURERTR AR -
. R L TR RARRER

set -privilege advanced

2. MBRICEL 2 BPRAIIEZETILUN o

° ENASHRP I £ « MIBREER 2/EFRAIES

° TESANEH L ~ SR BRICEBRZERNELR « MEREERZRE2BFRLUN EBILUNSTELUN ESEFL ©
3. IEIFRP R EFITF ER 2RI RItVolume !

volume encryption secure-purge start -vserver SVM name -volume volume name
-prepare true

&8 TIEREP SnapMirrory RGBS EIEE EEEILDER o
4. NRIGELR 2 EMRIIEZRNIF SnapshotiEZ<m « AMIBRSnapshotig s :

snapshot delete -vserver SVM name -volume volume name -snapshot
5. NREELRBMRIERANEMSnapshoti8 2 + SBHHIT 5L ER

a. 1E£3ERI SnapMirrorfi{ARY B B IR & 7237 SnapshotfE 7 :

volume snapshot create -snapshot snapshot name -vserver SVM name -volume
volume name

b. E#iSnapMirror & EHESnapshotiE ABET—H :

snapmirror update -source-snapshot snapshot name -destination-path
destination path

#EIERED SnapMirrorBHAR IV SERIF B ERILS B o
a. BELPEW (a) M (b) ~ FEHEHESnapshotlEARENN L1

Flgn ~ I REETEEESnapshotiBas ~ BIFEERPEE (a) M (b) =X o
b. EssEEHE Snapshot EARZEEFE ¢

snapshot show -vserver SVM name -volume volume name

C. MpREHRE Snapshot #E7s :

snapshot delete -vserver svm name -volume volume name -snapshot snapshot



6. 2 MERRMIPRIIIEE
volume encryption secure-purge start -vserver svm name -volume volume name
7EFEREIP SnapMirrorff A PRV SETE E EERIEPER o
THeSLAL2BERSVM M'vS1y £ Mvolt'y ERIMIBRESE

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

7. WL EBIRFREIUMAS

volume encryption secure-purge show

B SnapMirrorf{A SR BIENZ R & LRI

%€ ONTAP 9.8 F%4 ~ &R LUERZ2BEMRINGE ~ TEARZP SnapMirror BA{%EY NVE
A& TR TEIE) BE o

RIREIET(E

EMFSERPNEREME « T2 EMAEREHD SIS EA SR o LA LUER volume encryption

secure-purge show WBIRIEEARREMG S o G volume encryption secure-purge abort #f

TR IETRE o

EBIESANTH ERTRRER  MUENRESEEARZ HRIOEELUN « SETAAREN
(D)  HELNELABROEERZ HROERET, - IREFARRLUNS THIEEAGTZEELUN
EATH, ~ BT R B -

FRtaZ Al
* B AREREEES A REPITIITE -
* T FREERER -

1. EHERRL  SERERERER :

set -privilege advanced
2. MFREEZRBIRAIIEZRTILUN o
° ENASAHR IR L ~ MIFREELZEBIRIIES
° ZESANEH L ~ IR BREEBRZERZRN&ER « BIFREELZ2BFRLUN ERILUNSKFELUN EFEFL -
3. EIFAS AR EFITF ER 2RI RItVolume !

volume encryption secure-purge start -vserver SVM name -volume volume name
—-prepare true
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# ¥ [E12 SnapMirrorB AP EMMEIR E EEIL SR o

4. NRBEL2ERRIREZEAF Snapshoti&Z<m ~ :5MIFRSnapshotiEZs :
snapshot delete -vserver SVM name -volume volume name -snapshot snapshot

3. QD%?%?%F%*E%TEE@EEEEE%@Snapshot?ﬁzliqﬂ s sB B #rSnapMirrorA i@ SnapshotiE AR ET—B
snapmirror update -source-snapshot snapshot name -destination-path
destination path
HEMER RAYSnapshoti& s ~ EILL AR HMRULGF S ©

6. INRZ2ERERMMNERIEX—EMISnapshotiE A « :EMIBREZ SnapMirrorBA{& BRI & -
AYSnapshottE s :

snapshot delete -vserver SVM name -volume volume name -snapshot snapshot
E M ERFREE EBATIEDER o

7. Z2MERRMIBRAESE
volume encryption secure-purge start -vserver SVM name -volume volume name
TE[E SnapMirrorB{A RV EERLTR & BB LT8R o
THE e LRBERSMY M'vS1'y £ Mvolt'y ERIMIBRIEEE o

clusterl::> volume encryption secure-purge start -vserver vsl -volume
voll

8. HERL EAPREREIMEAS

volume encryption secure-purge show

THEEANETREEBAEN - SREMREBHME - CRZRTHNARSREES
FZBERIBERFINBILZERMAE « UHAKRER -

ez Al
T AREENSVMEES « A REHUTILI(E -
* T FREERER -

1. BEREMRERER

set -privilege advanced
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2. FENESIREITBRAES

tERRZS... ONTAP fERAILLHS...
EHARZAONTAP security key-manager onboard update-passphrase
R EEHMIRAONTAP security key-manager update-passphrase

NEEIGLEL  A2RTFME -

T% ONTAP 9.6 8 S FIRICE ERIAR SR EIREMEE clusterl !

clusterl::> security key-manager onboard update-passphrase
Warning: This command will reconfigure the cluster passphrase for
onboard key management for Vserver "clusterl".

Do you want to continue? {yln}: vy

Enter current passphrase:

Enter new passphrase:

S WA y IR BERNE SR EIREMTE
4. 7T BRTRERMEN R F TR B A BAIRVERIZS o

3. ?’"¥)?EI’JLE@Z iR n=FIoH ~ AN 3225618 F T2 MRVERAZENS « SEn AN iR64 2125618 F T2 B
BRAZEES Mcec-mode'] ©

YNSR4EER "co-mode " BRAEE D it64EF T « IEEREERAREFEBRETBRBBRERZA - &
BRMIERVIEE

6. THERARIEHENIE © « EMNAABRAES

el
EEEIRIED « M BEEMSEBHEE _LRVERIZES | MetroCluster

* 7£ ONTAP 9.5 Sy B R hRAH ~ S ZBHIT security key-manager update-passphrase TES{EEFF
=& FERAERNEHED o

* 7£ ONTAP 9.6 REFHIRAF « RAZIEREHIT security key-manager onboard sync ES1EEMH
=& CEAEREMEN o

TREZFNESREIREAEHENIEERRININZRME « UEHRKFER -
SECETFNESREEEMATER  BEZFHEDIREESM
"FEETAESREESM"

FEEHANETBEEEN
52 EOnboard Key ManagertE¥#Z 5K « MEZRAR TR EIEENENIFEERRING
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* M AREEEES A REPITITIE
* T FREERER -

RIER I

FrENEREEENTGEHFHNERENERENE (RDB) - SKthEZFHFEMHZMEEEM  UEEHE
4 SCEEBS R o

1. SERERERER

set -privilege advanced

2. BTERENTREEENOEN

ItbRRZS... ONTAP EALHS...
FEHTHRAONTAP security key-manager onboard show-backup
REFHIRZSONTAP security key-manager backup show

METENBLEE  ASRFME -
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clusterl::> security key-manager onboard show-backup

TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAADUD+LbYAAAAACEAAAAAAARAA
QAAAAAAAAABVO1HOAAAAAMhT7gDLRYH1DBZz12piVdAdy9ATSFMTOCOT1YFss4PDjTaVv
dzRYkLd1PhQLXAWIWOIyqSr8qY1SEBgml INGESDLRqkiAAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWVvdeHr SRCAVHGCl10+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAARAACAAAAAAAJAGr3tJA/LRZU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAACAhTCcVAAAAAT]1 PXeBfml 4N /CcQSARARLA
AAAAAAAAAAACAAAAAAABAF6JCZch+IF+ZeOutovhv8oAAAAAAAAAACQAAAAAAALA
gAAAAAAAAAAN3Zg7AAAAALOT7gD20+H8TuGgSauEHogAyWcLv4uAOm2rrH4nPOMON
rDRYRa9SCv8AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

1. REHEMNENIBERRLOMIZRMUE « UEEFEKERER o

BREARSREENE SN
BEAE SR ERNESH0EEF BETH ONTAP KRASTIR -

FIsEZ Al

* INREEANSERRIMNBRIREIE (KMIP) AARSS « RILEMPRIMNEE B ERRENERE - NFFHAE
al ~ SE2E "IN EIREEREENESRERE"

* B AREEEES T ENITIT(E -
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@ NRE1EERE Flash Cache 1H4BMZR 4 LA NSE ~ &t FEZERXF NVE 3 NAE ° NSE A&l
IR Flash Cache 1&4H_FRYE RS o

ONTAP 9.8 S E#fhR7As ~ FMEBRIRHIZE

@ FNRITHITRIZ ONTAP 9.8 SUEHTHRZAS « BIRHREARINE - 55818 ONTAP 9.6 SUEHHRARY
R

YNRITHITONTAP IR EMIRABINRA « T ERMIREEMNE « BIAAERREIIERRENESREIRER
2% o MRICETHFIKIRES « L BHITIERER ©

1. G ENEEFAE E R ITHAER ~ RBIEEVEIS (10) Set onboard key management recovery
secrets©

2. A y UERAILER -
3. HIRFRTRE « MARSENNESREIRBRMEN
4. HIRRTE - MAROZIRER ©

ENEAEIRCIBIEIHAE SR ©
S. EFAMIHAER S ~ BFHUEIE (1) Normal Boot ©

FEHTHRZSONTAP
1. RS EEEER .

security key-manager key query -node node

security key-manager onboard sync
MHBTENGLEE - ASRFME -

THIONTAP INEERT RIS S RIS E PR

clusterl::> security key-manager onboard sync

Enter the cluster-wide passphrase for onboard key management in Vserver
"clusterl":: <32..256 ASCII characters long text>

3. IEERTIBIRTF LT « HARENAR R EIDERMEE

AEEHHRASONTAP
1. BERSREEER .

security key-manager key show

2. INRITHITONTAP BB AR AAIARZS « BIRHEEEMNE « AR TP ER :
AR ITHITONTAP BIEI2MERRASHIEFThRZS ~ StE HITONTAP FIE32ME R B EHThRZs ~ M BRHEIRE
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ERINZE ~ HEBHBLLLS R o

security key-manager setup -node node
MBEENGLEE  m2RAFME -
4. IHRMABEBRTT T T - BARENANESRSIRBEREN o

Z2RIMNIZREENE T8

&TM%%LF%W%Q‘EMTEE~I%
BRI RENTRITERIEK « Kr5g8

RNERIE

= ONTAP 9.6 EFMhRASP ~ EAILUER security key-manager key query -node node name 8%
LESFE R IRERRERR °

HEXEIRERVERRS - NRICEMBEBIBVED
B

H
T
=z =

A

Fﬁfﬂ

7£ ONTAP 9.5 Sk ERhRAAH ~ BRI LAFEH security key-manager key show iR UEERIBE
Eﬁo

@ WMNRIE{EEE Flash Cache #HAHN A4 L{EH NSE ~ &t FEEZERF NVE 8¢ NAE o NSE A&
BRI Flash Cache 1&4H BRI o

Fa-ﬁ!l“ZEﬁ
T ARRENSVMEIES « AReBITILT(E

1. IREHITONTAP NZEMIRAAIRZA « ERMIREEMNE ~ HRIT TP :

YNREHITONTAP BIZEFTRASBIRRZS ~ BEHITONTAP BIZBRRARINZAIRRZ ~ SRBRBILD BR o
a. 5] bootargs :
setenv kmip.init.ipaddr <ip-address>
setenv kmip.init.netmask <netmask>
setenv kmip.init.gateway <gateway>
setenv kmip.init.interface e0OM

boot ontap

b. S ENRLFAI ERILINAER « JABIEEUEIE (11) Configure node for external key
management °

C. RIBIETIMATEESE -
WAFMAERERRENR - RN TEOIFHINEER -
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d. {ERAIHEERS - EHGEIE (1) Normal Boot ©
2. BREHE .

ItEhRZS... ONTAP fERALEHZ...
FEHHRZAONTAP “security key-manager external restore -vserver SVM -node node

-key-server host_name

IP_address:port -key-id key_id -key REEHARAONTAP
-tag key_tag’

@ node TRRAFMAER - IERENGLHEE  F2RAFME - MAREZREER « A&

tEEp< o

T%) ONTAP 9.6 ss 2 BN T iR EIRERE IR EREPHIFTBERRS clusterl !

clusterl::> security key-manager external restore

B SSL&R:E

;ﬁﬁ SSL/EREAEIHAE » G BT /REBIZATEM/AR « LB RRAER T IRATFE
E o

FYaZ Al
* BB ISBRENEAARKRENLESE KMIPAFIRES) -
* WKEBEYSKMIPERRES (KMIPEIARSS- CAREE) MIBRAEERE -
* ENEREESNSVMEIES « ARERITI T (E -
* TEERZEMNIRIEF « B AEMERE L EHRKMIP SSL&FEMetroCluster ©

() mabEgs LReEEZ AN % « EKMIPERRSS L RE SRR A AR EE -

1. LEFRKMIPRIIREECAE:S ©

security certificate install -type server-ca -vserver <>
2. LEEFTMIKMIPR P im/&ReE -

security certificate install -type client -vserver <>
3. BB BRI VAR FRMTEERE !

security key-manager external modify -vserver <> -client-cert <> -server-ca
-certs <>
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FNRICTEONTAP TR IEINAERIRIZ R AT R IR IR A AR 4596 B EE#fThikAsMetroCluster ~ &
BEENEESVM LN T HEFZ VAR « B ATERFIMERE LRITHS ©

MRMARPIREENAFAESRALNLENERAE - ENSREERABUCAMZE
RYREER G BEIER - A2 RMBEXE "HH A P ln/R5E A A E 55 BIRE 1A P im /&S
RE" LAEISM e E Ut FEERAVEE T o

FHIRAFIPSHAIEI% S SED

FHAFIPSHAME 4 S SEDAY /5 T EL B A —AGREREARIE] o AT Fr B EREE i85 kES
HARVEAERA o SHYFIPSHAIREE  fEa]sEth B RFTHIFIPS 140-288:8 &% ©

WNRHARCHIEEFER "IIZESASTNVMef#Zikid (SED ~ NSE ~ FIPS) "~ BB IEFEERIE
™ "RFIPSHARE L SEDIME A MREE" EVIRIERFAZ A « HAECHABIFRE IR (FAt%
BEIEATY9) o WIRKEEM ~ IS EMIEKENAERRE « EBCRKRMNERBESK ©

ez Al
* CAARE IR EFRRIBRE ST IMID o
* B AREEEES T ENITIET(E -
1. EHRERRAHIE

storage disk show -broken

MERBENGMLEE  ASRFME -

clusterl::> storage disk show -broken
Original Owner: clusterl-01
Checksum Compatibility: block

Usable
Physical
Disk Outage Reason HA Shelf Bay Chan Pool Type RPM Size
Size
0.0.0 admin failed O0b 1 0 A PoolO FCAL 10000 132.8GB
133.9GB
0.0.7 admin removed Ob 2 6 A Pooll FCAL 10000 132.8GB
134.2GB

[...]

2. EIRIRMERER IR ISR P RVIET « TBRREUIEHARR « X LURTBOFIPSHAIRIE B SEDETTE I o
3. 15K E AR AR E
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storage disk assign -disk disk name -owner node

MECENGLEEL  A2RFME -

clusterl::> storage disk assign -disk 2.1.1 -owner clusterl-01

4. FEETEISIRTHAER |

storage encryption disk show

MBS TEE  A2RFME -

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1ICBR30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
1.10.0 data
F1CB30AFF1CB30B00101000000000000CFOEFD81EA9F6324EA97B369351C56AC
1.10.1 data
F1ICBR30AFF1CB30B00101000000000000CFOEFD81EAOF6324EA97B369351C56AC
2.1.1 open 0x0

[...]

5. BN ERE S IBISRAAFIPSHARRESTSED ©
"1EIKE BT S IRAAF IPSHAIRI%TISED (IR EIE)
6. MBEMNE « :FIEIKFIPS 140-255 5 S iR45F IPSHARER o

"IEFIPS 140-258:8 i85 IK4AFIPSHEREIL"

fEFIPSHiRRIEEISED R E R IETFEY

{EFIPSHAFEIS N SED _ M E RHE A1 ENAEES

NRICEZ(EFIPSHAEREESED LR ERPK A EIAFI © B2 R EHIRERERARIZERIL
HIERER ~ KR LUBIEHER - REBEXAEEZFINEN - MEFTEEEEFERY

BRH ~ ATLURREHER -
* HAREERIHRRR

EICEE BB - RN GRHIRNE REBSMNBKE  RAREEREERAR « LikE
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RIDRATARE « HIMIRERLZEID 0x0 (SASHAIRH) nullEiw (NVMelERi%) o SRS LR L
MEREAFI - MEEERE - KaIEHSNHREEERAIFSHERELE

AL EEN

= (CIHERFIPSHARR S SUSEDRT ~ R GRIMLERNE LIRRARABIBERHKE « MR REY 7 TUHHE AR
B E IR EREER - H EMERKERIAF

TRILUB RS EE BRME B B RN B MR « SURERRIFRA B RN HERY

B PRFIPSHEFRIZEUSED

YNRITABEE FIPS WAL SED EMBERILKEIATFE ~ WAAMIEARFER &0l
{#M storage encryption disk sanitize BARBIBHIIRIERIGS ©

FAREETLE

EFEBERMNBHEREE - R ERERNESREEAMMEKE - RANEEREERSBRE - LREIID
RATERIE ~ FIMNBIERZZID 0x0 (SASHEARRI) SHnullEid (NVMeliRi) o SRS FEHIE ENERE
EFE - MBEEEN - KRR EHSNERESRERAIFSHRGER -

ez Al
T AREEEES A SEHITIE T/ -

1. BEAEERENEREED S — @R ENESEE -
2. MIBRFIPSHiREI%ELSED B EMAggregate :

storage aggregate delete -aggregate aggregate name

MBI TEE  A2RFME -
clusterl::> storage aggregate delete -aggregate aggrl

3. BB EHFENIFIPSHERES T SEDRIRERRID -
storage encryption disk show -fields data-key-id, fips-key-id, owner

MERBNGCEE  A2RFRE -
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clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
1.10.2 data
F1CB30AFF1CB30B00101000000000000CFOEFD81EA9F6324EA97B369351C56AC

[...]

4. UNRFIPSHAIRIE LIFIPSHEBERN BT - BB ELRIFIPSER I8 IDER[EFEERAIMSID 0xO0 :

storage encryption disk modify -disk disk id -fips-key-id 0x0

o

AT LUER security key-manager query M{R&IBIDAYEES

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0
Info: Starting modify on 1 disk.

View the status of the operation by using the
storage encryption disk show-status command.

O. AR

storage encryption disk sanitize -disk disk id

R BEE AL as < B FRAG IR AR E P ERRVRAER - SR BIEFRANARR « EmEER LM « 5FERA -force

-—all-state #IH c IETENGIEE  A2HFME -

(D ONTAP BIRTEHMARERE « AEBAM - BARRNEEFRIAE -

clusterl::> storage encryption disk sanitize -disk 1.10.2

Warning: This operation will cryptographically sanitize 1 spare or
broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk

Info: Starting sanitize on 1 disk.
View the status of the operation using the
storage encryption disk show-status command.
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THERFIPSHAREI SV SED

UNRICAEEE FIPS Wifst%ay SED ERBERLKEREEZFR - MBAEESEERMERE « &
AILAf# storage encryption disk destroy WIRHAEMEES ©

RIER T

B ITEHERFIPSHARR X SN SEDRET « RS RERINE TIBRARMBIBELIE « WLAR A HEERY 75 TV E BRI o
B EHIREFEAER - B ENBERKEREEAFH - N8 » ST UEREERRER ERNERZ2ID

(PSID) ~ RHMARERBEBRENRE - MBFAEN « F2H "ERETHEKRE - i5FIPSHIREEISED
RIEARTS" ©

(D BRIEICHES R RI{EAIDIsk PlusfR# (NRD Plus) ~ BRIE7IIHERFIPSHARIESISED © $HERMERR
EEERERRL

ez Al
T ARREEEE A EHITIE T/ -

HER
1. BEAZEEFRENERNBEE S —EREME LHNESEE o
2. MIBRFIPSHEREI%EYSED L Z8H%RAIAggregate :

storage aggregate delete -aggregate aggregate name

MBEENGBLEL  mRAFME -
clusterl::> storage aggregate delete -aggregate aggrl

3. R EEHERAIFIPSHEBRI% S SEDRIRARRID
storage encryption disk show

MECENGLEL  A2RFME -

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data
F1ICB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
0.0.1 data
F1CB30AFF1CB30B00101000000000000A68B167F92DD54196297159B5968923C
1.10.2 data
F1ICB30AFF1CB30B00101000000000000CFOEFD81EAOF6324EA97B369351C56AC
[...]
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4. SHERMLE
storage encryption disk destroy -disk disk id

MBTEMGTEL  A2RFME -

(D) FHeRTCHARRE  AEBES - AT NETHTONE

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.
View the status of the operation by using the
"storage encryption disk show-status" command.

FIPS WiIRHEEL SED LR B R SR

BFTZEMBERBENRE « MfERFRFEKMIPREIARSEEAERAEIR ~ e LB LT
HYFIPSHiRRIEEKSED ©

RG22 Al

* NREFEANKMIPEIRESZRETBENER « BIKMIPERESHEREA ZIHRMNEEEER HINEE+£
S USBHARERE) o

* B AREEEES T ENITIET(E -

*/F%%
RS IHERFIPSHAIR S SED _ ERVER ¢

LB ...



78

EERAAREED « CHERH
FERFAREERR

o

SAEREEAE -

b. gﬁﬁﬁ SRS REAR L AN LA

C. TEPRERRDER

set -privilege
advanced

d. R R FIPSIEAE
I~ AR ENEEAIFIPSEREE &
#®IDR[EFERMSID -

storage encryption
disk modify -disk *
-fips-key-id 0x0

e. {FILFEFRH -
f. BME A MEERT o
9. EIRS IR

° YNRCARRMIE ERVER
HOAFEL ~ BNEEERERE
FRMARR ~ SABIEHARR

disk encrypt
sanitize -all

° WNRCARRIR FRVER
HAFE s MERNRER
THAtR ~ RIHERHARR -

disk encrypt
destroy disk idl
disk id2 ..

° disk
encrypt
sanitize
disk
encrypt

@ destroy Mm%
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I o SRS

WIATESEHA
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BEZRARFER
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a. IIRECHB MR ERERHE
AFE B EEE AR
R A EHARR

b. YIREFRARE
sRIFFRIREINEE °

C. TERERRSER

set -privilege
advanced

d. NI R FIPSIEEE
I - BB EEEAIFIPSERE £
#&IDEZEIFEEZMSID -

storage encryption
disk modify -disk *
-fips-key-id 0x0

e. JEIEHARR ¢

storage encryption
disk sanitize -disk *

-force-all-states true

KMIPEIRRZSFIHE ~ (BREFRR
HIAMHE

BB TEE

s TimiE T -

MHAECH ~ b IRFFRARTE

B2RFME -

- IRECH B R LR ERHE

AFEE - MEARERFHE
B « SREHERHARR

AHAECE
sRIFFRIREINEE °

- RHERRFE AR SR A HERE

set -privilege
advanced

. PR -

storage encryption
disk destroy -disk *
—-force-all-states true
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WMRSEDRE...

KERFIPSHEBER 3 a
BEIRFIPSHEHAER -
BFIPS&&n A

SEEFATEIHER. .

PR B AR AR A5 2R

set -privilege advanced

- 1% FIPS &8 ERATERNEZ 2 ID 0x0 :

storage encryption disk modify -fips-key-id 0x0 -disk
disk id
R :

storage encryption disk show-status

NRIEEKR ~ AEAAEEFRY PSID 25 ©

- TAIRIRIRAVRAER ¢

storage encryption disk sanitize -disk disk id
ERaTEREIFERE MY storage encryption disk show-
status l%@l!‘E—F 5ZHU °

- FRPRBIEHARRR PR

storage disk unfail -spare true -disk disk id

BEHMIEERTHERRES |

storage disk show -disk disk id

WRHEIRRBHEAE  SFlEk—EHEEE -

storage disk assign -owner node -disk disk id
L A B EIR AR A B R BN RE B R Y BN RA A RL B R

system node run -node node name

1T disk sanitize release % ©

BB nodesdroand ° BREBRLIRINFE

storage disk unfail -spare true -disk disk id

HESDHIR IR E A HIRIGER « MAIEESRIPESRR :

storage disk show -disk disk id
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EFIPSHEAER
1« FIPS®& iR A fEMA -
HSEDIZ# _EEIEPSID

o

TR R BESHAERRYPSID ©

b. HEHEMRIEARRAERS

set -privilege advanced

TR E R AR MR E R E
storage encryption disk revert-to-original-state -disk
disk id -psid disk physical secure id

ERaTEEIEFER TSI storage encryption disk show-
status EE F—F a0 °

NRITHITHIZ ONTAP 9.8P5 B FIRA ~ sABEE F— o IRIEHITHY
= ONTAP 9.8P6 SEEHTHRAS ~ 55i% BB EAVHERIIE I
storage disk unfail -disk disk id

BEHMREREHEERERE

storage disk show -disk disk id

R BHEAE  SBlEk—EHEEE -

storage disk assign -owner node -disk disk id
L A BB IR AR A B R BN RE BN R Y B RA A RL B R

system node run -node node name

#1T disk sanitize release B3% ©

BERH nodesdroe .. B AEBRIERETNPE :

storage disk unfail -spare true -disk disk id

SOHERIRTEE A BIEELE « TR EESRTEERER !

storage disk show -disk disk id

MBRENGSEE  BEM HESEHER o

i FIPSHETRIK S SED IS 23 EARER T

ZEMEREREERIDRATEREUINIER « FIPSHRIESSEDA R ERE - ARFK
TEIRHENTEEY o Eo] LAERNE FIPS MAFEI S SED MiEARZIRERT storage
encryption disk modify & ID RATEREMNGS °

MRHABCHH 5 INZE SASTNVMeliEt% (SED ~ NSE ~ FIPS) ~ BITEVIIRERAZ AT ~ WA BEHBEHARER
AUFRAHAERE (FMEEIR4E09) MITILER o MIRAKREEM « PISE G EHERE B/ AR ARE « EBRKNE

FHEK ©

FIsEZ Al

T ARREEES T SERITIET(E -

1. MR AR SR AR :
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set -privilege advanced
2. YNRFIPSHERIELAFIPSHEBRINIIT « s EiRAAIFIPSEESE 23R IDER [EITERAIMSID 0x0 :

storage encryption disk modify -disk disk id -fips-key-id 0x0

o

AT LUER security key-manager query #M{R&EIBIDAYER S

clusterl::> storage encryption disk modify -disk 2.10.11 -fips-key-id
0x0

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.

ERU T <THSBEEMD

storage encryption disk show-status

EEHITshow-STATUSE % ~ HE TH#ERERE) M THIRESTH FRIBFHERABL

clusterl:: storage encryption disk show-status

FIPS Latest Start Execution Disks
Disks Disks
Node Support Request Timestamp Time (sec) Begun

Done Successful

clusterl true modify 1/18/2022 15:29:38 3 14
5
1 entry was displayed.
3. BENRARIEKIERE £ 8IDER[EIFERRAYMSID 0x0 :
storage encryption disk modify -disk disk id -data-key-id 0x0

MBfE -data-key-id HERIEEN SAS 5L NVMe HEERIEIMIE R RZRERT « FEZRES 0x0 ©

AT LUER security key-manager query #fR&iBIDAIEES ©
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clusterl::> storage encryption disk modify -disk 2.10.11 -data-key-id
0x0

Info: Starting modify on 14 disks.
View the status of the operation by using the
storage encryption disk show-status command.

ERU T SRR
storage encryption disk show-status

BEEHITshow-STATUSHEH S ~ HEIBFHEAL - & THEIRERG) M MHEEREHK) FHHEFHERE -
{ERBIETTRY °

HEEIRTU

RZIETHAED. 7TRAISAONTAP ~ RO A AEEIE TN E NS A FIPSHAFR ISR 18 - RATEONTAP EAEA L —&id
AITE S B « A FEER MR -

1. BENELRIFIPSER B S8 IDER[EIFEEEAIMSID 0xO0 :

disk encrypt rekey fips 0x0 disklist

2. BERELAYERIER R S 8IDER[ETEERAIMSID 0x0 :

disk encrypt rekey 0x0 disklist

3. FEERFIPSER:ESIBEINEFEA -

disk encrypt show fips

4. HERENRESREMEMREA

disk encrypt show

ISEVEH BT AE 2 BB TEERAIMSID Ox0& 58 ID & i8R ARSI IR B HI64EFTTE © °© Locked? HMALEIEER
THIE ©

Disk FIPS Key ID Locked?

BERIND IR EIEIETVER
BB EERFERE « U EIKMIPRIARESAVELRR © AIE0 ~ EEEIRZEVolume
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INZZEE  AIAE G P EKMIPREIARZSAVELR ©

FRERLIF
ECREKMIPREARSS EHABCH R EE R AVERE « 2R BB TR LA R ERRVER

©) HISRITHTEAE R EIKMIPRIIRSE R B EEAIMI IR EIE - 55RE S —HKMIPFEARE T AR
IRHERE IR o

FItaZ Al
T AREENSVMEIES « A REHUTILI(E -

1. FRETKMIP{EAR 23 £ B AT ERREROZELR

ItEhR4s... ONTAP fEALEER<...
BEHHRASONTAP “security key-manager external remove-servers -vserver SVM -key

-servers host_name

IP_address:port,..." AEEHIRAONTAP

EXEXERERIRIEFMetroCluster ~ AT MEZESE L AHEIESVMERHITELHRS °
B ENGMSTEEL  F2RFME -

T% ONTAP 9.6 i 4 2= AELEENMEIIN T SR EIRMFEMRES clusterl » F—EARLM ks1 1HEETERE
%18 5696 ~ 3F _{EEIZIER IP {iilt4 10.0.0.20 - $ZEREIHIE 24482

clusterl::> security key-manager external remove-servers -vserver
cluster-1 -key-servers ksl,10.0.0.20:24482

BRI EEIBEIRFRERANE

1% ONTAP 9.6 BitA ~ & AER security key- manager external modify-
server EEIMNIEHEIRAMRES /0 BIFMERAERBHNGL °

BAtaZ Al

s BB EENSVMEBIES « AREHITILI(E -

* ETEREEREHEIR o

* EEESZERHKRIREFMetroCluster ~ SN BEEMERE LABESVMERELELE o
1. HRERFL - EFRESERER -

set -privilege advanced
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2. (EERERINTEREERNARBAS :

security key-manager external modify-server -vserver admin SVM -key-server
host name|IP_ address:port,.. —timeout 1..60 -username user name

BEHEUMRT - MREEERELTE - RRGETTCHANES - WRTCERESTAR
@ TRFTTPRHITH L © admin svMTERABERIRENEESVM » BN ASEEEIES ~ T
BRI REEREXARBAR ©

THa S ERMNARESEER 45 ) cluster]l RIRTARIERIE 5696 RIIMNF T 18 EIRMAARES

clusterl::> security key-manager external modify-server -vserver
clusterl -key-server ksl.local -timeout 45

3. {EERSVMRVSMNB IR EIRIE N FAARBAS (ZFRNVE)

security key-manager external modify-server -vserver SVM -key-server
host name|IP_ address:port,.. -—timeout 1..60 -username user_ name

BE AT « MBCEHERELH - ARGIBTOHANETE « MR SVM BA
() #rEaraiEes - s TERABHN SVM o MAAREERSVMEIZE « 7 AEEHS}
E i ERR L AR -

T L ERERERWMMEN svnl REETERERIE 5696 MM iR EIEFEARES

svml::> security key-manager external modify-server -vserver svmll -key
—-server ksl.local -username svmluser

Enter the password:

Reenter the password:

4. SHEHMEREMSVMEERE—ESER -

RNETREEREEINSTREE

MRECERENESREREYMEINEZRERE « QI ALRPRRESIREIRAER « 76t
RN EIE o

FRtaZ Al
* WRERRENE « CERFIAFIPSHARA SN SEDI BRI SIRERBTERE ©

"W FIPSHAREM S SED I 1E A IR EE "
* HNEEERINE « (SN BEUHNZEFI B RS o

"BGEVolume & BHnz"



86

* B AREREEES AT T(F -

1. MFRENNE SR EIRER

ItERRAS... ONTAP

fERLEAR< ...
FHHRASONTAP security key-manager onboard disable -vserver SVM
AEFHHRASONTAP security key-manager delete-key-database
METEBNRTE

% B2 "FHMEONTAP" °
IR EEREENESIREIR
EEMIINPERERYIREANRSBEIE
BEEimEE o

/R
00

WRFMIBRINREIR EIRAERS - A BERAA
BtA = A

* WRERRENE « CERFIAFIPSHARRASNSEDI BRI SIMERBTERE ©
"1 FIPSHARRIZ BN SED IR 4 FEfRER "
* B ARMBRFRA SN R IR EIRIETVER -
"MERIMNB R ERIENER"

* B AREREEESAREPITIET(F -
2

BT R EIEND BRBURIIEFRERARY ONTAP RRZ ©
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FHhRA<ONTAP
1. SELERERELR :

set -privilege advanced
2. fEM@S -

security key-manager external disable -vserver admin SVM

@ AR EERAIRIE A MetroCluster ~ X ATEMERE EERAITHS ~ ARcEH

EIESVM o
A EEHIRZONTAP
fERAHS :

security key-manager delete-kmip-config

RN EFRRE R TR EEARSGSHEEEAEBR

EFMEARE « ERNSERENFFAMEBEZEMEMIEEN B ERMRES « AIFITRLE
TABrE A R AN ERYITZS ° ONTAP

NRFEFEARMEREAFEANSE « ARG EHHESED ~ WHBMSEDER * BIEFAMNER SIREIRFERS
FRENFRERRVEREE 48 « LUBRSE B C R DA FEER o

RERARGEAMEIEENEREIEMARES - RS=/)\E - MRZBREFRRNBLIEEITAMERSR  AIF
WEFEEFL  FERAETNEEFEL -

MRFEEFRAANEREAEENTIREEGEMRS  AIFESRIRE157ENSSLUER - IRFEEFERMAELE
HEENZREEFRBPEILSSUER - HREFGEL - FERATEEL -

ERFAMEANR I ERE T ZERFAMRSER « FECLITETRKMEHEESNFHAENR o G LBERZCHrl-
CHE RSB E S

B TREER - SEDEAFARUENRREFNES  ZREEAHFAEMNEN - MRFEEFRBEEER
HAEEN R EEARBUNSEENREER  AEEHERERTRETRE - EREARKILIERD
fit - MREFEAMRESTZEZRZERHEBENRFK - ISEARKERE - ESEDFEEFTERMK -

AELERR MELREFRANRS - BHTHEREREEAFRKEE - UK AIERBEREEEREEARK
REH L2 IRHITR AR EHNSEDTERTIMYERIER o SHEREBIRGIMABBURI SEREMSEDIRE

SED $8%Y ENETNE EILTRREIREE RERL
Ve
HDD 1024 KA o BMEEENEESBEXAMR - hEEERER °
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X440_PHM2800MCTO 800GB 5. EFYE o SHETHRE D ST RARE EFABAE 2 AL ©
NSE SSD#EEC&EFEhR4<NA0O
FHNAO1

BEAEFRSRRZSNA00ZENAO1 3. BRI - SHEWRER SEMEE M AL o
BIX577_PHM2800MCTO
800GB NSE SSD

X440 PHM2800MCTO 800GB 1024 KA o MBS ESEENAE « hELIBEEE o
NSE SSD - §ieiRAFE 5
BAERSIFERRZS 1024 KA o EMEEENEESEBRAA « hEEERER o

#IX577_PHM2800MCTO
800GB NSE SSD

PR EMSSDHEEY 1024 XA o B EENREZRBXRAR « hEXERER -

HIPTASEDER « IR EREAHERRT -

MRICBIEFRAAE AR LEGRE I AEENSH S EAREIMELEMERNIER « BIAAS A TS E @K
FEHRRE - ARBEAEBERKRETRE

RTRRISAME

WZELIETEMNRZASEE « IR A VolumeilZ (VE) 1B -~ MERRNESIMNIEE
SRR « QIRIETERR ZEUAAggregatefIVolumelilZs - ONTAPYIA M E B LUKTER
ERRERENINZEIN6E o

ez Al
T AREEEESAENTITIF - AREEEESERRERISVMERES -

1. ZETEONTAP RGN MEAHBEEENMEDIRE « FRIT TSRS !

options -option-name encryption.data at rest encryption.disable by default
-option-value on
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