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E o BEMWABRTETINEME :
° LDAP{RIRZZ VMBI A BN BT SLDAPRH AR ERVIER o
° LDAP{aElAR23ZEHILDAPE AE RIS E R N BE EONTAP TF)IER :
* % (FAE%ERY) FSHA-1 (SHa s SSHA) o

* #ONTAP (Sf9.8) -~ (SHA-2#:%) (SHA-256 ~ SSH-384 ~ SHA-512 ~ SSHA-256 + th%
}ESSHA-384F1SSHA-512) ©
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* LDAP{RIAR2S A ZBTEDNSTAIARAS LR EDNS A/AAAAGCERFIPTracEs o
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* LDAP ZEEHEE (-session-security #H)
* JNZE TLS #4 ( -use-start-tls $EIH)
* i%EiB LDAPS #E3%18 636 ( -use-ldaps-for-ad-ldap #IH)
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1. BRIRAKILDAPH FIRZRIEEEZ « LU G ER KA :

vserver services name-service ldap client schema show
2. [ REPRE AR AR -

set -privilege advanced
3. ERIRARLDAPH P IS !

vserver services name-service ldap client schema copy -vserver vserver name
-schema existing schema name -new-schema-name new schema name

4. (BRI ZRAE T S RIRIE BET ¢
vserver services name-service ldap client schema modify
S. IREOIEIBEHEIREB4K

set -privilege admin

JZILDAPR Fim4RRE
WNRIGAEE ONTAP ZEURIE FAYIMEE LDAP 5§ Active Directory RFS ~ B BLEHER
4 357 LDAP BRI o

CRENER
Active Directory 8IS I EE PRI = B AMRES < — W AR EBEFLIRMER - TR ~ ILTIEREERK -

()  AzuEms - EramEs ENFRSTEE AR -

1. FBEAIEH LDAP BI2E8 « LURTEMFEE4RE(E vserver services name-service ldap client
create ¥ :

a. I ELDAPRIARZSAVARIZ B s (A HE BY 48 4R o
o —ad-domain M -servers EEREE R

* £/ -ad-domain 7E Active Directory 4835 FREIF LDAP fRIARZ IR RHVEIS o

» RATLUER -restrict-discovery-to-site i LDAP {aliRZSIFZREFITEISEALITAY CIFS
TERAPULEVEEIE o AIRFAIEEIE ~ Kt EEFERIEE CIFS FERILG -default-site ©

» (EEILAfER -preferred-ad-servers BEIEARLUESE D PRAVEE R IP RIS E—HZER
4789 Active Directory {ElfR2S ° BRI P IRZ & ~ o] UAFERERILBEE vserver services

name-service ldap client modify mE o

* £/ -servers BEIHAIKLUZ R D RAVEE R IP ik 3RIEE —2 %18 LDAP fElfkEs (Active



Directory 3f UNIX) °

@ o -servers ONTAP 9.2 FREIEEBEF o £ ONTAP 9.2 f#4 -1dap-servers
EAIEEL -servers M o LEHE(IATEYS LDAP fRIARSZAI LB IP firdt o

b. $5EFAR B FTLDAPLEE o

AZHLDAPEIARZZEBFI LAEFSONTAP FRINAET#ERITARMEGELNAE ° FRIFAEMBEXR « [AIRFERE
LEFARIRME - IRT ~ MAILENTAERIE (EfIEMER) - ARENESR « FEILEIT B SRR -

FERRZRIE ©
» MS-AD-BIS
HRIERFC-2307bis + ERAZEIZHEWindows 2012 EHhRALDAPEREHIEFALDAPZEAE o
" AD-IDMU

HR#EActive Directory Identity Management for UNIX ~ 284858 P A2 2iWindows 2008
» Windows 20125 E#HIADEIARES ©

" AD-SFU

LtEZR#E LA Active Directory Services for UNIXZAERE « FRARAZEWindows 2003F1ERRADEIAR
2o

" RFC-2307
RIZERFC-2307 (anFAERLDAPHAMRRENARTS) ~ IEZREERARAKZEHUNIX ADERRES ©

C. BEHY NEAEE) o
= =

* -min-bind-level {anonymous|simple|sasl} IEER/NBLEEREELR o
¥85%{E#% anonymous °©
* -bind-dn LDAP DNIEEHERE o

5 Active DirectoryfalfRes ~ A /BEIRE (AE\ERE) HER (user@domain.com) REFIE
EFRE o TR ~ EABUHR4TE (CN=user,DC=domain,DC=com) MRAIEEMFRE °

* -bind-password password {&ELIEZZE o

d MNEEE  AENTIFRERLTREE -
MEBLDAPRIRSES « LAl EALDAPEEMEES « FEATLSEALDAP o
" --session-security {none|sign]|seal}

CRI LB BEEE (sign » BRSEEM) ~ BEREEH (seal " HMBEIF none ~ EEEWEH
) © FB:R{E% none °

EMFEZRE -min-bind-1level {sasl} FRIFFEAEEL4EEEE]1E% anonymous T simple Hll


mailto:user@domain.com

REBENEZHHERK o
" —use-start-tls {true|false}

UNSR%% true LDAP fARREStHZIBLLINAE - LDAP A MBMERMER TLS BARERE AR
TER(ER false ° MARELDAPRIARASH B R EZZBRCARE « A AEfEMILLEEE -

WNREEF VM EfF SMB fAARESHTIE E485E « M LDAP fAARESZE SMB fRIARSS T4 E
@ h—{E 4TSS ~ BERILUEN -session-security-for-ad-1dap %8 :

. A A
vserver cifs security modify ap< °

e. BEEVEIHE « THMERE -
EEATERE « BEANABLDAPEEERAELERTHESENIRE o
* -port port $57E LDAP fAlARZZEIFIE o
Fam{E7% 389 °

MRTFTH M Start TLSIRARELDAPELR ~ RILVARFAARIERIE89 o RENTLS B UGN FE IRV
UBIBLDAPTRRIEIZIE389FILS « AR ZERTHRATLS - MRTCETEIZEL « HETLSHERAY -

* —query-timeout integer IEEBEEF (UFABEA) o
FEFHVEEE 2 1510%) o FARR(ER 3 b o
* -base-dn LDAP DN3ISEEMEDN o
MERE - IHAZEE (FINEALDAPRIREH!) - FERES " (REHK) -
* —base-scope {base|onelevel|subtree} IEERIILZEHEF o
FER{E% subtree ©
* —referral-enabled {true|false} IEEBEENAH LDAP 2RBH o
#EONTAP IHAEN#B9.5684 ~ ONTAP UREZELDAPREIAREZEEILDAPZ FREIFE « RINFIFRCIRTFIE
M2 RHILDAPREIRRES £ « BIEIRINAEN4BLDAPA R ini B E RS RE HMLDAPREARSS - FRR(E

7 false ©

AERESF2RLDAPRIAREZFRIECER « WARFRZ
Hy—&B5 ©

\\Xt

HRECERAVEHEDNFTIE ZEHEDN ~ A3 LDAP A P in4HRE

- 7E1#7F VM £E137 LDAP R R iRAHRE

vserver services name-service ldap client create -vserver vserver name -client
-config client config name {-servers LDAP server list | -ad-domain ad domain}
-preferred-ad-servers preferred ad server list -restrict-discovery-to-site
{truelfalse} -default-site CIFS default site -schema schema -port 389 -query
-timeout 3 -min-bind-level {anonymous|simple|sasl} -bind-dn LDAP DN -bind
-password password —-base-dn LDAP DN -base-scope subtree -session-security
{none|sign]|seal} [-referral-enabled {truel|false}]



() #37 LDAP AR  CAEIRIEETE VM 275 -
3. HEROLDAPH FimAERE BRI

vserver services name-service ldap client show -client-config
client config name

gl

THER S BEI%L% Idap1 BYFT LDAP R R in#ERS ~ :Bf#1F VM VS1 £ Active Directory {alAR#s for LDAP #5#C
A :

clusterl::> vserver services name-service ldap client create -vserver vsl
—-client-config ldapclientl -ad-domain addomain.example.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level simple -base-dn

DC=addomain, DC=example, DC=com -base-scope subtree -preferred-ad-servers
172.17.32.100

THlar< G5 Idapt BYFT LDAP AR IRAERE « 5BR#7F VM VS1 EEERZENEE Active Directory AR
ZREECHER ~ T LDAP AR HRRANERMIEERENEL S ¢

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -restrict
—discovery-to-site true -default-site cifsdefaultsite.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level sasl -base-dn

DC=addomain, DC=example, DC=com -base-scope subtree -preferred-ad-servers
172.17.32.100 -session-security seal

TH L EEI%L% dap1 B3 LDAP R IRARES « :Bf#7E VM VS1 BAFEE LDAP 28EHAY Active Directory
fRIARESHEACHER -

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level sasl -base-dn
"DC=adbasedomain, DC=examplel, DC=com; DC=adrefdomain,DC=example2?, DC=com"
-base-scope subtree -preferred-ad-servers 172.17.32.100 -referral-enabled
true

Toan < HIEEEM DN ~ LUEE#TF VM VS1 B9 LDAP A Fin#ERS Idap1

clusterl::> vserver services name-service ldap client modify -vserver vsl
-client-config ldapl -base-dn CN=Users, DC=addomain, DC=example, DC=com



THar S AR 2 REBHITNAE ~ IEXU#ETF VM VS1 B LDAP B R im4ERE Idap1

clusterl::> vserver services name-service ldap client modify -vserver vsl
-client-config ldapl -base-dn "DC=adbasedomain, DC=examplel, DC=com;
DC=adrefdomain, DC=example?2, DC=com" -referral-enabled true

1 LDAPF P im4HRE L SVM 2 17 R Bt

HETE SVM LEA LDAP ~ &4 7BffA vserver services name-service ldap
create FARHE LDAP R FinAHASEE SVM ZIIRAHRI&G < o

CEEMER
* LDAP4EIgI A BE1ZTER AR P « HSVMFARTEMIEE M BRESIIFEN o
* SVM_EBEFTELDAPR P iRARRE ©

1. 7£ SVM _LEYA LDAP :

vserver services name-service ldap create -vserver vserver name -client-config
client config name

(D £ ONTAP 9.2 [%8 vserver services name-service ldap create Y15 ONTAP &
R LTRRERSS ~ L EMITEEERSEE « MEIFRIERAR o

T5es<E7E TVS11 SVMERIALDAP « Wi HRE AR TLDAP11 LDAPR R ImAHRS :

clusterl::> vserver services name-service ldap create -vserver vsl
-client-config ldapl -client-enabled true

2. {EFvserver services name-service LDAPIE & #n % HREGE LT[ IR2SAVAREE o

T5ar< Al EREESVM VS1_ERILDAPEIARES ©

clusterl::> vserver services name-service ldap check -vserver vsl

Vserver: vsl |

|

| Client Configuration Name: cl |
| LDAP Status: up |
|

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |

LIBARFSIEE A < PIEONTAP hRASSE R 2 B ARV . 2BAIAER ©



B B R BIRTS A s R BILDAPK R
R BERESVMM A TBARFS R ss R P 2 & e K A TBARTSAILDAPIRIR ©

1. BT ERLERBIRBERERASR

vserver services name-service ns-switch show -vserver svm name

THIE S RERSVM My_SVMBAESR

ie3220-a::> vserver services name-service ns-switch show -vserver My SVM

Source
Vserver Database Order
My SVM hosts files,

dns
My SVM group files, ldap
My SVM passwd files, ldap
My SVM netgroup files
My SVM namemap files

5 entries were displayed.

namemap 5 E B SABEBEENR - UKIES)ERF o FAIUNIXIRIER - FEE@MALLIER - REHE
ERFERAUNIXFIWindowsEV R SIRIER A HEXTREE o

2. B¥ ns-switch BIBERBEA :

MREBE T THIEBIns R IER. .. BABZ...
fEREEN vserver services name-service ns-

switch modify -vserver vserver name
-database passwd -sources ldap, files

EH4HE vserver services name-service ns-
switch modify -vserver vserver name
-database group -sources ldap,files

EREFHAEE vserver services name-service ns-
switch modify -vserver vserver name
-database netgroup -sources ldap,files
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