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FVolumefin% o NVERF & FIPS-140-255 1 4R1ZZE o

{EFVEZ I Aggregate B 4R N

NEHEFTIHIREVETZFIBONTAP ~ BRI MESERIMEESELIEBVERERE « Y
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EFBAggregateB 4RI RIAggregatef®Z NAE Aggregate (R NetApp Aggregate Encryption) ° NAE
Aggregate PRV B HAREE ZBA B FANAESINVENNZEITINE, o FAggregateB4RNNZE ~ {&1EAggregate R iE
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1. BxAAE{EAAggregate B4R INZ :

3 fERLLRS...

fEFHONTAP NetApp 9.75 EFTHR 452 storage aggregate create -aggregate

IZNAE Aggregate aggregate name -node node name

fEFBONTAP NetApp 9.6ZEIZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

-—aggr-key true

1 IENAE Aggregate A ZNAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
—aggr—-key true



ENAE AggregateE2 A IENAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key false

MBTRENGTEE  A2RFME -
THes LRI E LR A RERBRMNE aggrl :

° BHfHRZAS © ONTAP

clusterl::> storage aggregate create -aggregate aggrl

° E#fhRZS | ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—aggr-key true

2. R E R Aggregate TN ¢
storage aggregate show -fields encrypt-with-aggr-key
NERENGTEE  A2RFME -

T2 EEE R FEIRE aggrl EEAMNE :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.
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* YNERONTAP BY A ~ s Z1ERIRIRED. 448 cc-mode R TEOnboard Key ManagerBs ~ & 0] LA{sE FE 28 37 AR
A& volume create ERIEETIETE - <A TEHME —encrypt true?°

* EEIFRRABIRRA A ~ EABEERAONTAP —encrypt true 8l volume create BNBANMENGS (FilEE
KRB cc-mode) ©

* MNREAEEIEONTAP 32{4E9.6HEIINAE Volume ~ Bl 4ZBTEAggregateBAREXFANAE ° s5 261 FHVER
TR A Aggregate B4R WUBS UL TERVEEARE K o

* WIHEEEMNENAEERM9.7TFIAONTAP ~ MU AR E FEEHEAVERE - UIRABSIMNITIREIER
RFARIEITINE o RIRTAE ~ TENAE Aggregate P2 17 FFTHAIR @ ANAESER « MIENVE o

° YNEFIE ~ A2 BIONTAP EHHRAER —~encrypt true & volume create AT HEZENAE
Aggregate IR HAIRE ~ sZMERR & IERFANVENNZ: ~ MIENAE © NAE Aggregate PRIFR B HAIR @ E#B AR
fEFANVESKNAEEITINZ ©

(D NAEEABTZBAXTHBRE o

1. RIHRRE « IIEE R EREEE FREIE o RIHELE HNAE Aggregaterf ~ BIRISTAR - &hi
REHENAERILE |

EEEI... fERLEERZ ...
NAE Volume

volume create -vserver SVM name -volume volume name
-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true
ERZENAERIBERT ~ BHAZENIRZEAONTAP -encrypt
@ true IEEREANVENMBHIER - ZEUNAEESHSEIIVolume
AIRRZAFONTAP + -encrypt true BULTEERAINAENNZEEE
B« AFEIINVE Volume ©
#i>ZFVolume volume create -vserver SVM name -volume volume name

-—aggregate aggregate name -encrypt false

MBEREHHSEE LMD TS EHEMES volume create o
2. BRE AR EETINE
volume show -is-encrypted true
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EIRAMIREE ERRINE

AT AR volume move start_Evolume encryption conversion start 7

IREHEE ERVBNZENGS o

FREETLF

* METHBEN4E9.3RFIAONTAP ~ EATLU#EHA volume encryption conversion start 3<% H] rﬁjﬁﬂﬂj n
BIRANHMIEE - MESRUTEEREHEHMAE - HE ~ BHAIUER volume move start A< ©

* HH ONTAP 9.2 REEIRZA «~ I RBEEH volume move start 8% ~ BB ENIRA MR E 2R
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f£AVolume Encryption Conversion startfn < ~ TEIR B E _EEUEME

REINBET4R9.3FFIEONTAP ~ fEBJLAfER volume encryption conversion start 8 R [Fiih) MNEIR
BEHHRE « MEeE ﬁ%ﬁ?ﬁﬁ@%?ﬁﬁﬂﬁ% °

ECRIREIREE 2 1B ~ WASERILEE - MREEEXLIARIBEIMEERIRE » FJUHIT volume encryption

conversion pause HE{EEMT<L LU volume encryption conversion resume &5 UIRIENE

E
E S

@ fRE A FF volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRBHREE ERAAME :

volume encryption conversion start -vserver SVM name -volume volume name
= AT =E 52
MBTRENGTEE ARG THFMRE

Tlar < el R R AHRE ERUBMNE voll -

clusterl::> volume encryption conversion start -vserver vsl -volume voll

AMERMURERUINBER - HiFE LNENENE o
2. FESDEHAIEIEATARAS :

volume encryption conversion show

MEXRENGTEE ARG THNFME o

Tolen L ERREHRERATARE



clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EEESTAE « SAMESDHARRE B RU I ThAE

volume show -is-encrypted true
MBTENRLEE  A2RAn<THNFME -
Ty LEER ENMNEIRE clusterl -

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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gz o

f#HAVolume Move startin < EIRAHEE _ERUAMNER

SR LUER volume move start 8% ™ AIEBBRIIRBEAIREIREBAMNE o S 7AER volume move
start £ ONTAP 9.2 B RhRAH o Ka] UEAERAggregate T A [EIRYAggregate ©
RAREETE

* 1t ONTAP 9.8 B8 ~ &R LAER volume move start 7E Snaplock % FlexGroup FRE&E BN o

* 1t ONTAP 9.4 Fh ~ IREAERENEZREERFAA [ cc B  MEEARILMIRE volume
move start YL EEHENE - EAFEIRT —encrypt-destination true?®°

* 'ONTAP IHEEEQ.6FHYA ~ & rI LUfEFAggregate B ARRVINZEINAE ~ IEE @IS R4S A FHIAggregate ~ LU
BN EER - ERME—RINBNHMIEEES NVE Volumes (EFSE £ NetApp Volume Encryption
) o fEAAggregateBAREBNNZAIVolumefEZ_ NAE Volume (BRI NetApp Aggregate Encryption
) ° NAEESRAZRMX FHIRE o

* 1%t ONTAP 9.14.1 BEYA ~ & RILAEA NVE 1% SVM 1R Volume o INEFAAE ~ s526 £ SVM IRELEE
L5 NetApp Volume Encryption ©
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1. BBIRNAHIRE - WiISEBSTHIRE ERUAME :

aEE fERLtE<
NVE VolumeRV4EX FHIREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination true

NAEMZIRERINVES MM FHFEE volume move start -vserver SVM name -volume

(=5 EE’Ji&EE&FHAggregate}ﬁ,.& volume name -destination-aggregate aggregate name
=) -encrypt-with-aggr-key true

NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-—encrypt-with-aggr-key false

NAEWLIR & EAI FHEFRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

TENVERIRE TS E X FHRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination false

MERBNGCEE AR NFME -

THar L GEIR A BRMSN FHIRE voll & NVE Volume :

R

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

&% BBVt _E B RN F Aggregate BARINZE ~ T3 a < GEHA AN NVE A FHFREE voll E NAE

Volume .

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-with-aggr-key true

T5ep & &L A NAE Volume vol2 & NVE Volume

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false



To e < GER AR NAE Volume vol2 EAIXFHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-—aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

Tosh S G AR NVE Volume vol2 BN FHIIERE :

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false

2. AR MR E ISR
volume show -fields encryption-type none|volume|aggregate
° encryption-type H{iA]7E ONTAP 9.6 K EHIRAHENS ©
NERENGTEEL  F2RGTHFME -
Ty BRERPIEIEEMZLER cluster? !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. MR E R AR @ EITINE ¢
volume show -is-encrypted true
MBTEENGLEE ARG THFME -

THEr L BB ENMEHIFE cluster? !

cluster2::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%
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£ SVM 1RELHEE 5% F NetApp Volume Encryption

%€ ONTAP 9.14.1 B8 ~ &I UTERHFE VM (SVM ) 1REERREE _EEYFE NetApp Volume
Encryption (NVE) ©#&E38 NVE - iREIEESFERAM—IEETNS - LUES SVM B
Z2M% o

RIRNETE T {E

OBFEEI SYM 2% ~ A BE7E SVM 1R Volume _EEXFE NVE °

FAsaZ Al
* SVM R & RSN ER NetApp Aggregate Encryption ( NAE ) INZ3RY Aggregate E o
* & JEEBUA Onboard Key Manager S9N & iR B IR2 T AIINGS o
* EAZEHAT ONTAP 9.14.1 SEERTARA ©

s HEREASEA NVE TIZMR Volume B9 SVM ~ IBABEIEBETHE - #& SVM 1R Volume BEHAA4E
ZF Volume ~ ABEHFNZE SVM iR Volume o

° YN SVM BEN B ESEEER NAE « BIRIEETER 4K NAE o
* N8 SVM BEH SVM SKERIERIIA -

° R4t SVM EMINNZEREAZEREI B - MNRETERIFN B89 LA NVE ~ BIABERSTH
SVM 18 Volume E{ERELAE NVE ©

° MRBRBEFRIFIEESRSEER NAE ~ B SVM 1R Volume i3 fEFA NAE

HER
AT LUER ONTAP CLI RS EIES ~ £ SVM REZFEE _ERYE NVE o



CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

AARBEIR & N ZI1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume

2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
E o
#%) SVM iR Volume HIIZE
1. @R ERE -

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

MEEZET « 5520 volume move * s52H #2E)Volume °

2. 58 volume move IERLITN volume move show 8%

volume BEER NVE BIFR LR EBEE o

°© o yolume show -encryption-type

AREES
1. JEE FEZHE > WRe -
2. FEBMER SVM REFRERTES « EWR : AR HE o

318 T HEREEL | BET RW [ RAME J -
4 B2 R o

EX R ENRGR R & N E

ETHAEST489.8BHIAONTAP ~ &ZE]LUfEANetApp Volume EncryptionZ&R{R:E B BL AV AR FERE

[=]
oo ©

RIREERTI(F

() hErERRPRREE - FERRSVMIZRHEE - SVM RIS ErTSEE A BB RIS
# .« £ ONTAP 9.14.1 B9%4 ~ NVE o

REIR & NE—BRE - MRS o BEEREEEE - METKR - BEEASMERIEMGRERE « hEX
HITREBMREE -

ez Al
* WHYRFLRERAHAERS o

BE—EEhARE AT IR VolumeiNZ ©
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* EHRAKLEEARNESREEREN  IEEASREETEMEHHE KMIP) MIMNTZREERAR
58,

1. MEREIRE :

volume encryption conversion start -vserver SVM name -volume root vol name
2. FESDESHAEREATIRAS |

volume encryption conversion show
3. STREHRIFRIR - SAIEDHIRE B INE

volume show -fields

LU EETRINZE Volume BV 1 &5 451 o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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