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1. BHEPRBARRAEPE ¢ set -privilege advanced

2. JUT Y HAP—IEEF

MRIEHREREEREMEFAE. .. AABL...
ERUE vserver cifs options modify -vserver

vserver name -is-local-users-and
—-groups-enabled true

[SYE)::] vserver cifs options modify -vserver
vserver name -is-local-users-and
-groups-enabled false

3. ROIEBIEHEIREAK : set -privilege admin
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): vy

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and
-groups-enabled true

clusterl::*> set -privilege admin
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1. BHERBRRAEPE | set -privilege advanced

2. YUT Y HP—IEEF

NREHESHEERE. .. BABS...

BERA vserver cifs options modify -vserver
vserver name -is-local-auth-enabled
true

2= vserver cifs options modify -vserver
vserver name -is-local-auth-enabled
false

3. IRCIEIPHREBL . set -privilege admin



vl
THIEBHIRIESVM VS1 LR AA R E g -

clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth
-enabled true

clusterl::*> set -privilege admin

FERAER
* THRAHAR S0ERE
* BRREF AR LR ERENEHE

BEEAHERERRE
1EE8 41 ONTAP SMB EREIRSE
MRECEBELEREGEAENTERBINRA - UWRERANEAERAERE « EATLUE

A ERANRE - WREAEXBEAR AR TEEBNMEZEERME « A
L Ean RS ERENRS

MRITHEE... BADS.
B FEREN 24 vserver cifs users-and-groups local-

user modify -vserver vserver name —-user
-name user name -full-name text MREHE
AR ~ BRI SRIE(E

&A1 B & BYERAR vserver cifs users-and-groups local-

user modify -vserver vserver name -user
L A
-name user name -description text IR

BELTHE  BINEES|SREE o

EARASHEASEEAERES ‘vserver cifs users-and-groups local-user modify
-vserver vserver_name -user-name user_name -is

-account-disabled {true

false} B L A ERERS

el
THEF T ERL2S (SVM ~ SLrifBAVserver) VS1ERAEFERE "CIFs_Server\sue) EHfn
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# T'CIFS{RIARES\ suedf')

clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -new-user—-name CIFS_SERVER\sue_new -vserver vsl

EXFAS{Z A 4~1% ONTAP SMB {EH&IRE

MRIECHERERER %’FULLSMBL,.ET?HWW?FE?E%&E%% (SVM) HFrZRIER « SFRUAZ
BERBIRE - MREABERAHEREIRPEZBSMBEESVMEF J&_JL,(TH% ZfEMA
ARP o

R BIET(F
TR LUECRERE R P REUAA IR ERE -

TER
1. MITEENTE

NRITHEE... WARS...
BB EREIRR vserver cifs users-and-groups local-

user modify -vserver vserver name
-user-name user name -is-account
-disabled false

EREREIRA vserver cifs users-and-groups local-
user modify -vserver vserver name
-user-name user name -is-account
-disabled true

BEAE ONTAP SMB R ERBPZE

,UTL,(QEZIKH%E%%E’JIFE)E ZHE o MNRFAENZEEA R ERE SRS « S8
AERLIEERA o

/7= ,a.u. e = . .
1. FHITEEMNSNEREEZNE | vserver cifs users-and-groups local-user set-password
-Vserver vserver name -user-name user name

gl
THIEHIRE EEFEREEE (SYM ~ RifB&Vserver) VS1BRAZ AEERZE M"CIFS/Server\sue) RIZEHS :
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clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

TERAE AR
REAUA R EEHEE

,,,,, BETARARSZERENER

AR ONTAP SMB Fitt FHEHIER

,ax__[LM‘ BMEXRERBTIENEERENEE - IRCBEFENSTEERENIRP R
E EJMEE?I‘&@%%E’JENHME)E Bl » UKRZUERENRFEN - IEEFAIHENIEH
TR REENERBRIRE « UKGEEEDFEERE N E R E -

FAREETLE
KEFERRERETERAEREN -

ﬂil ET%
1. YT I EP—IBHE

MRIGHEE WABL...

FEEFEREI%ES (SVM) LFrAFEHREMMERAE vserver cifs users-and-groups local-
nﬂ user show -vserver vserver name
FBNERENFARA B vserver cifs users-and-groups local-

user show -instance -vserver
vserver name -—-user—name user name

T UERITH SFREEZEHMER R - MN'15S2EZERONTAP &4l "vserver cifs B3l » s520 ©

Ll
THEHFERSVM VS1_EFrAE A ERENEREN -

clusterl::> vserver cifs users—-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones
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BT ERER ONTAP SMB B4 E5HDHER
e U BB A E R B PR B RV AR BF4HE AT ©

TR A RIEE R B fE A EHIERNE

FIREITFEVER - LB AR FIEERE TR B RIRAIFEVEIR - S5 AN

ZHFEEE o

BN ERIIF
TR BRI ~ EETREEETENEM °
1. $IT I EP—IRHE
NRITHEE...
BTEESHRERENSHREREMEEREN

RTAHEREMB YR ENSHERENSER

&

FETEIEE R ERME (SVYM) 1ERE Z A fE
RAENEREMREEREN

BETMEESVM LA A ERE AN

gl

vserver cifs users-and-groups local-
user show-membership -user-name
user name

vserver cifs users-and-groups local-
user show-membership -membership
group name

vserver cifs users-and-groups local-
user show-membership -vserver
vserver name

vserver cifs users-and-groups local-
user show-membership -instance
-vserver vserver name

LT EE6IEERSVM VS1 LFRE A ERENMEERE ; (FAE CIFSARSBEES]
2 TBUILTIN\Administrators) B¥4BRIALE ~ M TCIFS{AIARES\ sues 2 TCIFSTAARSS g1') B¥4HMIKE :

clusterl:
-vserver vsl

Vserver User Name

CIFS_SERVER\Administrator
CIFS SERVER\sue

PR A1% ONTAP SMB {EHEIRE

MRTBEELRESMBE:
ﬁﬁ%ﬁ(&M)W%$%ﬁ%%ﬁﬁ°

:> vserver cifs users-and-groups local-user show-membership

Membership

BUILTIN\Administrators
CIFS_SERVER\gl

2 CIFSAARES ~ BURESVMFRZERIAVZEEIR « [e] UL

13



A

BRI

WA ERER - 55:85C FHIEIA !

*ﬁm%uﬁxﬁ
AR BILFERE ZEZENB & EAWindowsZ 2 4T ©

* FREHAEEREN SR SR EERMNEREREDBE o
c ZEHMBHERAE (FIfAdministrator) ESEMIER o

1.

AELERPRIEEFERAEIRD LT © vserver cifs users-and-groups local-user show

-vserver vserver name

2. MIBRAIEFERE © vserver cifs users—and-groups local-user delete -vserver

vserver name -user-name username name

3. ENEMPREREIRS @ vserver cifs users—-and-groups local-user show -vserver

vserver name

&)
TEUEEH = MIPREISVM VS1BRAR Y A ERE "CIFS/Server\suel

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS SERVER\sue Sue Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

IR EF4R
&2 7<th ONTAP SMB £¥4H

TR S BIRAAWEFEAVREA  SNEHanREHE - LIEIRARAHERE -
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MREEE... fERm<...

B B4R ER A vserver cifs users-and-groups local-
group modify -vserver vserver name
-group-name group name -description

text MRHMEZER ~ BILTALEES| SRR

Bt BEA vserver cifs users—-and-groups local-
group rename -vsServer vserver name
-group-name group name -new-group-name
new_group name

# )
T EHI A E¥40 T'CIFs_Server\Engineering) E#fdni$a% CIFs_Server\Engineering _new']

clusterl::> vserver cifs users—and-groups local-group rename -vserver vsl
—-group-name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

T EEHNERA4EE4E "CIFs_Server\Engineering) BYsREA :

clusterl::> vserver cifs users—-and-groups local-group modify -vserver vsl
—-group-name CIFS SERVER\engineering -description "New Description"

A ONTAP SMB A& EHENES

OB EEE RIS HEERIEES (SVM) LREMFIEAEEHEISE - IEEMERE

HHHESVM T2 ERIVIERFIRESSVM ERERAE#IR (#FR) MERIFEER

1. #1475 EL R —TEBHE

MRICBERR...BIE BWABZL...
=5 A A% EHA vserver cifs users-and-groups local-

group show

SVM_ERIFrE St B4R vserver cifs users-and-groups local-

group show -vserver vserver name

ERIERITIE S S REEEAMER S - I115< 2 Z ERONTAP B4 "vserver cifs Bifl » 52 °

]
TS FIBETRSVM VS1_EFRE N B 4ERIFERAEE A -

o
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clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group

vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS_SERVER\SaleS

EIRAE ONTAP SMB B RN E &

ISR LU R AR PR AN S A e R & ~ SIS RS PRAIE B 4 « ZREIEXWEHHENESR
1% o M RERBERFEEHHPHNEFEUEFIRIZHIERZE - S B AEHES H%EsHE
FABVHERR ~ E1REBEA °
RSB IE
FIL AL B E A EHERYZER
AR R REIE ES5RY_Everyon_ B¥4H

* VRS FEAKEE - AREREREMEEZEE -

* FERENEFE - TEREREMEEAEAE o

© EEAR AT BRI S E AR EEAR o

© BEERBIGERE REHEIIE EAMEHE - Data ONTAP BIABRESNHE BB 2SID o

AR ATEIR SRV ER] -

IS TAY_Everyon_ BHERREPRALE o
© CEREPBIRN S REHEL AT
ARSI IS BN BHEMS PRIV B R BT 2 ¥ FERYSID - ONTAP

1. FrIE S RREHE RIS o

MRIGHEE... REBEMADZ...

SR EEEAE vserver cifs users-and-groups local-
group add-members -vserver
_vserver name_ -group-name
_group name -member-names namel[, .. ]

TENISE B HIE EIEE AMEHRN A ERE
s i B BRI B AR B SR D PRAVB EE ©
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NRIGHEE PABRERG...

ReBsAPRRPRALE vserver cifs users-and-groups local-
group remove-members -vserver
_Vserver name —group-name
group name -member-names name [,

o e B B P T  B EE
e AR BE AR BO LT SR S TR S o

W T B A ERE M'Smb_server\sue FI4BIHEH4E MAD_DOM\DOM_DOM_eng') ¥8ZESVM VS1Lt
FyZsiE¥4H M"'Smb_server\engin'y

clusterl::> vserver cifs users-and-groups local-group add-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB_SERVER\sue, AD DOMAIN\dom eng

LUTFEEHI#ESVM VS1 LA EE4E "Smb_server\sue) #1 Msmb_server\ames') FIRAHEERAER :

clusterl::> vserver cifs users—-and-groups local-group remove-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

FERAEN
,,,, BRI B4R Y B BIAERE E RN
FETARAEEIAAF 2/ ONTAP SMB 52

el rRE e EETFERKSE (SVM) EATREZAEBHERPIENEBE - 1158
HPHRER TR EAEER (#R) BER - WERRER -

1. BT EHP—IBSE :

NRICEEE AR, HIER BWABRT...
BE AR KEENRE vserver cifs users-and-groups local-

group show-members

SVM_LEFRBE A EHERIRRE vserver cifs users-and-groups local-
group show-members -vserver
vserver name

]
T3EHIRETRSVM VS1 LA A HKEHER S RYMERI S |
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clusterl::> vserver cifs users-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS_SERVER\engineering CIFS_SERVER\james
fBRZ1% ONTAP SMB E48

IR BEEREEHEZRF BB ZSVMABRE 2 BRI B EVER « SIFBEERSVMERE
R (#R) fekairEmE « SR LUHRETFERES (SYM) FifRZEE -

FAREETLE
PRt B 4EEs ~ 555E5C FHIFE ¢

* EEREATEE -
FERESRILEHEZERZNB R EAWindowsZ 2 T

* MREHBAREFE ~ HIEERIEER
* FEAMIBRISFAEI_Everyon_ B¥4H o
o ESEAMIBRAERE4E « FIE0_BUILTIN\Administrators__ BUILTIN\Users_ ©

1. £ SVM LERETRAHEEH4EE B ~ FEULHIET S EMIFRAASHERF4H4FE © vserver cifs users-and-

groups local-group show -vserver vserver name

2. MIpRASHEEEAE @ vserver cifs users—-and-groups local-group delete -vserver
vserver name -group-name group name

3. MEsDE¥4HEMIBR ¢ vserver cifs users-and-groups local-user show -vserver
vserver name

gl
Ty EEFIZ MIPRESVM VS1ERAB I ARIEE$4E T'CIFs_Server\sales']
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clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS_SERVER\sales

clusterl::> vserver cifs users—and-groups local-group delete -vserver vsl

—group-name CIFS SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

B BRI ETRR ONTAP SMB 48is{E & M B 4E 78

RIS ML e R B AN BF B ATIE E CIFSRIAR S RIS B4R - BLEEIEYI SERERI A

BN ERER - MREFMn2EIDGF « A BEFEEMEHEERE

FRERTIF
Wi RiEE ZEEMEN R MBI HFERKES (SVM) &iE -

1. BIERBREAER | set -privilege advanced
2. JITEENTTE
MRECEETMAAEREMEFAE - UK. RS
BB E T BE AT AR EMEEH vserver cifs users-and-groups update-
names -vserver vserver name
BETAN T B R4 e (5 & AN B¥4E vserver cifs users-and-groups update-

names -vserver vserver name -display

-failed-only false
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MRECRREF AN EREMEFE « UK. ERLEHRZ...
(BT A E A (EREMEFAE vserver cifs users-and-groups update-

names -vserver vserver name -display
-failed-only true

FEiEl EFTBFR A KRR E A vserver cifs users-and-groups update-
names -vServer vserver name -Suppress
-all-output true

3. IROIEIBHIR/BAK : set -privilege admin

gl

Ty Ef e B ARFEEREEE (SYM ~ friiBAVserver) VS1IERIBBVAEINEREMEHHRTE c Bt L—X
B~ FEEMHR—FBKRREE
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver: vsl
SID: S-1-5-21-123456789-234565432-987654321-12345
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom userl
dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654322-23456
Domain: EXAMPLE2

Out-of-date Name:

Updated Name:

dom userl

dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-123456
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom user3
dom user4

Status: Successfully updated; also updated SID "S-1-5-21-
123456789-234565432-987654321-123457"
to name "dom user5"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123458"
to name "dom user6"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123459"
to name "dom user7"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123460"

to name "dom user8"

The command completed successfully. 7 Active Directory objects have been

updated.

clusterl::*> set -privilege admin

EIEARHER
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* EPRATIE EAEI L AE SEHERTFONTAP ~ BIRE & Bk AR ARSI 83 SR BR -2 /I (E R & B BHE -

INREARHSABIRIERES « RIS IJREERMONTAP °

1. i — R AR E A AR EFAE B4 | vserver cifs users-and-groups privilege
add-privilege -vserver _vserver name_ -user-or-group-name name -privileges

_privilege [,...]

2. U EHREEREYMH | vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or-group-name name

&)

T &R MeTebprivre') A MeTakeOwnershipprivatef | REPRETIE EFE1ZERHLES (SVM ~ SLA1TBAVserver
) VS1ERERA#E 'CIFs_Server\sue']

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

filBx ONTAP SMB Zi# ok 4915k {5 F & sk B 4B 19 R R

TR LIRS ERTEIR ~ E!EF‘EEZIK&&%& M ERE AR ERERR - ErREBIEREMN
BHHAEARRAEIR « EMBRREE -

A Z Al
e RIS ERE R A BRI E A& B A A B EFTE ©
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FRERLIIF
TER PRSI S B (5 F & S BHAE RO RERR B ~ (A JRGERC THIFIE ¢

* RIS RR— S ERERR o
SRR AE A AR « ONTAP ] At & Bt A& ARSI 25 SR BR B Al DU (e A & A% AE o

SNREAREEIREERIES » RIS PIAE G RONTAP o

1. BRI ERE AN —HZEER © vserver cifs users-and-groups privilege
remove-privilege -vserver vserver name -user-or-group-name _name

-privileges privilege [,...]

2. EESRERMIPIEPRFIRAIEIR | vserver cifs users-and-groups privilege show -vserver

vserver name -user—-or—-group-name name

gl

TS B IR AT ERILES (SVM ~ 1B AVserver) VS1_EFERAZE MCIFs_Server\sue) B9 MeTcbprivre'l
#1 MeTakeOwnershipprivatef'] 1#[R :

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

5 ONTAP SMB ¥ s 4Ein e AEMEHERVER

TR A E R A A (E A B M EFHRVIEIR - EEESIIA K SARE ERA B ERE
R~ MEABEEZNFERE LN - ILEMRER -

) SRR
ERAEEAERE NEHENER « SRRV AERIER -

1. BRA RIS ERE N EHHAIEIR | vserver cifs users-and-groups privilege reset-

privilege -vserver vserver name -user-or-group-name name
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2. Y LR B ERR ¢ vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or—-group-name name

gl

TH SIS EDHFEELEE (SYM ~ SaTiBAVserver) VS1 H{ERAE MCIFs_Servensuel HIFERR o iRIETE
5%~ —IRERERE EEIRFERARHER

clusterl::> vserver cifs users-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

THISEHI G EREE M"BUILTINEIES' ) AR « BERIZIFEIRIER :

clusterl::> vserver cifs users—-and-groups privilege show
Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users-and-groups privilege show

This table is currently empty.

FAT"A R ONTAP SMB #E[EBEZHEER

(0T LURET S TR A B S A FA R 5 SR BB A0 SRS TARIRARRA AN o LM ET B
i 2 A EAFRENERERR -

TR
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MREEERTAR.. . NEH WALLER S
HEERSS (SVM) EFREASMAStE(EREHM vserver cifs users-and-groups

B AR BETREIR privilege show -vserver vserver name

EETSVM_ 435 TE 4815 o A i a5 BB & AN BE4H RO RE R vserver cifs users-and-groups
privilege show -vserver vserver name
-user-or-group-name name

TR AT IS SR EZEMER 28 - M"15< 2 Z ERIONTAP R5¥4l "vserver cifs users-and-groups
privilege show &3fl » 526 ©

gl
THar < ERERBAFEEASVM VS1RYZN K S 8IS B A BHABABRABAVFR B 1R

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeTakeOwnershipPrivilege
SeRestorePrivilege

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

RERBBALEREE

TIN5 E ONTAP SMB #&iBRFEIGE

MEERAIEEE) B—REAEER (HWBA_priviRE_)  AIREFRAEEEIUEE
TERREPRIPRE Bk « AMEERAENBERERIBER « SRZERANELRER

%’I‘ﬁﬁﬁ@ﬁéiﬂ'@f’%iﬂ MR ANfA A FER S (SVM) ERERERERBRTER

AR BBAERERFGHEFES

* MRAEF - BEEAEEAFIVERRONTAP « ERE RS R TUIEEFIUERR « FERETEBEHRNE
THEMR ©

* MRAAEF ~ ONTAP RULLINAE SR ERERREPRAEBHNAEE (1T) #R -
MREMPEBERE X1 (FEE#R) - ONTAP RIEAFEES -

ERIBEREEET
ISR LUEFIONTAP CLISK F th{E A& #E PR E Active DirectoryB¥4R/R R ~ 2R E BB B TFEIRE o

° SeChangeNotifyPrivilege HRAIIEFIE T A FEHAEKEBENE o
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®* BUILTIN\Administrators

®* BUILTIN\Power Users

®* BUILTIN\Backup Operators
®* BUILTIN\Users

* Everyone
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T REPRATIE E4IE e A B S BFAERFONTAP ~ Bl SE B B4R ADIEIEH 83 R S sE I (e A B B BFAE o WNRIMIEIAR
EHIEE « BFE<SRIAEERMONTAP o

T ER

1. gL E AR BTG E SeChangeNotifyPrivilege e Agin(SE FH E S EFAERIHERR ¢ vserver

cifs users-and-groups privilege add-privilege -vserver vserver name -user-or
-group-name name -privileges SeChangeNotifyPrivilege

BB -user-or-group-name B2 EAEFEAE NEHE « SN FEAENEFAE o

2. ERIEENEREREFHEACRARBEAERE | vserver cifs users—-and-groups privilege
show -vserver vserver name -user-or—group-name name
#45)

Tar <SRRI “example\eng” B ARV E B BEFIE RELE B i B ##1%E SeChangeNotifyPrivilege
BAHRVIEIR ©

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
TERAEN

FREFERE N EGRBERBERE

2| HEAE o EF4H4EE ONTAP SMB BipEEEE

MREAFEZEAEB/FEZRETNFAERLR « AAERAEHEEERAER « &7

LA#8BR seChangeNotifyPrivilege 75 SMB & AR EHLIS EBHARIER (
SVM) e

ez Al
TRHE PR FRE R AV AN B A (e AR B S BFAH N SR B AR F TR o
R BIET(F

EBPRARIEE AL BT ERVEIRET « ONTAP RJ Bt BiA& ARIIE 23 R ER-E AE I (e AR & U BHAR - I REIARAEHE
EEHES ~ BlIE A REZRMONTAP o

B
1. RAFRARLERE | vserver cifs users-and-groups privilege remove-privilege
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-vserver vserver name -user-or-group-name name -privileges
SeChangeNotifyPrivilege

L EHPR seChangeNotifyPrivilege ZAMEEMEIEIEAE S EHERIEIR « RILUERBERIERE

-user-or-group-name name 2 °

2. IREENERENBECERKARIIEE | vserver cifs users-and-groups privilege

show -vserver vserver name -user—-or-—group-name name

E45)
THGSERIEER Mexample\eng'y EHEMERERIBREFIFERS ¢

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
HERAERN
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¢ JH.A
V==

28



RTEZIRRIBVABRI S
ITRILUZBFlexVol THINASEHIGE « BEREZ/RRINEREN « DIERIESHRINE LHITHEIEH ¢

* SMB (FrEhRRZS)
* NFSv4.x

BNEFERTFIRE (slag) ZEMBEEAEN
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vserver security file-directory show
-vserver vserver name —-path path

vserver security file-directory show
-vserver vserver name —-path path

-—expand-mask true

gl

THSEHRTRARBENZEEENR /vold £ SVM VST F !

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

vsl

/vold

64

ntfs

ntfs

10

____D___

0

0

777

YWXIWXIXrwXx

NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-

WUTEANBRTEMBENZEMEN « WIREARREHNIETRIES /data/engineering £ SYM VST 1 :

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path:
File Inode Number: 5544

Security Style: ntfs

30
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Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

= Archive
= Directory
= System
= Hidden
= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Group Defaulted
Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...

Relative

= RM Control Valid

Protected
Protected
Inherited
Inherited

Inherit Required
Inherit Required

Defaulted
Present
Defaulted
Present
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System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

ALLOW-Everyone-0x10000000-OI|CI|IO
0...



Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

LTEHEREEREZHEEENZ2 M EN - S1EH#FELR Access Guard 24 EH /datavoll £ SVM
VS1 H:
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e e
* BTORSTNR R EHIRERIESR

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

* EMUNIXZ2RMIRE FIERZ 2B
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BETARMESZE2ENHIEE LR ONTAP SMB #£#XZ £ ERER

CRIMEREENZE2EERE CRTERERRLZE2ENMHEMEN « GEREEREER
MR EMEI - ERRER  DURUNIXES S SEHERERIE o SrI LUERAERRERS
REMAAR « NEREHEDRERTIREE
BEREIATE
S BRIHEEERIEE (SYM) 418  URCERTERRRERRZ 2 M AN o WalULE
B A BRI o

 RERLZ2BUEERqree?] B EAUNIXIERIERMBIERMERIZ « GIFHIAITTHNFSV4 ACL »

MR EFANTFSHERERIBHERME 1 o
CRARZERMHENS LEAERAUNIXEINTFSHARZ 2 -
* ACLEItH R &3 B ENTFSHNFSvAR 24 A E A A SEEET ©

HIERAUNIXZ2MRMERN B - MIRIAEARIITER (ENFSv4 ACL) ~ RILERAIZBZER °

* ACLE R EAEMBHER LRI EBERINNTFSR 24T

* AAENMEVolume rootTligtree I B R Z 2R AUNIX ~ I UTEREREZ 2R VolumeE gtree L& EHTEE
BNEIRERZ R - BREBERRIFIUREN VolumeZgtree B ISEHIL « FIAEZ FIFRFEERUNIXAEZRHER
MEFEARIFEREACL °

* MREGLHAANBREEZEANTFSARZEMNER « B ESEFEIERZHEIEENERN B RRKRE
RER « W FRRERRFEERIACERERIE ©
1. PR BB B R MERT B R 2 MRE

MRECEEZRETE. .. BATIEGZ...

LR ER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

&)

TH &S TERAREHNEZEMEN /projects £ SYVM VST FLUEREERRER - EBREARNLREKERE
BEBUNIXE¥MZ2M -
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clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

THSHRETERRENEEMEN /data £ SYM VST H - EEEEHN L2 EREABNTFSAERZ R -

36

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only



Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

clusterl::> vserver security file-directory show -vserver vsl -path /data

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

OI|CI|IO

MU T EHIREREREHHR Volume WZZ2ME /datavols £ SVM VST A o EREEEX L2 MHEENR L

EBEBUNIXERHNZZ  Volume AR #FRERNEFEIRFRELZEG

37



clusterl:
/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

MERAEE

:> vserver security file-directory show -vserver vsl

vsl

/datavolb

3374

mixed

unix

10

____D___

0

0

755

IWXr—Xr—xX

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

-path

* BTNTFSZ 2 ARG PR Z 2 EH

* BERUNIXZ 2 AR E FERLE BT

ZETAR UNIX 22BN HAEE EAY ONTAP SMB XL 2 MMER

,ax_JL/(,.,\TUNIXE%’*“E%QE%EJ:E’J##%QEi%?c%’lﬂﬁ%ﬁ%%ﬂ BIEZ
ZEMEI - ERABER » DURUNIXEES & EEHERERRE

A’Lﬁ%‘ﬁi—iﬁ’?‘ﬁlﬂ’]
LR_ILAﬁEﬁHmDEEjzﬁﬁ
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2MHAAR « EHIHEIESRTIRE -

RIRER I

T ARMEFEREE (SYM) HRHE - UREERTHERNBERREMENNERRBE - LA UEE
TR B AR B SRR AL o

* UNIXZ2RHIRE M treeTEREAZ SR FIVEIRE « REERUNIXIERER (BRIAITHNFSV4 ACL) o
* ACLEIHE REHEHABENFSVAL 2 HIIE R BRI IRET o

HIMERAUNIXZ2HRERNBLE - MRREREXTTER (FENFSv4 ACL) -~ BEREAIAZEE o
* MNRFEANFSVAZ 2T ~ BI RS ERACLE L YA & B4R HRAL o
EMRENTFSEZRFMTERS °

* HRENRE SVM ERTE CIFS fAfRes « Bl UNIX AR &EX gtree LR FEREFIMFREZEME « EHit#mH
AIREE R EANPIEE 2 MR & gtree MURFERFIFRELEMABREN -path 28 -

1. UFRERAEFHE R ERETERNBRZ 2 RTE ¢

MRECBEETEA. .. BATIEGZ...
LEER RS vserver security file-directory show

-vserver vserver name -path path

EEFAAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THSEHERARMBENZEIEEN /home £ SVM VST H ¢
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

THEAIERERBENZZ2EEN /hone £ SVM VST BBEFRESH A !

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

FERAE R
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,,,,, BETARZERAE LN HLZ2MENER
* BTRE IR R EHIRERERRZEEH

ONTAP 15< R EEn A S SMB FlexVol HEHEE _EHY NTFS X HEIRIEE

TRILATEFlexVol ThEE& _E R RNTFSTEZRRIRIAEREE R - @E?z%ﬁ‘ﬁﬂﬁ?&ﬂ’]?&éﬁ
I« EARVER « UKARFIUEHBENEREN - KRIUERERREERZEEE
SRR EEBFARTEIARERE o

RANEETIE

T ARMREFERMESE (SYM) BIRTE  URBRTHEEZEMERIERRRE - SoUMEEP
SHMBERETEL o

* NTFSZE2 R IEEMatreeZEANTFSRAZIUEHEE (SACL) FKITHEZRE o
* EEENTFSAERZZ MRS Z2EMIEESP  iERZMER LI UERANTFSTEZERR ©

BEAZEHERENgtree ] B 2 EAUNIXIEREIRIEI DIERM B ik « BFERIUAITTEINFSV4 ACL ~ L
RAEFANTFSIERERAEBNIERMB &R o

 BENZEAHIRENR EERERBUNIXEINTFSERZ R « MARSEEZHAEENTFS SACL ©

* AAENEVolume rootEligtree I B R Z 2R AUNIX « I UTERARZ 2R VolumeEXgtree L& E (ETE/E
MFEREZEM - BREHGFERIFIUREN Volumeigtree R « AIAEE R BETR—AIERENE
KIFNFSv4 SACL ~ UK fEFEBRTZENRENTFS SACL

* MREHLFAANBREEZEANTFSARNZEMNER « BlEHth SRETEREFIUERIACERERAE (
IR EHEEERIESRE B SR IEREBREFIUER])

* EETAANTFSAEMZEMRERNERRNZ2ME N » UNDXAERBvEL RS e SEHBRAIUNIX
TEEERE -

NTFSZEEMEZEMER R RENEFZFIERE « EEANTFSIESEEIR « WindowsfEREMAFE o
* ACLEIH R #H ¥ EANTFSENFSv4L 2 M AR BRI IREETR o

HRERAUNIXZR2MRMEZNEREMES ~ BEIAZER - REREKAITTER (BNFSv4ACL) °
* ACLEAHFRRYHER BN BHER LB I EBARNNTFSZ 2 M #itT -

i%ﬁi
1. R E e R E RN B SE R AR E

NRICREETREN... BATIEGZ...

iBER AR H vserver security file-directory show
-vserver vserver name -path path

B vserver security file-directory show
-vserver vserver name -path path
—expand-mask true
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T & HIBEREREMNREKRAIEN /corp £ SVM VST d1 o BRIEEENTFSEREZEM - NTFSEZE Ml

2RI BT/ R BISACLIEHE o

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

THEHBRESHEIZRAE /datavoll £ SVM VST A o BRIEEE—ARIEZFNERZSACL ~ UKkf#F

B R FEURESACL °
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vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

7777

TWXIWXIrWX

NTFS Security Descriptor

Control:0x8014

Owner :DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI



cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

ONTAP 155 B BT A R SMB FlexVol HiE&E _FAY NFSv4 FEIZFRRAIE R

f&BI LAFlexVol {fFFAONTAP CLITESHHE iR & _EEENFSvARE R BRI S ~ 8FE
ZEEAMNERNZE2ET - EFRNER - URRFEFEUEGEE (SACL) MRS °
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ERI LU R AR ERE L 2 AR RS AR ZE AR TS IR R RE o

RIRER I
CARRMMHEFERKES (SVM) BIRME « URBERTHEZEMNNERNBERRE - S ULUHRER N EET
A EREER L o

* UNIXZZ2BHERE M otree(EEFANFSv4 SACLIR#ITIEZ/RA] ©

RENZERMRERERME S « ERUNIXZRERE « BIAJERANFSVATEIZ/RE! -

BEAZERERENotree ] BB 2 EAUNIXIEREIRIVEI DIERM B iR « BFEEIUAITTEINFSV4 ACL ~ L
RAEFANTFSIERERAENIERMB &R o

 RARZREMEEMNR EEAIEAEBUNIXENTFSHMANZ R Y - MATEE S AE 2NFSv4 SACL °
* ACLEIH B &4t EANTFSTNFSVALZ 2 M IIE RN BRI AEET ©

HNEAUNIXZ2MRERMERRMS « IHUAZEA - REREUTT#ER (BNFSV4ACL) -

* ACLEH PR A BB B L EERNNTFSZ 2 14H T -

* FAAEN{EVolume rootBigtreeIB R Z 2 AUNIX « 1A UTERARZ 2B VolumeEgtree L 38 E (E1Z/E
MNZEREZ DM « BREREERIFIUFENVolumeFH gtree IR EHH ~ FIAE & FAFRFEETR—ARNFSVATE
ZMBESACL ~ UKREEZEERFERENTFS SACL ©

. EEIE"!ID%T‘ SVM L& CIFS fAfRes * Bl UNIX BERE S gtree ERIRFEFERFIRREZ R « ALttt
FEERBANPISE ZHEREE gtree RIEEFEREFIRERZEZHBEMAENR -path 2H -

1. LR AE R E R ERNBEHRZ 2 ERE ¢

MRCBEETEA. .. BATHGS...

LIBER AR # vserver security file-directory show
-vserver vserver name -path path

EFAE R vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THHEMNBTERAREHNLEMEN /1ab £ SVM VST A o [EUNIXZEBIERIEABNFSv4 SACL ©
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

T EN{AIEET ONTAP SMB XL 25T HRIE S

TEIMERBAF T () RETREREHNIREERE FTRrAEENERNERZRZEIENE
ZIRRAERAE -

BRF () ARiEE BRRENRE—EF T « BRIUEZF O THBERAEEZMBERNER - IR
TRERTRS [ WREERHEREN  RILATEESISR (M) RRMHTERE -

&)
TEEERFTNMST RN T AFEEREMBERIERREN /1/ SVM VST

45



cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

T5an
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file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

il /voll/a SVM VST BUBRSELIES|SR (") $#E(E o



cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: "/voll/a/*"
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

FHACLIEIESVM EHINTFSIEZZEE « NTFSTEZIR A K f#7F
;EEH2§T§ZEBZTQ%HSZ

FREIE SMB NTFS 1£EZ %2 « NTFS B[RRI FEFE R FESLER ONTAP @5 %

eI LUMEFACLIBIRHEERIEES (SVM) EHINTFSIERZEM - NTFSREWZIRE K (H#1F
[B4RIFEV(REE o

TR UARESMBA P imsl EACLIZREENTFSIERRZ 2 IEMIEZIRA] - B ~ EACLIRRERER EIEMIEZR
A A BE2ERAERAPIHRERERL RN - ERACLITXIEEEERE S EFSERNERNR EER
L2 MR

TR AR E HFEARRVTFESE « ONTAP E2HSVM VolumeEANS —BR 2 o fEFERFIREER
RILFMBENASERRE FNEERH#FEREFIRENREDMG

REFERNFEURE R FEEONTAP BECLIETTREME iEo""_/HiéSMBﬁHE' %EEL%T;?JEQ&E’JT?HW?

TE o IE5h ~ IRIERENFSHSMBA R InEREREN Bt LNLZEMRTE - MAGHRIRFEANFIIREL

Mo BMERRA (WindowsZZUNIX) BIES ~ mﬂtziﬁéﬁ%}ﬁJﬁﬁ?‘&f%ﬁﬁ)‘ﬁﬁﬂ’]ﬁmﬁ EL 2 o AL~ 1%%752
REVTFERERE A AR RHFER RN L 2 ER - THFFEESRIRERERE
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BT R TP B REESTIENTF STZEVEIR « ONTAP {BIIIRUNIXE & B E A XM E
() 5SVMEWindows@f# - BIFIEE AStorage MR IRIRENRIEE EHTR RIS « b
EBNFSTFEUER o

NTFSZ 2B &E

NTFSZ 2 AR EMgtree P B ZHIFTBIERZRM BRI EENTFSARL R o oI UEA vserver
security file-directory Sa<RFAITE NTFS Z2HANMIEE FEETIERENT 2N ¢
* B & PR g RN E R RS R AE RS R A
* HiiRE FVEEFEEAFIRREZR M

EENEZ2EMIRE

EEXNZ2EEEEMqtreeJEE—LABUNIXERZE2MIERME R « MHEAUNIXIERER « g2i5ER
{iI7cENFSv4.x ACLFINFSv4 xFEZIRA ~ URFLABNTFSERZEMN « MFHANTFSIERERFEXERL]
E’J*mm*ﬂﬁﬂ% o IREILUE vserver security file-directory iR FIERENZE2MHER
EREALZ2HEN .

* IEREHIEE R gtree™ ~ FEANTFSENZ 2B AR RN B R RIEZZERAFEZRR
* BIEERMNZEUREIIAE « ATARNTFSTIUNIXBMMZ 2 RIAEIEIE &

UNIX Z2Z2 B R&E

UNIXZ 2 BHFREMqtree B Z EBUNIXERZE2 RN BRI K (BEXI7TEINFSv4.xACL) © MIREAE
EfEH ~ B UEEC NYIZETE vserver security file-directory 7£ UNIX Z2 8 E FEEZ2INEE
HR TR -

* o yserver security file-directory 88% RYELZHANEIE UNIX Z2MERNEIRER gtree £AY
UNIX 1ERZ2 M MEZER] o

s fERILUfER vserver security file-directory #p% R%AITE UNIX Z2MEHIRE FEREREFERBLR
FEURE « piie 2B REIR&EN SVM 87 CIFS f[ARss °

=gl
. THRIAEE X R MEER

- AR LT NTFS Rt

- EEBEMEABIRERIEENEN NG S

* T RRUNEE P TR AR R B S AR R X TR BN

FIHAERE SMB 1ERMERKZ 2R ONTAP 5%

RREAIUESHRERREREZRAENRZE2M - MERERARRTA ~ BIEERTL
NIBHERE R E N ERENENRNAREZZEFAFRVEHA -

TETHIEREFD ~ ERIUERACLIRERZMER RN Z 2 ¢
* EAETERIEPRHEFER « AINEEERPREFES
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* BiRlgeE
* Windows#43igj &5
* ENTFSIERZRARIERZ 2B ZRAIEEE

M

T FR{EF ONTAP S92 E SMB EREME R L 2 4R AR
FACLIRERERZNER KR LE MR « MR ETFRISEMRS
* o yserver security file-directory Command Family RZEE NFSv4 ACL ©

(6 BEISNTFS R 2 M i 7 FA ENTF SIS ZERIERITE o

A% FER ONTAP SMB #E£XZMEBRIRLZ 24

ZEMHEMTESFEIERIFE - ARECRAETHEZRNERRRNITHIENE « LUK fER
EFIEENER REREZIIER o

* IR

?/%E#H%EE ERFFEIEMEEIR « WOREMMG (EAE - FHENERYM) FTHIEENIERNE R RNITHLES)

* REMHHETT
LEMHATRESREMENNERGE I EREERNERRAERAIER o
* FHUEHLEE (ACL)

FRENBERZ2MHATRAESEE - HPEafERE  BHENERYH IEERZ 2T
HEERAERR ENITHESHFRVERAE - KEMHEATAI 23 TMEACL -

° FIBEFEUERSE (DACL)
° RIFEUERIFE (SACL)
* EEEFEUEHISE (DACL)

DACLEIEZfERE « BHEMERYMHE VNS BE - BLEERE - BHENERY IR FEEHEREFH
TERHER K _EREE - DACLESZEU LRFEUESITEE (ACE) -

* RIFEUERIBE (SACL)

SACLE 5 BN RBIEZSE 2 ERE « BEAERYHFN NEIE) 58 - SACLEZZTEMNU LR
FHUEHIIEE (ACE) -

* 7EUZEHIIER (ACE)
ACEZDACLE{SACLFHERIIER :

° DACLZEUERIEE GisEREERE - BHENENRYI(HFr 5T SIEBRIFEER -
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° SACLEZEUEFITEE SisE AR ERRE - FHENERMATHIEEE1FR « E5CEBIRINEIRK
E L

* TEPRAMEA
FERRMEAGRBRIN AR Z 2 M T R E AR ~ MM ERBEIMM - FYIMH R AR ARIREIR - £

KRG LR EREREF ~ (SAILUREERIK « FERKMEZZTAIUER TERAZE) KERXRTH this-
folder ™ ‘sub-folders’#1 MEZE) o

FERAER
* "SMBEANFSHEZE Z 2B/

* REMEAEIZRIEEIERZEMERIRG S

BT@%E?MEJE ONTAP SVM X #1ERBZ L ERFERAE SMB FAE S EHEERZBERE

NRERIER B BRRAEREZ 2 1E 4T « DACLEUSACLIE B R ER A ER & SR
8 -~ BTZIDMEFEAERRPIFEFERES (SVM) XEBMERNM LEREZBERRAZ
Al ~ WARRERC—EEZER o

WAL ASVMERTE KB AERE ~ SRR E _ERZRIRSVMS B RIFNERIEARIRSVME R EI BRIt EE L E
AIHISVM o

TR AR E MIEBSVMK B IRIE R 7 — :
* BoEpRE
B 7 EEAERS ~ SYMAICIFSARSBIE D HBIMERE TR
* BOHAEREE

fEFALEARRERY ~ SVMAICIFSARB IS D HBIFAERE © FEUILEAIF ~ BASVM EAISVMAICIFSAAR
BLIBEAIGRSVM EHISVMHAICIFSAIARES ZIBEARE o

B #pERAERRREER]
TS DHERARD - BN SARERE « BHENERMERNSVMIRR « KRS EAEERE (5
HCIFSEIBREETE) ~ URFASVMBRIt ERICIFSIAARES M - AIYN « IIRAKIRSVMEES 'vS1' ~ CIFS

EAR2S 2% 'CIFS1') ~ BAvSVME#EA T'VS1_DST' - CIFSfARR2s&#EA M'CIFS1_DST'y ~ BlZsi
EAENREERREETESEES TCIFS1\user’ LEICdst Dst : |
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

BRI ERENBHEENEPNAEERENFALBEEEHEE « BEXZERRAARPIITEERENE
HLBATEHEE (FHE CLI EREMWRE) vserver security file-directory Command Family
) o

fun ~ MNRIECEHRE DACLIEE ~ HRERER ['VS1' ] -account 2#5#4 [ 'CIFST\user!' | ~ A
SVM EWREAEGBEEE « LURRERIIAY CIFS EARaS%1E o

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder
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RABER vserver security file-directory modify FEhiE CIFS BRI RIBEE A BRIM CIFS
AIREZ BB ©

BERA2HEVERE B SRRRERRTH
BEZERZEHRRABRETHAIIUERASHRTE - BEREAIUESNMEERE A :
* ZERMEHET

SR UEEM ISR 22 R ENZ 2 Mt BN T EEHE - MR MR

ERENBEMAEAEENEIEFAEE « M RERZE Rt « 7 5EIRP 2BPEABRSVM °

fEOILU$H vserver security file-directory ntfs modify < AEIIRP AIBETEAINERNE
B o

* DACLIEH

S{EDACLIE B & REA—(ENR A AERAH o A RIESEAIER A ERE AR P RIDACL ~ A REEA R
HUtSVME#E o RIS EAIECERADACLIEE MIRF B8 « Rt AR Z 2Rt TR IRMERARE
HEEAESEHERIDACLIER « MUEIER BRYMIIR A BB ILFRIDACLIER « WA ELEMIIDACLIER 458
ERRZ 2 T TR o

* SACL I8H

FESACLIEE & BEINR P IR RN o (SABIEMERER A ERE N EHAIR B AISACL ~ A REEEBER
HISVM$TE o AR IGEKENIR A SACLIEE MIIRF 418 « RILEn Bt T2 il ch R EE A8 E A

EREHENEAISACLIEE ~ LUBIER B RIIR B 2 iBEILFTIISACLIEE ~ Wi iELEMIISACLIBEE B E

SRR kR ua e vl

%ﬁﬁﬁﬂuzm » B AHER B RFAEEPERANSKERENFEETEACENESE - THIERAIFEX

EFACLIEENTFSIERMERI KR LR ERERERZ 2N
7 ONTAP SMB frlfR2s -1 NTFS Z 2 Mty

BIUNTFSZ 2 M (BERLXEMRA]) SRENTFSEFHUERIBE (ACL) LEARE
HFERES (SVM) ANERMBERRINE—F - ERUREZE T RRRA) TEH
RS ZREE L R BRI 32 17 R gk o

) SN
TR SR INTFSZ 2 R IRE ARERMERIR « RN ESN L2 EHIRE FRVEREMERK « 2
INTFSZE T

RIETAR « B ZE2MHMTR « SREFRIFEIEGBE (DACL) FEUZHIZER (ACE) MEEZREM
T o MEFRRAIACEM TR -

ke fFEGRE TFEVER ERNERME
NB\RREES FeEF TR ﬁﬁtﬁﬂ% C FERKR - E

52



it fFEGRE FEVER ERNERME

RE\ERE FeEF TR thit:éﬂ% C FERKR - E
BiUEHEAE FeEF TR UEEMZE ~ FHERRK ~ 18
NT AUTHORITY\R %t FeEF TR thit:éﬂ% C FERKR - E

TRIMER TIERZ KRBT R E M TR
* REMHEATHEEE
* EEENTERE
* RIGEERIREAR

FHEBREIRES ZREMEASHNE - NEFMAEN » F20H 152 ZE R ONTAP" ©
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1. #& DACL IBEEHIEZELZ 2 MMt | vserver security file-directory ntfs dacl add
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-vserver vserver name -ntfs-sd SD name -access-type {allow|deny} -account
name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
—account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. E%s5 DACLIEEE@ABIERE | vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

M52 2EEFRIONTAP "E%4H “vserver security file-directory ntfs dacl &&fl » FH2E] ©
#2317 ONTAP SMB &2 MR

ASVMEIERZLZEMRA - ERERERAACLEEZRHERRNE=([ELER o [RAITIH
AEBITENASR  HPEEI(FIErEAESEENERNRNE—IEH o I UHER
TrEmEEL 2 MRA -

RAREIEIIE

B E L2 RN TEE SNTFSZ 2 Mttt EE R N E R R RE Z BRI - AL « TRZRZ2 LR
AIESESVMEI Rl (ESNTFSZ2 MR Ea N2 BMER) o

1. By Z2M%RA| . vserver security file-directory policy create -vserver

vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BB %RA ¢ vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl
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* R3lE
* FEUERIEEE

HERBREFNFRES ZREMERSENE - MFAMASREFFdn < 1< 2Z ERONTAP IEHEEN © 57
20 -

HER
1. BRABHEAZEMHEL T TEMEEZ2MEA] | vserver security file-directory policy

task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory AMTERR(E -access-control 8% o REERMBERENTER « AlEEIEEEFUE
HIERRY o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. ERsBIRB TIE4ERE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

MiES 2 ZERIONTAP E¥40 “vserver security file-directory policy task Bl » 526 o

FEF ONTAP SMB %24 5FB&
BiEELZ2 R ERZISVMEZZEINTFS ACLIE ERZIEER BRI RKNREBTER -

FAREETL(F

eI LB L2 RPN EENEZE YR EEAEFlexVol BETEZEMNTFSIERZRMERK (NTFSEREAREZE
#L) o

ERRBZFAMERISACLE « SBRERIEARDACL - ERRZEHRAIKREERIDACL
(D 5~ SERIAIRANDACL - BEZTERIKRERMNEZEMRIZA « SIGRREENEEMN
JRA o

56


https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task

TR

1. EAZ2MRERA) : vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

RAIERATIFEHE « LERTIEID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

BL1 ONTAP SMB L2 M SRR {2

BLEE2HRIEREREERIEES (SYM) B - ErIUEEL 2 RA) TE « UESETF
EE - MREVEREREMRANEAR S - EEAEMBEES - IREHNTIE
HITRHERE - MEBERAERZEUHERIIRENERMNE LI « EHRAER -

RAREETE
EE%%&%‘EEEUIVEE’J%#HE%H N ,‘QKEE%Z@}% -instance %%ﬂ °

1. B2 24 RA|TE . vserver security file-directory job show -vserver

vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

ES:5 ONTAP SMB 1£Z%2 24
EALGRERELRURE « RRCERZ2MENETERIEE (SVM) LaEs
BrRIREEENRE °

REET ¢
CUFRMESVMEATE « HFESEE « UREERERAMRE S HEER IR o CEIUERERN
—expand-mask ERERMREHEETNBY o
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1. BTERMBRREZEMRTE | vserver security file-directory show -vserver
vserver name -path path [-expand-mask true]
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vserver security file-directory show -vserver vsl -path /data/engineering

-expand-mask true

Vserver: vsl

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

/data/engineering
5544

ntfs

ntfs

10

____D___
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

Relative

RM Control Valid

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted
Present

Group Defaulted

Owner Defaulted

Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs

ALLOW-Everyone-0x1f01ff
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Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

ALLOW-Everyone-0x10000000-OI |CI|IO
(P
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Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

....... ©® 0000 ocococo cooo oooo cooo oocoo =
........... O
............ Uso00 occoo ococoo cooo oooco &
00 =

.0. =
............... 0 5600 oooco coon cooo E
....................... © 0000 0000 =
........................ O... ... =
-0 =

00 =
........................... 0 =
............................ 0. =
.0.. =

.0. =
............................... 0 =

EACLIRETEZIR AL E A ZENTFSIERME R 5K
FARERTE SMB LSRRI ELEFIE NTFS S5 EAISH) ONTAP ©%

fEFAONTAP CLIEF ~ (SABHITRET R « A e Bz/RRERENTFSIERZRFERIZK o

Bt~ BEEIUNTFSZR2MHEIIT « REFGSACLINEER EEEATT - F TR

Z2MRAWIERA T/ - ARBLZE2ERINEREREFERKS (SVM)

RIRERI(E
ERZEMRAIZE G UEZEZE2MRRITE  AREEERINEZRAIRE
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RUREERMERRNE T o GRERIER « L2 HEATEEREEN RREE
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RRERI(E
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it o MEFERAYACESI R ¢

e FEERY FEVRERR HENERMNE
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NEFEHEE REF SER ¥R IEEITE ~ FHERIE - 18
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S
1. MREEFERERSH ~ AR ERERRSER | set -privilege advanced
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2. B ZRMWIIT | vserver security file-directory ntfs create -vserver
vserver name -ntfs-sd SD nameoptional parameters

vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\joe

3. BRI TR R EBIERE | vserver security file-directory ntfs show -vserver

vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. MNRICENEPSEIREBR « FREIZIEERELR © set -privilege admin

## NTFS SACL ZEUEHITEE L E ONTAP SMB fAAR25 LAY NTFS L2 M HailirT

BESACL (RMARFEUESIBE) FEUERITEE (ACE) #HIEENTFSZ2 MMt « 2
ESVMA AR R ERIFRZEIUNTFSIEIZRNE — PR - SEEBEH D HEERIZH
EREDEH4E - SACLIEE @ ERIEERMZHINS A BAEFERER °

RIER I

TRILUR —EE ZEACEME E L 2 4 TTRISACL ©

NREZ2MH TS EAHREACENSACL B2 BiEHAIACEFTIZESACL - MRZ2 MMt TRE
ESACL ~ B4 & IISACLI S HMIACEF IS EH A o

TR LUETE 26 FFTEEIRP s R S AHBVHER « ERTE SACLIEH -account 28 - A=EERERE
AR LUEEREIR

* TR

* EFETERR

* RIGHEIR (EREHERR)

()  m|skisE SACL BE MR « AITBRERES Full Control °

CRILUEEE EE] SACLIRE ~ FiERisEMAERERMEK apply to 2% - IREKRIEE IS H ~ ERES
RUILSACLIEE EREILERIK « FERRKIEE

1. #& SACL IBEBE#IEEL 2 MM TT | vserver security file-directory ntfs sacl add
-vserver vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters
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vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder
-vserver vsl

2. E5z% SACLIBH RS IERE | vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -

Apply To: this-folder

Access Rights: full-control

7237 ONTAP SMB Z &4 5RER

Bif#FESEES (SVM) BUERRAI - EREKRERACLEEENENRNE =AY
B o RAIAIMEASBIENES - HASR T EAERERNENRNE—RE -
(] RS TR E R 2 M RE o

RIRERI(E

TR EZ2 RN TEESNTFSZ2 R T BERNE R RRE 2 BRI - Bt - SRZEREMR
AR ERFERKES (SYM) (BENTFSZE2EMIRES RSN LRI MIRE) IR o

EIUZ2MRE] : vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. Eps L2 HRE| . vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name
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RHEFSHIEZE ONTAP SMB %214 /R A

BRI TR EMHIEELZ2MRA « BRERERACLESVMARIESRERHE R KBYFE
POE L B - EEEIRR TR « S5 TIFRAZ 2 ERBIZILRRN o LI —ZET
FIERMMEELZ 2 MRA -

RIRERI(E

ZEMRABIFNERS - TIFENEE—1FE  IEBREMRIBAENTFSICES N Z 2 MIERNER
R (HBTERE HFERFIRER « HEREMHRIT)

TRAmELEL
* IEFREBHTIEF

RARIEERZE2MHATEREIEEREEZMNERZRNIIE - BBEEMNBERTIEFRERMNACL « AIiEBSMB
FFIHEONTAP CLEETTEIE ©

* EEFRRNFIRETE

BRIEER #EEREIRRELZE BN TEREIECHIEEN IE - ERREBREIFELFER
AIACLEBEEIBONTAP CLEEITEIE o

TEEIER (REMK) H—AEER (HEHK) NWL2HERES o RAFHSET(FREUREHE—H
Al o EE—RAIP - BERKEREE—RLE - RAIFEAEENIIFRE -

B TEERAIRIZER]

* BERAIRZFHE10 « 000 L{FIER °
* REETUBE—HBEIIE -

EMERAIAIUBEZZIATE « KHEEZRRAREARREIEREBHNRHEFERIVFIFRZELE o RAJWXK
REZFARERRNFIRELFIFIEERERIE-

* fREFEREVFEREE R PREIRERR
EXKETEIRMUIBRIMNIEFEVER o

(ST DA THERS SRk B3 TR 2 MR T ARRS
- ERAE
- g

* REIUE
© FEUERIEEE

HEBREFNRES BREMERSHENE - MFAMAREF T < 1< 2Z ERONTAP I EEN © &
20 -

FER
1. BREAHEMAZEMEN TN TIERIEELZ2MRA ¢ vserver security file-directory policy
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task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory BMTERIE -access-control 8% o REERMN B RENTIER « AEEIEEEMUE
S -

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. ERs5RAIT{E4ERE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

WMIES 2 EZERIONTAP E$4A "vserver security file-directory policy task Bl » :5265 o

fEFA ONTAP SMB Z& 450K
BREZERERIISVMEEIINTFS ACLIT ERFIEEZR BRI KN RE—F

RIRERT(F

EBEIUBEL 2 MR P EENZ R MR TEEREFlexVol EBEZEMNTFSIEZMBRIR (NTFSHEEREZE
#L) o

ERIERFAAEMNSACLE « SEREMRANDACL - ERR2 M RAREEMNDACL
() % eESEMRANDACL - CREERYT RERNNESMEIZA « SRIIRENZRY
B8 -

P

1. ERZ2MREA . vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

RAIERTIIFEHHE » WAL IIFID -

65


https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+policy+task

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

BL1 ONTAP SMB L2 M SRR

BEE2HRIEREREERIEES (SYM) B - ErI UL 2 RA TE « UESIET(F
EE - MRECVEREREMRANEAR S - EEAEMBEES - MRIEHHTIE
HITRHERE - MEBERAERZEUHERIIARENERMNE R « EHRAER -

FAREETLF
FERTZE2MRATERNFMAEN « CREZMER -instance 8% °

1. B2 24 RBITE . vserver security file-directory job show -vserver
vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

B35 ONTAP SMB FE1%HES

ol L ERsR e iR ~ G ERLYE2MRAIN@EFEERES (SVM) EHERIERK
HEMBENEIZLZRERTE °

RAREELTE

AT LUER vserver security file-directory show BMISZRBENGS o KN BEIRHESVME
s HP a3 ERRHERRERREZEREIERNNER - URHERERE o

1. BATIEWZIRBERE | vserver security file-directory show -vserver vserver name
-path path

gl

THe<LBETERESVM VS1ERTE leorps HIFERZIRRIE o SIREREEIATL) ~ thERATH/KMBISACLIE
H:
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cluster:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

TEEUN{AIEIE ONTAP SMB %&£
MREFEZ

vsl

/corp

ntfs

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8014

Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators

SACL - ACEs

:> vserver security file-directory show -vserver vsl -path /corp

ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl-0x100116-0OI|CI|SA

DACL - ACEs

ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI

ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI

ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-0OTI|CI

EERBRIFE

TF o CIEZBRAE R LUECREEAER Z 2 E IR AIRURM « LUERITHERRAY o

CXELERTIE

» BIRTEIEIAEIR

RUBYTAE ~ LU MIBREIERIRAY o

MRZRABTIEFE « BRIERIRTIME « AIGEAEN L 2R SHERG 2R IIE

* TFEEITEETH ©
* IFEEF-
* TR IS RIS THIRAS

o

* MRITAFEREFHFRIEREES—EHR o

ETIERT - MRLE2HRUNE LFEFE « ERURNMERZZ 2 ERRISERGZR

* RRITRERFLE -
* REITEERINTERK ©

AT :

EMHRAIE  ZREEFERT « GREEENZZ 2R RaZ/RAB

JRERYE
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BREIE SMB @RS LM NTFS Z215 i TFH) ONTAP #n %

EELZEHEAITR - GONTAP B EMNELE < ERAIMEIL « B8 M RERZ 2
HEZLTRIMERA S ©

WMRGHEE... fERLaR<

FBAINTFSZ 2 STt vserver security file-directory ntfs
Create

BEIRBERINTFSZ 2 it vserver security file-directory ntfs
modify

FATRIEANTFSZ 2 M oAYMERAE vserver security file-directory ntfs
show

MIBRNTFSZ 2 Mt vserver security file-directory ntfs
delete

M"15S SEERIONTAP " E:%40 "vserver security file-directory ntfs &l » 5526 o

B EIE SMB fEAR2S Y NTFS DACL ZEUZ4IIEE Y ONTAP %

EIZONTAP DACLEFEEERITEE (ACE) B~ ZARENINEATENIES o &AL BB
EACERTIEZENTFS DACL o &t B[ TEDACLAEXN ~ Ml KRBT BRACEME « RE
IBIRERINTFS DACL °

MRTAAE... ALt <

BRI ACENAZEFIEENTFS DACL vserver security file-directory ntfs
dacl add

{EEANTFS DACLHHIIREACE vserver security file-directory ntfs

dacl modify

FEMNTFS DACLAIREACERHRAE vserver security file-directory ntfs
dacl show

ENTFS DACL#PRIRERIACE vserver security file-directory ntfs
dacl remove

M52 2EEFRIONTAP "E%4H “vserver security file-directory ntfs dacl &l » FEZ2E] ©

FIEIE SMB fAlAR2: LAY NTFS SACL ZEUEFITEE A ONTAP %
EHEONTAP SACLZEUEFITEE (ACE) B SARENIERTEN® L o SR LIBER
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HACEFTIZZENTFS SACL ° [Eth Al I TESACLAEER ~ WP R EETARIACEIE ~ K
EIPIRAMNTFS SACL °

MRCIE... PN

B ACEMAFHEFIEZENTFS SACL vserver security file-directory ntfs
sacl add

EEANTFS SACLFHIIRBACE vserver security file-directory ntfs

sacl modify

BEMNTFS SACLARIRBACERIMERIE A vserver security file-directory ntfs

sacl show

ENTFS SACL#FRIRBRIACE vserver security file-directory ntfs

sacl remove

WMES2EERONTAP ¥4l “vserver security file-directory ntfs sacl B3l » :528 o

AR EIE SMB Z2 14588 ONTAP &<

EEZEMRRE - FONTAP BRENELRE - KA UERRRIFEREER » AT LMIER
JRA o EEAERRZEIEREY -

MRIGEE... fERLLERS

BiuZa2%RA vserver security file-directory policy
Create

BTRZ2MFREAERER vserver security file-directory policy
show

fikrZ 214 =R vserver security file-directory policy
delete

MES 2EERONTAP " E:¥40 "vserver security file-directory policy Bl » 5528 ©

BNEIE SMB Z2 4 /RAIEFEEY ONTAP 5%
B AT « 1824 ~ BIRKREETZEMRE TEERAENRIIES - ONTAP

MR . PO
B X 2MERRITIF vserver security file-directory policy
task add
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MELAEE, . EALLSS

a2 MR TIE vserver security file-directory policy
task modify

BREZ2 MR TENERER vserver security file-directory policy
task show

BiRrZ 2RI T vserver security file-directory policy
task remove

MIES 2 EERIONTAP E#40 "vserver security file-directory policy task Bl » 5265 o

AR EXE SMB £21/RA{EEAJ ONTAP {5<
BE—LERAKEE - W8 ~ FLERERZEERBTFENAIES - ONTAP

NRITAEE... fEMALtan<
HEZ2 MR ITE vserver security file-directory job

pause -vserver vserver name -id integer

mELZFER T vserver security file-directory job
resume -vserver vserver name -id integer

BREZ2 MR TENERER vserver security file-directory job
show -vserver vserver name [&RJLUERALEER<S

RAETIERIIEID

FIEZEMERTE vserver security file-directory job
stop -vserver vserver name -id integer

M52 2EERIONTAP E%4H "vserver security file-directory job B3l » 352 o

5% E SMBH AR AL E KHREY

T ONTAP SMB TEERH4EF

AEERNRENAI:ESMB 1.0 Pin EAERE M IREY - ERFEERMER KB M o &0
LB RS ERAEELRENEMIRE o MNREERESRRE « S e] R EREBCER Y
HSE%H%F'EE NR A EIHFEASMB 2.x3(SMB 3.0ZEEFZEHAE « B FREERTEPHEEF R

RUFRE ~ SMBHREBE N RENE T A RN EAREREIERBUER - ErAEE—RITEa#HISMB 1.0/
B iste FHSMBRYHE ©
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HRFELETF - SMBEEUARENARE « EESEHRNREHNIERPEEHER - LA UERASMBHRESK
TREGRIEIREGEINE R ~ FEULR MEEREHNHE « WeRESMB 1.0/ R IRRISIEE

@ AR KA BE « B ESRRI A SE G BR N E IRMHE4SMB 1.0/ Fin - IREHIRIGEE
FEERERR - AR ILEIAE

EXFB ONTAP SMB tE&ERI4ETF

RE B ASMBH4E B RHAEY ~ UK=SMB 1.0 P IEHISMBXAE © 1R1EFE:E ~ SMBH4E
BERMRINZEH °

1. SITFRERRIEN(E -

MRITEE... S
B PR U SMBHRAEEMHRER vserver cifs share create -vserver

vserver name -share-name share name
-path path -share-properties
attributecache

FIRAEHAE R SMBREERHIREY vserver cifs share properties add

-vserver vserver name -share-name
share name -share-properties
attributecache

HERAER
* EcE T ERHREUFR B EFE
* MIEEMFRARENHEREE

AcE ONTAP SMB jTERHIREVE B A4 dn B HA

,L'A__U«/( S ESMBHAES BHREVEB N EMBH « URECIRIEPAISMBHAEE RHREK
o FARRER 107 o

ez Al
R JERIFA SMBHRAE B RHREXTNAE © WIRAKRRAFASMBHAEE BHMREY » IR EEASMBIREXTTLERE ©

1. BITFRERRIEN(E -
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RS AR FRESMBEEEMATUE  BARS...

BHrEE...

BitA& vserver cifs share -create -vserver
vserver name -share-name share name
-path path -attribute-cache-ttl
[integerh] [integerm] [integers]

EBERENHAR vserver cifs share -modify -vserver
vserver name -share-name share name
-attribute-cache-ttl
[integerh] [integerm] [integers]

TR IR B BB L AR e E Hth H AAERGEIENE M - IN"15< 2 Z ERONTAP " E ¥4 "vserver cifs

share Bl » 2R

BIEEREE

TR E Z 8 ONTAP SMB 1EZE$HE

TEEREE R AR IRERAREINRRE LLEREFESTA R E M ERERRBBIERTT A - 1
AR E NS ZRBURAI A R iREIEETHE - ONTAP

MEAFImENFSHEI « AIEEAZEEFE ; MREAFIKESMBAR « AISEEANEIAR o
FHINFSEISMBIEZEETE 2 BHZE R - NFSH P IR Al SEE AR FHSMBIE BIZ N BIERRIIE R
ENFSHPIRERFINSMBERRE N HENIERE - FRETIER :

* TERAD NTFS HiEE D ~ HEFREEFE « HIW0 rn~ rodir M “mv AIFEE R NFS FERREZNK -
* SMBIE/BBEEFIIE/BR A BRI & 5 BIEEBNFSHEEFIE A MFE o
© EiEREMNEASEEZEESMB bytelock$EERF - NFSEAEE TR o

BUHE

o B NTFS B2 R4t ~ s21& SMB # CIFS fHPR{EE ©

IEERTE L REARABIREE o
° R3zi% NFS BUHEASFE o
FZIRUILTHAE « HAHRE NTFS # SMB BYEES ~ A NFS A& ERAY THIFR - RARAL F3 o
° HH UNIX BEZRAM « TIREUHEEEE -
SIRILTHAE ~ BARE NFS # UNIX B95EE ©
© EfieA
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° B NTFS IER AR ~ IR B RIMIEZEZEN SMB 5 CIFS RRK ~ BIRTUAE rapss BRYMAE
° RZ1& NFS Effifidh ©

RZIBILTHAE « AAZEE NTFS #1 SMB BJ:E=S ©

EUNIXZZ2EHIRE S « NFSEUHELEM B/ 1FE T RBRSMBEHEMAS « W ARFFFEUES ° UNIXZ 2RI
HRE _ERYPRA HMINFSIERER&IBFSMBIHE AR o

THZ ONTAP SMB MEE(iL

BN TTEX —ERRTE - URMIERZE B A ((FH) iigE (BHE) -
EFAWindowsBISMB R 5 I FT LR T S B RAVMERALT - NFSA R BT B RESBRRNERT « B
ANFSAE 2 A e A S ERE R BTSSRI E L o

EEAWindowsHISMBFR B ImiE #E 2R « RITEFEZR L8 EMEENITT - ONTAPTENFSHEIHHISMBAFIRZ
R FAREZERF ~ thA] LA EMERB (L TT © ONTAP’EEET\EaT‘NFSﬂ%)Eﬁﬁ”ﬁDSMBﬁH)Eﬁﬁ”ﬁﬁﬁﬁﬁ BRI AMEEL

TEO

A7 ENFSHPIFFSMBA IR 2 MHEAIER LREBENERMNE AR « ©EIRETYFHRBIREIEHE
fiI7T : ONTAP

* NFSERERUAMEETRERRAREAR AERALT
* NRNFSARIRFERMAERAZRT - BEDA—ET/AAIERA  ONTAP RIS RUAZIESRAIMEEL

jTEo

* NRERAERERNMEE(LT - ENFSARIRESIRRERAEIR -« AIERMERITIEEEENFSAR IR
; ONTAP MERHERAITTEEENFSA R IR « WiIKS R ARRILIT

* MNREREEZREMNME(TT - BSMBEFIR{SAM:ENITT - ONTAP B BERENEE BT AERAIT °
* BRI TTRIE R H SEAHrootE A ©
BT THARE ACL 1 Unix IR (IcEE -
EERRTE T WE (T -
* ZXHBACL AERAEFAEE o NFSHFPIRGE R HEE EM:E (It ZFitEER ACL ©
s (E A ARFEIERETE AT Unix BT TR o

* NFS #1 SMB A R in#l e] LGEE R » (B REEERE ©

* ACL #1 UNIX (LT 2 8 » BXMAZ BUBMERE(LTT - BEKE » BIfE ACL AFFR AR » REUIT
th & FEIEERR o

B R R EMENT ¢
* ONTAPIR#E ACL F1 UNIX R (IR EZEERR ©

° YN8 ACL T UNIX R TciERE AsHRE > B NFS 1 SMB A P i A ECNEZAEZEE o
° Y8R ACL #1 UNIX BRI oI RIELR = AsAR > Bl NFS 1 SMB B Pimr] LUEINEZIEZEE ©
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@ R RREREE 7 EESMBRAE I 43  BUNSENFSH B AR BIEIRER « BIRTAE R & 37 Al
TENFSHEE 4R o
ONTAP 7E5EIBH AR TH ERIIEER > B Windows BRI [E]

R Windows ~ ONTAP TERE 2R « A HERBIERREHNEETH - ttiTAthE
ESMBHARKRKE o

MR ERENESETH - Bt UEHan AERIERE LS NRETH - ErEGHRERARER
SRR ~ thR]BEE B SMBAERE RV AR S EERY - ONTAPE FISEEREAFIHAE -

AT EREMGLRETHMERNERE « EIUERLEURTE « HLERESEAEENaLEERR

8B ONTAP SMB #HHE R

TEI IR EREERHEEREREN « ERHRERVERR « SHEARRE « ATHSEEEE ~ H
REERT « ZIREE RIS ETERFEER « LUK HE R UM A SHHERIERBIRR
RRERI(E

HOASHHBBNFSVATINFSv4. 122 37 B8 E RE/ A B i | Pzt o

&¥Es « v G PTAHERNEMEN - EAUERG L 2BRBT R ERFERMKS (SYM) BHESR
afl » BERBE MR SR SRV o

o vserver locks show SR BERIUEHETIETAIERIEN ¢
s (ITAHEEEHETE ~ EHTIIEER °
« HE#EE - ATHTERBBINES o
* HSETE ~ RIEEHISMB_ERYFE B im REY o
* Bk . FBBNFSv4A x| B B i REY

HEHIETERZSEY  BrLURAEEEHEEANEES - 1'15S2ZERIONTAP SE:%40 "vserver locks
show Bl » 52 °

TER
1. (FARBERHEHEMNIERAE vserver locks show 885 ©
o4l

U TEFIRETEAREZEZR L NFSv4 SHERREE /voll/filel - HEHEFBUEXABWRITESE
48_nONE » BEHHERUBEARIKIETH !
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clusterl::> vserver locks show

Vserver: vsO
Volume Object Path
voll /voll/filel

Protocol Lock Type Client

1if1l nfsvi share-level -

Sharelock Mode: write-deny none

Delegation Type:

delegation -
write

LU E56IEE AR SMB SHEAYEEAE oplock MHEEHEEH « BLEENMMN AR REIER
/data2/data2 2/intro.pptx ° BRIP{#EA10.3.1.3MB A « EE L EUBAEENEAEEEFIER
BT Al F A E ARSI o #tZoplock/E 4RAIFE Eoplock 2% F -

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver:

Volume:

Logical Interface:

Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Bytes Locked:
is Mandatory:

Number of
Bytelock
Bytelock
Bytelock

Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time

is Exclusive:

is Superlock:

(Secs) :
SMB Open Group ID:

vsl

data2 2

1if2

/data2/data2 2/intro.pptx
553cf484-7030-4998-88d3-1125adbbalb’
cifs

share-level

node3

granted

write-deny none
false

10.3.1.3
durable
connected

78a90c59d45ae211998100059a3¢c7a00a007£70da0£8££££cd445b0300000000

Vserver:

Volume:

vsl
data2 2
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Logical Interface: 1if2
Object Path: /data2/data2 2/test.pptx
Lock UUID: 302fd7bl-f7bf-47ae-9981-f0dcb6a224f9
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd44500300000000

FJHE ONTAP SMB 4

*‘“‘"“iéimfiﬂ i P iR fF BUESRET « IR ERRERHEESN « ARPENTEH
o A REREPEHENEN BB ERRARER -

FAREELE

It “vserver locks break 5 T {EEAREMSIEIRRB AR ESELR - 115 <2SZERONTAP"E$4 "vserver locks
break Bl ° 52

EESTITRHETEMENEHN - 53R vserver locks show #i% ©

M55 2ZEF R ONTAP ¥4 "vserver locks show B » 552R] ©

2. BHEPRBARR AR ¢ set -privilege advanced
3. HUTTHIHP—IEENE

MREEISE... KPEEE BIAMRZ...
SVM%7E ~ Volume$ s - LIFATBRIEZEIRIE vserver locks break -vserver

vserver name -volume volume name -path
path -1if 1if
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WNRIGEETE. .. RPEHE BAGL...

$HEID vserver locks break -lockid UUID

EIEHPREA | set -privilege admin

NEAMAEFHRFEES S 155 2 E ERONTAP HEHAZEN » 5585 -
ECPESMBIEE)
28;~ ONTAP SMB €:5:1 2

eI BB E EIISMB T EMSERRVAERAE A ~ B 3ESMBELRA TIEFSERID ~ UK fERTIE
BESEG 2 T VEULRYIPAINE o &R IABE T ERS ERSMBEEA 17 E AR ASAIFERIE ET ~ WABAFER]
BRRERLK - HBIEHER TIEMS R BT I IEATEIEE o

FREETL(F

WRAILIESVM ELURER VR PR A TIFREERBVER - A ~ AR ER T ~ BERNBLERX - ERILUEE
ERZ2H - BB PRERIEN -

s BRI LUERIERM -fields 28ETARBFTEERAIAEL
AT BRI -fields ? SREERILAERBFLEAREAL o

s ATLUER -instance BB EIL SMB TEMSERAVEFAHE IS EL -
s ERILAfER -fields 88T, -instance 2¥AILERFER - A UIERHMER R HER o

1. BT FHIE AR —IREH(F

RIS ERETRSMB L {EFSERE ... AT GRZ...
L ER R EERSVM_EFRE TERSES vserver cifs session show -vserver

vserver name

EIEERELFID vserver cifs session show -vserver
vserver name -connection-id integer

WIS EBI T EukIP a3t vserver cifs session show -vserver
vserver name -address
workstation IP address

EIEERILIF IPAE E vserver cifs session show -vserver
vserver name -lif-address
LIF IP address
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MRGERETSMBILIERSEREH...
TEHEEREIRE £

local}’

vserver cifs session show -vserver
vserver name -windows-user
domain_name\\user name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

fERIEE VM ERRA

SMB2
SMB3

RMSE SHRTER BfRE

Yes

BAIEENSMBEE TFREEIRRE

BATYEG2...

‘vserver cifs session show -vserver vserver_name
-node {node_name

RA5ERIWindows fERE

fEFTEE B BRE I

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}'

INOTE] ==== #5/&r] BRIIREINSEMNSMBZ BIEL
AEfEERISMB 3.0 BERTARAS B TFREER - SETE
PREGHE TIERE R PIRAREIRRS « GEZIEE IS
8~ Wi ER#S sMB3 AR

‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial}’

INOTE] ==== MNRFFETHVARAES Partial ‘&
RTLERBEE VO3 —ERMNFFHETRERE B
T RSB — B R EIAURHE T AR REERRR o 8
BILAfER “vserver cifs sessions file
show < RFIENE E I T /RS EL_ERUMRLEAZEZERIU
&R AV ReERIRR o

‘vserver cifs session show -vserver vserver_name
-is-session-signed {true

&)
THeh S EEETRSVM VS1 EIP{E2A10.1. 189 TVEULFRE 2 T VEMSER A T {ERSER SN ¢
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clusterl::> vserver cifs session show -address 10.1.1.1

Node: nodel
Vserver: vsl

Connection Session

ID ID Workstation
3151272279,

3151272280,

3151272281 1 10.1.1.1

DOMAIN\joe

Open Idle
Files Time
2 23s

THar < GRERSVM VS1EEHRE BIREZ TIERERNFATEEREN - EREERMEIRARI -

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

T3 L ZEERSVM VS1 EFHASMB 3.0M1SMBZi8%E <~ T {FFEERRY T EPSERES 5T o TEULEEHIP ~ [FRERE

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos

DOMAIN\SERVER1S

pcuser
1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted

FBLIF IPHIEE E B SMB 3.0ThEERV A R inEAR R H AE ~ EIEEREEIEBITEERR ANTLMV2 o EAR B

FiKerberosB&zg ~ A RELAFAE R ARV REETT

g:% ©°
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

HERIE
,,,,, R BIRISMBIEZRRIMERIE R

FETE AR ONTAP SMB {228

SR LARE R SMBIEZERVABRAE T ~ BLIESMBEARM TIEMBERID ~ sEEHIRE « A%
mn LAARRIE o A LIBE RSB BIRZERERBVERE « ERBINFERRRBIIESE
BRI SZIEAPENEERNARS o

FREETLF

TR AT BB IIRISMB TERS R REE R FRMEZRIABRIE - BEEEEFIESMB TR PS5 EEZRAISMBI
{EPSERE AT « FREATHENIFEER ©

Blgn ~ yNREH SMB TIEFSER ~ HAFELEFRMIEZR G LUFE T AV RERRL « AL ELISER ARE
FER (FVE) -continuously-available WEIEA vserver cifs session show iR A
Partial) ~ fEEIAERAILEER < RFIELAE SR BIAFEER

eI LAER ~ URERRBEREEIUNFEFERKLSS (SYM) SMB T{EREER FFrERMEUERMNE vserver
cifs session file show AREMEALZHIIGS °
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* WA MUERERR -fields 2% « JELEEMNMULERES -

TR U BB ER L2~ AR MR S8 —eaEA o

* A LUER -instance BERFARL SMB 1EZRBVEHHAE IR ©

eI EREALL 2 « o LB MER2 8 —EFER -

1. TR HP—IBHE -

MR ERETRFRBISMBIEZ. ..
ESVM_ELEER L EER

TEfSRE RYERRS b

local}’

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

BATIEGZ...

vserver cifs session file show
-vserver vserver name

‘vserver cifs session file show -vserver
vserver_name -node {node_name

EIERERIESRID L

T35 ERISMBELRID £

EIEERISMB I EPSERID £

e EREEE Aggregate £

IR E
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‘vserver cifs session file show -vserver Yes}

vserver_name -continuously-available {No
[INOTE] ==== tzu%#*,%ﬁ‘ma BIHREE S "No iEFRTiE
LERARMEREETPENhCEENIRERE - &5
ARE I%%{%EP It AR SRR 2 R —
f%Aggregate EHECE HIRE ©

IS E N EREAFIRRE ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

e U EREMER2HBKBEEHEBER - 1'15S2ZERONTAP EH4H "vserver cifs session file show’
éﬂ:ﬂ ’ Eﬁ = Fﬁ °

1
HIEEHIFERSVM VS1 L FRUEZRAVERIE

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

TEIEEHEETRSVM VS1_ERRUEZRIDA82HISMBIEZERVEEAHE R ©
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal

Path from CIFS Share:
Share Mode:

windows\win8\test\test.txt

rw

Range Locks: 1
Continuously Available: Yes
Reconnected: No

HERIE
BETEEANR

F#E ONTAP SMB falfikés_E AT RBVAEEtE K ~ YN FTHEER

EEUSCIFS ~ SMB ~ #&1Z#BranchCachef & st B R RIHRAE SR BEERBEZ Al ~ )
RS NE LY ST RS A HITEUSE R

HER
1. BHERBRELAER | set -privilege advanced
2. YITTFIEP—IEEE

ANRITAAEFIER... BWA...

B Byt statistics catalog object show

o BV E Y statistics catalog object show -object
object name

I FRYETELES statistics catalog counter show

-object object name

UNEFHMEN statistics catalog object show @’ SIER{FERAMNYIGINEET 5SS ZEERONTAP"
) A2
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3. IROIEIBHIRBAK : set -privilege admin

Ll
THar < R RERCIFSHISMBZEVER Z FrE iR st ¥ RISRBA ~ INERSEIREMRFAT -

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: vy

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng

performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB
revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb?2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.

clusterl::*> set -privilege admin

THan L SRR — ST BIEERIE cits ERRERBRIHG
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: vy

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg_directory depth Average number of directories crossed by
SMB
and SMB2 path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops
cifs read ops
cifs read recv ops
cifs read recv size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv_size 0B
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0

e
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A BERNESRMRZA statistics start Ml statistics stop BT EENZ NGRS ©
SE4M T #2 statistics start' # “statistics stop TE"15 S 2 EERIONTAP" ©
B ER

1. BHERBRRAEP | set -privilege advanced

2. YUTTHIEP—IEEE :

MREERET N EERRTER... EWA...

SMBHIFRE Rz statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.x#1SMB 3.0 statistics show -object smb2
EZLHICIFSF &R 4R statistics show -object nblade cifs
LEBRRHERX statistics show -object audit ng
BranchCache®# & R75 statistics show -object hashd
ENREDNS statistics show -object ddns_update

"5 <2 EERONTAP " E:$4H “statistics show Bl » s52H ©
3. IROEIEHIREL . set -privilege admin
FERIE
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