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1. BHEPRBARRAEPE ¢ set -privilege advanced

2. JUT Y HAP—IEEF

MRIEHREREEREMEFA. .. BWABRL...
ERUE vserver cifs options modify -vserver

vserver name -is-local-users-and
—-groups-enabled true

BEH vserver cifs options modify -vserver
vserver name -is-local-users-and
-groups-enabled false
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and
-groups-enabled true

clusterl::*> set -privilege admin
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2158 vserver cifs options modify -vserver

vserver name -is-local-auth-enabled
false

3. IREEIEHIRELR . set -privilege admin
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clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth
-enabled true

clusterl::*> set -privilege admin
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clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -—new-user—name CIFS_SERVER\sue_new -vserver vsl

EREERSHKERERS

W%ﬂﬁwﬁ%%“%LLﬂmLﬁﬁﬂﬁfﬁﬁwﬁ(&M)¢%§%Eﬂ G RN
WERERE - MREFEESEERERFZESMBEESVMER « el UFAZER
ARA o

BREETLF
TR LUECRERE IR P REUAA IR ERE -
TR

1. MITEERNTE :

MREHE... BASS.
RUREREIRR vserver cifs users-and-groups local-

user modify -vserver vserver name
-user—-name user name -is-account
-disabled false

ERERERE vserver cifs users-and-groups local-
user modify -vserver vserver name
-user-name user name -is-account
-disabled true

EaI A B E AR ERENIRPEN - MRERAENZIHEARKFERAESIEDS » E15
BERLIEEMA o

=== = =1 . .
1. SFHITEENBEREEZEN | vserver cifs users-and-groups local-user set-password
-vserver vserver name -user-name user name

&
THEHIRE LT RIS (SVM ~ JRifBAVserver) VS1HERAZ A& ER#E MCIFS/Server\suel BIZZHEE :

clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

11



FERAEER
R A4 SMBEREFMENEREME

BT ARCIFSERSZZEMRENEN
AT AERIAERIE S

TR REREDPETAESMEERERNSE - IREBEFETEERENIRAR
E ~ AT EREFARAEN « URSMERZENIRFEN o IWEAATHENEH
e D REENERERRE « UK GEEEHHEERE e AR o

RIRERI(E
KETERRERETHERNEMER -

1. BT EHP—IBHE -

MREREE... WAL,

BATHAFERISS (SYVM) LFrAERERNIERE vserver cifs users-and-groups local-
Gl user show -vserver vserver name
BANERENEARA B vserver cifs users-and-groups local-

user show -instance -vserver
vserver name -—-user—name user name

TRAIER TR REZEMERSH - MBFAEN  F2RFME -

gl
THEEHIFETRSVM VS1 EFBE A ERENEREN :

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith  Built-in administrator
account

vsl CIFS_ SERVER\sue Sue  Jones

BT EREBHEN S BRBEREN

eI LA A ERE B AEEFHE o SR UERILEMRFEEREHERNE
FIERIVZEER o IEEFM AR A EREHERMERRAFEER « SN2 HIHRE
EFEEE o

BAREELE
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TR BRI ~ EETEEETENEM °

5
1. 7 FHI LR —IEBE |

MNRTAEE, . BARDS ...

BETIEE A FEREN A FERE R EERE vserver cifs users-and-groups local-
user show-membership -user-name
user name

BT EREFRB A AN A ERERESE vserver cifs users-and-groups local-
=) user show-membership -membership
group name

AP EHZERILER (SVM) 1BRAEt 22N  vserver cifs users-and-groups local-
BENFEREREEKRE user show-membership -vserver

vserver name

BETMIERESVM LA At B & RIsE A E R vserver cifs users-and-groups local-
user show-membership -instance
-vserver vserver name

gl

LT E56IEERSVM VS1 LFRE A ER BN EERE ; (FAE CIFSARSBEES]
2 TBUILTIN\Administrators] B¥4BRIALE ~ M TCIFS{EIARES\ sues 2 TCIFSTEARSS\ g1') B¥4HMIKE :

clusterl::> vserver cifs users-and-groups local-user show-membership

-vserver vsl

Vserver User Name Membership
vsl CIFS SERVER\Administrator BUILTIN\Administrators
CIFS_SERVER\sue CIFS_SERVER\gl
R % 65 PR 2 i =

NRABREARESMBEEECIFSEIARES » BURESVMFIZERIAVZEVEIR « eI UL F#TF
ERIRER (SVM) MIFRZAEEREIRS o

FAREETLF
PRt EAERT « 555850 FHIEIR ¢

 RRAGTGRE -

T ERBESRILERE ZEREM B & LRIWindows 2 2 1H#%tT -
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* FFEHAEEREN SRS U EERMNEREREDBE o
c ZEBMEMERE (FIAdministrator) EEMIER o

1. AECERPFNAEFEREIRDBIE | vserver cifs users—-and-groups local-user show

—VServer vserver name

2. MIBRAIEERE | vserver cifs users-and-groups local-user delete -vserver
vserver name -user-name username name

3. EXEMPREREIRE | vserver cifs users—-and-groups local-user show -vserver
vserver name

]
TEIEH = RIBREISVM VS1IBRARBI A% ERE "CIFS/Server\suel

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

EIEAEHE
(ER& N2
TR IS BIRA AWEHERERPA ~ SiEan Al « LUECIR BRI AL

MREHEE... fEAm2...
(E e ¥ R vserver cifs users-and-groups local-

group modify -vserver vserver name
—-group-name group name -description

text MRHME S « BINENES|FIEE o
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MR EHE fERm<...

Eien At EEA vserver cifs users-and-groups local-
group rename -vserver vserver name
-group-name group name -new-group-name
new _group name

el
THIEE R A4B 4H M"CIFs_Server\Engineeringl E#dp$a7 I'CIFs_Server\Engineering _new'|

clusterl::> vserver cifs users—-and-groups local-group rename -vserver vsl
-group—name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

THEEFENAHEE4H M"CIFs_Server\Engineering) AJERBH :

clusterl::> vserver cifs users-and-groups local-group modify -vserver vsl
-group-name CIFS SERVER\engineering -description "New Description”

AT B AEBVABRIE

TR ERE e E AT ERKESE (SVM) LRERFIEAHEEBE °Jtl:iéf§ﬂ7‘ E%
BBFESVM_EFr 2 BRI RERFEEESSVM ENERE#IR (#FR) MERIES

1. BT T HP—IBEE -

MRETEERRH...NER WART...
=5 FPTA AR vserver cifs users-and-groups local-

group show

SVM_ERIFRE Zst% B4R vserver cifs users-and-groups local-

group show -vserver vserver name

TRAIERTIE e L RPEFAMER S - MFEFEEN  F2RFME -

Ll
THIEREETRSVM VS1 LFE A BRVERIE -
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clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description
vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group
vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users
vsl CIFS SERVER\engineering
vsl CIFS_SERVER\SaleS
BIRAHEHEN BB

ISR LUTIG R AR PR A S AIE e R & ~ SIS RS PRAIE B 4E « ZREIEXREHHENES
1% o M REBERBEEHAHPHNEFEUEFIRIZHIERZI - S BB AEHR H%EsHE
FABVHERR ~ E1REA °
RSB I(E
FIL AL B E A EHERYZER |
AR P REIE E4S5R_Everyon_ B¥4H

© VRS FEAEE - AREREREMEEZEE -

* FERENEGFE - AEREREMEEAEE o

© EEAR AT BRI S E AR EEAR o

© BEERBIGERE REHEIIE EAMEHE - Data ONTAP BIABRESIHE BB 2SID o

AR AT IR SRV ER]

© IS TAY_Everyon_ BHERREPRALE o
© CEREPBIRNSEHEL AT
ARSI I E N BHEMS PRIV B R BT 2 ¥ FERYSID - ONTAP

1. FrIE S RREHE RIS o

MRIGHEE... REBEMADZ...

SR EEEAE vserver cifs users-and-groups local-
group add-members -vserver
_vserver name_ -group-name
_group name -member-names namel[, .. ]

TENISE B HIE EIEE AMEHRN A ERE
s i B BRI B AR B SR D PRAVB EE ©
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MREEE... ARERADZ...

ReBsAPRRPRALE vserver cifs users-and-groups local-
group remove-members -vserver
_Vserver name —group-name
group name -member-names namel[, ..

TEILE E B Ezlﬂf%l%ﬁfﬂqﬂ@[ﬁ%ﬂ’]zl&’f%ﬁﬁﬁ%
%ﬁiﬁ,ﬁﬁﬁ%%‘Eﬁﬁli;‘zﬁﬁﬁﬂﬁui_sﬁﬁl‘nﬁ’]ﬁE °

LT B ASEMERE M'Smb_serversue F4BEHEHE MAD_DOM\DOM_DOM _eng'l ¥fHZESVM VSTt
FyZsiE¥4H M"'Smb_server\engin'y

clusterl::> vserver cifs users-and-groups local-group add-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB_SERVER\sue, AD DOMAIN\dom eng

LUTFEEHI#ESVM VS1 LA EE4E "Smb_server\sue) #1 Msmb_server\ames') FIRAHEERAER :

clusterl::> vserver cifs users—-and-groups local-group remove-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

FERAER
,,,,, BT EHE R B FAERAE

R EFAE AL S RVAERAE A

el mRE e EETFERKSE (SVM) EATREZANEBHERPIAE NS - 1158
HPHER T EIESEAEER (#R) BER - WERRER -

1. MIT TR EHP—IBSE :

NRICEEE AR, HIER BWABRT...
BE AR KEENRE vserver cifs users-and-groups local-

group show-members

SVM_LEFRBE A EHERIRRE vserver cifs users-and-groups local-
group show-members -vserver
vserver name

]
T3EHIRETRSVM VS1 LA A HKEHER S RYMERI S |
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clusterl::> vserver cifs users-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS_SERVER\engineering CIFS_SERVER\james

i PRt B4R

IR BEEREEHEZRF BB ZSVMABRE 2 BRI B FEVER « IABEERSVMERE
R (#R) fekaErEmME « SR LUHHETERES (SYM) FifRZEE -

FAREETLF
MFRAt B 4B 8 ~ 555E5C FHIFEE ¢

* EEREATEE -
FERESRILEHEZERZENB & EAIWindowsZ 2 T

* MREBHBAARFE ~ A EEEIEER
* FEEMIBRISFAEY_Everyon_ B¥4H o
o ESEAMIBRAEREAE « FIE0_BUILTIN\Administrators__ BUILTIN\Users_ ©

1. £ SVM LERETRAHEEH4EE B ~ FEULHIET S EMIFRAYASHERF4H4FE . vserver cifs users-and-

groups local-group show -vserver vserver name

2. MIpRASHEEEAE @ vserver cifs users—-and-groups local-group delete -vserver
vserver name -group-name group name

3. MEsDE¥4HEMIBR ¢ vserver cifs users-and-groups local-user show -vserver
vserver name

gl
Ty EEFIZ MIPRESVM VS1ERAB I ARIEE$4E T'CIFs_Server\sales']
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clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS_SERVER\sales

clusterl::> vserver cifs users—and-groups local-group delete -vserver vsl
—group-name CIFS SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

E A ERERRREERENE AR

RIS M E e R B AN AR AE TS E CIFSRIAR S RIS B4R - BLEEIEIF S ERERI A
BN ERER - MREFMn2EIDGF ~ A BEFEEMEHEERE

FRERTIF
Wi /RieE ZEE AR MBI HFERKES (SVM) &iE -

1. BIERBREAERE | set -privilege advanced
2. JITEENTTE
MRECEETMAAEREMEFAE - UK. RS

BN ERTHE R B B A E AR B A EMEHA vserver cifs users-and-groups update-

names -vserver vserver name

BRI B4R A& BE4R vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only false
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MRECRREF AN EREMEFE « UK. ERLEHRZ...
(BT A E A (EREMEFAE vserver cifs users-and-groups update-

names -vserver vserver name -display
-failed-only true

FEiEl EFTBFR A KRR E A vserver cifs users-and-groups update-
names -vServer vserver name -Suppress
-all-output true

3. IROIEIBHIR/BAK : set -privilege admin

gl

Ty Ef e B ARFEEREEE (SYM ~ friiBAVserver) VS1IERIBBVAEINEREMEHHRTE c Bt L—X
B~ FEEMHR—FBKRREE
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver: vsl
SID: S-1-5-21-123456789-234565432-987654321-12345
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom userl
dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654322-23456
Domain: EXAMPLE2

Out-of-date Name:

Updated Name:

dom userl

dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-123456
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom user3
dom user4

Status: Successfully updated; also updated SID "S-1-5-21-
123456789-234565432-987654321-123457"
to name "dom user5"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123458"
to name "dom user6"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123459"
to name "dom user7"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123460"

to name "dom user8"

The command completed successfully. 7 Active Directory objects have been

updated.

clusterl::*> set -privilege admin

EIEARHER
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SRS A IR ERE B

&R LU e PR SR B IR AN S AR e A S BHE R E A B IR o AERVRIR S B R I8kE
HAELEYHRITRRER - SrRRIEBIERENEEREAIER  EMERL 2 -

A Z Al
BTSRRI A SRR ERE AL AT o

BN ERIIF
HEEREYH B R A ERENEFANTERER o MERERIL AN SHERITATIEIER o

I RERRAG ST S I S0 AR B S BHAE R ~ W7R5ERC TYIEIR ¢

* IEEILGITIE — S S AR o
* EPRATIE EAEI L AE SEHERTFONTAP ~ BIRE & Bk AR ARSI 83 SR BR -2 /I (E R & B BHE -

INREARHSABIRIERES « RIS IJREERMONTAP °

1. i — R AR E A AR EFAE B4 | vserver cifs users-and-groups privilege
add-privilege -vserver _vserver name_ -user-or-group-name name -privileges

_privilege [,...]

2. U EHREEREYMH | vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or-group-name name

&)

T &R MeTebprivre') A MeTakeOwnershipprivatef | REPRETIE EFE1ZERHLES (SVM ~ SLA1TBAVserver
) VS1ERERA#E 'CIFs_Server\sue']

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

TRV BB £ PR B SR BF AR RVRERR

TR LIRS ERHEIR ~ E!EF‘EEZIK&&%& M ERE AR ERERR - ErREBIEREMN
BHHAEARRAEIR « EMBRREE -

A Z Al
e RIS ERE R A BRI E A& B A A B EFTE ©
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FRERLIIF
TER PRSI S B (5 F & S BHAE RO RERR B ~ (A JRGERC THIFIE ¢

* RIS RR— S ERERR o
SRR AE A AR « ONTAP ] At & Bt A& ARSI 25 SR BR B Al DU (e A & A% AE o

SNREAREEIREERIES » RIS PIAE G RONTAP o

1. BRI ERE AN —HZEER © vserver cifs users-and-groups privilege
remove-privilege -vserver vserver name -user-or-group-name _name

-privileges privilege [,...]

2. EESRERMIPIEPRFIRAIEIR | vserver cifs users-and-groups privilege show -vserver

vserver name -user—-or—-group-name name

gl

TS B IR AT ERILES (SVM ~ 1B AVserver) VS1_EFERAZE MCIFs_Server\sue) B9 MeTcbprivre'l
#1 MeTakeOwnershipprivatef'] 1#[R :

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

BRI EREMEERER

TR A E R A A (E A B M EFHRVIEIR - EEESIIA K SRE ERE B ERE
R~ MEABEEZNFEREEENE - ILEMRER -

) SRR
ERAEEAERE NEHENER « SRRV AERIER -

1. BRA RIS ERE N EHHAIEIR | vserver cifs users-and-groups privilege reset-

privilege -vserver vserver name -user-or-group-name name
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2. Y LR B ERR ¢ vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or—-group-name name

gl

TH SIS EDHFEELEE (SYM ~ SaTiBAVserver) VS1 H{ERAE MCIFs_Servensuel HIFERR o iRIETE
5%~ —IRERERE EEIRFERARHER

clusterl::> vserver cifs users-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

THISEHI G EREE M"BUILTINEIES' ) AR « BERIZIFEIRIER :

clusterl::> vserver cifs users—-and-groups privilege show
Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users-and-groups privilege show

This table is currently empty.

BTERERAERAENR

(T LURET S TR A AR S A A R 5 SRAHAE A0 SRS TARIRARRA AN o LM ET B e
i 2 A E AN ERERR -

TR
1. BT THIE AR IR
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MRCREETAR.. BB BALLER <

BIEEEES (SYVM) EFrE4IRFIAEEREM vserver cifs users-and-groups
B AR BETREIR privilege show -vserver vserver name

EETSVM_ 435 TE 4815 o A i a5 BB & AN BE4H RO RE R vserver cifs users-and-groups
privilege show -vserver vserver name
-user-or-group-name name

TRAIFER T < REZEHMERSH - IFFEEN  F2RFME -

Ll
Toer < G RERBAREESVM VSR s ARIE it A& A B BRANFIFR B IR

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeTakeOwnershipPrivilege
SeRestorePrivilege

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

RE BB A RE
B ERIB AR

MEBAEEE) B—BEAEER (WBA_privikE_) ~ ARERRAES TSI AR
EEREHNFRE B - BMfEERERBER ﬁ@ﬁ°u%?$ﬁﬁ#&ﬁ¢%Lﬁ

g@ﬁﬁﬁﬁiﬁﬁhﬂ MR A7 EREE (SYM) ERERERTERERTER

=54
ITEXY E‘

AR IRBEERERGHEFES

* MR - BEEAEESFIERRONTAP « ERERTSR TIIEEHFIERER « A EiREhEE &
THEMR ©

* MRARAEF ~ ONTAP RULLINAE SR ERERRETREBHNEE (1T) #R -
MREAFEBERE X (FEER) -~ ONTAP RUESATFEVESE -

ErEEEET
R LUE B ONTAP CLIZYE AL FE A& #E IR E Active DirectoryB¥4HRA! ~ KRR EMRBEIHGE o

° SeChangeNotifyPrivilege HERAJIZEHIZ M AERBRIEES o
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* REMEESVM EHAESMBERE A A  SE EREEAELEE - AIETREREEE -
* ]ESVM_ERIATESMBIE A& S BHAE S AR IS 2 A& S AR AE TP ASBRILINEE « A AFFRRIBBLHEE o

RIETEES « SVM_ERY TFBUILTINE 4B HBRIB B G E .

®* BUILTIN\Administrators

®* BUILTIN\Power Users

®* BUILTIN\Backup Operators
®* BUILTIN\Users

* Everyone
MRBEFEREP—(ERHERR ERBRERE « BIARICEFHEPBIRICHER -
fEACLITESVM LR EASMBEEAEMEFHHRBEE R BN « W JHEsC T5IFIE !

* WRECAE R B AESREEHER R SRBRTHRE » AIWZRHIE SeChangeNotifyPrivilege R
MasaBHAE o

* MNREREE R ER AN FEEERBRENE > MXERAEFTEEBXERNEERE » BT LGHIE
SeChangeNotifyPrivilege :ZfEREMRBBIER

* [CRILIBERIRIE A A S AR e A& A BB IB AR E SeChangeNotifyPrivilege FERFZHIFHE o

@ HEERREAKIAAEERE N EHEANREERET « S BERRE
SeChangeNotifyPrivilege BIHEPR Everyone B%4H :

g
AFMERENFARERRBERE
AR ERENEFAGEBERBERE
REHIRE _ ESMBIERE R BEZENF TR
EIISMBHRAFEUEHBE
ERRFER TN RERFEEZFNRZE
SIERERBE

B REPRAS AT S AT 1S R & S B4R

RFHMERENEHERBERBERE

MREHFZER BB EERRETRIFAE B « BMEEREHFEERLIEER « &
B[ IUFIE SeChangeNotifyPrivilege Z5i# SMB fSE & Sk ETF E RIS L B4 E’J’f%
fR (SVM) - RIEFER « EAETLURABSREAERE -

FIsEZ Al
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* SVM_L#ZEH SMBfAARES °
* WZERN A ERE B AASMB RIARSSETE ©
o Aoy ARl E A E o E#4H SeChangeNotifyPrivilege HTIEREIRABETFEE ©

RAREETIE
AHREPR I = 415 (5 F & SUEHAEIRFONTAP ~ PIRE B BAR AT HI SR R ERsE ISl (E A & S EHAR - W REEIARAY
iEHIZE ~ BFE S RIAEERONTAP o
BER
1. gL B AR B IS E SeChangeNotifyPrivilege ey AginySE FH B S EFAEEVHERR ¢ vserver

cifs users-and-groups privilege add-privilege -vserver vserver name -user-or
-group-name name -privileges SeChangeNotifyPrivilege

HI{E -user-or-group-name 2 EAEERAENEHE « AZFEAEAENEFAE -

2. RRIEENEREREFHACRARBAERE | vserver cifs users-and-groups privilege
show -vserver vserver name -user-or—-group-name name
&4

THEn L EIEBIY “example\eng” BHARRYE & BIBFTIL KRB B A IEIRE SeChangeNotifyPrivilege
BAHRVREIR :

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
HERAEN

RIHERESRHERBRREERE

AREFERENBHBGEERBLERE

MREAFEFEREREEZEREHNREER RAFERERAEERIERR « &7
LI#8B& seChangeNotifyPrivilege 75 SMB EFAE S ETZERIIL3S EEHARRIERR (
SVM) o

a2 Al
IAE PR PRE IR AL S fE A& BHEL AR ST -

RRERI(E

SRR A E S A HRVREIRET « ONTAP FJ SE S Bt AR (EIsEHlI 25 R BasE el R AR & S A A o USSR EEAMHR A
EEHES ~ BlIE S A REZRMONTAP o
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1. RAIARLERE | vserver cifs users-and-groups privilege remove-privilege
-vserver vserver name -user-or-group-name name -privileges
SeChangeNotifyPrivilege

L EMEF seChangeNotifyPrivilege ZEEMHEIERESEHERER « MRILUERRERIEE

—user—-or—group—name name %@ °

2. BRRIEENERERFECERKRBAERE | vserver cifs users—and-groups privilege

show -vserver vserver name -user—-or-group-—name name

]
THIGHLERIEER Mexample\eng' EHEMERERIBREFIERE :

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
HEHRAE

FeEFERE BT ERS A B AR E

FTERZ 2 ENEZRAERER

RTERZ 2 EEZRRBEREREEN

R A TE e E SIS ES (SVM) ERREER ~ BB RERZEBRZ 2 MMNE ° &7]
LLEERFlexVol BRAEINSEE EREZFRFER - IRERE ~ &R LUTEFlexVol R IEHE
L REREE B AR REMNEEFEEUEH| L 2 R EHRIE -

FTERZ 2 ERERE R

eI LAEAFlexVol FAIZ2 M « B RERZEVolumefligtree GERMNMILEAN) FREERMERZRLZE2MAE
RIS

* NTFS
* UNIX
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JH.A
=)

FEmTEIZR A AERA &R

ERILUEBFlexVol THINASEEIGE « BERFEZRRIMEREN « UIBREIBIIAE LRITHFEIES :
* SMB (FRBhRAS)
* NFSv4.x

BTHEBRERRE (slag) Z2MMNERAZEN

HEBRNERRER 2RI EMFlexVol ETHZ 24
« NTFS

B .A
* JET

* UNIX (MNERCIFSfAfRESBEE S ZMIEERSVM EERTE)
FEREAETZENZS] (DAC) Z2MHIMERIER
BIAETZEUEHI R 2 IN8EFlexVol AIEAZEE TR 2ERAYH

* NTFS
RS WRMEABNTFSERZEM)

FERAER
ERFERRFIFRERMREERTNLE

RETATF B RFERERIAERIE

FATNTFSZ 2 AR E FERZEMRIERE

TRIUENTFSZ 2 Bk e FRRERE B RE 2 MRMEREN « 2R 2REREANH
22 - ERANER - UWkDOSE4RIERAE © el UfERER RS L2 A
R& ~ EEHHRIESTFEERE -

FAREELE

TR IMHEFERKES (SVM) BIRME « UREEBETHERNENRZE2MEMNERRBE o T UUE
ER SR B RE R

* AMNTFSZ 2R RE M gtree TR EAE SR FEVERFHEE ANTFSIE SRR ~ MWindowsfEREFEAE -
EIEEUNIXAERABYE R (L & B 2EHBRAIUNIXIERZEIRE -
* RETRAANTFSZEMERIIESREMERIZRAIACLEL -

* ARRFEEREROFEREZ 2 AIEHIRER B #3igtree LR E ~ BIERE R ERFIFREITHIRE
Bqtree B 1%t F] SE B IR B R —ARAE FEACLA TR B MRBVFEUREACL ©

* MREHBIEENER B SRR EREFBFIES « MLt SRS EFEUEFIACERNEEN -
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1. LR AE R ERETERN B RZ 2 RTE ¢

MRECBEETEN. ..

LEER TR ]

Bl ER

BMATYG2...

vserver security file-directory show
-vserver vserver name -path path

vserver security file-directory show
-vserver vserver name -path path

-—expand-mask true

Ll

THSEHERARBENZEIEENR /vold £ SVM VST H !

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

vsl

/vold

64

ntfs

ntfs

10

————D-—--

0

0

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f0lff
ALLOW-Everyone-0x10000000-

T EABRARBENZEEEN « WRHARMRENIETIES /data/engineering 7 SVM VS1 H ¢

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl

File Path: /data/engineering
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File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
.0 ... ... .... = Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
« «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l... et vve. <... = Self Relative
0., ..., .... .... = RM Control Valid
0. ... .... .... = SACL Protected
.0 .... .... .... = DACL Protected
0... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read

Generic Write

Generic Execute



Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

ALLOW-Everyone-0x10000000-OI |CI|IO
(P



Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

K TEHAIEETREARRZHEENZE M E « SEFH#FERLR Access Guard &M & /datavoll £ SVM
VS1 |
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e e

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

TEEAZEIHRE FEREERZEERERE

BEMUNIXZ2RIRE L AERZEE
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BRI Z 2 EHIRERNERZEE

TR RN R 2R E FRNIEREARZ 2 EEREN - EREL2TRREAR
R E MR « ERRVER « LURUNIXEER & LEr BRI E o Er] LUERE R KRS
ZEMAERS - SRR R AR o

FAMEETLE
S BRI ERESS (SVM) 1958 « UREERRHERZRHIENRZ2MEMNERERR o EalUE
gﬁziﬁ'ﬁ#“ﬂ]?“j@@‘rﬁﬂuﬁ °

* BRAENREREREMqtree ] B ZERAUNIXIEREIRRIE DIERMERIK « BIFRIITTHNFSv4 ACL
MR fEFANTFSIEZE R IERMNB &R ©

* RANZERMRERNR LERTSERBUNIXEINTFSHAENZ 2 -
* ACLEH R e ABENTFSHNFSVAL 2 HERIE R B R IEET o

HIERAUNIXZ2MHRMERM B - MRIAEARIVIITHER (ENFSv4 ACL) ~ RILLRAIZBZER °

* ACLEHH PRV R E BB LR EERNNTFSZ 2 14H#tT -

* AAENMEVolume rootTligtree I B R Z 2R AUNIX ~ I UTEREREZ 2B VolumeE gtree L& EHTEE
MIFERELZ M « BREHFEEBRIFIIREN Volumeigtree iR EEHH « AIAEZ RFRFEERUNIXAEZEHEIR
MEFEARIFEREACL °

* MREMLHAANBREREANTFSANZEMNER « B ESHEFEERZHEHEENERN B RRKRE
RER « W FRTRERAFEERIACERERIE ©

1. PR BB B R MERT B R 2 MRE

NRICEEETREN... BATIERZ...
LinER 1R vserver security file-directory show

-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

&)

Ty S FBETERRENEZEMEHN /projects 7 SVM VST FLUIBERESH R 2R - EEEARZRRE
BEBUNIXE¥MZ2M -

35



clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

THSHRETERRENEEMEN /data £ SYM VST H - EEEEHN L2 EREABNTFSAERZ R -
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vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only



Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

clusterl::> vserver security file-directory show -vserver vsl -path /data

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

OI|CI|IO

MU T EHIREREREHHR Volume WZZ2ME /datavols £ SVM VST A o EREEEX L2 MHEENR L

EBEBUNIXERHNZZ  Volume AR #FRERNEFEIRFRELZEG
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

1ERAE N
ENTFSZ 2 AR E FRETIEZE

=

BERUNIXZ 2 RIHRE LRV

=

2

W}

IWXr—Xr—xX

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

FERUNIXZ 2 BIHRE ERIERZEE

1R
AnY

22 - ERANER - WRUNIXEES & s HAVERRE

AIBUETRUNIXZ 2 BN E FRVERE B RZ2HEEN « ERLZE2MHRINEEHE
o A AE RS R ERERE L

JANN
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2MHAAR « EHIHEIESRTIRE -

RIRER I

T ARMEFEREE (SYM) HRHE - UREERTHERNBERREMENNERRBE - LA UEE
TR B AR B SRR AL o

* UNIXZ2RHIRE M treeTEREAZ SR FIVEIRE « REERUNIXIERER (BRIAITHNFSV4 ACL) o
* ACLEIHE REHEHABENFSVAL 2 HIIE R BRI IRET o

HIMERAUNIXZ2HRERNBLE - MRREREXTTER (FENFSv4 ACL) -~ BEREAIAZEE o
* MNRFEANFSVAZ 2T ~ BI RS ERACLE L YA & B4R HRAL o
EMRENTFSEZRFMTERS °

* HRENRE SVM ERTE CIFS fAfRes « Bl UNIX AR &EX gtree LR FEREFIMFREZEME « EHit#mH
AIREE R EANPIEE 2 MR & gtree MURFERFIFRELEMABREN -path 28 -

1. UFRERAEFHE R ERETERNBRZ 2 RTE ¢

MRECBEETEA. .. BATIEGZ...
LEER RS vserver security file-directory show

-vserver vserver name -path path

EEFAAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THSEHERARMBENZEIEEN /home £ SVM VST H ¢
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

THEAIERERBENZZ2EEN /hone £ SVM VST BBEFRESH A !

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

FERAE R
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ANTFSRE2RHIRE FRRTERZEERIEREN

EREAEXNRERMRE FRTMERZ 2 MRIERER

fEF3FlexVol CLITEZ{E:BE PR ANTFSIEIZ R BRI E
e LUTEFlexVol IhEE& FEERNTFSHEZRRIBVEREE R « 2K ENNZ 25
X~ EAERR - URRAFKEFEUEHEENEREN o A UERERKEEZ2H4ARE
IR EEHERFEIZ R o
REREIE T
EABIR MR ERIESS (SVM) 1458 - UKBBEREEZENIERER KKK o« eI UUEER R
SHAME B AREETREA o
* NTFSZ 2R IEE MqtreeZFEANTFSRAATFEUESIBE (SACL) KiTIEZERE -
* TEENTFSEMEZEMEARZ2RMEET « ERMER I UEANTFSTEZERE]
BEXNZ2EHEEMqtree ] B FAUNIXIEZERAZPDERM B « BIEEAITTINFSV4 ACL ~ L
K fEFANTFSIEZR R DIEEM B &R o
RAEXL 2 AMEENR FETSEEBAUNIXENTFSEXZ 2 « MEAEEIHAESZNTFS SACL ©

* AAEMEVolume rootZigtree B MZ IR AUNIX ~ A UTERERLZ 2 E Volumegtree LR EFETFE
MR ELZ SN - BREHERREFIREN VolumeSigtree RIEHH - FIAEZ AR EATR—RARIEZRNE
BIFENFSv4 SACL ~ MUK #FERTZERENTFS SACL ©

* MRENLHHANBREEMEANTFSARNZE2MNER « Bl th SR RSREFIUERIACERAERE (
MREHHIEENIERN B RREREDEEFIUER) -

* FRTEAANTFSAMZ 2 ERMEZEMERRNZ 2B « UNIXERIR SRS & S EHERAIUNIX
TEEREREN -

NTFSZ 2 RERMBRIRITRENERZFEVERE « EEANTFSIERER  WindowsfEREMEHE
* ACLEIH R EHH ABANTFSEINFSVARZ E MRIIE S BRI KR ©

HIERAUNIXZ2RERMERRMS « IRIAZER - RERRIUTTER (BNFSv4ACL) -
* ACLEH RRvER AN A AR LM (IEBEARNTFSZ 24 it -

1. PRI HE R B RBMERM B REZRIRE

MRECBEETEN. .. BATIEGZ...

LEER RS vserver security file-directory show
-vserver vserver name -path path

B E vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true
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T & HIBEREREMNREKRAIEN /corp £ SVM VST d1 o BRIEEENTFSEREZEM - NTFSEZE Ml

2RI BT/ R BISACLIEHE o

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

THEHBRESHEIZRAE /datavoll £ SVM VST A o BRIEEE—ARIEZFNERZSACL ~ UKkf#F

B R FEURESACL °
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vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

7777

TWXIWXIrWX

NTFS Security Descriptor

Control:0x8014

Owner :DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI



cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

f#HFlexVol CLIZER A FANFSV4FEIZIRBIRYE

f&BI LAFlexVol fFFAONTAP CLITESHHE iR & _EEERNFSvATEZ R BIIRVERI S ~ 82FE
ZEEAMNERNZE2ET - EFRNER - URRFEFEUEGEE (SACL) WMERAE °
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ERI LU R AR ERE L 2 AR RS AR ZE AR TS IR R RE o

RIRER I
CARRMMHEFERKES (SVM) BIRME « URBERTHEZEMNNERNBERRE - S ULUHRER N EET
A EREER L o

* UNIXZZ2BHERE M otree(EEFANFSv4 SACLIR#ITIEZ/RA] ©

RENZERMRERERME S « ERUNIXZRERE « BIAJERANFSVATEIZ/RE! -

BEAZERERENotree ] BB 2 EAUNIXIEREIRIVEI DIERM B iR « BFEEIUAITTEINFSV4 ACL ~ L
RAEFANTFSIERERAENIERMB &R o

 RARZREMEEMNR EEAIEAEBUNIXENTFSHMANZ R Y - MATEE S AE 2NFSv4 SACL °
* ACLEIH B &4t EANTFSTNFSVALZ 2 M IIE RN BRI AEET ©

HNEAUNIXZ2MRERMERRMS « IHUAZEA - REREUTT#ER (BNFSV4ACL) -

* ACLEH PR A BB B L EERNNTFSZ 2 14H T -

* FAAEN{EVolume rootBigtreeIB R Z 2 AUNIX « 1A UTERARZ 2B VolumeEgtree L 38 E (E1Z/E
MNZEREZ DM « BREREERIFIUFENVolumeFH gtree IR EHH ~ FIAE & FAFRFEETR—ARNFSVATE
ZMBESACL ~ UKREEZEERFERENTFS SACL ©

. EEIE"!ID%T‘ SVM L& CIFS fAfRes * Bl UNIX BERE S gtree ERIRFEFERFIRREZ R « ALttt
FEERBANPISE ZHEREE gtree RIEEFEREFIRERZEZHBEMAENR -path 2H -

1. LR AE R E R ERNBEHRZ 2 ERE ¢

MRCBEETEA. .. BATHGS...

LIBER AR # vserver security file-directory show
-vserver vserver name -path path

EFAE R vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THHEMNBTERAREHNLEMEN /1ab £ SVM VST A o [EUNIXZEBIERIEABNFSv4 SACL ©
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

RTERZ 2 EEZFREREMRY A

TEIMERBAF T () RETRERENIREERE TRrAEEN ERNERZRZE2IENE
ZIRRAERAE -

BRF () ARiEE BRRENRE—EF T « BRIUEZF O THBERAEEZMBERNER - IR
TRERTRS [ WREERHEREN  RILAEESISE (M) RRMHTERE-

&)
TEEERF ML RN T AHFEEREMBRNERRE /1/ SVM VST
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

T5an
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file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

il /voll/a SVM VST BUBRSELIES|SR (") $#E(E o



cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: “/voll/a/*”
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

{EACLIEESVM ERINTFSIERZ 21 « NTFSTERIRAIRK#7F
AR ENOREE

EACLIEEEESVM EHINTFSIEREZ £ « NTFSTERZIR A Mt 17 8 R IF X (Rs&

SR LUMEFACLIBIRHEERIEES (SVM) EHINTFSIERZEM - NTFSREWZIRE K17
[B4RIFEV(REE o

TR UARESMBA P imal EACLIZREENTFSIERRZ 2 IEMIEZIRA] o B ~ EACLIRRERER EIEMIEZR
A A BEERAERAPIHRERERL RN - ERACLITXIEEEERE— S EFSERNERNR EER
LEEFERIEE o

TR AR E HFEARAVTFEAE « ONTAP E2HSVM VolumeEAN S —BR 2 o fEFERFIREER
RILFRENASERRE FNEERH#FEREFIRENREYDMN

FFRERATFEURE RFEEONTAP BECLIETTREMEIR o MEEIESMBA P in B R #FE RN FIRER
E ° IESh « SNRIEUENFSESMBA R IRIgfIER N B ik FNZEMRE - MAGHIFEEFRRNEFNFRERE
o BMfER &M (WindowsZHUNIX) BIES - thEALA P nEiEHETEREANEIFRERZEM - EIt « #FE
REVTFERERE A AR RHFER RN Z 2 ER - THFFEESRIRERERE
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BB I AP ERRES BN TFSTEEURIR - ONTAP BHIRUNIX(ERE SR B A SN E
(D) ®SVMEEWindowsfERE - BIFIEE R Storage BARF IR IR MBIRE EHITRR MRS - bl

FBNFSTEEER] -
NTFSZ 2B &E

NTFSZ 2 AR EMgtree P B ZHIFTBIERZRM BRI EENTFSARL R o oI UEA vserver
security file-directory Sa<RFAITE NTFS Z2HANMIEE FEETIERENT 2N ¢

* IR E FPET g R B R R AIE R FFEZIRA

* HIRE EVHEEEAERRELE S
BEEXNEZ2EHMIESE
BERNZ2EEEEMgtree I EF—LABUNIXERZ 2 MAMERME R « MERUNIXIEZRER « 81518
{iI7cENFSv4.x ACLFINFSv4 xFEZIRA ~ URFLABNTFSERZEMN « MFHANTFSIERERFEXERL]
FIEZEM BRI o G LUEA vserver security file-directory iR R TIERENZE2MHER
EREALZ2HEN .

* EREHIEEDgtreed ~ FANTFSENZ 2 REIIERME R RIS ZERMEZERA

* FEEEBRNEFEEREDISE « ATAMRNTFSHIUNIXBERHZ 2 B AEHR &
UNIX Z2 R iEE
UNIXZ 2 BHFREMqtree B Z EBUNIXERZE2 RN BRI K (BEXI7TEINFSv4.xACL) © MIREAE
EfEH ~ B UEEC NYIZETE vserver security file-directory 7£ UNIX Z2 8 E FEEZ2INEE
Har SRS -

* o yserver security file-directory 88% RYELZHANEIE UNIX Z2MERNEIRER gtree £AY
UNIX 1ERZ2 M MEZER] o

s fERILUfER vserver security file-directory #p% R%AITE UNIX Z2MEHIRE FEREREFERBLR
EFER:E ~ AiiE = BEMIE&R SVM B3 CIFS faiR2s ©

FERAER
FTERREMEMER/RRAIEREN

fEACLIENTFSIERM BN R ERERERERLZEM
fERCLIRERZRAEERZENTFSIERME R

ERFEFERRFIFRERFREEREFTNLE

fEACLIREEFZEMERRZ 2 ERERZESM

RREAIUESHERREREZRAENRZE2M - MERERARRTA ~ BIEERTL
NIBHERE R E N ERENENIRNAREZZEFAFRVEHA -

FETRAERRERAF « EETUERCLIREEZMERRNZEY ¢
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* BEARBGCERBPREFER « AT ERPEFESR

* BB E

* Windows#3i5 % &

* ENTFSIERRARIERLZ 24 EEZRAITE
fEFACLIREERME K 2L 2 M FFRIPR
EACLIRERZNERRZ 2 MR « M EFRYSERS

* o yserver security file-directory Command Family RZEE&E NFSv4 ACL ©

ERAMNTF SR 2 I T E A ENTFS A5 -

AfERREMERLTTRERERMEN K22

ZEMEMTESFIERIFE - AREERE JHERMER KRR TRIBNE « LUKER
EFIEENERREREZINIER o

* TEfR
:2#%75 ENFFEEREEIR « WREYIM (ERE « B EERYT) THIEENERIERRAITHES)

* ZERMEHET
ZEMHHEATRES X2 EMNERER « AIEREEREHAERER -
* FEUEHIEE (ACL)

FEEREERZ R M HMTTHE SEE  HRESEAE « BN ERY A IEERZ 2T
TERIER R ERITHLES (FREREN - KEMHHEATTI S THIMEACL !

° FIRIFEUERIFE (DACL)
° RIFEUERIBE (SACL)
* ERFEUERISE (DACL)

DACLEZFERE  BHAMBIYHN VBl 58 « BLFERE - BHAMEKY 49 n BB FE
FERHER K ERENE - DACLEZTEMU LHEBUEFIIEE (ACE) -

* RIEFEUERIEE (SACL)

SACLE Z BXEMINARBIERE M2 ERE  BENBREYHRN NS B8 - SACLEZZTEMNU LR
FEUEFIIRE (ACE) °

* FHUERIEE (ACE)

ACEZEDACLESACLHRIERIER :
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° DACLEZEUEHIEE G5 ERERERE « BHENEBIYIMHFr 5T EIEBRFEER o

° SACLIFHUZRIIRE SIeE AR EMERE - BHENERYTATIVEES (FER « E5CErIAThER K
o

* TEPRAEA
TEPRAEFGREFUI AT L 2 MM TR ERER ~ HEBEIMM - FUF R SHEAFTEAER - £

R LR EREREF ~ (AILUREBERIK « FERKMEZESIUER ERE] KEXEM this-
folder ~ ‘sub-folders’#1 M&EZE) o

e
"SMBEANFSHEZEL %2 2 1B HE"

EACLIREREREZRAENTFSIERMERIRK

ERESVMK IS B pyith L ER A RE S BHERIER B &R A2

NREHIEZE B ERAARRE L 24T « DACLEYSACLIER F A A ERE AT
0 ~ RIZIDIEEARPIFEFERKS (SVM) KEMEBN FERERERRAIZ
Al ~ WAJRRESC—EEZER o

1A IAASVMERTE KB IIE4EAE  sBAREE FHRIRESVMEERI AR ARSVMES R Bt E FE
RIHSVM o

TR R EMIESVM K B IE SRR 2 — ¢
* BoEARE
B TiETRMER ~ SVMAICIFSTRIARZSHF Datpl i E REE T 2K o
* BOWAEEE

fEFILARRERF ~ SVMAICIFSAMRSBMNE DA~ ERE o TUILEAFIF « Ba9tSVM_ERISVMAICIFSTEIAR
RLTBEIGESVM_ERISVMFAICIFSEARES ZIBRIE o

By FERRR 2R
TS DHAERERER - HRESAHERE  BHEMNERERNSVMIENR « W ASEREREE (4
HCIFSfAARES %) ~ LIFESVME Bt ERICIFSRIARZZ %M © AN ~ MNRARSVMATER 'VS1') ~ CIFS

fAiREE A M'CIFS1) ~ BR#ISVMATEZA M'VS1_DST' -~ CIFSHEAREF®%TE# ['CIFS1_DST' ~ Bzt
ERENNEREEREEEEEES TCIFST\usert’ LAICdst_Dst : |
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

BRI ERENBHEENEPNAEERENFALBEEEHEE « BEXZERRAARPIITEERENE
HLBATEHEE (FHE CLI EREMWRE) vserver security file-directory Command Family
) o

fun ~ MNRIECEHRE DACLIEE ~ HRERER ['VS1' ] -account 2#5#4 [ 'CIFST\user!' | ~ A
SVM EWREAEGBEEE « LURRERIIAY CIFS EARaS%1E o

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder

51



RABER vserver security file-directory modify FEhiE CIFS BRI RIBEE A BRIM CIFS
AIREZ BB ©

BERA2HEVERE B SRRRERRTH
BEZERZEHRRABRETHAIIUERASHRTE - BEREAIUESNMEERE A :
* ZERMEHET

SR UEEM ISR 22 R ENZ 2 Mt BN T EEHE - MR MR

ERENBEMAEAEENEIEFAEE « M RERZE Rt « 7 5EIRP 2BPEABRSVM °

fEOILU$H vserver security file-directory ntfs modify < AEIIRP AIBETEAINERNE
B o

* DACLIEH

S{EDACLIE B & REA—(ENR A AERAH o A RIESEAIER A ERE AR P RIDACL ~ A REEA R
HUtSVME#E o RIS EAIECERADACLIEE MIRF B8 « Rt AR Z 2Rt TR IRMERARE
HEEAESEHERIDACLIER « MUEIER BRYMIIR A BB ILFRIDACLIER « WA ELEMIIDACLIER 458
ERRZ 2 T TR o

* SACL I8H

FESACLIEE & BEINR P IR RN o (SABIEMERER A ERE N EHAIR B AISACL ~ A REEEBER
HISVM$TE o AR IGEKENIR A SACLIEE MIIRF 418 « RILEn Bt T2 il ch R EE A8 E A

EREHENEAISACLIEE ~ LUBIER B RIIR B 2 iBEILFTIISACLIEE ~ Wi iELEMIISACLIBEE B E

SRR kR ua e vl

%ﬁﬁﬁﬂuzm » B AHER B RFAEEPERANSKERENFEETEACENESE - THIERAIFEX

EFACLIEENTFSIERMERI KR LR ERERERZ 2N
EBINTFSZ 24T

BIUNTFSZ Ml (BEXLXE2MRA) SRENTFSEFHUERBE (ACL) LERAE
HFERES (SVM) ANERMBERRINE—F « ERUREZE TR RA) TEH
RS ZR BB L IR BRI 32 17 R Gk o

) SN
TR LS R AINTFSZ 2 R IRE ARERMERIR « RN ESN L2 EHIRE FAEREMERK « 2
INTFSZE T

RIETAR « B ZE2 MR « SREXRIFEIEGBE (DACL) FEUZHITER (ACE) MiEEZREM
T o MMEFRRAIACEM TR -

ke fFEGRE TFEVER ERNERME
NB\RREES FeEF TR ﬁﬁtﬁﬂ% C FERKR - E
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it fFEGRE FEVER ERNERME

RE\ERE FeEF TR thit:éﬂ% C FERKR - E
BiUEHEAE FeEF TR UEEMZE ~ FHERRK ~ 18
NT AUTHORITY\R %t FeEF TR thit:éﬂ% C FERKR - E

AT TH S BORE TR 2 M TARRS

* REMHEATHEEE
* EEENTERE
* RIGEERIREAR

HEBRERRER 2REMERSHE - MBHEEN  BSHEME -

\

1% NTFS DACL FEUEHIIEEHIZE NTFS Z2 Mt

WDACL (FIBEFEUZEHIEE) FEUEHIIER (ACE) MMEENTFSZEMHIMT « BRE
REFRNTFS ACLERERERRNE LB - SEIARE G H5 R FEEF IR
 ~ WERDH UK EEZHACERERIIE R E R RN THIRE

FAREETL(F
TR LIS —EZ B ACE g ELZ 2 MHatithY DACL o

MEZ2M4EMTEZEBIRE ACE Y DACL ~ B2 2HE#AY ACE #ii%E DACL - MRZ2 Mt e
S DACL ~ BIsp S & IIDACLIEHTIEHAYACE o

WA LUESEBR] DACLIRE ~ HARIEEEASTIIEBHIEE ZIRF VR -account 2 - B=BEFHEA
B AR LUEEREIR

* TR
© EFETERR
* RiatEfR (EREHERR)

()  mRskisE DACL EE MR « AITERSHEREES Full Control ©
RIS TR RAER - LUBIBMEH B3 TDACLIER -

FEERFINFRETBRIMERSHE - MBFAEN  F2RFME -

1. & DACL IBEHIEEZEZ 2 MMt | vserver security file-directory ntfs dacl add
-vserver vserver name -ntfs-sd SD name -access-type {allow|deny} -account
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name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
—account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. E%s% DACLIBEERAEIERE | vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

Biuzz4ERER

ASVMEIIIERZLZEMRA - BREREAACLEEEHERRNE=(ELER - [RAITTS
AERTENAS  HPBET A ERAEEENENRNE—IER LI UHRR
TRIMEELZ2MRA] -

FRERLIF
TS EL 2 RN TEESINTFSE 2 it T BIAESRSE R R R E 2 FERVRRN - EIL « CEZFZ2ER
A EESVMEIZRE: (ESNTFSZERMREESNLZEREEE) -

1. BIIZ2 MR | vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

A

2. BB L MR | vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl
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g TEEZ 2 MR

BRI TR EFHIEELZE2MERA « BRERERACLESVMARIESRERHE R KBYFE
POEL B - EEEIRR TR « S5 TIFRZ 2 ERBIZILRRN o LI LIR—ZET
RIS ELZ 2 MR -

RAMREETIE

Z2MFRARTENASS - TIFENRE—FR « B BLXEMRRIHAANTFSICES R 2 ERERENEN
R (RBERT HFERFIRER « HHIREYHIMT) -

TREmELEL
* IEREBHTIEF

RARIEERZE2MHATEREISEREENERIRNIIE - BBEEMNBRTIEFERMNACL « AIiEBSMB
FFRIHEONTAP CLEETTEIE ©

* REFERIEFERELE

BRIEER #ERREIRRELZE BN TEREIECHIEEN I - ERREBREINFELFER
AIACLEBEEIBONTAP CLEETITEIE o

TRESER (RERKR) H—EER (FEHK) NZE2MERER - RAFHSETIFERE RS —H
Al o EE—RAIP - BERKEIEE—RLE - RAIFEAEENIIFRE -

B TEERAIRIZER]

* BERAIRZFHE10 « 000 L{FIER °
* RRAETUBEE—HBEIIE -

EMERAIAIUBEZZIATE « EHEEZRRAREARREIIEREBHMNRHEFERIVFIFRZELE o RAWXK
RESFFARERRNFIRELFIFIEERERIE-

* fREFEREVFERE R PREIRERR
EXETERHEINIFEER -

o LIEME ER 2R - S ARRE TNESESH

* SVM4& T8
* RB%TE
© BRIE
* BRREAERAN N Z 2 it T
S UER T IERSEKE T L2t ToAaAS ¢
s ZfER
. EEER
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* R3lE
* FEUERIEEE

FEERFINREGRRIMERASHNE - MFFAEN - F2RFME -

HER
1. BEEHERAZE2 M EN TN TERIEYELZ2MRE] ¢ vserver security file-directory policy

task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory BMITERIE -access-control 8% c REERMNBERENTIER « AEEIEEEIUE
HERR o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. ERs5RAT{E4ERE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
ERZZEREA
RERZ2 R EREISVMEEINTFS ACLIT ER IR ER KMWREDER
RAREETIE

TR U2 RAPERN L2 MR EEAEFlexVol HEBERENNTFSIERMELRKR (NTFSIEEREE
B o

ERBRFRANERIASACLE « @B REMIAMDACL « BR L2 M RAIRIEEMIDACL
(D) ® aESEESRAENDACL - CREERY REBFNZIIRAIZA « SRIIEHREY
R <
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1. ERAREMFEA] | vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

RAVERAT(FEHE « WEETIFID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

BEEZE2MHRAITIME

BLEZE2HRIEREREERIEES (SYM) B ErI UL 2R TE « BT
EE - MRECVEREREMRANEAR S - EEAEMBEED - IRIEHNTIE
HITRHERE - MEBERAERZEUEERIIARENERMNERIK « EHRAER -

RRERI(E
FERTZEMRA TERNFAEN « CREZMER -instance 8% °

1. B2 24 RAITE . vserver security file-directory job show -vserver
vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

REERANERZEM
TR LIEREE R L 2 MRE « MlEERZE RN FERKSE (SVM) EaIEZES
BXRABFIERIIRE °

RAMEETIE
T ZEIRISVMETE « HPE S8R - UREEREFZEMREZEZNERRARE o eI UERERN
-expand-mask BEMZEMEREFMAENNSH o

1. BEETEENERKRLZE2MERTE | vserver security file-directory show -vserver

vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
-expand-mask true
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Vserver: vsl
File Path:
File Inode Number:
Security Style:
Effective Style:
DOS Attributes:
DOS Attributes in Text:
Expanded Dos Attributes:

.0

.0..

.0.

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

/data/engineering
5544

ntfs

ntfs

10

e D———
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self Relative

RM Control Valid

SACL Protected

DACL Protected

SACL Inherited

DACL Inherited

SACL Inherit Required
DACL
SACL
SACL
DACL
DACL
Group Defaulted

Inherit Required
Defaulted
Present
Defaulted

Present

Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs

ALLOW-Everyone-0x1f01ff

0...



Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

ALLOW-Everyone-0x10000000-0I|CI|IO
0...
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System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

EACLIRE R EEIZRR L ERENTFSIERMERIZK

{EFONTAP CLIKF ~ fRABEITLL(E T ER

Bt

L2 RAAFTERA T - ARR =R

RRERI

ERZEMRAIZE  EAIUEER

®

FERAER

ERFEFRERFIRERIRERETEZFE
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fEACLIREREFZEMNERRLZ 2RI RS
AERARE A TTREREZEMNERRZ 2T
"SMBEINFSIEIZEL L 2 1HIEHE"

fEFACLIZENTFSIERME R K LR ERERAERZR

BEINTFSZ 2ttt

EINTFSZ 2 MR cieiz/R A @R ENTFSIFE

ek

ZEHIEE (ACL) LEAENMNSVMA

RRERNBERRNE—D - ERERIILEDR - RL2 TR ER N E N RIS EIL

BRI

RAREIETLIE

RIS B INTFSZ 2 RHIREARERME R - RZ2NESNRERHIRE LRERNERXK « 2

INTFSZ 2 MHaatT ©

RIETRRR ~ B Z2 MM « SR EEHRIFBIERISE (DACL) FEUEHITREE (ACE) #HigEE

T o PEFAERRAIACESN FFAR ¢

YLy fFEGRE
RB\RREES FeEF
WE\ERE FeEF
BuUEHERE FeEF

NT AUTHORITY\Z %% EF

CRIUER TYEA 2RI RE TR
© REMHEATTHESE
* EEENTERE
* RIGIEGER

Z2
TFEVER ERNERMUE
TR %ﬁﬂ% C FERKR - 1E
T IEERIZR ~ TR 18
TR J_tﬁrtﬁﬂyé ~ FERR - 1E
TR IEERIZR ~ FREIE - 18

A=

FEEREFINRESBREMERSHENE - MFFAEN - FERFME -

TR

1. MRECEFERERDY - BRERFRRDER

set -privilege advanced

2. B LEMHMIT | vserver security file-directory ntfs create -vserver
vserver name -ntfs-sd SD nameoptional parameters
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vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\joe

3. BB TR R EBIEME | vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. MNRICENEPSEIRBR « B ROIZIEEREL © set -privilege admin

RNTFS SACLTFEUZERIIR BTG ENTFSZ 2 T

SACL (RMFEUERIBE) FEUEHIIEE (ACE) MIBENTFSZZtHEMIT « 2
ESVMAISIER N E R REZINTFSIEXIRAINE T B - SEIRR # G H5 EEERZH
fEA&EDEHE - SACLIEE @ EREERZMINHARIIEFIER °

RIRERI(E

TR LI —EEN Z{BACERTIE E R 2l sTAYSACL ©

MRZ2MHmtcE8 a2 EEAIRAACENSACL « B2 25 HMACEFIE ESACL « IRZE2 M4 TRE
ESACL ~ B4 & ISACLI S HRACERIE EH A o

(RIS E B PR IR PR SRE AFHOMEIR « DURE SACL T -account 28 - B=BETHR
B9 75 P LU R R -

)

* EREHEIR

* ISR CEREER)

()  mBsskisE SACL EEMMIR « AITERRES Full Control °

CATLURIZERT SACL R ~ RIS R MTERERMR apply to S8 - MRS SY - BRES
iIESACLIAE EREILERE « FERIRME -

1. #& SACL IEE#IEEL 2 MM TT | vserver security file-directory ntfs sacl add
-vserver vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder
-vserver vsl
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2. B578 SACLIBEEEEIEM | vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

Biuzz4ERER

L4ﬁﬁﬁﬁ%$(&M)mﬁﬁﬁJ EREKRERACLEEZNERNKRE =Y
o [RAIAMEARETEHNESS - qﬂa‘%lEI{’E%BETEJﬂ:n:ff;?mj?ﬁﬂjéﬁ’]%—lﬁE °
ﬂjuﬁﬁﬁlﬁﬁﬁﬁﬁéﬁﬁ

RAREETIE

THEE L2 RN TEE INTFSZ 2ttt EER N E R RRE Z BRI - AL « SRZRZ2MHR
RS ERFERKSE (SVM) (BENTFSZE2AMEEN RSN L2 IR E) B/ o

HER

1. BIIZ2MRE) | vserver security file-directory policy create -vserver

vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BB 2 HRA) ¢ vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

B TEEZ2MRRY

BIURATLREMHIEELZE2MERA « BRERERACLESVMPRIERZRHNERRIFE
POED BR - SEEIRR TR « S TIFRZ 25 R IIRAN o eI —ZET
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FIRBEMEEL 2 MR -

RIRER I

ZEMHRZIENERS - TFENEE—FE « UZBREMRIHAENTFSICES N ZEMEIERIER
K (HBERE FFERFIRER « HEREYHRIT)

TFEmEsEs .
c FEEERBTIE

BiEERLZE2 MR T ERTISEEZEMNE R RN TIE o FBEZEMBRTEFRERMACL « A]i5EESMB
B EIHEEONTAP CLEETEIE o

* REFEREFERELF

BRiEERHEEAFEREZZ MM TEREIEEHMIEEN TE - BBMERREDRRELEER
RIACLEBEFEBONTAP CLEEITEIR

TRESER (RERKR) H—EER (FEHK) NZEMEEER - RAFHSHETIFERE RS —H
Bl o TE—RAP « BEREREF—EIE - RAIFEAEENIFER -

g TEE/RARVZER]

* SERIKEZAHE10 » 000ALIFIER -
* RRATUEE—HBEIIE -

BMfERAIAIUBZZIATF « KHEEZRRARESFREIEREBHMNRHEFERIVFIFRZELE o [RAJL
AU SAREERNEFIRRE L FSFAERZBERIE

* TR AR EFEURE A FREIERR o
EXETERMUBRINIEFEVER o

(ERTIAER FHER SR B TR 2 R ST ARRS ©
- R

- BB

- 3B

- FERESIER

FEERFINRESBREMERSHENE - MFFAEN - FERFME -

1. BREEHEMAZEMEN TN TIERIEEL2MRA ¢ vserver security file-directory policy
task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory ZBITERRIE ~access-control 2% o REEZEM B REFENTIER - AEZEIEEFIUE
HIEEEY o
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vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. BREBR R TF4ERE & vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTE'S
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
ERREMRA
RIEZFERIERATISVMEEINTFS ACLEEREIERH BN KRN RE—D o
BAREETLE

TR 22 M RAPERN L2 MR EEAEFlexVol HEBEERENNTFSIERMNERK (NTFSIREREZE
55 WA

ERRZFAMERASACLE « SBREMAIEARDACL - EAREMHRAIKREERAIDACL
(D B« SEREAIRANDACL - BEZTEIKRERMNEZEMRIZA - SBRREENZE2MN
JRA o

1. ERZ2M%REAI . vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

FRAERTIFEHHE « MEEIIFID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation
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BEEZ2MHRAITIE

BLZE2HRIEREREERIEES (SYM) R SR UEEEL2 R TE « UESET(F
EE - MRCPRERELZEMRINERARENI « EEVBEMRAER - MRENTIIE
HITHKERE « MEERAELEMERIIRENERNERRK - EHREAER -

RIRERI(E
HERTZEMRATERFHAEN « CREZMER -instance 8 °

1. BSE 2 24 REBT{E | vserver security file-directory job show -vserver
vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

frsE B AREIRAY

ol LB R iZIR A ~ RRCERZ2MRAINGBEERESS (SVM) EHERFERK
BEEMEBENREZEEMRTE o

R EIETIIE

&R LUER vserver security file-directory show EMSZREREHNGS o KN BEIRHESVME
B Hhe 3T ERTHERYAENREZRIERNNER - URHEEK o

1. BERTEIRAIERRE & vserver security file-directory show -vserver vserver name
-path path

gl

T EETERESVM VS1ERTE Meorps HIFEHZIRRIE o SIREREETRL) ~ thERRTH/KMBISACLIE
H:
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cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/corp

ntfs

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8014

Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators

SACL - ACEs

ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl-0x100116-0OI|CI|SA

DACL - ACEs

ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI

ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-0OTI|CI

EEZEMRA I RNEE

MRFELZEHEFEIIE s FREBRT « SR AEZE 2R RESEKEZRERY
T1F o CIEZBRAE R LUECK B E A ECN Z 2 R RIRVRMF « UERINERRRA] - [RAIFVE
CRELERTIE ~ BRRIUEIEIRAGRAIBI I « LUSMIEREECKRRY

MRZRAINTER « BRI RN TIME « AICEA SRR 2 MR RA RN T
* TREAEMTIET -
- TIFEEE -
* TFQIRIEALHER ST RIREE o
© R TS HAHBNES— ([ -

ETIERT ~ MRZE2MERABILEEFE » EAURIERZRZ 2R SHERGZFEIIE

* RRITRERFLE -
* REITEERINTERK ©
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AN EENTFSZ 2T <

EERZE AR - GONTAP B EMNELE < ERAIMEIL « B8 M RERZ 2N
HEZLTRIMERA S ©

WMRGHEE... fERLaR<

FBAINTFSZ 2 STt vserver security file-directory ntfs
Create

BEIRBERINTFSZ 2 it vserver security file-directory ntfs
modify

FATRIEANTFSZ 2 M oAYMERAE vserver security file-directory ntfs
show

MIBRNTFSZ 2 Mt vserver security file-directory ntfs
delete

B2 FME vserver security file-directory ntfs SUEEEZE ©

AN EIENTFS DACLZEUZHIIEE S

EIEZONTAP DACLEFEEEFITEE (ACE) B - ZERENINEATENIES o &AL BB
EACERTIEZENTFS DACL o &t e[ IATEDACLAEX ~ Ml KRBT BRACERE « RE
IBIREHINTFS DACL °

MRETEAE... fEALta<

BRI ACENAZEFIEENTFS DACL vserver security file-directory ntfs
dacl add

{EANTFS DACLABYIREACE vserver security file-directory ntfs

dacl modify

B8RNTFS DACLAIRBACERAERAE vserver security file-directory ntfs

dacl show

ENTFS DACL#PRIRAERIACE vserver security file-directory ntfs

dacl remove

A2HENFME vserver security file-directory ntfs dacl s UBIEEZEH °

E12 NTFS SACL FEUZHIEENGS
EIEONTAP SACLTZEUEHIIEE (ACE) B~ SEBRTENIERTENG S o [Ea]LIBER
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HACEFTIZZENTFS SACL ° [Eth Al I TESACLAEER ~ WP R EETARIACEIE ~ K
EIPIRAMNTFS SACL °

MRITHBE... S

EIACEM A EHFIEZENTFS SACL vserver security file-directory ntfs
sacl add

EEANTFS SACLHREVIREACE vserver security file-directory ntfs

sacl modify

BEMNTFS SACLARIRBACERIMERIE A vserver security file-directory ntfs
sacl show

ENTFS SACL#FRIRBRIACE vserver security file-directory ntfs

sacl remove

BRI FME vserver security file-directory ntfs sacl S UEUEEZE o

EEZEHRAGS

BEEZE2MRAE - FONTAP BRERNIESHE AT LIBERRRIBIAERE « thal MBS
JRA o EEAERRZEIERE -

MREEE... fERALLa<...

B2 MEA vserver security file-directory policy
Create

BTRE2MFEAERER vserver security file-directory policy
show

PRz 214 R Al vserver security file-directory policy
delete

B2EMFME vserver security file-directory policy Si@UEISEZE °

AREERZZEFETERas<
BRI « B BIRRERZEMERB TFEEERRIES ° ONTAP

MRECHEE, .. GRS,
R REERRATIE vserver security file-directory policy
task add
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MELAEE, . EALLSS

a2 MR TIE vserver security file-directory policy
task modify

BREZ2 MR TENERER vserver security file-directory policy
task show

BiRrZ 2RI T vserver security file-directory policy
task remove

AR FME vserver security file-directory policy task mSUEIEEZEH o

AREERZZEREE T IERas<
B—EAREE - WE « FLERETRZEEFREIITFENRES - ONTAP

NRITAEE... fERALtan<
HEZ2MRIITE vserver security file-directory job

pause -vserver vserver name -id integer

miELZFER T vserver security file-directory job
resume -vserver vserver name -id integer

BRZ2MRER TENMERRER vserver security file-directory job
show -vserver vserver name [&RJLUERALEER<S

RAETIERIIEID

FIEZE MR TE vserver security file-directory job
stop -vserver vserver name -id integer

HREMFME vserver security file-directory job e MUEUFELEH

2 ESMB ARy AEE RHREY

SMBHEE FHREEIEIF S TV

hAEERRENE]ZESMB 1.0 Pin EAVER B IREY - ERFEERMER KB o &0
LB A EREELAENEMIRET o MNREEPEE IR - ,a:m—w-“* TREXIE B BY
ENEFEERS o AR AP IHIEIASMB 2.x5SMB 3.0E#4AZEHAE « I AREE R EREE MR
Hy o

EUFRF ~ SMBHREBE N RENE T A RN EAREREIERBUER - ErAEE—RITEa#HIISMB 1.0/
B iste FHSMBRYAE ©
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HRFELETF - SMBEEUARENARE « EESEHRNREHNIERPEEHER - LA UERASMBHRESK
TREGRIEIREGEINE R ~ FEULR MEEREHNHE « WeRESMB 1.0/ R IRRISIEE

@ AR KA BE « B ESRRI A SE G BR N E IRMHE4SMB 1.0/ Fin - IREHIRIGEE
FEERERR - AR ILEIAE

EXFASMBH 42 5 1R ER

RE B ASMBH4E B RHAEY ~ UK =SMB 1.0 R IEHISMBRAE © 1R1ETFE:E ~ SMBH4E
BERMRINZEH °

1. SITFRERRIEN(E -

MRTAEE, . AL ...
37 H AR SMBRAE B RHREY vserver cifs share create -vserver

vserver name -share-name share name
-path path -share-properties
attributecache

FIRAEHAE R SMBREERHIREY vserver cifs share properties add

-vserver vserver name -share-name
share name -share-properties
attributecache

HERIE
HRESMBAEERREUER A ER

ML RBIRIRESVMBHEAR LMNHEARS

SR E SMBHE E RHREVIE B By E dniEHA

,.;';_JL,( % ESMBARAEE RMRENIE B R dniBHA « R ECIRIZPAISMBHRAZE KHREBK
fE o TARREA 107D ©

ez Al
1S ZERNFASMBRRAE B BHREXTNAE o YR KEUASMBAAEZ KEHMREY ~ AR S EFASMBIREXTTLERE

1. BITFRERRIEN(E -
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MRERET FIER TRESMBHREEZRREIE #WAGS...

BV EsrEHR...

BitA& vserver cifs share -create -vserver
vserver name -share-name share name
-path path -attribute-cache-ttl
[integerh] [integerm] [integers]

EBERENHAR vserver cifs share -modify -vserver
vserver name -share-name share name
-attribute-cache-ttl
[integerh] [integerm] [integers]

TR IR B ECH AR e E Mt AAERREIEN B L - WFFAE ~ F2RFME -

Y

EEERETE
RIRE BRI E 2~ e

TEERHE R AR IRERAREINARE LEREFRSTA R E M ERERRBBIERNTG A - 1
A E ISR EBUAT A R iRBYEE T E - ONTAP

WRAFIRENFSARIR « BIIRERERFR ; WRARIRESMBAFIR « MHER/LEER -

i

HMNFSESMBIERHTE ZBIMER - NFSH P IR A EE £ 7B ATHSMBE B2 BIERAIAEZE
ENFSHPIHE A FISMBERENEEEERR - ZRETIIER :
* TERAE NTFS HEEA « #EZERIBEZE ~ M rm > rmdir M mv BIAEER NFS FERTZTREK ©
* SMBIE4B:EEVANIERE ABBE DR {EENFSIEEFIE A -
* BEENEASEIEEESMB bytelockiEERF « NFSE AFX G KB o
« BUHELE
o HHY NTFS HEZE A4 ~ X#& SMB # CIFS MHIFRIEZ
EZERGE EREARA B o
o RLIE NFS BUHELEEE o
AZEILIHAE ~ AAEE NTFS #1 SMB BY:ES ~ MHE NFS A28 A THiIkR - RERAL 1E2E o
o B UNIX B R4 - TIBEUHBLE(EE -
SIBIMEIHAE ~ AAEE NFS f1 UNIX BI:ES o

* Bt
° ¥ NTFS IR R4 ~ IR BRIMIEZEZEN SMB 5§ CIFS BiRK ~ BIRTIAE Frap BRIMAEEE -
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° A&1E NFS EFdnd o

RZIRUILTHEE « HATRE NTFS #1 SMB HEES ©

FEUNIXZ2BIEFEE R - NFSEUHEANEM R FE T ZEESMBHEEAEE « X AFFEEUER o UNIXZ 2R
& MR EMNFSIEEER 2B TSMBIHEAREE ©

N ERIEMEE{ITTONTAP
MBI TR ER—1ERETE UWRMEZERSA (EH) B (BA) o

fEAWindowsHISMBFR 7 i P] LARR R SHEITE S HIMER (LT - NFSA R IF A R E SERIRERELT -
#NFSH R iR A EAERSEERMERTH SRR EFE -

EfEAWindowsHISMBR R iR I AE 3R « RILITEER LR EME(ITT - ONTAPTENFSAFIRHISMBAF iHZ
BIHAERE - A LEREMERILT - ONTAPRLEERESENFSA P in M SMB A S infEMRES - R ZE R A MER(L
TE o

7 TENFSARPIFMSMBAF nZ EHANER LIRBEERENMBAER « EERE THRAIREEMEE
fii7c : ONTAP

* NFSERMERRUAMRE LTRSS R AR AR ARRALT

* MRNFSAFImERMARARRAGTT - BEDE—ENT/ARIERA - ONTAP RIS R A2 SRR
TE o

* WRERAERNMEE(LT - ENFSERIRESRRRERAEIR « AIERIERITAIEEEENFSAR IR
; ONTAP M@ ERAITTEFXENFSAF IS « WHER ARERLT ©

* MNRERBEEMNME(ITT - BESMBEFIRSAM:ENITT - ONTAP B BIEEMNES ET AERAIT °
* BRI TTRVE R S ERrootE A ©

() [ERMRSEEATHESVBRR LEH | OUANFSRF AT B TR
FENFSE R A3 o

EREHEAREITH EREER - IEINfEEWiIndows B RJONTAP R[]

FE&Windows ~ ONTAP TEIEZRERE « T EHERBEZRENSETH - 1TAthE
7 ZESMBH R o

M A E RSN ESETH « AitaUEMa ARERIERE LS NREH « BrftgHELRAER
SRR ~ hR]SEE M SMBAERE RV AR ISEERN - ONTAPEFISE SRR AFIHAE -

ATBRENGLRETHAENNEE « CAUERZEMRE  MEERENRAEAENSLEEZEH -

RESHE RYAERAE M

TR URE R B RESRHE AR SN « EEEERRE « SHEMRRE « IcEBEEE « &
RAEERT « ZIREERIKHEERFEER « LURHE R UMA SFHERIERFIER



RANEETIE
LSS BNFSVASNFSv4. 1 B2 37 FY$H & BB~ A B i IP{ardlE o

KFER « L GRTAAHENEMEN - CRUERGS2ECRETRRERFERKSE (SVM) HHEER
all » EREEMR S PR

o vserver locks show i< BENIUEETIETAIERIE ¢

* (ITAEEEEE « EHEROES -

* HAHE - FIHERBRRIES -

* IRISHTE ~ PIIERISMB_ERY A P IRIRE o
* &k . FEANFSvA x¥ZEHI A i REY

HBEEERZ2H - CUILURAESEHERENEESN - MFFAEN AR <NFMmE -

1. (FRBETREENIERAE vserver locks show 88% ©

gl

WUTEARETEAREZERE L NFSv4 SHERNTEEEN /voll/filel - HEHEFIENBWRITEIE
#8_nONE ~ HHERUBAZIKZTH

clusterl::> vserver locks show

Vserver: vsO
Volume Object Path LIF Protocol Lock Type Client

voll /voll/filel 1if1l nfsvé share-level -
Sharelock Mode: write-deny none
delegation -
Delegation Type: write

AT EEfIZETR AR SMB #HE R oplock MIEZHHEEN ~ ELEEMUNEEREIIER L
/data2/data2 2/intro.pptx ° HICIP{iit#10.3.1.309A s ~ R L FUBE ABEBNEAEEFIIE
EF oA ERBEZESIE o #tXoplockB4kEITEEoplock BIR T :

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver: vsl
Volume: data2 2
Logical Interface: 1if2
Object Path: /data2/data2 2/intro.pptx
Lock UUID: 553cf484-7030-4998-88d3-1125adbbalb’
Lock Protocol: cifs
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Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Number of Bytes Locked:
Bytelock is Mandatory:
Bytelock is Exclusive:
Bytelock is Superlock:
Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time (Secs):
SMB Open Group ID:

share-level
node3
granted

write-deny none
false

10.3.1.3
durable
connected

78a90c59d45ae211998100059a3¢c7a00a007£70da0£8££££cd44500300000000

Vserver:

Volume:

Logical Interface:
Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Number of Bytes Locked:
Bytelock is Mandatory:
Bytelock is Exclusive:
Bytelock is Superlock:
Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time (Secs):
SMB Open Group ID:

vsl

data2 2

1if2

/data2/data2 2/test.pptx
302fd7bl-£f7bf-47ae-9981-£f0dcb6a224£9
cifs

op-lock

node3

granted

10030103

connected

78a90c59d45ae211998100059a3¢c7a00a007£70da0£8££££cd44500300000000



R EE

H“fﬁmm 5 P iR fF BUESEET ~ ST IE R BRlRERVIHEHM « AR EH
o f&H] %%E¢%ﬁmm*%@%ﬁ?%%&10

FRERLIF
e R ERERERNESERER - N FMEEIFMEE -

° vserver locks break Bp

TER
1. BESHITHEEFAENEN « 558 vserver locks show 8% ©

mYNFMEEIFMEEN -

2. BEIRBRRAER . set -privilege advanced

3. BT THIHAP—IRENE :

MREEISE... KHEHTE BASS...
SVM#£#& ~ Volume T8 ~ LIFATBRIERERE vserver locks break -vserver

vserver name -volume volume name -path
path -1if 1if

$HEID vserver locks break -lockid UUID

4. RE|EIEHERIELR | set -privilege admin
— ~
ELIESMBIEE)

BERSMB L {ERSERE M

aTu%TEL4mmI¢M&mm%§ﬂ BHESMBEEARFI TERSERID ~ UL ERATE
PFSER 7 TEULAYIPALLL o R B]IABER T VERSERSMBEEIRERASHIAERAE N ~ URIFEE]
%Mﬁ%ﬁ% BN TEPSER R B I IEATENEE o

RAREIETE
I UTESVM E LB ER RN EERPTE TERERBVEN o i@ ~ EFZBER T ~ ERENEEHERK o o LIsE
EAZY - BrlBMEPRERIEN -
s BRI LUERIERMN -fields 2HETRARBFTERHAIMEL
AT BRI -fields ? SREERILAE RPN o

s IBBILUER -instance BEREEI SMB T{EPEEZRVEFAAES IRV 8L o
o fEOJLAfER -fields 82#T -instance B2 AU ERER « I LUIEREMER S 8ER
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1. YT I EP—IRE

MR EERETSMB I EFSELE ...
DB ERXERSVM ERFE TIERSER

EIEERERID L

e E Ry TARuS 1Pzt

TEISEMILIF IPftt

TEfERERYERRS b

local}

vserver cifs session show -vserver
vserver name -windows-user
domain name\\user name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

e e R R HIH E AR s

SMB2
SMB3

RASE FROVFHER BRE

BMATYG2...

vserver cifs session show -vserver

vserver name

vserver cifs session show -vserver

vserver name -connection-id integer

vserver cifs session show -vserver

vserver name -address
workstation IP address

vserver cifs session show -vserver
vserver name -lif-address
LIF TP address

‘vserver cifs session show -vserver vserver_name
-node {node_name

RAEERIWindowsfERAE

fE e E R BRE I

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1

SMB3_1}

INOTE] ==== #F4&r] A {RsETNAENISMBZ BB
REEEANSMB 3.0 B MR A TIERSE: - BETE
FRE &N TIERSEE PSR AR « (RIS ELL2
B~ W {ERA sMB3 HEHhRZA o

‘vserver cifs session show -vserver vserver_name
-continuously-available {No
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WNREERERSMB T {EFSERE ... WA THERZ...
Yes Partial}’

[INOTE] ==== WIRIFE ] FHAVAKAES Partial &
KT LEREZEDE T —ERBMFERTRESR ~ 8
T EREER A —LeAE R E A LUFE v BV ReERRR o I&
BILUER “vserver cifs sessions file
show i< 3KFETE E I T ERSEX _EAYHRLEAE AR LA
FHET B RVfReERIRK ©

EEIETEHNSMBEZE T {EFSESYRAE ‘vserver cifs session show -vserver vserver_name
-is-session-signed {true

Ll

-

=
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clusterl::> vserver cifs session show —-address 10.1.1.1
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279,

3151272280,

3151272281 1 10.1.1.1 DOMAIN\joe 2 23s
FEr L ERETMSVM VS1EB AR BIRE 2 TERE R TR B - RS ERMEERFELM -



clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

T <SR RSVM VS1_EERASMB 3.0F1SMBZ%38%8 7 T {EFSERAY TVERSER RN o 7EULEERI ~ ERREME
FALIF IPHIEE BB SMB 3.0T06ERV A P in@ 4R R HAE « EIEEREIEHITEER ANTLMV2 o EAR B
FBKerberosE&:g - A BELUITE R AV{REETT

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\SERVER1S
pcuser

1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted

ﬁ,%; ©
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

HERIE
,,,,, R BIRISMBIEZRRIMERIE R

FETFARRSMB1EZERIMERAE F1

SR LARE R SMBIEZERVABRAE A ~ BLIESMBEARM TIEFEERID ~ sEEHIRE « A%
mn LIS o A LIBE RS AR BIRZERERBVEREN « BRI FERRRBIIESE
BRI SZEAPENEERNARS o

FAREETLF

TR AT BB IIAISMB T{ERS R REE R FRMEZRIABRIE - BEEEEFIESMB TR P EEZRMISMBI
{EPEERE AT « FREATHERIFEER ©

BIgn ~ YNREH SMB TIERSER ~ HAFELEFARMIER G LUFE T AV RERRL « AL ELSER ARE
FER (FYE) -continuously-available WEIEA vserver cifs session show iR A
Partial) ~ fEEIAERAILEER < RFIELAE SR BIAFEER

eI LAER ~ URERRBEREEIUNFEFERKLSS (SYM) SMB T{EREER FFrERMEUERMNE vserver
cifs session file show AREMEALZHIIGS °

B ESFZERT » FORNREHERK - ERILUEEERZ2H « BRI FERAEN - MRERBIERFERR
EEN—NEDEM ~ EREMREE -
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* WA MUERERR -fields 2% « JELEEMNMULERES -

TR U BB ER L2~ AR MR S8 —eaEA o

* A LUER -instance BERFARL SMB 1EZRBVEHHAE IR ©

eI EREALL 2 « o LB MER2 8 —EFER -

1. TR HP—IBHE -

MR ERETRFRBISMBIEZ. ..
ESVM_ELEER L EER

TEfSRE RYERRS b

local}’

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

BATIEGZ...

vserver cifs session file show
-vserver vserver name

‘vserver cifs session file show -vserver
vserver_name -node {node_name

EIERERIESRID L

T35 ERISMBELRID £

EIEERISMB I EPSERID £

e EREEE Aggregate £

IR E

EIEENSMBHEEE

EHEERSMBERTE L

RMHEE FHREVFFER AfRE
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NRICEBTFHRBISMBIEE. . WATIEGL

‘vserver cifs session file show -vserver Yes}
vserver_name -continuously-available {No

[INOTE] ==== M RFHEI KRS "No' Bk TiE
LEBH RN AVAE R A AR BT IIZEMINENE - 5
AT RERMERS ~ It B AR S ERB 2 N —
f%Aggregate EHECE HIRE ©

IS E N EREAFIRRE ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

TCRIUEREMBERSECRERALER - IFFAEEN  F2RFME -

Ll
THEEFEERSVM VS1 L RRMEZERIERAER ¢

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

THEEAEETRSVM VS1 L REEZEIDA82HISMBIERBVEFHAE !
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal

Path from CIFS Share:
Share Mode:

windows\win8\test\test.txt

rw

Range Locks: 1
Continuously Available: Yes
Reconnected: No

TERAE
FEMSMBL{EFSELE R
FIEreT ARV ST E G ST EIEs
7EE{SCIFS ~ SMB ~ #8iZ#BranchCachef# =451 B I BIER B R ERIEMEE Z A ~ b
RSB ST BEs r GBS & o
HER

1. BIERBREAER | set -privilege advanced

2. YITTFIEP—IEEE

MRICHEEHIER. .. WA...
B AR statistics catalog object show
AR EYIH statistics catalog object show object

object name

] FARYET 823 statistics catalog counter show object
object name

A2RFME - UEUS Bt RS0 EEH -

3. REIEIEHRELR | set -privilege admin
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Toler < SRR ERERCIFSTISMBFEVER Z FE M st 114 RIERAR « YIEFRSEIREARFIT

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: vy

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng
performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB

revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.
clusterl::*> set -privilege admin

THer e SRR — L5t BB EN cifs ERERERE RN

() HEATEETRNFARIRSEE cirs M ; W -
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
MERAEE
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T AR

1SR LARE ﬁ-xﬁ METERL ~ BIECIFSFISMB ~ &% HIBranchCache =R E Rl ~ U8
I’X‘&ﬁt @mﬂﬁ&

FYaZ Al

A BFERWEEBERIEA statistics start #fl statistics stop BTYEERAENZFINGRS °

HER
1. MR BRRAERE | set -privilege advanced
2. YATTHIHEP—IEE

MREERET FHEERNRER... AA...

SMBHIFRE HR 4 statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.xF1SMB 3.0 statistics show -object smb2
ENRERICIFSF R4 statistics show -object nblade cifs
LEERRERZ statistics show -object audit ng
BranchCacheXf &= AR7S statistics show -object hashd
EHEDNS statistics show -object ddns_ update

MBFAEAN « AR EGTHFMRE -
EIEHEPREAR © set -privilege admin

MERAEE
FERRT ARV St BRI A 58S

BSESMBE EM T EREERAR st E R
F&BranchCache#fizt &k}
R T ERREIE B EME 2 RIEH

"Microsoft Hyper-VHISQL ServerfJSMB4EAE"
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