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Digitally sign communications (if server agrees) EH4H/RRIFRTE
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EIERTERFEREZE (SYM) KEHIRERARE « (BAZEINIIE -identity-preserve HEIR
snapmirror create L ERAEE AV SVM HhiE R RVARREEEAAE R o

=

MNRITEZE -identity-preserve #=EHE true (ID-preserve) -~ SMB H2EZE2MREEEZINBAM o

WMNRITZE ~identity-preserve #EIE false (JE ID-preserve) -~ SMB HEZZMREAZTERTIEN
i o FEUEIER T ~ BEUM EBRICIFSERIBILE MR EGRATARE - MREEBERIESVM LAV ENSMBER
ZE - A BEEAMISVM EFER AN ENSMBEE ©

1. T TFHEh—IEEE :

MRICHEESMBEE... BAL...
BERA vserver cifs security modify -vserver

vserver name -is-signing-required true

25HA vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. FIERHRERSERASEAXER SMB #2E Is signing Required N3 L HitH PRIRMIRE R
EMME . vserver cifs security show -vserver vserver name -fields is-signing-
required

vl

THIEFRIASVM VS1EUA S ERSMBEE !



clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

vsl true
(D) snEReneEesmERLey  REERTERE o
R

* "SnapMirrorfZir"
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TIEREERRRE ERBNYEISMBE Pin TEMSEE R T HMENZ 2 MR EELR o

1. T T EHP—IESE :

MRECHRERTAR.. . NEH BAL...
IEEBEERMES (SVM) EMFABSET(EMEE vserver cifs session show -vserver

vserver name -is-session-signed true

FESVM E EEIEE TEFSERIDRY B 52 T 1/EPBES: vserver cifs session show -vserver
HER vserver name -session-id integer
-instance

vl

T <L ERERSVM VS1 LB EE TIERSELRIAERE TIERSER B © TERMIHEHH R 2R s Session
Signed] (BB ITIEREER) &R -

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel
Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\Jjoe 2 23s
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THar < GIELIERSERIDA289SMB TIERS S _EREMEHAAR TIEFRECE A ~ BIETIERSER =
clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

HERIEN

EESMBEEN TIFREEAst Bk

BZPE ONTAP SMB S ZE) T {EPE

%?TLFFESMBIVEB EESIRETER -

RIRERI(E

o statistics EPEHERERIITFLIEM signed sessions AIF?

domain-user
CIFS ALIAS1
Unencrypted

LRt EN

M H RS B R R TR B RE

830 o signed sessions FHIMEETERIMIERI RS 84ES :

* cifs AIREERIEFRA SMB LEMEERRY SMB #%3E ©
* smbl FIEEEZFE SMB 1.0 TIEREERRY SMB % ©
* smb2 AJEEMREEIE SMB 2.x 1 SMB 3.0 TEFEELRY SMB #3E o

P E S SMB 3.0 45t &R smo2 ¥4 -

MRECBELLRE R ZE T (FIEERAVEIE B T IEREERAREL -

¥ established sessions aTELES -

WP

ESPFE % E SMB TIERSEEHEAIETEL

EAT A LEERRVEALE signed sessions MARVEAILHETT
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1. RIERERRAER :

set -privilege advanced

2. BYAERIKREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

WRIEKISE -sample-id B - LT EATELSFIHAE « WASIEEFHIEERA CLI TIEREERAVTERES
Bl o BYE(E -sample-id AXFF&H o IREEMEBERICLIT/ERSERFHITIL RS ~ (BRIETE -sample
-id B - BB AAIITEREER)
ER A M IS E ENER ST E R RVENRL « MMRIEKRISTEE R » HHZWEZEPFFIEEHRNARAER
WM"5S2EERONTAP ¥4l “statistics start Bl » B2 ©

3. i statistics stop EIENERRERNGS o
SHAR T AR “statistics stop TE"TES 2 ZEIRIONTAP"

4. IfRSMBEEMETER :

MREERR FHIEENEA... A
EEZE0 TIEFSES ‘show -sample-id sample_ID -counter

signed_sessions

node_name [-node node_name] ERENTFBERMNERINTIERE

“show -sample-id sample_ID -counter established_sessions
signed_sessions

MRERIBFERE—ERAE « FIEEEMER -node 2 °
W"IES 2 EEEONTAP E:¥40 “statistics show Bl » 2R

S. REIEIEHERE4R

set -privilege admin
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45
LUT S HIsRBRMNFIBS I A AS (SVM) VS1_EBISMB 2. xHISMB 3.08F#st &Y o
TGS EREEREREAR :
clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

Toer < EFIEEBAHRBERUE

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

TS LETREHEENSMBIEMEL « MUK SIS EEEFREILAISMB T ERSER :



clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

MR e < BEmEnEE2a) 25 ZESMB T IEREE ¢

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

THan e RO EEERER -

clusterl::*> set -privilege admin
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