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1. B ABEREEMVolume | volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]} -security-style
{ntfs|unix|mixed} -junction-path junction path

FHIFFMmA AR S HRE | #><| 2\

IESh ~ RERERENSBEE255EFTT °

REREHAUR () FHER - BrIERESBRNBMHIEE - REREFIEECIURERM - RERK
BB & R TR R o

EEVolumeZ 2N AEREE - IRERIEELZHI « ONTAP RIS ERERFERKE (SYM) R
IR EERZ 2 RIVRELEIRE - 78 « RERENZE2EA T ECEEREMEL SRR ERN
L2 - BRLCERTHRERHSEZ 2RI « IRHELGRBHIENIERFIREERERE

EEREREDK/NE ; /ENG #4H[E /eng o MREEICIFSHAEAE » WindowsEiE X G HRIEIEEE DK
INES o f5I0 ~ INRAREE /ENG ~ CIFS HAREMBEMUFIEE /ENG » A& /eng ©

CELUERHSEMSBOREATAINolume * M55 2% FKIONTAP B84 "volume create FiHf » 552
B o

2. BREFERMENRGREILMIEE | volume show -vserver vserver name -volume
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clusterl::> volume create -vserver vsl -volume homed4d -aggregate aggrl
-size 1lg -junction-path /eng/home
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl -volume home4 -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl home4 true /eng/home RW volume
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1. FRATGLTRIDZBERGEMIRE | volume create -vserver vserver name -volume
volume name -aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]}
-security-style {ntfs|unix|mixed}
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2. BB RTERAERMNER TEIUMIEE | volume show -vserver vserver name -volume
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clusterl::> volume create -vserver vsl -volume sales -aggregate aggr3
-size 20GB
[Job 3406] Job succeeded: Successful

clusterl::> volume show -vserver vsl -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW volume
vsl home4 true /eng/home RW_volume
vsl vsl root - / -

vsl sales = = =

£ NAS a1 =P HEEEIEIR AR ONTAP SMB Hitk&E

HERRE B A E EINASER B T/ ~ A BEsRENASH P infFEV#FEEes (SVM) HERE
EFFFENER - NRBRIFHEHIEE « BTG EBEHERZE o Sta  LUE
# Volume °

RIRER I

YNRICEN SRR & M (E EL AR ~ R NAS AR IR A ECEIZRARIFR A B « SRR SR E a1 2=
REBEZMNIRE RRER

EEEIENASAEHHIEENEER « JRERMBERTAN - CURGHILERS - SRR
() =it mERFBEREERTREY - IFHEEN - HSM TIMMEXS | NFSVIR
FISTEEONTAP EBAEm & Z2RIRIR 1 ~ T AI7ZERVolume”

EICHEHIRER « BIREANERATER © IS « MRS SR SHRE AR B SN G2 FETIRE
HARRE B LR RIFISMBH At &R E T 2K » (IRICERHEIRENFHRIVolume « NASH FimA] UERRAREL
[RREIFISMBHARFIH IR & ARER]

1. SITFRERRIEN(E -
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Eh#volume volume mount -vserver svm name -volume

volume name -junction-path
Jjunction path

EELVolume volume unmount -vserver svm name
-volume volume name

volume offline -vserver svm name
-volume volume name
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BRI & B BRI PR R BV RMNEIR AR

volume show -vserver svm name -volume volume name -fields state,junction-

path, junction-active

Ll

BUFEAIRALRS SVM 'VS1' By%745 """"s™ BY Volume 3 AZE 123 "/sales” :

clusterl::> volume mount -vserver vsl -volume sales -junction-path /sales

clusterl::> volume show -vserver vsl state, junction-path, junction-active

vserver volume state junction-path junction-active
vsl data online /data true
vsl home4 online /eng/home true
vsl sales online /sales true

LU TS FHGE S B 4RI SVM T 'VS1 | EMI%%A T dATA 1| MR -

clusterl::> volume unmount

clusterl::> volume offline -vserver vsl

-vserver vsl

-volume data
-volume data

clusterl::> volume show -vserver vsl -fields state, junction-path,junction-

active

vserver volume state junction-path junction-active
vsl data offline = =

vsl home4 online /eng/home true

vsl sales online /sales true

ZA;x- ONTAP SMB Volume &M EEE

f
AT LR BP LR B R TS B2

1. BITFRERRIEN(E -

MRICERT...
SVM L # & B E B RAIR & R EZ E N

o 1R

JANN

B ERM#EFEREEE (SYM) BMEHIRERERAE « UWRHHHIRENZEE, - &

I AR IEE SRR R EIESVMan 4 ZEfE o

BWABL...

volume show -vserver vserver name
-junction



MRICERT...
SVM_E 8 R E SRR & RYEF A E

BRISVM EHEM SR B EE N

Ll
THEHIFTRSVM VS1_EH B EN SR B ATEE

BWABL...

volume show -vserver vserver name
-volume volume name -instance

a. MAENE - S U ERHNE MG -fields @
BATIGLHRE . volume show -fields
?

b. (FFRRERFARE -fields 28 . Volume
show -vserver vserver_name -fieldname -~ ...

clusterl::> volume show -vserver vsl -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW volume
vsl home4 true /eng/home RW_volume
vsl vsl root = / -
vsl sales true /sales RW volume

T3 EHIFETRSVM VS2 LR ERVIEER A



clusterl::> volume show -vserver vs2 —-fields

vserver,volume,aggregate, size, state, type, security-style, junction-

path, junction-parent, node

vserver volume aggregate size state

junction-parent node

type security-style junction-path

vs2 datal aggr3
node3

vs2 data? aggr3
vs2 root node3
vs2 data2 1 aggr3
data? node3
vs2 data2 2 aggr3
data? node3
vs2 pubs aggrl
vs2 root nodel
vs2 images aggr3
vs2 root node3
vs2 logs aggrl
vs2 root nodel
vs2 vs2 root aggr3
node3

_nﬁﬂ%*\\/%%

BEfZ ONTAP SMB & B fEARRE

R IBHEINEE

2GB

1GB

8GB

8GB

1GB

2TB

1GB

1GB

online

online

online

online

online

online

online

online

RW

RW

RW

RW

RW

RW

RW

RW

unix = =
ntfs /data?2

ntfs /data2/d2 1
ntfs /data2/d2 2
unix /publications
ntfs /images

unix /1logs

ntfs / -

G CIFSE I HEEUNIXS 73585 « i§Kerberos & 7758 5 ¥4 &

ZEUNIXE D55 ~ MHFUNIXE 933 S FEZECIFSE D5l - ONTAPE R SIENFSAH A i
S CIFSHPIRELR - ITHE R E LB MRS FERE LR IR HEEAIEREF o
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* WA MEREARUNIXIRIR « BRTEEHIRE ERCIFSEREINTFSZ KR -
* BRI RERERNTAERERE -
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x
E
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FULEAF - FEELBHE - IAFTHESERERN AR IRE « MeiFiE AP instsa iR ERENTE

RIERAE o

8~ WA LR —EERERENEERERERBE - Al

UNIXfER#E ~ UUKRfERERUID °

NI

N
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BEfZ ONTAP SMB L& iEHfE

B AHRERENSEEERE « EEARE AL BEHEERENLDAPHEARSS « ik
RARLE - ONTAPERERE —RIMIEA « WEESVMRBIRFFERRICREIR

* SEAPWindows EUNIX¥FE
WRIHAZNEHFE ~ ONTAP BLEINEEE R EUNIXAIIE P AIWindowsF I E LB S AB M EHRE LT o 1
REAFAEHR - ©EFEHATERNUNIXERE - iR ERE c MRKRRTEFERUNIXERZE - ONTAP B#EX
LGETES VS HIE « QIS EZ R « MEEFER o

* SEAFUNIXZEWindows ¥ fE
BRI FZIHFE « ONTAP B EH 24X BISMBAIE P UNIXZ BB FAIWindowstEE « INREFER - ©EFE

FEmRAISMBERE « RIREERTE ° WRAREERE CIFS fEAE « B ONTAP thEEZLIEEA IS
HFE -~ BIBEE RN ~ AR -

RFER « HBIRA FHEEIEERITARUNIXERE  IRKRIEETARUNIXERE - QISR HEE LK -

* RETHAER.SRIIAONTAP ~ fERI LUK SR IR P B ETAERUNIXEAE LUIMIERE -
* EEMARARARA S « SEER SR BRI HMERE - ONTAP

EfEEE &M IRA IR EEIE - S BBEHIE -

BEfi# ONTAP SMB Z 481518 = UNIX {£F& = Windows FHELiBEFE

BUNIX{EHRAEHEEWindowsFEHAER « TESHEGIESE - ONTAPTEERIHEFAERZ
7l ~ FESMERRIINGEMAIEREFSRRAER - 3F A URERGFHEES
B E » UEMCIERZINGEREBE « ikFiESE - HEIERMEFNER AL -

MRS AR ZUNIXERE HWindows (E A& RTBHEIES

LERBLENFERAELBHENEESR « S ERBEREETUAEBECONTAP £ o Active Directory
EBACIFSRfRE: AT S ERIMA I U R E RS IR « e A RMBEREERFEZ— - BMEAGERGIE
HIE1ERIE o TAE R SVM_ECIFSTRERESFRB AL o

* EriEE

BB MERE - EMEMEIRILEE - WRCIFSEMRSEMN T ENAS —EREAEEHEE - TSR
e RIZEB SRR ERE - RZIRA ©

UNIXfERE HWindowsfEFE R B RS R AEE T i B H A 2 AR RS ERREE ERIT -
* BHEE
FREHEE - TEBEEEMEE - FUILERT « REATLEREREEBRELEERENERE
HITUNIXEEREHWindowsEAEREBHEILSE - §ESAA TREIMEEENMEE -
* BAGE
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ERAGEERNERT  HthiEE S SECIFSEMRSSA T - FEULIERT « TREEEEREIIREBIEA
EERENERE -

ERITUNIXEAE B WindowsE AE LB RIESE « SIS AR TEREAGSENMRE -

MEEAERFT () RRESEHLESLEHE

EWindowsfE A& L BNEEERPEABEAFT  AIHNETSRNRBEREES - TRRPUATREHE
IRENEEE D ERERF TR ASREES ¢

L EifA sEER
B "RABEES UNIXfER#E lroot) EHEERS

7 TAdministrator) BYERE - &
SMEEENEE - EEIHEIE—
EERFHIERZE M"Administrator,
Bl o

* \* BEMBIUNIXERE ZHEEZLHE
BIWindowsfEE - BIKFIEZFR
BiEENEE « BRI EIE—(ER
ZABENINEREAL o

B M EERR

@ FEUNIXEIWindows
HFBEE « MIEH
A o

HITZ ARSI
CRILUEEME T A2 —RRERAR S EINRBESHEEREEE

* EFAONTAP HEMEMFR=ZH BBRREREETEE
* ERKFRENIEREEREEE

MRBUNIXERAEUERFETHEEFERERBIEIEEE « BlWindowsEHE G EFAEEENMEIETE ~ 1
TFImR -

* MRERTEEANEERIBE « AIHENWindowsERE R GRFEESFEREH -
* MRKREGSERENVERBE « MEETEHRPIEEREEENFEHWIndowsERE -
* MMREMEICLBELREIERRESE « IIETEEEEFTERZERE -

WMRUNIXEREHEEFERELRBTPEEMAIERNWindowsEAE  AIGETAIHEHWindowsfEHE
BEA% ONTAP SMB £ 7E¥ FEsSiRIRA

EER S ASESVMEE—EERR - ONTAPS{EREI S MELS : Pattern_
F|_replace o SRECEE B EMRITERLS « LARBE—EMIIRAIBITER o HXEUNIX
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HRIVFRAERT - IAZESERFYINF & - AFREXPHFERT « 1 UNIX

sed HZE o

7237 ONTAP SMB & igB%ifE

AT LUE vserver name-mapping create I ZATBHENGS o ER]LUFERLTE
HEAREWindowsFEABEFEUNIXZ 2 E B R TR o

RAMEIET
HESFESVM ~ ONTAP ZEHRZ 12 ~ 500EZE S MR TEEFE o

i . 37 . . . .
1. BIBTBHE . vserver name-mapping create -vserver vserver name -direction {krb-
unix|win-unix|unix-win} -position integer -pattern text -replacement text

‘-pattern M -replacement FRILILAIAFRBEERERT o ol UEH
‘—-replacement  null
BFEH (ERFm) @ EHARGIBEREEREEERE »

CD °ofllink:https://docs.netapp.com/us—en/ontap-cli/vserver-name-
mapping-create.html ["{ELBEERoNTAP"~ 1 FEEFM “vserver name-
mapping create K&’ A2MH ©

EIIWindowsEfUNIXAYEFERF « ONTAP EEILITHFERT « R EZ AR AFICERNSMBRA R Ik « #U47A
BHWEMEA ~ AR EIHAILE o

&)

TS EERAVSIBISVM EET LIBEE o HEZMEUNIXE|WindowsHIHFE « (UMMBLIERF BB E
1 o HEZ B UNIXERFEjohndEFEZEWindows{F & ENH\JohnDoe °

vsl::> vserver name-mapping create -vserver vsl -direction unix-win
-position 1 -pattern johnd
-replacement "ENG\\JohnDoe"

THERLEELAVSIHSVM EENL S —EZTBEHE - HEZKEWindowsEIUNIXEIEFE ~ AIMBLIER BEH
FNIE1 - SEMEBEXMBHREEENRER - HESBENTHNSECIFSEREHER ESVMBRIFAILDAP
PRI ERE o

vsl::> vserver name-mapping create -vserver vsl -direction win-unix
-position 1 -pattern "ENG\\ (.+)"
-replacement "\1"

TImLEERBVSIHSVM EEL S —ERIBEHE o FELEXP « WindowsERERBHH M$) mHENEH
% « BFEEEWindowsfEREENH\ John$opsEFEEUNIXfER Ejohn_ops °
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vsl::> vserver name-mapping create -direction win-unix -position 1
-pattern ENG\\Jjohn\S$ops
-replacement john ops

L TETERAY ONTAP SMB &

o U TER ERE R EATEERENFIE EMBREEAKLKEFER - HEAETEUNIX
BlWindows Z ¥ FEERERERER - & ~ MMRCEERG AN EINERELRE ~ 7Y
REER ETERERE ©

RAMNEIEIIE

HRCIFSER:E ~ MREARERESEWindows(FE & HEZERIBIUNIXERE « BIn] U AIEETERAIUNIX{E
BE o

HIANFSEERE « I RER R ESEUNIXEREHEEERRIWindowsfERE ~ BT U AISETERAIWindows
fERE -

1. BITTHIE AR IR

MREREE. .. BWATIISGS...
RETBRUNIXERE vserver cifs options modify -default

-unix-user user name

RETERERMIWindowsERE vserver nfs modify -default-win-user
user name

BAMNEIE SMB &iB%FER ONTAP 7%
BIRLTREFER « EONTAP B ENINERRIES o

MRIGHEE... fERALHZ...

BT TEEE vserver name-mapping create
EREMERALTELHE vserver name-mapping insert
BETTEERE vserver name-mapping show

RinmERBE RN EMNEE | 8% vserver name-mapping swap
BEERTEAIPHHETRERR - &
FEFATHR o
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(e

llEEag

BReEIERER RIB R

vserver name-mapping modify

vserver name-mapping delete

vserver security file-directory show-effective-

permissions -vserver vsl -win-user-name userl -path

/ —-share-name

shl

WM"ES2EERONTAP E¥4H vserver name-mapping Bl » B2 -

REZEEHDEHEEE

EXFAsi{= A ONTAP SMB Z 48l LB eI =

FEiBZ LB HERSE « S UEREUNIXEAZE EWindowsE A E 2B FER -
EWindows & B4R E D ERERFT (%)
) ~ ONTAP m[:ESylIsini$ SFrAE HEE S CIFS{afRESEMIR S 2 i A A £ M5 Erv4a1 -

RARNEETIE

BT ESLREEMNREEERZI - T LUK
RER RIS EEREE -

© BB HAS AR LTS -
 UESETEA R R R o

i %Ei

1. RHEIRE ReR A ERS

2. YATTHNEP—IEBE

MRECEES AR BHELS. .

BRA

2FH

ROIEIRERER

FERAER
B] AR RIARER LR

set -privilege admin

o ERBEEHN D ERAERAFT

set -privilege advanced

BWABL...

vserver cifs options modify -vserver
vserver name -is-trusted-domain-enum
-search-enabled true

vserver cifs options modify -vserver
vserver name -is-trusted-domain-enum
-search-enabled false

ERIFNVEEEEEE - RERIFIVEEHEEIEERONTAP
MIFLMIRRAEEMEL - %iﬂﬁ%’viﬂﬁ%ﬁﬁﬁ&# °
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B EHIFZRS{ER ONTAP SMB 43T,

B~ IETEERRE A - REKRREEHBFLREENMEE « 7REIE 2 CIFSEARaS B
&P BYHEI o

TR
1. FHERLEMIFREENSEE vserver cifs domain trusts rediscover BR% ©

vserver cifs domain trusts rediscover -vserver vsl

HEREEE
BRSNS EARISAERIE A
FETIFEZR M ZE/E ONTAP SMB #Bigi/ERAE 1

TR FERCIFSERE 4 (BSCIFSAAREFEMIRFRARE) NERREEREE
il o BCEENEZREMLESERE - URNAERREINEERESERIFER « 5
IAAEFIRA A °

FAREETLE

QERRAATEEEEEERNEE - AR EMEEAEEIEERIZE (DC) ERIRDCRENIEFEEEEMEE
B FtEATRAFEREENIER o ERETEEEENEE - ErLURESERLENELSHNESIES -

BTN EEEREN S RERNRTERESE (SYM) 248 -

1. FRBERERINEERIGERE vserver cifs domain trusts show BF% °©

vserver cifs domain trusts show -vserver vsl
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Node: nodel
Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

Node: node2

Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

e
BRI EHRREERIAREE

ERIFRVBEFFE » BEREENfUS1ERTY ONTAP SMB 41

eI LA SMBTRI AR HYIE RS (EMEIUE BE R S B RS ERVAEIE ~ W T LUECR B RIRYA
B - IREREEBANEEMAEEE « AIRITZHEELBHEESE - @ERILEEMmIF
RRFINVERISERESE -

FAREETLF

* MRCEREENEEEERARE  iINsEHRRABESH - AR IRARRRARSRRESEEE
BERETRIERRESEEREE -

* MRCERRABFEPRIFEENEE « BXRIEEFE « MEBRIEEREFERMKS (SYM) HEREEHR
BB EE o

* MRTEERENGEEASEE - EEGBERRAS

o
o}

TEZRATERNEEEEEEPRA LR S ENFEE o BEERT U EHSEAR G EEEE
ARIFREEIEE « BRENTZERLEH LSRN IS ERE LM - BUBERMENIE
B« AEBEBFEPHN T —ELHSEAEE - ONTAP

TR
1. MIT T EHP—IESE :
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MRCECERREVEEEABERTTIEE... EASL..

RHEERAEE AT B E vserver cifs domain name-mapping-
search add -vserver vserver name
-trusted-domains FQDN,

BB IRSERAEE vserver cifs domain name-mapping-
search remove -vserver _vserver name
[-trusted-domains FQDN, ...]

ERIRAFEE vserver cifs domain name-mapping-
search modify -vserver vserver name
-trusted-domains FQDN,

gl

TH S EEMEEENEE (cifs1.example.com#cifs2.example.com) #iEZESVM VS1FR{ERMIERSE4E
IEEE -

clusterl::> vserver cifs domain name-mapping-search add -vserver vsl

-trusted-domains cifsl.example.com, cifs2.example.com

THar L ERSVM VS1ERRYE B R ERMES(ER B

clusterl::> vserver cifs domain name-mapping-search remove -vserver vsl
-trusted-domains cifsl.example.com, cifs2.example.com

THar L EIELASVM VS1FRfERRISEREIBE - IR EIMAREEE ¢

clusterl::> vserver cifs domain name-mapping-search modify -vserver wvsl
-trusted-domains cifs3.example.com

e
BRI EIEEEEERMAREN

M RIFHIZ{S1E ONTAP SMB #8335 EERVAERAE N

TR UBRREFVEEEEEEPREEREIENR - UREAZ MR REE EE SRS
SR - SRR RFIEEEEEERERER BFRRNEEEEEENENRSGE -

1. #1475 EL R —TEBHE
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MRECERE R TYIEENEREN... fFERHmS...
BEPRFEEFERES (SYM) DEFIAIBRAE vserver cifs domain name-mapping-
1E488, search show

FEESVMHIFR B B RS E4EE vserver cifs domain name-mapping-
search show -vserver vserver name

Mo g nRE LA EREEERAEREN

clusterl::> vserver cifs domain name-mapping-search show

Vserver Trusted Domains
vsl CIFS1.EXAMPLE.COM
HERIE

EEEBEPMIE « MRRIAR SR

B KR ESMBERAE

EERRUN (IR 1L J2 58 ONTAP SMB #H

EERAENRARENAE %LLSMB??HRCIFSﬂHE%%J:E’JZﬁ”r’JZETJ s R MER
ESMBHA - ERMIRE PRI AFEE - KR LIEEHLAZHREABMREFTHA
& o WA LIBRHESRANHEAR -

EICEIISMBHARONTAP ~ FB T=23EH) %R « #HHSEARIERERNTERACL °

SMBHAGREERHFERME (SVM) LRICIFSHEIARES » YIRMIBRSVM ~ SiHESVMAPIBREL AR Rk
AICIFSAARES « BIEMIPRSMBHEA  MIRETESVM L ERZILCIFSMEARSS « BIAAEHREIISMBHA o

HERAE
© THRAH A R AIEEAE
* "Microsoft Hyper-VH1SQL ServerfISMBZHAE"
* BB L AE A BERN T TR

BRERTEZHIEIE ONTAP SMB A

;?137‘ #fF RS (SVM) EZICIFSHMR:ER « AT EHEIUERNEELARE o
CEZEREERRHARME « UREFERA

BIICIFSfRARER: « S FHITAREEHA : ONTAP

(D) #ohkeiE0 SERAONTAP « RAS A BIRRE TadmingHAE o
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IPC$

* admin$ (ONTAP {£FRAFE#ThRZABIRRZS)
- C$

EHAUSF AR ARERLR « i RNEK FEERERNEERERLA « BERNUER HERAEN
R RIGHRIGLERA o

WN{E{ERIPC$Fadmin$TE:R LA
IPC$Fladmin$itFBEEONTAP BEWindowsBIEEF A ~ B AREININSVM ERE K] o

* IPC$HH

IPC$SHAERIHAELEE EEEEHNIERZENENIEFEE o IPCSHAEBRANEmEIEER
B AGtR BN RER - {EZETIPCSHABRMNEARTE - HEARBIACL o St LS
FRIPCSHAE o

* admin$H£ =& (ONTAP {ERF (FERThRZASAYRRZS)

() tonseseiB0 SBHEONTAP A4S T BRI adming:tAE -

admin$ £ AEEERIHEESVMAIRMEA  ItERIBRICKEZSVMIRBERAIERIE o SEEZEEadmingt
RENHARE « HAABTWACL » SthEEZEHanREMfFadmin$LBE -

fEACcSTRRLANA R
cSHAEERESNSVMEES A AREFIKEESVMRERENEELAE -

TR RcSHAEMRIE

* IEHAERERIEKERSVMIRMIREAVRE « BIAELL -
* SHABEMTERACLS IEEE/REER -

I {EAE ABUILTIN\Administrator o 1R#E7E:% ~ BUILTIN\Administratora] W IEEEHAE - AT HENIRE
FREPIRAR ~ BT ~ ENTMIBRE R ERIK - IR B HRPRERIE R KRR « SAF5NEE o

* ERINEECSHAEBMACL ©

* BB BECSHARERHEAAR o

* EERARIPRCSHAR o

* SVMAAEIE S ]IS 2 ERERR - REENCSHABREIRSVMaG 2 ERNEERE D -
* A LUfFEAMicrosoft BEIEF A TFENCSHAE o

FERAER
fEF Windows L2 MRERE EREEZ IR
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B&fiZ ONTAP SMB =L ER
ESMB1aAlRZSONTAP L#EIISMBHARF - s5FH5058F TAHEEZE ) PR EK o
HEWLTBHZIEBFONTAP EAWindowstE[E ~ M F FHIEK :

* SMBfAAREFHIBEHLAE LB REMHE—RY o
* HARBABRAKRNE °

* HEELBRE LRAB80EFTT ©

* REM—IEHRE o

* USFIERNERLEAREER -

s BN EHIRARRE « RS EEEEIPCIFSEARS LETEEHLAEEIES - IPCSHIcS « MREHAR
FBONTAP o £ Z(49.8RHAONTAP R4 AEBEEIadmin$EAE o

© B HAR - SEAFRAEALTBONTAP_adming o

* ZEBEEETENERRTE
© WABEAEREARALBNE—EF THRE—EFT
o AL EISRIEFE S =R ARTE o

()  E3stmmassELEn— « EARKIRIIN -

* E5enSMBHAR « IR FIRAFTT

* B BRSMBH K « NZE TIMFHFTT

** 1"/ N <>, 2 %=

BT S ERHMEREPEILILAE > ONTAP SMB B ;& 5 AK/NERIFES

MRECFESVMPEIIHEAE  £A8. 3R ERES REFARREA/NERBERLTE «
IREHRAREPERS 3% « UHGRAP HEREFRENBERRE

ETHEFIS ~ LinuxEE i I TmMERLZ MMestdiry f1 M"TESTDIR') B - 83 BHENEEENRS
R1EA /home  E—EEHHARBLinuxA i « £ _E#HH2ESMBAR & o

ls -1
drwxrwxr-x 2 userl groupl 4096 Apr 17 11:23 testdir
drwxrwxr-x 2 userl groupl 4096 Apr 17 11:24 TESTDIR
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dir
Directory of Z:\

04/17/2015 11:23 AM <DIR> testdir
04/17/2015 11:24 AM <DIR> TESTDI~1

B E T EBRIEAR - SN BT ARKPHHES. 3% o FILEFF  F—(EBRNEARES
/home/testdir ME _{EBHAHEAHEREE)ZE /home/TESTDI~1 ©

FRASMBEARSA

BEAZUN{I{EF ONTAP SMB H£HRAR
AL B ETSMBE R o

ARANEBARSEINT :

HEAARS =R EH

oplocks ItAREIEELREFRARIEEHETE « AR FIE
REY o

browsable LEARAARI:ZEWindows B iR RIEBEHAE

showsnapshot AR EISTE B B i o] WER K A e 1R IR o

changenotify IEARIEEHEAEZBEFRNER - HINSVM LR
HA - ERTERMNBEN -

attributecache IEE M AESMBHEAE FAEZE M RE  LURHE
RERIEHFR - TERAERBMRE - REERRF
IREEBSMB 1.0E42EH AR « A FEEALLEBM - N8R
AP IHiFERASMB 2.x8(SMB 3.03E42 A& - Attt
BRBEARER -

continuously-available R R BT $E L IhAEAYSMB A P i SR RBEZE -
iEEA A RAERE B R S e S ~ IS
TR EFER °

branchcache HABSIEEEAEZAPIRERIEEAEARIER
#YBranchCache¥fi& ¢ I B7ECIFS BranchCacheZHA&

hieE TEBEHAE) FREFEIR - WWEEAE
FH o
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HARE 55 AA

access-based-enumeration HEABIEEEILHAE ERUE_Access Based
Enumeration_ (ABE) o 1R#X{E R ENZEUE
R~ FAHE T UEFIRIBAbeEFEN T A BN « Ftb
BAENMEAEEEFRNER RS EMERER

namespace-caching RS EEEGEELHEAERSMBA R IHAIREXCIFS
AR FORY B £ RER « LURMEITFRIIEE © 1R
7R ~ SMB 1RFP IR EIREVB 55 R4ER - |
FSMB 2F1SMB 3F3 P imTRER G IREX B 85 B45 R -
EIEFEE IEH AR A REEASMB 1/ R iREGIR A
FEEZ -

encrypt-data A S B AR A R EFISMBINE © 72
ERSMB BRI B R B NN H9SMB Al B A 72 B
HAE o

v ay#2sIRA ONTAP SMB A FHHEARA

TR UME S EBRERAAR « REFTIRENSMBHAR - MR ERELSLTHRMALURSE
IRIGRREEMEBITEKR « BIEIBERIRER ©

ez Al
TEEBHEATHNHERABYAEFE

RIRERI(E
HEHAREZER]

* CRIMERLGE SR 2 FREYE B RIS — NS ERE L
 EEAEENEAHLARNTEHSHEEN

HIEHNASERMNERANEBARTFEF -
* MRECACEREHRENHEAREIEENE « MFEENETRAREE -

s [REAFERBMRERANS vserver cifs share properties add #% ©

B LAERS vserver cifs share properties remove BIFHEBARBHGHZ ©

B AARRRER]

* CRIMERLGE R D REVE B R BIR— S ELREE -
* BEAEEEERSHRIEAHANBTHREERENY

1 MABENSS -
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2

R A A A
NRITHEE... BATRS...
g o . .
MMEHAAS vserver cifs share properties add
-vserver _vserver name -share-name
_share name -share-properties

_properties , ...

BEiEHEBARR vserver cifs share properties remove
-vserver _vserver name -share-name
_share name -share-properties

_properties , ...

= A — .
- RRHBARNSRE - vserver cifs share show -vserver vserver name -share-name
share name

il
THGHLEHIIYE showsnapshot T SVM VST k- BBMHEEZERA [ shahre1 | HEEE :

clusterl::> vserver cifs share properties add -vserver vsl -share-name

sharel -share-properties showsnapshot

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl sharel /sharel oplocks = Everyone / Full
Control

browsable

changenotify

showsnapshot

T5)es S PR browsable £ SVM VS1 EHEEZE "shahre2" WHEEHEMY

clusterl::> vserver cifs share properties remove -vserver vsl -share-name

share?2 -share-properties browsable

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl share2 /share?2 oplocks = Everyone / Full
Control
changenotify
TERAE R
EEHENHD
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fE RSB A H AR E R & {EIL ONTAP SMB A& FH

E1RLIONTAP UNIXBMBZ 2 MR SHlexityfrn @B AGEE SR « Al LsEZHEA
EFRSMBERETEI NI EEREENR R —EEF4E (F8%_force-group) ~ ZEHAWNAE
FJUNIXBEHEE R ERTELEREAE o FHAMGBEATZEN AR ENSMBEREER
SEEEZE o

EHBURUNIXZ R Sqtree R ~ ABEISERHIBHE - FEEANTFSHRE 5 qtree P AIHE AR E 3R T
B4~ AAELEHARREZREREZBWindowsERTMIEUNIX GIDRTE ©

MREAEREISEMRTEHE « ATy EEERAZERENEEER -
s FEHUILHEAERRHIB AP HSVMBE R E S HRE B A58EIB¥4ERGID
ILEIEGID A REMMERULE B EHRIER « BEEEREZUTEMNGIDKUIDIEEFE

- AR

A

EHEAENEEGIdA[ - SMBERETILHAEFEINFIEERE BN E—EaHEHE -
ESMBEAEEHFEINFSFIEIIEZRE - SMBEHAENEEGIDEREFEBER °

SRFIEHETNERENFSHERAEFILHEAEPERENT I o NFSPTEIMERSERERERISGId ° 7HX
REMRAVHEREUR I E S FBUERAINFSERZERUIDMEZEGID ©

fEFEHI B AE rTE BN A REHENSMBERBEER ZFEVEE - At « MRERER T HAE RKHEEFEATMNE
B TS AHRREF TRETHTMNERE « GBI HAR « 1iEF47% TwebGroupl) HIEHEEA
FERR o R AESaHIRE4AE « ALttt A& SMBEREFTEI FIETEZEE5 Twebgroup 11 B#4HFRE o It
G~ ERBEEFEGAR - 2 BE1Ek Twebgroup 1) #4HRYGID o Hitt ~ FAEFERAEESH USRS ALEAE -
MAEESIE T2BTIHHEFIERENFEER o

HERAEE

EABGIBEHEREETHE

{E ARSI B A A I ONTAP SMB £F

MNRIEFEESMBFEABEFIE B UNIXFES #%lﬁﬁ’]ﬁ%ﬁﬁ@'ﬁqtmetﬁ’]ﬁﬂ « ONTAP B H
RABIRE—EUNIXEHAR ~ o] AR RSB EH AR EREISMBHAE

1. #8317 SMB HF& : vserver cifs share create -vserver vserver name -share-name

share name -path path -force-group-for-create UNIX group name

MERZ UNC BB (\\servername\sharename\filepath) HEEHEZEA 256 EFT (FEIEV
&8 ™\\1 ) ~ TWindows AEI AEFW I L2 * ) EREEEAER - E2WindowsFH R ik ~ M
FEONTAP IHAERIIRIREIRE o Ak tERE ~ 55/ 1ERiBE2561EF TTAYUNCER R IB L H A ©

MREREFERULAZ BBIRRGEE - JUBRENEARE « BEEZEFH (™) ERME -force
-group-for-create 2% o MIREEBENHLAE KB IRRFIEE - AILHAENFIAERAERN SR
FeRl R E RV SRR BHER A EEMNGI

gl
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TASH<EEL FE) A - AEFRHERE EFE /corp/companyinfo SMB {EH& EI AIFF A TEZRER
¥5i k%A webgroup1 E¥#HRVE % :

vserver cifs share create -vserver vsl -share-name webpages -path
/corp/companyinfo -force-group-for-create webgroupl

FERAER
fEABGIE AL ERERCARTME

{£F MMC 1513 ONTAP SMB HFRVERIE

TWRIARARSVM ESMBA BEVERAE « MifEMMicrosoft EEEEZES (MMC) HITEFS
BETE - MUAFMMCERZESVM 1 ERHREAR o

RERETRTAE

(SET A FAMMCTESVMPIROEE A _E 8T 5T -

* BRHAEE
* RRIERA IIEREER
* RIRRERRIESE
* FIRRMPBRITIEREER « EREMEIEREREE
* BRI FARIRIIESE
* RARARIRRAY T1EFEER
* Bi/EEHA
HIRIHBEFREER RIS R E MR E BN « MIFREEE - EIt « EEEAMMCERESMBRIARES

()  =#&m (Bcis01.domain.ocal) B RABIRMETBEDNSHHT < 1IREMERIE Py ES
—LIF

MMC ONTAP R FFITHREAFIENTT T5ThEE

* BIMBIAERE/EFE

* BEEMRRIRANSIKERE/EHE
* RSB ENPERCER

* s

* IRBARAER

EARTZEZIEENBRT ~ (o]t EBEIERE remote procedure call failed FHaR ©
& RREEE | $BECONTAP B Windows MMCHEECER"

1. BEEEAIWindows{Afres LRI MEISEIE) MMC « 578" TEEHIS) DEN 24BETH) * NEiEE
) o
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2 =B (TR >0 TEREIS—AEEY o
TEEEVEAS BT SBEDE o

3. MARGANNGTE  HiR— TR DR T A -
4 5T THEL o

MMCEELFESVM o
O EEBHEMNRP ~ H—T* THEENK > THEERIK] *o

SVM EMHRBEGRREAERERT o

6. ER2RTHABNHAAS  FEM THHERE « R TRE) H5EHE -
7. MREEEAMMCEREMERR « TIUEHEARLERTIEP—Ee< « BERE L

ZEBUILTIN\AdministratorsEf4Hz{BUILTIN\Power Users££4H :

cifs users-and-groups local-groups add-members -vserver <vserver name>

-group-name BUILTIN\Administrators -member-names <domainuser>

cifs users-and-groups local-groups add-members -vserver <vserver name>

-group-name "BUILTIN\Power Users" -member-names <domainuser>

HAREIE SMB H£HH) ONTAP 5%

A LAfEH vserver cifs share Ml vserver cifs share properties BIE

SMB HHBGS °

MRIGHEE fEALta<
BiuSMBHAE vserver cifs
EETSMBHEAE vserver cifs
EcaSMBHAE&E vserver cifs
fiprSMBHLAHE vserver cifs
MEHRAASERENHEAR vserver cifs
WIREHAERBFLARS vserver cifs
BT ARNSREREN vserver cifs

share

share

share

share

share

share

share

create

show

modify

delete

properties add

properties remove

properties show
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N5 2EZERIONTAP B4 "vserver cifs Bl » 552H °

EFSMBHAACLKRREEZEFNLEE
BRARUN (I E1E ONTAP SMB £ HE 4k ACL

oIS EHARBRIIACL « :ZFEAEEEES L E/ VIR FEER o [Ea]LUfE
FWindowsfE &M E4HT UNIXERE T B 4H R EHFHE4RACL ©

RIFTERR » LA ACL AJ5E21EHI4% % Everyone FIRZEEHH o ACL TR IR IS A S 114
I EIFR A R B TR EINHAE o KR LUFER Windows FAF I LAY Microsoft B2 FIEE (MMC)
ONTAP g < HZRIEHIH AR ACL BITFENSEAR © "EI HBFEERTR"

EIEERAMMCE ~ BRTSIZER] :

* IEEREREMEEREYARWindows 2 g o
O

(/7

* [RRBEIREWindowsHERR o
BIREFAONTAP flexfusefn < IR ~ A TF2EA)
* IEEMEREN AR BRI ZEWindows BFBEUNIXATE
WNRIERI NIERACLEFRIEE FEREFIEFHAALEE! « AITERIER AWindowsEREMEHHE

s RO BEFSEWindowsHER o

#2317 ONTAP SMB HAFEUEHIEE

BISMBHAERZFEIEFIEE (ACL) R&EHBER - AIRCIEFIEREMEHEEH
FRE&REEELR o

RIRERI(E
A AE A A S AR Windows E FR B B BHAE 28 ~ SRUNIXEARE SiEFH A B RREHAEMRACL -

>

I ACL Z A1 ~ IEFEZLMIBRTEERAIHE A ACL Everyone / Full Control ’ EEHEREZEEME o
FEITERHEER P « 4R L T8 2 SMBRIARES & TE ©

1. MIPRTER AV ACL: vserver CIFS HAFEUEHIMIPR -vserver <vserver_name> -share <share_name>
-user-or -group Everyone

2. BTEHACL :
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MEEAEEE.. KL EACL
Windows{EFB&

Windows&$4H

UNIXfERE

UNIXB#4E

BWABL...

vserver cifs share access-control
create -vserver <vserver name> -share
<share name> -user-group-type windows
-user-or-group

<Windows_domain name\user name>
-permission <access_right>

vserver cifs share access-control
create -vserver <vserver name> -share
<share name> -user-group-type windows
-user-or-group
<Windows_ domain name\group name>
-permission <access_right>

vserver cifs share access-control
create -vserver <vserver name> -share
<share name> -user—-group-type <unix-
user> -user-or-group <UNIX user name>
-permission <access right>

vserver cifs share access-control
create -vserver <vserver name> -share
<share name> -user—-group-type <unix-
group> -user-or-group

<UNIX group name> -permission
<access_right>

3. FHEEEREHEAN ACL 25 1FME vserver cifs share access-control show #8% ©

4
T56p <12 change £ lvs1.example.com]

'SVM .
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clusterl::> vserver cifs share access-control create -vserver
vsl.example.com -share sales -user-or-group "DOMAIN\Sales Team"

-permission Change

clusterl::> vserver cifs share access-control show -vserver

vsl.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl.example.com c$ BUILTIN\Administrators windows
Full Control
vsl.example.com sales DOMAIN\Sales Team windows Change

THIHLEIETF Read TTH21 UNIX B#4H7E T vs2.example.com | SVM Lk leng | HAEHIER :

clusterl::> vserver cifs share access-control create -vserver
vs2.example.com -share eng -user—-group-type unix-group -user-or-group

engineering -permission Read

clusterl::> vserver cifs share access-control show -vserver

vs2.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vs2.example.com c$ BUILTIN\Administrators windows
Full Control
vs2.example.com eng engineering unix-group Read

T5)EnS &1 F "Change 7<% Windows B¥4H I Tiger Team | BYHERR « M#ZF Full_Control' Z<#% Windows f&
FA%& lSueChang 1 7£ TVS11 SVM LM T datavol5 | FEEERER :
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clusterl::> vserver cifs share access-control create -vserver vsl

-share

datavolb -user-group-type windows -user-or-group "Tiger Team" -permission

Change

clusterl::> vserver cifs share access-control create -vserver vsl

-share

datavol5 -user-group-type windows -user-or-group "Sue Chang" -permission

Full Control

clusterl::> vserver cifs share access-control show -vserver vsl

User/Group
Name

User/Group Access
Type

Share
Vserver Name
Permission
vsl c$
Full Control
vsl datavolb
vsl datavolb

BUILTIN\Administrators

Tiger Team
Sue Chang

FE 12 SMB HLEITZEVIEEIEEN ONTAP %

B ey

MREEE...
EIIHEY ACL

HARACL

{EXACL

fHpRACL

=]
FEMEEESMBHFIULHIES (ACL) BIHS -

fEMALLa<...

vserver cifs
create

vserver cifs

vserver cifs
modify

vserver cifs
delete

FERIERER R RFREERZEFNES
{5 ONTAP SMB SVM HJ Windows ZZ2 12K ACEERS NTFS 15Z2=HER
eI LAER TWindowsAE 1 R&EHH ™ WindowsZ214*] &5

HEVIEAENTFSHEZRHER o

windows

windows

share

share

share

share

windows

Change
Full Control

access—-control

access—-control show

access—-control

access-control

BRI ~ BT ~ BRMERELEE

TH - RERERMER
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vserver security file-directory ntfs create -vserver svm name -ntfs-sd
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ntfs security descriptor name —-Owner owner name -group primary group name
—-control-flags-raw raw control flags

2. #DACLITIEENTFSERMIIMTT ©
vserver security file-directory ntfs dacl add -vserver svm name -ntfs-sd
ntfs security descriptor name -access-type {denylallow} -account account name

-rights {no-access|full-control |modify|read-and-execute|read|write} -apply-to
{this-folder|sub-folders|files}

vserver security file-directory policy create -vserver svm name -policy-name
policy name
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BHEMENRENERY - RACAEN—LEEE
B - EAERRESESTEN  EELNL2HE
MITAIAHITE S ESRENFIRE - MILFER
MEIES BRAAAMIERIILE A RTAFEUES -
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R o ERERAREESEHFINPRAMUE (AD) FEUE
VR ~ MATEENEE LT 2T

M TEE) S@FPRENRA - WERZKRSTE
NEEHRE  RIENEFZEERERERIER
ERREMEENEES -

JE{H vserver security file-directory show

BTREERETEFIRAINEREN -

JEfR vserver security trace MR RIIAIETRE
SEEASPENRAEMEANGER -

ONTAP
SERR
IERONTAP Windowstig R D EEERIBRIRIES « &
23k o
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7 RN {eIE DAC A RFEURAEL ONTAP SMB falfkes#E S 152

fEAERFEUESR] (DAC) MERFEURAIRIRECIFSAARS LRERMER KL 26 -
W BRSO EE BRI ©

MRFRAGRAEREENAREESFERAE - AINFSEEERPISEGRIER

FERLEFERT « MRREPEFNRIZE2HEER ErootfEAEEAHFINER « BIAse&IE4ENFSTFEroot © &
EhENRINEGSEREMAEAREESNRA - BERIRFHEERENAREESIRAE « Y LIRS -

TREZFRNEREAE SEERNEHE  AINER\RREESEE « MIFERRNERERAREESEA
& o gIIE—2R ~ IEFLAT UG root BB R M EREIRS ~ MARrootF 2 -

7£Active Directory P R EIFFE AV EHZEURAIEF « CIFSfAARZ3AIBUILTIN\AdministratorZ#4H 7] 17 EXNE R
CIFSfAfRBHPEZNERAEEEREFFIURR  BNRCIFSHERSEERAEPFIRARSIDEHEACtve
Directory#8EX& 51l ~ AllZSIDEActive Directory P {EFIIRB RV ERFEURBISIDERARAERT o ZELLIER T ~ CIFSf
RBEEAZERNAETERERFELD

AHTER B IR R B P2 CIFS{AARESAIYBUILTIN\AdministratorB¥ 2R 17 B GZ B R ©

7 ONTAP SMB {alfR23EX =15 H DAC

TR EAAEEERBEFIIESR (DAC) RIRECIFSHEAREE EY)HRYEETE o IR
BIECIFSAIRE L EMBARIES « AINARMIEE - MBOHEAEFEERNLE
TFEUERHIZRIREEFECIF SRS LM ~ AT RLLER -

& B] LUTE Microsoft TechNet Library Fi3% A RIUNMEITE Active Directory & EENREFEIEFIFVEEN ©
"Microsoft TechNet : BhREfZENIEHIZEFI4EE"

RIRERI(E

ERRBRSTFEERIR « (ERAMMEE I ERIEFEUEHERITEEACL - MRFABEFEUES « RIZGRBE
BRIVBIREFEUESHIIRE « FAFFEVER °

IEERTR(ZE A RS ERE R

B
1. BHERB R AER | set -privilege advanced

2. YUTTEEHAR—IEEE

MR EAREEFREFEUES. . BAMT...
ERUB vserver cifs options modify -vserver

vserver name -is-dac-enabled true

25HA vserver cifs options modify -vserver
vserver name -is-dac-enabled false
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3. BERSGEIEEHIRELR . set -privilege admin

FERAER
Fo & P RZEURER LURE R AR L RYRUR

= ONTAP SMB {AlfR2: {5/ DAC B » 12835 DAC ACE HJ ACL

MRENEFREZACLE B ESREFEIESIACE « MEKEHIFER XSS (SVM) H1FH
TENRETFEEUES « BINBLRIRFREFEEUEHIACE ~ A S B IEZE R L VIEFREEREUE
HIACE o

RIRERI(E

YR IFENRRAFEIERIACE ©

e A E A — MR BIEACLI TRRMITIEL L B
1. FIERER LS EFBIEFACEEREERR
2. (RERBIRERETFEUEHIACE ©
3. RRBUE R HBIRIFENREFEUEHIACE ©

B E R RIFENEERLTE ONTAP SMB {EiRES _FHIEHE

BRIV E D 5R ~ 7 e R EPEFERAIRFRECIFSERSI LNEREFEREZ 2 « 81F
7ECIFSfAlRR2s L BRI ENREEEIER| (DAC) ~ 7EActive Directory PR EEPFEURA ~ &
EhEIRIERZESGPOMACctive Directorya e « W {ECIFS{aElAkEs EEXFAGPO -
BIa > Al

* Active Directory®A 7B E AR ERZFEURA o

* [CasZA% Active Directory BIiZERIZS A ESIRFEUER « A RER U ERFERE « UKBIGPOLERE
B ECIFSfAMREEHIASS

© B REHEFERKES (SYM) EREHNEEFIER « ARERTHENHS o

BAREETLE

EHhENFERGEZRILERAEActive Directory ERIBFAEFERHE (GPO) o fXBILATE Microsoft TechNet Library
FR3XEI A REUNMAITE Active Directory EEREEFRFEUREIAIER o

"Microsoft TechNet : £ 7ZEY R EIZZH)"

1. 9N8R SVM &R fEFE BB EIAEZEUZEH! « 557 SVM ERUAENREIFEUES] vserver cifs options

modify Bi< ©

vserver cifs options modify -vserver vsl -is-dac-enabled true
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o o &> W

- MR BREAEBEARIYHEH (GPO) - i57E CIFS AR LEIAELEYH vserver cifs group-

policy modify @< ©
vserver cifs group-policy modify -vserver vsl -status enabled

7£Active Directory L &3 P EEURAIFME R ZFEURA ©

BIUEHARIYE (GPO) - fEActive Directory ESFE&EH7FEVRE] o

RHGPOER ECIFSAAREE EMIR S FRERI AR ©

FERFEEHERZE CIFS AIRESH GPO vserver cifs group-policy update #3% ©

vserver cifs group-policy update -vserver vsl

. {ERME GPO FREIRAIEERZE CIFS fAfR#s LAVEIR vserver cifs group-policy show-

applied @< °
TH g AR TERAERAAWEERZECIFSARSFMNERFIURA

vserver cifs group-policy show-applied

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:



Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:
Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false

true
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Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
2 entries were displayed.

HERAE
* THRUEIEEHAIRRMFERZE SMB RIARES
* BT ARGPOARREME
* BTAREREFERRINEN
* BEnAREREFRRRRAMNER
* EYFAZ=RMEARE:H DAC

ZEE R ONTAP SMB {alik238Y DAC Z2MHMER

TR LR RNTFSHR & ERYENREFEUER] (DAC) ZEMEN - URTEESNZ 2R
HRE LBAENTFSERMZEMMNER - EEEARMFRMHIIACE  BIRACEMERFIR
AIACERVE o MR AERAERIRERE R 2 MRS « SUsR RS SR Z AN -
RAREIEI(E
T ARMEFERMEE (SYM) HIRTE - UREERTHERNENRLZEHERNERERE o ERLUE
BN SEDE B RETREDL o

1. IFRBIFEEN BRETERNERZ2MERTE :

MRICREEREM... BATIEG...

MiBER RS vserver security file-directory show
-vserver vserver name -path path

BRI E R vserver security file-directory show
-vserver vserver name -path path
-expand-mask true
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MRICBEEREN... BATYEG2...

Hrepsg H SR REHENERAERSID vserver security file-directory show

-vserver vserver name -—-path path
-lookup—-names false

RARH 7 NEA T EEEE R X FRNZERENE vserver security file-directory show
mAERNMBREE N -vserver vserver name -—-path path
-textual-mask true

Ll
THIEARETE R ENBEEFIIERZ2IEEM /voll £ SVM VST !
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clusterl::> vserver security file-directory show -vserver vsl -path /voll
Vserver: vsl
File Path: /voll
File Inode Number: 112
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attribute: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner:CIFS1\Administrator
Group:CIFSI1\Domain Admins
SACL - ACEs
ALL-Everyone-0xf0lff-OI |CI|SA|FA
RESOURCE ATTRIBUTE-Everyone-0x0

("Department MS",TS,0x10020, "Finance")
POLICY ID-All resources - No Write-

0x0-0I|CI
DACL - ACEs
ALLOW-CIFS1\Administrator-0x1f01ff-
OI|CI
ALLOW-Everyone-0x1f01ff-OI|CI
ALLOW CALLBACK-DAC\userl-0x1200a9-
OI|CI

((@User.department==@Resource.Department MS&&@Resource.Impact MS>1000) &&E@D
evice.department==@Resource.Department MS)

e
* BT ARGPOHRERRIE
s BTAREREFIRRBINENR
* BT AREREFIRRIRAENR

ONTAP SMB frlfzas Lt DAC MY{E[RFEEIE

TEZBRARIZERONTAP ERIREREFEUZS] (DAC) HIRRAFREHEMES « LUKE
[RZAMZ B ARITHVENE -
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IREREZRBREIZERMONTAP AIREEEFEUEFIBRE - BEE—HZERFERESE (SVM) ERA
BHREFEUES] « BIRATAIT TIIEE « AREER !

s B BERERE LA EREEIREERUEHIFISVM o
s RNEENE SR E FRVERIFEIZAARE cap-staging (EFERNEHLEE file-op HHLEE! o

T AR AEBNREF BUERIACERVE M E R « WHERETTE)

* MREBEER - AR ERRIRANESRFIIERIACE ; T8 « EFRFIIREE BBRELEACE -
* HNERE GRBEEEEFEUEHIACE « RILERBSFIUEFIACERIERFEESAFIEE -

ERIEE A EAEFERCAIEAFIMER « SUEAFEUCRIFIAEFINAVIESE -
© BEZRIFFEFIIENACEERERFENER  LERHLANLZER -
BRAIUEERZASERTHRERILEITTA

@ HRNERE S BRREEEFEUERIACE « RILTER I FBEFEUEHACEERER R EMNERR - £
RERHBE - 18 - IRFTE « EAIUFEFBER -

EAHELERD{RE SMB FElNZE

T RN E H SRR EL ONTAP SMB ZEViELE &1

gnRsSMBREIAkES £ ERUASMBFENRVEE LRA ~ BIE7EHEHISMBRA Fim¥ SVMHEAIR & AY
FEESEAELRE - E2FINER « ERIUEIL R 5FSMBFEHE SRR « A& /RA|
B16) 5 SMBAL A RYHARR & 2 17 RE s o

EHFRRZER—HZERL « I5E AFHLER P IREFEER « UKL EHm i E S EMERFE o &
AL EEHRE - 5B EASMBEEFIERFI - BRIHEFHRERSISERRI « W RAEERNMENES
FEE « RsF(EAKerberoskzzs ~ NTLMEE S S KerberosFINTLMER 51 TERES ©

TREFMEEAEELFRINEL R ZEONTAP « BIRHEHF RS BERFEIUER « URKR T AiEE
EVE4R - FEE L FREERR B R imides - MIEWindowsfEFEFEEAE - EEH R A EEWindowsEREFEE4E
RUERTELISHE o EHRRRR T IRUEBAMEREFEHERZIN - ERES—EBEINZEM -

R EAR—EE LR B S ERR & 2 7 REE « BRI E R R iR B RERNEFR - SESVMAIE 2 S EELR
A o BRERICHE AR SEMERERSVMEIT FAIMEE
* 3SVMBYEEVolumets kA REBIELRR ~ LUEER] AP mFBUEH ZISVMARIEEVolume o
* REERE L RANERGSVME ZEHRE « LUERFBRINA P REFEIERE - MEESESEMRER LN
AYEEHRA o

BESVMELE—EES Tfax) HNELRE - RSEAREA o SEERFRIELRR ~ (BrIIUEHan g
PXE ° SVM_EBIEEVolumeTER EREL TR FE i [RRAERARH: - 1RESVM_EZFASMBFERVEL/RR « TR
L RAESMBEEISERE

1R AR E AR R RERHNFSHISMB R TFENAE ~ MinSsRAY EL0E R T RARG ~ AR BB INFSTISMB
FHFIEFNZERNERE R IR - 3iE - IRALEHRERASMBAR REREZFH « LA UREELR
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) « HhpyRAMEAFFERASMBEEIBEFE « ME X EMKerberosHINTLM (Bim#E) EITHEETIR AT
5% o A% « BEHRA G EEFE SMBFENRHIR & 22 12 RAH o

NREXASMBRIELRA « BRFiRRENEFNERTZERNEL R « AIERGLUEEERAER
B o GNSR A R im AT A AR & B LH SR B AR BRI A ~ BB EN - MNRELRAIEZER ~ AIFf B FEE SRR
Z1EAE o BMEHAMERERTAFER  hERLEEERT - BRTELARERRAREATESSMBHE
FRMHERE £ ~ EOAFFTHIER -

* R EEFIERAR IR EENRERTE
* RFFFEESMBER
* fEFKerberosFINTLMEERE (FME) ~ AFFEENHENE AT

RABRRR "R E R EIRE LA o

T2 ONTAP SMB FELFRA!

bE L RAIZ EHRARIIIEE R - ELRASRBERENHESH « AP RFHRER
BEHR @ ARRT ~ LUREN AR A P imF B EK o
EHREASEOSED—EELRA  AERTFIEL R - MRELFRISSSERI « AGRBRAEES
RPN RIS LEARA o MBI ERAIZS ARSTRE - MBRAFEAAH - AR ERZRHE
'R MEFEBRIBEMRE - MREEHANRA - AR ESHRIEEEN -

IEET LU THURERIAAREE HARA  LURRE R R I TEERAEIR :

* BEERIAPIHFERMEREFEESE « AIZINFSV4TSMB °
* R URHGUES - FIN TR AEEIPAE

BIRA K/ —clientmatch % 4096 EFTT °
* BRIHAREENZ2MIER « flilKerberos v5, NTL,BtAUTH_SYS ©
MRHFAIEEZEER] « AR IRAERSFIBZER « ABEEMRRA

Ll
ELHRAEZAE TISHNELRL :

* -protocol nfs3
* -clientmatch 10.1.16.0/255.255.255.0
®* -rorule any

* -rwrule any
BRIRENERZFERNFSVIEHFEREX - AR IRAYIPAINEA10.1.17.37 ¢

BIfEFR P i XSS EARRT ~ AP URAYIP(IE (I rS B e AR B P s E BV FARRR R BRI F4ERR S o EIt ~ AR
IR R R~ IERR BRI IER R o

gl
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ELRRIESAETIIZ2HNELRR -
* —-protocol nfs
* -clientmatch 10.1.16.0/255.255.255.0
®* —rorule any

* -rwrule any
PR IRENERZFERANFSVAEEHFERX - AR IEAYIPAINEA10.1.16.54 ©

A RIRFERESEHERT  BRRNIPAILINIEERFHEET - Bt - BRI - ILRAERRILAR
i o FRAFIRNZEEESM  MEEBISHEBFIE ©

gl
EHRAEZAEETISHEELRA

* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* —-rorule any

* —rwrule krb5,ntlm
FA P im# 1 B9IP{i1E2310.1.16.207 ~ EFANFSv3EEHHE BXTFINEK ~ A fEHKerberos V5T TEREE ©
FA R im#2R9IPi41E2%10.1.16.211 ~ EFANFSV3EEHE FXFIENK « WEBAUTH_SYSEITEEE ©
W 1E A B imEY A B i BUEEA T E A PALALERARRY - MBS MASTINE AR R EFEVE « BaRHRENEZ2

B A o KIS M{E R P inalsE B MEFEE - B2 - REAPE# SEEEEFIE « RATCERZE
L2 M iEE Kerberos v5.x3E1TEEEE o AR In#2E A EF B8 = 17U o

FREUTY 2 EF53E SMB #E1T7ZEYAY ONTAP & H SRR I 55

55 LR AR PR AI7E R A SMBTF EX EE U R BRISVM E ~ BRI PRFIE A FFFEXSMBRYEE HR
HUFRA -

SMBEEMIE L RRITER AEA - REERASMBEERIE L RAFR « AR ELTERHIH A EBESMBERD
BE R AUFRA o
{£E A SMBTZEXRIEE B 1R A
TH&GSEELS VST MSVMLEEIIES TFI4ESRIEE L RE

* RATE © if1

* R5|4RE 1.

* FAPmEEE | (EEEE4EER192.168.1.0/24 LMY A P g

* FEHIFE | EEFASMBTEEX

EZEY - BEANTLMEKerberos&iz5 R B B i
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s BB . {FHBKerberosEa B A B i

clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsl -ruleindex 1 -protocol cifs -clientmatch 192.168.1.0/255.255.255.0
—-rorule krb5,ntlm -rwrule krbb

SMBEINFSTZEXRYEE H 781
THeLEESVM EEIIAEE THAERER M1 vS1 TEHRA] :

* [RBRTE : ifsnfs1

* RE4EI;E 2.

- BRImEE | MAFERAR

* FEIHE © SMBEANFSTEEY

* MEEGFER - ZEFTEREIR

* 3EEFE : [F£HKerberos (NFSFISMB) SNTLMEE:E (SMB) BIFE PR

* UNIXEEFREID 018 () : HEEMEHAEID 65534 (BEHEZEMEHEBFEnobnobody)
* SUIDFISGID7ZEY : 7

clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsnfsl -ruleindex 2 -protocol cifs,nfs -clientmatch 0.0.0.0/0 -rorule
any -rwrule krb5,ntlm -anon 65534 -allow-suid true

EEANTLME HSMBTZERE]
TH&SEELA VST MSVM LEEIIEE TFI4RERIEE L RE

* [RAI%TE | ntim1

* R4 1.

* BRIRECE | T&FE AR

* EHIGE | (ERASMBTFEX

© MEETFEN | (EIRFERANTLMBY A Fif

* FERFE  EREANTLMBA R iR

@ YN SRR M SRR T B 5 5 B TR AR E A (ERNTL-77EY ~ BIAZETE A P im L ¥R IR P R P it B TE

B o B ~ G EULE access denied #H5R ° EEEAONTAP £ XL BIGE R FiRFE
WEFREF « {EKerberosfRFFEE4#8 (SPN-) o NTLMEEEARZESPN-Name °
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clusterl::> vserver export-policy rule create -vserver vsl -policyname
ntlml -ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule ntlm
-rwrule ntlm

EXFAEi{SF ONTAP [E L 5kBELUETT SMB AR

TR FHEFEREESE (SVM) ERAERASMBIFIEVELRR] o G LUEZERES
JRBIZRAEHISMBE & RAYTFEN o

BEsA 2 Al

LT 2R FISMBEHFRIMFER |

c ERAZBRImEUELRFRZA] 0 ARiReZE7E DNS 5 PTR ) itéf o

* YNER SVM 12{H¥ NFS AP IRRIZEY > MEEAR NFS fZENR 1442 T8 CIFS [ARELEARE » AEE
AN —4B LT TAL #0 TPTRy 8% -

RAMNEETIE

ESVM_EREMBICIFSEAREER « TR GIFASMBFIHVELRE - MNREBRIRBERLFHHENA L IKIP
e F 1L B ARIEGITZEN « PILARNFASMBTREXRIEE LLRRY o R] LABERT R A E{S FASMB/ZERBYEE R A -

@ TR NFS Y SVM ARERA CIFS/SMB BYEEH RN » B]5E Linux AP IH#EA showmount -e
SVM ERar< » iEfRFTA SMB MR &R & RIS K ABRARVEE LR AUFREY o
1. BHEERBRRAEN © set -privilege advanced
2. AFASERELRR :

° BUAEW/REA] ¢ vserver cifs options modify -vserver vserver name -1is
-—exportpolicy-enabled true

c (FHEW/EREEA ¢ vserver cifs options modify -vserver vserver name -1is
—-exportpolicy-enabled false

3. REIEEHRELR | set -privilege admin

&)
T &5 ol ;2 & E A FE R B AR =5 ISMB A B i ¥SVM VS1 L& RHI7ZEN -
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-exportpolicy

-enabled true

clusterl::*> set -privilege admin

ERFHEFRBRFIIRERMERERTFNLE

T RNl fE PR T B AR TE N E 2R fReE ONTAP SMB 1EZE7FEX

57 ERREREZBRRFEFTNEE - UKEBLRHERAZEE Sl URERTFER
HYTZERIREE ONTAP ERAMEBERMRIIFE=ZELEME - 7R RFIIREERIIEFR
BENASE#H G EFNERZIFEFEDANFN

EZENTFSERER ° 27 HUNIXEREHITLZE2MRE - UFEENEERStorage Level Access Guard AR HE
& ERER « UNIXERE LB R E A ZMEEERNSVM RN WindowsERZE ° ONTAP

HFRERFIRETS
* REEHRNERREERRFEEYHRPFTAERZEE -
MR FEEVolume P BER N B AR RN FERNEFIRFRERTE Bt AE2EEEEETER
. gﬁoﬂxﬁiiﬁ%ﬁ@%&mﬁﬂyﬁ EEEERERER  ZEAERR - AFREREHRERNERNE

c IEREBRERM
BRARRFYHANESEBESRNIER - EERERKRE °
BRARBFYHANESEESE - ERLLZEEASHEBSRNEFIETEX
© BREEH
BAREEDNHANSEBRE - EREREMAN SR EERZNEFIEIEZ
* fREFERBEFERE R PREIERR
EXEFERHEBIINIFEER
* MREHNFSHSMBAF IR MRIERN B HHNREMNRTE - MATEHEREFERNFNFRELEME -
ESERAEREUAER « LFEFERNFETAERERNFEEH T -
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* BifERRA (WindowsZ{UNIX) BIEE -« W ZNA P IRREHREFEERNZ 24 -
CHRHERREEIES BN

* BRLRAFERNEFIRREERAENTFSIES N Z 2 RRRRMRE -

* AR SZHIFERNSVMERECIFSHEMRES « ErmA U #EFERANEFIFREERAZEABUNIXZEEIAN
AR ©

* EMEEHHENHMIEERERET - BRBRE LEREFEEREINFRE - AFNZRESEREE THEH VS
B o

* REERNERFREZ 2 A TTEZEBSnapMirorERERMISVMERRER ©
* AERERENARHRNDE -

BT R RFIIREEEFIYMG « EEARSNIZERAEFIEIRRGEERNB & -
* MREDREFEREFIREMBETI - AR GEZEFPolicyBAI ©

FIIREIER

FE 22y B A FEVERCR I EE K e H AR « THEE R ENHIFEBREIREER « UREREREZMN/K
BN REEZERNAESUIE - sHEFMERRNZEN - U EMERN BB EMLEAWHER - Z2 M EFER
ERRITIEFWT

1. SMBXFES{NFSEE H /B 4R R

2. FEREBRFERE

3. NTFSHEZ/ERIRIZEUEHEE (ACL) ~ NFSv4 ACLERUNIXIEIITT

fERREFRRFERENERZES

RFERNFRURZINEAEREFEREHEBEINNZEME - (AR IREARE ; FHIE ~
EAERNRAAEESHBEEINHEEAN - EREERRGTP « EREFRERIEHIZFINEE
HRBm e

HEIhRER—A e A ZEHI BLE TS A

© BBEZBAEGIFTA EREEREFERINER  RRESSME
* TRRBAE (BRERTHNRZEE) BEER

* AERIE PR AB B ERFEEREHIEATARSS

* RBREFTBERERR

ONTAP SMB frlfk2s L EFR4RFENAERERE TIERIZ
RERFERFEIRE (slag) MIIERIZFEAMEREONTAP BICLITH SRR ENTFSIEZREE

[RAFEZRE o SRR ERRHFERME (SVM) HilRE L5 Eslag ~ MIFERER
BiR EREEENEEHF
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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.

HERIE
TEfARkEs LA E A7 AR Al 7A€
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7£ ONTAP SMB falik2s R EFFE R FE A E

£ VolumesXqtree LR TE #1FE R FENRER « LMRZER/IFZ IR o HFERIFIURE
AR AERTFERRENENZEEER - ERRHNZEMERRIEFIENASERHEE!
ERCNREMHRIFIEER -

1. (ERBEIL LR MHEMTT vserver security file-directory ntfs create 3% °©

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

LM TTE U T MEFRERDACLIFEUEHIEE (ACE) #1L:

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

MREABEREREFERFIFRERERTERRE « AIERIL AL B CNACEEZ 2T Z Bk
HZkR o

2. 22 MRMTHRREAT IR EREFREREIREL 2 4ETERDACLACE :
a. FABREMAEERN DACLACE vserver security file-directory ntfs dacl remove
A
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FUEFH « 22 ThEiiR={ETE:2AIDACL ACE : BUILTIN\Administrator ~ BUILTIN\Users
FCreator Owners ©

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtin\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow —-account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. :EFE AR AN HERERFIREZEMA DACLACE ERZE2 MM TR vserver

securlty file-directory ntfs dacl show Bi% °

TEUEEEHP ~ LB EREZE2MRMTHE R ERIR=(ETERIIDACLACE « 2 TNT
AUTORITY\SYSTEMTEXAIDACL ACEIEH :

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM

allow full-control this-folder, sub-folders,
files

3. [FRERE—3 2@ DACL IBEFIEELZ 2 MMt vserver security file-directory ntfs dacl
add 8% °

FEUESEHIR ~ REMHRMTHRE RS MEDACL ACE :

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
-access-type allow -account examplel\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders,files

4. [FRRE—Z(E SACL IBEMIEELZ 2 MMIMIT vserver security file-directory ntfs sacl
add 88 % ©

fELEEEFIH ~ WfE SACLACE i E L2 it

vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

S. {EAMER DACL A1 SACLACE BIEFERTE vserver security file-directory ntfs dacl show
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M vserver security file-directory ntfs sacl show A< °©

EUtEEHP ~ FHG<ERTE 2T M"'shd1) FIDACLIEEES :

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files

NT AUTHORITY\SYSTEM

allow full-control this-folder, sub-folders,

files

fEUtEBHIT ~ FHla< ERTZ RN HMT "'shd1') BISACLIRE MRS !

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. FREIZE2MER vserver security file-directory policy create

MR EBHETI %% Mpolicy1') RIRAY :

AN A
AR ©

vserver security file-directory policy create -vserver vsl -policy-name

policyl
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7.

10.

1.
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A

FERAMERREEERRE vserver security file-directory policy show Bp% ©

vserver security file-directory policy show

Vserver Policy Name

- FARZEEHERAZE M RA T TEFIEELZ 2 M /RR vserver security file-directory policy

task add #8% -access-control 2% slage°

BfERAIA U B 2 S AR FERNFIFRELF - SHEEIRRARESFFESEZERNFHERERNE
BRET(F - RRIVAC SFhAREFERIFIRELFFIAERZRERIE -

ELCEF « TESMEESL%A lpolicyls MERA ~ ZRBGIEKGZ2tRMIT shD11 - EBEREE
/datavoll TFEUEHIFERRA [lag ) BIRR o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

ERER TFE EMRE vserver security file-directory policy task show B3< ©

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

FERERREBAFIFRELZ2MFR] vserver security file-directory apply < °©
vserver security file-directory apply -vserver vsl -policy-name policyl
BHREERZEMFRANIE-

FERRFERNREFERFEIRELEMRERTIER vserver security file-directory show @
A
< o

FUEEH P ~ SN HBRTHEERREFIRFREZEZIEEERZE NTFS BRE /datavoll ° BMfETER



FIDACLAEF TRRBE AL T2iEd « FERRNFIRFREZERNERE (kiEk) FIEERRFIFRE

RIE P EHRRIBA

vserver security file-directory show -vserver vsl -path /datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e

vsl

/datavoll

77

ntfs

ntfs

10

e D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

* ANEE NTFS 152 %Z % « NTFS SRRANFEFRREFILENG S
* EfkEs LA ERFILZERRE LIERIZ
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MRICBEEREN... BATYEG2...

MiBER RS vserver security file-directory show
-vserver vserver name —-path path

FEEFAAER vserver security file-directory show
-vserver vserver name —-path path
-—expand-mask true

gl
LT ERFERTR NTFS MR MR ENREEFERFIRERZEMERREE /datavoll £ SVM VST H ¢
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff

ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

T EHIBE R EFEB R FRREERE RSN LZ 2B EMERAEN /datavols £ SVM VS1 A o I
BENR EEEBUNIXERNLZRY c Volume BB #EERNEZERELZE Y -
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:

IrwXr—-Xr—x

ACLs: Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

filix ONTAP SMB {alfi2s LY@ ZE R TFEURE

MREFEBEREFEERREFTNEEM  AIUBIREIRE Sgtree EREFE RFEUR
i€ o BIRFETFRRNTFIRENSEANBIF—RNTFSIERNBIRL 2 -

FTER
1. {EREDHIEE D qtree BREHERBRIFIIRE vserver security file-directory show B8 % °

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

2. (FRBMRHEFERERIFEIRE vserver security file-directory remove-slag #i< ©

il

vserver security file-directory remove-slag -vserver vsl -path /datavol2

3. (FRMERGHFERERFIIRERN Volume I qtree #p% vserver security file-directory show @B
AN
< ©

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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