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vserver services name-service ns-switch show -vserver vsl

Source
Vserver Database Enabled Order
vsl hosts true dns,

files
vsl group true files
vsl passwd true files
vsl netgroup true files
vsl namemap true files

ICAZEFIIE nis BIZKIE group M passwd BiHE « SiEBEIEMM netgroup BRIE ©
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vserver services name-service ns-switch modify -vserver vsl -database group

-sources nis, files vserver services name-service ns-switch modify -vserver
vsl -database passwd -sources nis, files

. (ERMEIATBIRIEMNIER EMEHE:R vserver services name-service ns-switch show A% ©

vserver services name-service ns-switch show -vserver wvsl

Source
Vserver Database Enabled Order
vsl hosts true dns,
files
vsl group true nis,
files
vsl passwd true nis,
files
vsl netgroup true files
vsl namemap true files
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vserver services name-service nis-domain create -vserver vserver name

-domain NIS domain name -servers NIS server IPaddress,.. —active true+

vserver services name-service nis-domain create -vserver vsl -domain
example.com -servers 10.0.0.60 -active true
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vserver services name-service nis-domain show vserver vsl

Vserver Domain Active Server

vsl example.com true 10.0.0.60
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clusterl::*> vserver services name-service ns-switch show -vserver svm 1

Source
Vserver Database Order
svm 1 hosts files,

dns
svm 1 group files
svm 1 passwd files
svm 1 netgroup nis,

files
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Clusterl::>vserver cifs modify -vserver vsl -status-admin down

b. ¥&SMBfRIARZIIE T EEE4RFE E Active Directory#¥s, | vsserver cifs modify -vserver

vserver name -domain domain name

Clusterl::>vserver cifs modify -vserver vsl -domain example.com

EHEA SMB {alfR2321L Active Directory #231RF ~ [SAZBIRME AR EHERRY Windows TR A & FEH
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a. 1% SMB fAlAREFHVEIEAAER A down °

Clusterl::>vserver cifs modify -vserver vsl -status-admin down

b. &2k SMB EIARZZBI TIEB$4H . vserver cifs modify -vserver vserver name -workgroup
new workgroup name

Clusterl::>vserver cifs modify -vserver vsl -workgroup workgroup?2
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Clusterl::>vserver cifs modify -vserver vsl -status-admin down

b. #& SMB {AlAR2314 Active Directory A8 E T EE#4H . vserver cifs modify -vserver

vserver name -workgroup workgroup name

clusterl::> vserver cifs modify -vserver vsl -workgroup workgroupl
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FAONTAP LEIHAE « BIERANTFS ACLIE BB UNIXEZ 2 IIRREE PRIEZRME R « BRABEBNTFSIE
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R 2 o ILETETER A S o

MREIRIFEFBUNIXEISMBARE (FliIMac OSXFAFH)  BIFEZZEXAUNIXIETRINAE © RBRFAUNIXHE
7EI8E Al s SMBAIAREZEBSMBFPosix / UNIXZ 2 EFBEEIUNIXB R iR ~ ABRB L2 EMNE:E
#POSIX / UNIXZ &2 o

* BASERANEEEREEESNZIE

ER A IR IR A sESMB AR H ¥ AR BRITHS - BMAILERNESEHTES LS SERMRES -
LIEBHBTERESR false o

* R ASFREBEREDFS IR IE
B REFAILEERRAE SMBARSEE BEMEEEHARISMB 2.xHISMB 3.0/ R iniEEDFSIAE £
BFSMBEERRITT SR AL R « fEFDFSEST - ONTAPYIREA ~ BERESRUARSRESTFE « SMBfEAR
& — R EEEDFSIIEE - MRFRA » SMBARS R SRR IRERERMATREGEFINLAR - 188
& TDFSIhEES ©

* RTESMBELEL LR

£ ONTAP 9.4 48 » RE -max-credits BEIRA]REER P inH AR HIT SMB RRZS 2 S ERThRASE
PRI SMB EiR L 2R THIRBEE - FAmER 128 o

s *ENFAT{ZFASMBZ@E 1R
EYF -is-multichannel-enabled ONTAP 9.4 KEFhRASHAYEEIER]E SMB (AR T = E R EA iR
TEREFEER NIC BF ~ BE— SMB T{EMEERRIL ZEELR o ERM oINS RIESMNRIEAES] o IE28BITE
%{E%A false ©

RYFASMBZi@ER ~ [KhEILUEE T2 H :

© BEZEEBE LIRS AFRRREEH - ILSHAITERER 32 °

© BEZEELFREMMESHNERNEHE LR - IL2HHTERES 256 o
2 ESMBfRIAR2%2EE
ERTITERZ LSS (SVM) EERITSMBAAREE 1 - MERFR R SMBIRISIEIE -
i“%

1. BITFRRIEN(E

MR EERESMBRIARZZEIE. .. BART...
EIEEREER vserver cifs options modify -vserver

vserver name options
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MR EHRTESMBAEIAREIZEIE. .. BWARL...
HEREREIREA

=

o

set -privilege advanced

o

vserver cifs options modify
-vserver vserver name options

C. set -privilege admin

WMNFERE SMB EIARSFEERFMAEN  F2RNFME vserver cifs options modify i< ©

REIR T SMBER & UNIXEFAHHERR

BMEBANSMBEREFNZIERZNERE « A UREIEE « IR FEHEFEIUEEEK
B ERAYHER o

HER
1. BHERBRLAER | set -privilege advanced
2. RBERTRFUNIXBHERER :

NRIGHEE WAL
ENEEREREIEENIEEE - heEFEUERE N E  vserver cifs options modify —grant-
#r ~ ABSBHABRER unix-group-perms-to-others true

BMfEERERCERNEEE - AEAERE B vserver cifs options modify -grant-
BYTZENAE ~ LABVS B4R unix-group-perms-to-others false

3. HEERERIEREAFFERME | vserver cifs options show -fields grant-unix-group-perms-
to-others

4. REIEIEH#RELR | set -privilege admin
R EEAERENFERS

REFER ~ BS  REENMEARAE (MBS _nulfEAE ) IR ENFESN °
PRI LUfEFSMB Rk 83 2 TSR TE B $a (i A & ROTF BN Rl ©

FAREETLE

° -restrict-anonymous SMB fAlfRZHEIBHEN RestrictAnonymous Windows FHIEHRIER ©

E A EAE AT LUEHEES ERIWindows EHFHEFI B E RN AR EN  SIEEAELENFAER  1kRAR
RIFNHA LTS - S LUEE T ZBEIRFIRE 2 —RIEHE L ERAENFN

f&E siLPA

=)

no-restriction (¥8&%) RiETELFHEENFERS o

14



BfE siLPH

no-enumeration IR ERE R R BT .
no-access SEERFERAENERZEIRS o
TER

1. BHEIRBRKRAERE | set -privilege advanced

At =47 Ao . . . . .
2. REMRFERRE | vserver cifs options modify -vserver vserver name -restrict
—anonymous {no-restriction|no-enumeration|no-access}

3. MESDEIEREAFNERIE | vserver cifs options show -vserver vserver name

4. ROIERE#RELR . set -privilege admin

FERAE
B] FARYSMBfRI AR 23 2E1E

BRI AEISMBA A IRRHUNIXZ2 R ERNERZ 2
EERMAIESMBA R IR EERZ 2 « UFJUNIXZ 2RI E B

TR LRI A AAINTFS ACLE IR4GSMBR R ImAYZAE ~ ZREZWN R [ESMBA R infE
TUNIXZEREHIERZ 2N - BIERTEEHA B - CEEBRNAREERESTES
FKREVRTE ©

RIEFESE « ONTAP FEUNIXZ 2 BUEIEE _FRYUNIXRERLUUNTFS ACLFE N 2IR4ASMBRE PR - B IERAEEE
A~ BFE

* WAREMER WindowsAE ) HIRFR TR2ME) RIIRBRIBTRAREUNIXHER

MRBUNIXRFRSRFFULERE ~ SRR Windows A R URIEEHER © FIUN « EIF S E AR RITEZERR
BiE ~ HAUNIXRARRETLEIEZE o LEPRFIBIRA LESMBR P in BB EAEZZ A E KL I8 L2 ERIUNIXHERR o

s FAEFERELEWIndowsFERER (Hl¥Microsoft Office) RAREER{EFEFUNIXLZ R B E _FAVE
Z£ ~ ONTAP MEELERIERT « EPITHEEER « W BRBUNIXHER -

s [IREPBELEWindowsfE IR TR BINE Fr{E EIERMINTFS ACL ©
AERLERT « Eolfe 2B EEABUNIXFERZ2IRANTFS ACLRIIHAE © ANR{EALEINAE ~ ONTAP BIHEUNIX
Z 2 RHIR & BT ASMBA P IRAIFATHARE o (SAISE S ERUNIXZ 2 BHIRE UFATHIIREMAE N 2R
4 SMBA P IR EREIEHRIT -

s {RABETEUNIXA B i L E R BB UNIXHER ©

ESMBAFIH EHBUNIXZ 2 RIHIRER - T22%) REIVBRR/ELER - HENERELFRUTA
TEEREPRAMERRABINE -

* CIEEEASMB EREAIZI « EEFIBESRMERIZR ERENTFS ACL ~ IRERHIFUNIXZ 2 BUHIR
& - RIIELERAEARTET RN
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YNSRONTAP BHiR&IRER [FAT) ~ BAEAMAGEAEEACL -

1ERAE N
7EFlexVol IEEE LR EZ 2T

TEqtree LR EZ 2R
EYFT{ZFENTFS ACLAYJUNIXZ 2RI ER 211

RS UNIXZ 2B E R (UNIXZ2RERENRES R Z2 R E « LURUNIXBX
Z2M) ~ ERFESEEENTFS ACLEIR4SMBA FIHRIINAE ©

FAREETLF

YNREXFALEEETE ~ ONTAP R ABBMUNIXREEIRIHERE ERESRAERK « 2R45SMBRAF in - (NF
fEFANTFS ACL ° NREFAILEEIR « HRE UUFATHIRENIZ N 2IRAGSMBR A i © THR#MSMBR A i #E
WNTFS ACL ©

1. BERBRRAER | set -privilege advanced

2. 37 UNIX NTFS ACL 3#EIBSRE . vserver cifs options modify -vserver vserver name -is
-unix-nt-acl-enabled {true]|false}

3. FESRIEIEREAFTENE | vserver cifs options show -vserver vserver name

4. ROIER#ERELR . set -privilege admin

YRR B UNIX#FEONTAP

EWindowsfE BIE R 4REE I 577 H A1 2B UNIXH#EPRMIFlexVol t£ZERFONTAP ~ BIR{R
BEUNIXHERR o

EWindowsfl i L RERIETRE R AFERE - FISERERNZ RS « BIIHNEFE  RELER
REREEFE AR EFRERHRIGESRE -

EWindows AR in#ITZEMABTEAF - FIREITEARUNIXIEREBACL - ILEBACLHNHE—BIE

EWindowsfERIE N EHTEZRR « REBIEZEMUNIXER « URBFREEMEZAEBHEBERUNIXER o AEREE
BIACLEREEEIFRINTFS ACL © ONTAP

EFAWindows Z 2 MR 5|12 EIEUNIXHER

MREHREBE RSN L2 A HEESSVM LM gtree™ ~ BRIBIEZR I BRI RAIUNIXIERR -
B LEAWindows B R iR ERY TZ2M4] RSIER - & ~ AT LUER R EARER
EWindows ACLEYFEFTE o

* {EERUNIXHERR
TAIUER TWindowsZZE %) R3IBERIBEREE RSN L2 MHEHERE S qtreeAIUNIXHERR © YNRIE

fEAWindowsZE2 M E RS 1IREREFUNIXEIR - QIAAKBIREERENIFBACE (EERENITR
70) ~ AHEEITEE - 3 B UERERRERREEER -
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WMERERERER - Sl BB EFRYIRUID « GIDMEM (BIS EAREMEMA) BIERER o FlN
s INREERBUIDE AR ~ ST LIS UIDREPREEE Zrwx ©

* BUNIXHEREE ANTFSHERR

ISEILMER TWindowsZ &M &3 12H « BMUNIXZ2UHIR A RAa R L2 M A E sgtree b
E’JWmdowstc%l“_iL%ﬁ: HoEZMERRAEBUNIXEMNEEMER -

S B RBBRFTA S HAYUNIXIEIRIEE ~ A 5Ei B AR EIWindowsFE R & MEHEYIH o AR TR
EWindows{EREMEF BV LRENTFSEACL © RERPRFIBUNIXZZ2 MY « LAFWindows{EREF

AL R RENE 2 MAMEE N gtree PRIERFER K  BIAHERHEN K LHNERZ2MER
REUNIXEEEANTFS ©

EEERITEAIHEIRES « FAREIWindows T A RIS S EMIETIFE T ERRAER o Filt - MREFEHR
ZRMEEXNYBEEFEINE FENK - FTERIAESR « B ARERRALEAMRBIRE o
EESMBARSBZEMERE
IN{EIERIESMB S P i3 E4:EONTAP

ERE XA HASMB aEiResFrE AR - A SEEILSMBELFKIFINSVM EFrEiE
¥l o SMBfRIAR2S X IEMIEEGE /552 - KerberosHINTLM (SZZENTLMvIEENTLMv2 Z S
) © Kerberos:@ AN ERsE 4l (F A BTER /5% ©

Kerberos&g:%
I B ISMB T ERS ER S ~ 21EKerberosBizE ©« ONTAP
KerberosigActive Directoryfy+ EEZ:HIRTS o Kerberosﬁﬂlﬁ%ﬁﬁﬁKerberosﬁ%%?éﬁqﬂIE.\ (Kde) BRFEE7EActive

Directory{#7Z R HEERZ 214 R AIRIAERAE A - ENTLMIER REIHIZ ~ Active Directory i B B A8 B £ 55 —&F
B (FlUNSMBEIARSS) L T {EREER ~ ‘EE?ﬂ?%chuﬂiﬁﬁIT’H‘ LEQEREE o

NTLM E&:5
AR « RiEEREEBERBENHZAH - GRS LSRR ERTTANTLMA B iniR:E

MNREREERZAE Windows EHENREEIL SMB E4% - BIEREEEEH SMB FEIARESER NTLMv2 1525t
SERY ©

SVMXE R4 RE P SMBRIAREZ £ 2 s E RV AR

1L SVM ZHi ~ AR EHREAX#EWMERNM - BEF2HFRBEDHF] (-identity
~preserve BEIHRE A false 7£ SnapMirror 4BRERR) ~ GEZANEYN{AI7E BBVt SVM
&I SMB ﬂﬂﬁ%ﬁ#%@&:&ﬁ °

* FFFERAISMBEMRSBZEMREFAEERREIBAUM o

EECEBRISVM LR IISMBAIRESE « FIASMBRARSZZEMREMERATERE - ESVMKHMIER
AUAN4R1E « B EMESE » KIF LASMBRERSEZZZIEREAGER BRI o

* B AFHRTEIFFARMISMBARSZLZEMRTE °
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YNREIERIFSVM LR E 7 FFFARAISMBRARESZZ 2 MRTE ~ BILATEBRtSVMERGER (SnapMirror
REREz®) 2% TR EFEIREESEMRERIRE °
AT SMBRARES Z 2 MR ERIERIE

TR LI R#FERNEE (SYM) LEERSMBRIARSZEIERERBRMER o A UERLE
Bl REEE L 2R ERS T IEH

FAREETLE

EETMZ 2 MR E R U ZYMEITERE « ] LIZEBONTAP ERSSRCLIZLEAActive DirectoryE$4B /58I
M (GPO) REAVIETERME °

ANMEH vserver cifs security show L{EEHERETIH SMB ERSZNM S ~ RARLEEIEREY o

1. MIT TR HP—IBHE -

MREEBRETER.. . WEHR BWABL...
IEESVM ELHFRI B L2 MRTE vserver cifs security show -vserver

vserver name

K
5

SVMEMREZ R MR EHRTE vserver cifs security show -vserver
vserver name -fields [fieldname, ...]

TEILEAA -fields ? SEEAIM{EREMPLEAENL

ki

Ll
TEEHIBETRSVM VSIHFIE L2 MRTE !
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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew:

Kerberos Ticket Age:

Kerberos Renewal Age:

Kerberos KDC Timeout:

Is Signing Required:

Is Password Complexity Required:

Use start tls For AD LDAP connection:

Is AES Encryption Enabled:

LM Compatibility Level:

Is SMB Encryption Required:

Client Session Security:

SMB1 Enabled for DC Connections:

SMB2 Enabled for DC Connections:

LDAP Referral Enabled For AD LDAP connections:
Use LDAPS for AD LDAP connection:

Encryption is required for DC Connections:
AES session key enabled for NetLogon channel:
Try Channel Binding For AD LDAP Connections:

AR~ BMBREBURITBITONTAP FRATRRZS

LU T EFIZERSVM VS189KerberosEFtE1RF -

5 minutes

10 hours

7 days

3 seconds
false

true

false

false
Im-ntlm-ntlmv2-krb
false

none

false
system-default
false

false

false

false

false

clusterl::> vserver cifs security show -vserver vsl -fields kerberos-

clock-skew

vserver kerberos-clock-skew

e
BB RGPOHRERRIE

R SE A SMBER E R IR BEME

PREBNVEISEME R AHETFERKSE (SVM) ERNAESVBEREREESNEZ 2T - TR

=G RUAPTRIVENSEMETIAE - SR UBER{E AL E/MEA o

R Z Al

WATECIFSRIARES LRV AR ERE « SEEHEMAEEREERE -
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RNERTI(F
@ EAREER vserver cifs security modify TYEBFAEINHH CIFS [AfRESH < ~ ABE

\\\\\

B

1

- BT E AR —IRED(E

MRICERAESMBERENZIBEMEZIIFIE WAGS..

ERUB vserver cifs security modify -vserver
vserver name -is-password-complexity
-required true

2158 vserver cifs security modify -vserver
vserver name -is-password-complexity
-required false

2. BRSBTS EMENZE 2 MRE | vserver cifs security show -vserver vserver name
#1)
MTERFIFET « SVM VS1HAIESMBERE BB S ENZIFRMEE !

clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required

vserver is-password-complexity-required

vsl true
HERAEE
BTARCIFSERSBZEMHRENEN

fiE

A EREMEHEETREMNRE

I ERETERS

&

B EREIRP TR

M CIFSfaliR2SKerberos 221458 E

e LUE R LECIFS{alfReSKerberosZ 2 MR € ~ BiE A sFHIKerberosRFERFZ AT L
R ~ KerberosZ:55=n - UREZEHEBENRH LR o
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FAREETLE

fERRIEX CIFS {afRes Kerberos i85 vserver cifs security modify i REEHNIEERISERE—
ZEERI%2S (SVM) ERRBTE -vserver B8 o A LUEHActive DirectoryBH4ARAIYIE (GPO) ~ E£hE
2B [El—1EActive Directory48isi > 2= & _FFiB SVMBIKerberosZ 2 4R 7E ©

1. 14T 5 — R 2 EBHE :

NEREAE BWA...

ISE TR Kerberos BFERERE LR (UU98E%4 vserver cifs security modify -vserver
B (9.13.1 KEH#hRaA) HFD (9.12.1 HEHMIR vserver name -kerberos-clock-skew

) o integer in minutes

LUNEF A B IsEKerberosE:H 50 © vserver cifs security modify -vserver
vserver name -kerberos-ticket-age
integer in hours

FARERE A 10/ ©
IREBABEORH LR vserver cifs security modify -vserver

vserver name —-kerberos-renew-age
integer in days

_}mu
gmau

n

IEEKDC RV EimEns « 2 BFTEKDCEZIE/R vserver cifs security modify -vserver
FIRIREAR o vserver name -kerberos-kdc-timeout
integer in seconds

BRI A ©

2. Est5KerberosZ 2458

vserver cifs security show -vserver vserver name

gl

T5&EfE KerberosZ 2 EITTIIEE © KerberosFHERIE RA394E « MSVM VS18Y MKerberosZs5HF
1 ERA38/N\E :
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clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Im-ntlm-ntlmv2-krb
Is SMB Encryption Required: false

FERAER
"B ARACIFSARB L EMRENER"

"X HERHIGPO"
"REERBMH E R ECIFSRAREE"

RESMBAARZE M RIRERE R E LB R

ol U 7FESMBfEARES L5 ESMBREIARSHIRBELZ 24 ELR (HhF8%_LMCompatibilityLevel
) ~ UFESMBARIREFEINNEEZEMEK - RIEZZEHKESMBREIIRESESMBAE Al
ESNZ2 RN RERS
RIRIETET(E
@ « TYEBHARRPHISMBARSELENTLMERE o FAziEKerberosEis o
* LMCompatibilityLeve (£ i SMBF B inER:E « NEAN BIRERE o

AR RBEELEEBRRASNEENZEMERZ— -

&E s5iPH

Im-ntlm-ntlmv2-krb (F8:%) (FBEEEIIS (SVM) 1#ZLM ~ NTLM ~ NTLMv2
BiKerberosEgsEZ 21 o

ntlm-ntlmv2-krb SVMEIZEZNTLM ~ NTLMv2&KerberosEizE L4
% o SVMIBABLMERES ©
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BfE siLPH

ntlmv2-krb SVMIZEZNTLMv2H1KerberosEizEZ 24 - SVMIE
(BLMAINTLMERES o

krb SVM1E1EF Kerberoskizg Z 2 - SVMEIELELM
 NTLMAENTLMv2EE:S o

1. RERBEELZREMR . vserver cifs security modify -vserver vserver name -1lm
—-compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2. BB LR B TERAPFIERER | vserver cifs security show -vserver vserver name

HERAE RN
EX A Ek (= FHAESHNZE LI TKerberosBY3EET

{EFAESTIZ KL EKerberosiE@ A AL 2%

27 LUKerberos A EBEREIRHRERANZ 2N « o] ESMB{aEiR2S L EXFHAES-256
FMAES-12810% - 1RIEFER « EEESVM_EEISMBRIREEREF « = RERINZIERE

(AES) MNZE o CAEEITRESI T D F FBAESINZ Pt Hasa KREZ 2 o
SMBHIKerberostBRIiE 21ESVM_E 22 37 SMBAIRRISHART « MR SMB I VERSEL 28 & R EL HARSE R  SMBfRIARSS
F1E T 5 Kerberosi@s NN 4EHY .

« AES 256

« AES 128

paed

° 6
* RC4-HMAC

MREREFARENZEMMEZLEREITKerberosiBH ~ EREZTESVM LEUFBAESINZ R ETKerberosi@
afl e

B3 SMBIRIARASES - AIEIEHIES S 7EActive Directory I BEf&IR A o LR « KAcE ST EHZRIR P BIINZE L)
fE - 2% ~ FERUSERMMBEIRME B R inERE R R AR BRI IR RE o

FEONTAP (ZIBERL) 9.12.158%A « oI LIS E EMActive Directory (AD) kdci@BEHINNZZEERY o el U

-advertised-enc-types AJENFEZNNZFERAVEEIE « (Gt o] LU R L EIEZRZ AR SSHIIN 8 EY - BRARIZ
{E753% "BYFB#1{E B Kerberos BV @RI N ZREEEL" o

SMB 3.0#2fttintel AESHT#5< (Intel AES NI) ~ AIREBAESER L ~ WA IENERIESRRYIER
@ MERE RN o #SMB 3.3.188%4 ~ AES-120-GCMEVXAES-120-CCMsff 2 SMBINZA R {55 A Ry
EEEE

GG
1EELCIFSTEIAR23KerberosZ 2 142 E
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B {E B KerberosEYiEIHIAESNER

EEHM AL Kerberos ZERIVEANFMRHNREARZEMY « BT SMB EiR2s LFEA
AES-256 Fl1 AES-128 11Z% o 1£ ONTAP 9.13.1 BHt4 ~ TER &R AES 12 o MNRIEFFH
YSMBfrIARESEEEVAESHNZZEER! « LU{EELActive Directory (AD) kdci{TKerberosfliE
# ~ SR LS BAESHIZ ©

SETERENE AES % ~ UK ER BRI LUEIEISENZFEE « BURREHY ONTAP RS o

HkZSONTAP AES MMZEERA ... R LUEE N ZELEES ?
9.13.1 KEHhRAs (DSEE =R

9.12.1 FE =Ry

9.11.1 RERIRAE FH £

{EONTAP IHEEZ $EHY9.12.158%8 ~ AESINEZ G FEHAEEFMER ~advertised-enc-types #IE ~ AJ:EIEE
BELAD KAcHININZEEY o TEERERES rcd Hl des » (BEEISEAESIERES » T EEUBAESINE © AT AR
BEIERAFME(Z A ETSAIRCAFDESINZREEEY o 7£ ONTAP 9.11.1 RERRRAH « ENBEH -is-aes
-encryption-enabled BXAFEHAESIIZRRYIEIS « BIZIEEMELER o

A TIERREM « AFERESE (SVM) EESTIENAESTRMERR « #BADPRIKBRIRA TN - BFER
AR EaIWSRIRPREMBEN (OU) NAMKEIEADE °

R SVM REAKHMER B « MZBRIMAERES DA (-identity-preserve ERRES

false TE SnapMirror ZBEEAH) - JEFEER SMB AR Z 2 MR EAGER B /M - NRIEBERIE SVM £
B F3 AES INZ ~ BIRAZEFBIRIA ©
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1. TR

FHHRZXONTAP
1. $IT I EAPh—IEEE :

MR EFHEKerberosBEHHIAESIIE L. .. WAL...
ERA vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

B2FHA vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

MizE : The -is-aes-encryption-enabled EIBEONTAP EFIRAF EBEF « AISEZ1EEHARAE
FRFERR o

2. BREREERMANEHAESINE ¢ vserver cifs security show -vserver vserver name
-fields advertised-enc-types

&)
LUTFEHRIA SVM VS1 89 SMB fRIARESELER AES N3350 .

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

THEHI AT /SVM VS2_ERISMBRIARZZEIAAESINEZ LR - R FIRTRAEESH A B ZSMBER:S
ZOUREIEADSIE o



26

clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

EHHR4ONTAP
1. $IT Y E AP —IEEE :

MR EFHEKerberosBEHHIAESINEHELEL. .. BWAL...
ERA vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

25 vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. BRERTERMANEAAESINGE | vserver cifs security show -vserver vserver name
-fields is-aes-encryption-enabled

° is-aes-encryption-enabled H{IFEENEETR true MR EENFE AES % ~ B false MNREE
}EH o

Ll
AT IR 4 SVM VS1 ERY SMB falAR2ZSRRFAE AES Nz 4asY !



clusterl::> vserver cifs security modify -vserver vsl -is-aes
—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-

encryption-enabled

vserver 1s-aes-encryption-enabled

THRAIFASVM VS2 EHSMBRISMPBAESEER © RAFRTAKEIERANADESVMBARS
Z QU EIZADIESS -

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

EFSMBE B R LB L 21t
fEFSMBE B AR LB R 14058

SMBEEH BN FERSMBREAR LA F iR 2 BB REFCERIFE « AP IEERK
£ - IRIZTERONTAP ~ EAFIRENX » ZIESMBEE - 5E - AFEESRILIRSMBIE
ARESRE A TRESMBRE °

SMBZ:E R AU 7 Z B CIFSfRARER 8V

F2 T CIFS{afR2§SMBEE L2 M R E ZIM ~ WindowsFH P im_EIM{ESMBE E R AIIth &
124 A B im EACIFSAIAR2S 2 EIRYE B E o (AL ER S EREKRMERTE o

27



FA P ixSMBIR IR BB Windows At 22 2 14 [R AR E RIZH] « BLERE = EAMicrosoft §I2EZEE (MMC)
¢ Active Directory GPOKRELE ° HNFHE A FinSMBEZHZ 2 M ERFHE » 552 EMicrosoft WindowsX
4o

LA EMicrosoftF R L MiESMBEE ZRAIAVERAR -

®* Microsoft network client: Digitally sign communications (if server agrees)

b2 R AT 2 % RO A R iR BYSMBREBINAE © Fam AR - ERPIREAILRER « ECIFSEARSAIA
P in@sR BRI CIFSfAARES _ EAISMBEERTE °

* Microsoft network client: Digitally sign communications (always)

I TE FIEHI A P iR RS R 2SMBREE 7 el AR B - AR AEA - ERF G LERLRER « SMB
BRETAGREMNRAEREME Microsoft network client: Digitally sign communications
(1f server agrees) 2 CIFS A2 EAYERTE

@ MRICHIRIBE & R E 4 B EZSMBEZERIWindows A P ~ B ZATECIFS{AIARES _LRIFASMB
FE - MRILAE ~ CIFSARSBMEEFERHEHIGBELERS

R iCIFSEREESMBE E R TN A NS REBURISMB I EMEEL 2 EASMB 1.08(SMB 2.x5{ B HiR N o
TRIEERAE TERSELEASMB 1.0 AERSMBEE{TS !

ARk ONTAP -~ EEHE ONTAP -FEHE
HECFREARE REE B%
HECRABRLE REE BERE
BHECFRAELE B%R BERZE
BHECRABLE BERE BERE

@ EHRWindows SMB 1 E 14 IEWindows SMB 1R EE B R IE HEEE 2 « {HCIFS{E
AR2S FEEEE - AT REEAELR o

TRIBERPAE T EMSEREASMB 2.x8{SMB 3.0 A MSMBEETS

() #1SMB 2.xAISMB 3.0MF i « — 2 WEFASMBES o MAMEF o

ARk ONTAP -~ EEHE ONTAP -FEHE
THREEE R B%
RERE BERE BERE
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T RIBERETERR M MicrosoftFl B imHERESSMBES E1T4 ©

EamE MEEEZE TRANFR EREAE BAPRERE (AikETERE DCHERE

=
SMB 1.0 md5 28 26 EEA (R4 BER G 4B
=) =)
SMB 2.x HMAC SHA- =6 rEE rEE NE
256
SMB 3.0 AES-CMAC : 7 28 FEE FEE BE

Microsoft AEB&E:#FEH Digitally sign communications (if client agrees) 3§
Digitally sign communications (if server agrees) Ef4HERBIERTE o Microsoft AR

@ B¥E:EF A EnableSecuritySignature EiFRE o BLEEBR ZHE SMB 1 174 ~ AIHEL
f Digitally sign communications (always) EF4HERIERED
RequireSecuritySignature BEERIE © AT Microsoft ZBEMEVSEZEN © The
SMB ZEEHMH (FzZE SMB1 1 SMB2)

SMBEZEHMAEN R E

= SMBI{ERSEEEFASMBEZR « FiA TR WindowsH P imBISMBE & & S BIMBERS
& .\ ZerERFPinMMERSS (JRED - BE EHITSVMBIEIE E S SMBfalAREs) o

AR, BRI A R IR FEARSBNCPUEAEEN « NMAFERREN RIUE o

MAER ZTZEBUAT ONTAP EERFITHIRRZASEIVMware® o {EH#EH 2RI ENEUESE A ~ BIRJTEONTAP 2
ENSMBRERIRHEEIFHIMAE - BNFASMBEER « TR GRUASMBEZHH o

1858 SMBES BAEFE EAES-NIEIFINAE - 782 MHardware Universe (ZIBER) (HWU) -~ BEREHTEE
BB ZEAES-NIEIE

NRICHESERIRIEEE R GCM EEIER SMB Rz 3.11 ~ HAJLUE—D A ERAE o

RICHIMEERONTAP ~ STRAYRRAZVMware « SMBRRZARSVMEETE + SMBEEBNMAER EFISE T ARAE
£ ; BRETERIRIEPETAEREES -

R EMRES EEEXFSMBEE « B A2 BIWindowsF P iR &Kk FER I7:ASMBEE o IR ERIEF 2 Windows B
PinEESMBR:E « MESMBEZEMMAERRE « LRI UEERAEE(RELS LEEERERIWindows B B i
F{ZHSMBEE - I1FEEWindowsF Pim_H{EFASMBEERIERIE N « 552 EMicrosoft WindowsX {5 o

RESMBREENEZ

TR LR ESMBA P R EACIFSARES 2 IFISMBEEITA ~ UNEEHNREEEK &
ECIFSfRIARES LR ESMBREERFTEZERRE « BURRIEHIZEEXK ©

eI I P iR CIFSAARSS LR ESMBREE © RESMBHRER « 5% 8 MIE= !
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WmR... ...

TRERS AP IR AR MEANZ 2% EYF ~ :2EFPIREE SMB %% Require Option
(Sign always) APRIH_EMNZEMHKE °

R EBSMBREMEE T ENEFEREES LTELEUBRTEUERSMBEZE « FCIFSERES L
(SVM) HISMBEZER AN EIER o

3t

NEREWindows A iR Z 2 MR EREEAE N ~ 552 RMicrosoft > 4 o
HEZEER S ERSMBE Z#E|

R EAESMBARIRS AR E AU ENSMBES « [AEXMRSVMS BE R BAaL
HIAER o

RESMBEAREEE « AJSEERESEERIEE o IRZE - B DNS @RS E =2 1E A sck CIFS fARHIAE
B « FRAIRE R SMB Akas T « ESEREEAM—RY IP (it - F11 - EREMBEEFE
an ARy SMB fAlAR23 FIAER A T3 DNS A sCiIRR

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

EREERZ BELZHSMBRERER - RARBEARRIVHTEREREISMBRERENEELE - 1B
BERITAANN - EEERBRT « BRREHAARANER - MARGKEEEEREZR - BUMNERER
—EHAE « EFRHERRIGER - TERER T » AR ANSMBERE SIRAMISMBREEEX °

EEE TG
1. Clientt EZFIHZE « MABEEARTEEE SMBo:\ °
2. (7 EEESFENSMBREIARSSAER « UERSMBEE o
3. Client! EARTEGIIAFHVE SMB HENFR—EHBE s:\ (FARERABSMERER 0:\) °
4 ERBEGFIMENERE - A SMB #E 0:\ Ml s:\ MR o
BNt E S ASMB T BT HHISMBEE

AU BN ERISMBEE « sgflE K AP iRz ZESMBEIE  MIEREXFHONTAP - &
ESMBEEEBAAENMMNERER - 7SR - IRECEERLFHFSMBEE « BERE
ESMB%E ~ AJUEHANENSMBEE o

RINERI(E
AR GERYERISMBERE © (S UERANFRAMERNSMBEE -
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ETFIERT » BRAZEHSMBERE ©

1. BMAXENSMBEE « £ERKIERABONTAP RZIESMBEERRZA
() 2 #EmEeABREONTAP SESVMBEBHIRANZIE -

EEREERT - EAREEZIZIRAONTAP 2 IRhRZAS EISMBRE B G IBARIFEREBE

FHARZRIREE ©
B ERFELREES (SVM) KEIMERAR « (8AZEEIME -identity-preserve HYEEIR
snapmirror create 83<RREEBHM SVM HEERAARSFHAE R o
WMNRITEZE -identity-preserve #=EIE true (ID-preserve) -~ SMB H#EZE2MREEEZINBAM o
WMNRITZE ~identity-preserve #EIE false (JEID-preserve) -~ SMB HEZEMREAZTERTIEN
o FEUEBERT ~ EEﬁiﬂtETClFSﬂﬂE%#%ﬁﬁigﬁﬁrﬁ %{H o MR EERIFESVM_ RS ERNSMBER
Z - BB ERMSVM EFER BN ERNSMBEE ©

1. BT THIE AR —IRE(E

MRICHEESMBEE... BAL...
BERA vserver cifs security modify -vserver

vserver name -is-signing-required true

2158 vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. FIERHRERSERASFAXER SMB #E Is signing Required T3 L HitH RRIRIRE RPN
EMME . vserver cifs security show -vserver vserver name -fields is-signing-
required

gl
THIEEFI AT ASVM VS1 RV ERSMBEEE !

clusterl::> vserver cifs security modify -vserver vsl -is-signing-required

true
clusterl::> vserver cifs security show -vserver vsl -fields is-signing-

required
vserver 1is-signing-required

(D) snEReneEesmERLeY  REERTEYE -
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FEISMBT{FfERRERERE

{EATLIECIFSRARES BB REARSMBI (ERSERAOIARAREEN o (EATIUE L & AR HIBISMB
TRERTEES  SAMPHEISMBR S I TIF SR T RMBNRE 2RSS -
1. BT EHP—IBHE :

MREEEGERER.. . BB BIATZ...
ISEHFERKSE (SVM) FHFAESZ TEMSE;  vserver cifs session show -vserver

vserver name -is-session-signed true

ESVM L EEHE TEFEERIDM B2 E TERSELE vserver cifs session show -vserver
B vserver name -session-id integer
-instance

gl

THar L ERERSVM VS1 LEEZ T (MR AVERI TIEPEERE A - TERMBEBH A EEET (s Session
Signed) (EFEZBNIT(EFEER) &ML :

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAINN\ joe 2 23s

THar L G TIEREERIDA2BYSMB TEREER_ERERsHAR TIRREERE R - B LIERREEERE !
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user
CIFS_ALIASl
Unencrypted

e
EPESMBRE ER T RFEER Mt E i

B SMBE B0 T (EMLELMEE ER
%'}_JL,(@“}’“SMBIVEB BERARETE R » WHIETPLEER TN T FERESS
RIRER I

° statistics EFSHERERN B TIEM signed sessions AIAREEIZEEEE SMB TIEREERMEMN T
28 © ° signed sessions FNIRETERWIMGEI AT EES

WP g

* cifs AEESIEFRAE SMB T{ERSERAY SMB % E o
* smbl AJEEMMESIT SMB 1.0 T{EFSERXRY SMB 2 o
* smb2 AJEMREZIE SMB 2.x #1 SMB 3.0 T{EFSEZH SMB 5E o

MEHPES SMB 3.0 A5t &R smo2 ¥4 -

MRERELLREHZE TR E BT (ERSEARE « ol U EEBEIE signed sessions MBYEIHIETT
§+§ﬁestablished_se551onsn+§&%§°

TR RFTRGUR ST RS » T AERRAERER © WRAEIEFMUER « ERIDURIREHIREIER < 21E5H
FHREERTIRMEIERVEEA - DMELEBERIEFRERSEMNER « WERLRNERETILR - BIRLERAH
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1.

3.
4,

5.
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PR S AR AR A 1R

set -privilege advanced

BMAERINE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MRIEHKIETE -sample-id B ~ LT EATELHFFFILE « WASLEEGIERS CLI TIEFSERTERE
Bl o BUE(E -sample-id AXFFE o NIREEEERICLI TERSERPHAITIAR S ~ BERIEE -sample
-id BHE -~ T EER SLAINTERSEE

SR LU IS E BUREE AR ST BRI AV ERRL - MNRICGKISTER SO FWEERERFIBEEMASTER o
fEF statistics stop BIENEREIERNG S ©

IBIRSMBE BT E R -

MREEER T EENEF... BA...
ERENTIERE *show -sample-id sample_ID -counter

signed_sessions

node_name [-node node_name] ERENTFRERNERINTIERE
“show -sample-id sample_ID -counter established_sessions

signed_sessions

MRERBERE—HRNEN  FIEEERER -node B8 -

ROIEIRERER

set -privilege admin



45
LUT S HIsRBRMNFIBS I A AS (SVM) VS1_EBISMB 2. xHISMB 3.08F#st &Y o
TGS EREEREREAR :
clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

Toer < EFIEEBAHRBERUE

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

TS LETREHEENSMBIEMEL « MUK SIS EEEFREILAISMB T ERSER :
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

MR e < BEmEnEE2a) 25 ZESMB T IEREE ¢

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

THan e RO EEERER -

clusterl::*> set -privilege admin



e
FIERSMBILIFFERRERTERE

7ESMBfARSS B EMEHNSMBINE « WUEHEBSMBEHE K

SMB/NZ4EE
smanu YE]7ESMBfAARES L EX S 2 FASMBERHMEMINAE « B—IER 2 M ILRINAE o (&
A UEBAHARNARE » B—REFMEHSMBINZEEEE ©

RIETERS « EREHFERILES (SYM) LE#E37 SMB ARESE - SMB MR EEHA o N EBITAESN TR DT
FISMBINZFrigHpigsaL 2% o

EEETNIMZRNSMBIEMSE: « SMBR P mAASZIESMBINZ © #£Windows Server 2012F1Windows 8FH14
BIWindows i B xSz #ESMB/NZE ©

SVM_ERISMBNEE F] 72538 M AE % E AN LAIER

* SMB fRiRESZ RIS « AJ7E SVM LEUAINEE
* SMB £HEBM » A/kESELR&ERE SMB INERE

TRAILCRE BB BEMEA SEFINSVM ERFIAER « SRFESMBIIE A SEFEFTEH-AEFRIER} - SVM
By E GRRHAERITRTE

BHMBISMBINZAEREBUAN MIERERNMES ~ I TR

EXFISMBfRAkEZSMBINE HANMZEERREERA ARSI ZE T4

Y i SVMARRIFRA L AR AR AR fE
ARINE o B T ERAR « B{ESMB
TEREERFAEEITINE ©

Y Y ERHLAERINE R » SVMAPH
PREHRERE A RAR=RE AR
2 o BT EEAR « BESMBI{E
PERERRL G EITINE ©

i EHY BELREERMAHAERME -
fEFULARRS ~ BIRTIEMIAR SIS AR
EITIE o

i i RELABMNZE ©

FEMEZR SMB BRIREAEEEFTZMER SMB fFAikGFHHAE -
HMERENEESGHMEBEREN - REEGIZTE -
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SMBINEHRMAERI R E

ESMBI{EFSEEfSEFASMBINZEEF ~ FRA 1R Windows A R imAISMBIEN & & 2 2 AE RS
& FERARIRNGERS (TRENEE LRITSVMRIERR: « Hh @3 SMBEARES) o

AR BRI A R IREARESFICPUE R EIEIN « NBMERME I RIUE

MAER ERIZEBURTONTAP EFFHITRIARZASEIVMware® o 1 H 2 FRVINZENEUESEE  BIRITZONTAP il
FHSMBRE IR EIFHIMAE - BUFASMBINZEE « FER GRUAASMBINZENE -

1B SMBINZ A B EAES-NIEIEINAE o 52 BHardware Universe (ZIREHR) (HWU) ~ BEREHNES
TG XIRAES-NIENE ©

MNRIERESIERAIRRE F IR GCM JREERY SMB higZs 3.11 ~ W e] LUE— B ERERLHE ©

RITHIMEERONTAP ~ XIRBIRRAZ3VMware » SMBRRZS R SVMEETIE  SMBIIZHIMBER BRI SE G BIRAZE
£+ SRR ERIRIR PEI TR RERE o

SMBIMZIESMBAARES LTRRAEA  LREFEREMELISMBLAE s SMBIRIRES _ ERAASMBINE © 35
FISMBINE ~ ONTAP S2iEiE— 4 RIRMRERENR » WINESEZERHOERE - Bt - RATELERA ERASMBIN

A= R EASMBIREFTFRRISMBIIE

MRICABAMBANSMBREERSMBAIE  FIMECIFSAIRS AR FASMBNI
% o IRIETERR - RRESMBINE -

FAREETLF

eI AFECIFSTRIARSS L RAFASMBINE ~ LEINAEE AR CIFSMIARES EMFTAEHA - REFRHEZCIFSHERSS LM
FREHRAEIEEZESMBMNE « IR EZHHSEHAENEASMBRERALENSMBIMNE « AJLUFACIFSREAR
#3 L FERAISMBANE o

EINREMEFERIESS (SYM) KEHIMERAR « [RAEE(E -identity-preserve HEEIR
snapmirror create L AREEBRM SVM FIEERVAERESEARES ) ©

WMNRITEZTE -identity-preserve #=EIE true (ID-preserve) ~ SMB INEZEMREEEZIIBAM o

WRITETE -identity-preserve ¥IE false (JE ID-preserve) - SMB IIZBZEMREFASESEIBN
# o FEUEERT ~ BRI EMCIFSEREIZEMRTE R ATERE - MREEBERIFESVM EEAESMBINE « Al
WAJBETE B R E FEEUE CIFSREARZZSMBINE ©

1. MIT T EAP—IEEE :

NREAEECIFSHIRE LEASMBAEHNSMBIIE WARS...
INRE...

ERUB vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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MREEECIFSFEIARSE LIEASMBRENSMBINE #WMAGS...
THEE...

[ShEdEE! vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required false

2. FEsR CIFS fAfR2s EFRAEERY SMB INEEAREERMASEA | vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

° is-smb-encryption-required HB{UMBEIEET true MRFE + F1E CIFS ARSI _LEUE SMB 0
# false MIRBEFH

&5
T5&E ) ASVM VS1_ERICIFSERESEN B S ERISMBINZEIAE -

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

FET AR R IR S A MNESMB TIFREERIER

TR IR SMB TEFEER VBRI « UF B P inE D EAMZBNSMBELR - BHF
BNt FIERSMBR P in T{RFSER B B AP R L 2 MR EER ©

RIRERI(E
SMBRF % LIERE R rIUBE =BMEBE Rz — !

* unencrypted
SMBIEREEEARNNE - RREFFEREE (SVM) EBRSFHABRIMNE
* partially-encrypted
ERREEERELR « ERENE - EREHABARNE o REFASVMERBIMNE o
* encrypted

SMBIEREERETEMNE - ERASVMERRINE - HARRMEAISEERA « helseREA ° SVMERR
AINZERE G IMAEAEBRIINERE
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1. YT I EP—IRE

MRICEEE AR, B BABL...
SFEHEESVMEB TIEREER « EEISEMNZERER  vserver cifs session show -vserver vserver_name

TEFRER {unencrypted

partially-encrypted
1EESVM L5 E TIERSERIDBYINER 5%

encrypted} -instance’

vserver cifs session show -vserver
vserver name -session-id integer
-instance

#11
Toen S EELIERSEIDA2MSMB T ERS B L RE AR TIERSER BT ~ BIEMEBRE -
clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

EHESMBINZEMSTER

TR B ESMBINZ st B « W HERRLE B2 7Y T{EFRER AL

RINE o

RAMEIETE
o statistics HEPEREIRE R
B RHERELR -
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domain-user
CIFS ALIAS1
Unencrypted

L GIRMETIFEES « LA LUERELEF B R EEMER SMB TRREER

FREMNE ~ WL



SHHEE R 598

encrypted sessions RIENZERISMB 3.0 TIERSERE=

encrypted share connections R AR B E AR E RV I R &K

rejected unencrypted sessions MR Z B R ImINZIREMmEEN TIERER R E R
rejected unencrypted shares RERRZ AP mIIEIEMmEBENHAREHE

BB TR TR BRI R
* cifs AIESESIEFA SMB 3.0 TYERSEREY SMB H0%E o

MNEHFE S SMB 3.0 Rt ER cifs ¥ | WMREEELLENNZE TEMSERRE B BT (ERSERAREL ~ RTLL
EEERAVEILE encrypted sessions MRVEIH#EITEE established sessions st#(#8 ©

MREELLRMZLRERNE B B RERRARR ~ AT EERRVE L
encrypted share connections MABVEIHEITEE connected shares 5T#(#s ©

* rejected unencrypted sessions IEEFEI SMB TIEEEMNXH ~ Z LIEBERTENTZIR
SMB NZ B P ImEI TN ©

* rejected unencrypted shares IEHERERE SMB HAMNKXY - ZHAZTERBFZIE SMB 1I%E
A FIREITINE ©

X

AR FRBNERTERIEZE « ZRERRAERE R - MRS LBERIRE « ERILURIREFFEVER - F1LE
RIS FIRHEIERIEES) - NMELEERINEFRECEISEMRNER « UERLANEHRETILR - BIELLRAR
BhfCREE -

1. PR E AR AR A PR

set -privilege advanced

2. BYAERIREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

NRITKISTE -sample-id B ~ L EGRLEELELFHAIS « WRULEHIERS CLI TIEFEERAITAREE
Bl o BYfEE -sample-id /X FFEH o WREFEAERBICLITIEFEERFNITILE L ~ ERIEE -sample
-id 286 « i BB R TAIHTARES -

RIS M e E UM ST B RIRVENRS - MRICKISEER « SO FWERETFIANRMIRETER -

3. fFd statistics stop FLLIKEREAERNGS ©
4. 1BIRSMBINEMRETER -
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MREEER THIEEREN...

% T {EREER

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node_name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

MEZRHBEEERL A

connected_shares

EERMEZR TIEREER

node_name [-node node _name]

‘'show -sample-id sample_ID -counter
rejected_unencrypted_share

MREC RO TRE—EHRAIE

REIEIRERER

set -privilege admin

EWA...
‘show -sample-id sample_ID -counter
encrypted_sessions

INZR TIERS AN 22 I A T1EPEEL

established_sessions

Iz

B

BV RER

node_name [-node node _name]

“show -sample-id sample _ID -counter
encrypted_share_connections

node _name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_sessions

EEARMNERHAER

node_name [-node node _name]

B BEATER -node 88 ©



vl

LUF SR BRI BE It 17 e 528 (SVM) VS1_EMISMB 3.0/NZ&is1E R o
Ty oSBT ERERBR :

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

T L EELZEHIRIE RIS -

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

T5en < BB SR B P AT R ILAYINZ SMB TEREER AN E B IZAISMB T FRESES -

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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T8 < B ENRL I B PIEABRIRINZSMB LIERSER B A ¢

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

T5ap < BEmEE AP ERRE PR AR RAISMBH RN INZZ RISMBHFE &4

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

T7ar < BRI S HIPEABRIAR NI SMBHAERHAE



clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

FERAER
FERRT ARV St BRI A 5 EES

Z2MLDAP T RS ES @
LDAPEZE MR HES

HEONTAP INEEIRINAESZ PR INAESTIRINRESIRINAE ~ WETNAESZIRINRE ST IRIREFHAR ZEINAE
MHEEIEE - KUATHEFERKE (SVM) ERECIFSHERBELMRTE « UHE
FRLDAPEIRR#AS LAYERRE o

HEURBLOAPENE RERMERNESMIRITNTEN o () BMBLOAPARARE - LUBRA

XFERHKAEDN o [LDAPZEMEB4R %IﬁﬁiaHjLDAP,ﬁEEE TERE  ZEREH - AMEETE
Eo fﬁ%&fﬁ% none °

7£ SVM LE{A CIFS JRZEH LDAP 2EBZITINGE -session-security-for-ad-1ldap ¥EH vserver

cifs security modify BR% ©

7ECIFSfAfR2s LR FILDAPE EMZE

CIFSﬂHE%%«L/.\’Eﬁ'Eﬂ“EﬂZCIFSHHE%‘%}‘C%|“_i._$ s A REFERZEEMZE I IhAE R Active
Directory LDAP{RIARZ3E1TZ 2B ©

R Z Al
T BaADRRSBEES « WHEEENZ 2 MHHERE -

1. 327 CIFS fAiR2§Z 2R E ~ LAEUA Active Directory LDAP {EiRZ§HIEZEFNZRERE | vserver cifs

security modify -vserver vserver name -session-security-for-ad-ldap
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{none|sign|seal}

CRI LB BEE (sign » BRTEM) ~ BEREEH (scal HMBEEIE none s EEEWEE) o FBRE

% none °

2. HEs% LDAP BEEZHZHLZERTECIEMRTE | vserver cifs security show -vserver
vserver name

R SVM {ERHERERY LDAP {RlR2S R E A B R EM UNIX Bl ~ FlulfERE - B¥48H
@ RREEAE ~ BN BEFRRUBEHERERE -session-security FYEEIE vserver services

name-service ldap client modify @< °

% ELDAP over TLS
EH B ZEERCARENER

EE{FFALDAP over SSL/TLSZK{R#Active Directory’@ uﬂ#% s BB T id Active
Directory/&:EIRFEH B HEZBIRCAREBELREL E/REER 7*@ﬁ%ﬁ$iiﬁﬁiﬂiAscuﬁi$
18 o BEEXFHERONTAP HSITALLAREFHEE %S (SVM) L RIEREE o

FIsEZ Al

Actlve Directory’& mﬂﬁfﬂb/ﬁEﬂﬁfﬁiClFSﬂHE%%FﬁE HAEEITLRMRTE - MFE LK EACtve Director/&
FEARFSAVAERAE N ~ 552 FMicrosoft TechNetf2 =& ©

"Microsoft TechNetf2 I\ /& : technet.microsoft.com"

1. BUSHPAEIEIEHIAAIR CA JREE  pem XFHET ©

"Microsoft TechNetf2 I\ /& : technet.microsoft.com"
STRk1&
ESVM_EREIREE ©
TERAE AN
"Microsoft TechNetf2 Tt &E"
ESVM_EZE B HEZEMNIRCARE

MNEEELEELDAPAIRZs R EFEATLSETITLDAPESEE ~ (S BRESVM EZE B E
ZRIECARE °

RAMEETIE
EXFILDAP over TLSES «+ ONTAP SVM_EBISVM_EEYSTYLDAPRR E i AL 3EONTAP {E R RRZAS239.019. 1 B

”%EE o

LONTAP ITHAESZ$EAY9.263%A ~ ONTAP FREERTLSENAVERE A AT UE AL LRSS EEH G E
(OCSP) HiSEHLI/GEAREE o MNIRETLS EALDAPEIEOCSP ~ RISHRY /R 2 E B4 ﬁ%?mﬁ%
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*/F%E%
KERFEZNIRCARSE !

a. FHIRZEEI/REE | security certificate install -vserver vserver name -type

server—ca

FEEHHTETFYENE | Please enter Certificate: Press <Enter> when done

b. FAEUEREE .pen FRANFIRERER « BE8UET « £1EHENTT ————- BEGIN CERTIFICATE-—-——-—
WIAEER ————- END CERTIFICATE-—-—-- s REEGDIRTETT 2B &S

C. MR B IEERET /RS o
d. $ZEnterseil &gt

e 2oy . C oo
2. BRELEERE | security certificate show -vserver vserver name

7£1afR2s L EYFALDAP over TLS

EHISMBRIAREI B IELASMBEIARZZ Z 24 E ~ 7 BE{ERATLSELActive Directory
LDAPEIfRZFEITE 2 o
HEE4E o

EONTAP (ZiE#BE) 9.10.1F8% ~ Active Directory (AD) F&BARFELDAPEARTAL AN Z IRLDAPBE LA -
E“*E&%Start TLSE(LDAPSH A TIFFEER L2 MR EABEENE 1B# ZHEERBEBLDAPEGETEER

45 - ONTAPEE=HEMEAE AD EARESHY LDAPL BE84E ~ 55fFH -try-channel-binding-for-ad
-ldap B¥ vserver cifs security modify e e

BERAERE  F2HA

* "LDAP HEt"
* "2020 LDAPEERLEFILDAPEEE K ~ A Windows" ©
1. 327 SMB AARSBLZ2MHRTE « LA Active Directory LDAP {AIAR23E1TL 2 M LDAP &3 © vserver

cifs security modify -vserver vserver name -use-start-tls-for-ad-ldap true

2. KEs% LDAP over TLS 24 EBRES true | vserver cifs security show -vserver
vserver name

R SVM {ERERERY LDAP (RlR2S R E R B EREM UNIX Bl (FluifERE « B¥48H
@ MEREEAH) -~ BISHAZEIERN —use-start-tls I | i vserver services name-

service ldap client modify 8% ©

S ESMBZ BB LUES WA HETE

NLIBEZIETIE ABHIAONTAP ~ E IR ESMBZ & E « ONTAP 1£8E—SMBI{FBE
R ~ ERIEMIE R TIREZEEZINGE - ERMAINSRIESMATEAES o

ez Al
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AEEAFIHIESMB 3.05 EHhRA_EEITIHEF « A REERASMBZIEEINAE © IRIETER  SMB 3.0 EH#hk
NETEONTAP 1ESMBHIEIARES EERA ©

FAREETLF
NSRONTAP EHfEEE Lih| HBERAERS - SMBAFInE BENMEAIN A S EMERELR o

SMBL{ERSERPAVEIFRFEAR S B BURA N G EZBZBINIC ¢

* *FAFRIRFONTAP &5 FAJ1G NIC *

PR IHSENICRI—EELR « i TIEEEEEMEELR o

* *APIREONTAP ZIEEE LRI10GEEASTENIC

FARIHEEENICRS FI I INEELR « Wik TIERRIEGEMEER - BRIFAZEZE10GHIEATENNIC
EEIER o

TR UMER T2 8 CGERSHEIR)

° -max-connections-per-session

BEZEETRERATHRANERH - ERAI2EER -
MRCEEZRALLRREESHER « RIXAHA P IRERETHRLAVGERE « 2 TRRI32(EER -

°* -max-lifs-per-session

BEZBEETFREMBSNAERNTERE LR - ARS256EMEETH o

- BREREBAREAEPE | set -privilege advanced

2. 1ESMBfaEARE3 LRIAASMBZ4EIE . vserver cifs options modify -vserver vserver name
-is-multichannel-enabled true

3. EBBONTAP LEIHAERBCIIRSMBL BB TEFSEL - vserver cifs session show options

4. ;ROIEIRHEPRBEK © set -privilege admin

45

THIEREETRFIASMB LIRS ERBIIERAE R « BRE— TS EZELR :
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clusterl::> vserver cifs session

Node: nodel
Vserver: vsl
Connection Session
Idle

IDs ID Workstation

138683,
138684,
138685 1
4s

10.1.1.1

show
Open
Windows User Files
DOMAIN\
Administrator

T3 EEHIRETR R TVERSELID 12 SMBIIERSERRYEFAHE M ¢

clusterl::> vserver cifs session

Vserver: vsl

Node:

Session ID:

Connection IDs:
Connection Count:
Incoming Data LIF IP Address:
Workstation IP Address:
Authentication Mechanism:
User Authenticated as:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:
NetBIOS Name:

show -session-id 1 -instance

nodel

1
138683,138684,138685
3

192.1.1.1

10.1.1.1

NTLMv1

domain-user
DOMAIN\administrator
root

2

5

0

5s

5s

SMB3

No

false

7ESMB IR L ETEER HIWindows{FEE HUNIXE B E HE
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HETERUNIXERE

ERI LGS FERUNIXERE R E AT ERENE EEEE ALK FER « fiEfi8
EUNIXFIWindows Z ¥t FEMEI R E I E RFER o o3& ~ R ECBEBEE R B EMNFEREX
B~ B RFESR ETERRBIUNIXERZE

RIRERI(E

RIS » ARUNIXERENRMES Mpeuser) ~ ERTHERGRAEREHNBEERUNIXERERIINE
RIS E E B iBERTARUNIXERE - MIEENL B AFERARFERESE (SYM) RENLBEIRT
BREF o IRILEERBnullzF & ~ BIEABELUNIXTER ERE NS 2 FICIFSHEBRES - Wiz « BiIfEHA
B RERBERERERIRS « F 87N CIFSERES -

EAEAEFERAERUNIXERERPERECIFSHARE « ARG FIITRIFHE

* EAEEEBRSE -

* EAENMINCIFSARSEAHWindowsEFREEKE « CIFSEARSSHIE AT SENME (URCIFSERR
= L ERAZ AR ENEES) fo

* ERERERAEHEENIFS -

1. BREFEZUNIXERE .

NREA... BA...
fERATEZAYUNIXERE Mpeuser'] vserver cifs options modify -default

-unix-user pcuser

FEAS—EUNIXEREIRFMATERERE vserver cifs options modify -default

-unix-user user name

{SFETARUNIX{ERE vserver cifs options modify -default
-unix-user ""

vserver cifs options modify -default-unix-user pcuser
2. ERRTERUNIX[EHECIERRTE | vserver cifs options show -vserver vserver name

FEFHEFIF « SVM VS1 ERTERUNIXEREMNREUNIXEREREAFERUNIXERZE Mpouser']

vserver cifs options show -vserver vsl
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Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User : pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers R =

HERBUNIXERE

REREUNIXERAZFEBERNEAZEEEAEANERETHERZREUNIXERE -
WA SICIFSTEIRRSS © B « MRCRERERARSSEADANERE  BIFEZR
EREBUNIXERZE o FERERAATFREAZE TGN EREEFRECIFSERES (R
REREUNIXIER) o
REMEIET(E
RERBEUNIXIREEF « 5850 F5SIE ©
* YR CIFSTEARASHE A # ¥ T 43I S (S 1ERIARIT o A% B 1 EE B AR T 2 B sE E B « B EERAIEEETE
BICIFSRRES E R EAERAKEFERE « LiFEREHEEIEEMUNIXERE -
* MNRIEFEIERZnulF S ~ BEAREUNIXERZE °
s SAERITUNIXERE « ToeE HP—E#FEERILSE (SVM) 2BREERERMAREUNIXERSE °
* LEhRERES N EANGERE S HEMACIFSHEIIRSS EBUILTIN\G ZEHERMRE o
* Thomdirs-public) EIBEFEAMRBEENERE - WKREFREFDEANERERETEE « KItEE
EFREMERENERLE
1. T EAP—IESHE :

MREEE... BWA...

REREUNIXERE vserver cifs options modify -guest
-unix-user unix name

ERREUNIXERE vserver cifs options modify -guest
-unix-user ""

vserver cifs options modify -guest-unix-user pcuser
2. FESEZRE UNIX EEBIERRE - vserver cifs options show -vserver vserver name

E T ERFIF ~ SVM VS1 ERIFERRUNIXEREFIZRE UNIXERE IR EAFERUNIXERZE Mpcuser')
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vserver cifs options show -vserver vsl

Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User ¢ pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers 3 =

RAREIESFEHE Eroot

MRECHIRIEHPRBCIFSHP IR « BfEFEEREES (SVM) REAZEERHEHER
4~ Blis i BEE E /D —E B ArootEFEAIWindowstiR B « A BEZENSVM ERIIEZE ; &
i ~ :ﬂiﬂ—l,.\\/iéfESVM RAERE BB ERERER o

FAREETL(F

B2 IREHHEEFRAARERENTFS ~ AIBRESR /etc BRABERERIACL  AIRAMEESEE
77EX ONTAP #BAGIEZE o

HER
1. BERBRELAER | set -privilege advanced
HECIFSHIARESEIR « AR EIESEHEEEHEE oot

MRICEE AE...

BRATESE AN S HE S oot vserver cifs options modify -vserver
vserver name -is-admin-users-mapped-to

-root-enabled true BMERRE - RAEIESE
AHPPIFREIRPERE R4 root /etc/usermap. cfg
HIRFHEERBHRNIER - MIRTERBRRARE
EEBAAIRPRZEIIER ~ AIBETIUNIXA P iR
IEfRIEEERT « FEZEA Broot# R ©

EEBAREIES AN EHEE o0t vserver cifs options modify -vserver
vserver name -is-admin-users-mapped-to

-root-enabled false RABIESEHETIRS
FTHEEERBL - ARG E —(FREHE

ZFroot ©

- SRR EAPMEME | vserver cifs options show -vserver vserver name

3
4. RE|EIEHERIELR | set -privilege admin
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BEMEASMB T {ERSEREAR R ABEFER B

,.;':—JL,(EETLLSMBI{’EBthxL,&E’JﬁﬁE%*Eiénﬂ EEREREAEEEHENER
BEBHEERESS (SVM) ERSMBIERSERETTELR ©

RINERI(E
THERER A E RIEBSMB I RREFRIEAR -

* local-user
BEsE R A KCIFSERE
* domain-user
SREAMEERE (AICIFSMAARSZMN M EERIARE)
* guest-user
BRrE A IREERE
* anonymous-user

fasg mERENUIfERE

1. HErEIE SMB T{EPSEREARHIERELER! | vserver cifs session show -vserver

vserver name -windows-user windows user name -fields windows-user,address,lif-
address,user-type

MECEBETCREY TERENEAEENEN... BATISS...

FBRANREAISEEAEELNTA TIEMEES ‘vserver cifs session show -vserver vserver_name
-user-type {local-user

domain-user guest-user

anonymous-user}’ BRARKEERE

]
THep S EEETREAZE leubs\user!'] TESVM VS1 LY 2 T EREERMIERE1ER T (EPLER B ©
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clusterl::> vserver cifs session show -vserver publ -windows-user
iepubs\userl -fields windows-user,address,lif-address,user-type

node vserver session-id connection-id lif-address address
windows-user user-type

publnodel publ 1 3439441860 10.0.0.1 10.1.1.1
IEPUBS\userl domain-user

L EIAREFAZ HWindows B R IHE REHE

L_IE vserver cifs options modify Bn< AIELIES] Windows }Eﬁﬁjﬁ”ﬁﬁ’]g;}_ﬁ}iﬁ
Ql]%ﬁgcﬂﬁﬁﬁ' maH EREAENIEREE ~ AIUIHBNIERBEERS Y
IT’F[‘ SECNEEIBIAER ~ AEEEEREER o

BYTF3EEIE vserver cifs options modify EFEas< LUIES] Windows AR IRERERE - MNRBIBE
LERIENRAE ~ IFEEEXK  MEXEMSHE - E2FFELERIERT LIRAVB0%EF « hEHHIEXEMSESH

Y

I¢

mS

* -max-opens-same-file-per-tree

BECIFSEHRAGIBER —EER LREBRHNRAEE

* —-max-same-user-sessions-per-connection

SEESNEEEREFRRRMN TERERHE LR

* -max-same-tree-connect-per-session

SETEREREHERHEAE LEERNEREEEE LR

* -max-watches-set-per-tree

SEESNEERINERBB LR (thEs gEEm )

MEFERIRE « F2HFME ~ LERERIBVAERE -

FEONTAP Sf9.4FA%4 ~ FITSMBSE2hREL B R hit 4~ BYfAI AR 2% AT LABR I AR B iR TE SMBE MR _E X E AR RIRERIE
ERY (SMBR:E) - SMBIEAHEERHAFIREE) « BFEARSIIES)

AJ7E SMB #48 FIEFHREIEERE B FIREHES] -max-credits $EIE o HEIBAITEREA128 ©
) FR{ESFTE Eoplock iz FA B ims4 AE
F ARG INFE Soplock 2 E RN Z F B im AL AE

fE4ftoplocks (FHEHTE) *H*Hﬁioplock—ﬂ'_ HIbiEZ A AZEMIA « (BESMBA R IHEHITTES
FEEY ~ BB REEEMNAPIRRE o A2 AP imr] LGEEE R AIER ~ MA S EHRIEEE
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AR FEEFEVERIESS - WNUCAR DR E « EMIRAREE

#HEoplockZSMB 2. 115873 E K EFhRAS PR Y — &2 {E B oplock 23 ° #AE oplock FI:EFAFIHEB BN
{EISMB 2 [EIER1S K {7 B8 FB P iR IR EAR A ©

oplocksBmEEZEHI A :

c FEHABM ﬁﬁﬁ vserver cifs share create Eﬁ#ﬁﬁﬁﬁ"]ﬁéﬁ/ﬁ\ » B vserver share
properties FERYR DT

* {8 gtree B volume gtree create qtree BIIRFAIRS ~ 3 volume gtree oplock EIIERIAR
AN
7 [o]

fEFoplocksks « FEIRHREVEFHERNEER A

AREBERT - MREERERZFEESRE LB B ZKoplock ~ M58 _ERIEREF E = R
X ~ WS —EERERFOARFERNIERRI « WERREAMBEE A% B P i 2B
FoplockILFEUESE o WIREULHHFEAR S EEREIE « REBBABRAIGESERK

* ERBERAYATAE]
FHEEREARNERERTIER « FefEE FIBER TELRZER
o HARZEFASMB 1.0#17 ©
° HEZ_EB%BZoplock °
° REFEERPEfoplockXRERAIESE o
 EBERAREBBERET « BRI BERATEERER
 SEERERIEFIE ASERL
RENA B R EEMEREE « ERRERNtE - EEAREXTARER - EAFE—FETN - MRRERE
REBPERBEABZRS - AN BERRBEAEES TN - AANMREAEERTH - ERMTEXK -

I SMBHARIE A3 (= Foplocks

oplocks I 32 F P ImTE A FHEERMNIREAR « EMRFAERIEENNEE - EREER
#23 (SVM) LEBISMBHF _EEiFHoplocks ° TERLERT ~ AT SEE A E(ZHoplocks ©
& el LUE—EBUB 3= B oplocks °

RRERIE

NREESHAEMNEER R Aoplock ~ Bt AERoplock t AR EEA ~ BlZEAERoplocksZ{Z
B o ZAH A _EAoplocksB4titVolume oplocks%E ° 2R AE Eroplocks & 1= FE %1% A0FH Foplock ©

QTT@%Lx@%ﬁﬁ%ﬁ@i%%%?ﬁﬁoplock?tﬁJ%’TSEZ% A LEERMEABE - KA LiEEAMERS

1. MITERRITE) -
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MRITHEE, .,
EHARIEAE ~ THEAE LR Aoplocks

EHARIAAEEREAE _Efoplocks

R
E A=A A SMBHE&E EMoplocks

B oplock AR AE

ERtIR &M gtree L RIFA S = A oplockVan <

WA THERS | vserver cifs share create
-vserver vserver name -share-name
share name -path path to share -share
-properties [oplocks,...]

®

MREHFEHAREERNEARA
A~ Bl oplocks ~ browsable  #
‘changenotify AR « (EREE
S -share-properties I
SMB HAKH2# - NRETEEFH
ARSI AHEAASES ~ Blis
JBIETE -share-properties &

8 URBRZERBNERNES
E o

A TGRS | vserver cifs share create

—VServer vserver name -share—-name

_share name -path path to share
-share-properties

[other share property,...]

®

S FH oplocks B ~ A7ATERIIHEA
FFIEEHFAARBEE « BREREE
oplocks B4 o

oplocks I :E A P im{E st - SHEERFMIRENAR « EMIRFERIFENGE - (MEEME
TEHEFR & ggtree L BYA Z S B oplocks a2 © (St wAZBR 78 MBS v ATE AR E M gtree &

EXFA 8k {SFHoplocks °

* TERETEHARE B Foplocks ©
* {REESRTE I T VolumeBF{ZFHoplocks °

* ISR AR IR B AR & R SVMBI A s = A oplock °

¢ f&&e] MU #Eqtree £ A SVME Foplocks ©

oplockiE T 5% E 2qtree 1D OBYE M - BIFRr B AR & AYTER gtree © R TIEE L gtreeFRIEEoplocksk

TE * qtree Z 4 & R VolumeRJoplocksZTE ~ LEE8

B EL B4 Volume_EMJoplocks& E ©
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MRITHEE, .,
1T & s gtree_E B FHoplocks

1SRRI & Sigtree_EMoplocks

FERAER

B oplock AR AE

B s {=RIRESMBE AR tMoplocks

fEMALLa<...

volume gtree oplocks fEEF -oplock-mode 2
#5824 enable

volume gtree oplocks fEF8 -oplock-mode 2
R4 disable

B G EMEFERESS (SVM) ERISMBHF ERtAoplocks o 7ZERLEFR T ~ E0I 548
E{=Hoplocks ; & MR EERAEAE Efoplocks ~ AR SEEEEHEK

FHoplocks °

RNERI(E

NREESHABNEEE R FHoplock ~ BiZitB&MoplocktEBAREEA « Bz AERoplocksE{F
F - FHEHEAE _EMoplocksBe it TR &E Bt Hoplocks AL A& Hoplocks - 1A% & 178 FHoplock ©

TR AR R IR A H A& L RS = Aoplocks °
1. BUTBERITE) -

MREHEE...

BEBERENHAE « EHAE ERHBoplocks

BA TS | vserver cifs share
properties add -vserver vserver name
-share-name share name -share
-properties oplocks

@ TR LUfERIAESR D PREVE B RIEE
EENEMIAEE -

HIEHABSERMERAENEBARBFER ° L5kA
EENTAHBRATHMEERER

57



MRTHREE...
BRESERENHAEREAEAE Efoplocks

gl

BATIEGS -

properties remove -vserver

vserver cifs share

vserver name -share-name share name
-share-properties oplocks

@ AU ERLGER D PRBYR B RIERE
EBRHNEMERRE -

ECRENEARNATSRRANLARNTFERMER
gi@@f‘&%ﬁ%}ﬁﬁ’ﬁtﬁﬂ RBERBE  ANEERS

TS RITE T ERI4ES (SVM ~ fcaifBAVserver) VS1E « $1¥4%2 TEngineeringl FIHAEER

FHoplocks :

clusterl::> vserver cifs share properties add -vserver vsl -share-name

Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share Properties

vsl Engineering oplocks
browsable
changenotify
showsnapshot

THELEEHASVM VS1 E%% TEngineering] BItF&oplocks -

clusterl::> vserver cifs share properties remove -vserver vsl -share-name

Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share Properties
vsl Engineering browsable
changenotify
showsnapshot
HERAEN

#2137 SMBH A EFRY A 34 f= Foplocks

B2 #oplockiRBE
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MBI ESMBHAR LMHEAARS

B ¥FoplockiREE

,ak__[Lx(ﬁ"??E&EEmoplockauE’Jﬂ‘ﬁﬁaﬁnﬂ o fia] AfSEF LB ST 2R FI ER R LEFE 22 B oplock
~ oplock/E &Rk HoplockikR&E 4R ~ U@ B 1EHoplocktAE o GBI LURTE FEIPEHTE
Eﬁ*ﬁﬁﬁﬁuﬂ °

FAREELF

R TE R 2R B s B BB R B R BRFr A oplock VIR EH  Eth A] UE A2 BRI A HEREV
FEABRE - HII0 ~ ERILUEE Bt REEHEE B P iR PSS E BRISHIEERE ©

ol BB YRR BRI Eoplock I EE ¢

* #1ToplockAISVM - 25 « VolumeFILIF
* SHEUUID
* {EHoplockAYF B iR IPfirit

* 37 oplockAYERIE
* SHEFESMIGE (SMB) F2EE! (oplock)
THEARRE

* oplockfE 4k
FEARARREAISMB EIIHARF RS
* FAREHEID (MR BERFHEoplock)

52 vserver oplocks show FE « UESEESHBIEHRA o

HER
1. {EFAEET oplock AKAE vserver locks show 8% ©

Ll
T GRTFAHEERTEREN - FIETESR LAY oplock 8% read-batch Oplock fE#K :

clusterl::> vserver locks show

Vserver: vsO0
Volume Object Path LIF Protocol Lock Type Client

voll /voll/notes.txt nodel datal
cifs share-level 192.168.1.5

Sharelock Mode: read write-deny delete
op-lock 192.168.1.5

Oplock Level: read-batch
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T EHIFETARAHEE R ISIERRGHAE /data2/data2 2/intro.pptx o {EMEZE ERFFHA oplock
batch Oplock EB4RZE IP iitAMNBEAIR 10.3.1.3 ¢

@ BT AAEE © fp 2 F i Hoplock I ZHEEIRMER L o L& HI{ERERoplockE LAY
B

clusterl::> vserver lock show -instance -path /data2/data2 2/intro.pptx

Vserver: vsl
Volume: data2 2
Logical Interface: 1if2
Object Path: /data2/data2 2/intro.pptx
Lock UUID: fflcbf29-bfef-4d91-ae06-062bf69212c3
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0f8ffffcd44500300000000

HERAE
#2137 SMBHFRFRR A {= Foplocks
B = RIRAESMBHAE EMoplocks

E IR & Mgtree LRV S IE B oplockar <

B4R IR B E A ZE SMB1RIAk2s

BRI E A ESMBfEIARS A E

TrSMBfaARREE S EZEFHEFRIMMHE (GPO) ~ ER—EMA EHERAIEMS) rURA - &
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FiitActive DirectoryIRIZRVER o BRI AEAGPOEHREE B E—1EActive
Directoryd8isi z s 5 L Fi B 7 EHitgss (SVM) HIRRE

7ESMBEJONTAP BRR23_EEYFHGPORF ~ i LDAPZE :i{EX E Active DirectoryfAlfR2s + EREVUSGPOEH o IR
AISMBEIRRESEAGPOE S ~ Active DirectoryfAliR2s & 1&[o] F5IGPOE :

* GPO &8

* BIRIMIGPORRZ

* GPOEEMNME

* GPOFRRIERNUUIDIEE (BRM—HHIE)

FERAER
fEREREFEUES] (DAC) REEFRFI

"SMBEINFSIEIZEL L 2 145 it

ZEHGPO

AN IFFR A RVERAEIRA(E (GPO) #ERAINCIFSEEfFERMEE (SVM) ~ (BSVM
AIAH R BRI AHRABYGPO%E -

SVMBHRI3% & T5IGPO :
PEFEIZRRUAERE R
YIPHFE | SEREEURRIES
IEEERZPREINRA (CAP) EBMEMHHE « G TIIRE

° sRINFEZ

° {EFEIXBRINEMF

° (ERRIRRMEN

° FEIATh RS

@ MR=ERZERTAEEA—EERE (EREZBINENF « EEREMENS - RREZN
HANKREM) ONTAP - RIERIRFEZAIHINREH

{HHRE Audit Central Access Policy Staging MERE Advanced Audit Policy
Configuration/Audit Policies/Object Access GPO

@ EEFEREMRTEZRRAEREGPORE « N BTEERE LR TENCIFSESVM LR ERZ °
WMEKRESVMERTEREZ « IREERKRIEEGPORE ©

- BHRBE

° B CIFSEYSVMBYEH4H R B S R IR B REIFR
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fEFAERE Registry GPO
° BHARR BRI IR
fEFERE Registry GPO :
° BranchCacheRy3#& 3
BranchCache GPORI3fE M E HFEZIBranchCache/FEER o ZIE T =TI (EER

- SEALAE

" AIEEE

* Bf5H FARKE Registry GPO
° $&BranchCachefy§ &R 4

XE T =ZBMRRARE -

* BranchCache®$1Hk
* BranchCache k7~ 2
* BranchCache 5 1 kR 58 2 kR FRE Registry GPO

@ HEFERBranchCache GPORKRE ~ W EBELKEERELRTHICIFSESVM LR
EBranchCache ° IR k7ESVM_LE:%EBranchCache * B| A2 EARAGPOHRE « hEHE o

E

K3

° FERRRIEEMECE
* BREASN
IEEEEZINEASHRE « B TIIRE -

* SRR
* ERRZACHEMS
* BIRRES

» IR E S FHRRE Audit logon events BYERIE Local Policies/Audit
Policy GPO :

@ WMR=ERZERPREEA—EERE (EERZMIHEN « ERRAMEN « RRTE
ZRIHARBEM) ONTAP ~ BIBRIRFEZRINFRMEN o

* FERMHER
EE 2EZAHHFEERE « B TIIRE ¢

* SRR
 ERRZACHENS



* ERKRBES

* IR E S FHRE Audit object access BYERRE Local Policies/Audit
Policy GPO :

@ WR=ERZERTERA—EERE (ERZMINEN © ERRAMEN - REE
ZRITHANREH) ONTAP ~ BIERIFRFEZRINFLREMY -

© SERREH
BTSRRI - B TR :

ECEIEAR/NBBRACCEIENNE « SFEREMFCk

* FEBEEMECE (FEERRECE:) fEARRE Retention method for security log By
/E Event Log GPO :

* RAFCHAN
IEEFEIZGCERBI IR A A/

FHRTE Maximum security log size BYERFE Event Log GPO :

@ EEFEARZRAFSEGCHGPORTE « BN BT EEAE LR EMCIFSEISVM ERTE
FetZ o MNBRKRESVM LR EFREZ « IR BGERRISEGPORE °

C BRARERM
IS EEBGPOR RIS R R MR B SAE o
{FHRE File System GPO :
(D)  BEHRAfR PO ER Y EFERSVMA o

° Kerberos/EHl
* BRARERR
IEE B ER T NRABTE (UDEREN) o

fEFERE Maximum tolerance for computer clock synchronization BYE&FE Account
Policies/Kerberos Policy GPO :

* REERREAR
IEEERERRNRRSN (WNFREN) -

{EFHEEE Maximum lifetime for user ticket HIERTE Account Policies/Kerberos
Policy GPO :

* FREAHAPR LR
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IEEEREZRBONRRSH (UXRAEM) o

JM

{EFHERE Maximum lifetime for user ticket renewal MIEETE Account
Policies/Kerberos Policy GPO !

° EREERER (HER)

SR #E
EERENSEAREMHFIARNEREMEERE -

fEFERE Take ownership of files or other objects BUERTE Local Policies/User
Rights Assignment GPO :

* ZEMEER

IEEFERENEBRBEE « SLEERAENBEANIEEENER (FIUESR « BEXlZ&HActive Directory
Y)W EXAVAEIZEETE o

B E Manage auditing and security log HYE&FE Local Policies/User Rights
Assignment GPO !

- @ERANER (RBBRERE)

157 FIIBE B S AR R (A E M BHER B « BMEEAEMBHER ARSI AR -

ERENBEEAMERER - A seBPMERN B EIEX o (FARTE Bypass traverse
checking FYERRE Local Policies/User Rights Assignment GPO :

© BEr{E

== dh =
" EEEERTE

IEE R RANEFERLEZNSMBEE

{FH%E Microsoft network server: Digitally sign communications (always) BYE&
7€ Security Options GPO :

° [REIE®

5

EERERAENRSE « LB Z T =IEGPORE

- FHIBRRMRALE (SAM) 15F :

I 2458 TE AR E 12 B R LE H i fR4A B IS E 2 4R o ILIEIE G RETRA no—enumeration 1£
ONTAP Ff (lNREZXHR) o

{FH%E Network access: Do not allow anonymous enumeration of SAM accounts
BYERTE Local Policies/Security Options GPO :

* RIBRSAMIREFIHA

HZ2MRERERT RFFSAMIREMEHANESRSR o E3EIEEEERA no—enumeration &



ONTAP f (WNRBEZKHA) -

{FH%E Network access: Do not allow anonymous enumeration of SAM accounts
and shares MYE&JE Local Policies/Security Options GPO :

' REELFRHANAREE

#bﬁ%’l&%&ﬁ@ﬁﬁ%ﬂg%ﬁﬂyﬁﬁﬁﬂﬁﬁ o ILEIHEREMA no-access £ ONTAP 1 (MIREZH

fEFEERE Network access: Restrict anonymous access to Named Pipes and
Shares BYE&RE Local Policies/Security Options GPO :

BTREEENEERFARAERMENER - 8N Resultant restriction for
anonymous user [#it] H{IRE=(ERFBIESR GPO REMNEREHIIERAZE N o AJRERVEERIR
T -

° no—-access

E4LFERAEREFIIEENHANARLEE « R AFEASAMIRE ML AMNZIE - NRHIRERER
e HIRERERF Network access: Restrict anonymous access to Named Pipes and
Shares ERYA GPO °

° no—-enumeration

ERERERUFIIEENHANAREE « BEEEASAMIRAMERRITIE - MRS TMIERE
- MEHIEERS

" o Network access: Restrict anonymous access to Named Pipes and Shares

GPO EfZH -

* @& Network access: Do not allow anonymous enumeration of SAM accounts
Network access: Do not allow anonymous enumeration of SAM accounts and

shares BEYFE GPO °

° no-restriction
EXLFHAERATEGFEVE « o] LUERYIEINME - MIRFE FYMIBERYG - MEEREERES) -

" o Network access: Restrict anonymous access to Named Pipes and Shares

GPO BEf=H °

* WM& EBE Network access: Do not allow anonymous enumeration of SAM accounts
M Network access: Do not allow anonymous enumeration of SAM accounts and

shares GPO BfZH °
* ZPREFAE
CoI U RESREAE - EHFEERNEINFERECEZFHANMEE o ZBEEFRRERSIREA
EE s CIFSfRIBRZS 4B AR B B 2 HEIR EAN S ERFERIPEZNMEBIRBTER
E o

fEFERE Restricted Groups GPO :

* EREFHRAIRE
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IEEETEFIRRABE - EREFIRRIAABMNVERFIRAIRA « SRESVM_EZEEFAITFEER o

HEREE R
ECIFSElAR2s LB A ERGPOX &

ERBRFEUESR] (DAC) fREMEZRTFEX
"SMBEINFSTEZ AL 2 B HE"
EERCIFSTaliR2sKerberosZ 248 €
fEABranchCacheREX D A B)HISMBH AR RS

fEFASMBEE KRR CHERZE S

RERBELRE
RIEE R ERAENTFIIRS

EfcSMBaElARZERAGPOME K
HEESMBRIARZS LEREERAYMYE (GPO) ~ BHNRKNWBFREZIEEK °

* SMB#AZRTE R FREGIRME -

* SMBfRIARAF W B E AL N AWindows Active Directory#83; o

* SMBfARRES EIEIRAE AN E BRI o

* WEREGPOL ERE B85 SMBfAARE: BASYIHFHYWindows Active DirectoryZB#EE(I (OU) o
* WZATESMBIRARES LRUAAGPOIE °

7ECIFSElfR2s YA =RGPO 1

e ATECIFSRAREZs LRU A S EREHEFERIMYE (GPO) 1B - MNRIGTECIFSAARSS L
EYFAGPOX#E « B ERR| FERMEAGPO (EREESCIFSHIR:BEIYIHZ
HEM (OU) WIRR)) ERZECIFSEARSS ©

@ RINEERTIF
HATECIFSAARES LA TREHAERZLRUAGPO °

1. #1475 EL R —TEEHIE |

MRIGHE... AR .
ERAAGPO vserver cifs group-policy modify

-vserver vserver name -status enabled
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MREEE... AATZ...

ZFGPO vserver cifs group-policy modify
-vserver vserver name -status disabled

2. 758 GPO IBERIMFAEERIAREE | vserver cifs group-policy show -vserver
+vserver name

TREHEE N PCIFSRIARSSAVBHERARRSRER A [EFA) -

il
THEEHIRI T REFEREES (SVM) VS1 ERUFAGPOXIE !

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled
clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl
Group Policy Status: enabled

HEREER
ZEBIGPO

TECIFSfAAREs L EFAGPORIFRK
gn{AI7ECIFSfAARES L EH#TGPO
FENEMCIFSEARZE LRIGPORE
BT BRIGPOAHREHE

gn{al7E SMB fABkEs L& GPO

YN{AIFECIFSTRIARESABEH EHFGPO

RIETERONTAP ~ SO0 BN E AR AHREE (GPO) #FE—X - Z2MRTE
F16/\EEEHEBIE—N o NRETIBITONTAP EFHGPOZ AT ERFHMGPORAIERTE - A
BEEEEH  EolUIECIFSEMRES L {EFAONTAP flextorn S &2 FEhEH o

* IRIETER: ~ FTANGPOM B R B ES 0 iEEI T —RERENEA
IR EFRAIERAE ~ MR fFAEE Refresh interval # Random offset GPO &&JE °
A] & Active Directory A EVSEAE GPORIE l - ONTAPUI R Active DirectoryER#EFIGPORR A SIS =

g’:};CIFSﬁEE% * ONTAP RIS R EAFBIGPO ° MR hkAsski54E[E ~ RICIFSEAREE ERIGPOREE
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2B EGPOST16/\FEHMEIE—K -
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5£GPOZE
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SERE TS0/ BRI EAR 2 REGPO « ONTAP
@ EIATONTAP KRAsH016/ NS TRRR EEETE o BRWindowsFIF HINTERBTE «

* FrBHIGPOERRI LLEFAONTAP flexflexfcommand FEhEE# o

IE#F 2 1E#E Windows gpupdate . exe " /force B ©

HEREEER
FHFEMCIFSHARES EAIGPORKRE

FHEHCIFSERES LAIGPORE

QD%,‘SZFEE_LEDE%CIFSﬂHE%%J:E’JEi HEH (GPO) RIE ~ BRIUFENEMELER
TE o MRAEEMEERRE « Wt EMPIARE « BFELNERERKEENRE

1. PITEEMNITE :

MRICIEETE... AATRL...
EHHEGPOKE vserver cifs group-policy update

—VsServer vserver name

FrEGPOZE vserver cifs group-policy update
-vserver vserver name —-force-reapply
-all-settings true

HERAE RN
WN{EITECIFS{AIAR2s EEFGPO

FETARIGPOAHRENE

o] L BB/ RActive Directory R EZHIEHABIR R4 (GPO) ZHREESEN ~ WU FERIHRCIFSTH
AR2sAYGPOZHREE N ©

RAMEETLE

SR BB R CIFSTRIAR 2T B 48 Active Directory P E RBVFTEGPORAEE ~ S RETREBECIFS{ARRES

Z GPOHRERIAERAE -

1. T T EP—IESE - UETARRMGPOAARRRE :
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NRICERR TR EERRERBERAE . . BABL...

1EActive DirectoryHE & vserver cifs group-policy show-defined
-vserver vserver name

A

ERECIFSEFFERIKSS (SVM) vserver cifs group-policy show-applied
-vserver vserver name

el
THIEEHIEE R EActive Directory" R E ZRRIGPOARRE ~ HAACIFSEYARISVMATBAVS1ERL !

clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
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Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
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Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

m

THEHERERAZECIFSEISVM VS1RIGPOARRE !

clusterl::> vserver cifs group-policy show-applied -vserver vsl

GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
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No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-—-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

true
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gpr2
Central Access Policy Settings:
Policies: capl
cap?2

FERAEN
7ECIFSaElfRzs LA AT =RGPOX &

BT PREFHEGPORIGFAIE N

&R A B8R Active Directory P EZRAFHERAYYG (GPO) HERZECIFSHERZINZREE
AHEFARE ©
FAEELE
kT8 ~ SRR NYIER -

* BHERATE

* B¥RIRRIRRAS

B

FeEBHARRNEEE AR o PIRERVEAIHEEIE -

° Local £ ONTAP Rz EB#AH R AIRF
° Site TEMBIIERIILRYLA & FE AR R E B4R BB
° Domain E&FHARBZEMISIERIILRI4EEE AR 52 E B
° OrganizationalUnit EEFARBITEFEIEHILAVEMEN (OU) BRLERER
° RSOP #HEITEBREREHRFIER ZFIBBERAAERRAIE
* RIREFHATE
* BRRREHEETBNZIREHHENERENEE
 FMEZIREHERVEHEBE

BRAEPT AR UL ERPRTBFHE LGN BHE R B ©

1. T T EHP—IBSE - BERFTA R REFEGPORERIE ¢

MRIECER AR REAHGPORMERIE . .. BWAL...
TEActive DirectoryH7E & vserver cifs group-policy restricted-

group show-defined -vserver
vserver name
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NRICERBTFA XIREFHHGPORVERIEH. ..

BWABL...

EHZECIFS{aiRzs vserver cifs group-policy restricted-
group show-applied -vserver
vserver name
il

5 & 5| B8R EActive Directory48is HE & Z FREFAAGPOMERAE ST « HHCIFSEUBRISVMETEAVS1BIRE
4R

clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name: gpol
Version: 16
Link: OrganizationalUnit
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9

Group Policy Name:

Resultant Set of Policy

Version: 0
Link: RSOP
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9

THESEHIFETERECIFSEISVM VS1Z ZREF4HGPORMERAE !
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clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

e
BB RGPOHRERIE

BT ARERFIRAINER

& e] L BB RActive Directory P E &I RIFENRBISFAHE M ©
Y (GPO) ERZECIFSfalfRasEYHRFERBIFERAE o

RAMEETIE
K785 ~ ERETR FAIBH ¢
* SVM%& T8

* RREFERAIRSTE
» SID

* 39

« IR
- Ry
* B

()  TieesamRhmCIFSARSTERET - BABMTIIEGPO -

B

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

1. HUTTHEA—IREE « UERAAPRERRANER

St AT LR R BB AR R A
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MR CRBETFAASEFEFEURRABERE. .. BWABL...

7fActive Directory R E S

ERZECIFS{ER::

el

vserver cifs group-policy central-
access-policy show-defined -vserver
vserver name

vserver cifs group-policy central-
access-policy show-applied -vserver
vserver name

TFIERIEERActive Directory R ERRIFTAERFIRAIEN !

clusterl::> vserver

Vserver Name

vsl pl
3993546205
Description:

Creation Time:
Modification Time:

Member Rules:

vsl P2
822349040
Description:
Creation Time:
Modification Time:
Member Rules:

cifs group-policy central-access-policy show-defined

SID

S-1-17-3386172923-1132988875-3044489393-

policy #1

Tue Oct 22 09:34:13 2013
Wed Oct 23 08:59:15 2013
rl

S-1-17-1885229282-1100162114-134354072-

policy #2

Tue Oct 22 10:28:20 2013
Thu Oct 31 10:25:32 2013
rl

r2

T™EHETERERE L#FERKS (SYM) BFMESEFEEURRIE !

76



clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

FERAER
fERENRETFEUER] (DAC) (REIEZREFE

BT ARGPOHRERIE

BT RERRAFRRBIAERIE R

T ARERFIRARANER

(BT IABE SR Active Directory R 250 o 50 17 B B AE RAH A0 Se 77 BB RUAR R 4
&l o WA LUBBERFIRRAIGPO FBHARRIYIY) ~ B RERZECIFSHAMRSBNFRE
HYREFRAIERAE A o
RAREELIIE
TRIEREE R R EERAZEFFIRRAFHFAEN © (kiEx « G FIE !

* Vserverfaf&

* RREFEGRAINTE

* SREA

*© EIIFFRE

* {EChEEfE

* BRIERR

© EERAOHER
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* BRER

MRCERTEEREFIRRABEANFAEEFERRR WAGL...

RAIEH...

7EActive Directory R E % vserver cifs group-policy central-
access-rule show-defined -vserver
vserver name

EHRZECIFS{aliRzs vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name

#

T g HIFERActive Directory I TE #&Z R RFEURRIMBRIRIFAA R REZEURAFRAE ¢

clusterl::> vserver cifs group-policy central-access-rule show-defined

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: 0:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

TrSEHBEREEREEE HEAFERKE (SYM) NEDEFEURAERMFIEEREFIRRIRAIEN
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clusterl::> vserver cifs group-policy central-access-rule show-applied

vsl rl
Description: rule #1
Creation Time: Tue Oct 22 09:33:48 2013
Modification Time: Tue Oct 22 09:33:48 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

vsl r2
Description: rule #2
Creation Time: Tue Oct 22 10:27:57 2013
Modification Time: Tue Oct 22 10:27:57 2013
Current Permissions: O:SYG:SYD:AR(A;;FA;; ;WD)
Proposed Permissions: O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

HERIE

EREREFEUES] (DAC) REERFI
BB RGPOHRERIE

,,,,, B RFEURRRIAEREE

A EESMB Rk ElLIRP ZHEm <

TRENELE - ERMERAEN - UKREBBEMIHERIG S AL SMB 17
AR23 LR EHERE ~ LUIBEIEMBHE o

MR AR fERLEam<

S E ERAAIIRA N « [CRAE S vserver cifs domain password change
RAMIIRF S ~ B RHEEDNS vserver cifs domain password reset

2 ESMB1AIARES L B Bt B ERSIR 5 225 vserver cifs domain password schedule

modify -vserver vserver name -is
—-schedule-enabled true

{=FSMB alires LB BENERSIR P RIS E T vserver cifs domain password schedule

modify -vserver vsl -is-schedule
—enabled false
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BRI ETIaELR
RN R R 9 RIARESAERA AR
R LARERCIFSTAIARES L HRZREIRILDAPRIAR S A 4B I H 23 ERAE AR o

1. EEBTHEIRRTEIRSSERAANERN - FABA TS | vserver cifs domain discovered-

servers show

gl
T3 EHIFERSVM VSRR RN FIARES

clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HERAEN

ETREREMRRMARS
Z1EERMENCIFSRIAR S

BRIV ERRRERES

ERKMEHHRRCIFSAAREE LAYEARES « FIECIFS{RIARES 53 A RILDAP{E AR5 A0 A1z
HIZRNEFEN - TREARSBENZE « CIFSARSBREEIEVS S LI EMERSBNE A
Bifl - BEERNAIRSFREEERIER - ILINEERAR -

A A . : : :
1-$m)\7¢§ﬂm:7'. vserver cifs domain discovered-servers reset-servers -vserver
vserver name

2. BT EIERFINEIRESFEREN ¢ vserver cifs domain discovered-servers show
-vserver vserver name

Ll
THEH R ERKREMRRFEFERES (SVM ~ TRitERAVserver) VS1BYAARES :
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clusterl::> vserver cifs domain discovered-servers reset-servers -vserver

vsl

clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HERAE R

BT ERRARSBVERENR
{FIEERRENCIF SRl AR =S

EERRIIERIZRRER

TEONTAP INREEEHT9.35%A ~ (KAl UECURRABIIZHIZE (DC) AVFARAZFE o WIUME—2R »
ERLAERHR RS EPRFITE AN LB RIFRIDCEIF M ~ EMIRA AL ~ InfRIRIRME ©

RIRERIE

RIETER - BIERREFGREAEAANDC « SFEAIERARIDC « AMEULSPRIFAEDC « UKFIERIR
DC o ILAEREFIAE S EREREIEE ~ URERERIZFEFREAR - IRCELREECRANDCERM « HEE
IEDCA BB EEAFI ~ ERIUEERRT X o

7£ ONTAP 9.3 e E#hRAH discovery-mode FIB# cifs domain discovered-servers Bp< AJ:EKIE
I TFFHAP—ERFREE :

* REREEPBIFFADC -
* QERRSEIEEPRIDC ©

° default-site SMB fARSBHSHAIE RS ERIEN AR RIERIGIL S MRBPIL SR ED ©
* RPITEBREFIRZR  SMBRIARSZAHRZERUAIRIFAIDC ©
AEFEAIRT « KA ERSMBRARRHIIEADC °

1. I8EFABEIIRRIEIE | vserver cifs domain discovered-servers discovery-mode modify
-vserver vserver name -mode {all|site|none}

RVEEIE mode 2 .
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°all
BRZRFIAERAMDC (FAR) °
° site
RDCERRRFITEERIILS £ o
° none

EFERREFHIDC ~ MABITIRE ©

G IE R R AEEE 25

BBDNS BBV EZUBHIESISE - ONTAPEIE (BRI —ER S BB S SN B
(BB PR B ISR A o

FAREIRT(F
MREEREBERMEIEHISR FEEERT AR SHRARESH -

1. BB ERIFIAEIERILEE « FBA TGS .
vserver cifs domain preferred-dc add -vserver vserver name -domain domain name
-preferred-dc IP address, ..+
-vserver vserver name ISEMEFERILSE (SVM) BfFo
-domain domain name }5TEFEEARIIZHILLFRE 2~ 481 AY5EEE Active Directory 478 o

-preferred-dc IP address: ... KEWRTIERF > 15EEBAABEIEG I —EZ1E IP itk > LUESE
DIRBBER R ©

Ll

THM < g4 iEsI28172.17.102.2550172.17.102.24 112 Z=SVM VS1_EBISMBaE AR AR E
IHcifs.lab.example.com4I SN ZEX BV IE FRADIEIEHIB R EE ©

clusterl::> vserver cifs domain preferred-dc add -vserver vsl -domain
cifs.lab.example.com -preferred-dc 172.17.102.25,172.17.102.24

HERAE
ERIERREEERISRG <

EEERESERSRNGm
CRBMEBNIN  BRRERRDETEHRNHS o
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MREEE... fEMALLa<...

FrIg B R4 HI2R vserver cifs domain preferred-dc add
BRI B BV ARSI 25 vserver cifs domain preferred-dc show
2R 18 ARV ARIT I HI2s vserver cifs domain preferred-dc remove

MFEAER  HSHSESSHFME -

FERAER
IS8 R RVARIE IS 2E

BR R BRI 23 HUSMB 222 4R

EONTAP 1B TR ISENI IR TIRE ST IR EAASMB 2. 0hREAR E A IEFI 28 - MRIEE
TEAIEES 28 E(FASMB 1.0 ~ FIaAZBEEEM - WETHEE9.2FEIAONTAP ~ TE SR
SMB2 o

RIRETETIE

° smb2-enabled-for-dc-connections SR EEBEGHETFAERAR ONTAP IRAEEYFE R AKTERE - R4ARTE
2ONTAP (EA1ESMB 1.0 ~ ISMB 2.0BI{FH o R4t FAsRONTAP AEAISMB 1.0M ALK TEREARA -~ I
EXFESMB 2.0 o YN R4BIg I HI2s— B E A #FASMB 2.0 ~ BIZ#ERSMB 1.0 ©

SMB 1.0R]f/EONTAP INSE& (S E 4115528 o TEZEINFEY. 1HONTAP ~ tNESMB 1.0BE = ~ BIWAZERR
FISMB 2.07 SE B 4810 1= 51 8338 o

RABRAE
* "IETEERSERYFARYSMBhRRZ" ©
* "XIRAYSMBhRASELINFE" ©

@ R -smbl-enabled-for-dc-connections %44 false [ -smbl-enabled 58745 true *
ONTAP 1E48 SMB 1.0 E4RH AR P is » BEEEERZEA SMB 1.0 ERMARRES ©

FER
1. % SMB Z2M4REZA] AR E AL SMB fRZs © vserver cifs security show
2. [ T HEEEUEESMBRRES ©

3. FRHTEENGS smb2-enabled-for-dc-connections I8 o

MREIEESMB2%... BARZ...
ERA vserver cifs security modify -vserver

vserver name -smbZ-enabled-for-dc
-connections true
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NRICIAZESMB27... BWAMBL...

B=H vserver cifs security modify -vserver
vserver name -smbZ-enabled-for-dc
—-connections false

U B IR N B AR
HEONTAP INEER9.8FAYAE ~ AT LUSE B MZE AR SHELR o

RAREETE
ONTAP EEMEMIFITHILE (DC) @5l ~encryption-required-for-dc-connection BEIBRES
true ; TARR{EA false ° RTEILEIBR « R BSMb3F#HIHE S AR ONTAP-DCELR ~ [FA RBESMb37 218

:
B o

SEENZH DC @ - -smb2-enabled-for-dc-connections BEIEE AL « K24 ONTAP R&355%

1. B8 DC BIMNZE4EE ¢ vserver cifs security modify -vserver svm name -encryption
-required-for-dc-connection true

fEAnull LIEME B R7FENIEKerberosiziz R RIfETF R (B
ERAnu T{ERE R 77 ENIEKerberosiRIE HRV T R B AR E

null TYERSERZEN AR AR E R (FIMHEEFERAER) BHEMR - URERERS FHITH
FBRIRERFSHIRERR - ERPIHIEFER R4t REFIERERR - SiE8E4EnulTE
FEEER o null TYEREERABRE B E A FIEKerberosEEEE MeR 5T ©

HEFRRUEHR HEnull TIEFSERTFEX

B null TSR AR EEEE - R EEnul TIEMEERFIRMNAR RN BEHERA L
HREEIPAIE o

RIETER ~ RE RN TIEREER A P im r] A fZERE LLONTAP THEER 2N RRARTS ~ AINNLATIE ~ BEMZ
ZIPRE ~ EAFEUEAREFERAER -

ONTAP 3z#& Windows RestrictAnonymous E i E{EEL -restrict-anonymous 1 © 7]

@ EREERIREENnIEAEERNFNRRERNEZE © it ~ ST EREAS R LF
WIPCSHAEAE (EEMNTGREEHAE) o ° vserver cifs options modify # vserver
cifs options show FMEIRHEBREIEZEM -restrict-anonymous #IH °

PRIESERE « BRIBMITAKEEREFIA P IREBENI TR ERFIEETERA - RRATZIRFIBANM
B MeefEAA') - EEREHFIERFRRERANINUITIERRFH « SR E2E T —EFREnul TiE
PEER A P IRFRERIEHAE ; BILILEHARREIRFIRERAFI « LREEBInul LIFERARIRNREFERAE
IRIEMR o

84



ONTAP £ EIEEE L vserver name-mapping Si R ERITEE AFFER null EAE TERSERFEHE
RAEFERNAPIR IP A3 o ZnulfERBERIIAEAZE « SAUHHEERRnITEREN#HERAE RNE
TRRERR ~ I5EFENRS o nufE B ERHABIAERE A o nulfEBEEEEZEFERIEREBER

WHFEIPAFEHREFRRERNICERE « BRI THRNEREER - FZ2BENTANER « UL
REREENEIEREHBNRHERR - SEBRARE  AREFERARNMEEEWIERERFERRE
B89 P iR B AVARES | ~ LUBESRIPGIE THREE) AYETREME o

TERAERR
REE R ERAENFERS

REnullfEAERERRRHBIFIE

eI L R— AR A Hnul TR A P in(ER « Wackknull TIERSER AR R imAYIP{IIE « X
EFMEEREFRFEASTERANITFREEREFNENNARIRSE « FBILAF Ul TIFERA
FinFB#FRAEIR

1. {#M vserver name-mapping create 3% ° #%F null FREHEZEAMAENR Windows {ERZE » Wi
1P MERTSE ©

THEmLEFnulEREHREERE AN EHBTBgoogle.comiusert -

vserver name-mapping create —-direction win-unix -position 1 -pattern
“ANONYMOUS LOGON” -replacement userl - hostname google.com

Ty L E#nulEREEHEEREREMIPIIL10.238.2.54/32 user1 :

vserver name-mapping create —-direction win-unix -position 2 -pattern
“ANONYMOUS LOGON” -replacement userl —-address 10.238.2.54/32

2. ffM vserver name-mapping show ME:RAIBHEMSDS o

vserver name-mapping show

Vserver: vsl

Direction: win-unix

Position Hostname IP Address/Mask

1 = 10.72.40.83/32 Pattern: anonymous logon
Replacement: userl

3. M vserver cifs options modify -win-name-for-null-user 852 Windows il 2 E&IEK
4 null iERAE -
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HEEEREEAN AAnIERER BB B ERER o

vserver cifs options modify -win-name-for-null-user userl

4. {8 vserver cifs options show FARHEER null EFEE Windows {FE&E S B4 HEM S < ©

vserver cifs options show
Vserver :vsl

Map Null User to Windows User of Group: userl

E12SMBfrAlAR2sFINetBios 5%
EIESMB1EARESAINetBiosfl L 4EEE

NetBioshl & ESMB{AlRZs FE 1 %TE - SMBR B iRA] 142 ZSMB A iRZZE(ER - B
B EHMEZ ARSI E R EZ S RISMBfAlARSS © 1 % EZSMB1alikzs ClFER 1A 1E Z A ARas %
fEEF « BRESMB1{aEAR23AINetBiosHlBIEEH ©

1 A] ATE 32 7 SMBfal AR 23 B el 2 7 SMBfal iR 2s 2 B RYE(AIBS T ~ 35 —{ENetBioshl%/BE  IERTLABERIEEE
FhiFTIE A2 FRNetBios A% o R LUfEENetBiosh! 7B B RRE (AR IBELR ESMBAARES ©

FERAER
BB RTCPESR _EAINetBiosEHl

i —4HNetBios 7|4 ESMBfalARES

YNRICFHLSMBA A i E A B L EREISMBREARES ~ ERILIZII—{ANetBiosH&iFE
I =¥ NetBios 5l &L IR B HINetBiosH /B E ©
RN EETE

* NetBiosh|RERZ A A15EF T ©

* RERZ A L TESMBEIARES L5 E2001ENetBioshl % ©

* RAHFEA TS

@#* O =+[]]5 " ~<>\/7?

1. ¥i% NetBIOS B4 :

vserver cifs add-netbios-aliases -vserver vserver name -netbios-aliases

NetBIOS alias,..

vserver cifs add-netbios-aliases -vserver vsl —-netbios-aliases
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alias 1,alias 2,alias 3

° R UERALGE R D PRV BB RIS E — 2 EINetBios Al % ©
° ¥8EHINetBiosH| L EHIEERAFE -
c MRBEEMZER - A EEILAINetBiosHI B BE o

2. FESBEIERERTIE NetBIOS BlJ% : vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

HERAE RN
¥NetBios7% B EH#xNetBiosH%

BERCIFS{afRES - AINetBios 35 8

tNetBios & ;B E T xNetBiosi%&

YRR RECIFSARS N ENetBiosHIA  FTMIEERBIRELNetBiosRI4 o 1
AL B B RIS IR BNetBios R4, <

RAMEETIE
SR U E A LUE SR D BREV B B K% P52 {ENetBioshl% o SR LUIEBISE KB CIFS EiR23 LBIFFE NetBIOS
A% - MABE -netbios-aliases 828 o
TR
1. HITTFIEAP—IEENE !

MRIEEZR... EiA...
BEPMIFENetBiosHl% vserver cifs remove-netbios-aliases
-vserver _vserver name -netbios

-aliases NetBIOS alias , ..

BETRFTIENetBiosHl% vserver cifs remove-netbios-aliases
-vserver vserver name -netbios-aliases

vserver cifs remove-netbios-aliases -vserver vsl -netbios-aliases alias 1

2. BB BPRIEER NetBIOS A% : vserver cifs show -vserver vserver name -display
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-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 2, ALIAS 3

FERCIFSTaliR23_EAINetBioshl &5 B

A IAEERNetBiosh % /5 B - EAAEFEISMBRA P in ] B4R ECIFSAARaSHI B IEFE
s « EIRNBERER ©

1. MIT T EHP—IBSE -

MREHERTRAR.. . NEH BA...
CIFS{aElAR23HINetBios 5% vserver cifs show -display-netbios
-aliases

SHAHCIFS{aARZ B sTAY—2B 3 ENetBiosHl B E vserver cifs show -instance

T & 5IFERCIFSfRARZSAINetBios 5 % HHRAE M -

vserver cifs show -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

TH B HI R REFACIF SRS E I —EB 2 ENetBiosh! %G E -

vserver cifs show -instance
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Vserver: vsl
CIFS Server NetBIOS Name: CIFS SERVER
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description:
List of NetBIOS Aliases: ALIAS 1, ALIAS 2,
ALIAS 3

MESRTHEAEN « sA2RFMmE -
1ERAE N
i —4ANetBios 3l ECIFS{AIARES

BEECIFSRIARERRIEN <

FEfSMB A P in e & ffFFINetBios Bl % iE4R

e FERSMB A P ine S EFINetBios | E1TELR ~ MR  BlZERHHMENetBiosH!
LETEL - EEREHHEESHERERR -

RNERI(E

S B H —1nstance EE/T\-E—i SMB E4FHREAEEEY NetBIOS B4 (gﬂ%ﬁ) 2 - NEFEA CIFS Rk
Iy IP (UL SMB 4R - B ZEHIH NetBIOS Name % - (GEFIR) o

1. SITFRERRIEN(E -

MREEZE TR TY/TEENetBiosEH... gHA...
SMB E48 vserver cifs session show -instance
{E 5 EBINetBios | BYEAR - vserver cifs session show -instance

-netbios-name netbios name

TS FIREREER TR ERID 172317 SMBE4RFTFIHINetBiosHI & & :

vserver cifs session show -session-id 1 -instance
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Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

EIREESMBRIARES T1E
{Z1E SR ENCIFSalAR2s

eI Z1ESVM_ERICIFS(ERES ~ 2
BRFRA A o [EAILABRENCIFSTRIARES R EFERENSMBIZEY © {ZLECIFSTEARES Z & ~ f&thA]
LUERIE SRR (SVM) AN ERTGE o

1. MIT T EHP—IESE :

nodel

vsl

1

127834
10.1.1.25
10.2.2.50
NTLMv2
EXAMPLE\userl
userl

2

2

0

1d 1h 10m 5s
22s

SMB3

No

true
domain-user
ALIAS1
Unencrypted

EEAEEABIBSVMBHRAEFEINERIF « THITIE
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MRIGHEE... BWAL...

{=1FECIFS{aIARES ‘vserver cifs stop -vserver vserver_name [-
foreground {true

false}]’ EX#CIFSTRIAR2S

‘vserver cifs start -vserver vserver_name [- false}]

foreground {true

-foreground IEEM T EERRAF RHT - MRIEKRBALLSH « HIERERS true’ HIRERE
AT o



2. {FEFEREE CIFS [AiRES EIERAE R T IEME vserver cifs show 88% ©

gl
THemLEESYM VS1 EREICIFSTEIARSS :

clusterl::> vserver cifs start -vserver vsl
clusterl::> vserver cifs show -vserver vsl

Vserver: vsl
CIFS Server NetBIOS Name: VS1
NetBIOS Domain/Workgroup Name: DOMAIN
Fully Qualified Domain Name: DOMAIN.LOCAL
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up

HERIEN
BT ERRMARBVERENR

EMREREMRRARSS

¥ CIFSfalR23 B ERFERIOU

IEEIEERANOU « BAICIFSAMRBRIIZS BfE R R R AREME (OU
) CN=Ef& o IERIUERE BAFCIFSERSIFZERRRIOU °

1. EWindowsfAIARES |k ~ BARR ™ Active Directory(EFRZEAERL*) BHRASHE o

2. B HFEREMES (SVM) BYActive Directory#f5 o

3. B Li—TBEGHE « ABERCEE” o

4. FEEUTEBASVMEE I RAHERIOU
#ER
SVM¥I4 &R E EEEEHIOUH ©

TR EISMBRIAREZ Z AT « F5/CIECASVM _ERYENAEDNSHE I

R IEABE Active DirectoryZE 5N DNSTRIARZI LG SMBAIAR 281 = H M AT5 K ~ ZEDNSH
ENREEERSMB R ARZSFYDNSECE: » BB BN HFEEMES (SVM) LRIEIREDNS
(DDNS) -~ A Fe##HSMBTRIARES ©

G Z Al

WJATESVM LIECADNS R EARTS ~ 7 SEEFADNSHENE « HP B3 & 5 SMBRIAks E&R A Z #AEIS R ARFS (i
Bkt - IREERHNZZERIDDNS  BlAZAfERActive DirectoryZ 5 HIDNS & {AIARES
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RIRER T

EJADDNS (MIRESVMLRE) € EHEEERILIFAIDNSEEERFTIE EMANE  BIRIGAEIHHIDNSEHRAEEH
WRYSDNS AR MR © S BFENMIER o

EEERESMBRIARES Z AISTDDNSIERL « 52 R T7IE&E !

"SR E BREDNSARTS"

& SVMANAActive Directory48iz}

e LUE B8, ~ S {EFERE2S (SVM ) A Active Directory 4813 ~ mEEMIER
IRER SMB faAlfiRes vserver cifs modify i< ° KR EHFINA BRIEVARE ~ 300
AFTEOAELE o

FIsEZ Al
* SVMAZHE BDNSHRRE o
* SVMHYDNSHERE A AREST 7 B IR AR (HARFS o

DNS{AARas A6 S AL DAPHI I 1 23 (R AR S RIARFS (L B 5cdk  (SRV),
) SN
* CIFSAARSMEIEREALARES TEE - A REMEEIE N Active Directory#Ei o

* MIREBLAMINTTR « RAEEREGEERA Tups ©
* INAMEIRET ~ b < PIAE R A 0 SRR B Al 7 BESTRY °

1. % SVM DA CIFS faElfR2348is . vserver cifs modify -vserver vserver name -domain
domain name -status-admin down

WMEEHAET - BB FME vserver cifs modify 8% o MREEEEMRTEHABIEA DNS 55
ZBEMNFME vserver dns modify % o

HE% SMB alAR25#E 1L Active Directory #2351k ~ (A BRI RS B EIHEIRRY Windows tRE B IBHZ
BE ~ LUBERENIIEE ou= example ou FHIR2F example.com 4iF o

#EONTAP THEEE#79.75344 ~ ADEIE B A LURHEKeytabfEZEMIURI ~ EAIREEFEWindowstE B & B2
HNERFE - EEWE URI B~ FRENMA -keytab-uri 828 vserver cifs @< °

2. HEE® CIFS fAlARES NI FAEERY Active Directory #4815 : vserver cifs show

el
ETHIEEFIS « SVM VS1_ ERISMBEIARES MCIFSSERVERT') &1 Keytab&iz5 M Aexample.com43is :
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clusterl::> vserver cifs modify -vserver vsl -domain example.com -status
-admin down -keytab-uri http://admin.example.com/ontapl.keytab

clusterl::> vserver cifs show

Server Status Domain/Workgroup Authentication
Vserver Name Admin Name Style
vsl CIFSSERVER1 up EXAMPLE domain

FEBRITCPE4F L ANetBiosE &l

(AT LIBRTRARITCP LiNetBios (NBT) MEARIIEIH o BIESFHHHRENeBiostERIIIRY
BRSRA o

1. £ vserver cifs nbtstat BERREAF TCP E4R _ERY NetBIOS BE:HIER< ©

() A EBEBIPGRHNNeBosLIERSE (NBNS) -

&)
LUF&Ef2ER Mcluster1') BINetBios&iBARFEE T -
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clusterl:

:> vserver cifs nbtstat

Vserver: vsl

Node: clusterl-01
Interfaces:
10.10.10.32
10.10.10.33
Servers:
17.17.1.2 (active )
NBT Scope:
[ ]
NBT Mode:
[h]
NBT Name NetBIOS Suffix State
CLUSTER 1 00 wins
CLUSTER 1 20 wins

Vserver: vsl
Node: clusterl-02
Interfaces:
10.10.10.35
Servers:
17.17.1.2 (active )
CLUSTER 1 00
CLUSTER 1 20
4 entries were displayed.

57

57
wins 58
wins 58

&2 SMB AR <

CREMBERIL « B ~ B2~ (F1E ~ B®) ~ FMIPRSMBEARES - B e T A ERMER
BRIk - @ENERKBIRPZNE « BHEHSRPZBEE « DURTIEEZRNetBios

lIEZR

yu%lu\lu\ﬁt
#2317 SMB falfR2s

FESMBfRAR2ZHIIERAE
&2 SMB fRIAR23

i SMBfal Ak 8545 2 H fth 481
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vserver cifs

vserver cifs

vserver cifs

vserver cifs

|||||

create

show

modify

modify



{Z1ESMBRIARZS vserver cifs stop

ExESMB1alikzs vserver cifs start
MIk% SMB fAlikReS vserver cifs delete
BRI BEIHIEZRSMBEIAR2IAVE RS vserver cifs domain discovered-servers

reset-servers

EESMBRIAR2: FIE 23R A H 5 vserver cifs domain password change

BHXSMBEIARZSHIE 23 IR P B85 vserver cifs domain password change

BFESMBRIARZF IR A R B ENZRIEE T vserver cifs domain password schedule
modify

#riE SMBfEIAR 23 AINetBiosH! 4 vserver cifs add-netbios-aliases

#FRSMBfAIARZZAINetBioshl% vserver cifs remove-netbios-aliases

MEFHMAES  F2RSERTHFME -
FERAER
"MF% SMB fRIARkERET « AEEREMEFETHEAEFR"

EXFANetBios & 1EBARTS

#EONTAP THEEE RS ~ TER ZEANetBios2i8ARTE (NBNS « ARFEAWindows43FE
R B TBARFFTLWINS) o JLRl ~ FimdER 2T B TWINS « 2 BXABEEERELS
EUFACIFSHf#TFERIEES (SVM) o EERILIEREERFITEEENBNSHAERE « [EA28E
HHTAICIFS{RIAR23AAFEERFENBNS ©

FaYaZ Bl
* MNBEELERANBNSIEFARONTAP ERRZASO ~ B RNEESER U T E - NBNSHE SN AT —EEE o
* FiBudp (E#EI8137) EXFNBNS
* AL BHEBIPV6HINBNS o

1. IR AR SR A HERE o

set -privilege advanced

2. 7ECIFSalAR2S_EEXFANBNS °
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vserver cifs options modify -vserver <vserver name> -is-nbns-enabled
true

3. IREIEIREREAR

set -privilege admin

ERIPv6E1TSMBZEXA SMBARTS
{EFIPV6RYTER

ESMB{RIONTAP Rikgs EERIPV6Z AT ~ SRR HIZEMRLE R A A S BRIPLE AR AN BV SZ 4%
LU 2 e SR A3 4T o

AEFEREERONTAP
EV{ESMBISHERS « IPVOREE4SHRISHE o
SMBERHIHE R TR

* HHSVM ~ ONTAP 1BFfA SMBEEIIRERRZS_EAIIPVE o

() A HBSBIPGRENNeBosHIERE (NBNS) ©

X & SMBZEXHICIFSARTZBIIPVE

tﬂ%iﬂﬁgr‘cwsﬂﬂﬁéﬁtﬁﬂa|Pv6 s IR BB ERONTAP WAl 1B IPV6EITSMBTE
BN ~ LUK A4 RR B s SR EI TCIF SHRTS ©

Windows A F in B{R) iR 28 2 1&
IS EIPVERIWindows {aReSFI A A i ¢ ONTAPLL T sREEMicrosoft Windows B B im#l{al AR 2§ IPv6 2 4% :

* Windows 7 » Windows 8 ~ Windows Server 2008 ~ Windows Server 2012 E#kr 249 1&IPv6 B SMB
FEZE L K Active DirectorylR#5 ~ B#EDNS ~ LDAP ~ CLDAPKerberosfR#F ©

QD%EQEIPVGSLLM Windows 7F1Windows Server 2008 K& B #ThR A THEE & £ IPV6 2R H1TActive Directory
ARFS o IRIBIBIPVEEARETITHINTLMAIKerberoskEsd o

S EHIFRAE Windows A B iiONTAP &R A] LUER IPVE{I3LELAF ZESMBHEAE ©
N Windows FAFix ONTAP XEMRITE « a2 "E@tHiEER" o

@ IPv6 R ZIENTAI, o
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RESMYICIFSERTS 245
F&7T IPv63z 35 SMBHEZE L AFActive DirectoryfR#5 2 9 ~ ONTAP 2B F5TEERIIIFEEEIE ©

* ARIRARTS - ELERHRERIR « BERTERE - B RENERKRERR

* [ARESIHARTS « BIEEIAEE BER (X BHERINEE) -~ symlink#IWidgelinks ~ BranchCache + ODX#EZSEI &
BHENEIRLRER - MER

* EEEFINEERT « SfEEAWindowsAHEREMEBHEETFIUEGIMERERE « EACLIREEFEIR
MIER/RA] ~ Z2IEH  ERBEEEE « UKEIESMBIES)

* NASZ EEEREREIZ
* FPolicy
c FETANHREZRE - BEEHINERERVSS (FBESMB_EMHyper-VARREER)

AR A RRRE AR TS S Ik
IPv6s< 1R 8L T 5! % AR TS Y8R

* ARIEE2R

* DNSfalfRES
* LDAP falfR2s
* KdcfrlfR2s

* NIS fAAR2S

CIFS{ARRIS N AIEFIPVEEAR = SN b AAR 2
HERUNERRIVER « CXAEECIFSARSSEEREINIAARBEFFUNFIERIPVG6
* BRI

MRERELEFTINEEIARES « BBEEAYCR A AZEEL B Byt AVEERUARR] o B0 ~ NREBLRZEIPV6(IL
it ~ BIFEECIFSRIARSINEFER S (SVM) HEAEBIPVEIEMERILIFSEIELIF « 7 BE(EAIR{L
Ht o FEIRRH ~ WNREBREIPVAILE - SVMABREBERLIFKEELIF - BZERAEBEARIEAMINIPVA
firdit o
* HRFERDNSHEIRRNERSS « ARSERVHITAHRNOT ¢
° NRFEE HEAIPVG ~ B|I ZIEREIIPvE ARSI AL o

° MNREE FEEAIPYG « BIERIRFIEZRIPv4ARIPvefaEARES it o 1Rt FrBEARESHIERYE ~ U KkIPV6
FIPVAERFEBREGENATBAEME « S FERAEMEEE o FEERSHERBARIFERASES
SR EHABRAARTS ~ BIUNLSA « NETLOGON ~ Kerberos&LDAP o

* DNSfalRAFE4RAE
SVMTEE4R ZEDNSAARZEER EEEAIPV6 ~ BURIEDNS AMBARTFSAERS o UNSRDNSARFS R E 4 £ IPv61iL
Ut~ BIEERIPV6REILELR - IRFE  DNSHIBARFSHERRFTIAERIPVAIL « SEDNSAARSSAYERALE
fEFIPVA{LiL - FREDNSRMBARFSET « RIS E IR E R RYIPve UL PV o

* LDAP falfR2sZE4R
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SVM7EE 4R ELDAPEIRSEE S ﬁ%lpvs BURIRLDAPF Rim4HAE o NRLDAPH B iRsRE A E R IPV61iL
3t ~ BIE(ERIPVEIRILELR c MNREE  LDAPH PRSI LUEBIPvAIE « LUFELRELDAPEARSS ~ 4
MBE(EFRIPVAfLHE o 35 LDAP%)EJﬁﬁ%H EBF « AIISEIPVOiItEAYAR S o

()  LDAPRAMHBIERIBELDAPMEUNIXERE « B Rnetgroup L HEIRIS (2R -

* NIS fAlfR23E4R
SVM E4RZE NIS fRIARESFEF 2 ER IPv6 ~ BURKY NIS ZTBARFS4EAE o AN NIS FRFSREAEMA IPv6 i

Ut ~ BIEER IPv6 EITER o MIRFE ~ NISHIBARFSAER AT IAERIPvAIIE « UEEHRENISAIAREEE
BEERIPVANIIE » RENISHIBIRFEE « BIISEIPVEIUtAYAES ©

() NISZABERRREERSBUNIXERE « B4 - netgroup R E A TBIL -
HERAE
BAISMBIIPVG ((EIREEEIER)

B iE R EmIPv6 SMBL{EREERRIAERAE

EXFASMBHIIPv6 ({E[REEEIES)

ERERTEHE « TERBIPV6AEE - EEEIES AT STHEERTE ZBREIPV6 ~ 7
BENFIPV6FEIYSMB » EEEEIESRAIPVERT « SR EZEERUAIPVE

1. BYF IPv6 : network options ipv6 modify -enabled true

WNEEEE FEVAIPVe KR EIPVE LIFRIEHAAE N « (A2 MR EIEfsm_ -
IPv6EERFE © BIRE AN SMBIEEHIIPVE BRI EMRE ©

FERAER
BEE R BEMIPV6 SMBLEFEERHIABRAE

"R EE
ZFHSMBHIIPvV6

BN RARREIATT S E FRVAIPVG ~ E{NE L FERERNG S RKEHASMBRIIPYG o
MONTAP EX2EEIEEEAHEE FREMAIPVeINEE « BISEHIPV6 o [fEZBEEE
EIEEEE - RN AEIERBEIPVeRINE o

MFEERE LFRIPVeRFAEN « SF2RMRERERE_ -

e EE
"R E I
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BL P R B IPv6 SMB T {EPEELFUEREZ R

RO A B R BE R B IPVe 4B ER S 47 FUSMB L /EPE EXFBRE B AT o b B &R Bl BRI ErmpLe B
BiRfEAIPV6ELR « UREMMBRAIPv6 SMBI{ERSERRIEAE: o

1. SITFRERRIEN(E -

MR EREEHER... BAZ...

HIZEEHEE (SVM) BISMBI{EREER={EAIPV6 vserver cifs session show -vserver
iR vserver name -instance

IPv6 AT iE AT ELIFAIEITSMB TS ER vserver cifs session show -vserver

vserver name -lif-address
LIF IP address -instance

LIF IP address #&#} LIF BY IPv6 fiilk o

EFASMBEE EHEZFEY
REZEIRI
Z2RENUMEAIFEERTFE
ZERAREFEAM

HEMBERFENRZEREE { UNIX ~ NTFS  SEERRHE—IE - BELZERAHBERERDN
REATEAERNENTE - TR AREARNEE - UEFRLATCHENEEEENZEE

ae
BE o
o

AR « LERNIRREWPLE R P IREE A U EEFNER - L2 I GREONTAP BRERIER
TFERBVIEIRAEEY ~ DURMBLE A P in iR B rT LUE DS AR -

B0 ~ MR EEIEE FEARAUNIXZ RS « BISMBRARNEIZIER (AR BIEmERE RigHE)
EAONTAP tbAZEEEIGENAE - RIBONTAP ~ VMwarefEAUNIXHER « RAUNIXB R ERERL:
T EETEN o

REEE A LR PRBY A P I;JE)E i ] A fE R B giﬁﬂjﬁiﬁzm%@@ A FEERA A P i
i

UNIX NFS NFSV3RI AT UNIX NFSE£SMB

NFSv4.x ACL UNIX NTFS |\ NTFS ACL

NTFS B

op

NFSa{SMB NFSv3tER It UNIX

S
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LEREM AIDUERRIEIRIAR AR ime] MU aYHE giﬁtﬂﬁ'ﬂlﬁ’ﬂ?ﬁ%}ﬁ FIFBUERN AR IR

i fR
NFSv4.x ACL UNIX NTFS ACL NTFS o
NFSZXSMB NFSv3tER T UNIX NFSv4.1 ACL UNIX
NTFS ACL NTFS #i—1t (EBER NFSZSMB NFSv3H#E it
Infinite Volume ~
UNIX NFSv4.1 ACL %NT;\P 9.4 REERIR NTFS ACL

FIBUNIX « NTFSTLEE R L2 BUEMTIE © FlexVolEL 2 MRV RE A —1LE « AERRURR L XIEK
HERMNAPIRER - AAFEAERERNREZEZMER - MR ERERERNE P iRENFSV3E A « BIRER
AUNIX NFSV3HERNITT - MR BB —ERFIEENFSVAE R « BIH#EANFSv4 ACL - IR EE—ERA R
ESMBA iR ~ B#ERAWindows NTFS ACL ©

H—EMZ 2 RREERNER{EVolume » ONTAP MAB RN EMARAAIRRZS - NFTFHAE ~ 528 "7

#BVolume B IR48E FlexGroup" ©

% ONTAP 9.2 B¥4 show-effective-permissions N2 8 vserver security file-directory i<
ARETEIEE AVAE SR T B R AR B8 1S EBE/RIR T Windows 3% UNIX EREIABUERR o b ~ AL -share
-name BIEREREETAMILRAER o

RAIREEDTARIEZMER - ONTAPRIETER « UNIX « BERRF—EZE2RAMIR&PFIE

@ BERMNARZE2ERAAUNIX « BRERBAEABUNIXER T (0755 ~ BRIESAEREA) ~ HEIA
FPinRIEFAERZ 2R AT A NETRERL - IRIEFER - NTFSERERHIREPFAEER
HNEMZERABNTFS « LEBACL ~ FIEFIEATEEE -

RERERFIRILE R

ZERIUAITEFlexVol STEHREEE (IREFHLIRE) Motree EERTE - RERKRIVAIEE
VR FERE - BEMEARTHEHE -

]

REZESVM LERMEZ2RIRE

AT BPEREBREHIFE LERANREZEEI « KRZZEMERE - T2RREEE
EEARNAREESRE - REAXEFIHERE LERERERRFER -

EVolume ERREZ 2RI « MEZERIRENEX « MEREEERENZEERN « TG EIREMREEE
IR - THIZEFHAGBERE

ZEREE EIEET...
UNIX s BELAFABUNIXBIEESIE -

* REBHEREENFSARIR

* FRENNEAENEEAUNIXEREMBIRT
HRA o
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LR BIERT..
NTFS * IEEAFBEWindowsEIEEEIE o
* KZEERER SMB AR °
* FIERNEAEXEFEAWIndowsERAEMAR
FEIRE ©

M= BZZ4BUNIXFIWindowsRAEIEEEIE  FHE
FEEEENFSFISMBRA R IRARR ©

LERNEADEFS

NRIGEE IR FlexVol BB ESqtreeRi R IEE L E R - EGURNEN G NERKEE
BRI o

ZEHRAGU TG A

* IEIHRE S 4R B S SVMIIIRERE Z 24K o FlexVol
* qtreeFH A EH B SFlexVol WA BEEMNZ2IER o
s IEEYEBRTEAKE T SFlexVol WARBEHEESgtreeMZ 215, ©

AR ZUNIXTEFRONTAP

EWindowsfE BIZRAREE I 77 BH A1 2B UNIXH#ERIFlexVol t£ZERFONTAP ~ BIE{R
BUNIXHERR o

EWindows i P i L RE AR RERAFERE - FISEIERNZ MRS « BIIHNEFE  RELER
REREEFE REREFRERHRIGESRRE -

EWindows AR in#ITZE AT EHT - FREITEARUNIXEREBACL - IWEBACLHNE—BHE

FEWindowsfERIZNEMIERE « REERAUNIXEIR « URERELENEZABHEREBIUNIXER o FMEREE
HACLIREIERINTFS ACL < ONTAP

fEFAWindows Z 2 MR 5|12 EIEUNIXHER

NMREEEBEEREANZEEMIEENSVM EMgtreed ~ RIEIEZR D ERIIRAIUNIXEERR
B EAWindows BRim LRy T€2M) REI11EH - E ~ TS AIUERRIEH MR
EWindows ACLHYFERFZ o

* {EERUNIXHERR
CRILUER TWindowsZ 21| REIBRERBAKREE RSN L2 MR HIRE S qtreeBIUNIXHERR o J1RIT

fEAWindowsZZ2 M E RS 1IREREFUNIXEIR « AIAAKBIREEREHIFBACE (EEREN TR
70) ~ AHEEITEE - 3 « Tt UERERRERREEER -

a0 ~ MNEREETBUIDE B r-xHER ~ SR LIS UIDHERRE E rwx o
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* BUNIXHEREEANTFSHER

TR LAMER TWindowsZ &%) R3IRE ~ RUNIXZZ2MEYHIAS RSN L2 HRHIEE S gtree b
FIWindowsZ 24 « HPEZMEBELRREBUNIXERNZE2 M -

EABESLBIRFTAS HRUNIXEEIRIEE ~ A SEREEAFIERNWindowsfEFREMEHAEYIH o SRR EILY

EWindows{EREMEL Y LR ENTFSEIACL « REBFRFAIBUNIXZ 2 ~ WiEWindows{EREH

AL E R a2 M RMIEE Hgtree PRIER I E R K « B ERHER K ENERZ2 MR

REUNIXEEANTFS o

SEERIRAREIRE « FERMIWindows{TA B E L& B EBEIFIA FERKMESE - At - MREREE

Z2MEANEEEBRIFEFERK - FERKMESE AN B EEEEETAFRENRE °
ASVMIRHIHE FREELZ R

TAURE FFERKSE (SVM) REFEZEKRI « LURESVMIRHLIRE & Bk FrfER
RYREPREREY o

1. (M vserver create 8% -rootvolume-security-style EEZERRNSH -

1R Volume ZE2 XA ATHEZEIES unix » ntfs G ‘mixedo°

2. EERERERARRE « BECFREIISVMAIRHIE &L 24T, | vserver show -vserver vserver name

7EFlexVol IJFE& ERREZERT

SCATLAEEEFlexVol T#AEVolume) Z2HET « UYIEFlexVol (T EHIEE (SVM) K&
{ERR A LB ERIFR SR HEPRABRL -

1. ITFHE AR —IREH(F

YNSRFlexVol 2EERRE. .. fEMAs2...

R ETE volume create WEEH -security-style &%
LZERANBH -

BEFE volume modify W -security-style 157
LERINSH -

FlexVol Volume ZZ2 VAV AEREIEA unix ~ ntfs B ‘“mixed e
MRICIEEIFlexVol —ERREERIRIEEZ 2K « BTG FEARMIEENZZ2ER -
MEEZRANBEN « 55208 volume create & volume modify @8 % * sB2[E "EEFHEFEIE"

2. BERTAER « B1EFlexVol FTRIMIRETNEE « FRA TGS
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volume show -volume volume name -instance

fEqtree LRTEZE MK
BRI A Egtree VolumeZ 21T ~ LURE At gtree LB RIBREFREERY o

1. MIT T HP—IBHE -

iNRqtree ... fERmS...
R TFE volume gtree create WEH -security

-style IEEZERANBH -

BEE volume gtree modify W E -security
-style IEEZEBRANSH -

gtree ZRBEIAIRIFEFEIES unix ©» ntfs B “mixede

NREREI gtree FERIEERZERI  FIFAERMNEZERTILS mixed

NEBZLRAMNER » 5528] volume gtree create B{ volume gtree modify A% * sA2R "L
HEEE" -

2. BERETER - BIEFELM gtree Z21F » SBMIA TS | volume gtree show -gtree
gtree name -instance

ENASIT R ZER PRI EEEHIRE
TENASH & BRI T R B IR E R I B AR

EE2EIENASIRIGHIEEREE « B/ EEIRRHEFERESE (SVM) ENEREIRENR
T o EEERIGRERRE  BEIEANAFCS R ERVEIRE « #iEo el HERE
MR FERE KR & MNF SR AR 255 CIF SRR 23 65 % 2= FEIRYAERAEF ©

EREENR GBI ENERE

TAIUTERIULER VolumeFHEE R G © A5 R Volume & BEIHMIN X G EL ~ WA IR
TELUETTNASTZEY

Az Al
CEAHPEITHMRENESRYAREFT -

®

THFIERRARERE | #'><| 2\

ESh ~ RERERENSBEE255EFTT °
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1.

BIIABRGHMVolume | volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]} -security-style
{ntfs|unix|mixed} -junction-path junction path

RERSHAMUR () BE - BORREEERMNSEMHTEE - RERTARTECIMEERTRE - YKL
BTG R A AR o

EEVolumeRERABEAER - MREKRIEELEZI » ONTAP RIS UEREREFERKS (SYM) 1R
HERERERZ 2R RBEILHEIRE - A8 « REIFENZEEA S LEEREFRRIEREIRERN
LZEFL  BERCERUMREFRHEEL 2RI « R IENVEREFIHEERERE

BEERERNEDAXNE ; /ENG EiHE /eng o IRIEEICIFSEARE * WindowsERRZXERERAED K
INE o fIE0 ~ MNRZEE /ENG ~ CIFS HAREWAMUREE /ENG » A2 /eng °

AT ERFZERAZSLEKBETER Volume - EEFRAEMR « SB2BNFME volume create B5% ©

2. R FERFAEMNREEEVHIEE | volume show -vserver vserver name -volume
volume name -junction
il

WU T EHIEII—E%% T 'home4' | # Volume - 5% Volume fiIit SVM VS1 £ « BEBXRGRE /eng/home

clusterl::> volume create -vserver vsl -volume homed4d -aggregate aggrl

[

size 1g -junction-path /eng/home
Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl -volume home4 -junction

Junction Junction

Vserver Volume Active Junction Path Path Source

BB IRRMAEE R G,
TR UL E R VolumeM ANEER G © 45 R Volume N BB EL ~ HEARENASTE

HY

o MW RFHEMIRE « 7 BERTE ZMIFEAISMBHAEHNFSEL °

Az Al
CEAHPEITHRENESRYAREEFT -

1.
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AT SEIDIERGRAMIEE | volume create -vserver vserver name -volume
volume name -aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]}
-security-style {ntfs|unix|mixed}

EEVolumeZ EHRNAEAIER - MREKRIEELZEKRI  ONTAP RIEUERERFERKS (SVM) 1R



HIRERERZ 2RIVRELEIRE - 78 « RERENLZE2 RN EFAECEERIENBIRENZ 2K
N - EREHERUMRERIEEZ 2R - B IRBIHRIERFIEERERE -

TR AR EASHKRBEIE R olume ° EERARRE « FF2BIMFME volume create 8% °

2. RIBRTERAEEEMNBER TEIUMIEE | volume show -vserver vserver name -volume
volume name -junction

&

THEHIEII% A Tshes) BIREHEE - (FASVM VST E ~ (BREMEIHNIZES

clusterl::> volume create -vserver vsl -volume sales -aggregate aggr3
-size 20GB
[Job 3406] Job succeeded: Successful

clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl home4 true /eng/home RW volume
vsl vsl root - / -

vsl sales = = =

HE B ENHINAS % ZE I R RVIR A AR &

FERE & AN EINAST B B[] ~ A AERENAS A R inFENEZERHASS (SVM) g%
EFFESHERE - MMREAIFHERER « LG ERSER TR o St LUE
# Volume °

FAREETLE

NRITENFERE W EHBER « B NAS AR IREAFEUERRANFIEER « BN RS SERE R ZER
RAREEENERETHER

AEFIENASH P IR IR RAFE - RREHEIRE RSB o MARRHEIRERR « SiEREX
@ HDER « R P intE ERIEREVERY - MFBFAEN - F2RTIINBEEXE | "NFSV3H
FURTEEONTAP FFfkan A ZEMSERE - {HRI7ZEXVolume"

EICHEHHIRER « BIREANERATIERK © It5 « RS SR SR E AR B SR G2 FETRIRE
FAHRTE B L R RUANSMBH At &R E T 2K  (IRICERHEIRENERIVolume « NASH FimA] UERIRAREL
[RRUFISMBH A ZRFEAIR & AR E K

1. SITFRERRIEN(E -
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https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/NFSv3_clients_still_have_access_to_a_volume_after_being_removed_from_the_namespace_in_ONTAP

MREEE... BARBZ...

#EVolume volume mount -vserver svm name -volume
volume name -junction-path

A

Jjunction path

EE Volume volume unmount -vserver svm name
-volume volume name

volume offline -vserver svm name
-volume volume name

2. EREHIRE R EENFIRR AV BMEARAS |

volume show -vserver svm name -volume volume name -fields state,junction-
path, junction-active

&)
BT EEAMSAIFS SVM 'VST 8947 """'s™ B Volume 25 AZEHEE, "/sales” :

clusterl::> volume mount -vserver vsl -volume sales —-junction-path /sales

clusterl::> volume show -vserver vsl state, junction-path, junction-active

vserver volume state junction-path junction-active
vsl data online /data true
vsl home4 online /eng/home true
vsl sales online /sales true

LUFEEHIAG EN S BEAR IS SVM T'VS1 ) EMEA T dATA | HIHEE -

clusterl::> volume unmount -vserver vsl -volume data

clusterl::> volume offline -vserver vsl -volume data

clusterl::> volume show -vserver vsl -fields state, junction-path, junction-

active

vserver volume state junction-path junction-active
vsl data offline = =

vsl home4 online /eng/home true

vsl sales online /sales true
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FERVolumefit e AT HREEF

eI LR ERE (SVM) BHENIRERIERIE - U SRR GRS o &
MR BURTE ML AR B RN RS2 G 3 o IERI U ER L E SRR AR R EIEESVMana =/ o

1. SITFRERRIEN(E -

NRIECERET... BAMT...
SVM_L# & B EN S IR E R E B = volume show -vserver vserver name

-junction

SVM_L# & B EN S A IR & BYEFAMES =T volume show -vserver vserver name

-volume volume name -instance

BRASVM_EEMEFEN SR AE & AV E B A a. MAEKE - o] UBERHAERIREAL -fields @
BTSSR . volume show -fields

b. {FREETRFIEEN -fields 28 . Volume
show -vserver vserver_name -fieldname -~ ...

]
TEEEHEERSVM VS1 & B E SR B E

clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl home4 true /eng/home RW volume
vsl vsl root - / -
vsl sales true /sales RW volume

T5EHIFERSVM VS2 L HAREAVIEEM I E
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clusterl::> volume show -vserver vs2 —-fields

vserver,volume,aggregate, size, state, type, security-style, junction-

path, junction-parent, node

vserver volume aggregate size

junction-parent node

state

type security-style junction-path

vs2 datal aggr3
node3
vs2 data? aggr3
vs2 root node3
vs2 data2 1 aggr3
data? node3
vs2 data2 2 aggr3
data? node3
vs2 pubs aggrl
vs2 root nodel
vs2 images aggr3
vs2 root node3
vs2 logs aggrl
vs2 root nodel
vs2 vs2 root aggr3
node3

R EBIBLE

REDIEH LT

2GB

1GB

8GB

8GB

1GB

2TB

1GB

1GB

online

online

online

online

online

online

online

online

RW

RW

RW

RW

RW

RW

RW

RW

unix = =
ntfs /data?2

ntfs /data2/d2 1
ntfs /data2/d2 2
unix /publications
ntfs /images

unix /1logs

ntfs / -

A RTBEFEINAE ~ IECIFSE N BB EZEUNIXS D5 « i§Kerberos &5 8 Bl ¥ FE
ZEUNIXE D #H ~ WAEUNIXE D30 S EECIFSE 55 - ONTAPE: R 2 IENFSHE P in

CIFSAPIRELR « ITEERELEEMNRIISHERE

EAEEERRBH BB RAMEN |

soag I e (HIE B RVIESFE ©

* TR LIREARUNIXIRIR ~ (ERTEEHERE EERACIFSTEIEINTFSZ 21T o

* BRI EZERAIRERERE -

FEULZEGIR « FRERBEHE - IR SHESERER B A IREE « MERFIERRinTEHEERENTE

RFEMRE °

AAR MRS EAEEAREBHE « MASEHH B EERLENE -

B~ EEILGR— BRI ERERREREERE - fM « IR HESEENFIEADEREREER

FUNIXERE ~ UKRFERZEZERUID ©
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BIEHENEFET

B EHRERENSEERE « EE AT AL BEHEERENLDAPHEARSS « Mk
RARLE - ONTAPEREIRE —RIMIEA « W ZSVMHRBIRFFERRICREIR

* SEARWindowsEUNIXETFE

MR AEIEFE « ONTAP B IEINAEE R EUNIXAGIE FAIWindowsFRE ZIBE T AENNERE LT - 1
REXTEA C2EATERMNUNIXERSE « FIRRERTE o MRKFZETERUNIXEERE - ONTAP HEX
LUEREAEVSHE « BISES AR « MEOEER o

* SEAFUNIXZEWindows ¥ fE

WRILARFEHFE « ONTAP BIER S EISMBATIH P UNIXZ BRI HIWindowstRE - REREH » ©EfE

FATERAISMBERE « RIIREERTE ° IRAKREERRE CIFS fEfAE « H ONTAP thEZLUEEA AU
g ~ BIBEE RN ~ AR -

RFER ~ HBIRF FHEEIHEERTARUNIXERE - IRKIEETFARUNIXERE - ISR HEERHK -

* TETHAER.SFIIAONTAP ~ fERI LU SR IR P R ETARUNIXEAE UIMIERE -
* EEMARAEIRA S « EECER R SSIR A BRI HAERZE - ONTAP

EfEEE REISRIRA B EEIE - S BBRHIE -

SRS UNIXERAEHWindowsEAE L TEEE

RFUNIXERE B EEWindowsERER » STIEZFEIEE - ONTAPTEBRIEFRERZ
Al » EESRERRINEEEERSH AR - 3E « S AIURERIFRIESIER
HUEE « LERRREINGEEREEE « TikFESE - HRIERBEMTFRGERSLE -

AIEE AR ZUNIXEREHEWindowsFRE L BHELES

HEFRSEEERERBHRINEESR « T ARBEESEMEEEONTAP £/ © Active Directory
BICIFS{RIARES TAEEIRV S ERAFA PIIAR EmEERE « W UEMEEREEREZ— » BMEAGERFRSE
HISERAR o FAHESVM_LCIFSRIARSSFTERIARS -

* ERiEE

FELMEE - EMEEEIRILEE - WRCIFSEMRSEH T ENAS —ERBIABLEEE  TAEFTUE
AR EBINEEEBIERE - RZTFAR -

UNIXfERE HWindowsfEFIE R B RS QAT T EEAH BN 2 M AL RS ERMEE ERT -
* BHEE
FREHEE - TESESEEMEE - FFUIERT ~ TREATLERE RIFERRELEERENERE
HITUNIXERE B WindowsfEFERBH SR - SSAA T FEEIMEEERNFEE -
* BAGEE
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EEAGERNBERT « HthEE S SECIFSEMRSSM A - FEUILIBERT « TMEEEEREIIRERIEA
EERENERE -

EHITUNIXEREEWindowsEAELBHEILSE « FRSAFTEHEAGENRSE

WEERBRAFT (*) RRESHALSHEHE

EWindowsfEFE L BEIMAINERPEAERF T « AIHBIETS MR BEHEESE - TRRPMATRELHE
THEAEEE D ERAERF TR A SRS

L Fif 4ER
Ui "RFEES UNIXfER#E Troot) EHEES

72 TAdministrator) BU{ERE - &
SFRAEEMNEE - B EIE—
EHBRTBERZE "Administrator]

ALk o

* \* BMHIUNIXERE S HEZHE
MIWindowsfER#E - GIKFIESFR
BiEEN4EE « BRI EE—(EER
ZAIBHETIEREAL o

B ) EERR

@ HEUNIXE|Windows
HTBEE - MIER
A= o

HITZEER BRSNS
TAILUEEME G AZ —RRERANZERRBESNEEEEEE ¢

* EFAONTAP HEMEMFR=ZH BERREREETHEE
* ERKFTRENIEREERIEE

WRUNIXEREUEBFcHEEFRELBIAAREE « AlWindowsFEEGEFIEEENEEFE ~ 1
TFImR -

* MRERTEIEANEEREEE « AIHRENWindowsFRERGRFEESEENEH -
* MRAKREGSERENVERFE « MEETEAPIEEREEENFEHRWIndowsERE °
* MREMERBLMEEENMEE - AEEEENPERZERE

MRUNIXEREHRECAERBHRIAEEHERNWindowsfERAE « BIEET AP EHWindowsfERE ©
B R RIRA

EERFA I A FESVMRE —4HERIRAI - ONTAPEERAIE S M{EZ D : Pattern_
F_replace - EBREE /B EIFIRERILE « WREFE—EMRRRBHITENR - BEXRUNIX
BEXWRAEER - KR EFEEFYINFSE « AREXPHFEEI » 20F UNIX
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sed FZE o

FERVEZYEE D)3

A LUAE vserver name-mapping create I ZATBHENGS o ER]LUFERRTE
HFESREWindows{FAE FENUNIXZ 2R B IR @ FAE R BORARR & o

RAMEIET
HESFESVM ~ ONTAP ZEHRZ 12 ~ 500EZE S MR TBEFE o

_ 7 . . . N
1. B ATEHE | vserver name-mapping create -vserver vserver name -direction {krb-
unix|win-unix|unix-win} -position integer -pattern text -replacement text

o —pattern fl ~-replacement PRI AIARBERT o A LAEA -replacement
(D) &l BERTREREEHESERENRL » © (2HRFD) © HSM vserver
name-mapping create sHAEMFALRFME -

EIIWindowsEfUNIXAYEIFERF « ONTAP EEILITHFERT « R EZ AR B FICERNSMBRAF Ik « #U47A
BHWEMEA ~ AR ZIHMAVLE o

&)

TS EERAVSIBISVM EET ZLIBEFE o HEZMEUNIXEIWindowsHIHFE « (UMBLIER BE RN E
1 o HEZ B UNIXEREjohndEFEEWindows{F & ENH\JohnDoe °

vsl::> vserver name-mapping create -vserver vsl -direction unix-win
-position 1 -pattern johnd
-replacement "ENG\\JohnDoe"

TR L EERLAVSIHSVM RN S —ELBHE - BEEREWindowsEIUNIXEYEFE « (IMBLIERBFEH
FNIE1 - SEMEBEXMBREEENRER - HESBEETNSECIFSHEREHER ESVMBRIAILDAP
IR ERE o

vsl::> vserver name-mapping create -vserver vsl -direction win-unix
-position 1 -pattern "ENG\\ (.+)"
-replacement "\1"

TS LEERBVSIHSVM EENL S —ERBEHE o FEILENP « WindowsERERBHH M$) mHENEH
% « BFEEEWindowsfEREENH\ John$opsEFEEUNIXfER Ejohn_ops °

vsl::> vserver name-mapping create -direction win-unix -position 1
-pattern ENG\\Jjohn\S$ops
-replacement john ops
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RETRRERE

EAILREREREREAEERENFAE RS R ERRUEER « HZRTBIEUNIX
BlWindows 7 EIHFEERIERERER - 3E ~ MRECBEFRREEHOERAERK ~ Al
FERETRRERE ©

RIRERI(E
HICIFSEEE ~ MMREF B EEWindowsEAEH B EERIRIUNIXERZE « Bl U BIEEFARAIUNIXEE
% -

HINFSEE « IREAERSEUNIXEREHREERBIWindowsfEAE - BB IAIEETARAIWindows
fERE -

1. BT EHP—IBHE -

NRECBE... BATHGHS...
RETARUNIXERE vserver cifs options modify -default

-unix-user user name

2 E FEAIWindowsfERE vserver nfs modify -default-win-user
user name

AREELEHENSS
BIELIBLELR « EONTAP BREMIIREREIES o

MNRITAEE... fERLt<...

fE MYy vserver name-mapping create
ENEUEIBARTBLHIE vserver name-mapping insert
BTRIBLRE vserver name-mapping show
RimE LB NI E vserver name-mapping swap

@ BB ERE R IPHEARSRIER R -
R ©

Bt tEifE vserver name-mapping modify

fpRa TR FE vserver name-mapping delete
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MREEE... fEMALLa<...

ERiE EMERV R IBHIFE vserver security file-directory show-
effective-permissions -vserver vsl -win

-user-name userl -path / -share-name
shl

MFHAEN  F2RASEMCHFMRE

RE S LIBH LS
AR AR EHELES

RS LIBHEESE « e EREUNIXERE EWindowsfERE LB EER
EWindowsZiEREHE D EAERFT () - ZRBNERN2ERAERFT ¢
)~ ONTAP FI:ESylsint@ S B8 2 CIFSRIARES BRIk A 2 A9 BB L RS ERVARE

FAREETLE

BT ESLNEENFREEEZI - S URERIFHSEREBE - RERFISEEEBFERONTAP
RERRGFIEEMEAEE - MIELRRRMETMEE - RATZEALBHELS -

o

SR ER AL A LB RS -
* WWETREAIEREIREAR o
HER
1. BHEIRBRRAERE | set -privilege advanced
2. YITTFHEP—IEEE

MRICEES AL IBHEES... BAL...
ERUB vserver cifs options modify -vserver

vserver name -is-trusted-domain-enum
-search-enabled true

2FHA vserver cifs options modify -vserver
vserver name -is-trusted-domain-enum
-search-enabled false

3. IRCIEIFHIREBL . set -privilege admin

e
B] FARYSMB1AI AR 232 TE

BRI BHRREEREE
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B~ IEIIEEMIRE A - IERREEAAFLREEEE - TEIE S CIFSREAREE ElA
R ORI

i%ﬁi
1. FERERRENIRREENSE vserver cifs domain trusts rediscover 8% ©

vserver cifs domain trusts rediscover -vserver vsl

e
BT ARREEEREEERER

BT RRINEEREEERAER

SR FERCIFSAARSS T481E (B & CIFSfARRESEBASIRE MAEE) MNERRESEREEE
il o BECEENEERIRRWLEESEET - URNAERREINEEMESEERHIFR « &
IBINSEMEE A ©

BAREEI(E

,\E.? RREA T EEE RS o AR EEEEEEEREE (DC) SMKEEDCRENIEFERISEREE
» EEEATRAS EPEERIER o FEHBRETEEEE « EALURESMELENEESNESIERY -

TS EEREN SRR FFERKS (SYM) 24 -

TER
1. FERBETRERINEEEHEERE vserver cifs domain trusts show 8p% ©

vserver cifs domain trusts show -vserver vsl

Node: nodel

Vserver: vsl

Home Domain Trusted Domain

EXAMPLE.COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

Node: node2
Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM
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e
BERKMENFRREERIAEE

EEANEEEEERIE « BIRIEAEENREE

A ARESMBrIAR 2BV IE A S EABIB BE P IE S BRE ERVAEE ~ LRI LUECR B RIRYA
B - MREXEBEANEEEEEE  AIRITZEELEHEESE - gERAILEEMmIF
RRFINVERISERESE -

FAREETF

* MRCEREENEREEREAFE - HAEGHRABESH « MABTRAERBRRA S RRESEE
BERETRNIERRESEEREE -

- MREBIERFFEPBIMEEREE - ERIFERE - AIEBIEERFERME (SYM) NEESEHE

B o
 NREERIRANEEREEEE - MEEeBSRAeS

o
o}

TEZIEERNEEEEEEPRALREENFESE o BMEER LR EL SEANEERAER
ARIFREENEE  BENTZERLEH LSRN IS ERE LM - BUAERMENIE
B« AEBEFEPN T —ELmSEAEE - ONTAP

TR
1. MIT T HP—IESE :

MRCEERREVEEEABERT EF... EAHL..

RHEERAEEATIE B E vserver cifs domain name-mapping-
search add -vserver vserver name
-trusted-domains FQDN,

WBERRIRSERAE vserver cifs domain name-mapping-
search remove -vserver _vserver name
[-trusted-domains FQDN, ...]

1ERIRAFEE vserver cifs domain name-mapping-

search modify -vserver vserver name
-trusted-domains FQDN, ...

&)

Ty oS EEMEEENAEE (cifs1.example.com#cifs2.example.com) ¥iEZESVM VS1FR{ERMIERSE4E
igEEs -

clusterl::> vserver cifs domain name-mapping-search add -vserver vsl
-trusted-domains cifsl.example.com, cifs2.example.com

THar L ERSVM VS1ERRYE B R ERMES(ERIEE |
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clusterl::> vserver cifs domain name-mapping-search remove -vserver vsl
-trusted-domains cifsl.example.com, cifs2.example.com

THIEr <L EEASVM VS1FRERRIEEEIEIEE - AR FMARIEE :

clusterl::> vserver cifs domain name-mapping-search modify -vserver wvsl
-trusted-domains cifs3.example.com

e
BRI S EEEBERERE
BRI EEEEBERERE

TR UBRREFVEEEEBEPREEREIENR - UREAZMEEREE EE SRS
SR - SRR RFIVEEEEEERERER BFRRNEEEEEENERSGE

1. MIT T EHP—IESE :

MREER T TFIEENEREA... fEAH<...

=EPKREFEREKSS (SYVM) DHEMFRAEIEAE  vserver cifs domain name-mapping-
R4 search show

IEESVMBIFR A 1B BiE{E481 vserver cifs domain name-mapping-

search show -vserver vserver name

T RS LA EREEERAEREN

clusterl::> vserver cifs domain name-mapping-search show

Vserver Trusted Domains
vsl CIFS1.EXAMPLE.COM
FERIE

EIERNEEREEERIE - BRI S ENEE
B KR ESMBHAE
BRI R ESMBLABEE

EEAEMEARERESEBSMBEECIFSHERSS EHNER Z Al ~ BRI NER
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ESMBE « BERURENIHSEIE - CIMSERBSYRARBLRETHAE
&kjh([‘}ﬁﬁ%{#i‘ﬁﬁﬁﬂ’] tFHE o

ECREISMBHARONTAP ~ R Te2EH] #R « #HESEABRIIHLAERTARACL

SMBHAEREERFERME (SVM) LRICIFSEIRRES ° YIRMIBRSVM ~ BifESVMbilERE E AR Rk
HICIFSfAARES ~ BIEMIPRSMBHEA o MIRMEESVM L EFZICIFSHEIARSS ~ BIAAEMEIISMBHA o

HERAE N
{FEHASMBEIRIEZEZE

"Microsoft Hyper-VA1SQL ServerBySMB4HAE"

R EHEE _FSMBIER LB EMN T T HIE

A EELARME

EEEHFERKSE (SYM) EEICIFSAMRSEN « AAEEHEURSNEELHE -
TREZFERELERARTEARME « UREfERLR -

R CIFSTARSSRS « iR THITBREIBEL | ONTAP
() #onsessiBm0 SBIEONTAP « A4S T BRI adming:tAE -

« IPC$

* admin$ (ONTAP 1£[RFA{FEHhR 48R Zs)
- C$

EAUSF AR RARRRIELR « i TRIVER) FEERERNEERERLA « BEFINUER HAEN
3R RIGIRELEHA -

fAIEFRIPC$Madmin$ TR LA
IPC$Fadmin$T A2 ONTAP FWindowsBIBS M « & AREEAINSVM LR EE]
* IPC$HA
IPCSHBERAIHLAALE EL BLEEHNERAZHENBENIFEEE « IPCSHARANEREREM
;éfgg?is%ﬂiﬂ’z,itﬁﬁﬁﬁ HFEBIPCSHABNHARE « HAMBEACL » St A S an R

* admin$$EE (ONTAP fEIRA{EEHRAAINT)
() #onsessiBm0 SBHEONTAP « A4 T BRI adming:tAE -

admin$ £ AERERIHEESVMAIRMEA  ItERIBRICKEZSVMIR B SRR o« A Eadmingt
A@NHARE « HFARBACL o SthE A E s A sififRadmin$E A& o
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ERAcSTERHAMIAR
cSHAEREENSVMEE S AREFINNEESVMIRHKIFENEEHAE -
MR EcSHAEMRILE

* IEHAEMREKEZSSVMIBHIRERIIRIE ~ 58K o

* SHAEMTERACLE BIEE/E2EH]) o
LA E ABUILTIN\Administrator © 1R#E78:% ~ BUILTIN\Administratore] W{$ifEEH B E -~ M EMNIEB
FRAEIR ~ BT~ BEIRIFRIERINERIK - BRI B HRPMREIRINE R « S5F50EE o

s R LUB S HAERACL °

s R B SHARTERITLARSR ©

s RESEMIBRCSHAE ©

* SVMARAEIE S ]l T REIEE - HEMNCSHEAEFIRSVMin A TR EERIED o

s AT LUERMicrosoft B2 F IS FECSHEAE o

1ERAE N
ERWindowsZ 2 MRS 12 H R EERNTFSIERRER

SMBHEMHER
7ESMBfAIARZSONTAP EZEIISMBHAR « s8R F [FMHEE ) R EXK o
HEMLIBHRZIEFONTAP EWindowstiEE « M E = TFIEK :

* SMBfARREEHIBELAE L BARZHE—RY o
* HALBAEDANNE -

* HEERBRE LRA80EFTT

* RG-SR -

* DSF AR RLERREER -

* HREMIRANRE - AR BFHESICIFSHARS LEUEELAEEIES « IPCSHCS ~ MREHA%
FBONTAP o £ Z(49.8BHAONTAP R4 AB BEEELadmin$EHE o

* BUHAR - SEAERAHARMBONTAP_adming °

* RESHEERIEARE -
© BAREERERFAHBLENE —EF tHHE—EFT °
° AL ISRIE R S TR AR -

()  ssimmmassELEN—8%  EEARRLIIR -

ok

e R SMBHAR ~ SR TIRHFTT !

L @#$%8&'_- ° ~(){}
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* B RSMBH AR « RNZE TIMEHFTT

o "A L ;|<>\ ?*=

EEEEEHTREPEILAR - BRES K NENEKR

MREESVMARIIHARE - A8 3er kit ERE D RBEFARBBANEHNEERRTE -

WREHRAREPERS.3%ME « UERAP mEREFTENBERRE -

ER1EAS /home ° E—EEIHZR B LinuxB P % ~ 55 @& KB SMBRAF i °

1ls -1
drwxrwxr-x 2 userl groupl 4096 Apr 17 11:23 testdir
drwxrwxr-x 2 userl groupl 4096 Apr 17 11:24 TESTDIR

dir
Directory of Z:\

04/17/2015 11:23 AM <DIR> testdir
04/17/2015 11:24 AM <DIR> TESTDI~1

B EB SRR « KN BETEHBRKPHHES. 3% o FILEHFH « F—(EBRNHERRES
/home/testdir ME _{EB&#HEHRZEZE /home/TESTDI~1 ©

EESMBEXERAR
EFASMBEEABMEE

G A BEISMBHEANAR °

Al

ETHIEFIH ~ LinuxAP IR L2 TMERA MMestdirl # MNESTDIR') KB - €15 BEHRERIZE

TRIERABNT :

HARE SllE

oplocks RS EIEEEAEFERREMETE - tiBABPR
REY ©

browsable AR A :ZEWindows AP imZIBHAE -

showsnapshot ItEE 14357 F P i el A8 4R K2 B E SnapshotfE 7K o

changenotify IEARIEEEAEZBEFRANER - HINSVM LR

HA  EEERNVIBELE
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HARE

attributecache

continuously-available

branchcache

access-based-enumeration

namespace-caching

encrypt-data

MR IRIRASMBRAE LMHARS

=R EH

IR RSMBHAE EAIIERE MR « LURMHE
RIENBIEFE - FERAFEREBIERN - REZERAA
ImiBEASMB 1.0EREHAR « 7 RREABLLEM o iR
R im#E#ESMB 2.x8(SMB 3.0EMAEHAE « AjttH
RARBERER -

A TR R UL TIAERISMB A P i B R RN ZE o
LiETE A NFREER B R ELEFEEMSG - AIE
HERREMIER -

HABSIEELAEZAPIRERIEEAEARIER
RYBranchCachefiE - A H7ECIFS BranchCacheZBf&
FieE SEEEE] FAEEERR - ILRIEARE
)EH o

HEABIEEEILHEAE EEUA_ Access Based
Enumeration_ (ABE) o 1R#R{E R ENZEUE
R~ EAETTUE K BAbeERENTERAERK « Eit
EARENEREREEIRER KR HMERER

A RIEEES T UL RAERNSMBA B A REXCIFS
FAIRSSEEIAI B 25 BAER « LURHEEIFAINEE - 1R
BT8R ~ SMB 1R ImAZIRENB #5 B4R - B
HASMB 2F1SMB 3A P ixTER ZIREN B #25) B4ER
EIEIEE I HEAANS RFEASMB 18 P iREAR T 434
BEBEA o

WA S B S RN A EASMBINE - 77
ERSMB B K B R B NI H9SMB Al B A 7 L
HAE o

SRS SR RHEARS « RBFIHENSMBEAR - MIRGCEESFEHAHERUNS

IRIFRREEMERITEKR « BIEINBERIRER °

FIsEZ Al

TEEBNEATHNERABYAFE

RIRERI(E
HIBHARBERER]

* R UERALGE R D FRRY B E
* BEAEENEALARNTEHSHEENR

HIEHNAASEMMNERANEAR
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* MREHEEREHARENHABMHEEME « MIFEENETRRRGE

o R4
{

L FRARIRHEBARNS vserver cifs share properties add me o

AT LR vserver cifs share properties remove BRRHEARBHGS ©

BIFHBRENER -

* CRIMERLGE SR D FREYE B RB IR — S ELREE -
* AR BIEEERBHFNERHARNTHGEREY

A A

MEKTAEE, . BIAMZ...

HiEHEARNE vserver cifs share properties add
-vserver vserver name -share-name
_share name -share-properties

_properties , ...

BiEERARR vserver cifs share properties remove
-vserver _vserver name -share-name
_share name -share-properties

_properties , ...

S P ~Eeat— .
2. BRHBAANBHRE | vserver cifs share show -vserver vserver name -share-name
share name

#ifl
THGHLEIIYE showsnapshot T SVM VST k- BBMHEZERA [ shahre1 | WHEHEE :

clusterl::> vserver cifs share properties add -vserver vsl -share-name
sharel -share-properties showsnapshot

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl sharel /sharel oplocks = Everyone / Full
Control

browsable

changenotify

showsnapshot

T3S @M% browsable £ SVM VS1 EHEEEZE "shahre2" WHEEEH BN
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clusterl::> vserver cifs share properties remove -vserver vsl -share-name
share2 -share-properties browsable

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl share2 /share?2 oplocks = Everyone / Full
Control
changenotify
TERAE R

EESMBHEEMN®S
fEARBIEH AR AR ERRE(ICSMBERAEFEL

SR ONTAP UNIXB MBI R 2 M Sllexity i S 5@ H A B BRI « Albis %A
EHRSMBEREMEINFEEEZE BN R —ER4E (F824_force-group) ~ EXB¥4EXE
SUNIXBHAAE R EDTEL EEMNEAE o FRRSIBATEBN RERENSVBEREES
SIEEEE o

OFEHBMURUNIXT RS qtree PR « A EEISERFIEEAE - FEEANTFSHAEE D qtree PRI R E 58 H
Eiﬁﬂ FAELHEAPRERFEE B WindowsEPRMIEUNIX GIDIRE ©

MRERHREIEERHEE A T EERNSZILRENEERR
* FEUEH A& EH BB RISMBER & & R £ E A sak B ERIGID ©
LETRGID AR PITFEUEH BB FRIESR « BEEREZUETENGIDEUIDIEFEFH
MIEREAENEEGIHR - SMBERERERERRIUNFAAEZEENE—ERFIEF4E -
ESMBfEAEEAFEINFSFIZIIAVERE « SMBERENEEGCIDEREFIER o

SEHEHERERENFSERAEFINLEHAERTERENS R - NFSFREUMERSMEREA EEISGId ° FH
RERFEBUAN E Sl FBUERMINFSERERUIDAMEEGID ©

fEREEHE R BB N TR ENSMBEREE R ZFIUEE - it « MREBBETHAERHF AT
B iR AR T TRETHSPNERE « EUZRIHAE - iR F%% TwebGroupt) BIBHERA
R o BRRNEREHIEHE « Rttt AEFSMBEREFMEILFIAIEZIER Twebgroup 1) E#4HFFA ° L
S~ EREEEFIEAR - hEBEEIK Twebgroup 11 B¥4HRIGID ° FLE ~ FREEREHATURALHEAE
MAREEETRETIHEPIERENZEUER -

FERAER

ARSI AR ARERIISMBRAE
AR B AR ERIISMBRAE
INRIGAEESMBERA B FEE B UNIXE

Hok

ZL DRI E S gtree LRI K] « ONTAP i H
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RASERE—EUNIXEHE ~ TR AfEARGBHEH AR ERZILSMBEAR -

1. #1L SMB HF& : vserver cifs share create -vserver vserver name -share-name
share name -path path -force-group-for-create UNIX group name

1R ZE UNC B&fE (\\servername\sharename\filepath) HEZEHEFBA 256 EFt (FEEV
g8 "™\\1) ~ TWindows A& ARFHN T* 224 ) FEFLEEER - ERWindowsFA R IHRERE ~ M
FEONTAP ThAERIIRIREIRE - Ak LhRRE  sA701E BB 2561EF TTAYUNCER S L H A -

MREREERIIHA 2 BBREFIEHE - TUBERHMENHEAE ~ MiIsEZEFE (™) EARE -force
-group-for-create 82# o NREFEAENHE A& RZFroaHIBH4E « ALt EAENFBERAERNER
TR EHEHIB AR AT ENGId °

il

TH L EEL FEE) HA » AJEPIAEEE EFEY /corp/companyinfo SMB A& BB IEREE

k4 webgroup1 B¥4HAYE &%

vserver cifs share create -vserver vsl -share-name webpages -path
/corp/companyinfo -force-group-for-create webgroupl

FERAER
fEFEH R E L AR E R R IEIESMBEREFR

fEFAMMCIZtESMBH A RIMERIE

WRILARARSVM ESMBA BEVAERAE « MifEMMicrosoft EEEEES (MMC) HITEFS
BEETF - MAARTRMMCERESVM ~ T HEMRIRHAE -

RERETRTAE

{ERT A EFAMMCTESVMPIBIEE A BT 5T -

* BRHAEE
* RRIEA IIEREER
* RARFRRAESE
* FIRRMPBITIEREER « EREMBIAEREGEE
* BARARMPFREIIER
* RARARARRAY T 1EFEER
* Bi/EEHEA
LIRTHBEFREE RIS R B SR E BN « MIFREEBR - EIt « EEEAMMCERESMBREIARES

FHaFE (BlcifsO1.domain.local) B~ RAEIRBIERZEDNSH AR « BB EREARNE
—LIF o

MMC ONTAP R3Z4& THITHEEAFI 81T T5ThEE
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* BIREVAHE B E /AR A
© EEMRRRANSRERE/EHE
* RSB ERAERCE
* fEfEstE
* IRBEERER

EARZEZEENBRT ~ BAIEEBERE remote procedure call failed #H5R ©
"% REELE | HBECONTAP f£AWindows MMCHEECER"

1. BEEEMAWindowsfRARs ERHIER MEINEIE) MMC ~ B7E* TEEHIG) PER IRAEEITAE) * IEiE
oo

2. gAY TITEY >t TESEIB AW -
TERERS) HEES SRR -

3. RABERGNEHE « RE— T UE LULHEE RS o
4 H—TF TR o

MMCEEZESVM o
S HEEEMT T THEBNK > HEBERK] *-
SVMEMHABEGRTEARTEET o

6. EERMTHAENEAAR « FIRM FZERE « LR TRE) HEHER -

7. MREEEAMMCERZREREFRSA  BOIUERERALER T EF—EGS « BEREIE
ZFEBUILTIN\AdministratorsZ£483BUILTIN\Power Users&f4H :

cifs users-and-groups local-groups add-members -vserver <vserver name>
-group-name BUILTIN\Administrators -member-names <domainuser>

cifs users-and-groups local-groups add-members -vserver <vserver name>
-group-name "BUILTIN\Power Users" -member-names <domainuser>

BESMBHAMN®S

eI LUEH vserver cifs share ] vserver cifs share properties BIE

SMB A Z

ZUSMBHAE vserver cifs share create
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MREEE... fEMALLa<...

BB RSMBHAE vserver cifs share show

{ERSMBH A& vserver cifs share modify
fpRSMBHEAE vserver cifs share delete
MEHEAARERENERE vserver cifs share properties add
MREHAERFHEARS vserver cifs share properties remove
BEnHEARNSHERREN vserver cifs share properties show

MEHAEN - BSHEEHSNFME o

fEFSMBHEAACLRRZEERTFNEE
EIZSMBL B RACLATER

oIS EHARRIIACL « :ZFEAEEEES L E/ VIR FEER o [Ea]LUIfE
FAWindows &M EF4HTUNIXEREFIBF4H R EHFHEARACL ©

BUHABZE - IRIETER - HAERACLEIRMERS TFREAL BIRERHAREIFEUE - ACLARBYFERTFE
BRTESNPAEEERETHFAEERE TS ER LA EEFIE -

&R LUE B Windows A P EBIMicrosoft BEI2E# S (MMC) ZXONTAP 2fERWindowsir <% R EEH A E
#RBYACL ©

EERAMMCE ~ A T2

* IEERNERAENEHERBL AR Windows s o
O

* I FEISEWindowsHERR ©
E1EFONTAP flexfusess L7 ~ A T5I2EH
* IEEMERBEMEHERTBIIUZWindows BB UNIXEHE
WNRERIULFERACLEFRIEE FEAEMEHAEE « BIFAREER B WindowsEFAEMEHE -
* IR BEFEE Windows PR ©
I SMBH A FEUESEE

BIISMBHAERFEUEHIFE (ACL) HKREHAEIR - AIEIZERIERAEMEERH
R&REEELR -
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FAREETLE
IR UE A AN S B Windows e & S A¥ 4B 8 ~ SRUNIXEAE A ERBARREHLAERACL

BT ACL Z A1 ~ IEEZLMIBRTEER AV ACL Everyone / Full Control ’ EEHERLZEEM o
ETEEHABEINP ~ AR TE 2 SMBEIARZS 8 o

1. MIBRTEEZAIELAACL : 'vserver CIFSHFAEEUESIMIPR-vserver vserver_name-share_share_name_-user-or
group Everyon'

2. RTEHACL :

WMREEERFA.. KR EACL BAMT...
Windows{&R & vserver cifs share access-control

create -vserver vserver name -share
share name -user-group-type windows
-user-or-group

Windows domain name\user name
-permission access right

Windows#$4H vserver cifs share access-control
create -vserver vserver name -share
share name -user-group-type windows
-user-or-group
Windows domain name\group name
-permission access right

UNIX{ER#&E vserver cifs share access-control
create -vserver vserver name -share
share name -user—-group-type unix-user
-user-or-group UNIX user name
-permission access right

UNIXB#4H vserver cifs share access-control
create -vserver vserver name -share
share name -user-group-type unix-group
-user-or-group UNIX group name
-permission access right

3. FHERERELAN ACL 25 1EME vserver cifs share access-control show 885 ©

el
T5)8p %12 change & lvs1.example.com) [SVM :
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clusterl::> vserver cifs share access-control create -vserver
vsl.example.com -share sales -user-or-group "DOMAIN\Sales Team"

-permission Change

clusterl::> vserver cifs share access-control show -vserver

vsl.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl.example.com c$ BUILTIN\Administrators windows
Full Control
vsl.example.com sales DOMAIN\Sales Team windows Change

T56Ep LR Read Tvs2.example.com) TSVM:

clusterl::> vserver cifs share access-control create -vserver
vs2.example.com -share eng -user—-group-type unix-group -user-or-group

engineering -permission Read

clusterl::> vserver cifs share access-control show -vserver

vs2.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vs2.example.com c$ BUILTIN\Administrators windows
Full Control
vs2.example.com eng engineering unix-group Read

T < ERM change AAFFAHEWindowsEH %4 MEEER ) M Full Control ANt&WindowsfER#E
£ T'vs1y TsvMm:
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clusterl::> vserver cifs share access-control create -vserver vsl -share
datavolb -user-group-type windows -user-or-group "Tiger Team" -permission
Change

clusterl::> vserver cifs share access-control create -vserver vsl -share
datavol5 -user-group-type windows -user-or-group "Sue Chang" -permission

Full Control

clusterl::> vserver cifs share access-control show -vserver vsl

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl S BUILTIN\Administrators windows
Full Control
vsl datavolb Tiger Team windows Change
vsl datavolb Sue Chang windows Full Control

EESMBHAFEUERIFERNG<

TREMNEEESMBEIIEHIFE (ACL) Hep< ~ BFEEIL -~ Bm « BN ELS

B o

WNRTAEE fERILEaR <

EBITETAY ACL vserver cifs share access-control
create

ZARACL vserver cifs share access-control show

{EERACL vserver cifs share access-control
modify

fpRACL vserver cifs share access-control
delete

TR R REERTEFNER
EAAWindows Z 2 M35 | R T EMENTFSIZRERR

EETLUER TWindows ARl REHAY ™ WindowsZ 24>
REVIEEENTFSHEZZHRERR o

FIsEZ Al
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HATIETEN AR EE S AR ESRINTFSHER « 7 SEE BB AR o

RN EIEIE
7EWindows 4% 28 ENTFSIEZEIRM 5 £ 28 B E IS ENTFSL 2 4 Ht T AERA B FINTF SHI B ZEUEH 155
B (DACL) o ABRLZ2MHMTERAENTFSIERENBER - ELTEZHWindows GUIEEIERIE -

1. WindowstE R4 E R T B IhAE RSP « BEE I FEARERRAREE" o

2. SERH FEARRR IR R 1R

a. AR TS o
b. 7 M&KIZE 5 « BACIFSAMRESTE « HP O At BSERERMNER RAATHE o

AR CIFS RAR2I %A [ CIFS AAR2S. ~ BEHHA%TE% [shahre1 1 ~ BIFEEIA
\\CIFS_ SERVER\sharel °

()  CALUSECIFSARSNERATEIPIL « TIFCIFSEMRSLE -
C. BT o
(REMHIR S B  IEWindows RIS ERE PBET A E O SRRBAIERIZE - HIFERE -

3. EECERENTFSIEREMRMNIERTBER o
- LU BRI —TERH B & - ARIENAS -
EREEMNREIRE -

[S2 I

MZ2%) REERRERENTFSERNEREMNFERE o ER) HIRGHESEENNERESRF
o BETANE Tasf) M HEE) EIRBE -

6. f— Tl o

MWindowsPa%) 1B BTETIE R4 R EFBHA Y S B EIRAVIERTE A -
7. TRERE

THERR) AR EREEDBEAK o

8. HITFRRBVEN(E
NRETBE... AT TIIENE...
R E M A S EHERVEFENTFSHERR a #H—TF M*fg~] o
b. T AZERRIMHRIB T IRP « WALEN

8 4 PR SR B AT o
o #H—T MR o
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MREEE...
SEERAENAEVERNTFSHER

T PRfERE B ARV ERENTFSHER

AT TIENE...

a. £ MERIER 1 HiRd « ERCEEEHER
HERRBERETEAE -

b. #&—TF * 4REE * o

a. 7 TREPRIEE . 1 AP - ENCERRIER
EoEHA o

b. #—T T#Bx1 o

C. BkELER13 0

MR EEERAE B LG EMENTFSIEIR « 2B FIRA FEAE NEHENINTFSER R « T2 5
B T<Object>RVHEPRIER ) /1R ©

0. £ TERZE) AP - ERLEERUNTFSIEREREENASR -

MBCBEE—RR LRENTFSHRER B TEME) SRTEIFR - [ERE REHERA SN
o

10. 72 THERR.) 75189 ~ SHEEEREIYM ERENVEMRER « B TR5F) 5 THEE) B -
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AERFHEENFEVE « FER AT A ©

+

© AEARTHEERFE « 55EE Deny (FB4B) *7H o ERILIRTE 7 EFEHERAVIER

° ST

IIREEZULEFLER « RIS ESEERAEMEMRER (RFFIEEER) -

BB E RS AITIES
° FIHBERIRGEEER
AR AR 1
A AR/
° BUERIBAER
° BRI ERIR/MINE R}
° RAB%
° BB
° MERFERIREESR
° BR
AEEVIEMR
° HEER
© INISFATE

()  mREmEmmRs R LR  EREAERR QKT



1.

12.
13.

MREHE LUV FERRINEREAE LR « FEN MEBSLERERZLABFINNYEHMN ()
nestl HiRe

¥B—T THEEL ©
SRS « BEIRTAREENTFSIER 2 % « AT T LRI FGRE -

° EH RS SIRRY I A AEIR ) 7515 o

EETER(E °

° JEEY TERIEYIHRY I AR A R IR IREVAFR A F R 518 ©

MREEEE IR LRENTFSIEREER « BlEREARAGHIRTE TH#R) FiRF -

®

AU E R ATSNEE o LR ESBIRFIE FYMH LAFREIRA IR « W LULYI4HRIRER
REBE LR o EABERINOIEBR AR BRHIERR - ITERE AL 2B HIEE R gtree 5.
EHRRLEEE - MIRFYHEBUNIXERMNZREI - BNTFSHERERBIE LTI
EONTAP EXFELEMHRUNIXZER2ERRNEEANTFSE2ER « MELFY4 EBFR
BUNIXHERERE LANTFSHEFREN o

° EENMI{E S IR

° RS IR o

14. % —T ThERE) LIRARA THEFR) 753 o

15, #%—T ThEE) LIRARA TERZ21ERE<Object>) F51E o

MR TREERENTFSTRIRMEHAREN « SSBWindows I f4 o

e
fERCLIENTFSIERMERN R LRERERERRZEME

ENTFSZ2&

BIRE FRTERRZ 2 RIEREN

EEANREHMRE FRRTMERZ 2 MRIERE

BETMUNIXZ2RIRE L ERZEE

{EFIONTAP CLIZZENTFSIEZRER

IR

JANN

B LUEFRONTAP CLITEAEZF B R ENTFSIEZRER o 50BN R ENTFSHEZEH#E

fR ~ MAEEEAWindows AP im ERISMBHABEREER ©

RO S TE B it E BANTFSZ 2 Mt oA R BAFINTFSHI B ZEUE4EEE (DACL) ~ LR TENTFSHE 224
IR o AR L2 MM TERENTFSIEZMBE i o

1. BINTFSZ R4 TT ©

=

LR ENTFSIEZRZER o GE L FERCLIZREZENFSvV4A ACL ©
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vserver security file-directory ntfs create -vserver svm name -ntfs-sd
ntfs security descriptor name -owner owner name —group primary group name
-control-flags-raw raw control flags

2. JDACLIIEENTFSZ 2 HHtIT o
vserver security file-directory ntfs dacl add -vserver svm name -ntfs-sd
ntfs security descriptor name -access-type {denylallow} -account account name

-rights {no-access|full-control|modify|read-and-execute|read|write} -apply-to
{this-folder|sub-folders|files}

3. BIUER/BREEMRE o

vserver security file-directory policy create -vserver svm name -policy-name
policy name

UNIXAEZZRE IR U (723538 SMB 17 BUE 22 RHE (72 B E

—EABESUT=EEENLRIEEEZ— . NTFS » UNIXTURAER © Flex\VoliEiGLZ 2 EIRAS
] ~ IRERRILUEBSMBIEENE Rl « FBEEFEEAJUNIXTEZZFER « A SELUNIXBMENZ
PMEFEER o

EEESMBEINERE « HHEFAERTEEANITERNIER - SERBEFEUES) :
* EEHHERR
R ESMBTFENRVEE KPR A ERIER o

* HAER
* IEEER
THERREREER A S EREERERERNTEIFNER !

o NTFS
o UNIX NFSv4 ACL

° UNIX#EZ LT

HIXERENFSv4 ACLERUNIXIRILAITTRYER] « FEEAUNIXIRIUERZRE B RIVERFEEIR - SVMEIE
ERERTEHEEMERER  URRERAESEAINITAAIEEFRIER -

@ BERNZEEEEPMERATSEREBANTFSHUNIXBERNZZ R - MRERBEBUNIXBHH
ZEF  AIEREENNIEREFEVERE « SEANFSVARERIUNIXRTLIT

EAENEEFEUER] (DAC) fREETEFFEN
EFREASFEUES] (DAC) MERRHMERENES

Ea] LUE A BhRE1ZEUE S « A fEActive Directory R iE EEHRFEURE « WiHBEAMEAE
FAE (GPO) WHEHERZESVM LERMENK « LUEFRENEZZ o I UEEZR

132



EATREFTRENRIEESNG - WETEEREF 2T ERRERRINEE -
CIFSEREEHTIGINAE

EFEEFIER A « CIFSRESEELEIR (EAE) NEIHBMWindowsBHEREEN, - B THERE
izl ~ SRR ETIME = RANNEN | KES RG] REEEREREES !

- BB
ERESDHAEANEL - EEREBALENSDHAHBHER RIS o
- REEY

RIREE %2 THRE o HI - BESETARBTOUNME -

- EREEH

RIRMERER 2 ERMA0RRE © AU - (EFE BIBEADIES ATAL RIS EOUMMA -

SEPhFEURRAY

EENEFEFNRAFGREAEETHEREERERE GERAUCEERERE FRAEES - REEERE
BRABHIRNERL -

PN« EEFNEHELEEL « FRELAREHET « MARERRERREFNER - EHEFEINRAIZ
fEActive DirectoryfE# * WiEBCPOMHIB M EIIERMARES ©

ERERERETEPAFRRRIZES

PRENRAFILE TFE) - AERERT  SEERTFIRERREN MRR) 5 VETHE ° RRERE
TRENER - UNEBRRENTREZE - GCiaEaE M o IE—X « 2MEESMETERNTRAIZ
Al ~ EEREREHCERMAREFNRIEENTE - sHMLFNRAEENZEZ R « B ZEBGPORIRAIER
EEFMENSVM o

HEREER
ZEBIGPO

R BRI BB ECIFSHARSS

TECIF SRS L RUASFFAGPOXE
BTAMGPOABIES

FE AR R F R B AERAE N

FEm P RFEURBIFRRIAAERE A
BREEFEREREALRECIFSHEMRSS ENER 22
BTS2 2 ERIERAE

"SMBEANFSTEIZELZ 2 MHIEHE"
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BEEPFIRAERERIEREFN

EPFIRRER
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BREEPEFNRRINZEMEER

FRIRERETFEUES|
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NTFSIERZMYIFHIEE D
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ONTAP

i

EREMENRBNELY  RACAEN—LEE
Bh - EAEREESESTEN X LNL2ME
MITRIAHITE S ESRENFIRE © MILFEA
MEIE S FIRARMIZERILE AR AFEUES -

ECUERNZ R 28T « ERE AR ESEMAY
IR ER NS EERNZ 2 T o REHEER
AUBEZESERE -

EREFERRR—EF#FEEActive Directory?HIACL »
AIZEE AR - RAEEHE EIZ 2 R Tiigs
HEREFERAIE AT FIE « 7 IR FEREFR

¥ o EREAREIESEFIRPRAUE (AD) FEUE
KRR ~ MATEEciE _ EHNZ 2T o

firy (2 BERREIURL - WERERETE
SIBBEOHE NN SRR
EHE R MREOLES o

JEfR vserver security file-directory show

BTEERSETEERRIBVERER ©

MR vserver security trace SR RYIFERE
FEEREHPEFIRAIMERERNGR

ONTAP
SHR
E2ONTAP WindowstgZE DA EMZNEEIRES « R
T o

ERETERERETEFEURRIBAL



HEECCIFSRARSE A EFRUENMERFIRAIKGNE £

fEAERFEUESR] (DAC) MERFEURAIRRECIFSAARES LREREMER KL 26 -
WIRER R EEEFIA -
RFARAERE BN ARERRERE - AINFSTERERA A 8 RIEE

FEFRLEBERT « MRBEREFHRZEEER Eroott AE EFIREF « BIFISEEIEENFSF oot < B
EPENRIGSERAEMEAREESHRA - BRIRFHEERENAREESIRAE « g EEILRRE -

TREZFRNERERE EEERNEHE  AINER\RREESEE « MIFEERRNEREEAREESER
& o YIIt—2R ~ IERLA Ui root B EIEEN R M EIREIRF ~ MARZroot® 2 o

7EActive Directory ik A EIFFE AR ERZEVRRIEF « CIFS1EARESAIBUILTIN\AdministratorBt4H Al 7N E R

CIFSfARRBHPEENE RIS EREPRFEURR] « BMRCIFSHERSEREPEFIFERRSIDEHKEACtve
Directory#fEXE 1 ~ BIJZZSIDEEActive Directory P{EfRIIR B RIEHFEURBISIDERAABTRT o TELEER T ~ CIFSTA
IREREERZE RNAETERZERIRR] o

R TES IR R B T ECIFSfAARZSAYBUILTIN\AdministratorB¥ 4R 17BN :Z & R ©

R EREEEFRUEHIRE

AR R EREEREEFEUES (DAC) KRECIFSHRARET EMHEIEETE - IR
EECIFSfAlARas LERENEEFEIES « BIXAZERUBLEETR - NRETHB AT A EEREIRES
FEUER R (RERFECIFSEARSS LRV ~ AT LUSFLEIEIE -

RAREETE

Y FRENEFEUERIE « ERAAEE S AARFEIUEHIERIEENACL - MR=AEEEFEUES] ~ BIE 2B
HAINEREEFEIEHIIER « ARsTHIER

LEEETR(EE A E SR B AR -

1. BHERERRAER | set -privilege advanced

2. YATTHNEP—IEBE

MR EHESNEFEEES. . BABL...
ERUEB vserver cifs options modify -vserver

vserver name -is-dac-enabled true

2FHA vserver cifs options modify -vserver
vserver name -is-dac-enabled false

3. IRCIRMEIEEEIRELR | set -privilege admin

FERAER
REEPFIRURECIFSARSE LHERZE
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EIFAEREEFEUEHIE - EIRE S BEEFIUERIACERNACL

NRENEEERZACLERESEFIUEHIACE « MAREHIZEREEEE (SVM) HEH
TEIRETFEUES « BIABLBERBIREFEUEHIACE ~ A EBIEZE R FRIEFREFEUE
HIACE o

RIFNEIET (%
ERENETZEUE S %  BRIFTIRIRA MEHAETZEUEEIACE « BRIE A IRIRA MBS Z BT SIACES I
1 JEENRETZ ENIZEIACE ©
(AT LU A — AR A AR B IBACLI T BRI TiE L 5 o

1. HE B L B pE TZ I HIACEERE S B o

2. (BRI A TE B IACE o

3. MEENE ERIE R IEB A TZEUEHIACE o

REEREIER « LURECIFSARS LERZS

BB E D BR ~ A e B EPEERAIRFREZECIFSEARSE LHNEREREZ 2 ~ 8%
7ECIFSfAlBRES - By FABhRETZENIZ | (DAC) - 7EActive Directory 8 EEF7ZEVRA « &
EhEINRIERZESGPOMActive Directorya g « W {ECIFS{AlAREs EEXFAGPO °
BE4A > Al

* Active Directory®/JB:& & A FFEREFEURE] o

* G ZE¥tActive DirectoryXEIsZEHlZa A RIBFEEIR « A REBRUEFEFIURA « UMNEIGPOLERE
B ECIFSEARERMIASS

© B AHREFEREES (SYM) HAERHNEEFIER - TRERTUENSL °

RIRERI(E

EhEIREEERILEHZEActive Directory ERIEHARRIYIE (GPO) o MNEREEFFEURAIFIGPORIE
RETET ~ 332 BMicrosoft TechNet&Z JRJE o

"Microsoft TechNetf2 Tt &E"

1. 418 SVM [ REREHEEFEEEH « 557 SVM LEVBEFHAEFEUEH] vserver cifs options

modify Bi% ©
vserver cifs options modify -vserver vsl -is-dac-enabled true

2. NRHAKRFEAARERRYE (GPO) -~ :AT1E CIFS {AiRes LEVBE YIS vserver cifs group-

policy modify #8% ©
vserver cifs group-policy modify -vserver vsl -status enabled

3. #EActive Directory 7 EFREFEFRAIFIEHEFERER]
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. B EHARRYIE (GPO) - TEActive Directory EEfEBEFFEVRE o
. GPOEHR ECIFSRRZS BISIRF FRIEH RS ©
. ERFEEHERZE CIFS fAlfRESAY GPO vserver cifs group-policy update 83% ©

vserver cifs group-policy update -vserver vsl

. {ERMES GPO HRERRAIEERZE CIFS fAiR#F LAVEIR vserver cifs group-policy show-

applied 83 ©
THIgEHIFEE R TERAEERAIEWEERECIFSARARSIMNEFRFEURE

vserver cifs group-policy show-applied

GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
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No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access

Restricted Groups:

true

true



gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
2 entries were displayed.

e[
BT A RIGPO4HRERYE

B RFEURRI YRR E
BT REFERAFRRBIAERIE R
RS BN EUES!

BT AMBRETFEIERR 2SR

TR ARERNTFSHAR & _ERVBIRERZEUER] (DAC) ZEMEN - UK ES TR 2R
e LAENTFSEMZZMERNER - EEFEARMFRFIIACE  BIRACEMEHRFIUR
AIACEREH - R LUERAERRERE L2 AR - SRR HEHHRIESRFERE -

BRERTIF
WA RIRMMHFEREE (SVM) B9RE « UNKEEETHERNENRZE2MENNERRBRE o T UUE
B NSGEHESERE R

1. PR BB B R ERT B R 2 MRE

MRECEEZRETEA. .. BMATYEG2...

LR ER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

Hrohsg i SRR EHENERERSID vserver security file-directory show
-vserver vserver name -path path
-lookup—-names false

BRI/ NEMNTTESEEAN TR ZIEZRENEBE vserver security file-directory show
FREVIER BirL M -vserver vserver name -path path
-textual-mask true
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THIEARETE R ENBEFIIERZ2IEEM /voll £ SVM VST !

clusterl::> vserver security file-directory show -vserver vsl -path /voll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attribute:

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/voll

112

mixed

ntfs

10

————D—--

0

1

777

TWXYWXTWX

NTFS Security Descriptor

Control:0xbfl4

Owner:CIFS1\Administrator

Group:CIFS1\Domain Admins

SACL - ACEs
ALL-Everyone-0xf0l1ff-OI|CI|SA|FA
RESOURCE ATTRIBUTE-Everyone-0x0

("Department MS",TS,0x10020,"Finance")

0x0-0OI|CI

OI|CI

OI|CI

POLICY ID-All resources - No Write-

DACL - ACEs
ALLOW-CIFS1\Administrator-0x1f01ff-

ALLOW-Everyone-0x1f01ff-OI|CI
ALLOW CALLBACK-DAC\userl-0x1200a9-

((@User.department==@Resource.Department MS&&@Resource.Impact MS>1000) &&E@D

evice.department==@Resource.Department MS)

HERIEN
BT ARGPOERE

g

BYE A

140



BEREFIEFINEE

CIEZBRARIEIRONTAP ERREREFEUES] (DAC) RINRAFREHEMFES « LUKE
[RZ B Z BNBRITHENE ©

MRECBERFZEERMONTAP NREFEEFRUEHMIRE - BEAE—SZERFERKSE (SVM) LEAH
REFFEUER] ~ BIRASRIIT TIIENE ~ AREER !

* B AFRRE LA ERASRRFEIERIFISVM o
* MRERE S RIERE FRVERTEIZAARE cap-staging EEAMNEMGER file-op BHER o

T AR EBN R F BUERIACERVIE M BRI « WHERENITE)

* MRFEER « AIFEBMRINFHIBEHFEUZHIACE ; 7B ~ ERFIRE S RIRIEBLEACE o
* HREBERE S RRIEFIUEHIACE ~ FILERASEEFIUEHRIACERERFEESAFIZE -

ERIAE S AFHEREFIUTRIEAFIEVES « U ATFEUTAT A SEFENAVIEES -
© BEZRIFFEEFIIENACEERERHEMNER  LERHLANZZER -
BRI ER ZASERTTHRILEITEA

@ HERE G ZEREEFEUEGIACE « RILTES I FBEEFEIUEHIACEERER R ENERE - £
BERHEBER - 1B - MRFE « ERIUFENBER -

IR AT 2 B RARRE R e BN RS F BRI S F EUR AV H th & R
HPIRHEMERR BB IR E R ERBEFIIERMEREFEURE

& B LA 7EMicrosoft TechNet&E IREF L EI A BN EI7EActive Directory k58 E A AT HIF E R ZEVRAIMNE
oo

"Microsoft TechNet : EhAS7ZEUIEHIZEHIAEE"
"Microsoft TechNet : SEFR7ZER/E Bl Z2 51"
T52E &R ARENER E SMBRIAR AR K 2 B En A F B HIFAI £ P Z VR
* *TESMBfaElfkes L fEAGPO *
REHERAMHERE SMB AAReS
* 7ESMBfAIARES L RENASTEZ

"SMBEINFSTEZEL L 2 1HIEHE"

fEAELRAIRE SMB 7% E
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gn{aTds B i R B AR S SMBAZEX

gNRSMBfalAkas £ ERVASMBZEXHVEE L RR! ~ RIS 7EHERISMBA P in¥f SVMEAER & AY
FHFERELRR - EEEFNER « A EI R FFSMBZERYELRE « ARRIRE]
E161 = SMBH A AU BR & 22 37 RAHG: o

EHRINGER—NZERE « 15T AL B R IRFEIER « UL S EH e B ENESFE o &
AL EEHERE - AFEESMBEEFIERPIR - BRIHEFRERIISERPIR « MERAEERNMENES
ZHNEE ~ R sF{EAKerberosEazs « NTLMEREE S KerberosFINTLMER 5 1 TER:S ©

TREFMAEREZEELFEINELRAUZEBONTAP ~ AIFFEA R kS EERTEIER « URETAEF
R - EELRBERI AP imt&es « MIEWindowsfEREMEHE o EHARRAFTEAWindowsEEAEFEHE
RIERRR BAIRHE - EHRARR T IRMHANIEREFEERZIN - BiRUS —EEINZEME -

ERER—EEY RS EMIEE R - BIe R E B inHEEENER - S#ESVMEE 32 EEHER
Bl - SrRIEHE A S EMEENSVMBIT FHIEE :
* ASVMMYEEVolumets kA RIAVEHRA ~ UE@ERI R P infFEuEHIZISVMEBy&E{EVolume ©
* BAERRVE B RAIIERAASVMBY SR & « LUESHERR B InEEEHIE - MERASENRE R
BYEEHRA o

BESVMELE—EREA Tfax) HNELHRE « FSEARE o SEEMFRICEDRE « (B UEHaAsE
BXE ° SVM_LBIE{EVolumeTE R B ELTH R BE i [RRARRAM: - Y1RESVM_EIZFASMBFERMEL/RR « TR
FELHRRSSMBEEURERZ

A AR E AR BRI AENF STISMBEHEBYTZEIE ~ i 52 AR B B i R B2 1L RS ~ PAR BELBIZNFSHISMB
FHFIREIZ ERNEIRE R IR - 3 R LEHRERBSMBAR KR EZFH « T UREEHR
) « HpyRAMERFFEASMBEEIBEFE « ME R EAKerberosEINTLM (Bim#E) EITHERETIR ATFEER
i o PA%% - EHRA S R (EFEESMBF IR E 2 1L Bt -

YNREUASMBRIEEHRRY ~ B P IRl HAFINER A ZEAMELRR 2T « AEZRGLUEEERNAS L
B o MR P IR SHAR & B RAPREERA  AIEEEEN - IRELRAIEZEN  RIFMEEIREER
ZIEAB o BMEHAMERERFTAER  hERHLEEERT - BRTELARERRARERTESSMBH
FRMHERE £ ~ EOAFF TR -

A EFEEFIERPIRNEENERIRFE
* REFFEIBSMBIFEY
* {EFKerberossINTLMER:E (ME) ~ AFEENMHEMNS AT

RABRRR "SRE R B IR A" o
ELHRBAEERR

b LR A2 EH AR R R - ELRAFRBERENHFESH « AP RFHRER
SR @ ARRT ~ LUREN AR A P im B EK o
EHFEASAOSEL—ERELRR  FAERFFIALE - MRELFAOSSERI « AERBRANEES
RARERENIBRF RIS LEARA o RAIERF RAIZS MRSTAE - MRRAFEAAH - AR ERZR0HE
'R MEFEBRIBEMRE - MRLEHANRA - AR ESHIEEEN -

TR AR T 7 ZRIRRE B LR « LURE R P infr IVER
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* BEERNARIHFERNEREEFEERTE « HIZINFSVATISMB °
* AR ImsRIRS ~ HIa0EH R EEIP AL o

MBRAKD -clientmatch 112 4096 E=FTT ©
* BRIRAREENZ2MEER « fliiKerberos v5, NTL,3{AUTH_SYS °
MRAIEEZELER] - BRImAEREFIEZER] « AREERRA

Ll
EHRAEFER TISHEHELRA

* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* -rorule any

* -rwrule any
AR IRENERZFERANFSVIERFERX - ARIEAIPAINEA10.1.17.37 ¢

B AR P im X E S EARAT ~ AP UmBYIP(AE IR ELEE h AR R Fh5 E B F AR R BRI FHERE = o EIE ~ AR
i EEERH ~ IERRI A ERRILA R g o

gl
EHRAEZAEETISHEHELRA

* -protocol nfs
* —clientmatch 10.1.16.0/255.255.255.0
* —-rorule any

* -rwrule any
P R infFERE R B EANFSVAREIH E X ~ AR IRRIIP{IIEA$10.1.16.54

AR IEFEERHERTT « BRIRNIPAALINIEERFHRERT - FIt - AR KAL) - ILRAERRILRR
i o FRARIRNLEEESM « FMEEBUFERFIE ©

Ll
EHRRIEZEATI2HHELRR

* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* -rorule any

* —-rwrule krb5,ntlm
B Rim#1 AYIP{iI3E2310.1.16.207 ~ fEFANFSv3{EEtHE FEFEEK M EAKerberos vo#ETTESES ©

B BRim#2 P31t 410.1.16.211 ~ {FEANFSVIEFHREFEXFIERK « WiEBAUTH_SYSHEITER:S ©
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w18 A P i AR B i B S S R E AN PALEERAR TS - MRS BRI AP IRHYMEEFEVE « ERERENRE
BRI o FILEWER P IREEBSHEEFIE - (B2 - RARREH EINEERFIVE - AR CERE
HyZ 2t iE I Kerberos v5.3&ETTERE BB P iR#2 A EUS R 7 EVE

PRI 75T E 1B SMBZERHYEE th R RUFR A EEH)

55 Lo EBISRERUNfAIE R FASMBZERBE tH R ARYSVM _E ~ R IZPRHZX 2 5F 7 EXSMBRIEE R
HIIFRAY o

SMBFEXHVEE HRAITRR AFA - RATERASMBEZERIE LRAE « 4 BERE RFIZAHEESMBEFEY
BELLRBIRAY o

£ FAH SMBTZERHI B AR A
THereEERA 'VS11 BISVM EZIIAB TFIAERRRIELRA

* [RABHE | if1
* R4 1.
* FARIRLLY | (ELE¥148ER192.168.1.0/24 LRI A F i
* EWGE | (ERUASMBTFEX
SETFEY | {EANTLMEXKerberosEisE 0 A ik
* SEBFE © EAKerberosERE MY A i

clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsl -ruleindex 1 -protocol cifs -clientmatch 192.168.1.0/255.255.255.0
-rorule krb5,ntlm -rwrule krbb

SMBEINFSTZERAYEE H3RA
THGLEESVMEEIIEFTHHERER 1) vS1 TEHRER :

* [RBI%&7E ! ifsnfs1
* RS4RI : 2.
* ARIRECY : HEFMERAFH
* FEEMIBE | SMBENFSTZEY
EEW . FEFMTERARIR
* EEEE : FH8Kerberos (NFSFISMB) ZHNTLMER:E (SMB) BYFF iR
* UNIXfEREID 058 () : HEZEFEHEEID 65534 (BEHEZEFEHAEZMEnobnobody)
* SUIDFISGID7ZHEX : fEF
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clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsnfsl -ruleindex 2 -protocol cifs,nfs -clientmatch 0.0.0.0/0 -rorule
any -rwrule krb5,ntlm -anon 65534 -allow-suid true

{E(EFANTLME X SMB/ZEUREA!
THGSeERS 'VS1') BMSVMLEY BEAE TY4BRERIE BRI :

* [RB%HE | ntim1
* REI4RSE 1 1.
* ARIHECYE | HEMBERAFH
* FEE  ERFASMBEE
AETZEY - {ZPREANTLMAYE B i
* BREEFE  EREANTLMBY ARG
NRITHEMEEIR AN AR IR IER T AEMRNTL-ZE ~ BIXZATE R B st B 1A E A P B IS

() B =8 EREKE access denied $#i% o BREEAONTAP SR TMABRERF ER
FERREF ~ [EfKerberosiRFEEERTE (SPN-) ° NTLMERFE R Z#ESPN-Name ©

clusterl::> vserver export-policy rule create -vserver vsl -policyname
ntlml -ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule ntlm

-rwrule ntlm

RS FA Y= FASMBZER AV EE /R Al

TR IR ERNEE (SVM) LRUAEEASMBEEHELRE - R LUEZEAED
R AR HISMBE E RAYTEEY ©

R Z Al
M 2RASMBEHRAIMNEXK :
* FARIRTEDNSHYIAR M"PTTR 5CEk ~ A RERILZ AP IRRVELRA]

* NRSVMRHEINFSAHFIRIFE « BISEAIRNFSTFIR X% EECIFSHEARSILEBAR ~ RIFEREI
—#8 Ta) A MPTTR BIEHETE o

RIRERI(E

ESVM_EREMBICIFSIARAE « ARG FASMBEERIELRA - IR ERFED M HE AR iRIP
Uikl F 1 BB RIERIFEY « BILARXFSMBZEXRIEE H R A o (SR] LARER: Y FE 505 FA SMBTF EX BV EE HH R A ©

1. BERERRAER | set -privilege advanced

2. MASERELRR
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° BRAAEHIRERA] : vserver cifs options modify -vserver vserver name -is
-exportpolicy-enabled true

° (ZHEWRAI ¢ vserver cifs options modify -vserver vserver name -is
-exportpolicy-enabled false

ROIEIEHEIRE4R | set -privilege admin
il
5 EEH) AT R & A B R Al ARIEHISMB A B iR £ SVM VS1 L ERBY7FER

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-exportpolicy
-enabled true

clusterl::*> set -privilege admin

R ERTFIIRERFERERTNRE
ERREERTIRERFHRETRZS

57 ERIRERERBRRFEFTNEE « UKBELRHARZEE - G I LRERTFER
HUZENREE « ONTAP ERHEMBERRNE=_EBRENHE  FFEREFIREERINWERR
ENASE#HEFNEREIFFEMAIEFN

EZIENTFSTERUEIR © 2 7 HUNIXEREHITLZEMRE « UFENE ERStorage Level Access Guard YRR
& EAER - UNIXERE N EHEEEA ZEEENSVM EMWindowsEHZE © ONTAP

EEE R RE TS
* REEHRNERREERRFEFYHRPTAERS B -
R FEEVolume R HFFBIERE N B BER RN A FERNIFIFRERTE « AILFE2EBERETER -
. ;\;EOJL,(‘“*&%T‘JEQ&E’JT‘HRT%% EEEERERER - EZEAERR - AFREREHMRERNERNE

c IEREBHTRMN
BAREEDNHANSEBSMIES - ERTERE

%*-

F o
c BRZEM

BRNEEVHANSEESR - ERLREMA TR EBBRNFIETEX
© B#ZEM
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BRARBEFVHANESESE - ERLLLZE2EAR SR EERNEFIETEX
* fREFEREVFERE R PREIRERR
KEFERMHERINIFEVER o
* WIRIEHENFSTSMBAF MR RIERN B HHNREMRTE - MAGEEREFERNFIRELEM -
EEEREREYMER - LREFERNRAEBMERNPESHF -
* BMER R (WindowsZ(UNIX) EIEE « thEZEARIGRHEHRHEERANRZ R
ENsHERRTFEESEN -

- EE SR RN IR EERENTFSH RSB 2 R MRS o

* QB IZHIRENSVMERECIFSAARES « ERal I EEFER RN FIRREERZERABUNIXZ 2T
HAHRE -

. ““Ezzﬁ*ﬁ@?ﬁ%ﬁﬁ’\ﬁzzﬁ EXERET - BB E LB RFREEREIRMRE « ISR EGEEE THERMER

* EEBRNTFIRREZ 2 A TTEEBSnapMirorERHERNISVMER RER ©
* AERHEENAEHRNDE o

BMfERFRERNEFIREEEFIYMG « EEARSBNIEARAEFIVEIRREEERNE & -
* MRERREFEREFIREMBETI « AR EFEFPolicyBA

FEEEIER

FEZE ey B S FEERCR BE B el AR « 7T E R EMNHERBAFIURERER « UREREEZREN/E
BN REEEZERNESHE - SHEMERANZ 2N - LY EMERN B EEMLEEWHER - Z2 M FEUR
EHNBHITIEFNT :

1. SMBHAHEEINFSEE B4k HEFR

2. FEEERFERE

3. NTFSHEZR/ERIRIFEUEHIEE (ACL) ~ NFSv4 ACLERUNIXAEIITT

R E R IUREREAZES

EFES E’J??HRT% INRERI R fAFREAIRMEEINIZE2 Y - AR HEARE ; FIt ~ FM
FARENRAREESNRANEZEAEE - TREFRAZEAP - EREFEERIEFIZFEIHEE
TIRBEmM °

HEThRER—A e A ZE P BLE THZEH)

BB RENFIAEREEREREERITHN  RRESZME
* ERIRFHARE (BERTIRZEE) NRHEERE
* AEREFHR R AR B I ER AT RENBUTIRSS
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* RBREFARERR
BT BRFIREN TIERE
SRERFERFIRE (slag) BITIEMZERMERIONTAP FICLIER < R ENTFSIESE

RAFEXIRA o ERILITEIEERNEFERESS (SVM) HIRE ERREslag ~ MIFEIEERN
BE LREERNBEREFE
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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.

FERAER
RIEfEFERFIURE
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RIEHF B RIFIFRE

7EVolumeZgtree LR EFEEFEERFEURER « KREEERAZ TR o MERBRIEERE
AR EEEERARENENEZEMER - iRt Z 2 M ERREFIENASERHEE!
ERTHREEYHIIFRETEE

1. EREL L2 MHITT vserver security file-directory ntfs create i

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

Z2 MMt E U T METERRDACLIZEEEHITEE (ACE) #1r .

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

MREABEREREFERFIRERERTARRE « IR AL B CNACEEZ 2 MM T Z ARk
HZER o

2. 2 EHETPR MRS ERERFREREFNFREZ2ETARDACLACE :

a. FABRMEMAEERN DACLACE vserver security file-directory ntfs dacl remove
A
< o

150



FUEFH « 22 ThEiiR={ETE:2AIDACL ACE : BUILTIN\Administrator ~ BUILTIN\Users
FCreator Owners ©

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtin\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow —-account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. :EFE AR AN HERERFIREZEMA DACLACE ERZE2 MM TR vserver

securlty file-directory ntfs dacl show Bi% °

TEUEEEHP ~ LB EREZE2MRMTHE R ERIR=(ETERIIDACLACE « 2 TNT
AUTORITY\SYSTEMTEXAIDACL ACEIEH :

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM

allow full-control this-folder, sub-folders,
files

3. [FRERE—3 2@ DACL IBEFIEELZ 2 MMt vserver security file-directory ntfs dacl
add 8% °

FEUESEHIR ~ REMHRMTHRE RS MEDACL ACE :

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
-access-type allow -account examplel\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders,files

4. [FRRE—Z(E SACL IBEMIEELZ 2 MMIMIT vserver security file-directory ntfs sacl
add 88 % ©

fELEEEFIH ~ WfE SACLACE i E L2 it

vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

S. {EAMER DACL A1 SACLACE BIEFERTE vserver security file-directory ntfs dacl show
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M vserver security file-directory ntfs sacl show A< °©

EUtEEHP ~ FHG<ERTE 2T M"'shd1) FIDACLIEEES :

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

fEUtEBHIT ~ FHla< ERTZ RN HMT "'shd1') BISACLIRE MRS !

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. FRELLZEMRA vserver security file-directory policy create Bi% °
AT EHIEII%% Tpolicy1') KRR :

vserver security file-directory policy create -vserver vsl -policy-name
policyl
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A

7. FAERRABERRE vserver security file-directory policy show Bp< ©

vserver security file-directory policy show

Vserver Policy Name

- FARZEEHERAZE M RA T TEFIEELZ 2 M /RR vserver security file-directory policy

task add #8% -access-control 2% slage°

BfERAIA U B 2 S AR FERNFIFRELF - SHEEIRRARESFFESEZERNFHERERNE
BRET(F - RRIVAC SFhAREFERIFIRELFFIAERZRERIE -

ELCEF « TESMEESL%A lpolicyls MERA ~ ZRBGIEKGZ2tRMIT shD11 - EBEREE
/datavoll TFEUEHIFERRA [lag ) BIRR o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

- (FRMER TEEIERIE vserver security file-directory policy task show 8% ©

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

- FRERREERREFEERELZE2MFEA vserver security file-directory apply #i% °
vserver security file-directory apply -vserver vsl -policy-name policyl
BHREERZEMFRANIE-

- ERRFERNRFEREFIRELE MR ERTIEMR vserver security file-directory show @f
A
< o

FUEEH P ~ SN HBRTHEERREFIRFREZEZIEEERZE NTFS BRE /datavoll ° BMfETER
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FIDACLAEF TRRBE AL T2iEd « FERRNFIRFREZERNERE (kiEk) FIEERRFIFRE

RIE P EHRRIBA

vserver security file-directory show -vserver vsl -path /datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

HERAE N
fEFCLITESVM EBIENTFSIEZREZ 2 M « NTFSTEZIR B R HZE RIZFEURE
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vsl

/datavoll

77

ntfs

ntfs

10

e D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff



RIEfHFERFIUREN TIEMIZ
REFERFEUREEREN
BIRHETERFIRE
BEMREEHRE

TR ATEA R & Bgtree Bk & LR TEslag © RiFEslog¥ifa® ~ IERTLUE &ZMFLEVolume
Satree 2 ABYsloghBRE « UG RAEHFAFINEEIBIR

FEBENEEE MR SnapshotiEAHV EEBIIEEERBSE SnapshotERHHIq

RPERAKXEN olume slag FEHARFSE (AFF  tree lavg
S) FRfEMqtree

FEUERZSA (AFs =B £ RiERA RiER
) FE9VolumeFEY
Snapshot#EZsH =/ S EHA RiER
AVolume7ZEY
EEXHEERESET & ES = S
FHiqtree (Eqtree
A sloghs)
EEXHERERHESETR 20 ES ES ES
FHigtree (Eqtree
AR 1E1Esloghs)
SnapshottgzsH S S = =
Bgtree?ZEX (
Eqtree AFSHI7Z
7Eslogh)
Snapshot#gzsH =8 & S =

Bgtree?ZEX (
Eqtree AFSHARTF
7Eslogh)

R E R EURERERIEN

REEBHRNFIRFREZSERTHRESgtree ENE =B L2 RE o HAEAWindowsAE
RE R HFERAFEURERTE © EALAEFAONTAP VMware CLIZRIER{#1F /8 #RTFEY
REZ MBS « UERRERE AR R EEFERE -

RIRER I

T ARMEHEFERME (SYM) BIRTE  URhBRTERBFERFIFREZE T EMNEIRENqtreel’ X o
AT AL Z2 R TS B B SRR i ©
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1. BTREFEANEFIREZERE « WIRMHFIBAFEEER
MRCREETEA. .. WMATYEG2...

LiRER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

gl
W TEAFET NTFS EMRAMIRENREEFERFIREZEMEMRRIEE /datavoll £ SVM VST H ¢
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff

ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

T EHIBE R EFEB R FRREERE RSN LZ 2B EMERAEN /datavols £ SVM VS1 A o I
BENR EEEBUNIXERNLZRY c Volume BB #EERNEZERELZE Y -
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:

IrwXr—-Xr—x

ACLs: Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

BIREFERBVFEURE

MREAEBEREFRBRREFNLZEMN « AJLIBIREERE Hotree_E I EFERFEIR
& o BIRHETFRRNTFIRENSEANBIF—RNTFSIERNBIRL 2 -

HER
1. {EREDHIEE D qtree BREHEZEBRFIURE vserver security file-directory show B3% ©

vserver security file-directory show -vserver vsl -path /datavol?2
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2. fEFRBIRGHT

vserver security file-directory remove-slag -vserver vsl -path /datavol2

Security Style:
Effective Style:
DOS Attributes:
DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:
Unix Group Id:
Unix Mode Bits:
Unix Mode Bits in Text:
ACLs:

il

Vserver:
File Path:

File Inode Number:

vsl
/datavol?2
99

ntfs

ntfs

10
————D-——-
0

0

777

IWXIrwXrwx

NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff

ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-O0x1f0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff

ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-Ox1f0lff

RIFENREE vserver security file-directory remove-slag

AL
AR

o

3. (FRMERGHFERERFIIRERN Volume I qtree #p% vserver security file-directory show @B
= (o]

S

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx

ACLs:

NTFS Security Descriptor
Control:0xbfl4

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs

AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs

ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI

ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

{HFASMB & IEfE 2 17EX
(A (o E F B AR T B e
UN{rAIE R A s A E AN E+4HONTAP

A ERE AN

TEZSNEME B XK EREMEE « UNEEERENEHEN—EELEN « ARE
REREERRIEPRERERNEERENEE o

* AR ERE
BAWR—22EHANE (SID) BEREIRE « AATERIUZIRANRHFERKS (SVM) EARFAIR
E o XiEREIRF EA—EEY - SEERERMEASID o AEEAEIIRS GFERANTLMEESE « £CIFSH
ARas EETT LR o
ERERFAZERARE

© ARRT_EREEREE ERGERSE -
°© ARERISVMEER Z EENERIRERNH AR HNERERFHN -
N
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BEM—SIDIEHERAEE BRI ZEAHENSVM EEE - B EB 4K E - ERURSEERE « BiEfE
FRE ~ MBIEHET AR ESIRA o PILGEIL ~ (EcaaiMIpREs4E -

HERZRERR

BT _EREEREE_ERGHERE -
RIRERISVMEER ZEZEMERRE RN A RNIERERF
* A

%ﬁﬁﬂ%ﬁﬁ@ﬂ%ﬁﬁ?  ZSVMPRH] o AigABIE R B A CIFSREAREZ R - AEEAENEEE I TEAEFEE

* ZEMHRIS (SID)

SIDZ A A WindowsE Z 2 ERSRY P RERIE o AN « —AZAISIDIETUINT © s-1-5-21-3136354847-
3130905135-2517279418-123456 ©

* * NTLMERZE*
—7#&Microsoft WindowsZ &% 757% « FitEasECIFSHEARSS LRVERE -
* BEERENE (RDB)
BEPESEN LHARITERNERERE - AEEREMEHEYMH EHEERDBE

B A ERENA A EIER

N REFERKS (SVM) J:L_LZMA%@H%%FDZIKH%E#HE’JEEEﬁﬁS‘rS%E fgn ~ gnR
AEiElgs (DC) HOAfER « LR sEB B AR EFEHRIEIKER « SSMBfEIARES I T
VEBHE « R UE A AR SRS 155 57 IRSMBIRSS -

TR UER T EHEYL - S ESEEREIRR
* CHYSMBRIARZZ LA TIEAF#E ~ I EAE BIAGERA -
TREs /B TEESHERE -
* WNRAEEIERISREAER « TH 2SR T E ASMBEARSS

2t {55 PR B BT LATE AR ) 23 B 4 S A8 BR ] RE fE SMB A Al &3 S A S AR M I 25 5 ~ EFANTLMEREE 2R 5%
72 SMBfAIARSR

* CRERR_ERAEEREE ERGTHERSE -

_fEREEREE_ZESMBRAAREEESIEHIERAEMEFETESVM LA MLEREIRRVSES o R LUREIRTE
IKGEREIRP ~ ARRERERSAAEEERNAMEHENS It MERGERE -

AT UAE S T BRI — S A4 %R -
* WRYSMBfRIARZF LA TIEEF4E ~ M BAEEFEEAfER -
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TEBF 4B/ R E2AMEHE  BELEHENN SR TIFEHAERENTFIERIFEER -

© CREERNREERIEFIERNERIRERNEFE « LUETHBMESRFEES -
* BREFERABIN_EREEREE BRIGELAHMEAE -

RERNBEREFHERATRLERNER - S245R—EB5TREIR « CRILGRILAHERE « WA LERIE
FRIEIAGEEFAE - ARICALIRAEERE « M ERENEEEME EAETE -

AARAEEN

AR ERERENEFESN

SIERERBE

A EREREEES T

KR ERELARET BERENTIEREE - A SEFECIFSEMRES LRYER -

AR SMBRUTFREERAERE « FILES —RKRE LIFFEERE « RERE—REAESDEIA - CIFSEARESE
BRsE A ERE RS « EEEAMUNTLMAERRAERE o X MUEMAMAEMEL Y MI7Efl

E=TEfERSG T EAAKERE - ONTAPEEEAREFIBUANEAE LBREEED (ERME\ERERI)
BENECIFSARSNALME LM (CIFSEREERME) -

* MBI AR
FEEREFNENFHEHARERERENERE - GECIFSARSBAMEE

* WEER AT
E S ECIFSTAARSSFr B AR PRI AEIZ 223 EERANTLMERSE - ONTAPIIRERERIN « BEABNE SR o IR
BREE R ~ 12 T ARBVIERBURIN B R MAIREA o

HEMNAREREIRS - MEREXRK - BLIERONTAP T » BMFEACIFSHEIARS: L HEAEIRFFE -
MEERAZIRPETRE  BMfEEENetBiosHHIR L BRI  HIUN ~ NRFEARFTRIEIARS ~ BXIRF
Bf=H » ONTAP BIZfEACIFSEMRES L H BRI AR A ETEE

* KRISEMREE D

LA RE S 3/ E 55T - ONTAPMIR K EAERERM « ONTAP RIECIFSRIARZFIB AR BRI
I B3 REREE R E o

RUIhTTR AN B ARSI e R B BRFE R ONTAP ~ IR EERIBTRAVEAEFEEM » MR A<t B4R A 8 BRI ERRA
AZE-

MBI ERERINTLMERESFHE ~ 552 RMicrosoft WindowsX {4 ©

FERAER
B REERAHERERS
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SR e B EVER

SEAEHELRR - FRICRENSMBIERE « EEFEREEFEIER - HF a3
fERE ~ EAEREMEERMRFEIR - UKHERIUNIXEREVEREN

PRIEZFALLINAE ~ BRI EREMFAZTA FINLEFEREFEER - FIENMNEES LBURREASH
HARH(FEREIE EActive Directory4Bigi{ERZE :

* AEEAEEA

R EAE AT LR AR AHEHERIAL S ~ BAMEHEAERHMAEE BN E - AHEEREFIVEN
TR E K ERE B AERYPR A REIRE S PRAERK ©

C EEEREEA
EREEREEARONTAP « BIABUSEAEFEEN « Hh e ERENBZFrE FEEHERERAEID

MSID o ERMAEEREFIERNKES « BREREMEFENIENEER (BF) FrRHFIE
I~ UBARIRAGHEIEE A B SR A AEE BB A S BAR BRI E 1R - ONTAP

HRARNEREREEA - U EHEEREFIENREETE28#4HRID ° 3% RID & Domain Users (RID
513) o fSEFEETERE o

Windows ¥ UNIXFIUNIXE Windows % B FETER ~ B AEF4IgR & E1EERRVRA o

@ EUNIXERE BIZAHIR P I MR RAY BB FE - INRFE « AN AERRANRBHEG QXS
TEPRRERVE FEARA o

EEEAEEERISVM L ERSnapMirrorfyZER]

T8 E A MELABRISVMERER RUHLIEE £ 5% E SnapMirrorBF ~ G FEZ AR AZAERAZER o
A F A E|SnapMirrortE B 2|5 —ESVMZ 2% « BifaiHFHACER YA HEEEAE - INREfHE
FASnapMirrorThAEE S —EISVM LB I HFEERIDRIER AR ~ MR & A —E AR A% B 4HMACE - BIIZZACETE

55 EEN - IR EREREIFRISVM « BRI E BBt AR ERI A o 2 TR EREMEEN
HERETRVZLNSVMEBERER ©

MIFRCIFSRIBRASES « ZEEREM AT R EMHES

Tas A E A E A EE R TR CIFSAARSSFTEIL « I B5EE CIFSAARSSAIIHTER
t28 (SVM) EEIIRAHG - SVMEIE S RIIUBERFE I AN A EANEE4E o MIPRCIFSTEIARSS
By ~ SRR MRS REMEHEREMR -

AR ERE N BB ESVMABRIHE « EILEMIPRCIFSAAREER « FEREAZEZEMMFFEF o #ATEMPRCIFS
AR A EMIFFAKEREMEAE « BEFISIRREER - ESVM EEMEICIFSERRIZA « EHEIARRN
EEARERENEAE -

(D) crsAmsEERETeRErMERENANTRE -
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N Microsoft B 18 T2 & Bl A F B N B¥ AR 12 Ao (E R

A U EMicrosoft B IR F 1 SRR A L AE M EHERVIERAE - B 7 E{Ehk4SONTAP
RIZORE ~ ISR AEMicrosoft EIE X B /AR EREMEHENITHMEET(F -

ERZR

MR EREEEREONTAP FRE A EREMEFERISIEIRA « U At ERE
AN ERERENOEREZER « AN REIEREEESE -

* ERNREEE - EONTAP BRENFEERE « BHENEREMEREF IR EREMBLBINEERIRR
AEf ~ FEMFRELESN ©

* BRZEONTAP ERRBIEZERRAFFONTAP ~ TEEREMETR R AR « TMERAHEREMEFAE -

* AEERAEMBHERSTIERNERRACLRRZES -

* HRETAEERENEEER « AL EEERFIERMENERZFREK -

AERFFIN - B AENREEFER « LURRERY M MIER R EREMEFHEY R AFFFE

HER S HER
ZIEMEIREE

SERNEIRETRLES - ONTAPE TR E R A AHETER TG Hh— LR - &0
I LAETRITE RRVEHERTIE SR IREIR ~ BRIV EAE EHE « WHTIEERER
PREIZAVEHAE ~ SAME EIRARAEEIEREMERE -

TRINLFEFERES (SYM) ERAVER « TR EAIRKERBUILTINEAEFE :

RS AL EMRE Btz
SeTcbPrivilege £ WAREERFN—E D

SeBackupPrivilege

SeRestorePrivilege

SeTakeOwnershipPrivilege

SeSecurityPrivilege
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BUILTIN\Administrators
BUILTIN\Backup Operators

BUILTIN\Administrators
BUILTIN\Backup Operators

BUILTIN\Administrators

BUILTIN\Administrators

HIEREMB & « BR{EMACL

SR E5% « BEE[ACL -
AT AB M ERERBHESIDR
R

BSESREE MR

EERREEIERER - A KBRR
L2k o



RS REEMRTE siLPH

SeChangeNotifyPrivilege BUILTIN\Administrators BB B nE A HERERE
BUILTIN\Backup Operators > A BEHABLE (x) ¥R - BIAE
BUILTIN\Power Users * FEERIF « symlinksT{3cE o
BUILTIN\Users > Everyone

e

* RIS RERR

* REWBBERE
EIRHER

TR B ERIE G R ERENAEEERE - E - S LG ERE TG AR
B~ His kg EfREC R EE EEREHEA RIS -

* RIS — B HEIRIS IR PRI RYBEAE o
BE BRI EE X EREFEAEIRIEREMEEEE

* CHAILGR AR E R ENREEREEMGTRITERNEHE « B ENTARERRTCER FEEEREN
REPRABFT o

TERAE
* MG REPRAG A S E R B B R
* BRI ERE A ERER
BRI EREMEHERER
* REBBBEEE

{EFABUILTINEH A A% A R EIE SR V2R

=S ABUILTINE BN A AR EIESIRPE « 55250 A TRIRAER o FI40 « KU E
e R A ARREESRP « BEAMBRICRS -

* REIEEIRERIUEF TS - [BEERRR o
s RGBS RAEENBUILTIN\AdministratorB¥ 48 H 84 o
* AT B R AEREAE - (BEAMIBR o

EEREBBUILTINE B Z & ~ AIUERBMRIBEILS —EAREYMH « EEIRIRHIRIDAGZYIM
* REBHREIRS -

e
FESCEZBIBUILTINEHABFIFER PR
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I ERETHBER

RIETAR ~ DEERAERBOATEEREENK - ZISEME T REMicrosoft WindowsZs
2 2 IRBE REFRBIENREEL o

B ART A FARM

* REXEZELVNEFT
* AEEEERERFGTE
* BEABETINBERFE L =BT T !
° PN ARBFT (AFIZ)
° HXUNEFTT (aFlz)
o EHE100% (0F19)
° BFHRFTT -

/i

+

~ 1 @#%$% {caret} & -+="\| () [[:"<>~ o ?/
ElEE=E
BB S E A SMBE R E RN EISEME
BTAMCIFSARSRLZEMRENENR
EBEAKRERERP RN

FES E ZHBIBUILTINEEABFNTERHER

TR LGS A E R E SERERE NN S ERISIKMGONTAP MBI —ETRTER
RYBUILTINEHAE - TRLERBIBHEEIRIKTRITEZAVER o

TRRPFRSERABFAE

TS ERMBUILTINEEAH TR 1R
BUILTIN\AdministratorsRID 544 * SeBackupPrivilege
B RERES « DB ZAHE Administrator IEE ( * SeRestorePrivilege

RID % 500 ) EEEIMALLEENKE - BEfFER * SeSecurityPrivilege

#2323 (SVM) MNA#HEF domain\Domain

Admins EHARENE SRR o tNE SVM EERS4RIE * SeTakeOwnershipPrivilege
Eé]?% domain\Domain Admins Bf#HBEIZEEAEFT
f o

* SeChangeNotifyPrivilege
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FESTEEHBIBUILTINE B TERHERR
BUILTIN\Power UsersRID 547 SeChangeNotifyPrivilege
F—REILE ~ ILBHERBEAINE - ILEHERER
BTIFE
* IR RERAEFEREMEE -
© BER B ST E MG E

BUILTIN\Administrators B¥4H :

BUILTIN\Backup OperatorsRID 551. * SeBackupPrivilege

R - WEHAREEARE o RSN — ScRestorebrivilege
EE’Q;#?EHE;E?&%*#% BB AR BRI B R H * SeChangeNotifyPrivilege
SEEVFIES AR o

BUILTIN\UsersRID 545 SeChangeNotifyPrivilege

B—REIMR - IWEHARBEEMARE (EFHIBRIN
Authenticated Users $55%kEf4H) o & SVM A
4918FF domain\Domain Users EfZABEENFTIG = B
48 o Y15 SVM EERAARIE ~ A7 domain\Domain
Users BHEBEILEFAEPFEPR o

EveryoneSID S-1-1-0 SeChangeNotifyPrivilege

IEBHE BRI B ERE « BiEKE (BIFERERE
) o EEETIVEHE - BAIRTHIMEE o

MERAEER

fEABUILTINEH B A% R E R B IR P B2
SIRREIRBE

REBBBERE

R EE A EREMEHETIEE
RS A4 EREMEF AR

AR A E R EEFEINGE « A REERAEERENEHERFEINTFSZEEE
#t o IE5h ~ INRIEBBER A EREEITSMBEERE « BIXRRAAS KRB

A G R AN E R BB AAThAE M A (EAEERSE o NRAKRAELEINGE « EURITRAELETINEE « 7 8E
RAERAEERENEHE - ISP LBER{E A A EREMEHETINEE -

E

]

bR T BRME(S AL E R B BHETNAEZ 5h ~ ONTAP MR FERBEMEIFEERONTAP 23R SZ4RILTHAERIR
7~ QiR ER AU EREMEEEE - S ERENBHEINERBERETHFIA BRI HITONTAP XIRHY
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FRASZHRZ AT ~ A ERIA °

FERAER

A EREIRS

(EEN 2

IR PRAG AN S AR R AR & BB A
YR EE A EREMEFAE

AR R EREZS (SVM) ERUBSER AR EMEFAETSMBEEL - TERER
RSt (b B & B4R TOAE ©
FAMEETLE
SR ATE R ESMBH @ MNTFSIEZR R RHMER A E R EMEHE « ] UTERIISMBERFIERSKERE
EITERE - BEGFAAREREETERS « TR BB EREMEFEREEE -

1. BHEPRBARRAEPE ¢ set -privilege advanced

2. JUT Y HAP—IEEF

NRIEFHREREEREMEFAE. .. BWABRL...
ERUE vserver cifs options modify -vserver

vserver name -is-local-users-and
-groups-enabled true

BEH vserver cifs options modify -vserver
vserver name -is-local-users-and
-groups-enabled false

3. IROEIEHIREL . set -privilege admin

vl
THEEFIRIESVM VS1_ERUBAEEREFEHAEINAE -

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and
-groups-enabled true

clusterl::*> set -privilege admin
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FERAEER
R EE AR ERERE

BREERAHKERERS

YRS RAEERERE

TAIATEREFERME (SVM) J:ESIﬁH‘JZFHﬂSMBT?HYE’JZMA%ﬁ%% fag o TR A LETA
WERERS « BESVMEAEREIIIER SN EENEREEEL Y?HYP“%JE%F.%E

FH o
FIsEZ Al
WJATECIFSAIARES LR A E AR E M EFEThAE

RRERIE

A ABER R R SIS AN E A B BesE - R EEE T SMBERR ER AL EAEETRE « 4B
FACIFSRIARS R AL EF B M BHAEEER -

1. BERBRRAER | set -privilege advanced

2. JUTTEHAPR—IEEE

NRIERERHES... BWARBL...

BB vserver cifs options modify -vserver
vserver name -is-local-auth-enabled
true

2FHA vserver cifs options modify -vserver

vserver name -is-local-auth-enabled
false

3. iROIEIEHIR/ELK : set -privilege admin
il
THEHIRIESVM VS1 LA At e A& BwsE -

clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth
—enabled true

clusterl::*> set -privilege admin
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FERAEER
R ERERERNEFS

B REE A EREMEE
ERAREREIRR

fECR AR R E IR

MRCHBEBIRAERAENTELENGRA - UREMBRERERERE  IERILUE
PIAHERERP - IREAELBEAR  A2ATEEBNMEZEZERME « A
L EHan R S ERAENRS

MREHE... BWABRL...
B fERENE % vserver cifs users-and-groups local-

user modify -vserver vserver name -user
-name user name -full-name text YIRZHE
FZER  BIRALUES|SRIEE o

B ezt fE I E HIER BB vserver cifs users-and-groups local-

user modify -vserver vserver name -user
. . + 3
-name user name -description text N Rt

BELER -~ BINEUES SHEE o

RS EEAE EAERE ‘vserver cifs users-and-groups local-user modify
-vVserver vserver_name -user-name user_name -is

-account-disabled {true

false}' S ASEEREERE

gl

TYEHIR EFERESS (SVM ~ KHifEAVserver) VS1 EMAMERE MCIFs_Server\suel Effins
# T'CIFS{RIARZS\ sueff'y

clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -new-user—-name CIFS_SERVER\sue_new -vserver vsl

R RsERAEERERR

MREHZEAEINEBSMBERFEIURTFERKE (SVM) FFSHEFR « FRUAZE
HERAIRE - MREABERAKEREIRPZEBSMBEIISVMEF « AT LUEAAER
ARA o

FREETF
TR LUECRERE IR P REUAA IR ERE -
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TER
1. MITEENTE

MRECEE... BWABRL...
ERREREIRE vserver cifs users-and-groups local-

user modify -vserver vserver name
-user-name user name -is-account
-disabled false

EREREIRA vserver cifs users-and-groups local-
user modify -vserver vserver name
-user-name user name -is-account
-disabled true

BB REERE RS TS

&TM@E$%@%%MW5%E MREAENEBEARNERE TR « 58
FERLIRER °

1. BHITEENIEREEZHE | vserver cifs users-—and-groups local-user set-password
-Vserver vserver name -user-name user name
#l

TH SR EEFEREEE (SVM ~ FthiTERVserver) VS1HERIZ AEERE 'CIFS/Server\sue) BYZES !

clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

MERAE
YA A SMBEREFM BRI EBEHE

\\\\\ BB RCIFSHARSBZEMUERENE
BRI ERERNEREN

&Tufﬁﬁﬁ BT AREERERBE - MREEEF R EERENRPR
TE ~ AT a2 e &RV ¥NH¢EF5E§uﬂ Wk Z(AIfERERIRFE © IEE A HEEF)
D REENERBRIRE « UKsEEEH T I E R A E -

FAREETLE
KEFERRERETEREREN -

171



1. MIT T EHP—IBSE :

MRERE WAGRL...

BETEFELIE2S (SVM) LFrEFEREMMEEE vserver cifs users-and-groups local-
uﬂ user show -vserver vserver name
BEERENEAARA B vserver cifs users-and-groups local-

user show -instance -vserver
vserver name -user-name user name

TRIER TR CREZEMERSH - MBFAEH - F2RFMRE -

gl
THIEREETRSVM VS1 LRI A EAERIERER

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue  Jones

RBTRAREREF NS ERIERER

TR IR ERE BRI AR E N o MR UERILERRFEhEREIMERME
FIREITFEVER - ILEMA BN FIEERE IMERN B RIREIFEVEIR - S5 A
ZEIFHNRERE o

RIRERI(E
TANUBE] < ~ ERREEEENEN -

1. MIT T EHP—IBHE :

MRECBE... BABL...

BETIEER B ERENAKEREREBEIREN vserver cifs users-and-groups local-
user show-membership -user-name
user name

RBTAREREFMBIEEHENAREREMREER vserver cifs users-and-groups local-

Eﬁﬁl user show-membership -membership
group name
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MREEE... BARS...

BTRBRIEEMFEEREZS (SYM) 1Bz AStE(F vserver cifs users-and-groups local-
BENFEREREEKRE user show-membership -vserver

vserver name

FETIEESVM LB A% B EEFEE vserver cifs users-and-groups local-
user show-membership -instance
-vserver vserver name

el

LU T E36IEERSVM VS1 LFRE A ERENMEERE ; (FAE CIFSARSBEES]
2 TBUILTIN\Administrators ] B¥4BRIALE ~ M TCIFS{EIARES\ sues 2 TCIFSTAARSS\ g1°) B¥4HMIKE :

clusterl::> vserver cifs users-and-groups local-user show-membership

-vserver vsl

Vserver User Name Membership
vsl CIFS_SERVER\Administrator BUILTIN\Administrators
CIFS_SERVER\sue CIFS_SERVER\gl
Rt fEAE IR

MR BEELRHSMBEEECIFSEIRES ~ BURESVMAT S ERIFITFEVER - ISR UL T
EREEs (SVM) MIFRASEERERE -

RIRER T
PRt EFRE BT ~ 55aE5C FFIFIE

* EERARADEE o

A ARZRBILERE ZEFEM B EAWindowsZ 2 il TT ©
* FREHAEEREN SR SR EERNEREREDBE -
c REHMZHFERAE (FIfAdministrator) ESEMIER o

1. RELEMFRAIASIEEREIRE %ZTE | vserver cifs users-and-groups local-user show
—vserver VSereriname

2. MIPRAIEFERE © vserver cifs users—and-groups local-user delete -vserver
vserver name -user-name username _name

3. ENEMPREREIRS | vserver cifs users—-and-groups local-user show -vserver
vserver name

vl
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THEHEMPREASVM VS11EREEBI A ERZE ['CIFS/Server\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS_SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue  Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS_SERVER\Administrator James Smith Built-in administrator
account

BIEAHERE

(P &N 7

TR BIRA A EFHRVEREA « NEMan R EHE - LUECIRB R IEE

MREHEE... fEAmSm<...
(E &N Fe R vserver cifs users-and-groups local-

group modify -vserver vserver name
—-group-name group name -description

text WMNRHMEZZENE « BINENES | S5 o

Bt EEA vserver cifs users—-and-groups local-
group rename -vsServer vserver name

—group—-name group name —-new-group-name

new _group name

el
T &G B 4H 'CIFs_Server\Engineeringl E#fidn%% 'CIFs_Server\Engineering _new']

clusterl::> vserver cifs users-and-groups local-group rename -vserver vsl
—group-name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

TSR FNERRAI%EL4E T'CIFs_Server\Engineering) BYzRER :
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clusterl::> vserver cifs users-and-groups local-group modify -vserver vsl
—group-name CIFS SERVER\engineering -description "New Description"

BB ERAERIE N

OB ERE RIS HEERIEES (SVM) LREMFIAAEEHEISE ° IEEMERE
HHHESVM LT BRI R REESVM ENEAEEIR (HIR) FERIFEER -

IR
1. #1475 EL R —TEEHE

MRIECRERR...BIE BWABZL...
=5 FPA A% EHA vserver cifs users-and-groups local-

group show

SVM_ERIFrBE St B4 vserver cifs users-and-groups local-

group show -vserver vserver name

TRAIFER T S REREHMER S H - MFFEEN  F2RFME -

&)
THSEHFETRSVM VS1 LB A EHBERIAERIE ¢

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description
vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group
vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users
vsl CIFS SERVER\engineering
vsl CIFS_SERVER\sales
BIRAMBHER BB

AT LA IB RS PRSI BRI (e AR ~ SRIB RS PRI 4E - ZREEAHEHENEE
% o MRSV ERFEFEPFIUERRIEH EFRHFI - SR EERAE R HzErER
BEIRVREIR ~ EREA -

FRERLIIF
BN B EAEHER R

CEEB EREME E455%089_Everyon_ B¥4H o
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* BUAFFEAKEHE « TReREREMEEZEE -

* EREMREFE ~ AREREREMEEAMKEAE -

© EEARAEEHERTE EE AR o

* BEREEERESEHEMME E AR « Data ONTAP B ERESIAT R IBERT ASID ©

WAHBHER IR BRI ZER

* EEIEIESTAY_Everyon_ BHETRPRALE o
* CERPRIRNEEHENRFE
* IARESIIR IS EUEBHATS PRATAL B R TBARAT S HFERYSID - ONTAP

1. FE SR IREHETRIANE ©

MREBE... ABRERANZ...

S EEEAE vserver cifs users-and-groups local-
group add-members -vserver
_vserver name -group-name
_group name -member-names namel[, .. ]

RIS E B TS A AN A B E -
s & ARSI BRI LUE SR D PRAYBE o

WEHEPIBIREE vserver cifs users-and-groups local-
group remove-members -vserver
_vserver name_ —group-name
group name -member-names namef, ... ]

TS EBUHE T A M EHE PRI A ERE
MR RE BB AR LUE R D IRATEE -

LU0 At ERZE M"Smb_server\sues F43i%E#4H "AD_DOM\DOM_DOM_eng'l #igZESVM VS1LE
KyZ<i%E#4E M"'Smb_server\engin'l

clusterl::> vserver cifs users—-and-groups local-group add-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB_SERVER\sue, AD DOMAIN\dom eng

LU EEHIRESVM VS1 EA#E#H4E "Smb_server\sue #1 Msmb_server\iames'] FRZASHEERETLR :

clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB SERVER\sue, SMB_SERVER\james

e
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BT ERAE A S RVARRAE

TR EHERL B RIERAE N

TR TREENEEREFERME (SVM) LFREZANHEHENFIEMEEE - 15
HPFER T EESEAEER (BR) BER - WERRER -

1. 7 F5I R —IE8E :

MRCREETER.. BB BWABL...
BE LA AEEHENRE vserver cifs users-and-groups local-

group show-members

SVM_LFrBE A B 4ER R B vserver cifs users-and-groups local-
group show-members -vserver
vserver name

Ll
THEHIFETRSVM VS1_EFrB AR ER SRVERI S

clusterl::> vserver cifs users—-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS_SERVER\engineering CIFS_SERVER\james

il 2

MNRABFEEAREEARRFE A ZSVMABRE 2 BRIV FEVER « A BHRERSVMERE
R (#IR) e R4aEHEKE ~ BRI LULRFERESE (SYM) FliPRa&E4

RIRERI(E
PR B4R 555250 FAISEIR ¢

* EERELAGEE -
FERESMILEHEZ BN B ik ERIWindowsZ 2 P T ©

* WREHEARTFE ~ BIEEOEEER o
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 EEMIBRITHAY_Everyon  B¥4H o
* EAMIBRAEEEAE ~ FI0_BUILTIN\Administrators__ BUILTIN\Users_ ©

TER
1. £ SVM EEERAHEHAEEEE « FEILHENCERMIPBRAAIEEIAHZTE | vserver cifs users-and-

groups local-group show -vserver vserver name

2. MipRAHEEEE © vserver cifs users—-and-groups local-group delete -vserver
vserver name -group-name group name

3. FESREHHEMIBSR © vserver cifs users—and-groups local-user show -vserver
vserver name

]
TEIEEHZMPREISVM VS118RAEGRI A% B4 ['CIFs_Server\sales']

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS_SERVER\sales

clusterl::> vserver cifs users—and-groups local-group delete -vserver vsl
—group-name CIFS SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

B E R ERR R A E MRS

TR LGB E R E M B AT IE ECIFSRIARZZ AV A AT - BRI S ERERIAH
BXERER - MREMan2EIHF ~ A BEFEEMEHERE

FRERLIF
TR AR EEE M@ L BNREEERESE (SVM) & -
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1. BERBREAER | set -privilege advanced
2. ITEENTTE

MR ETEBF A EREMEE « UK... fERLtE%...
BT ENINEH B AE i e &4 vserver cifs users-and-groups update-

names -vserver vserver name

BRI Th BB AE (E & AN B$ 4R vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only false

BRI E A E AR AEMEHA vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only true

FEiEl EFTBFT A KRR E A vserver cifs users-and-groups update-
names -vserver vserver name -suppress
—all-output true

3. ROIEIEHIR/ELK : set -privilege admin

gl

Ty Ef G E AT EREEE (SYM ~ frifBAVserver) VS1IERIBBVAEINEREMEHHRTE - B L—X
EiH » REEMHE—FAERERIEHE
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clusterl::> set -privilege advanced

Warning:

These advanced commands are potentially dangerous;

use them

only when directed to do so by technical support personnel.

Do you wish to continue?

(y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver:
SID:

Domain:

Out-of-date Name:

Updated Name:
Status:

Vserver:
SID:

Domain:

Out-of-date Name:

Updated Name:
Status:

Vserver:
SID:

Domain:

Out-of-date Name:

Updated Name:
Status:

vsl
S-1-5-21-123456789-234565432-987654321-12345
EXAMPLE1

dom userl

dom user?2

Successfully updated

vsl
S-1-5-21-123456789-234565432-987654322-23456
EXAMPLE2

dom userl

dom user?2

Successfully updated

vsl
S-1-5-21-123456789-234565432-987654321-123456
EXAMPLE1

dom user3

dom user4

Successfully updated; also updated SID "S-1-5-21-

123456789-234565432-987654321-123457"

to name "dom user5"; also updated SID "S-1-5-21-

123456789-234565432-987654321-123458"

to name "dom user6"; also updated SID "S-1-5-21-

123456789-234565432-987654321-123459"

to name "dom user7"; also updated SID "S-1-5-21-

123456789-234565432-987654321-123460"

The command completed successfully.

updated.

to name "dom user8"

7 Active Directory objects have been

clusterl::*> set -privilege admin

EEAEEIR
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HTE R PRAG A S RIS R & B B4R

A AT IS PR 2R B IR A BB (e FR B BB ARV E A A TEIR o ¥ﬁiE’J7fEBE‘%E%$E/)Em
EEELEMNTERER - ErEEBIERAESEHEERVER « EMEEL ek -

a2 Al
BRIV A S BIR EAE NE AN AEEFE o

FAREIEIE
HIEEREYH B R AERENEHENTERER  MEERIL NS HERTAHIEIER o

B ERG AL AEI ERE EHER « W AE TIIFE

* [CRILAHIE — S S ERERR o
* PR IS EXEINERE EHERFONTAP ~ BIAE SR AEIIEH SR RS I e & 2B+ o

SNREAMAREIIERIES RIS RIAEERMONTAP

1. S — N ZEREREAE AR ERE R | vserver cifs users-and-groups privilege
add-privilege -vserver _vserver name_ -user-or-group-name name -privileges

_privilege [,...]

2. ERFAEHREEREYMH | vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or—group-name name

gl

T &R MeTcbprivre') #1 MeTakeOwnershipprivatef | RIS ECATFERILES (SVM - SLATTBAVserver
) VS1LEBEHE#E "CIFs_Server\sue'l

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl CIFS SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

PRV S AR (E PR & S B AE VAR

SR PREIR ~ sREEA B (AR S EHERN AR RER < SrRERIEREM
AHEEARRAEIR - EMERLEM -

FsaZ Al
e PR R E IR AT S RIS (e A S BF AE A BT ©
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FRERLIIF
TER PRSI S B (5 F & S BHAE RO RERR B ~ (A JRGERC THIFIE ¢

* RIS RR— S ERERR o
SRR AE A AR « ONTAP ] At & Bt A& ARSI 25 SR BR B Al DU (e A & A% AE o

SNREAREEIREERIES » RIS PIAE G RONTAP o

1. BRI ERE AN —HZEER © vserver cifs users-and-groups privilege
remove-privilege -vserver vserver name -user-or-group-name _name

-privileges privilege [,...]

2. R eGP RBRFTERIR | vserver cifs users-and-groups privilege show -vserver
vserver name -user-or—group-name name

gl

TS B IR AT ERILES (SVM ~ 1B AVserver) VS1_EFERAZE MCIFs_Server\sue) B9 MeTcbprivre'l
#1 MeTakeOwnershipprivatef'] 1#[R :

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

BRI EREMEENER

TR A E R A e AN EHAERVEIR - S EECAH B ERE B ERE
R~ MEFABEE2NTFR2E LS - IWIEMRER -

) S e
BRI ERENEHERER « SRR EAERER -

1. BRI ERE B EAIEIR | vserver cifs users-and-groups privilege reset-

privilege -vserver vserver name —-user—-or-group-name name
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2. Y LR B ERR ¢ vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or—-group-name name

gl

TH SIS EDHFEELEE (SYM ~ SaTiBAVserver) VS1 H{ERAE MCIFs_Servensuel HIFERR o iRIETE
5%~ —IRERERE EEIRFERARHER

clusterl::> vserver cifs users-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

THISEHI G EREE M"BUILTINEIES' ) AR « BERIZIFEIRIER :

clusterl::> vserver cifs users—-and-groups privilege show

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users-and-groups privilege show

This table is currently empty.

FTERERAERMER

TR IR KA I B A fE A & iR P 2 Bx4HRY B S TREfRAERAE N o LEEF A BN F)
TR R ERFIRIEREER -

1. MIT T EHP—IBSE :
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MRCREETAR.. BB BALLER <

BIEEEES (SYVM) EFrE4IRFIAEEREM vserver cifs users-and-groups
B ARV BETREIR privilege show -vserver vserver name

EETSVM_ 435 TE 4815 o A i a5 BB & AN BE4H RO RE R vserver cifs users-and-groups
privilege show -vserver vserver name
-user-or-group-name name

TRAIFER T < REZEHMERSH - IFFEEN  F2RFME -

Ll
Toer < G RERBAREESVM VSR s ARIE it A& A B BRANFIFR B IR

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeTakeOwnershipPrivilege
SeRestorePrivilege

vsl CIFS_SERVER\sue SeTcbPrivilege

SeTakeOwnershipPrivilege

5

s E B ETERE
REREE R

BN E S—HEREER (hiBS _privikE )  ADRERERE RS UEE
TERREPRIPRE B  AMEERAENBERERXBEER - CRZERASNELREE
g@ﬁﬁ@ﬁiﬁﬁhﬂ MR ANfA AT ER L (SVM) ERERERERE RIS

X

X

REFFNRILBBRERER G EEMES

* MRREF - BEEAEEAFIUERERONTAP « ERE RS K TIIEEEFIIERR « FERETEBEHRNE
LR ©

* WRAAEF ~ ONTAP RUILTHAE S EERRE A BE IR (B17) #R -
MREAPEBERE X1 (FEEEIR) - ONTAP BIECETFEES -

RERIBEERE
1S B IAfEEFAONTAP CLISKfE R L E A& IR & E Active DirectoryB#4RR Al ~ K& E BB FHES

° SeChangeNotifyPrivilege KR EHIRE AT ERERARERE o

* REMEESVM ENAHESMBERESEHE « SIS EMINEAENEHE « TETRBBERE -
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* ESVM _EBYZAHESMBTE B & o BF 4H S AT (F R & S B A P #EBRILEINAE ~ B A AFIRIBEAERE -
RIETERS « SVM_ LRI TFBUILTINE A R IB B HEE .

®* BUILTIN\Administrators

®* BUILTIN\Power Users

®* BUILTIN\Backup Operators
®* BUILTIN\Users

* Everyone
MREAEBHP—ERENREREEERE « B AEEHERBIRILER o
fEACLITESVM EREAESMBEEAEMEFHHRNBRIEEERER - W JRE TIFIE

* NRERERFT BT MY SEEREHER N SRB RS > BISZAFIE SeChangeNotifyPrivilege #[R
AaaaBEl o

* NREEE R FHER A E A E KB AEEE > MZERETESEBZEREHERE > BT A
SeChangeNotifyPrivilege i {EREIREBIRER °

* R LR RRIRIE A S I e A& S EHERIBRIB BB E SeChangeNotifyPrivilege BERIZAGHE o

@ G2 ERSE AR ERAE N EHENRBEEEE « Tty BRE
SeChangeNotifyPrivilege HIHEFR Everyone B#4H :

R
REHERERAANIB R RAERE
TR BB R R AE
REHIRE MBI R L IEHEN T T
1Y SMBE A EEHIEE
ERREERERRERRERRERES
F BRI S
SRR B B A
REHERENBERBRREERE

MRIEHZEREEMBINEREEPHE Bk « BMEFEREHBEEIEER ~ &
WA LY SeChangeNotifyPrivilege 25 SMB & S 1F EHtis 28 EBF4ARRE
R (SVM) ° RIETER « FREEUURBERBERE o

FAtAZ Al
* SVM_EwZEESMBaEARES ©
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© BRI A ERE B AASMB RIARAIEIE ©
* AN EAE T EF4E seChangeNotifyPrivilege #iERERMNBEETE ©

RSB

A REPRATIE = 4RI (E PR & S BF4RFFONTAP ~ Bl SE S B AR AT HI23 2R ERsB AT (B S BHAE © USRI IEARGARAY
SRS ~ BIFIE S AIREE RONTAP o

1. Frise B AR B E ST SeChangeNotifyPrivilege AN SRABIRERE B © vserver

cifs users—-and-groups privilege add-privilege -vserver vserver name -user-or
-group-name name -privileges SeChangeNotifyPrivilege

BY{E -user-or-group-name 2 EAHERENEHE « MR ENEFAE -

2. RIEENEHRENEBHHC A AR THEE | vserver cifs users—-and-groups privilege
show -vserver vserver name -user-or-group-name name
#451

T <R :EB “example\eng” B¥ARRVE & B EFTIL R ELE B iR A1 E SeChangeNotifyPrivilege
BHAARIREIR

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
RS

RILEAENEAGEEERBERE
FRHERENHEGRRSRAERE

MREAFEERE/BEZRETNFAERLE « AAERAEHAEERREER » &7

Lk seChangeNotifyPrivilege 78 SMB (& 7 EEikas B HRRERR (
SVM) o

Az Al
e RIS ERE R A BRI e & S As A A BT T ©

RIRER I

E bR AEE B T B AR REPR T - ONTAP Rl SE 2 B4R AT 1= 83 2R BR SR AT (E PR B o B¥4H - R\ LR
I PEHES ~ BIIESTIRE R RMONTAP o
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1. AAGFBBREEERE | vserver cifs users-and-groups privilege remove-privilege
-vserver vserver name -user-or-group-name name -privileges
SeChangeNotifyPrivilege

L EMER seChangeNotifyPrivilege ZEEEIEERESEHERIER « RILUERRERIEE

—user—-or—group—name name %%& °

2. BRUIEENEREREFHECERKRBAERE | vserver cifs users—-and-groups privilege
show -vserver vserver name -user-or—group-name name

&4

ToGLERILER MNexample\eng'l EHAHMERAERKBEREIRE !

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
HEHRAE

FLEFERE A AERS A B A EIEE

RTERREHENEZRRABIEREE
BT ERR 2 M RS R B ERER

R A TE e E S ES (SVM) EREREER ~ BB RERZEERZEMMNE ° &7]
LEEFlexVol BREEEEE LREZRBINERN - MMRERTE ~ KA LTEFlexVol F3IEE
L REREE B AR REMEEFEEUEH| L 2 MR EERIE -

BTERLZ 2 MREREN

SR LAfEMFlexVol FF)Z2 AR ~ BRERZEVolumefligtree GERMRHILEAN) FRZERNERZZ MM
RIS

* NTFS

* UNIX

¢« JH.A
V==
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FERFEIZE A FERIE
&R LB @FlexVol FHINASEEHIHE « BETREIZREAIERIE T « LUIBIZTEZEBINEE EHITHEESEH :
* SMB (FRAEHRZS)
* NFSv4.x
BTG EBREIRE (slag) ZRMMIEREM
HERRNIFEREL 2 IEERIERFlexVol E YL ERNYIE :
« NTFS
*RE
* UNIX (UNERCIFSfARRESEIEE S ZMIEEMNSVM EERTE)
FETENAETEEUZS] (DAC) T2 MEMIERIEN
BHREIFEUEHI 2 2 IEEFlexVol AIEAE S S T L2 ERNYH ¢
« NTFS
RS (NRYEEENTFSEMZEM)

FERAEER
ERRFERTFIRERFEERFNRE

BT T7 B R BN R A OMARI AN
BTRNTFSRR A E F R R 2 MHAERME

TEILIEANTFSZ 2 B R & FRTERE B RLZ2HRIMEAEN « 82 REEEEFHH
ZEMEI - ERAEIR « LUXDOSEMRIERE AU ERGERKERZ 2 EE
f5 ~ RIS ST ENERE -
) S SRR
T ARMREFERMESE (SYM) HRTE - UREEBRTHERHENRLZEHERNERERE o ErTUE
BN SEFDEERETRAL o

* BRNTFSRZ 2R R B Motree TR ENESFEVERFHEEANTFSIZZRMER ~ MWindowsfEREMEHE -

EIEEUNIXAERA B R (L G B SEHBEREIUNIXEZRZEREN -
* REETAANTFSZ2MERERM BRI RIACLEL -

* HREFERNFIRREZ 2 TR ERE i qtree LRTE ~ EILRE 7 ERFIRENEIEE
SqtreeBR S i AT SE & FFF AR R —ARIE RACLA RETF B AR EUREACL ©

* WREHEHEERIERD B BB IERESRFIEER  Aliad BRI EEFEUEHRACERERIE

1. PRI HERN BRBTERNERZ2MRTE :

188



MRICBEEREN...
DUEER R

AR E R

BATYEG2...

vserver security file-directory show
-vserver vserver name —-path path

vserver security file-directory show
-vserver vserver name —-path path

-—expand-mask true

gl

THSEHRTRARBENZEEENR /vold £ SVM VST F !

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

WUTEANBRTEMBENZEMEN « WIREARREHNIETRIES /data/engineering £ SYM VST 1 :

vsl

/vold

64

ntfs

ntfs

10

____D___

0

0

777

YWXIWXIXrwXx

NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
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Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

190

= Archive
= Directory
= System
= Hidden
= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Relative

= RM Control Valid

Protected
Protected
Inherited
Inherited

Inherit Required
Inherit Required

Defaulted
Present
Defaulted
Present

Group Defaulted

Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...



System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

ALLOW-Everyone-0x10000000-OI|CI|IO
0...
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Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

LTEHEREEREZHEEENZ2 M EN - S1EH#FELR Access Guard 24 EH /datavoll £ SVM
VS1 H:
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e e

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

TEEAZEIHRE FEREERZEERERE

BEMUNIXZ2RIRE L AERZEE
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BERRAERZ R HEENIERZ 2B

TR R 2R E FRNEREARZ 2 EEREN « EEL2TRREAR
R EMERI « ERVER ~ DURUNIXERS & EEHERERE - BRI UERERREE
ZEMAERS - SRR R ERE o

RAMEIET
S BRI ERIESS (SVM) 1418 « UREEBEREEZRENKZ 2B NNERERR o EalLULE
B o R R EEREA o
 RAERNZ2EEEMqtree ] B S EHAUNIXIEZRERAIZIE D ERMERK « BIEENAI7TENFSv4 ACL ~
WU BfEFANTFSTEZRER R E D E R B 8% o
c RERNZ2RHGEENR FEOEAEBUNIXTENTFSHERZ M ©
* ACLEIE R &t EANTFSEHINFSVAZ 2 RIS M B LI REET ©

HIERAUNIXZ2MRMERN B - MRIAEARAMITER (ENFSv4 ACL) ~ BILLRAIZBZER °

* ACLE A EMBHER LRI EBERINNTFSR 24T

* AAENMEVolume rootdligtree I B R Z 2R AUNIX ~ I UTERERZ 2B VolumeEXgtree L& EHTEE
MIFEREZ RN « BREHFEBRIFIIREN VolumeTigtree IR EEHH « AIAEE RFRFEERUNIXAEZEHEIR
HEFEARIFEREACL °

. HD%EWvqﬂﬁnu)\E’JE&“‘%ﬁﬁﬂNTFSﬁx&ﬁ%EE’J;%H AIEBNRETFEUERI 2 H ¥ EE RIIE B B #RER 1K
RER « Wt ERRERRFEIERIACERERIE ©
1. PR psH B B R MER B R 2 MRE

MRCREETEN. .. BMATYEG2...

LR ER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

&)

THEHIBEETERMBREMNEZEMEN /projects £ SVM VST FLUBREETRER - EBREARLEHRE
BBUNIXBEMMZZE -

194



clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

THSHRETERRENEEMEN /data £ SYM VST H - EEEEHN L2 EREABNTFSAERZ R -

195



clusterl::> vserver security file-directory show -vserver vsl -path /data

OI|CI|IO

MU T EHIREREREHHR Volume WZZ2ME /datavols £ SVM VST A o EREEEX L2 MHEENR L

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

EBEBUNIXERHNZZ  Volume AR #FRERNEFEIRFRELZEG
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clusterl::> vserver security file-directory show -vserver vsl -path
/datavol5
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

rwXr—-xr-x

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1fO01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01lff

(Applies to Directories):

(Applies to Directories):

(Applies to Files):

MERAEE

AENTFSZ 2 ARG FERERZ 2 EREREN

BRUNIXZ2RIHRE FRERZ 2 EH
BTRUNIXZ2RHIRE FRERZEEN

TRILEERUNIX 2 2 Btk e FrERE B 2 HEMEN - 8L 2RI AE ﬁ’i&ﬂ’]
Z2M5RI0 - ERER « WURUNIXEES & HEEHERBRME - L] UIERERRERZR
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2MHAAR « EHIHEIESRTIRE -

RIRER I

T ARMEFEREE (SYM) HRHE - UREERTHERNBERREMENNERRBE - LA UEE
TR B AR B SRR AL o

* UNIXZ2RHIRE M treeTEREAZ SR FIVEIRE « REERUNIXIERER (BRIAITHNFSV4 ACL) o
* ACLEIHE REHEHABENFSVAL 2 HIIE R BRI IRET o

HIMERAUNIXZ2HRERNBLE - MRREREXTTER (FENFSv4 ACL) -~ BEREAIAZEE o
* MNRFEANFSVAZ 2T ~ BI RS ERACLE L YA & B4R HRAL o
EMRENTFSEZRFMTERS °

* HRENRE SVM ERTE CIFS fAfRes « Bl UNIX AR &EX gtree LR FEREFIMFREZEME « EHit#mH
AIREE R EANPIEE 2 MR & gtree MURFERFIFRELEMABREN -path 28 -

1. UFRERAEFHE R ERETERNBRZ 2 RTE ¢

MRECBEETEA. .. BATIEGZ...
LEER RS vserver security file-directory show

-vserver vserver name -path path

EEFAAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THSEHERARMBENZEIEEN /home £ SVM VST H ¢
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

THEAIERERBENZZ2EEN /hone £ SVM VST BBEFRESH A !

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

FERAE R
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AENTFSZ 2RI E R ERZ 2 ERERRER
TRANZ2MEE FEERERT 2 MBS
fEFAFlexVol CLHEERE:BTE PR ARNTFSTEZR IR E
e U TEFlexVol IhEE& FEERNTFSTEZIRHIBVERE « T 2K ENNZ 25
X~ EAKERR - URRFKFEUEHEENMEREN o KA UERERKEEZ 2R
R EEHEARFE X R o
RAMEIE T
CABIRMHRFERIESS (SVM) 1458 - UKRBBEREEZENIERHER KKK o« S UUEER R
SHAME B AREETREA o
* NTFSZ 2R E M qtreeZ2FEANTFSRAFEUEHEE (SACL) K#ITIEZERE] o
* TEENTFSENZEMAPREE RN Z2HIEEF « ERNB R UERNTFSIEZIRE] o
BEXNZ2EHEEMqtree ] B 2 FEAUNIXIEZERAZPDERZM B - BIEEAITTINFSV4 ACL ~ LY
T fEFANTFSHEZR R D IEEM B &R o
c RAERNL2RMEENR FETTSEEBAUNIXENTFSEXZ 2 « MEAEEIHAESZNTFS SACL ©

* AAENMEVolume rootZgtree I B MZ 2R AUNIX ~ A UTERER L2 E Volumeigtree L2 EFETFE
MR ELZE Y - BEREHERBREFIREN VolumeSigtree R IEHH - FIAEE AR BT —ARIERNE
FIFENFSv4 SACL ~ UK EFERTFEIRENTFS SACL °

* MRENLHAANBREEEANTFSANZE2MNER « BlEth SR RSREFIUERIACERAERAE (
MREFHHIEERERH ERREREHEFIUES) o

* FERAEENTFSERZ2MIERZRMERKNZ 2 M E R - UNIXAERIBE A S 8 S EHEBERBIUNIX
TEEERE o

NTFSZ 2 RUERMBRIRITRENERFEVERE « EEANTFSIERER « WindowsfEREMEHE -
* ACLEIH R EHH AANTFSEINFSVAR MRS ZEFE R KRR ©

HIERAUNIXZ 2 RERMERRMS « IRIAZER - RERRIUTTER (BNFSv4ACL) -
* ACLEIH A ER BB AR L IEEANRNTFSZ 2 fitiT -

1. LFRER BB R E R E R B e R AR E -

MRECEEZRETE. .. BATIEGZ...

LR ER RS vserver security file-directory show
-vserver vserver name -path path

B E vserver security file-directory show
-vserver vserver name -path path
-expand-mask true
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vl

T & HIBEREREMNREKRAIEN /corp £ SVM VST d1 o BRIEEENTFSEREZEM - NTFSEZE Ml

2RI BT/ R BISACLIEHE o

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

7777

TWXIWXIrWX

NTFS Security Descriptor

Control:0x8014

Owner :DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

THEHBRESHEIZRAE /datavoll £ SVM VST A o BRIEEE—ARIEZFNERZSACL ~ UKkf#F

B R FEURESACL °
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:
File Path:

vsl
/datavoll

File Inode Number: 77

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

ntfs

ntfs

10

————D-——-

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0xaald

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA

DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

{EF3FlexVol CLIZEE FANFSVATERZIR AR E

BT LAFlexVol £ FHONTAP CLITES{HEE W4 &E _EEE/RNFSVATERZIRBIRVAERIE T ~ B3E
ZEBRAMERNZE2E - ERNER - UWRAREFEUEGIEE (SACL) BIERBAE ©
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ERI LU R AR ERE L 2 AR RS AR ZE AR TS IR R RE o

RIRER I
CARRMMHEFERKES (SVM) BIRME « URBERTHEZEMNNERNBERRE - S ULUHRER N EET
A EREER L o

* UNIXZZ2BHERE M otree(EEFANFSv4 SACLIR#ITIEZ/RA] ©

RENZERMRERERME S « ERUNIXZRERE « BIAJERANFSVATEIZ/RE! -

BEAZERERENotree ] BB 2 EAUNIXIEREIRIVEI DIERM B iR « BFEEIUAITTEINFSV4 ACL ~ L
RAEFANTFSIERERAENIERMB &R o

 RARZREMEEMNR EEAIEAEBUNIXENTFSHMANZ R Y - MATEE S AE 2NFSv4 SACL °
* ACLEIH B &4t EANTFSTNFSVALZ 2 M IIE RN BRI AEET ©

HNEAUNIXZ2MRERMERRMS « IHUAZEA - REREUTT#ER (BNFSV4ACL) -

* ACLEH PR A BB B L EERNNTFSZ 2 14H T -

* FAA&ENEVolume rootBigtreeIB R Z 2R AUNIX « A UTERAERZZ2 B VolumeEgtree L 38 TE (E1Z/E
MANZEREZ DM « BREREERIFIUFENVolumeTFH gtree IR EHIH ~ FIAE R RFRFEETR—ARNFSVATE
ZMBESACL ~ UKREEERFERENTFS SACL ©

. EEIE"!ID%T‘ SVM L& CIFS fAfRes * Bl UNIX BFRE S gtree ERIRHEFERFIREZ R « ALttt
FEERBEANPISE 2 HEREE gtree RIEEFEREFIRERZEZHBEMAENR -path BH -

1. LR AE R E R ERNBEHRZ 2 ERE ¢

MRCBEETEA. .. BATHGS...

LIBER AR # vserver security file-directory show
-vserver vserver name -path path

EFAE R vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THHEMNBTERAREHNLEMEN /1ab £ SVM VST A o [EUNIXZEBIERIEABNFSv4 SACL ©
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

RTERZ 2 ARZRRERERNT A

TEIMERBAF T () RETRERENIRERE FTRrAEENERNERZRZEENE
ZIRBAERE -

BRAFT () IMAEEBSRBRENRR—EFTMH « BeUEZFM TARTHREERZRMBHRNEN - 1R
TREETRAS [ NREERNEHEN - MLAEE515R (M) ARHTERE -

gl
THEEERF NG SERRE N APMAERENBERIEREN /1/ SVM VSt

204



cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

T5an

LERTRETES ] BIERS

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

il /voll/a SVM VST BUBRSELIES|SR (") $#E(E o
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cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: “/voll/a/*”
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

fEFCLIEESVM LEINTFSIER L 211 « NTFSIEXIR B K17 B ARIF BN fReE
fEFACLIEEEIBSVM EMNTFSIER R 2  NTFSTERRAIRHE B RZIIRE

TR MUEFACLIE R R FEREEES (SVM) ERINTFSIEREZ 2 « NTFSIERIRAIRH#TF
[BARFERE ©

CRILUIESMBA R IR EFACLIZREENTFSIERZ 2 MHMIEZIRE] - 78 - FACLIRREERZEEMNEZR
A s MAREERBIGAFIRREEERZEM - ACLIA KIS EAE— ST SERENELR EER
L2 MFTERRRE o

Hok

R AR E (17 B AR AV TZENA & « ONTAP EZ2HSVM VolumeERN S —B L 2h# - HEFERRFIREER
RILFMENASERRE FNEERHFEREFIRRENREYMNG

FEFRERNFEURE JSELONTAP BECLIETTREMER o LEZESMBRA P IR B E#FERNFIRER
E o tb5h ~ MNRISHENFSESMBA FIRIERIERN B LNRZEMRTE - MAEERREFERNENFRELZS
4 o BIERRA (WindowsTUNIX) BIES - hEE AP IREIHFEFERNFIFRELZ 2T - FIt - #EFE
REVEFERENSE A A BN FEURMERIMIRZEER - THRFREFEESBRURKERERE

BMEEZ B RIFEURE(E T IENTFSIFEVEIR « ONTAP EIIRUNIXER EHEEHEA ZEE
BISVM_EIWindowsfEFE « BRI E A Storage B R FEUREMNMHIEE FHITEZEMEE « UL
BIBNFSTEENE RS o
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NTFSZ 2 RHIRE

NTFSZ 2 EHREMqtree P B ZRIFTBERZM BRI AENTFSARL R o oI UEMA vserver
security file-directory B2 RIAITE NTFS 2R E FEF TERNZ 2 M :

* RGP R B R R AIIE BTSRRI

© W& FVREEEAFEREZ SN
BEENTE2ER
BENLZZ2UHEEMgtree ] B F— L EABUNIXERZ 2 MIIMERNER K  MERUNIXIERZER  81F R
I TTINFSv4.x ACLFINFSVA XFEIZIREN ~ UK ELEEANTFSENZEM « MEANTFSIEZRERFFEZRR]
AIPEZEM BRI o G LUERA vserver security file-directory B8RRI TIERENZE2MHER
EREANLE2EEN

* EREHIEEDgtreed ~ FANTFSENZ 2R REIERME R RIS ZERMBZEREL

 HERBRIFEREINGE « JAMRNTFSFHUNIXA NI Z 2 B AR IR &
UNIX Z 2RI IRE
UNIXZ 2 BHHREMqtree B 2 EBUNIXERZE2MERNER K (BERITEINFSV4.xACL) © NREAE
EfFF B WEERC NYSEIE vserver security file-directory £ UNIX Z2 BV E FEFL2TINAE
Har < RT :

* o vserver security file-directory s RIIEZEZAMNEIE UNIX Z2MELHIEER gtree £ERY
UNIX 18222 M MEZRA

s IRATLUER vserver security file-directory SR RYIEITE UNIX Z2MEHIRE i ERERE R
FHURE ~ il BEHIEER SVM €2 CIFS {afRas ©

HERIEN
BTERZEMMEZ/RBAERRER

fERCLIENTFSIERMERN R LRERERERRZEME
EACLIRERZRALERENTFSIERMNERIRK
ERFEFERFIIRERMAEERTNLE
EACLIREEFEMNERIRZE M ERAZES

ARIEAIUESRERRERERABTNRZ 2N - MERERAP Ik
NIBHEFERE RN EREN TR AREZEEFIFRVEA o

TETAERREAD ~ Sl UMERCLIREEZMERRNZZ Y ¢

T ~ BRI

* EARBEERIRBEPHFIESR - AlINEE B ETFESR
* Windows#@igi &8
* BENTFSIERARIERZ 2 M EEZRAIZEL
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EACLIREEREME R L 214 R AR
EACLIREREZNERIRZ MR « KX BIERERS

* o yserver security file-directory Command Family RZ1EE&E NFSv4 ACL ©

WHEERNTFSZ 2 M T E A ENTFSEZRERMEFIK

MAfERZE A TTRERERMNENRZ 2T

Z2MHEMTESFEIERIFE - AREERAE THERNERRRNITHIENE « LUK fER
EFPEENERREREZIIER -

* IR

‘-T’fZTfF%EE ERFFEIEAEREIR  WOREMMG (ERE - FFENERYM) FTHIEENERNE R RNITHLES)

* REMHEITT

LEMEARTRESREMENNERGE I ERAERNE R IAGRAIER o

* FHUEHLEE (ACL)

FREGBERZ2MHATTRAESEE - HPEafERE  BHENERYF IEERZ 2 AT
TERIER R ERITHLES (ERERREN - KEMHHEATAI S THIMEACL !

° FIBEFEUERSE (DACL)
° RIRTEFEUERIEE (SACL)

* EEEFEUEFISE (DACL)

DACLEISZfERE « B EMERYMHE VNS BE - BEERE - BHENERYH 9 ZFEEHEREFH
TERHE R R _ERENE - DACLESZEU LMFEUESITEE (ACE) -

* RFEUERIFE (SACL)

SACLE & B MINRMFERF M2 ERE « BHERBEYHN VNS B8 - SACLEZZTEMU LR
FHUEHIIEE (ACE) -

* FHUEFIEE (ACE)

ACEZDACLE{SACLFHERIIER :

° DACLZEUEHIEE e EREERE - BHHNERYI(HFr 5T SIEBRIFEER -

° SACLIFHUZRIIRE SIeE AN ERERE « BHENERYMANITHSES (ER « ECErrIAMThEIR K
o

* TEPRAEA
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folder ™ “sub-folders’#1 Mg, o
FERIE
"SMBEANFSTEIZELZ 2 4B HE"
EACLIRE RERBZIFRAIENTFSIEZMERIK
ERTESVMKEEIRIE B ruith_E{E R A% B & S BF ARV R B Er/R R ZERY
MRCHIERZ B RFRAERRTEZ 2 Mot - DACLESACLIEE hER A RE T
48 -~ BE DR EARPIHFEEREESS (SYM) KEMEBM T ERERZBIRRAIZ

Al ~ WiZREEEC—EZER o

SR IAASVMERTE B IIEAEAE « sEAREE FHRIFESVME BRI FIAAREEARSVMEE I Bt E FE
AYSVM o

TR AR EMIEBSVMK B IRIEER 7 — :
* BoEBRE
B 7EEAER ~ SVMAICIFSARSBIE DA ERE TR
* BOHBIEER

fEFALEABRERT ~ SVMAICIFSARRB IS D HBIFAERE © FEUILEAF ~ BRUSVM EHISVMHAICIFSAAR
BLIBEARRESVM EHISVMHAICIFSAIARES ZIEARE o

B9 #piE RERRAZER]
EEDHERARD - BN SARERE « BHEMNERARNSVMIRR « KRS EAEEERE (&
HCIFSRIBREE%TE) ~ URFASVMBRIt ERICIFSIAAREZHE - AIYN ~ INRAIRSVMEES T'VS1' ~ CIFS

fAlREE A M'CIFS1) ~ BR#ISVMATEZA 'VS1_DST' -~ CIFSEAREF®%TE# I'CIFS1_DST ~ Bz
ERENNEREEREEEEHEES TCIFST\usert’ LAICdst_Dst : |
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

BRI ERENBHEENEPNAEERENFALBEEEHEE « BEXZERRAARPIITEERENE
HLBATEHEE (FHE CLI EREMWRE) vserver security file-directory Command Family
) o

fun ~ MNRIECEHRE DACLIEE ~ HRERER ['VS1' ] -account 2#5#4 [ 'CIFST\user!' | ~ A
SVM EWREAEGBEEE « LURRERIIAY CIFS EARaS%1E o

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder
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RABER vserver security file-directory modify FEhiE CIFS BRI RIBEE A BRIM CIFS
AIREZ BB < ©

B ERF2HRERZBRRAERTH
BE-ERZEHRRABRETHIUERASERTE - BEREAUBESNMEERENEAE :
© 2 tEtIT

C UM E 22 R oA EN L2 M cEE BN T ERA - RZ2 MR A

FERENEFAMABEENETERHABE « Al ERNZ2 4Tt - ASEERE 2B ERBERMSVM °

&AL vserver security file-directory ntfs modify fn<UAEIRE BiBEITERNERNE
E o

* DACLIEH

FEDACLIE B #4/E R —(EbR A 1ERAN: o (SN BISKUEIER A4 E A B A EIRFMIDACL ~ A RefERHE
FIMISVM$TE o AR IGEAEXIR EDACLIEE IR E 558 « AILEHBRZ 2ttt BB ERAER A
HER&E B HRIDACLIEE ~ LUEBIEN BRI S R8BI FTEIDACLIER ~ WS LR RIDACLIEE Hi5E
EMNZ 2T R o

* SACL I5H

SESACLIR B #w/RENR AR IR » M RIECUEMERAKERE A EIRPSACL « FReEABR
#SVMTE - IS ENAENIRASACLUIERRINRA %18 « RILIEHARZ 2 AT PRRAB L ER
A EFEEMSACLIAR ~ UEIER B RBMIR S RIBRZILMAISACLIRE ~ IRIELEHAISACLUERE HEE
By TR 1L RREG o

%ﬁﬁlﬁ,ﬁﬂz*ﬁﬁ B AR ERRAEEPEANNEERE N EETEIALENEE - SRIEATFER

EFCLITENTFSIERMNE R K LR ERERERZRZ M
EIINTFSZ2 Mt

EINTFSZZ2 MM T (EREZ2MREE)) BRENTFSERUEHIEE (ACL) MERZE
FEEEEEZS (SVM) ARERZRMEBERRKINE—F o ErlLigLZ 2 Mol R TEh
RIRE 22 e B AR BRAS FE T BA R

RAMNEETIE
ERI ST RAINTFSZ 2 BV E AR RN ER K - I2MUMNEE RN L2 MR E FAEZRER*E « 12
IUNTFSZ 2 MmatisT o

IRIBTER « IR HIRTTE « BIENRIEEUESIEE (DACL) FEUESIAR (ACE) FMERRaY
HiitiTT o PUETERRAIACE FFFT -

it fFEER TFEVERR HERNERNLE
RE\RMEES FEF TR IEERIZR ~ TR 18

A=
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it fFEGRE FEVER ERNERME

RE\ERE FeEF TR thit:éﬂ% C FERKR - E
BiUEHEAE FeEF TR UEEMZE ~ FHERRK ~ 18
NT AUTHORITY\R %t FeEF TR thit:éﬂ% C FERKR - E

AT TH S BORE TR 2 M TARRS

* REMHEATHEEE
* EEENTERE
* RIGEERIREAR

HEBRERRER 2REMERSHE - MBHEEN  BSHEME -

\

1% NTFS DACL FEUZHIIEB L E NTFS 24l

DACL (FIBFEUEHIEE) FEUEHIIEE (ACE) IMEENTFSZE2MHMT « BRTE
REFRNTFS ACLERERBERIRNE L ER - BEIER E G H 5 R SERF IR
fF ~ MWEZRYH AU E EHACERE RIS R E R KRNI THIRIE

FRERLIIF
TR —2 %1 ACE #iE EZ 2%t sThY DACL °

MEZ2M4HEMTE 2 EBIRE ACE fY DACL -~ B S 153 ACE #iiE DACL - RZZ2 4ttt e
S DACL ~ BIf S S IIDACLIEHTILHTAYACE ©

WA LUEEBE] DACLIEE ~ HARIEEBEASFIIEBRIEE ZIRF R -account 2¥ - B=BEFEA
7 AR LUEEREIR

* TR
* EFETERR
* RIGHEIR (EREHERR)

()  m®skisE DACL EE MR « AITERSHEREES Full Control ©
RIS TR AR « MBS STDACLIA o

HEBREFNRES BREMERSHENE - MFFAEN - F2RFME -

1. #% DACL IBE#IEE L2 MMMTT | vserver security file-directory ntfs dacl add
-vserver vserver name -ntfs-sd SD name -access-type {allow|deny} -account
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name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
—account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. E%s% DACLIBEERAEIERE | vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

BiuzzitRAl

BSVMBIRERREEE  BREREMACLEREN SRR E= @S - FATH
AERBITENASR HPSEIFErEAESEENENRNE—IEE o I UTHER
TS ER 2 MRA -

RAREEIIE

TR ER 2 RN TEFEINTFSZ2 Mt T g R SR RIS~ FIRIRAN o EUt ~ SRZE L2 MR
AESESVMEI Rl (ESNTFSZ2AMReI Ea N2 MiER) o

1. By Z2M%REA . vserver security file-directory policy create -vserver

vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BB %RA ¢ vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl
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METEEREMRA

BRI TR EMIEELZ 2 MR « BRERERACLESVMARIERERHNE R RIFE
MEDZER - EEEILIRATER - S LIFRL2MRRIZIIRIS: - SR LR —ZET
FIERMIEER2MRA

RAREIETLIE

ZEMHRABIFNERS - TFENEE—FE » IZBREMRABAENTFSICES N Z 2 MIERNE R
R (REERT FFERFIRER « HHREYHMIT) o

TFAmEEE :
- HREEHTIE

AfEERZE MR TEREEEEZMERIRA T - BEEZEMBEH TIEFIERRACL « FI3EESMB
FFImEONTAP CLEETTEIE o

* REFERIEFERRELE

AfEER#FEREFIFREL 2 MR TERAEEEHMRER T - EBFHFEREFIFRELFER
HIACLA SEZEBONTAP CLIETTEIE ©

THREIER (HEHKR) H—EERE (HEK) NEZ2HERER - RAIPHSETRE S RS —H
Al o FE—RAIP - BEREREA—BLE - RAIFEAEENIIFERE -

WS TEERARIZER]

* BERAIRZFIHE10 « 000fE L{FIER °
* RAIAUBEE—HZEIE-

BMERAIAIU B ZZHTF - KUEEZRRIREARRESERZE RN R FERVEFIURELE - FRL
AU STAREFERNEFERRELFFIAIERBERIE

* fREFEREVEFERE R PREIRERR
KR SIRHEERIMNOTZEVER o

i’ LEMEER 2 RAIR « SRZREE F7NEXESH :

* SVM% 78
* [REHE
. Eg,iﬁ
SLRRICARRAR Y T 2 M it

CRIUER TYEA2ECRBIRE TRk

* Z2EEH
* BEERN
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* R3lE
* FEUERIEEE

FEERFINREGRRIMERASHNE - MFFAEN - F2RFME -

=1}

1. BEEHERAZE2 M EN TN TERIEYELZ2MRE] ¢ vserver security file-directory policy
task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory BMITERIE -access-control 8% c REERMNBERENTIER « AEEIEEEIUE
S -

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. EusBR A T{E4HRE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
ERZE2M4RA)
BERZ2HRIERTISVMEREINTFS ACLITEREIERFE N KRBT °
RAMEIETLIE

TR 22 RAPERN L2 MR EEAEFlexVol HEBERENNTFSIERMNERK (NTFSIUREREE
55 WA

E AR ZEARIERIEISACLE « BB BEMRANDACL - EAR2IEERAIR EAMIIDACL
() B eESEFRANDACL - CREERY REBFNZ2MRAIZA « SRIFIENREY
RAY -

1. ERZ2M%RAI . vserver security file-directory apply -vserver vserver name
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-policy-name policy name
vserver security file-directory apply -vserver vsl -policy-name policyl

RAIERTIFEHHE ~ ALFELEIIFID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

EEZ2MRATE

BLE2HRIEREREERIEES (SYM) B ErI L2 MR TE « UESET(F
EE - MREVEREREMRANEAR S - ERAEMBEED - IRIEHTIE
HITHERE « MEBERAELEMERIIREERNERK - EHREAER -

RIRNERI(E
EERTZEMRATERNFHAEN « CREZMER -instance 8% °

1. BEE 2 24 RBT{E | vserver security file-directory job show -vserver
vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

BRERNERR2M
TR LIERRER L 2 MRTE « Ml EERZE RN FERKSE (SVM) EaItEZES
BXRABFIERIIRE °

RAIRERTI(E
T RRMSVMEBHE - ERESEN - UREEEERZEMRTE ZEEMERRARE M UERERRN
-expand-mask BMZEMREFAEANSH -

1. BTERMBRREZEMRTE | vserver security file-directory show -vserver

vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
-expand-mask true
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Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... .... = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
e vee. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l... veee vvee «... = Self Relative
.0.. .... .... .... = RM Control Valid
0. .... .... .... = SACL Protected
.0 ... .... .... = DACL Protected
O... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read

Generic Write
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Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

ALLOW-Everyone-0x10000000-0OI|CI|IO
0...



Synchronize
Write Owner
Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

ERACLIBERERZRAMERENTFSIERZMER K

fEFAONTAP CLIEF ~ {EAZBERITE L 5 Wﬁ%ﬁ%i’é*ﬁ)@ﬂl@ﬁiNTstf?é‘%iﬁnﬁ*ﬂJz o
B~ MEREINTFSZE 24t « JABBESACLIME EZ 2 4RIt - B TIRIEER
Z2MRAHIZED T - ABRBLZ2 4RI ERERFELEEES (SVM) o

Bﬂﬁ’\t IBTF
RAZERRZE -« EANEELE2HREIE - AREEERNEZRARE

@ EREZRRIMERISACLE « SEREMIRAMNDACL - CREZERIMAERMNRZEMERAY
ZAl ~ FiRRREANZ2EREA

HEREE R
ERFEFERFIIRERMREERTNLE

EACLIREEZMNERREZ 2RI RS
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MAfERARE A TTRERERENERNRZ 2T
"SMBEINFSTEZE L2 2 HIEHE"
ERCLIENTFSIERMEN R LRERERERRZEM
BINTFSZ 2T

BINTFSZE i cie R R R ENTFSFEUEHIEE (ACL) MEREMNSVMA
FRERNBERNRNE—D - ERERAILEDR - RL2MEEAUTEER N E N RIS EIL
A ©

RIRERI(E

EAI S EAIANTFSZ 2 BHR E ARNERMER K - I2UNES L2 RHMIEE FRERMNERE 2
INTFSZ 2T o

RIEERR ~ BAUZE2MHMITR « SR EEHRIFEIERISE (DACL) FEUEHITEE (ACE) MBEZZEM
T o MEFRRAIACEI TR -

Ly fFERE TFEVERR ERNERME

RB\RMEES FeEF e %ﬁﬂ% C FERK - E
WE\ERE FeEF TR gﬁﬂ% CFERK - E
BuUEHERE FeEF e %ﬁﬂ% C FERK - E
NT AUTHORITY\ZR#4t FeEF TR UEERIZE ~ FHERRK ~ 18

£

TCRILUER TYEAS KRB RE Mt/
© REMHEATHESE
* ERENEERE
* [RIGEERINEAR

FEERFNRESBREMERSHENE - MFFASEN - FERFME -

1. MMRIEBEREEDE ~ BRERFRRAEN | set -privilege advanced

2. B LEMHMIT | vserver security file-directory ntfs create -vserver
vserver name -ntfs-sd SD nameoptional parameters

vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\7joe
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3. BB 2 WIMT/HRERTIERE | vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. NRTENERERELR « HREIEE#IBER | set -privilege admin

HENTFS SACLIZEUEHITEB IS ENTFSZ 2 st

BESACL (RMARFEUESIBE) FEEERITEE (ACE) #HIEENTFSZ2 MMt ~ 2
ESVMA AR R BRI ZEIUNTFSIEIZRAINE — PR - SEEBEH D HEERIZH
EREDEH4E - SACLIEE @ ERIEERZHINS A MAIEFEIRER °

RIRER I
TR U — B ZEACERTIE =L 2 1 #MTTAISACL ©

MEZ2MHETE S EBIREACENSACL « B2 SRFHIACEFIEESACL - INRZ2 Mt TRE
ESACL ~» B4 & IISACLI S HRIACER Y EH A o

(RIS E R e A RS PSSR A HOREIR « DUSRE SACL BH -account S8 - G=BETHA
8755 A BURTEARR -

R

 ERHIR

* RILTRIR GRS

()  meeskisE SACL BRMMIR - BIFHIRES Full Control ©

FTLURIZERT SACLIBE « S#RISEMASAERER apply to S8 - MBEHRISELSY - BRER
$ILSACLIBE EFEILEII « FERICRHR -

1. #& SACL IBEE#EEL 2 M TT | vserver security file-directory ntfs sacl add
-vserver vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder

-vserver vsl

2. 5385 SACLIEH RS IERE | vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
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name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

BuZ24RRA

L4ﬁﬁﬁﬁ%$($M)m¢Vﬁd EREKRERACLEERZENERNKRE =Y
RAAIHAZEIENSS « ERSEIT IR EREERZNERKRE—IER -
&x‘]Lﬂﬁ?ﬁH—rIVﬁﬁiE?ﬁ% PERRY o

RAMEIETIE

TS =L 2 RN TEEINTFSE 2 it T ISR S E R R ERE 2 FERVRR - EIt « CREZFZ2ER
EUE@E@%?‘ ERiEEE (SVM) (ESNTFSRZRERMKREIESNRERMIRE) BIIRM o

1. BIIZ 2R | vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BB L2MRE | vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

METEEREMRA

B R TRTREEELZ 2 MR « BRERERACLESVMARIERE R KATIE
POE D B - SIS RR TIRR: « S TIRRZ 215 RBZIIRAN o eI —ZET
FIERMIEER 2 EREA

FAREETLE
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Z2MFAIRTENASS - TIFENRE—FR « IEBLXEMRRIHAANTFSIES R 2 ERERENEN
R (HBERE HFERFIRER « HEREDHRIT)

TRAmELEL
* IEEREBHTIE

RARIEERZE2 MR TEREISEREEZMNERRNIIE - BBEEMNBRTIEFRERMNACL » AIiEBSMB
FFIHEONTAP CLEETTEIE o

* REFEROEFERELE

BRI ERREEAFEREZZ MBI TEREIECHIEENTE - BEHMERRERRELEER
BIACLEBEFEBONTAP CLIEEITEIR
TEESER (HENK) F—HER (FEMNK) NE2MERTER - RAITHNSETFEEUREHE—#
Al o HE—JRAIP « BERKEREF—IELE - RRIFEEEENIEIER o
it TEERAIRVZER
* SEFRBIRZEE10 ~ 000 L{EIER -
s RAAIUBEE—HZEIE -

EMERAIAIUBEZZIRT(E « SEHEEZRRAREARREIEREBHRMNFEFERIVFIFRZELE o RAJWK
REZFFBARERRNFIFRELFNFIEEREERIE-

* fRIFEREVFEREE AR PREIFERR
EXETEIRMUBRINIFEVER o

TR UER TYEASHBEREI R 2 TR

* RERERY
* BREERN
* REIUE
© FEUEREEE

HEBREFNRES ZREMERSHENE - MFFAEN - F2RFME -

1. REAHERAZEMEEN TN TIERIEEL2MERA ¢ vserver security file-directory policy
task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory ZAHFER(E -access-control 2% o REERM B BRFINT(ER « EEIEEFEUE
HEER o

vserver security file-directory policy task add -vserver vsl -policy-name

policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory
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2. EusBRA|T{E4HRE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTFE'S
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
ERZEMREA
RHEZRAERZISVMEEINTFS ACL ERFIERFEN LN RE—F ©
RAREETE

TR URZE2ERAPERNZ2 MR EEHA EFlexVol HEBERENINTFSIERMEBLRIKR (NTFSEUEERER
B o

EFREHEAAIAMIISACLE  SEREMIANDACL ° EMZ2ERAIRIEMIDACL
(D & eESEMRANDACL - CRESERIRERFHZRMHRAZA  SRERANRRM
R -

1. EAZ2MRER) : vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

RAIERATIFEHE « WERTIEID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

BEEZE2MRATIE

HEEMFRIEREREEREEE (SYM) B - SR L2 RATE « UESET(E
EE - MRECRERELZEMRINERAEENIY - ERAEMRAER - MRERIE
HITHKERER « MEERAELEMERIIREERNERRK - BHREEER -
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FAREETLE
HERTZEMRAITERNFHAEN « CEZMER -instance 8 °

1. B2 2 RAITIE | vserver security file-directory job show -vserver
vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

SR EAREZIRRAY

TR L ERRTEZ/R R ~ MR ERZEMRBNFEFERKES (SVM) LRESREEERRK
BAFBIEREEMERE -

RIRERIE

AT LUER vserver security file-directory show BMSZRREHNGS o BN BEIRHESVMEG
B Hhe 3T ERTEHERYAERNREZRIEHNNER - URHEEK o

1. BERFEIRAIERRE & vserver security file-directory show -vserver vserver name
-path path

#1)

THRLERETERESVM VS1RE leorpy MFERZRAIER o SIRREEEMT) ~ thERII/KKAISACLIA

B
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cluster:

:> vserver security file-directory show -vserver vsl -path /corp

Vserver: vsl
File Path: /corp
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

EEZE2MRATERNEE

MRFEZEHEFEIIE - FREBRT « G AEZE 2 MR SR kG2 RERY
TF o [CIEZBRAE R LUECREEAEN R 2 IR RIRVRMF « UERINMERIRRA] - [RAIAVE
PRELFERTIE ~ BIRSUECIERAGRAIRY TE ~ DURMIBREECRRAY -

MRZFABITIEFE - BRIRRIR T « RISEXENZE2MRASERGZ/RRINIE

* TRIEESITEETH
* IFEERF -
* TR EIREIERFHITHIEAS
* MRITAFERSFHFRIEREES (B0 o
ETIERT ~ MRZE2MERAETEEFE « BAURIHERZRZ 2 RASHERGZFENIIE
* RRITRERFLE -
* REITIEERINTER
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RIRNEENTFSZ 2t <

EEZE2 AT - GONTAP AR ENELE o MAIMUEIL « 1808 « RIFRERZEE
HEZLTRIMERA S ©

MREEE... AL <

BINTFSZZ2 Mt vserver security file-directory ntfs
Create

BEIRBERINTFSZE 2 it vserver security file-directory ntfs
modify

BATRIEANTFSZ 2 M oAYMERAE vserver security file-directory ntfs
show

MIBEANTFSZ 2 4ttt vserver security file-directory ntfs
delete

HREMFME vserver security file-directory ntfs SUEEEZE ©

FAREIENTFS DACLFEUEHITEBRYIE <

EIZONTAP DACLEFEEUERITEE (ACE) B~ ZARENINEARATENIES o &AL BB
HEACEFIZZENTFS DACL o &t B IAEDACLAERR ~ MR REETRABRIACENEN -~ KE
IBIREHINTFS DACL °

MREHEE... EALtESS

BRI ACENAZEFIZENTFS DACL vserver security file-directory ntfs
dacl add

{EEANTFS DACLHHIIREACE vserver security file-directory ntfs

dacl modify

FEMNTFS DACLAIREACERHRAE vserver security file-directory ntfs
dacl show

ENTFS DACL#ZFRIZRBRIACE vserver security file-directory ntfs

dacl remove

A2HNFME vserver security file-directory ntfs dacl s UBIEEZEH °

&1 NTFS SACL FEUZHIIERNSS

EIEONTAP SACLZEUZHIIEE (ACE) B~ S EIFEMINEER TS o (Er] LAMER

227



HACEFTIZZENTFS SACL ° [Eth Al I TESACLAEER ~ WP R EETARIACEIE ~ K
EIPIRAMNTFS SACL °

MRITHBE... S

EIACEM A EHFIEZENTFS SACL vserver security file-directory ntfs
sacl add

EEANTFS SACLHREVIREACE vserver security file-directory ntfs

sacl modify

BEMNTFS SACLARIRBACERIMERIE A vserver security file-directory ntfs

sacl show

ENTFS SACL#FRIRBRIACE vserver security file-directory ntfs

sacl remove

H2EMNFME vserver security file-directory ntfs sacl MTUEBIEEZEHH °
BELE MRS

BEEZEMRRE - FONTAP SR ENELRE - KR UERRRIFEEER « AT MIER
JRA o EEAERZEIEREY -

WMREHEE... {FEHIS%...

By Za2%ERA vserver security file-directory policy
create

BRE2MFREAEREEN vserver security file-directory policy
show

fikrZ= 24 R=A) vserver security file-directory policy
delete

A2BNFME vserver security file-directory policy SR RUEUSFEZE o
BRERLZ24ETENG<
B—LERRIE ~ (2R ~ BIRRERZ2 MR TIEMEREIES - ONTAP

MREHEE. .. EELGS. .
IR X2 ERRAITIF vserver security file-directory policy
task add
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MREEE... fEMALLa<...

a2 MR TIE vserver security file-directory policy
task modify

BREZ2 MR TENERER vserver security file-directory policy
task show

BiRrZ 2RI T vserver security file-directory policy
task remove

AR FME vserver security file-directory policy task mSUEIEEZEH o

AREEZ2MRATIENGS
B—EAREE - WE « FLERERZEEFREIITFEMRES - ONTAP

MNRITAEE... GRS,
BELEMRATIF vserver security file-directory job

pause -vserver vserver name -id integer

miELZFER T vserver security file-directory job
resume -vserver vserver name -id integer

BRE2 MR T/ENERRER vserver security file-directory job
show -vserver vserver name [&R]LUEMALEER<S

RAETIERNIIEID

FIEZE MR TE vserver security file-directory job
stop -vserver vserver name -id integer

AR FME vserver security file-directory job SR RUEUGFEZE o

R ESMBH By E FHREY
SMBRRAEE FHRENBVEE S TV

FRAEERMREXFIESMB 1.0 P i EER BRI - BIREFIUEZEMERREE o &7]
MR ASERSELARNBEMIRE o NREAPESEHRE « G U ERERNIERRN
BPEFREE] o AR AP IHEBESMB 2. x5 SMB 3.0EEEHAE - IIREEREPEE R
HY o

EYFAEF « SMBHRAEBERIRINEEEIRIVFEARERENERBEEY - EARA—RIFEHIISMB 1.0/
FimtRF SMBRYAE ©

HRFELETF - SMBEEUARENARE « EEZEHRENRENIERPEENESR - LA UERASMBHREER
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IREVRUERENFRENE 51 ~ FBULR MEIR EARVEE « WeESMB 1.0/ R IRRIRIAEE ©

@ AR KAIAE « B ESRREAI SE G BRI E R4 SMB 1.0/ Fin - IREHNIRIFEHE
AEERERR -~ AR LEIEE

EXFASMBHRAEE iEHREX

R ARYFASMBHRAEE RHREY ~ UEXESMB 1.0/ P IRBISMBAKAE © IRIETER « SMBHE
BRHREVE(FA o

1. BITFRERRIEN(E :

WMREHEE... BAMT...
T H AT R SMB R4 B IR EY vserver cifs share create -vserver

vserver name -share-name share name
-path path -share-properties
attributecache

EIRAHAE LA SMBAAEE RHRER vserver cifs share properties add
-vserver vserver name -share-name
share name -share-properties
attributecache

HERAE
50 T SMB A R REUE B B £ A B

g RBRIRESMBEAE LMHARS
RESMBHEE FHREVEB Ry an B AR

SR LR E SMBAREETRMRENE B £ « MR ECIRIRERHISMBARIEERHAEY
AE o TER(EA 10 FD o

FEYaZ Bl
1R AER B SMBHAEE EHRENINAE © MR KEASMBAEZ RHAEY « AR Z{EFASMBIREXTTLERE ©

1. SITFRERERIENE -
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MRERET FIER TRESMBHREEZRREIE #WAGS...

BV EsrEHR...
BitA& vserver cifs share -create -vserver
vserver name -share-name share name
-path path -attribute-cache-ttl
[integerh] [integerm] [integers]
EBERENHAR vserver cifs share -modify -vserver
vserver name -share-name share name
-attribute-cache-ttl
[integerh] [integerm] [integers]
TR IR B ECH AR e E Mt AAERREIEN B L - WFFAE ~ F2RFME -
S TE =
EIPERHE

RN TEEEAE < FHEESE

TERHE R AR IREAREINAR LEREFRSTA R EMERERRBIERNTGE 1
A1 EEZEUAT R iRAEEHE © ONTAP

MRARIHmENFSAAIR « AIHEREZRSE ; WRAFIHESMBAR IR « AIEHESLEIRE -
FFNFSEASMBIERIHTE 2 ERZER ~ NFSH R iR rl sE A7 I TAI A SMBE B2 IR RRAVIESE -
ENFSHFIHEHFISMBEARIHERERE - FRETIIER :

* IEREE NTFS i E A ~ i8R EIEEE ~ 01U rm > rmdir M “mv BIFEEE NFS FERFETNBY ©
* SMBIEABEENFIIER S AFREMERN 2 2 RIEENFSEEFIE AEE
* BEEMNE ASHEEHEBSMB bytelockfHERF « NFSEAEE SR o

EUNIXZ 2 EIEGRE S - NFSEUHEET SR A EX G BBESMBIHEARS - M ASFFEUHES - UNIXR 2RI
BR& ERIFRA HANFSIERER G BT SMBIHTEA RS

SN IR I TTONTAP
MERAITTEE—ERRE - URBERZEIRA (FR) ME (BA) -

fEAWindowsFISMB A B i B] LAEE & BEE ZZRIMESENI T - NFSH R IR A L3R € SERE IR MEERITT
ANFSHFEImRE FE R SEEREWEN T ERREREIEE

EFEAWindowsHISMBE P imiE I #E R « RI TSR LR EMEEENIIT - ONTAPTENFSHFIHFISMBAFIRZ
ISR « ] LIEREMERNITT - ONTAPA LEREEFENFS A R IR SMB A R infE AR - FRE R MER(L
TE (o]

AT ENFSHPIFFSMBA IR 2 MHEAIER LREBEENERMNE AR « ©EIRETYFHRBIREIEHE
{iI7C : ONTAP
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* NFSERMEMRUAMRE LTRSS R AR AR ARERALT

* MIRNFSAPIRERMARAERIT « BEEVE—ETAERA « ONTAP RIS R A A iE SR AIMER (L
TE [o]
* YNENFSHF IR BEAE ARERAITT « ONTAP B A B g MM E(ITT o

* WRERAERERNMEE(LT - ENFSERIRESRRERAEIR « AIERIERITAEEEENFSAR IR
; ONTAP M@ ERAITTEXENFSAF IS  WHER ARERLT ©

* MNRERBEEMNMENTT - BESMBEFRSAM:ENITT - ONTAP BB BEEMNES EB AERAIT °
* BRI TTRVIEZR S ERrootE A ©

@ FERERNEF I EIESMBAF K LM ~ BINENFSH A IHEA B4 IREY « BaIsER & 1LED
EINFSHBLR £ ©
EREBHARETH EEER « IEIN5EBWindows B RIONTAP R[5

ARf&Windows ~ ONTAP TEHEZEMEE « A2 HERBIEREREHNEETTH - ttiTAthE
HESMBHARKRE o

M A EREHNESETH « AitaUEMaBARERIERE LS NRETH « BrftgHELERAER
SRR ~ hR]SEE M SMBAERE RV AR ISEERN - ONTAPEFISE SRR AFIHAE -

AT EREMGARETHMERNER - EIUERLENRE  HLERENERAEEMaLEERLR

R HERAEREE

TR ERESHERVAER S « BERHRERVARE « SHEARRE ~ TESEIHE ~ H
FRHEEREL « ZIREERIEEEFEER « MRHE UM A SFERIERBEY o
RIRERI(E

FOLHHIBBENFSV4EINFSv4. 11217 FYSE E BER A B iR Pzt o

KT « S GRETFTAHEREREN - KRAILUERG<28CRBRRERFERKSE (SVM) BIEEER
afl » ERBEMF RS SRR

o vserver locks show S BEERIUEHEETAVHRAE T ¢
s TCAHEEESETE ~ (EHTIDIESE o
o HAEE - AIHEREBIAIIESE o
* IGHESHTE ~ BIIZHISMB_ERY AR B i [RER ©
* &  BIBNFSvA xiZ4I B B i REN

EBEEERZ2Y  CULRESEHERMNEREN - IFFHEEN - F2HRGSHFME -

TER
1. FARBERHEHEMNIERAE vserver locks show 835 ©
ol
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LT HBRARREZIESE L NFSv4 SHEMNREEE /voll/filel - HEHEFEUEINAWRITEIR
#8_nONE ~ HHERUBAZIKZTH !

clusterl::> vserver locks show

Vserver: vsO
Volume Object Path LIF Protocol Lock Type Client
voll /voll/filel 1ifl nfsv4 share-level -

Sharelock Mode: write-deny none
delegation -

Delegation Type: write

MU TEFIETAR SMB #HERGEAE oplock MIHZHEEN ~ ELEEAMMNEBREHERZ L
/data2/data2 2/intro.pptx° HRIPA3EA10.3.1.30A IR ~ BR L EURE AEENHBAHEEFEIER
BF A ERBESE o #tXoplockB4kFIFAEoplock BIRF -

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver: vsl
Volume: data2 2
Logical Interface: 1if2

Object Path:
Lock UUID:

/data2/data2 2/intro.pptx
553cf484-7030-4998-88d3-1125adbbalb7

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Bytes Locked:
is Mandatory:

Number of
Bytelock
Bytelock
Bytelock

Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time

is Exclusive:

is Superlock:

(Secs) :
SMB Open Group ID:

78a90c59d452e211998100059a3c7a00a007£70da0£8££££cd445b0300000000

cifs
share-level
node3
granted

write-deny none

false

10.3.1.3
durable
connected



Vserver: vsl
Volume: data2 2
Logical Interface: 1if2
Object Path: /data2/data2 2/test.pptx
Lock UUID: 302fd7bl-f7bf-47ae-9981-f0dcb6a224f9
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd445p0300000000

R E

ST FEB A P infFEUERER « I UBERBRARBNEESN « AR PENSE H
,.'J:_J;%‘E%EE ke B IERIERARER o

RAMEIETIE
o vserver locks break Si° REETEMRERERNRESERER - HTHNFMESIEHAE -

5%
EESHITRETEAENEN  553fFH vserver locks show @8 % ©

LN FMESSFHMEEN -

2. BIEIRERRAEN | set -privilege advanced
3. MIT I EHP—IEENE -
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MREEISE... KPEEE BAMZS...
SVM#%&#E ~ Volume$a#d - LIFRTB RIS vserver locks break -vserver

vserver name -volume volume name -path
path -1if 1if

)

$HEID vserver locks break -lockid UUID

4. ROIEREREBLA . set -privilege admin
ESESMBIEE)
FESMB T ERSERE R

TR IR ERIISMB T ERSERAVMERAE N « BFESMBERM TIERSERID ~ UK fERIIE
P ER < TRULAYIPAE o AT IARER TIEFEERSMBIEEAH ERASRVAERAE N « AR F54&R]
RBRERR - HENEHR TR RS ERATEEE -

RIRERI(E

TR UTESVM ELURZERTVER P A TIERRERAVER - 98 ~ EEFZBER T ~ FOpBmEERA - LAILUERE
ERZ2Y - BB PETRHENR -

s EEILUERIERN -fields 2EETRARFIERUME D o
R AEIA -fields ? JRESEBILAERBLERNL

s EAILAER -instance BERBEEI SMB TIEMSEEAVFARE IS8 o
o ATLUER -fields 8288 -instance 2RI UERFER « ] B EHMERZHER o

1. MIT TR EHP—IESE :

RIS EZETRSMB L{EMEERE ... BATISZ...
L ER R EETRSVM_ERIFTE TERSES vserver cifs session show -vserver

vserver name

RIS ERVELRID L vserver cifs session show -vserver
vserver name -connection-id integer

e B TRuLIP{irik vserver cifs session show -vserver
vserver name -address
workstation IP address
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NBEEFETRSMBI/EREEEE...
EIEEHILIF IP{iit

TEHEEREIRE £

local}’

vserver cifs session show -vserver
vserver name -windows-user
domain namel\\user name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

fERIEE M ERRA

SMB2
SMB3

RASEFRIITER ARE

Yes

BAEERISMBREE TERE AR

BATYEG2...

vserver cifs session show -vserver
vserver name -lif-address
LIF IP address

‘vserver cifs session show -vserver vserver_name
-node {node_name

HEEMWindows EBE

fERTEE B ERE I

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}

[INOTE] ==== {F & ] ARV {RENFEFMSMBZIEET)
AEEEASMB 3.0 B MARAH TIERSE: - BETE
FrE G TIERSER PR R EAMRS « (CREZISELL2
# ~ WHEERA sMB3 HEHIRZA o

‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial)

[INOTE] ==== i RFECTHIAES Partial ‘&
KN LEREZEDET—ERBIFETRESR ~ 8
T EREER A —LeAE R E A LUFE ] BV (REERRN o I&
BILAfER “vserver cifs sessions file
show < ZK¥EN B 21 T ERSEX_EAYHRLERE 2R LA
F4E R RV REERIRK ©

‘vserver cifs session show -vserver vserver_name
-is-session-signed {true



gl

T5EF L EREMSVM VST ERIP{IiEA10.1. 1B TIRULFREE T 7 TR TIEREER &R :

clusterl::> vserver cifs session show —-address 10.1.1.1

Node: nodel
Vserver: vsl
Connection Session
ID ID

Workstation

Windows User

Open Idle
Files Time

3151272279,
3151272280,

3151272281 1 10.1.1.1

DOMAIN\joe

2 23s

THas L EREERSVM VS1EARER AREZ TIFMERAVFA T EREERE N - BRI EREERABILIAY

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation IP address: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\SERVERI1S
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: Yes
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user

Unencrypted

THer < GERSVM VS1 LfEFASMB 3.0MSMBZi@iE 2 T ERE A TIEFEERE R © EULEBHIF « EREE
FALIF IPIAEE R A SMB 3.0L08ERV A P iR EILEHAE « IR HHITRRANTLMV2 o ERH AR
FKerberosi&a% 7 SELARHER] ARUREEEITIER -
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

HERIE
BT FRRSMBIERRIAERAE

RETFIERSMBIEZBYIERAE S

{ERT BRI SMBIESRAVARRNREAN « IESMBIEIRA TAERSERID - SEERINE - 3%
BRI AT « MR MRS ER BIREE RN « A RER
ST B R R EBAREE o

RAREIETLIE

TR E ERIZRISMB LIRS PR RMERRVBRAE A - BEEFE2HESMB TR P EEFREAISMBT
RSB BT « FREEmIVERIFE B o

FIan ~ WREH SMB TIERSES « P ELEMRBIER G UFER ARRERE - ALEREAURHER AR RE
FIRL (B9fE) -continuously-available Hfi#iiA vserver cifs session show AR<HIHA
Partial) ~ fEBILAERLEER < R FERTPLEAESEROERHEER

eI LAER ~ UIREFRRBEREEIUNFEFEEESS (SYM) SMB T{ERSER FFrERBUEREME vserver
cifs session file show AZEMEHAZHHGS ©

i

B~ EFZERNT ~ FRINVEHERK - CRAILUSEERSH - Bi]HHPERIEN - MRERBERFHRE
EEN—NEDEN - EBREMREEE -
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* WA MUERERR -fields 2% « JELEEMNMULERES -

TR U BB ER L2~ AR MR S8 —eaEA o

* A LUER -instance BERFARL SMB 1EZRBVEHHAE IR ©

eI EREALL 2 « o LB MER2 8 —EFER -

1. TR HP—IBHE -

MR ERETRFRBISMBIEZ. ..
ESVM_ELEER L EER

TEfSRE RYERRS b

local}’

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

BATIEGZ...

vserver cifs session file show
-vserver vserver name

‘vserver cifs session file show -vserver
vserver_name -node {node_name

EIERERIESRID L

T35 ERISMBELRID £

EIEERISMB I EPSERID £

e EREEE Aggregate £

IR E

EIEENSMBHEEE

EHEERSMBERTE L

RMHEE FHREVFFER AfRE
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NRICEBTFHRBISMBIEE. . WATIEGL

‘vserver cifs session file show -vserver Yes}
vserver_name -continuously-available {No

[INOTE] ==== M RFHEI KRS "No' Bk TiE
LEBH R AVAE R A AR BT ICIZEMINENE - 5
AT RERMERS ~ It B AR S ERB 2 N —
f%Aggregate EHECE HIRE ©

IS E N EREAFIRRE ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

TCRIUEREMBERSECRERALER - IFFAEEN  F2RFME -

Ll
THSERFEERSVM VS1 L RREZERIERAE ¢

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

THEEAEETRSVM VS1 L REEZEIDA82HISMBIERBVEFHAE !
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal
Path from CIFS Share: windows\win8\test\test.txt
Share Mode: rw
Range Locks: 1
Continuously Available: Yes
Reconnected: No

HERIE
FATRSMBIEFEERE

FERRT ARV St BRI A 5 EES

EEUSCIFS ~ SMB ~ #&1#Z#BranchCachef &4 st BRI RIHRAE SR BEEERBEZ Al ~ )
RS ME LY ST RS A HIEEUSE R

1. BIERBREAER | set -privilege advanced
2. YT TFIHEAP—IEEE

MREAAEHIER... WA...
B Byt statistics catalog object show
AR EYH statistics catalog object show object

object name

ARt #Es statistics catalog counter show object
object name

F2RFME - UEUS B4t RS EEN -

3. REIEBIEHRELR | set -privilege admin
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gl
Toler < SRR ERERCIFSTISMBFEVER Z FE M st 114 RIERAR « YIEFRSEIREARFIT

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: vy

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng
performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB

revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.
clusterl::*> set -privilege admin

THer e SRR — L5t BB EN cifs ERERERE RN

() HEATEETRNFARIRSEE cirs M ; W -
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
MERAEE
Bt ER
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BT E R

(ERIBETA B E « BFECIFSTISMB - F#AlBranchCache MEBIME IR « U8
PR AR BRRAEE o

ez Al
T BEERNEEBRIRA statistics start M statistics stop BN ERIEF ZAIRIGRS ©

HER
1. BHEIRBRRAER | set -privilege advanced
2. PITTFIEP—IEEE

MREERET N EERNRER... AA...

SMBHIFRE hrds statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.xF1SMB 3.0 statistics show -object smb2
ERELRICIFSF R4 statistics show -object nblade cifs
LEEHHERZ statistics show -object audit ng
BranchCacheXf & AR7S statistics show -object hashd
EREDNS statistics show -object ddns update

MEFMEN  F2RASEGTHFME -
3. IROIEIBHIR/EAK : set -privilege admin

MERAEE
FERRT ARV St BRI A 58S

ELIESMBE ZM T (EFSER At E R
FB~BranchCache#ist &kl
Rt BRI R E B2 IR E)

"Microsoft Hyper-VHISQL ServerfJSMB4EAE"
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ZRZESMBH P imBY iR 7S
(PR S ZE SR A S TR EA ZE LU B A (e
{F BRI R RSP IREUE R L B AR E AN E

S HEMicrosoftBEARIEZETNAE (AP IRIREY) ~ RITEAHE 1 L IREVE SR A RER
F3 ° ONTAPRNME(E A ELEER FRENEAR « (P ERREARIERIN ML BRIEIES -

TR LEEEWindowsEAEXHHMIEA R BEHRNEIHARE « ERUAFHEIUEZUMIRE - ARG HEHHHT
FBEBF IR - BHARERNERERD BEZEWindows i F IRV ASEHIE - BEEGEREREARERENE
PRIEARINERT « B HERY o

FAIS REARAE ZE AN B SRRV BUE (R B (#FTECIFSfAARES L AIERM B RIRARAHEE) « FILERESREH#T
ZCIFSRIARES LRVE S B RIRER RSIBVIEIR ~ 7 SER RERAE RN BRI NI TENE -

EEAENMAER _ LNHEMASER—EERE « £ERE T LIRERN AR HEFEINER « MEEMRZAE ~ S(FE
FiiEEmE - MRERERKFRBEMERE « IEEAKFEFIALRERELERESR « MRNOERS
WIRTFECIFSTAMRES LRIERRANEEFRER -

TEREARIEEE o [MRILUIE I SECR AL AR ~ (AR AR B I SRR AR P EE—(E

K3

CRIUERERMERRE ~ B—

* HRIREY

FRHEAEMIARIFIRE - ERNELIRTE BSEAEA PR LR - MEERE R AEEES I IREUE
EREFIK o

* FHIRE

AIFHENZRNELAERAESR - ERERRKRE ° RIFFER - FTEESEA P in L REUEAERIER
3K o fEFE T ABHEE TR A IREUAMHBEAR (E A VIE SRANERIK ©

* BEIXHIRE
ERERAEXHESHRNEHAE - REFBEMERMER RS GEAREIRE
* BEETVIREX

EEEINEREXFEHRNELRE - IATFIMIES - BRIRMEZNA GEARMIRE © 1L -~ IERTE
FEA P IR TAR IREREY RT3 THE ~ BIEEAR 2V ABER IR -

MNFEEWindowsRIARZ3 A FE P i L 58 E BEAFAE R AVEEAHE N ~ 552 BMicrosoft TechNetE JRJE ©

e
ERBIERER « REMEREREEPHEFETEASVMABRIRCIFSHEARES £

ERENRENERREFHEFECIFSAMRES £

fFBranchCacheREX D ATIHISMBHEAA

245



"Microsoft TechNetf2TU/E : technet.microsoft.com/en-us/library/"

ERBRERNTER

ECIFSfRIAR S L EAMicrosoftBE R IEZEThAEZ Al ~ MR ANBONTAP HFLERR AN BT IR
IhAE ~ BUMBEEWindows F P i Sz 3R 4 O AE ©

FRZFEKONTAP

BITIRBERIESE - ONTAP

SMBEHERA TR

BN ETZERE3S (SYM) ~ ONTAP ZiBFrE SMBRRZA EAIBARTEEE o
Windows i S it FK

Windows B P in i /R T iR REARIESE o
YNFEMLEWindows i R I STIRBERIERINEN R E N « FSREBMHIRRE -
"mysupport.netapp.com/matrix"

ERERERIE SRRV 2R

ECTEEAENTESRHE L PEMHGIERE - FERME —EEFEAH| showsnapshot 1£
FEHiz EHERABME o

YNSRE showsnapshot HANARECRERFIERMNEB AR LFRTE « Windows FRIHERENTHE
Snapshot #875 ~snapshot FHEF BEEFIERIZK
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* ERETRARIERRER TR
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FEWindows AR IHFIAE S BENREM B MV ERIRBERER - MRBRREMERET BEHNREE « A
GEMEM ~snapshot BEFIRESTEREEIRERASH o

BEARIEZREE ~snapshot FEB I BRI R ZTERARIERT o Y Snapshot B ~snapshot

@ BB FHARE £ ONTAP 17 Snapshot ASHIFFEER o AL ~ 5AEIIIBARIE A
~snapshot BEPREGEA P In DHERENAKHFEFEM « EREGIERFS RHEERIER
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none RAEFWindows A P imREULEH A& AV E(RIFESE ©

manual Eﬁgwmdowsﬁﬁﬁ' i B (ERE FEENE RIS

documents FEFWindowsF B i IRE & B B AR F AR
EXf o

programs S EFWindowsF P i REXE B & B BEAR A2
o o BMELAA A ~ AR RN ERFIER TERIR
EYAVFZTUREEE ©

TRREEE—(ERARIERRTE - MREEEIRASMBEAE ENBRIERRTE « MM RIEREREENARIE
%JJ?:(E o HtIRASMBHAMEBREMHARBTAERIFIIA - EME—EHEN - HEIPARBIRIEES
1. YITEENTE

NRICERTERRIEREN... BWABZ...

MEISMBHAE ‘vserver cifs share create -vserver vserver_name
-share-name share_name -path path -offline-files
{none

manual documents

programs}’ IRENSMBHEAE

‘vserver cifs share modify -vserver vserver_name  manual
-share-name share_name -offline-files {none

documents programs}’

2 P . .
2. HE% SMB HFAHRRIEFERESR | vserver cifs share show -vserver vserver name -share

-name share name -instance

gl
TS EREIL%A [ datal 1 BY SMB £ ~ TREERIEEE % documents !
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clusterl::> vserver cifs share create -vserver vsl

/datal -comment "Offline files"

clusterl::> vserver cifs share show -vserver vsl

-instance

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL: Everyone / Full Control

File Attribute Cache Lifetime: -
Volume Name: -

Offline Files: documents

Vscan File-Operations Profile: standard

Maximum Tree Connections on Share: 4294967295
UNIX Group for File Create: -
TImLERBEGEERRTEES « WENHA [datal 1 BIRAE SMB HA manual UKRIMEER

BITIESHE ¢
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vsl

datal

Vsl

/datal
oplocks
browsable
changenotify
enable

Offline files

-share-name datal

-offline-files documents

-share-name datal

-path
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clusterl::> vserver cifs share modify -vserver vsl -share-name datal
-offline-files manual -file-umask 644 -dir-umask 777

clusterl::> vserver cifs share show -vserver vsl -share-name datal

-instance
Vserver: vsl
Share: datal
CIFS Server NetBIOS Name: VS1
Path: /datal
Share Properties: oplocks
browsable
changenotify
Symlink Properties: enable
File Mode Creation Mask: 644
Directory Mode Creation Mask: 777

Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline files
Everyone / Full Control

Offline Files: manual
Vscan File-Operations Profile: standard
Maximum Tree Connections on Share: 4294967295

UNIX Group for File Create:
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Mg RIRESMBEAE LHHEARE

fER MEREEMMC)
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NREBEAFHEREEREIREUEEUAMBERER « LA LUEREBIREEMMC

(MicrosoftBI2E1TFR) Kk EBHARIEEE
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2. FEERIERL - I EREE
3. EEY T178)) >+ NEREIS—aEht o
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4. B ACIFSTRMRERLTE « HIHE— T 2B LIS CIFSAARSS °

YNRCIFSRARSRRBRAAFERLER (SYM) EHLEHER « FRWASVMETE o MNRCIFSARES%TE
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A EFEERHEWindows F B i £ o
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* Documents > Desktop fl “Start Menu EERIUAEFHERMNERIFREF)
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"Microsoft TechNetf2TU/E : technet.microsoft.com/en-us/library/"

EFFASMB 2.x{tWindows F F im{zEX~snapshotH &%

RARIFEA 7% ~snapshot [ SMB 2.x BY Windows BB F i B &% SMB 1.0 R
FiERRE o BB ERIN{AIFEY ~snapshot A SMB 2.x #E4R AL IH#FEY Snapshot 7%
FEEFNER B o

SVM EIE S A Windows P if_ ERIERE B AT LB K 1FEY ~snapshot RAAEEMA ~ BIRIEHA LE
7 B#k showsnapshot {#H vserver CIFS HEABRIFHHRLSHKEBAASR ©

& showsnapshot HFARBEEA ~ A SMB 2.x BY Windows AP if EIERE AR ~snapshot B
&% ~ FIATEENPRY Snapshot 28 ~snapshot BEk  BMEFEIE A BVBEHIRRIRE ~snapshot BEksBERH
A4S TE Snapshot #87x o

& showsnapshot HFARBERA ~ (B SMB 2.x BY Windows AP ik ERIEREN#EEEIR ~snapshot B
BN EZENRER « HUNEZEREHR THEAREHERAN - Fib ~ BREHLAZE - FREEMAIUE
EXpEiAY ~snapshot FENMINMNBEEE \ ~snapshot EHAREMEERE o BEHEAY ~snapshot BEREIEMEAO
BHTFEY

* (URHAERIRB &
* EHEEENSER G

FE#IEY ~snapshot BZENHEZEANIEEIZFEIRFENEE

0

fEFA TS FIFTRAV4ERS « Windows FFim B SMB 2.x #4828 ZE ['eng' | HAMNERERUEE
~snapshot FEIHINNBEE \~snapshot EIHEZER B ERMEREHSEERZIHIHZERK © BBER ~snapshot
BE#RAIIE T 5 = ER81EfFE

* \\vsl\eng\~snapshot
* \\vsl\eng\projectsl\~snapshot

* \\vsl\eng\projects2\~snapshot
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clusterl::> volume show -vserver vsl -fields volume, junction-path

vserver volume junction-path
vsl vsl root /

vsl vsl voll /eng

vsl vsl vol2 /eng/projectsl
vsl vsl vol3 /eng/projects?

clusterl::> vserver cifs share show

Vserver Share Path Properties Comment ACL

vsl eng /eng oplocks = Everyone / Full Control
changenotify
browsable
showsnapshot

fEABERERERNERR
fE R EE RRAR B SR IMIEFE SR B Y 5

fEEFIMicrosoft&E iR FITHEEE A I TR FE B A2 L BYSnapshotiE Al By A B LA RBIRER &
4% o SnapshotifiiEONTAP RAE] IR —ER 57 © {EFE I AEHBMicrosoftEERRINAE
K Windows B B imAYSnapshoti8 2s RiE [RIEZZF B 1K o

ERBEARERETARFHFEESNARNBRT « BlESnapshotfE Bt SnapshotiE ANERE K} o HIER
TEERR o IEThEE— 2R - MRFEFEESEEHAE LiRMHESnapshotiE s « BIfERE A IAEREMKRAITT
HITHE:

* IRETSMUFRAIRESE
* EIMNERERFINE o
* E TR LEBAESRhR S o

{#fFTESnapshoti@ A REVE I R MEE o EAE L BRIEREAHEIEMAUE « A EHERETERE
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{EFBMicrosoftEE R FIEE K
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1. FEWindowstE 48 E T « BRETFIECIFSRMRES L > EHI MK NAR o
2. EEERIFNEIEH SnapshotiE A H FEARER LIS IR ER K Hig—TBEAHE -
3. H—T* TRAL *o
BEENEE P E R E R R AR o
4 B— T EBRRSIEE -

FRIEME SRR E IR FASnapshot @ ABEE GRIRE [BERIKMRA @ 1 F51RF  F7IHAISnapshotiE A&
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S. 1£ MERIKHRZS © 1 AR ~ LUBEARE—THESEIERNENKIERK o
6. MITHEMITE) :

MRETREE, .. HHIT FYIEE. ..
@ 185%ZSnapshotiE AsHIE K} B—T THREBu o
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7. SER¢SnapshotBRIFVEIEZ % « #2—T MHEE) R TRE1 HEEHE
MFBEFEA MERR) R51RERER R EIESnapshotERINFAE « 552 BMicrosoft TechNet&JRE ©
MERAEE
"Microsoft TechNetf2z{ & : technet.microsoft.com/en-us/library/"
¥EiSnapshotiE R 2B B EERRfEERA

REEERENSnapshot RRIERE G SZHEAEMNMER - BEEEAREAFHTE
EXSnapshoti& 4K ~ A 8EE TERR1 FRo|IEHEITSnapshottE 2 ° F|ETSnapshoti&Zsm]
BEBMRHEEREFIERR °

1. ¥ A BRI FRERNIEE 28 2 BH B8 Snapshot 7 « LA R HEE AI77E Snapshot B§E :

volume show -vserver vserver-name -volume volume-name -fields
vserver,volume, snapdir-access, snapshot-policy, snapshot-count

) 2 R AR E AR RER B Snapshot R Bl ~ @SB A FimSnapshot B #:7FEX ~ AR ] FIEYSnapshotig
THE o

2. YRS ERUBMERARY Snapshot [RE ¢ volume snapshot policy show -policy policy-name

3. BI|H BT A Snapshot #7s | volume snapshot show -volume volume name
UNERTE K EIESnapshotR B EASnapshot BFIZAYEFARE N ~ A2 "ErlRE" o
il

LU EEFIZEREL Tdatal) FEREEIBRAEEAISnapshotRENE N « ZHEE S S ldatal) ERHEZEERAE
FASnapshotfg 7 o

256


http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html

clusterl::> volume show -vserver vsl -volume datal -fields
vserver,volume, snapshot-policy, snapdir-access, snapshot-count
vserver volume snapdir-access snapshot-policy snapshot-count

vsl datal true default 10

clusterl::> volume snapshot policy show -policy default
Vserver: clusterl
Number of Is

Policy Name Schedules Enabled Comment
default 3 true Default policy with hourly, daily &
weekly schedules.
Schedule Count Prefix SnapMirror Label
hourly 6 hourly =
daily 2 daily daily
weekly 2 weekly weekly

clusterl::> volume snapshot show -volume datal

===]3lEGRE===
Vserver Volume Snapshot State Size Total% Used$%

vsl datal
weekly.2012-12-16 0015 valid 408KB 0% 1%
daily.2012-12-22 0010 valid 420KB 0% 1%
daily.2012-12-23 0010 valid 192KB 0% 0%
weekly.2012-12-23 0015 valid 360KB 0% 1%
hourly.2012-12-23 1405 valid 196KB 0% 0%
hourly.2012-12-23 1505 valid 196KB 0% 0%
hourly.2012-12-23 1605 valid 212KB 0% 0%
hourly.2012-12-23 1705 valid 136KB 0% 0%
hourly.2012-12-23 1805 valid 200KB 0% 0%
hourly.2012-12-23 1905 valid 184KB 0% 0%
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QEY A B B im#i SnapshotfE Y ZEN#E + HSnapshottEAS7F7E ~ 'J’E‘EH&IJJAE—@EJ
F o N8R SnapshottE A 4AER T EE 1“35'52‘?*,‘S—JLXL_LSnapshot%’EZle Ak

257


https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html
https://docs.netapp.com/zh-tw/ontap/data-protection/index.html

1. MR B EREAHFEREFRZ LRGN ERERIKE Snapshot JREY - 551§ Snapshot R EZFEIRE
JBIIRARG ~ SABERANLARA volume modify @3 % ©

WNEFEAFHAE « 552/ volume modify e B2RFMmE -
2. {EAA7FEY Snapshot 78 volume modify sREMTS -snap-dir 3= true °
WNEFAFMEN 552/ volume modify e E2RFME -

3. {EFFESRERUA Snapshot [REI « HEEXFA Snapshot BE#EHI7FEY volume show #l volume snapshot

policy show #p% ©

NEFRGFMAE « 552E8] volume show #l volume snapshot policy show 88% ° 2B FM
E o

WNEERTE KR EIESnapshotREIEiSnapshotBFZAIEFAAE T « ;A2 "Bk FE" -

FERAER
"ERMRE"

EREIERNBHRNER
ERERERE I ERRNERRE « BIEUEC R L2 o
EREREREAS FERNRNFERKRE « BRAEGRESBMAM Access Denied #HER ©

TR LMERRFE T ERBRNERREE B ZERE vol show 83T -parent HIH o EHEILUEMA vserver
security trace EIIEFRETRIRFEEEFATCERGBL o

HERIEN
TENASHEr % ZE I R T K EIR B R IR &

2R E SMB1alAkas 22 ARk TS

EEFHE
SNAIRL FAENRE £ HEXONTAP
MAXEZENT B « SrILURBERNERER —EEH - REHEREREE&

HISMBHFEE - ONTAPIERIMUEAMAEE B2 8RR E—EHARE « MERERAEETA
O (£XZ=&) MEBH (SVMEMBR) ZHEREE - MIFRESEERERILER I
H& o

LEARERESNEANERERETBR « UEAFINHEMEREN T Bk - AEASMAIREEREWNAH
FEEBER:

* HERE
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ERERIUMNIARE  ERETEREZLA - CUAREILLANEEHREMS
HAZERUER TSR

° sw (EAER Windows &%)
° s5d (fEFERI Windows 4815 78)

" Bu (EREHER UNIX ERELE) SZEHLALBEMEIERTHEH—1 « £ALBELAEE
sw B su B8 o HALBAIUERES sa M/ew B8 (FIE0 ~ 2d/sw) ~ IHZERBAIUBZF
'ﬁﬁﬁllﬁ%ﬂ_f“*ﬁﬁﬁ (B0 hom_) /sw) o

© HEHBIT
R AT RIS « R G RE A — B R EERES - LHESERSE « LSVMRER

ELXFERAENTEFBREE - SHUEFEN (BT ~ home) ~ ENEE (FIU0 - sw) ~ WEWES (Fl
0~ eng/%w) ©

* EERK

iE B ESVMIR B ERRRIARI—4AABH IRIE MO LUEEE LIRS EONTAP #H¥ E BEREITHSE o a1
FHRIEE— N ZEEFHIE vserver cifs home-directory search-path add @< ° IREIEES
A =ER1E « ONTAP BITEHREIB MR E 2 Al ~ R FRBISENIERF E S LR o

* B

EREAERERINERETER BERLBEEEEEAENGH - CLAENSREMERNES—E
BB -

BOIRER ~ HE R FIIRE
* A& : John Smith
* EFREHSE : Acme
* ERERTE | jsmith
* SVM#%7HE 1 VS1
s TEEHARZE# © hom_sw- HERE ! sw
* THEHARB A | sw- HERE D 2d/sw
* R/ H#1 | /volOhome/home
* SR #2 | /vollhome/home
* S #3  /vol2home/home

* FB& . /vollhome/home/jsmith

A1 ERAEERE \\vsl\home_jsmith c EELLHE—EFBERLHALTE « WEEHEHEE jsnith
o ONTAP REEESHA/MWER jsnith KFRESENRSRE !

* /volOhome/home/jsmith REE ; BEBILSRE#2 o
* /vollhome/home/jsmith fZ7E ; At AZIZEUESRE #3 ; FRBRECEGEEHEFBE
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26 2  FRABEERE \\vsl\jsnith c EHLEHF_EFEREALTE - MWEEHEHEEE acme/jsmith
o ONTAP RIS L AMNER acne/jsnith KFBRESEESRE :

* /volOhome/home/acme/jsmith FFIE ; iBAEBIESERIE #2 o

* /vollhome/home/acme/jsmith FFTE ; SRAEEIESZIRE #3 o

* /vol2home/home/acme/jsmith AEE ; FEBEATET ; EILEARKR o

FTHREHA
M EBRILAR

\

NREEEERASMBE BEINEE « AN BERED ARG EERAASTFESNEBER
RE o

BAREELE

oI TEER R HAREY T EHRHER vserver cifs share create % » HE LI LBERIFERABIRE
HASEAFTEFEHER vserver cifs share modify mE o

HEREIFBEHRHA -~ GMNETS homedirectory FHIE -share-properties I HECREFARAYE
IH o IR UEAEREEREH T BRRFIETNEBCRIEE LA R EMEARE o G UERERERRIE
FBEEAE sws 5d F su DRIEER Windows SRERE « AE KREHREN UNIX FERERTE

1. Mg EEEER -

vserver cifs share create -vserver vserver name -share-name share name -path
path -share-properties homedirectoryl,..]

-vserver vserver 15EEBHIEIE SR CIFS #FELKES (SVM) o
-share-name share-name 15T BIFEHARTE o

BRTESEP—EXRENEH I  MRHEBLBESHEP—EXFFE 5w su B "3d’ BHEAEXF
FEHEAEME % (BOLE) Fi o UBGLE ONTAP BXFFHRIEAEE (Bl > s3w) o

c HALBMNERS sw Il su & o

o HALBMAIUES od B8 (FIUl ~ sd/sw) HEZERBHRIFFEIS (BIE0 homel_/sw) ©

c MRAGEESCERZAAERBEGEEMERENTER WA EREEREHMERENTE
i~ lEREHARBEXR R EL B —EFEMA (~) o

o vserver cifs home-directory modify FARREBREREAIIFE -is-home-dirs

-access-for-admin-enabled 18 true) FREEPEEIE -is-home-dirs-access-for
-public-enabled & true °

-path path I5EF B ErHIEH R o

-share-properties homedirectoryl[,..] IEEZITAMNHEEARR o (KA ZEIEE homedirectory BIE ©
o] UERLUESE PR BERIEEE MR E 4 -
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1. (EREREEMIENIE T HE#HEA vserver cifs share show 3% ©
il

TR ERIILANTEBEREEA sweo © oplocks » browsable ' # “changenotify BRTREZIN EE
REHARNR homedirectory AN

() EATEBTOVMEFARENEY « Bt -

clusterl::> vserver cifs share create -vserver vsl -share-name %w -path %w

-share-properties oplocks,browsable,changenotify,homedirectory

vsl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl Sw SwW oplocks = Everyone / Full
Control
browsable
changenotify
homedirectory
HERAEN

WS £ BRI

e BENEIRE S RRAVR K2R
EEERE T BRI
FEISARER —NERELE

EREIEBHILAR  FHUIEER—EAESE sw  (Windows ERAEXTE) 5L
su (UNIX ERERTE) AEREEHANEY - LALETHRELCHNERERE -

BREHAELENEAELBEER « PIse g EEmERE

* BEEAEERTHEE FRHEAR net view 8P SRTMEEAHEEEAEREALA -
* EEREEREZHALER 2ERERTERESEHAR - MAEZLMEEABENEEHER

ga ©

fgn - A—ERES [EE8) WHEAE - K5 —E MEEE) WindowsERERME - REET T HHRHERL
BREZHAE  EERE 'EEL) FEHRAE Mk 'EEE) TAHRHAE -

(R UREE THME— S5 « LUB A AR BB R IR :

* BN REEHA fREFBEERENIEEHAEESGRK -
* HERBRMANERELSE FETBRBEHBLEER -
* 21 CIFS X BN « sAEFARFRERHE ~ fIE0 T 'home' 1 ~ MIFER 2w BREHARBERNSH -
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FREEEEIERHEBALEEREFTEET

TEHRHALBLAES svw 3 su BIREY - LEZEONTAP IRAFREX BRtA4
BEAREBHBERBRESBINRAEE « FREAEZIE -

MREN T EHAARESFHELARTE « MALHREIONTAP TEERE « FREFEREALBEIEEE
MEMABN - BR « BEZBIUAMNAE SR ER LA sw il su &5 -

ERENTEHHALBLAESHP—EZH - 1 iERAT ESERPHNSEHALBHMEME— - 11RE
2 CAURFREEESARLBEEREIHP—EHRME sw il su 88 -

Hi T R BT

RAREELT(E
o] UERHIE £ BEE S’ {E vserver cifs home-directory search-path add < °

o vserver cifs home-directory search-path add Si 2 EBERIEEMNERE -path ipTHITHARERY
BEIH o IRIEEMHREARFE - T EELARE  RBTEESEEE - EoUETEE yHn  MREEE
AR - ONTAP EE USRI - A6 « GZEREIT Bk « 7T B ERRPERESERE - R
UEENEE « AR ; TERIHESRE - HE I UERIREBRERE - RABEWNHIT vserver
cifs home-directory search-path add @< °
HER

1. I8 F BIFERERIE | vserver cifs home-directory search-path add -vserver vserver

-path path

2. R ERMINFIEIE SR vserver cifs home-directory search-path show #8% ©

gl
THEHIFTEERIE /homel BE SVM VS1 ERYE B ERARRE ©

cluster::> vserver cifs home-directory search-path add -vserver vsl -path
/homel

vsl::> vserver cifs home-directory search-path show
Vserver Position Path

vsl 1 /homel

THEHEEAIMEREE /home2 BE SVM VS1 EWE BHAERE o BIEREFTT o ERILUEETHES -
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cluster::> vserver cifs home-directory search-path add -vserver vsl -path

/home?2

Warning: The specified path "/home2" does not exist in the namespace
belonging to Vserver "vsl".

Do you want to continue? {yln}: n

FERAER
HiEEB LA

ER %W %dERGE T F BirERE

TR LUERBI E BEAERE sw M od % - AR ERE I UERFRREINHARERE
I EHAE -

1. 37 gtree UBEEAENEBEE | volume gtree create -vserver vserver name -gtree
-path gtree path

2. B3:8 qtree RRFEHERMNZ2ER | volume gtree show
3. YN qtree REAFMBHNEZE2HEN « AERAEELE2HERN volume gtree security 8% ©

4. 2T BEFHA | vserver cifs share create -vserver vserver -share-name %w -path
%d/%w -share-properties homedirectory\[,...\]

-vserver vserver 15EEHIEIE SRR CIFS EFEHRMKES (SVM) o

-share-name %w ISE X BRHALT]E - ESFHEESEHIBRE  RAFHEEL LR
8 o ONTAPH A% BRIHE TN A_windows_user_name_ ©

-path $d/%w {EE T BREVEHEE - ESECERAEEREE T BEHE - GPAEIANRE « HEI

7 _domain/windows_user_name_ °

-share-properties homedirectoryl[,..]+ IEEZEANEART ° BN BEIEE homedirectory B
B o SR UfERLUESR A IRBYEERIEE HthERE K -

o. (FFMEsRHE A EBFAEMAEAE vserver cifs share show 88% ©

6. ¥ T HIFEZIRIE | vserver cifs home-directory search-path add -vserver vserver
-path path

-vserver vserver-name I&E 21T HPHIZESIREAERE CIFS B9 SVM o
-path path IEEESEREINBHBEREK o

7. EHESRICEERMINIIGE SR vserver cifs home-directory search-path show 88 ©

8. HWNBEA T ERAIEAE - FiqtreeTIsE B 2 B EAVHRE PRI HEAB &R

FE0 ~ INRIGERRIERISEL qtree /vol/voll/users MIGEEI BEEHERESTER mydomain\user1
AT LR BB TYIRIEMBEE ¢ /vol/voll/users/mydomain/userl ©
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MRIEEFEII—E%% 'homel' 1 B Volume /homel » Ea]LUERU TREEIIBH !

/homel/mydomain/userl ©
9. MERRMERE T LUBIEH FEMR IS FAUNCER S ELR ~ INERETHARE -

FEn ~ INERFEAZE mydomain\user! FEEEARESER 8 RIRITAY SVM VS1 BE#% ~ Bl user! BfER UNC &
1X3E#E4R \\vsl\userl °

&)
THEFFHHLSEUTIRERI T EERAAR
s HEEATEA%W.
* ¥ FE BERERE A%/ %wW
c ARESEESEERE « /honel » BHRES NTFS 2 M IHER o
* 4ABEETESVM VS1 LRI o
EFERAENWindows F 14 7EVE F BEREF ] UER AR F BERARRE - EFHAEMEWindowsFIUNIX 1

FIHEEBEE « St UERIRAER - MERRFEESRIERAWindowsE EAEMBHERIEFIHIERRR
HYTFEN
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cluster:

%d/%w -share-properties oplocks,browsable, changenotify,homedirectory

cluster::> vserver cifs share
Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

cluster:
/homel

cluster:

Vserver Position Path

e e

ER%UEHERTE £ Bk
HthF B ErAERR

\\\\\ FESMBfEA#E X B ek S RIERAE

ER%UEMREE Bk

:> vserver cifs share create -vserver vsl

show -vserver vsl

-share-name

-share-name %w
vsl

W

VSl

$d/sw

oplocks

browsable

changenotify

homedirectory

enable

Everyone / Full Control

manual
standard

:> vserver cifs home-directory search-path add -vserver vsl

:> vserver cifs home-directory search-path show

w -path

-path

ATV EE v =k o=
FARVIBH BRISHYEL S o
BEFMANEHLAE

F EHPERIEEHARE sw 28 - BEER su FliEEEA&HH
K%ﬁ%%Tuﬁ%ﬁ%WWMWﬁ%%%MWL4MQUA%I
FAEENE T BRI ER AR o

Hl:.
Il_l\
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10.

266

. B3I gtree UBZFEAENEBLEE | volume gtree create -vserver vserver name -gtree

-path gtree path
ER:E qtree ERRFHAERMNZ2IEI | volume gtree show
MR qtree FEMFBNRDHR « BEMBELSH volune qree security B9 o

M2 EH#RHEA | vserver cifs share create -vserver vserver -share-name $w -path
%u -share-properties homedirectory ,...]

-vserver vserver IEEEMIEILZREH CIFS EEFEERESS (SVM) o

-share-name %w s X B HEELTE - ESEFERAEEGEET SRR - MEHREEILHALE - KX

#_windows_user_name_ °

() [CHEILE b 9B -chare-nane IR - I BRMBUNXERELRVEL
FIBAAE o

-path su IEEF BEHEH KK - ESECEREESEHF B - FEEELEHERE » Hig(
7 Mapped_UNIX/user_name_ °

(D)  IEENEOAINESHETE A eng/5u e

R

-share-properties homedirectory\[,...\] IEEZEANERRR - BHEIEE
homedirectory {BfH o MAIMUFERANERSRIBEERIEEH ML ABY -

FEREBERABEAEMEN R vserver cifs share show Ap% ©

HZ T EHRESRE | vserver cifs home-directory search-path add -vserver vserver
-path path

-vserver vserver J5iE B PGSR CIFS B SVM -

-path path IEE S RERVEE B EREKIE o

AR R B E AR INFIGIE SR vserver cifs home-directory search-path show 83 % ©
UNER UNIX EFERFTE ~ SAEREIL UNIX & vserver services unix-user create Bi% °

() #ifEWindowsERERTBIUNIXERE LIBUBIET - T EEHERERE o

fEA T8 < &I Windows FAEE UNIX EFRENGTBHIE | vserver name-mapping create
-vserver vserver name -direction win-unix -priority integer -pattern
windows user name -replacement unix user name

() mREEERWindowsEREHEEUNIXERENLIBHE « BIRSHTHESHE -

WindowsfE A& %S HEEHEAIUNIXERERM - EWindowsEAEERER T BHAAME « g
EAREEAEUME B - HRHALEEER WindowsfEAE R « BRMEZ B RLBEREIUNIXE
&R -

HER T EHRNERE « FiigtreeTIEE B3 T BHRMMIRE PRI KB B



4N ~ NRIEIERAIERISEIL gtree /vol/voll/users MIGEEIIHBHAERAELHE UNIX ERERRE
Z lunixuser1 ;1 ~ AIRATUEIIEE THIBREAEBSE | /vol/voll/users/unixuserl ©

MRIEE LB —E%% 'homel' 1 B Volume /homel » SR LUERU TREEIIBLE

/homel/unixuserl °

1. FERMERE LIS B FE IS T EFAUNCERES - NINEGETHAE o
FEn ~ NEREEAZE mydomain\user! ¥FEZE UNIX EEFZE unixuser1 ~ WAEEELFE IR 10 FEIIA SVM
VvS1 B ~ Bl user! &M UNC BRISEITELR \\vsl\userl ©

il
TH &IPS EIU TR EEIL E BifER
c HEELBA%W.
* HB¥FE B BRI A%u
BFREsXEHNESKRE Y /homel » BFRTES UNIX Z21FHY Volume °
4HAEZTESVM VST E#IL o

EfEAERWindows EHBEIWindows IUNIXEHFENE E B 8155  IERTUERILRR R E BEAERS « MERR
MEESERUNIXEREMEHERIEFIERRREFR
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cluster::> vserver cifs share create -vserver vsl -share-name %$w —-path %u

-share-properties oplocks,browsable,changenotify, homedirectory

cluster::> vserver cifs share show -vserver vsl -share-name %u

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

cluster::> vserver cifs home-directory search-path add -vserver vsl

/homel

cluster::> vserver cifs home-directory search-path show -vserver vsl

Vserver Position Path

oplocks
browsable
changenotify
homedirectory
enable

Everyone / Full Control

manual

standard

-path

cluster::> vserver name-mapping create -vserver vsl -direction win-unix

-position 5 -pattern userl -replacement unixuserl

cluster::> vserver name-mapping show -pattern userl

Vserver Direction Position
vsl win-unix 5 Pattern: userl
Replacement: unixuserl
rERAEE
fE R %wHl %d B 227 F B #r4ARs
HithF BErZARE
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,,,, FASMB{EAE I B iR SCAIMERIE T

HthF BErAERG

ILIRT‘LX1§% i \ \1‘&1 E i?:ll‘ﬂlt_n %W S %d : *D ) %u %ﬁ T /L:\ g D]’I E i?:ll‘ IU\LX;%EIL;\
TR -

TAUERERALBNESREPNEFNFEFTHES « KEIUFFZ T EHAER - TRIEMH—LHE 1P
FIZRIAFERE BERAER

BRI /voll/user B FHEE ... HA®Z...
THMAEE \\vsl\~win username #fAEEMA vserver cifs share create -share-name
/voll/user/win username ~%w -path %$w -share-properties
oplocks,browsable, changenotify,homedire
ctory

I H AR \\vsl\win username BEREER vserver cifs share create -share-name
/voll/user/domain/win username %$w —path %d/%w -share-properties
oplocks,browsable, changenotify,homedire
ctory

THARE \\vsl\win username #{FHEEM vserver cifs share create -share-name
/voll/user/unix username $w -path %u -share-properties
oplocks,browsable, changenotify,homedire
ctory

AU HARE \\vsl\unix_ username fHMEMAEEM vserver cifs share create -share-name

/voll/user/unix username %u -path %u -share-properties
oplocks,browsable, changenotify,homedire
ctory

AR EESKRENG<

FT¥IONTAP SMBE BE:#HRE « AR ERIXERIIBEF ARER LSRR - A7 ~ IERILUE
r_nn BN ARG ~ PR ,\miﬁi%ﬁﬁ’ﬁﬂ’\]*ﬁ%ﬁﬁ%ﬂ o BH— (BRI AREELZRKEIR

MRTREE... fEMALtan<

MERSRE vserver cifs home-directory search-path
add

BETESRE vserver cifs home-directory search-path
show
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MREEE... fEMALLa<...

BFEESKRKIER vserver cifs home-directory search-path
reorder

BIRIEZ R vserver cifs home-directory search-path
remove

WFEFHAEN - F2RASEMTHFME -
FETSMBfERE * BB IERIERIE

eI R ERE (SVM) EEERSMBERAENE BHRERE « MIREEREZECIFS
FEERE MEBEEEWEREESERENEEE - PRI UEAZBE -

1. (FRETEBEEERIE vserver cifs home-directory show-user Bi% ©

vserver cifs home-directory show-user -vserver vsl -username userl

Vserver User Home Dir Path

vsl userl /home/userl

FERAE
EEERE T BRNEEEE

BIRERE T BEAFEGEE

RIETER ~ FAZENEERIEAZERETN - IRHAENERELTERE R —ERK
&R ( {cilde} ) ~ EAIUBARERWindows AR EES N EMEMEREREREE
BERYFE (AHEFR) o

R Z Al

HEERESE (SYM) ENEERHAAGANSBHARBETRE « LERBAEIN L —EBRGRFFEE ( (8
AT ) o THIZEGIREAHAmRTENX

FHirHARE HIEEHAENG G
{tide} %d f{tilde} %w net use *

\\IPaddress\~domain~user/u:credentials

{tilde} %w net use *
\\IPaddress\~user/u:credentials
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TEERHRALE BREHRAENH LN

{tilde} abc {tilde} %w net use *
\\IPaddress\abc~user/u:credentials

1. PITEEITH .

MRECERASERAFIERE T BHAVER « UE BATIIER..

Windows R EIES vserver cifs home-directory modify
-vserver vserver name -is-home-dirs
-access—-for—-admin-enabled {true|false}

FER{EA true ©
EEERE (AHEFR) a. RERERRAER -

set -privilege advanced

b. EYFAS{ZMZEN : "vserver cifs home-directory
modify -vserver vserver_name -is-home-dirs
-access-for-public-enabled {true

TH AR RERENE B ARFE

set -privilege advanced

vserver cifs home-directory modify -vserver vsl -is-home-dirs-access-for-public
—-enabled true

set -privilege admin

e
\\\\\ FESMBfERE x B ERISHIIERE

nlll

% ESMB H F imfFEXUNIX RT 5 4s
FIFLLINAE « 5ATLLONTAP :ESMB A 5 k72 BRUNIX T 945

SR EAREUNXIRIERZIRES - HPESHEMERNERINSR - MIRAPIRTF
HW%’%F@,%* }%)5 i G B SR ENTIREEFER B RSB &R o EABHRBHTTR
n\l:l @?E n\l:l (LiZIK*A% E?K/%nﬁgl\ﬁgg$ﬁm ﬁ% $n\l:l) ONTAP °

ZESMBA FimBHSVM LS ERIUNIXRFSRESS - ONTAPLETHAEZR EERATHAE ~ & EJW%EH?‘@EI,\;EE’\J%E%
F3#EITEE -symlink-properties FY3EIE vserver cifs share create fp% > MR TFIEP—IEE

=

TE .
* ERRERFEE
* ERFAMERETEEN
* BEEISMBA R iR R SREAE 2R I=
* (ZHRFEEFISMBE P ik R oRELS
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MRECEHAE LRATTIRES « RIENTRESERE—DRERTEFE -

MREEHAE LRAMRES « BHETIREGRERIIRNET o M ALERREGRNUNIXEREEERN
#SMBERTE 2 2RI ¥ & o BB TTRIEEHIER - S LIEE B4 MEREE_widelink_ ; widelinksFTLUZ
Hh#FRE HERAMMVER « W] UEEL - EEZIFIONTAP —EXXIRERBENR AL « DRIEHNF
[EISVMABIERE R o B wideinkFs « W ASZ AR IREEHRIENR - UMERUEH DR « BRAPIHRR

B ER - MREHEAMHBELOMEIER B HAVENTTIRES « B8 /B &5 T4 - ONTAP
AR FIER

MERAIHEAMBRAEFTSES (BHIEE) - IR ZRFRARELS - mMASRREIZEER
@ B o BE - MERFIHEFMPBRwidelink ~ ATREZ MIBREIRAY B IZHE RS Bwelink2 BB

#% o YA B il L BARERIERSVMAINEREY B AZFE RS B &% ~ WG EMIFR ~ PR AT HIILETh

AE ° ONTAP

* ENDITILELONTAP A IRIEZRRIRTS

_E DEE_ENTFSERERGEWG « A SR EERE —ERETFEMEIRE L - EfOITRFIESMBA R iR
TEEANTFSHERTUHRRE B ~ SRUURASGEMRERRFIRTS - EMNDAIEBIEERICAERMN « AJHGIE/#M D
HrBEEERE « DURSMBA R IHFABIMVERDEAE « UEARIRE DRI - 0] BITEFERRRL
AERVHIH4ERL S « ONTAP EREM D INEIREREMENTFSTIREGEM BB FRNTIR - MERBRENRD
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° BEERXTELEONTAP fISEAS 1R
BRREHEERAMBREETIAUE - JAR2RBREFERNENAMUE - ERETEAREE (RFREsS
) HEEREFERE (widelinks) _E o ZTIESMBHIEIARESHE B £ X G BT DB IR 45 Windows
BRI ~ BRI BPIRELBE IR E R « SESEEIAEENEAZ - ONTAP ONTAPEILE ~ {5 =]
LUBIB B AR E A RN SRR - MR EMER—EERZRRKN—35

* MEREMOITELEE 2R Awideinksz1&
o —is-use-junctions-as-reparse-points-enabled iEIBTEZETE ONTAP 9 FENF M IEFRE
HSMBH Fin#Bz IR B AEA ~ AL AERNERIKSEFRIDERTETRE  ERREEERKS
T BN A ZIRIISMBE G © 7 ONTAP 9.2 KEHMARAH ~ S ERUBILEEETE -widelink-as

-reparse-point-versions HRERAREGFIHANSERPIREHIAE « RR{ER SMB1 ° 715
FREP ~ REIREEATARSMB1ZERYELS « MEASMB2ESMB2R R EAFEUS LA o

MNEFAAE ~ 552 BMicrosoft NTFSX {4 o
"Microsoft>X{f : EF ot Es"
52 EUNIXRTSRELL LUEITSMBZENEBIPR H

TEREUNIXFFSREAAEITSMBIFE « S BB E RS
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B EARNEANSMB 1.0Z48 ©
7ISMBHAE & EUNIXFFEELL L 12

WR] AR I SMBH AR U R E R A SMBH AR ~ i E MBS HABIERTE ~ MU
ESMBH A _EAIUNIXFISREAE SR ° UNIXFSREL S IRTRR AR - THAILUEREA
& FAYUNIXFFSRELE SR o

BAREETLF
R ESMBHARUNIXRSREA IR « IR LUEE TSI HP—IERE -

B 95
enable (EBF*) T B TSRS DU TR 1L ©
read only (EJBF*) R B Asymiink T AR - M3 e B AR AR

AL o WielinkfFEUKEZBERH ©

hide (Bi@KF*) 5 ESMBH Fim i A& Flsymlink o
no-strict-security e PIRTEHRAE R ZIMEHEsymlink o
symlinks S ETE AR A symlink LUETTEER /7 EX © BNfERER

CIFS 18 « th ARG EL DFS BE is-advertise-
dfs-enabled 8% true c EETERNET ©

==

symlinks-and-widelinks }EE At symlinkFwidelinks LU TEE 7Y o BIfsE(F
F CIFS ¥EIE ~ h g EREA A symlink 1 wedelinks
E4 DFS @%5 is-advertise-dfs-enabled %A
falsev©°

disable & = Asymlinkfwidelinks ° BI{EfER CIFS #5815 «
tARZEL DFS B8 is-advertise-dfs-
enabled %4 true ©

"t (null ~ RRTE) FRHEAE ERFIRELS o
- (RRE) FREAE EMRFIRES

() Eum_ - EE_FIMSA SHOBR - KREITONTAP RN EHHT AR o

1. REHFANRESSE
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MRZ...
HHISMBEAE

hide
symlinks

disable},...]+

“+vserver cifs share modify -vserver vserver_name
-share-name share_name -symlink-properties
{enable

read-only

symlinks-and-widelinks

BWA...

“+vserver cifs share create -vserver vserver_name

-share-name share_name -path path -symlink
-properties {enable

read-only

symlinks-and-widelinks

HEWSVMBEAE
hide

symlinks
disable},...]+

a P fmm . .
2. FE58 SMB HF4HASIERERESR | vserver cifs share show -vserver vserver name -share

-name share name -instance

&)

THas gL [ datal 1 BY SMB A ~ WA UNIX [FSRESHERSRES enable !
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clusterl::> vserver cifs share create -vserver vsl -share-name datal -path
/datal -symlink-properties enable

clusterl::> vserver cifs share show -vserver vsl -share-name datal
-instance

Vserver: vsl
Share: datal
CIFS Server NetBIOS Name: VS1
Path: /datal
Share Properties: oplocks
browsable
changenotify
Symlink Properties: enable
File Mode Creation Mask: -
Directory Mode Creation Mask: -
Share Comment: -
Share ACL: Everyone / Full Control
File Attribute Cache Lifetime: -
Volume Name: -
Offline Files: manual
Vscan File-Operations Profile: standard
Maximum Tree Connections on Share: 4294967295
UNIX Group for File Create: -

MERIE
BIISMBHARTTIESHE

B SMBH AR ATSREE IR

WR] LUZTZSMBHABRYUNIXTTSE A HIFE o (MR U IR ITELE « UBRIEZNER
RELH QERIRAVES U E « W] DURIABBIRTIRER « UEREHRERSBIERNE
R o

FAREETLE

WMREFEASMB 2.x « FiEE A EMac OS X A ixfFEWidgelinks ZE B & EilfEMac 0S XH A imfERwideinks
EEEHAR « ERERK o FiBE - NREFEHEASMB 1~ B EwideinksEIMac OS XA B imiSE(ER o

u]

1. BEREI SMB HANRTSHELEHE | vserver cifs symlink create -vserver
virtual server name -unix-path path -share-name share name -cifs-path path [-
cifs-server server name] [-locality {local]|free|widelink}] [-home-directory
{true| false}]

-vserver virtual server name JEEfEFEREEE (SVM) %80
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-~unix-path path & UNIX B&1&E o UNIX BN BARIARREEE (/) ~ BRAEURGER (/) -
-share-name share name I5E Z¥IFER SMB HA%HE o

-cifs-path path 357 CIFS E&1X o CIFS BREMBURIEREEE (/) ~ BRBURGRERE (/) -
-cifs-server server name $5/E CIFS fAfAR25%#E o CIFSEIARSZLIBAIUIEEADNSETE (I
fNmynetwork.cifs.server.com) ~ IP{if3it 3 NetBios$a#E o AT LAfEEFEZRFER NetBIOS %#8 vserver cifs
show f3 < ° NRKIEELIEASH ~ EREAAHCIFSHEIARSSHINetBios%#E ©

-locality local|free|lwidelink} IGE BRI AMEL « REELNERTIELS - SRS THE
EXRHSMBHAE - G2 ERIRTSEL I UHERI A SMBREIARSS LAVMERIGIE © BEZHRSES S HRERIA
B FRERISMBHARE  MIREKRIEELIERSH ~ AIFER(ES local o

-home-directory true false} IEEBREHEARE AT BN - BMELL2HMAERZ2Y ~ BN ERFILEZ
A true EEBRHARTATEIRE - THRES false o

gl

TS EERABVSIHISVM LN FHERELHE - ©F UNIX B8 /src/ ~ SMB #£Z=47#E [ 'SOURCE'
1 ~ CIFS E&f¥ /mycompany/source/'# CIFS fAliR2s IP fiiilk 123.123.123.123  EB—TEHREL o

clusterl::> vserver cifs symlink create -vserver vsl -unix-path /src/
-share-name SOURCE -cifs-path "/mycompany/source/" -cifs-server
123.123.123.123 -locality widelink

1ERAE N
ESMBHAE L& EUNIXRISRELE 1R

AR EETREGHENG <
B EONTAP RITHEER] AR EIEFTIREEHIE -

MREREE... fERALEH<...

B TTIREAAHE vserver cifs symlink create
BET TR AL B ERVIERIE vserver cifs symlink show
BT SRS e vserver cifs symlink modify
BT S 4E EIFE vserver cifs symlink delete

MEFHAE - F2REEGCHFME -
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fEFBranchCache!REX D ATIBISMBHEAERAR
fEFBranchCachelREX D AT EENSMBHEEARR

Microsoftfi£% 7 BranchCache ~ LUEEERA P IRNAEEK FIRINAE - B
hfiBranchCache R {EEEIGAEEE (WAN) BUERZE « WEDAREREFERASMBEEH#E
EAFEREES (SVM) AR « iIgHEEMNEFEEIERR - ONTAP

WNERITELTE T BranchCache ~ Windows BranchCache B B i & S ESVMEEEN AR ~ AR RIS AT B _ EAIA
A o MNE D AEH S —EEYF T BranchCache I B R IR ERERIMAZR - SVMEB B I IREERIERE ©
RESVMBHIETNRINAR BB NARITREE - NRE - ZEXERATERNBSHERIRPESE - REBRIH
SEAPEER - BEETCAEREEEERAZR °

HEREE R
ERBERE R AT REUER U HBEHR R

EREZER

% #EBranchCacheliZs

1R REZFNEONTAP HiLERR A AIBranchCache Sz HRMFLERRZS o
< #&BranchCache 1#11&3&#IBranchCache 2 : ONTAP

* 7ESMBfAfRES F AHIZEEE2S (SVM) 32_EBranchCacheb¥ ~ & LLERXFBranchCache 1 * BranchCache
25 FRB RS ©

RIETERR ~ FAERRASERE RN o
* INR 2B T BranchCache 2 ~ EimHi /A ZEWindows A P itk 25 048 $EBranchCache 2 ©

B SMB 3.05 E#hk4<89 F B sz #&BranchCache 2 ©

MFEZ AR BranchCachehRAHIE R » 52 FMicrosoft TechNetiZT{E ©
HERAE

"Microsoft TechNeti2T{ & : technet.microsoft.com/en-us/library/"

AR EEIRE BB K

10/ ARRE/EONTAP (Sing Sof BranchCache) (%) BUMEEEHIAERER o

RB] LIONTAP {EFASMB 2. 13 E#HR s ~ 1EEHASMB 2.1 B ARASHIIPvAFTIPvEAEE& EEE S21 : 1REY Ih

fE ©

2 HiBranchCache B{ERIFB CIFSEIARZZM I A EIH%ES ~ ZBLBERNASMB 2.1 BV EHIHE - SMB 2.182F
A5FF B2 EiBranchCachelR 15 BI{EE 177 E L FRIHAE o & Z#EBranchCache IR {ESMBEEa 17 E ik

7K o SMB 2.1 #&HkZ<BranchCacheZ81Hk °

MR IEEFERBranchCache %2k ~ SMB 3.0@ B RERZS  28iBranchCache 2E{ERIFFE CIFSfRIARZSH
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DATINEES ~ ERWLZERRFISMB 3.08 EHThRZS ©

MR RENAZEPE DAL IRESZIESMB 2.1 ~ TS AP IRZESMB 3.0 « K U7ECIFSfAllRes L E1E
—IBBranchCache#BAE « LAFEBF7EBranchCache 1#1BranchCache 2_Fi2{HIRENZ1E o

@ #EFAMicrosoft BranchCacheIhSEEIFF 238 EEFAHTTP / HTTPSHISMB{E#7 E M A 18 ZE FEUSE
W€ ~ ONTAP EXX$E{FHSMB °

FAPWindows T AJRRA<E K ONTAP
Es2EBranchCacheZ Al ~ Windows E#f2 A T BRT S5 ERRZEERK - ONTAP

7Es%EBranchCacheZ A ~ fEABHE{RONTAP EEMBEN D AT B Fis EARRAZIESMB 2158 E#HHRES
I Z#BranchCacheINAE o MRERE MEHREY B « A BRERIEERTIEN T EAREERSS

T5JONTAP RrZsHIZ3E €15 BranchCache 1F1Windows 1% :

* RA[EMRSS | FEEEEKSS (SYVM) ONTAP &
* REV{EBRES : Windows Server 2008 R28fWindows Server 20123, E ik 4~

« HWEIEELsY A B K ¢ Windows 7 Enterprise ~ Windows 7 Ultimate » Windows 8 ~ Windows Server 2008 R2
8Windows Server 20128, B #hikZs

T5|ONTAP HrZHYZ 1B K Windows #1597 #&BranchCache 2 :

* AAEARES . SVM with ONTAP SfSIf
* PREV(AIBRES : Windows Server 20128 E iR 2
* BRI A IE - Windows 88{Windows Server 20128% B #hR s

IZFHONTAP RE&zEBranchCachefiis

MBJONTAP &RIBranchCache#HRSET ~ B EAERM AT A EL - ERHEIENR
EEZSREMRBIRERL « LB CEEZRANHEARE -

WHBABIEBranchCacheifix « A BEME(RHER R o ONTAPUN R ZHERL ~ ONTAP BIE TRERABH « R
FAEYFE T BranchCache ~ Bl A5 e R Wt EEHEZE

I FARE ~ EBHEEKRZL : ONTAP
* fERRIREIREMEL ©
INRFERRREIBEIEER « ONTAP B AT MEFIFIERE ©
* HNEESIBranchCache iR FHENR AKX/  EILEHERENFIERRHEZ o
AREMSE - AR S EREBER o

y=
=

=
* EEGIBIBSMBIHNFSEEUEITIEDY ©
* BEtEMENIEEEGEMENR snap restore @% ©
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* 3B BranchCache 2z SMB HAMEEE ZFHRERE snap restore ii< ©

EEMREREIERNER

s EBranchCachel + LRI LURZEZHFHRRUE « UMRMEFRERI A/ o BRAEEE
EMEEREUENA/NERYZER « BEINTERACIFSRISVM LR &ERIBranchCache#l

e
=3

)3

G

7

* MR FTEatime VR E LB ZERE -

MRERNEFIEERARKREEFNNERRETHEFRER - IRIFMatimeEH « BUKEMER
PRI o RIFERatimeRIEHHE B EARER -

s ESKIG MR HEEMEEE RS L ~ HIISnapMirror B Bt FISnapLock SnapMirror Volume ©
* MPBEFIMEEFRENRAKN « AZAREREZ - WEZBHMEENZTA o

AT LUEINERERERIRAR/N ~ LU DI REVFEER M= E -

* MRECFEFHENVHEEREZERNE R - ARB=ERENBERNE - EREAEIEEEN « BIEEME
FABranchCachefR¥5 ©

HirE R SEEAER « BRAERR  IRRFEEER/BEATKEIEEMIE

BAEENERFIEE - MRFIEFRERZEIERE « ONTAP AlRMicrosoftE &EAVIHERE LI P
I ~ B G EHA R IHER—AXSMBRENE KR ERIES -

HAREER
1ESMB{alfkes L& EBranchCache
&2 BranchCache#4B5E
BranchCacheZ:%

E1EE& EBranchCache 2 A ~ TERE ZRI BT ESMBHEAEARHE « (CfEZ:Es 0 — L&
& o

TEREEEAMBRIER - URZERABranchCacheRFISMBHA&FF ~ 55850 M7= !

© ERERRIVERHEEEER « GF&{EBranchCachelEE: o

* ANEIERATHHAEMNS  AARANTE - EEEEAR RS ERRNAERARRESER - N
EHE—EREAEEEFTNHERAR -

* :AE BENFIRECHAE ~ WHMEEBARMER ~ fliNSnapshotiE ZAF1SnapMirror B Bt RV E R o
% EBranchCache

B EBranchCache/2E

el L IESMB EIARES _EfEFHONTAP flexfén % 2Rz&EBranchCache - 6 EE
{EBranchCache ~ N BEERINABTH D ABIRER PG « UBIEZE MR E &1
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IREXfRIARES

IR EHEBranchCaches& E Ak BB IREN « B ABEERHBranchCacheREXARFFAISMBH & EEX
FBranchCache ©

& EBranchCachelER
EmERLEMLREMH 212 « A LIEREBranchCache ©
EASVMERECIFS{EIR2S _EAIBranchCache Z Al ~ BT S FHIFEXK :

* REPFRA I ERELIZI - ONTAP

* CIFSA/ERETSISHE « MEXBRECIFSARSS ©

* WA TE IPVASEIPVOAERREAR o

* 1 BranchCache 1 ~ AZERSFASMB 2. 15 E#ThR AR ©

* #j¥BranchCache 2 ~ % ZBRIFASMB 3.0 ~ BiZixWindowsFl B @i 837 #&BranchCache 2 ©

ESMB1AAR2S L&k EBranchCache

LR EEEEEREEER FRHBranchCacheRFE - & ~ (o EEFFESMB
HAE B8R REY
RAMEIET
f&e] ATESVM L& EBranchCache ©
* NREAEEHECIFSARES FFAAESMBHE A ENHFAE ABIRMIREARTS « AIUBIIAIRZEE
BYBranchCacheZBAE o
* MNREEEHHCIFSARES EFTESMBH A E M ARIRHIREART « IURBRISELAE
BYBranchCacheZBAE o

1E5&EBranchCachel¥ « S4B E THI 28 :

DA s PR
SVM%&TE S {ESVMAE R k% EBranchCache ° E4ZBISE

BEMLECIFSAEISVM L& EBranchCachefR# ©
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PEBH
R BB

RIS E THI 28 -

ERZH
SZRHIRR A

HMEERERNRAK/N

AR T8

BRIFEL

1. REERXAESMB 2.1713.0 :

=R EH

BranchCachef & FESVMIIE @A —RRIEZH -
CABISTEONTAP B ErMEEEEHPNIRER
FRERIR o A BranchCache i E RIS R E A0l :E
B o RAFFMEERRE ~ HliNSnapshotB % o & LUK
MEERFFTES EMERNOEREED « thaTE
MBI IR E R AR RSN o

YIRSVMESVMKZERIE SR ~ RBUMERBR IS E ALY
REHRE £ - ERFARMIRE T REREKEHIRIE
Bt

HERTIUESEANEAAEMIIERLEFT

=R EH

& #EBranchCache 1512 - ONTAP{& ] LAERFBRRAS1
hrz<28y & o TRk~ EXBEMERRZS

ERILIEEMASRERERN A/ c IR EE B
iBILE ~ ONTAP B EMAVMERMIPRERHEE o 3
EERENTESRANAE1 GB ° NRKLUBERBIBN S
B EME « B E{FEBranchCacheBIMBEEB KX
MRELHEHEREHEE MMSEEEME « ATUE
£BranchCache#HREAKIL M EFHE K/ ©

] L —{E R AR 2S4S » sEBranchCacheRTEH
KB LE A P imiE#EBranchCache @ ikEs - IR KIEE
FIIR2S £ 48 « BIEEIBranchCache/BAE BB E
—(EEE o KU ERSEEREASTFER U
BEZ AR AEEERIRHBranchCache Bt
BF ~ A PR e LU EREEERZ: £ i8R BT AFARES
HE o NRERBEIREIEMAZERE ~ BIRBLLS]
IR RIARES TS o

fE E U AL AAERRKEABranchCache ©

* ZEEE I BranchCache #H5E » ZEUSERAA
EEA BranchCache » ] LIS ELIER 2
> BRI LISTE per-share ©

* EEEFMB A _EB#EA BranchCache ~ &4
B EEENERES all-shares ©

a. BEREBREAEM | set -privilege advanced
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b. #ERER SVM SMB KRE ~ FIETETERAFFEXER SMB R4 | vserver cifs options

show -vserver vserver name

C. MNBEXNE ~ BRI SMB 2.1 | vserver cifs options modify -vserver vserver name
-smb2-enabled true

S A AR A SMB 2.0F1SMB 2.1 ©

d WMBENE - BEXFE SMB 3.0 : vserver cifs options modify -vserver vserver name
-smb3-enabled true

e. ROIEEHRELR . set -privilege admin

527 BranchCache . vserver cifs branchcache create -vserver vserver name -hash
-store-path path [-hash-store-max-size {integer[KB|MB|GB|TB|PB]}] [-versions
{vl-enable|v2-enable|enable-all] [-server-key text] -operating-mode {per-

share|all-shares}

IBENH R HTFRCHEBREFE - MEXEURSVMEENEIEE E o BREHWEMRAEREEE L - R
BRIEDMEENAEE ~ Al gRM -

WNRIEFEFEEMSVM BranchCache#B R {F FEEEIRY(EIARZEES « sAECER TN A RV A ARZFILIE(E - BIKEE
A RABranchCacheZBAEAYE A ~ Tﬁ,@ﬁTﬂHE%ﬁ&ﬁ%°

3. B%#¥ BranchCache #HREREIERE | vserver cifs branchcache show -vserver vserver name

&)
T < al BB 2 B REIFEUASMB 2.1#03.0 « A3 EBranchCache®SVM VS1HIFFESMBE B & _F BEIEA R
BY :
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clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled
vserver smb2-enabled smb3-enabled

clusterl::*> set -privilege admin

clusterl::> vserver cifs branchcache create -vserver vsl -hash-store-path
/hash data -hash-store-max-size 20GB -versions enable-all -server-key "my
server key" -operating-mode all-shares

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: all shares

TH <o EE 2R FEREFESMB 2.1713.0 * :2EESVM VS1 LB ASEEAEAREY « HEEz5¥BranchCache
ﬁ\ .
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled
vserver smb2-enabled smb3-enabled

clusterl::*> set -privilege admin

clusterl::> vserver cifs branchcache create -vserver vsl -hash-store-path
/hash data -hash-store-max-size 20GB -versions enable-all -server-key "my
server key"

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

HERAE R

FSKEA%ERY © Zi&BranchCachehi s

AR A U B B TR IR AZEREBranchCache V&
#2137 EyABranchCachefYSMBH AHE
FIRANSMBH A& ERABranchCache

&2 BranchCache#H#&

ESMBHAE L{EFBranchCache42E

MFRSVM_EBIBranchCache4B A&

IR LR B B RATE R IR AZE R E BranchCache Y E

7ESMB{aEfRES L& T BranchCachez & ~ ,axalé\ﬁﬁ?’_ﬁﬁﬁlﬁ”ﬁ@éﬂﬁt?t“*
EBranchCache - M 3EZ MM E 2 it A E R RENAIARES L ETTERE © Microsoftig {1z
IR A TE R EBranchCacheBYsRER o
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Microsoft BranchCache#8ih_ B E A A B imAYIER ~ MAKEE R IREE R2s LUE FBranchCacheRY157m ©

"Microsoft BranchCache>f4 . #iIhAE"

% E R T BranchCachelISMBAE

2% E B ErABranchCachelISMBi @42 EE

7ESMBfAARESFI D /AR E T BranchCacheZ % ~ ] UESMBEAE LEAARSEER
5~ B P IHIRENA A RIBranchCache ©

B A TESMBTRIBRES EMIFFESMBH A& EEYF BranchCachelREU -~ Si2USELAGEAEMREL
A BranchCache{:HY o

s MBEUSHAEARERKRENABranchCache « IR I HABSRENIRA LR &R
BranchCache °

MRIERAAIRASMBHEAERIREY « ONTAP REEEZHAE LRAAT BranchCachel ~ M IZEIRAMA
BEMZ - TR PEENMEXOERRNBHIARR

* WRFEREZIAE LA T BranchCache - RIEAAH A& B SMBERHI A P im#ER A G E{SBranchCache
& °

LtERR AT ESMB L {EPSER R EBF ~ ST A& S BranchCache & - ONTAPREYF T BranchCacheZ & ~
B2 TERSERRY A P imwp B R B EAR I EFEAR « A eEAILEAEMRENAR ©

@ MNERSMBHA& EHBranchCachef®3R{FF ~ ONTAP AlE IHEXPEERAERNARIR ° &
EERNARIREERZEANSERSE (SMBEMRES) HEXER -

7237 EyfABranchCachefISMBLAE

eI UTEIR I A « BB E T SMB A _EEYA BranchCache branchcache B
4 o

FAREETLF
* WNRESMBHEAE ERIA T BranchCache ~ BIXAEAERBEGIERHRRESFENIRE

BRI HARNTERRIE

* ISR ATE R LRI T BranchCache Ryt ARFEE HMt AN LA -

* RB]LAERE branchcache BMEETZER4SS (SVM ) EXRBEMEYA BranchCache ~ th &7 A L+
FETRAR

g~ MRECHEHRABRRHIRNAR « RILBESVM_ERTE KEIABranchCache °

s AR RERTERHEABMERA -share-properties 28 [{7T ~ BENBIEEEEREHHA
MFrB EthHBEEM branchcache FFALGESRDMREEERILABM o

* WNEFAEN - BE2RNFME vserver cifs share create 5% ©
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1. #37BYA BranchCache 89 SMB £AE :

vserver cifs share create -vserver vserver name -share-name share name -path
path -share-properties branchcachel,..]

2. {EAMEY SMB # A M BranchCache 1

gl

TS EEII—EEEYE BranchCache B9 SMB &8 » 4584 I dATA |

RIETARR > BERAEZRERES nanual !

clusterl:

PN

HABMERTE vserver cifs share show 88% ©

) BR1E% /data £ SVM VST Lo

:> vserver cifs share create -vserver vsl -share-name data -path

/data -share-properties branchcache, oplocks,browsable, changenotify

clusterl::> vserver cifs share show -vserver vsl -share-name data
Vserver: vsl
Share: data
CIFS Server NetBIOS Name: VSl
Path: /data
Share Properties: branchcache
oplocks
browsable
changenotify
Symlink Properties: enable

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

HERAE
EE—SMBAHE F{EFBranchCache

FIRAMSMBHAEE EEABranchCache

1A LAFIE ~
MHABMEEE o
REMEIETIE

* NRESMBHEAE LRAT
MRIRBHABERIERRTE

* f&AILLERRE branchcache BMEEHFEEESS (SVM)

BETRAEA ©

Everyone / Full
data
manual

standard

R ERTFENIRE ~ A BIECIH

BranchCache ~ Bt B & B B4R FE ZRARREES

LRI

Control

« £IHEB SMB £ _EEYH BranchCache branchcache i EMEHERAEIRE

EAFHRE 0
B&REKE °

FBZA BranchCache ~ th&7rt
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i~ MRECREHAERHEREAR « BIHBESVM_ERE KEUABranchCache ©
* BICFIEEF branchcache HHEM « IREMHE EMEABMEZRE o

@ i#&BranchCachet B IJ:'IE¥E EIK:EEEE'J tEEMIEE - NHBFRHEEN « 5520/ vserver cifs
share properties add 88% ° FA2RFME -

TER
1. MANE - BREHRIGERERARTEUFHIRE
a. [ERRFIEREAFIEZEHE R TE vserver cifs share show 83% ©

b. IRKKBEHGERHARERATFY  ARHEEAMMHBAE | vserver cifs share modify

-vserver vserver name —share name share name -offline-files manual

2. I3 AR/ SMB B _ERUE BranchCache : vserver cifs share properties add -vserver
vserver name -share-name share name -share-properties branchcache

3. s B 1E SMB £ 38 % BranchCache B | vserver cifs share show -vserver

vserver name -share-name share name

&5
TG LEERKEAIIRE SMB £/ T 'data2 | _EEYF BranchCache /data2 £ SVM VS1 Lk :
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clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

clusterl::> vserver cifs share

show -vserver vsl -share-name data?2

vsl

data?

VSl

/data?2
oplocks
browsable
changenotify
showsnapshot

Everyone / Full Control
10s
manual

standard

properties add -vserver vsl

data2 -share-properties branchcache

clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

HERIEN

show -vserver vsl -share-name data?2

vsl

data?

Vsl

/data?2
oplocks
browsable
showsnapshot
changenotify
branchcache

Everyone / Full Control
10s
manual

standard

-share—-name
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ML RBIRIRESVMBHAR LMHARS

£8E—SMBHE A& L {ZFBranchCache

EBIE & ESZBranchCacheBAE

{&EBranchCache#HAE

AT LB ERSVM _EBIBranchCachefR#F5405E ~ BIEEEMEEFNE B RERE - EENE

RABEAND ~ EEE ~ U SZIEWLEERR A HYBranchCache ©

& FIRERRE KN ©

1. YITEENTE

290

NRITHEE...

ECGEREFRE BEA/)

MB
B

ENNE SRR ENVEIRE RN

m

t] MR IHRHFEAEREE R « ERI eI LUE
INELIR&RIAR/N o A LUGRFTBIVolume K/ NMEE#S
HBF  RERBIEEEN

FEABEME "E1EFlex\Vol IHAE"

‘vserver cifs branchcache modify -vserver
vserver_name -hash-store-path path -flush-hashes
{true

THRAILUEME S HET

WA TIIEE..

‘vserver cifs branchcache modify -vserver
vserver_name -hash-store-max-size {integer[KB

GB
PBI}

‘volume size -vserver vserver_name -volume
volume_name -new-size new_sizelk

9
IR IE BT

false}” FISRSVMRESVMKZEMIEAHIR « BRI
HAUNREIRE L - EREABRMRELRERE!
KERIE BRI o

BranchCachei#/Z RS A U B &2 B ERIEBIE
EEBFIT °

WREIERHEZEIRIE » -flush-hashes BMNES
2 ~ OJ357F ONTAP BEE ARG EZHEFEAUEN
Mk o IRAILLASRE FYIE -flush-hashes 8¥

WRITIETE true ° ONTAP EHIBRRBNIBENGEE

» M #EEXF BranchCache HIF R IRIR BT E KT

EHFNBERIHNME o NRIEIETE false » IR
SERME o + EERIBER T ~ SIS EHEEE
BERRANMHE - HE2BEENERKE T[N
[RYEIE -
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MRICEE
BEIRFREN

all-shares

#5  #&MIBranchCachelR4s

v2-enable

2. {EFERRAAREE

\\\\\ FEARIBranchCache4BAEHIE T

,a:TLM‘ HIFEE2S (SVM) LEETRARIBranchCacheH
S ERFER ©

sARE SR B AR RE 2 AU I ER B AR

1. BT EHP—IBHE -

Qﬂﬁuzzgﬁz‘_ﬁ. .
B SVM_EBYBranchCache B RS R E &

BRI E SVMARRERIEF AR E 51

gl

T3 EHIRERSVM VS1_EHBranchCacheABASAERAE A1

WA TYIEE...

‘vserver cifs branchcache modify -vserver
vserver_name -operating-mode {per-share

disable}’
ECUREELER « HER TFHIFEE !

R ESMBILEREERRT « FHHHAEE
#HBranchCachesz#ZONTAP - E{F

T BranchCachez % ~ B2 T1EFEERBFE P IR A
R ERTEAR « A AEE AL AERIIREA
{e\. o

‘vserver cifs branchcache modify -vserver
vserver_name -versions {v1-enable

enable-all}’

O

48 yserver cifs branchcache show BF% ©

HRERVE « BEEM 125

AL

vserver cifs branchcache show

vserver cifs branchcache show -vserver
vserver name
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clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

#EBranchCache AR £ 8

IRE LB TR ER%ES (SVM) _EMIBranchCachefBAE ~ MiiEEAREIEIRE S8 ~ £
& EBranchCache ARS8

FAREETL(F
TR Rk SRR E AR EE - UEES ARk /ERIESRIEHBranchCache B#}E; ~ AR iR Al LAfEA1E
[EfEARaS =i BE IR ARES AR -

L ERIRSF IR « CHATBRMZIRI - 7EARMZEZE « ONTAP ERSA T BranchCache B A P i 3 thiffr
EORET ~ FEITITAME

1. FEETYmSEEMIREIDIE | vserver cifs branchcache modify -vserver vserver name
-server-key text -flush-hashes true

REHFEIRSE I8 « KtAZEIERE -flush-hashes WiF{ERA true ©
2. {£FAEE:% BranchCache #4BRE 2B 1IEHE vserver cifs branchcache show Ap% ©
&
TEEHREMVERZREE - EPE S ERIIERRSVM VS1 LBYHZIREY -

clusterl::> vserver cifs branchcache modify -vserver vsl -server-key "new
vserver secret" -flush-hashes true

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

e
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2 ONTAP RE&sEBranchCachelfiiz

FEERE FFaskstErBranchCacheffiiz

A LA BranchCache iRFS R E A TRCst HE—12% - BRE BRSSP AEZREAYE

% o MR EITRARAIERIERIERA ~ ¥ ENE T BranchCache B E B RHER M

&~ BENAEMIRAER -

RAMNEETLIE
lzu%Efér‘ﬁﬁn—-\%ﬁiﬁéﬁﬁﬁ*ﬂrzmH&%iéf*ﬂriﬁ% BB statistics start FIEEMA statistics
stop e o

T EEE BTRSAT H AN HEERNEE (SYM) MK -

A ZBIERE BYEIRATEME o

* MREBBLUELEH U5t EHMZE « BIBranchCache [RFF S 1EaE IS TEEZ(E B tr ik 4518 « L EE(E

T E R RETEMR o

1. REERTEEMER

MRECEETRHEHE... WASRT...
B—iEXgBix vserver cifs branchcache hash-create

-vserver vserver name -path path
-recurse false

DEIR A EIE R4S AIEEE vserver cifs branchcache hash-create

-vserver vserver name -path
absolute path -recurse true

2. FAREREIFEstEME statistics 9% ¢

a. BEMBARETER hashd FrsE SVM $ITER LRI | statistics show -object hashd
-instance vserver name

b. BHITHS * RSB AV SRR o

gl
T A EERE ERIUMZE /data MUKk SYVM VST EFIEEESESREMFHER
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clusterl::> vserver cifs branchcache hash-create -vserver vsl -path /data

—-recurse true

clusterl::> statistics show -object hashd -instance vsl
Object: hashd

Instance: vsl

Start-time: 9/6/2012 19:09:54

End-time: 9/6/2012 19:11:15

Cluster: clusterl

Counter Value
branchcache hash created 85
branchcache hash files replaced 0
branchcache hash rejected 0
branchcache hash store bytes 0
branchcache hash store size 0
instance name vsl

node name nodel

node uuid
11111111-1111-1111-12111-1121111111111

process name -

clusterl::> statistics show -object hashd -instance vsl
Object: hashd

Instance: vsl

Start-time: 9/6/2012 19:09:54

End-time: 9/6/2012 19:11:15

Cluster: clusterl

branchcache hash created 92
branchcache hash files replaced 0
branchcache hash rejected 0
branchcache hash store bytes 0
branchcache hash store size 0
instance name vsl
node name nodel
node uuid

11111111-22211-2211-21111-111111111111

process name -

FERAE R

A O B 40p L=
" REEE IR E"
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#£SVM BranchCache#f =17 1(& EkR5 =

WA LUBRHEFERIE2S (SVM) _ERYBranchCacheZF &P HIFTBREGEZR MR
TBEE S ATIRIBranchCache#HAs ~ BIRINFEMIRA A o FIUN « MNRERITAFIREUET
WD HEVIRENEMRESFTEIVREELR - MEBEEREEFHE °

RNERI(E

TEBMRIEEZ % ~ ONTAP EBXA 7 BranchCacheRVF F i 25 AT E KRBT ~ SEILIAVHE o

TER
1. 75P% BranchCache =7 &M E . vserver cifs branchcache hash-flush -vserver

vserver name

vserver cifs branchcache hash-flush -vserver vsl

#&;"BranchCache#ist &}

1SR LABERBranchCacheffist Bk} ~ LUGRRIRBGRAERIRIT ~ HIENISRVAERE S SR A IREX
NBRARE  LHERTHREEMR - NB RGBT IREER o
RAREETLIE

° hashd MABERHE ZIRMHAER BranchCache BEMRT BRI EEE © © cifs MABERMGEIIRME
B BranchCache HHEEEI Z st BNVt BLER o oI AT EMREIRE RN E R BB ELEYHERER -

1. BHERBRRAEP | set -privilege advanced

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

2. {FHREE BranchCache 1HREAYETEIES statistics catalog counter show Bi% ©

MFESATERSHSRNFAEN  FRRAL G NFME -

clusterl::*> statistics catalog counter show -object hashd

Object: hashd

Counter Description

branchcache hash created Number of times a request to generate
BranchCache hash for a file succeeded.
branchcache hash files replaced
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Number of times a BranchCache hash file

was

deleted to make room for more recent
hash

data. This happens if the hash store
size is

exceeded.
branchcache hash rejected Number of times a request to generate
BranchCache hash data failed.
branchcache hash store bytes
Total number of bytes used to store hash
data.
branchcache hash store size Total space used to store BranchCache
hash
data for the Vserver.

instance name Instance Name
instance uuid Instance UUID
node name System node name
node uuid System node id

9 entries were displayed.

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession

avg directory depth Average number of directories crossed by
SMB
and SMBZ2 path-based commands
avg_junction depth Average number of junctions crossed by
SMB

and SMBZ2 path-based commands
branchcache hash fetch fail Total number of times a request to fetch

hash

data failed. These are failures when

attempting to read existing hash data.
It

does not include attempts to fetch hash
data

that has not yet been generated.

branchcache hash fetch ok Total number of times a request to fetch



hash
data succeeded.
branchcache hash sent bytes Total number of bytes sent to clients
requesting hashes.
branchcache missing hash bytes

Total number of bytes of data that had
to be

read by the client because the hash for
that

content was not available on the server.
....0utput truncated....

3. FEAHUEE BranchCache HHEARAEETE Rl statistics start M statistics stop 83% ©

clusterl::*> statistics start -object cifs -vserver vsl -sample-id 11
Statistics collection is being started for Sample-id: 11

clusterl::*> statistics stop -sample-id 11

Statistics collection is being stopped for Sample-id: 11

4. [FABETRWER BranchCache 5T &Kl statistics show % ©
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5. 3%

clusterl::*> statistics show -object cifs -counter

branchcache hash sent bytes -sample-id 11

Object: cifs

Instance: vsl

Start-time: 12/26/2012 19:50:24
End-time: 12/26/2012 19:51:01
Cluster: clusterl

branchcache hash sent bytes
branchcache hash sent bytes
branchcache hash sent bytes

branchcache hash sent bytes

clusterl::*> statistics show -object cifs -counter
branchcache missing hash bytes -sample-id 11

Object: cifs

Instance: vsl

Start-time: 12/26/2012 19:50:24
End-time: 12/26/2012 19:51:01
Cluster: clusterl

Counter Value

branchcache missing hash bytes
branchcache missing hash bytes
branchcache missing hash bytes
branchcache missing hash bytes

EEIEHREL . set -privilege admin

clusterl::*> set -privilege admin

FERAE
”EE‘/_\‘%RE-I-%?}KJ

% $EBranchCacheZE40E 8414

f1EBranchCache&H4BRBIYIE (GPO) -~ AEREIEFLEBranchCacheZHRES
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28 - ONTAPEM{EAGPORE i BranchCache : BranchCache GPORY¥ &% |
#1 BranchCache GPORVEfEIRAL 1B o

* * {BranchCache GPO*#%) 2%h

BranchCache GPO B RSB HES -operating-mode B8 - BB4AGPOEME « IHEZERES
HIFRIFTERZABMEM (OVU) ANRFERESS (SVM) ¥tk -

* *%¥EBranchCache GPO *Hy3E R Zx

BranchCache GPO HGfER AL IEHER] -versions B8 c EX4EGPOEHE - ILESEREE4ARL
EREABEREMNAFEIISVMYIHE o

HERIEN
iR E R ECIF SRRz

ZEARIBranchCacheEf4H R BV ET

Ee] L BB B RACIFS(ER2sAIE AR A (GPO) ZHARESEN ~ P EI RS ACIFSEAR
B3R EBAYAEIZE S T BranchCache GPO ~ 1R 2E « AFMREREAM o B LURERS
##BranchCache GPO&EE R ECIFSTEARES °

RIRER I

BN E7ECIFSRIARZZFABIIAIH P ER T GPORE  EA—EREAEESCIFSEHFELMES (SYM) R4S
B (OU) - EFRMGPORERERZECIFSEISVMMIPRE BEEEGPONFE » FHGPOEAMBranchCache
REEBEBBACLIEAMSEE °

1. {EFEET Active Directory #4815 FYBE E 2 BranchCache GPO :&7E vserver cifs group-policy
show-defined @i ©

() AR GRS HRTA T R - SRS -
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clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

[...]

GPO Name: Resultant Set of Policy

Status: enabled
Advanced Audit Settings:

Object Access:

Central Access Policy Staging: failure

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

Hash Publication for Mode BranchCache: per-share

Hash Version Support for BranchCache: versionl

[...]

2. (EABETERZE CIFS f@iR238 BranchCache GPO &€ vserver cifs group-policy show-
applied @< © |

() AR EmETASHRTE AT RELR - BHREE -
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clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

[...]

GPO Name: Resultant Set of Policy
Level: RSOP

Advanced Audit Settings:

Object Access:

Central Access Policy Staging: failure

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

Hash Publication Mode for BranchCache: per-share

Hash Version Support for BranchCache: versionl

[...]

HEREER
ECIFSfAlRRE3 L R SR GPOX &

{ZFASMB A& LAIBranchCache

EASMBHAE t{ZHBranchCache2&

MRIERBEELESMBH AR _FiR{HEBranchCacheREXARTS ~ BFHB O s 8 BT s et
& _HIRHIRENARTS ~ Bl AZF—{EFBranchCache MR EE#EBranchCaches& E A EFIE
HAE _REREINAE « EREERHMEHEAAEIREARTS « ST LEE4BranchCacheARE
LEIEERMEHAE EBERE -

YNRSMBHAE _EAIBranchCachefE 5 —REUARENFFA ~ ONTAP Bl LB FHEERHGERNARRE - B2
BEHNAPREEENRASARS (REERKSE (SVM) LHCIFSAARSS) #RENERK o

HERIEN
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R ERLA T BranchCacheMISMBH A E

£8—SMBH A& L{ZFHBranchCache

MREAREIELRIRHERINASTHELHAE FZHEHREARTS « RIUEHIRESMBHEAE
_ERIBranchCache ©

AN . . .
1. BIATHIESS . vserver cifs share properties remove -vserver vserver name -share
-name share name -share-properties branchcache

g FRBranchCache HARA - HMEERNHARBNEERAN -

Rl
TGS EERA ldata2) BIIRBESMBHAE L{EABranchCache :
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clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

clusterl::> vserver cifs share

show -vserver vsl

vsl

data?

VSl

/data?2

oplocks
browsable
changenotify
attributecache
branchcache

-share-name data?2

Everyone / Full Control

10s

manual

standard

properties remove

data?2 -share-properties branchcache

clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

vsl

data?

AVASHN

/data2

oplocks
browsable
changenotify
attributecache

-vserver vsl -share—-name

-share-name data?2

Everyone / Full Control

10s

manual

standard
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FLEFAB SMBHAERY B EREX

INRIEBIBranchCachefBRE BB RN A EEEFEREES (SVM) LFRAESMBHAERR
BY ~ f& 0] LAEEABranchCacheflRs ~ (S BENREVFFESMBEHENAR

BAREETLE
EE2FIETEFMESVMBHEABE EBEIREX « 551 [BranchCache) FEEREER SEHAREY -

1. &7 BranchCache LU{Z1EFfH SMB HH ERIBENIREY . vserver cifs branchcache modify

-vserver vserver name -operating-mode per-share
A o . .
2. B®3¥ BranchCache #HREREIERE | vserver cifs branchcache show -vserver vserver name

gl

Tosh S EE B HIFERILR (SVYM - SaifBAVserver) VS1_EMIBranchCache#BEE ~ LS 1EFFASMBHAEE
THIEEIRER :

clusterl::> vserver cifs branchcache modify -vserver vsl -operating-mode
per-share

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

{=A I FASVM_LiBranchCache

=S EHEVACIFSAARSS EAYBranchCache B & 2 4 HEEE R

MRIEFRIE R E T BranchCache ~ {BARIEED AT B P IRERREAR « AJAEHECIFS
{aliRzs £ AYIRERINEE o A ZEHE S HABranchCachef g 34 IR ©
{EFBranchCachelFONTAP -~ HEAB I HMBEN G PHERBEREERNAL IR o T8 - iEREEAR T -
H1% - BifBranchCachefV R IR ERFPEBE R ENUHEEFARBRONTAP ~ &L MicrosoftiE Z&AIEAE2[D]
FE - ERAPIHEEFE _EER - EXRIEHERRS - ATEEARRTENR « CIFSHERSBR S EXHEFEEEER
12 (SVM) LEMIBEAR o

7ECIFSalfR2s LA T BranchCacheZ % - SMBHAE A& iEEBranchCacheIhfE o & E1ZEVETSMBEAR LAY
B - AR mEET—AREESMBEX

eI LABERFTE CIF SfalAkEs £ E#TRRFABranchCache °
* M= A BranchCachefFil R i FR¥ R IHE& « ONTAP PRUAR EFRERRVERINAB I ~ BRI EHRK
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FABranchCachet® - fE[0I&H= 2 REHERRHFRIFEE ©

* £{=FBranchCacheffift] » ERIE I SMBEAR ERIA T BranchCache I AER AR IF » MNRFEEREHER
FB T BranchCache > B R &E{SBranchCachesz#& °

LE.EONTAP B ESMBIEMSERR: « 2 HA&EEEBranchCache & o 7£{2H 7 BranchCachely
BT~ EBIEEUEBranchCachez & TEFEERRVA Pk ~ M BRENEAR N SHELR « A SefERLEEA
@E’\J‘H%HYW%‘ o

R IEARABIECIFSTRIARES L2 FBranchCache 2 B HEEFMEFENE « sl FERIRE - MNREFH

@ E%F8 7 BranchCache ~ & BREE M R E B ERFE o EFENAEBranchCachez % ~ B
FBBranchCachefVH A& & i@ & BranchCacheIsE © X#EBranchCacheVFE B imfEie KT EK
BF ~ GEILIRVHEE - ONTAP

{25 ExFBranchCache

& o] LA#& BranchCache fEEERNE E A ~ UERAEFELREMESS (SVM) £M
BranchCache disabled ° &AL HERF B ABranchCache « RER{FEER B FEAEEHL
F&#e{HBranchCachefki% « SN BEAFMEHAERM ©

i%ﬂi
1. PITEENSDS -

MREEE RAEBMATIRNEA...

{2£FBranchCache vserver cifs branchcache modify
-vserver vserver name -operating-mode
disable

BB &{E A &rIBranchCache vserver cifs branchcache modify

-vserver vserver name -operating-mode
per-share

EAFrB £ A&RIBranchCache vserver cifs branchcache modify
-vserver vserver name -operating-mode
all-shares

2. B FERAENREERRTE BranchCache E¥4##5, | vserver cifs branchcache show
-vserver vserver name

0]
T5IEHH{ERESVM VS1_EMBranchCache :
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clusterl::> vserver cifs branchcache modify -vserver vsl -operating-mode
disable

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: disable

fBRSVM_LEAIBranchCache4B A&
fiF&BranchCache/BAE & 25 £+ EESE

NRITFTRIE SR E 7 BranchCache ~ [EAREEEFER S (SVM) EEREIFIAS
B LAMIFRCIFS{EAR2s L AYBranchCacheBRE o R AZEREMIPRAARERF 25 £ (HEESE o

B ITMIBRAEAERF « ONTAP S L2 EBIRZSVMIIAEAEE A « A% (F1EBranchCachefRFE o TR LUE
EONTAP % SFEMIBRSVM _ERY R IZIE o

fiB&BranchCacheZB A& A& HkEREY FBBranchCachefI A P im7EEY ° E#% - EtABranchCachefF FimEKIR
B SVMBELR FERENABHFH SR ERFONTAP ~ BitMicrosoftiE &AVEER « EXALIREEFE _EER
ERBHBRANS c ATEEARABTEX - CIFSHERSB S EXHIFESVMENERANS

TﬂﬂUF?BranchCacheﬁH 2% ~ SMBHAEAE@ESEBranchCacheIJfE o BEFEVEHI R EAFTSMBELR REY
AR ~ BRIHgET—MREINSMBEK o

Mik&BranchCache#B5E

SRR RIPREEEREESS (SYM) EfBranchCachelRFEHN < ~ ERKTERFRHREIR
B ZEMAMATME o

B
1. MITEENSHS -

MREEE REBATIANE...

fIBRBranchCache4B5& It il PRIR A BYHEE= vserver cifs branchcache delete
-vserver vserver name —-flush-hashes
true

MIF&BranchCache#B%E -~ (B{REIRABIHE vserver cifs branchcache delete

-vserver vserver name -flush-hashes
false
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gl
THEBHIEMPRSVM VS1_ERIBranchCache#BRE ~ MifIFRFAIBIRARME !

clusterl::> vserver cifs branchcache delete -vserver vsl -flush-hashes
true

e E T
ATEBRARONTAP EIEHE R BranchCache R ASE R 2 RSB « B E8AEHEIER

* BT[] ONTAP E|ARZ#EBranchCacheFIir A « SMBHE B E AR EREIABranchCacheI B P imE
&BranchCacheIbst ~ RIbE PR A G ERMEEH o

MEEA—ARSMBENEFRERERAR - B TORABENK « SMB RS EFEEEFERMSE (SVM
) LFEENERAS -

s B EHMEEHENSEER EARTEBranchCacheMIiRAHs « #FEIEEEEFHERPHATIEING S -
F#iEFEBranchCache#l5E o

Itb#n < g MIpRBranchCache#HAEFNFEE o
BRTRE - REEEETREEFIMRE MR THRENB L °
HERAE
fIERSVM _ERIBranchCache#B#E
12 MicrosoftizimE BN AE
EEMicrosofti@ 8 M AEAL &

MicrosoftEl & & KHFE (ODX) thi®% copy offload - AIEHEBMHEFEEBENSZHE
BEHEN  MERESETHEREHER o

T EE AR SMBESANEEHERIODX - ONTAPIRIE R LUZCIFSRIAREIZLLUN ~ B B a] LU CIFS{RlARES
g{LUN o

EIFODXIEZMEH T « BRI IERIFEN - WA BERGHEIAF RS - AR RSN S BERREHSEH
EIEE - BME 2 - BRRERSIERIFENER - ARFABRSM - ERAODXERERE - BN EEIZK
RIFERE B o

FISODXENEE AR HIRTT IR A BRI EEF R B Z ENIT « RILMEERZEE - BIRMEEm B IEMREK
REE Rt FIRVE RS  FRMERF IR EMNERERR (CPU - iEifle) ~ UAMEEERIOSERERR -

HHCSMBIRIR - IEINAER ATE A P s #F AR 1IZIESMB 3.0FMODXINAERI A BEER © BHCSANIRIR ~ It
THEE(E1E A R iRl 1 RAR 31957 RODXINRE R A Al £ A  ST3RODXi B ) BiEPRM ER RODXAI A P im B ik
B[ ERB R RIERREREESIERGEEH - BREEEBWindowsERBEHMIESR « BREMAMSIIERER
e WEAPKERAEIREERENEN  ;EFEAODX °

FERAER
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FiEBEE (IIRESMBEEIENRL R IR « 4E%E A P inClER R
"Microsoft Hyper-VA1SQL ServerBySMB4HAE"
ODXHVE(EA T

ODXEAEN S E AN B4 S ~ TERYFAODXAICIFSTEARE MBS Z EIBE IR AE

£} o CIFSRRS A G EBAETHEBAEZEEN - MEFENRERB/ \Tokenta AR

ifi - ODXF P iR & sz N 2340 B R A ARES ~ AR B ZENFIURINERHERIRE
EE BRI o

EODXA P Im{SAICIFSEAREZ R HODXINAER: ~ EERBIRRIER « WILCIFSEIMRIZZEREN o FRMBRIHE
2% - BRngERENERARSSRENERERRERE Bt -

() eRmEmmAMMERNGRE RS (SVM) SRENSVME « RHEMIERATETE -

IR FH A BRIV R IRER T © AU « ECEREFUE ZHAERENE - ARENERNER EELERNA
Bin ~ AR IRERFZARIRERIIBRM « AILFBEEZERAPIREREARETR -

& H7R8 MBEMAIER - ONTAPER ZEREAFITANS MBRIODXIEZ ~ SEMEM 1FRS MBRYH
NEFPAODXERIERRIIERI L B -
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XL, (T
UMDy, (I

SRRE|

1. EAERUERAWindowsiEZAEE ~ <5 HE « AR EREBBEN LD - AEEARIREERES
EE) ~ RENIBENES o

2. EfODXINAERY A Fing B ENS LB E R EEBODXEX o
HXECIFSAREMODXER B SR ENK ©

3. WNRTECIFSHEIARS: ERIFAODX ~ MEZEFEFEBESMB 3.0 ~ AICIFSHEIRSI G EL#EN « EREREREL
AYBEERT o

4. ARGHEWEIRRERAER « BLEEAZR—EFXEBNMCIFSHEARSS -
ERE—FZEMARERREREIARI - ARIEAFIHREREBRBER -

S N EEREMRETRH
6. SVMETEAZBHITELLZH o

MEERBHRIEZTZ KT8 MB ~ BIRZEZ[EEN A SERITEE o HEBNTTH2ECLUTRHARZ ©

MBODXEVEEA R LM  MANBIIEEREEHESABBIELOBHERARA © B
() - mRENHCIFSHERSTXIEODXHODXERR « BN BB FE SNSRI B
FHBHETABA -
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EFAODXAIFER

EIEERODXEN S fETFERIEEE (SVM) BIEARZAT ~ M RTHRRELRER o
hRZSFEKONTAP

IThRSZIRODXEITHEAEN S - ONTAP

SMBRRZZE R

* ZIBODXIEAISMB 3.0K%FEHHRZs - ONTAP

* MBTECIFSTAIARSS LEXASMB 3.0 ~ 7 AERXFIODX :
° MR FRELAODX ~ BYFAODXt ERIFASMB 3.0 ©
° {SFSMB 3.0th &{=FHO0DX °

WindowsfalfR2s£ A imFE K
TEEFAODXEE#E A 2 A ~ WindowsF B A B 1B I INAE o
o "NetApp BZEMHER"BEZEM Windows AR IHHIRME °

VolumeZEsR

s KRR EE/DNEA1.25GB °
s MNRICFERBRLEEGEE - BAERE VWA AREEN « AR ZESKA/NELEELE -

PRI ERRGELRR o

fEFHODXAYZER!

EEFAODXEITERAEIF 2 Al ~ GBI BRAEAER o FIUN ~ [MEREERNE rT LUER ODXBYHE
REeRE  METERBRREANMFZERODXHNZE -

VolumeZ#£H]

o @ EFERODXETIT T3 VolumeHRAERIIE ASEN &Y ©
° FJRVolume A/IMERN1.25 GB

HARR & A/ IVABART S E R 1.25 GB ~ 7 BEfEFODX o
EHIRE
ODXAERAR AN & FHHEZFE B I SnapMirrorziSnapVault B BY#Volume P RIFEZEFIERIZE o

° MNRFEVolume R EITEEE R
* ODXEREZIRRENELR o

TEAERODXRERNEFIRERE Hth£EPHHIRE -
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HAth#£R
* FESMBIRIEH « B2EAODXEITERAES « EEMBAINNZFN256 KB °
B/ IERE R ERIE R R G -
* ODXENRHH G EEREF P EAEEERMIBRR;
MREFBTRNABBEREISVMEIRE FRTERERME « BIFEEAZSVM EODXEAENE
* FITERHERNEAERACV AR AUZIEODX °
ZEODXIE AR FREELE

° Hyper-VEIE{EZE « FIMNEL REIREREIR (VHD) - BIESnapshotiEas ~ LURTEE RSS2 IR R
EES

° WindowstgZ4EE(FE
° Windows PowerShell#§& &<
> Windowsm e ~FEtENmS
Windows#s <1~ F 7tHIRobocopyZ $2ODX ©
()  mEmmRtu A EODX M Windows FRR S TUA A 6 E 51T o
+ UNEWindowsfRIAR2SF1 FE B ik L 2B FIODXFE T2 T RVEEAMES 51 ~ 552 BMicrosoft TechNetf2 T & ©

FERAE

"Microsoft TechNetf#2z{E : technet.microsoft.com/en-us/library/"

ODXHIfEF Z4
IR EZBEARIESVM _EEFODXBYE A ZER) ~ LUEHIETODXIEATEIE R T o] A IR H W AEE

o
S & ODXBIWindows AR 231 A P infE AE AR EN S AT R InA RS LRREFIIIFERTT A - MR Windows(d]
AR23 A P iR A< #RODX » BRODXE AENE T AR ERGER AN ~ RIS ENEE G OIMEIR BB EE
A ESRBEARA ©
THfERZEAIZIRERODXEAMIZE -
* Volumel
IR B BB ZR S LUNALR B — B E A o
* HIR &R - MEEER « BESVM
IR B RIS R ELUNNI L B —EERS_ VR EHERE - BXIERFE—{ESVMPRE °
* HIR&ER « REEER « HBESVM
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IR B RIS R BLUNMI N AR ER LN A FR & - ERIERFE—ESVMFRA °
* SVMZFE ~ 1HEEE,
HIRER B RUMIE SR EILUNNL B —(BEIRS_ RV R EHERE - EREARIBISVMEESR °
* SVMZfE ~ RREIEIRE
IR B RIS R ELUNNI N AR ER LA RR & - ERIBRERNSVMESR o
* =EM
IR B BMLUNIR A RIHIR & « (IR T RINEESHR L - BEBEAISAN « RERACIFS -

BREESARERRES

* #EHONTAP IRARERERODXE:AT « B LUERODXTESMBHE & EAFCEYiSCSIM NN E R 2 R91E
BUREEE o

IR LAE R WindowstEZE48 & « Windows CLIE{PowerShell  Hyper-VE{ Efthsx 32 ODXHIFERTER, « &
FAODX#E M ENH IEETESMBH A EAEARLUN 2 MBS thE RSB ENE R  AIIRESMBHABEFMLUNALRL
E—EHREL -

* Hyper-VEtHODXE R ENE IR 7 —LEEBINIER ZH -

° (SR LAEFAODXE A ENF FIE S FCHyper-V ~ TEERBENR (VHD) EEAZEERER « SER—E
FENRHESMBHAEMEERNISCSI LUNZ EHERER] -

Ml —3E » HEEBRIERE AR A RS R ©
 RIEEA/NGVHDES + ODXGEFR EAITRAL « LITA(CH -
- WRACREE MR B E— B - BIODXHAEN A B S S (58 o
EEFFIODXIE R BB Hyper-VEYERRA - RE(EEAGHAEZEODX - MR
(D) #ruomsyBERBODXNEERE (SMBIISAN) FSBRISCSIRR - BR(EE R
L HIDERERE 32 JEODXIUE <
ERREfEA ODX

ERI U TE TR EEI4E8S (SVM) LERUADEHODX - TER AR AZIEODXERHE (EF
BEERUAASMB 3.0) ©

FaYaZ Bl
AEENFASMB 3.0 ©

BIRSTET (R

MR E(EFESMB 3.0 ~ ONTAP BIIRZESMB ODX ° YRR EHERASMB 3.0 ~ B ABEFEHEFEESMB
ODX °
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1. BEREBRRAER | set -privilege advanced

2. JUTTEHAPh—IEEF

MRICHEEODXEAEE. .. BWABRL...

ERUB vserver cifs options modify -vserver
vserver name -copy-offload-enabled
true

2FHA vserver cifs options modify -vserver
vserver name -copy-offload-enabled
false

3. iROIEIBHIR/ELK : set -privilege admin
il
TEEHIRITESVM VS1 ERAFODXIERIENE

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -copy-offload
—enabled true

clusterl::*> set -privilege admin

e
B] FARYSMB1rl ik 25518

FBBEFEIRHESMBESERISIR 4832 A 5 in[El FERH

FBEFEMEERMSMBEIERS R « M5 A P kR ERRE

TEEEL ERASMBEEMRSIRREA FEFERKES (SVM) LRSMBAF ImMHE
BEEHR2REBRERNARIRENERNERHERFREHIRE ZBHRSVM_ERILIF -

HEMELE A P im ] ERR o

ESMBRA P ImEMREREHITSVM_ERISMBH AR « ErRsEE AT EAFIEREFIIVEIRE_ ERILIFEITELR o

FinPriEZpIEIRL S E AR SRR FIE MR EA AR - IRSMBERERMN B SPIERE R Z BB

ERILIF ~ AR IRRAEERF EIRAVEIFERR

H

* IRELETIRER 75 A R A Microsoft DfsE/ T BRI SMB A F i in 4 22 FE P T E SR BB SR s B R SR AL 8 E AL

& o ONTAP
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ENRFEE S BN EREBE—SVMLIFE « iEET2R -

* TIEBEHEELREE - AT ERIPVAFIIPYG LIF IPf7it o
2B ERIBERE P IRFEG 2 HAERME MET
* REBIXLITSMBISHHAR ©

EEERIUIERZAVET - IHSMBAFIKEM BREF ZBONTAP ~ MIEREIIELR « AR P IRt
FBSRHLIFREFINER - ErEARKERENER « BREBIMIEES

MRHAZEEHSEREE - M0 R SRS EIEEMER LHEEE « AIXAERNE

@ HEDRESENR L - ARXEREAETEENERZEREE Bt - W AERRER
BRIRFHEUE LLIE AR E ARV E R - ONTAP ONTAP B T Ef@ma = H%EHE « BEEIEE2
FRAIAE AR L EEE RORBE R & ©

MRAEERBENERE T AAILIF ~ ONTAP BIfE AP IREZERNLIFAREILELR - ETSMBAEFIHMEBIERZ
% CEHEFBERNSRELGREFEEE o

YR CIFSRIARSSAME ZEITEN ~ BIARZHEISMBARTS o I SMBELRMT « UFEIREABEEESE -
HERAE RN

IR F+Microsoftiz 18 BRI AE

EFA B EENEE 2 IRAVEE R B #E R

FEERSMBEBIIESSTE (/A _autosocure ) 2B ~ M ERBRRERSR « &

jéEJONTAP PREE AR A Y ST IR INAE o IS AR AR ST 3R Y SMBIEEAI 17 E MR AS R EL M55 RE 2
I\I °

RS ELZIEZKONTAP

s EEMMFRA SR EMITONTAP 18 HENEZE 2 BRI ZIBINAE o
* WZBETESMBHEAE LRI Widgelinks ~ 7 BEfE R B EhE (U IHAE
* CIFSA/BHESIEE « ASVM EXBHESMBRIARSS ©

SMB{E#IRERRATR
* HFTSVM ~ ONTAP LEIHAESZ IR TEFR R SMBhRAS £ B EhEF 7 TERS ©

SMBA FinEER
BT MicrosoftFl B IONTAP #9378 SMB B BB ZHES T ©
B @M R E EWindowsF F ONTAP IR 2 BRI &
"NetApp EEMHRERTA"
BERLIFER
IR EBEFERERILIFMASMBA R IHIET 2 « Al BRI RFANFSHICIFSIRER I Bk dvff o
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?E%E RENRG B ZEHEINFSEHIT E R SEH B SMBEHRIH ERABRIEFILIF ~ BIBEER2IRA s IAE

MRAFEUER « BREIREAZRE - SMBAR IS AR IRAREGESVMHNFREALIFREEARE -

B 2 HESMBEARRFFINTLMEERE 5>
ERFFEE S CIFSER:BMNABEE S EFEA B2 R 2 B R IRIAEE EEITNTLMERES °

EITENE - SMBRARZSS i IPIIEMWindows B R i o BARMERIPAIMHETTEER S EANTLMERE ~ EIL
FEHE2RAVERNITKerberosiisE

BHEREERNRER Windows B R iR#EE A1 Kerberos FIEAMBRF EE4iE (BNRE)
service/NetBIOS name M service/FQDN) - iz nA P IHEEMIRFEEK Kerberos E:5 o

fEREEHIAE BB EIRE 2 IREVZER

EHAEREARMATERLABLER « IUHE T ERERKE—SZETEHRESRE - ESRETERE
2 SVMHELRE R SERS LPRE S HIMIRE - BRIRGERESR « IREFRTRNNEENLIFAIA « RIgES
FEAEEAHIIAESRLIFER

ESMB 1.0A P infFEXR A BB ENRL 2 IRAENRE T B ks « A—L4R - EEARSMB 1.0 hHREEREZ
AIEEEITER SR « SMBREIAREZA AEAERM - N8 « MR TIIBRMEE - SMBE B E#r{7EUZNAERI 7ESMB
1.0PRIKIEREFE:

* SVBEXE#BRTESEHMELTE AW Msw' (WindowsEHRAELME) 1 =K M%ul (HEAUNIXERES
) ~ MIEEEREER LB~ Il M%d\%w) GHiEEB\ERERRE) o

s BIUFHEHAR - CIFSEEHRHERALBERTEEEH ( M%w'y = M%u'y ) ~ MIFFFRERTE 5
4 Mhome's o

HHSMB 2.xHISMB 3.0 F s ~ LA BEER S RAREFIEB & « RAERHIBER] -

ZECIFSfAikE LIFA B2 RHER] (SRELRER)

MRECERBILEE ZEABEEEN2RE A EREGESRBLIFNAR RS RE2BVELR - MNEF
FIDFSEE A SMB B ENENREE N AVILH] « RUILTEFEHBIERIEZ % - BRIGEE R UEHEZE2BMLIF - B
3| AP IR REXDF SRR il A 1E - ONTAPEMEIZFONTAP EARLIEBEEE B2 BIRA « th—1% - AR
SREFAZR - ERIRE AP IRIRIHIDIs 2 RERALE o

Autolocation & fEFASMBEBIEIRES IR « i A P ind# T A SVMEBE RIEERE M EFE_ERILIF ~ FILiRSSMBA

PImsgAE - ESMBR R iR MR ERF I SVM_EFISMBH AR « ERISE G AR R FRERERBVEIR_ERILIFER
B~ WEARET EERRENER - MRSMBERERMUNEIFAEKRER ZEZ ERILIF - BRIRFAEE
SEIRACIFERFR

SR THAE A0S R ERMicrosoft DBIISR A (Dfs) A SIBAISMBR S i R E RIS RN E
KISRAIR BB - ONTAP R EREEH BT 15 EEHOEIES EASVM LIFES « SENEfT208 - SREIEAR MR
Big > AR AL E TS o

2IRBUEASMBIITHARM - 2REEZRIIBRZAETT - ISMBR R inisR B REZ 2 RONTAP ~ miERIE
i ARARIREZEAEESRILIFREENEY - ErEAPIREREFNER « BRIBSMIRES
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f£Mac OSH R i {5 B ENERL 2 RAVEER

Mac OS XFB B iR 1ESMBEEIEIELE Y ~ Bl{EMac 0SSz iEMicrosoftt I M EIEZ A4 (DFs) © Windows
AR EGEESMBHEAE ZA] « iRE—EDSRIBEX o iIREERILIFMZR « aj S ERERNE
—(EEEE L3R E ~ EME A P IREIFERR - ONTAP#iZAMac OSZ#EDFS,Mac OSA FIRTELL{EIEMTTA
ElWindowsF B imill A2 H8E o

HERAE N
NI EX R ENRE = B EEONTAP

BRI

"NetApp EIEMHBRTA"

ZESMBEBHZSR

ERAFASMBEEIRIRE 2R ZAN » B ERFLONTAP EERZIESR

* FISRRMHIR & AL IRSMBEENEIRE SR
© BFHHARGIMERKES
° BRMRERSTHYE Y Volume
* B2 RAGRELIFBEMBE -

MR FiRfEASMB 2.x8(SMB 3.0%& 4R FRI2MRELR « MEFILIFEARRErZENER T8 « BIELIFR
BREENNAEER « BRRNEEEERERNSIRER

* R RAGREUREREMSE)
MRERAFIRZEBIEFRSMBERERASIRELR  MEEHIRERS)  BIEMEHIRE B RERLIFAIRE—E
BEs ~ APImDEEEERERN S RER -
RS {EFASMB B & EiR4 2 1R

R B FASMB B & EE 208 « LURFSMBA FIH1ZEGHAE o MR IERIEONTAP EfER
EM\SMBRE P imENER - EJLM?JEH SESERE T TS

FIsEZ Al
CIFSAMRSRMAREWEHFERMSE (SVM) E#IT -

FAREETLE
SMBEEE 2 RINETARBER o ERIUREFEZESESVM LR AEFALLINEE

IE3E TR AR EFERERR B AR ©

1. BHERBRRAEPM | set -privilege advanced
2. MEEMANEASVBEEEEZER !

316


https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://docs.netapp.com/zh-tw/ontap/networking/index.html
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability

MREEESMBEHEIRLS ... BATYEG2...

ERUB vserver cifs options modify -vserver
vserver name -is-referral-enabled true

25HA vserver cifs options modify -vserver
vserver name -is-referral-enabled
false

B UIMEEIEERIRELR | set -privilege admin
TERAE

0] ARYSMBfRIAR2SEIE

ERMET BRI BEME 2RSS

EEFIEESRZ D SMB ER ~ ERIUEAEZEEHHR 2GS statistics 8% ©
BREEEN - CRAIUFEESEN T REEANSHR LSHERNEE « UWREERE
WMOMERERE « LURMHHCIFSHAMRSS EHAERIEEAEFE

BAREETL(F
o cifs ¥ TEERSERERIRHRE #Es « PITEEE SMB BEERE 2 REHR MR8

* node_referral issued
ERFIREREARIRMITRMNEEFT EIEMLIFERZ % - CREARMEEHSBNAR KA -
* node_referral local
EREHEARERZ F—EERFEH 2 LIFETEENARIREE o AMEEFIEE R MHRERGE
* node_referral not possible

ERELRREEAFRERFIEEHAILIFETER R « HARMEHHARBRNEMZELE N NAR R
#EH - ERABKAEHABREOIBIERPERILIF

* node referral remote

EREHNHAZREGZ A EZHRBILIFFPERIARIRHE © Einfr A SEEBRIEEREE -

TRAILERHEFERESE (SVM) ERERRGISERRER (86) NER - UEEEEHERSRAER - 1
RMELEBERE ~ S LUEREFPHER o FIEERNERRUEIENES - AMELERRERRENEE
MEVER ~ UERLAIEREITIER - EIRILERAIHENIEHR MBS -

@ THERERTRMERINEN statistics 8% ~ X P IHTEIRIEPAYEEM o
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1. BiERBREAER | set -privilege advanced

2. ERBR BB B IRAETER statistics BT ©
LEEBAIBBUR EA IR EEHA R VR RIRIR R B SR 2 IR B -

a. AU - statistics start -object cifs -instance vsl -sample-id samplel

Statistics collection is being started for Sample-id: samplel

b. ERFFIRAIUNERE o

C. {SIEEH | statistics stop -sample-id samplel

Statistics collection is being stopped for Sample-id: samplel

d. IR EEEMEBBMATER | statistics show -sample-id samplel -counter node

Object: cifs

Instance: vsl

Start-time: 2/4/2013 19:27:02
End-time: 2/4/2013 19:30:11
Cluster: clusterl

Counter Value
node name nodel
node referral issued

node referral local

node referral not possible

N N O

node referral remote

node name node?2
node referral issued

node referral local

node referral not possible

N O B~ N

node referral remote

HHEETRFAAE 2ESVM VS1VEREETEIES - B 7B RER - P ERHE BB KRRt ERE
BB E AR ©

3. ROEIEHIREL . set -privilege admin
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e =R

AR

Ks

fEFAWindows F R inEs 1 R inSMB B EhfiEE 2 IR E

HERAPIRNAEHENEETHLEEN « ol UfEA Windows dfsutil.exe AREI
Windows 7 R E#ThRZAsFA R inPEMRERARBREIETR (RSAT) EHESE dfsutil.exe 21N : FH
LEARRER ~ ETUETR2BRENENERFEN « URigHR AP HBRIFERA 2 SEZ2RNEREN o &tha
UERA~RENERRA PRI RIRE o« NFFAE « 552 FMicrosoft TechNetfZ2zUE ©

TERAE

"Microsoft TechNet’i2T{ & : technet.microsoft.com/en-us/library/"
FMAENEYE - AEZREHENRZEME

M AFEEY BT « AaHZEIEEERKZZ2 M

ESMBHAER LEAEFIESIR (ABE) K RAERGFIHARFIZENIIERE
fEAE (BERSEEENEHEERRES) - FERINHERFEFETHHAER « NEH
REeAEHNAAR -

BRAEARNBRRECIEEMEERE (ERNEHE) BEEHENENERETEIHERNELIRK - 7l « L

BRRF A CERHAEANENRIERE S AIHERFEINEREEE - MIRARETIELEERKIHE
ELBEASREN « TR RBHFREETHER - FIAEEEMME -

FEESIE (ABE) FIEMRHARR « UBELAEARIEREERKTIE o Fit « AberRIFRICRIBEEAEFI
IR - EBREHLRAEARNERNERRET - ZFrEEREEHEEIHAELRS « EHRAEAERME IR
AIRESETRGIEEMEAE - IRREGIEEERE - [T RELFREPISREN - ABEEERTHIEARE
BAEBIVEET BT EEFIEEARHNERER D - Al - HBEXSHRAEERENEIRN - EXAER
AUREZRM BRI R A Ae G B iR o

FEABEMR "FFHASMB/CIFSTZEN RS SRR AER & -
Bl {ZASMBH A& _FAYTFEELS R

TAIUXESMBHAE LRASFRAEIRESYIE (ABE) ~ UAFFRfhLEEREERIMfIE
HEFIRRHERAER ©

FARERT(E
kFAR ~ ABEZRIZFIARAS o

1. BT THIE AR —IRE(E
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2. {EFAMERH FAARR R

Ll

MR EHE
E¥tA& ERAFABE

FIRAHAE EEYFHABE

=RRAEHRRAE&E LRABE

BWAMBL...

vserver cifs share create -vserver
vserver name -share-name share name
-path path -share-properties access-
based-enumeration #E1r SMB HAE « {&RTL
EEHMERNERAREMEMIERARR - NFFA
Bl » %%Eﬁﬂ"]%ﬂﬂg vserver cifs share

create np 7 o

vserver cifs share properties add
-vserver vserver name -share-name
share name -share-properties access-

based-enumeration fREBIRENHEBERS - ABE
HEEYEWEEIRENEREYBE -

vserver cifs share properties remove
-vserver vserver name -share-—name

share name -share-properties access-
based-enumeration ,E\:T‘lﬂ;:?ﬁﬁ ABTEERE - 2
EABEEXHEARENHEARNB BEDR o

. LA
vserver cifs share show Ba< ©

LU BRI %04 T8HE ) B9 ABE SMB HH ~ BBEA /sales £ SVM VST £ o HABIEEIIF access-

based-enumeration fiAHEERSA :
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clusterl::> vserver cifs share create -vserver vsl

/sales

-share-properties access-based-

enumeration,oplocks,browsable, changenotify

clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

-share-name sales

vsl

sales

VSl

/sales
access-based-enumeration
oplocks

browsable

changenotify

enable

Everyone / Full Control

manual

standard

THNEHIFILE access-based-enumeration iTNBHAZESLA [data2 | By SMB HAE :

-share-name sales

-path

clusterl::> vserver cifs share properties add -vserver vsl -share-name

data2 -share-properties access-based-enumeration

clusterl::> vserver cifs share show -vserver vsl

share-name, share-properties

-share-name data?2

server share-name share-properties
vsl data?
MERAER

g RIRESMBREAE FMEARS

Windows 3 R iR R ElE A ZEREL S 82

SR At Windows B P iR SIS FASMBE A ERUTFERELSIER (ABE) - iEfGE

ECIFSfRAkAZENAIRELLHARE ©

-fields
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@ o abecmd Windows Server 1 Windows AP imHIETAR AR H AR « E=&EWindows Server
2008H9—32F 4> © Windows Server 2008z 1B ARFEE 1 2020FE1H14BARLE ©

1. 28 ABE B9 Windows FBPIg#I A F5E5< | abecmd [/enable | /disable] [/server
CIFS server name] {/all | share name}

MBEZRNNEN « 5F2B abecnd 8% ~ 552 H Windows AR i 4 ©

NFSHISMBHEZE K B & dn Bk 4

NFSEISMBHEZH B igmp A4 4aE

EZM B R IEHECRAN AP IR EX£ R RMIEZHBEHEIGE - LURONTAP 115
EMBRIE EMNESHRE ©

VE%E AW 2 P B R E 518 ¢

* ERLEAERANTT
* IEFRRBIANEHRE

RIFZITHRAVE T « TEEZE - BiFMqtree B BHNZNIITAEF T - ONTAP ONTAP

EXR B RLEAUERNF T
MREIERBERNEIEERRNA P RFIERNE R « AIRERAMEFEZERRHFERNF

771_—‘0

BN ~ NREFEAUNIXGRIIERH B ER « FOELEPERDR (1) ~ BAEMS—DOSHERI BHBERR
SREFERD - BRAMFTHRFIREERZAME  F2RAFPRFERRIRAXE ~ UBSERRLEFT
BYSFAIERN o

ZEERHERIETERMBRLENED NS

RN B ABIANFSAR REDANE « HSMBARmRIREBDOA/NS ~ BRNFHF

& - B ARMSEERHERENTE « WREEIISMBHAE RS E RIS U RFI
FRBREME - AIAEREERERI1TE) ©

N5 SMB FF ISR L AME testdir » SMB I NFS ARSI ER LIRS testdir o B 1
2 SMB fEREBE R B8 TESTDIR » RAFEMZLE > ERHR SMB A1 > ZRBEAE

1E ° W1 NFS ERAENRET AR B TESTDIR'NFS fl SMB AFm&URES BT EHREHE « NTF
M .

* g0 ~ £ NFS BRiR L ~ G 2EIMEB LB EEEILD testdir M TESTDIR ° B BIRABED K
JINET o

* SMBRFIR{EA8. 3R MRENEME R} - —(ER A ERIERRE - HttBEE5K8.31E% °
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° £ SMB FHPig L « 82 EE testdir M TESTDI~1 ©

° ONTAP &1 TESTDI~1 A& mE B iR B it o

FERRERT « G ATERISERHFERMSE (SYM) ERNHABER « (£/A8 3RMRIEEHL AR

3 o

[ ~ 41R SMB AR IREEIHEEE test. txt > SMB M NFS AR IR S EREAMETA text . txt o R
i@ ~ R SMB EAEHRESEIL Test. txt » FAFHERZRE » BRHI SMB BR iR » ZHEERE
1E ° W1 NFS EAEHREUBRIVER Testtxt'NFS fl SMB AR & UFRS B MERZHE ~ MTFATR

* ENFS ARIn L ~ S EEIMEERELBEEREIA » test. txt M Test. txt » ARXHFBED KN
=

* SMBAFPIRFEAS.ILBHRENEMEIER - —(EIEREEMERLT - HERZI5K8.31EH °
° £ SMB AP L ~ 82 EEF test.txt M TEST~1.TXT ©

° ONTAP &3 TEST~1.TXT iR LB ENiEMEEEE o

() DRCSEMvever CFSTIHERSMARMERTTHE  ABHTEIANRHWindows
EHGERESANE o
gnfeIfE A LEIhRERE AL AE AN B &% A TEONTAP

EEAAESMBAF IRFER B ERH ~ M AIEINZ I M ERER B 558 | [RiA
Ry RTEH8. 3B TVRIRTE - ONTAP

HERNEHREEB/ \EF Tl =AF TRERMRE (18%) - ONTAP BIZEES IEIMAE « MITFA
M .

* MNRLEEENEFTT ~ A EFRBIERS B BMR A7 NMEFTT
c EEEERZRIERLBRRN—EXZEH#HFT (R—IhH) - ELELBEREEEFTEEE— o
MRAAE REU ERELRBMERTIERE - MERL (SRR BRI —E o
* MREEER - AgRaIELEEA=EFT -
FIEn ~ N NFS R IRIEI A ABIMEZE specifications.html > B ONTAP ZiIH 8.3 tiRIERLTES
specif~1.htm o YNRILZFBELTEE « ONTAP BITEIER L BEERFEARRERARSE o FIE0 ~ 1R NFS BRE

IRt ERT S —ERAESR specifications new.html"’ B 8.3 &K specifications new.html
& specif~2.htme°

WRIERIEZ (I TAEIEZE ~ BEkMqtree L TEONTAP

WS IRAMTTHERIUTF-84RES R MRS ~ BB RERESEAZESTE (BMP) LS
ZA—IEEB) F roRIAER « BErIEHARATE - ONTAPTERHEARAF « EEMRFIUEIER
L EFEGEIRIEPIERRER

EERIA 4 {iyc4E UTF-8 ARPELTBRYS IR ~ BIfERRRY utf8mb4 SESUHE vserver Ml volume SRS RS o
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BT ER—EA N EILFAIVolume :

o Hlrhzre

REBE -language B | volume create -language utf8mb4 {..}

* #7K Volume -language SVM FIRY3EEIE ~ IEETEE SHEHEIBER T BN | vserver [create|modify]
-language utf8mb4 {..} “volume create {..}

* 7 ONTAP 9.6 RERRRZAF « B HERIRER Volume MALIE utf8Bmb4d ; IRABEILFTAY utf8mb4 Fisk
W& ~ AR FERRPIREEART BEREER -

A AR SVMELEIS utf8mb4 37 4% ~ (BIRAHERE (1R E HIRIGEE S U5 -

MRIEFEFRRIZ ONTAP 9.7P1 BUEThRZS ~ ERTLUEB SR ERIEDL utfBmbd RIRAHIEE - NFBFHEE
# ~ F2HE "EE I UTE ONTAP I BEE Volume 585 7" ©

* £ ONTAP 9.8 B8 ~ &R LAfER [-language <Language code>] % Volume sBS1¢ *.UTF-8 E#E A
utf8mb4 FI BB o HEETE Volume BIEES ~ FRHIAR "NetAppziE" o

()  EsTBERMITAR-8FTEHLUNGTE -

* FEWindowsiERAMEAREN T « BESEA16MITHIR—IFEHIER (UTF-16) RERTMH—IEFTE
K~ EERSTTHR— BT (UTF-8) HINFSIERARPRARFE—IEFTER -

EBITIRA S T ARASAIRRZAS A ~ Windows A B imFrEII %8 (B1EUTF-168EhF ) SIEMEERGH
fiwindows A B i « BEAZ IEREZABANRNFSHEHRAIUTF-8 - ONTAPEHM « EEIINFSHB RS
HMESAUTF-8ARF T » I A EREEABEANRWindows B R IRRIUTF-16 ©

* BIGEHITONTAP B2 AMEENHRF THRMA LEITIERBERFONTAP « NEZERRATE « WELIE
RMHIE R EEER ©

ARB RIS « FEERLEPERERBMPF T « BREBMITFIT « HFARONTAP ERRASE (SHEH
hR7S) o

TEONTAP IhEERIFALA « qtreeaTBHR AFFERR—IBF T ©

* EAILAEH volume gtree MR ARTIRAAEBIBERENKRERIEN gtree 2TFF ©
* qree B FBOI U B LM TAENA—BERINF T ~ FIMBEXFHXFTT °
* ERRAAREZEIRAH ~ EZEGFEABMPFT (WHE I MUASMEMITTAERTEIFIT) ONTAP ©
TR Z ATAYRRA P ~ qtree REAEEMNR R I UE Eqtree I BB H—IEFTHIE RS
@ 8 o ONTAP © volume show BXMIEEAA UTF-8 EBERTER  n S B ERETNELY
8 o i ~ MR VolumerEE AR BUTF-8:ESREZ— ~ HIEEAHBENFSERABRET
R RCHFELEEESD o
* 195K FEHARAT « tNRqtreefii i EXAutf8mb4fIVolumed ~ BllgtreeaiBh X #2411 TTARF TT ©
R E MR E _FSMBIERATBEEZENF THE
NFSHBPImeI I 1EZELTE « EHRaSHSMBA P mfFELEEWindowsERIE T EM N F
70 © SR LIS EH IR & _ R ABEEN T THIE « :ZZSMBR R IREMEEINFSETE ~ &
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vserver cifs character-mapping create -vserver vserver name -volume volume name
-mapping mapping text, ..

HESSU 1 DRHRRERFTEHBE - BEFREUT/NEURFEARNR—EFIT - g : 3¢
E03C o+

BEENFS—EE mapping_text UERDIRNVEHZEEEZEZ NFS FohI+7 E(UfE - FEER SMB
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clusterl::> vserver cifs character-mapping create -volume data -mapping
3c:el’c,3e:£17d,2a:£745
clusterl::> vserver cifs character-mapping show

Vserver Volume Name Character Mapping
vsl data 3c:el7c, 3e:fl7d, 2a:f£745
TERAE
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RVl E S vserver cifs character-mapping create
BT ERF o HERMERIE vserver cifs character-mapping show
EIRBEIERF T HE vserver cifs character-mapping modify
fFRIESEF T vserver cifs character-mapping delete
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