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* B =AVSSI2R A8 BIThAE

FFEPERAERTINAE ~ H{EMAHyper-V over SMBREA ZRAFIERITERER - ONTAP
IEBEIB(EESVM_EZ 71 « {£7EHyper-V over SMBAHEAS E2 718 o ILBEIE/ESVM LTER AR

* REBRERBERE

REMNBEIERIEERETEREREENER RIS ERNEERE LR

IEEETE(EESVM L 18 ~ {B7EHyper-V over SMBARAE 37 1% o ILEETETESVM LFER AR

* ASERRBEHENSERE ST

YNREA ~ BUNIXEREBEBEWIndowsERELBIARZES (FlilvJoe) RERAERFT (*) HE
EWindowsHHiHEFERONTAP ~ BT AR EREENEEFRSIEELRE - THEHEESSMB
AIAR2S E AR A R4

BT ESLREENMEEEZ - BHILURERIFIVEEEIEE - MRBAILEREERERITIE
B lEERAREFNBERNTZENRERELES -

AR AR AL IR LB EHEES o

* RERERBEEEAN

R M EIE A R ISR E UL TTAE A BB NIAER R A EEE A/ - ONTAP LUEBSMBA FiRElER o IHEEAM
EERE : 4096 F1 512 o FERRIEA 4096 © EAIRERERILERRA 512 R Windows FERREEX1E
512 ITAEMIRE A/ ©

* BUAE=RABRETFEES!
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EYFRLLEIE TR IS E AR ZEUES] (DAC) RIFESMBIAIARES LAY « EIEERAEIZREAFREFIR
A~ DU ERBARIYAREBFEFREFIR o ILEBTERAEA

IEEIREESVM ER IR o

* REARE TIERERNEFERT (REIE®R)

RIEUERARE RS LERRNEFIRE - BERVBERARERERE - RIFER - ELERERER
HR R o

* TEBUNIXERZ2MNEIRE FRUASSANTFS ACLIVZIR (UNIXZERMIREHABUNIXERZE

MRS L2 EHRE)

E s ERILEIET R EMAASMBRE R 2 EBUNIXEE M Z RN ERIRAERZ M - R
FAONTAP LEIHAE « BIERANTFS ACLIE BB UNIXEZ 2 MM E PRIEZRMERIK « BRABEANTFSIE
ZLZ2M o NREHONTAP ~ AIERREERZ2MNERT  iSUNIXZ 2 4R E BB A FATHIRSR
& o RIETESS « MIEEELINTFS ACLIINTFSIEZE LR M 2R o

* RY A= A SMB1REHK T AE

EXFILLINAEFT R E{CONTAP EEFAERMBHEAEIEEAE « IAHITHRBMBAEZER - EMmEsSvB
2.xF1SMB 3.0BY34AE © fkTEER ~ SMBIRFKINAEE R o ILEIREEAINEASMB 2.xBL ERTARARYZELR o

* BYFEE{ZFUNIX#EFEINRE

B FA It 3818 ] £ SMB{RIAR 28 _E B UNIXIEFRINAE o UNIXIEFEIHAE Al A SMBEEIH ERE/RPOSIX / UNIXEE
B2t o WEEERAER -

MREIRIBEFAUNIXESMBAEE R (fliiMac OSXFEE) -~ BIFEZEXAAUNIXIETEINEE o BUAAUNIXIE
FEIIRE R :ESMB1AIAR 2§ B ESMBiE Posix / UNIXZ 2 EEEHFIUNIXE B i ~ AABEBLZ 2B NS
APOSIX / UNIXZ 2 o

* MARERHBELEESXIE

EXFRILETR AR SMB R AR =S # ¥ A AE R BT S - RUAILERNESERT
LS #EITERI(ESR false ©

i

A LEH8.3ERMRESR ©

* RREERYEBEESDFS AR

B e {Z AL EIER R ESMBEIRES 2T BB AEAR EHEAAISMB 2. xHISMB 3.0 P iRESDFSINEE o 11
B {ESMBIZEXRIRTSEE4LES « (FFADFSEE /T - ONTAPYIRENA « BERE T RVAMTSEELZE ~ SMBAAR
SS—EFBEEDFSIIAE o MMRIEA ~ SMBAfREE R EEH P ImEF ERAREEFIRNEAR - 788
% TDFSIHRE] o

* RESMBELEL LR

€ ONTAP 9.4 %8 ~ BRE -max-credits BEIAARICTE AP nMEAREI T SMB ARk 2 SiERThRAHT -
R SMB iR L 2R FTHRHBHE - TARER 128 ©

* *RUFAE{F RSB EE T 1R
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E%F8 -is-multichannel-enabled ONTAP 9.4 KEHARASHRYEIER:E SMB AR T2 EREHA RN
LEPEEER NIC B ~ BB — SMB T{ERERIRII ZEELR - ERMAI S RIEEN BT o IE2EMTE



%{E% false o
ERFESMBZ@ERF ~ Kt LUIEE T2 !

© BEZEETIFRERAFFHNRAERE - IL2HAVFERES 32 ©
© SEZREIFREPMESHERTEHE LR - IL2HEITERES 256 °

% E ONTAP SMB {alfR23i5E1E
e U ERFEREES (SVM) EEIISMB{EiRzs 2 &  PElFR ESMBAIAREsEE1E ©

1. BITFRERRIEN(E -

MR IEERESMBfRIARESEIE. .. BWAT...
SIEEREIRELR vserver cifs options modify -vserver

vserver name options

EMSHEPR B4R a. set -privilege advanced

b. vserver cifs options modify
-vserver vserver name options

C. set -privilege admin

WES 2 EERONTAP BRI R E SMB AlAR2SZEIENEEAE "vserver cifs options modify B3l » FF2
B o

% ONTAP SMB fERER T#2E UNIX 8#4H) R

BMEBANSMBEREFNZIERZNERE « LA UREIEE « IR FEHBEFIUEEEK
B ERAVREIR o

1. BHERBREAER | set -privilege advanced
2. MBERTEEFUNIXEHBREIR

NREEE BART
EMEERETEIEZENIEES - heEFEUERE M E  vserver cifs options modify —grant-
B% ~ WUENISBHAARERR unix-group-perms-to-others true

BMEEAERBIERNERE « 1A ERERS B vserver cifs options modify -grant-
BYTFEAE ~ LABSBHAERERR unix-group-perms-to-others false

3. HEERERIBREAFIERNE | vserver cifs options show —-fields grant-unix-group-perms-
to-others
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4. RE|EIEHERIELR - set -privilege admin

AELEAERT ONTAP SMB 7ZEUES!

RIETER ~ B« RESRIERE (WA _nulfERE ) IUEFEER LA EEN
A LA FA SMBRI AR A3 E IR R R E B4 £ AEBVFEURS!

RAREIETIIE
° -restrict-anonymous SMB fAlfR2SEIEH FER RestrictAnonymous Windows FIFYEERIER o

E R EAE AT LUEHEERR _ERIWindows E 5 HEFI B E RN AR EN  LEEAELENFAEN kAR
AN AR - A LUEE N ZEFRIRGIRE 2 — RIEEFIEL ERENEFR

BE =R EH

no-restriction (FE&R) FIEEELFEENFEPRS
no-enumeration IEEERERFEREETIIE -
no-access IEEEAFERENFIR ZIRES] o

1. R BRRAER | set -privilege advanced

A ] = 22 . . . . .
2. REMRFIER/EKRTE | vserver cifs options modify -vserver vserver name -restrict
—anonymous {no-restriction|no-enumeration|no-access}

3. MERREEIER EAFTEMME | vserver cifs options show -vserver vserver name

4. ROIEIBHERELR : set -privilege admin
HERAE
o] YRR 28 1E
BRI ESMBAE B IHRHUNIXZ 2 BB R ERR 214
BEARUN{ATHE ONTAP HERZ2 M 21045 SMB AF i% » LES UNIX Z2 4BV &R

(AT B S S FIGNTFS ACL2IRASMBR R IATTHAE « FORIBIFISMBA S /R
RUNXR2RERNERED - SELTHAEE - CEZRRNMSEREAEE
TREDE ©

IRIETEEE « ONTAP iFUNIXZ 2 BVHEIEE _EAJUNIXAERRLANTFS ACLIE N 2IR4ASMBAE B IR - LB RERE
A~ B3E

(ailF

* GBEEA (WindowsPZ | SRR (220 23 REHIRIRRABBUNIXHER o

ANRUNIXRFERRFFULIESR ~ EREEEWindows A R IRIECHHETR o AR « SEZEE AR RIEERR
BiE ~ AAUNIXRR R ARFTLEEZE o LEPRFITIRA LESMBR P in BB EAE R E KL K LS ERIUNIXHERR o
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s FAEFERELEWindowsEREZR (H¥Microsoft Office) RAREER{EFEFUNIXLZ R EREE FAVE
Z » ONTAP M ELEARERD « ERITHFIEER - WARZUNIXER

s RIRIBARBLEWindowsE BIE N TERR S :BENE FRE FATEEAINTFS ACL ©
ERLLERT « Eolfe 2 EEERBUNIXHERZ2IRANTFS ACLRIIHAE © ANR{EALEINAE ~ ONTAP BIHEUNIX
Z 2 AIR & BT ASMBA P IRIIFATHARE © (SAISE S ERUNIXZ 2 B E UFATHIEEMF 2R
4SMBA P IR EREIEHRIT -

s IBABETEUNIXA P i L AEMI RSB UNIXHEERR ©

ESMBAFIE EHBUNIXZ2RIHIRER « T22%) REIRBREEER - HENERELFRUTA
ERERPERRABIUE

* [CIEFEEASMB EREAE « EFIBVERMERIR ERRENTFS ACL ~ IRERHIFUNIXZ 2 BUHIR
& - RIIELERAEARTET RN

INRONTAP Bt EiRE2A TFAT) ~ FRAREAMAZEHEEACL o
R

* ZFlexVol RE& LR E LB HRT

* Fqtree LR EZ MR

N

5 7E NTFS ACL 2I7%; ONTAP SMB FFiHLLENS UNIX 224 RE R
AR UNIXZZ2 R ER (UNIXZ2REREFRES X Z2EHIRE - LUIKRUNIXERL
Z2M) -~ BYRSERAENTFS ACLEIR4SMBA R IRRYIHAE o

RIRERI(E

YNRESAAULEEIR ~ ONTAP HIIRE BB MUNIXZ 2RI BVHERE ERUERMNERIK « 2IRIGSMBAR IR - 11E
fEFANTFS ACL ° YRR ILEEIR « HIRE & UFATHIRE NN 2IR4GSMBR R I o TAR A MSMBA A in#E
TRNTFS ACL °

HER
1. BHEIRBARRAER | set -privilege advanced

2. 3% UNIX NTFS ACL ¥EIERE - vserver cifs options modify -vserver vserver name -is
-unix-nt-acl-enabled {truel|false}

3. MESDEIREAFNEMME | vserver cifs options show -vserver vserver name
g

4. RO ERHEREBA . set -privilege admin

BEARUN{AT{RSS ONTAP SMB FlexVol FAHEE Y UNIX HEFR

EWindowsFEBIZ 4R EE I 77 H Al B B UNIXHEPRAIFlexVol tE£ZEEFONTAP ~ ENAJ{R
BEUNIXHER

EWindows i P ERE AR URE R AFERR - FISEIERNZ2ERS « BIIHNEFE « KELR
AEREEHEE RESEFERHRIBERSE -

EWindows R I HITEZ 2 AT EHR « TIREITTE2RRUNIXIERRIZIBACL © ILEBACLEIE—BRIZ
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EWindowsfERIE N EHERER « REBIEZENUNIXER « URBFREEMNEZAEBFHEBERUNIXER o NEREE
BIACLEREEEIFRINTFS ACL © ONTAP

BRARUN{AIEFAE At ONTAP SMB falfR238Y Windows Z& 4R 5|1RH 2K EIE UNIX #ER

MREEREBEREERN L2 A HEESSVM LM gtree™ ~ BRIBIEZR I B RIRAIUNIXIERR
AL ERWindows AP iR R TZ2M) REIEER - 3iFE ~ eI UERRIEH AR
FEWindows ACLEYFERTER o
* {EEUNIXHER
EELUER TWindowsZ 21 R EHRIBERETRANL 2 MR E K qtreeBFIUNIXAER o IR
EAWindowsZ 214 + 23 [{ZHAREBUNIXIEIR « BN AL BRTEREENIREACE (BggE(ITs
50) ~ AREBEITEE o NE T AT LUERE AR E TR o

MREAEEIR ~ eI U BEFEEFRFINUID ~ GIDFEM (B LEARAMNEMA) FIURIER © F
a0 ~ MNEREETBIUIDE B r-x1ER ~ SR LIS UIDERREE rwx o

* RUNIXIEREERZNTFSHERR

TR AR TWindowsZ 211 R5I1RE  HUNIXZE2MNHERA R ESR L2 MR MIREKqtree
FIWindowsZ 24 « HPEZMBERREBUNIXERNZE2 M

EABESLBIRFTAY HBUNIXEERIEE ~ A SEREELAFIERNWindowsfEFREMEHAEYIH o SRR R
EWindows{EREMELAEYIE LR ENTFSEIACL « REBFRFABUNIXZ 24 ~ WiEWindows{EREF
BHAMMEE R a2 M RMIEE T gtree PRIER I E R K « B ERHER K ENERZ2 MR
REUNIXEEANTFS o

EEERIRRERR « FERMWindows{TA B E L& B EBEIFIE FERKMESE - At - MREREE
Z2MEANEEERBIFEFERK - FERKMESE AN B EEEEETEAFRENRIE °

EIESMBElirzs Z 2 MRTE
BEFRAN{AIEZIE ONTAP SMB A P imEass

ERE BT HSMBRIARZIFTE A4S EREE « 7 BEIE I SMBELRRZEESVM LFIEME
¥l o SMB{EIfRBS L IBEMIEER:E /5% © KerberosFINTLM ({Z7ENTLMvIEENTLMv2Z R

) © Kerberosig AN ExsE i A& BITERR /574 ©

KerberosEi:%

B ESEERISMB LIEPSERET ~ S23EKerberosf&zE © ONTAP

KerberosigActive Directoryf F EE3BARTS © Kerberosfalfk2s s Kerberos &g &ML (Kde) BRFEE7EActive

Directory P {#77 R HEINZ 24 /R B AIMERAE A - EANTLMER RERIZ - Active Directory i B ima 8B 85—
EIS (BlunSMBfRIARSS) I TEPFSER AR B ARKAC U ES H T ERSERSD:E ©

NTLM E&:5

LB AR - IRBEAEEBEBHNHZAN « ERNEOEEHIRERTANTLMA R iREEE o
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YNREREERAE Windows EFRERF I SMB E4% ~ BIERE(FEEH SMB AARSSER NTLMv2 £4
TR °

A% ONTAP SVM XERIE#HREHY SMB ARSI Z 24 RE

I SVM ZH ~ SERHREAKERERNM - BEREGREEDHA (-identity
~-preserve HEIHLEA false 7 SnapMirror 2B5EHR) ~ RFEZANE W AI7E B AVt SVM
FEIE SMB AfRBEEMRRE ©

* FFFRRBISMBERSGZZ EMREFAGEREIBAIM -

ECEERISVM_ L2 7 SMBAIARESFT « FIASMBARSZEMREH GRATERE - ESVMKEMER
RYAIAME ~ EMEERELE » 2KIR LHNSMBRIRSBZE MR EFAEER T BRI o

* A BEFENREIETERAISMBRAREI Z 2R TE ©
MREIEHIRESVM LR TE 7 IFFERISMBAIARZ Z 2 M 5% E ~ BINBEBRIMSVME R:ER (SnapMirror
RARTEIZ &) 2%« EEM EFERESEHERRE °

Z8/~ ONTAP SMB fEfR2sZ 2 M & EERIE

TR IR HFEREEE (SYM) LEERSMBRIRSZEIERERMERMER o A UERLE
Bl REREZE R ERTIERE °

RIRERI(E

TR E2ERE AT UZRZHTER(E « hEIUZZEBONTAP ERFIZCLIZLEA Active DirectoryB¥4H/R A
Wt (GPO) REMIEFARIE °

HNEH vserver cifs security show T{EEHERTIH SMB ERSINM S ~ EAARLEEIEEY o

1. MIT TR EHP—IESE :

MRETREBETER.. AIEH BAML...
FEESVM LHFIELZ 2R TE vserver cifs security show -vserver

vserver name

K

SVM_ MR ELZE MR EHRTE vserver cifs security show -vserver
vserver name -fields [fieldname,...]

EEIMEA -fields 2 SRIEEE] (SR MPLEAENL o

gl
THEHIFERSVM VSTHFIE L2 MRE !
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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew:

Kerberos Ticket Age:

Kerberos Renewal Age:

Kerberos KDC Timeout:

Is Signing Required:

Is Password Complexity Required:

Use start tls For AD LDAP connection:

Is AES Encryption Enabled:

LM Compatibility Level:

Is SMB Encryption Required:

Client Session Security:

SMB1 Enabled for DC Connections:

SMB2 Enabled for DC Connections:

LDAP Referral Enabled For AD LDAP connections:
Use LDAPS for AD LDAP connection:

Encryption is required for DC Connections:
AES session key enabled for NetLogon channel:
Try Channel Binding For AD LDAP Connections:

AR~ BMBREBURITBITONTAP FRATRRZS

LU T EFIZERSVM VS189KerberosEFtE1RF -

5 minutes

10 hours

7 days

3 seconds
false

true

false

false
Im-ntlm-ntlmv2-krb
false

none

false
system-default
false

false

false

false

false

clusterl::> vserver cifs security show -vserver vsl -fields kerberos-

clock-skew

vserver kerberos-clock-skew

e
BB RGPOHRERRIE

A7 SMB &R E ONTAP RI5EME

FREBNVEISEME R AHETFERKSE (SVM) ERNAESVBEREREESNEZ 2T - TR
R GRUAPTRIVENSEMETISE - SR UBER{EAILE/MEUA o

R Z Al

WATECIFSRIARES LRI AR ERE « SEEHEMAEERERE
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MRSEET
() st TrBEERER vserver cifs security modify CIFS MIREHHS » EAR

\\\\\

1. MIT TR HP—IBHE -

MRICERAESMBERENZIBEMEZIIFIE WAGS..

ERUB vserver cifs security modify -vserver
vserver name -is-password-complexity
-required true

2158 vserver cifs security modify -vserver
vserver name -is-password-complexity
-required false

2. BRSBTS EMENZE 2 MRE | vserver cifs security show -vserver vserver name

gl
LR EBHIFET « SVM VST A SMBERE ERMAB VN ENZISEME !

clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required

e
* BTARARSZERENER
© THEAH AR R AEHE
* BHEERETERS
* BEAEEREIRPEN

{&2% ONTAP SMB friR2s Kerberos Z2 4R E

e LUE R LECIFS{aliReSKerberosZ 2 MR € ~ BiE A sFHIKerberosRFERIZ AT L
R ~ KerberosZ:5 510 ~ UREHREBENRH LR o

BAREETLF
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fERIEX CIFS {afkes Kerberos i85 vserver cifs security modify iR RE
HIFERHIS (SVM) EMERTE -vserver 88 o

&AL E R Active DirectoryBH48RBI¥114+ (GPO)

IR R fEERYEE—
L

BB RE—{EActive Directory#8isi 2 2 5% EFTASVMBIKerberosZ 2 4R E ©

1. T TFH—HZIESE :

MREHE

IETE SEFHY Kerberos FHERERREI LR (U9 iEA
B (9.13.1 BeEHhRA) =) (9.12.1 HEFHAR
&) o

o

LUNBEABEII5EKerberosZ 53

=0
=09

EE B BRI LR -

1EEKDC_ERYENin
AERER o

Bk ~ ZBFIAKDCHEEIRT

2. EgtBKerberosZ 2 MR E :

A

BmA...

vserver cifs security modify -vserver
vserver name -kerberos-clock-skew
integer in minutes

7458 ©

FARERE

vserver cifs security modify -vserver
vserver name -kerberos-ticket-age
integer in hours

TRERERTE #4310/ VB o

vserver cifs security modify -vserver
vserver name -—-kerberos-renew-age
integer in days

vserver cifs security modify -vserver
vserver name -kerberos-kdc-timeout
integer in seconds

vserver cifs security show -vserver vserver name

gl

T5&EfEKerberosZ 2143

Eill
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clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Im-ntlm-ntlmv2-krb
Is SMB Encryption Required: false

FERAER
" ARARSEZERENER"

"X IRHIGPO"

"REERBH E R ECIFSRAREE"

% ONTAP SMB ARSI REREELZZER

ol U 7FESMBfEARES L ESMBEIARESHIRBELZZMELR (HhF8%_LMCompatibilityLevel
) ~ UFESMBARIREFEINNEEZEMENR - RIEZZ2EHKESMBREIIRESESMBAE Al
ESNZ2 RN RERS
RIRIETET(E
@ « TYEBHARRPHISMBARSELENTLMERE o FAziEKerberosEis o
* LMCompatibilityLeve (£ i SMBF B inER:E « NEAN BIRERE o

AR RBEELEEBRRASNEENZEMERZ— -

&E s5iPH

Im-ntlm-ntlmv2-krb (F8:%) (FBEEEIIS (SVM) 1#ZLM ~ NTLM ~ NTLMv2
BiKerberosEgsEZ 21 o

ntlm-ntlmv2-krb SVMEIZEZNTLM ~ NTLMv2&KerberosEizE L4
% o SVMIBABLMERES ©
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BfE siLPH

ntlmv2-krb SVMIZEZNTLMv2H1KerberosEizEZ 24 - SVMIE
(BLMAINTLMERES o

krb SVM1E1EF Kerberoskizg Z 2 - SVMEIELELM
 NTLMAENTLMv2EE:S o

1. RERBEELZREMR . vserver cifs security modify -vserver vserver name -1lm
—-compatibility-level {lm-ntlm-ntlmv2-krb|ntlm-ntlmv2-krb|ntlmv2-krb|krb}

2. BB LR B TERAPFIERER | vserver cifs security show -vserver vserver name

HERIE
AE Kerberos BEECE AES IN%

fEF8 AES N » %4 Kerberos B3B8 E3R AR ONTAP SMB 214

27 LUKerberos A EBEREIRHFERANZ 2N « 8] ESMB{aEiR2S L EXFHAES-256
FMAES-12811% - 1RIEFER « EEESVM_EEISMBRIREEREF « = RERINZIESE

(AES) MNZ o CAEREITRESI T D F FHAESINZ Pt Hasa KREZ 2 o
SMBHIKerberostBRIiE 21ESVM_E 22 37 SMBAIRRISHART « MR SMB I VERSEL 28 E R ELHARSE R - SMBfRIARSS
F1ETFKerberosi@ NN 4EHY .

« AES 256

« AES 128

paed

° 6
* RC4-HMAC

MREREFARENZEMMELEREITKerberosiBH ~ EREZTESVM LRAFBAESIIZ 2R ETKerberosi@
afl e

B3 SMBIRIARASE  AIEIEHIES S 7EActive Directory I BEf&IR A o LR « KdcE ST EHZRIRP BIINZE D)
fE - 2% ~ FERSERMBEIRME B R infERE R R Ak B R aIRERE

FEONTAP (ZIBERL) 9.12.158%A « oI LIS E EMActive Directory (AD) kdci@EHININZZEER! o & a] U
“-advertised-enc-types EIEZR N ERAVINZLEE! » el UFEREREHRSAIMELER - BEINAEAER
Kerberos RYiE:ECE AES HN%3" ©

SMB 3.0#2fttintel AESHT#5< (Intel AES NI) ~ AIREBAESER L ~ WA IENERIESRRYIER
@ MERB RN o #SMB 3.3.188%4 ~ AES-120-GCMEVXAES-120-CCMsfi 2 SMBINZA R {55 A Ay
EEEE

HERIEN
ERERSERZERE
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enable-disable-aes-encryption-kerberos-task.html

75 ONTAP SMB Kerberos @5 E AES IN%%

EEHM AL Kerberos ZERIVENFMRHNRBARZEMY « [BFEZTE SMB EiR2s LFEA
AES-256 Fl1 AES-128 N1Z% o 1£ ONTAP 9.13.1 BH%4 ~ B2 & RYA AES 13 o INRIEFFH
YSMBfrIARESEEEVAESHNZZEER! « LU{EELActive Directory (AD) kdci{TKerberosfliE
# ~ SR LS BAESHIZ ©

SETERENE AES % ~ UK B2 BRI LUEIZISENZFEE « BURNEHY ONTAP RS o

HkZSONTAP AES MMZEERA ... R LUEE N ZELEES ?
9.13.1 KEHhRAs (DSEE =R

9.12.1 FE =Ry

9.11.1 RERIRAE FH £

{EONTAP IHEEZ $EHY9.12.158%8 ~ AESINEZ G FEHAEEFMER ~advertised-enc-types #IE ~ AJ:EIEE
BELAD KAcHININZEEY o TEERERES rcd Hl des » (BEEISEAESIERES » T EEUBAESINE © AT AR
BEIERAFME(Z A ETSAIRCAFDESINZREEEY o 7£ ONTAP 9.11.1 RERRRAH « ENBEH -is-aes
-encryption-enabled BXAFEHAESIIZRRYIEIS « BIZIEEMELER o

A TIERREM « AFERESE (SVM) EESTIENAESTRMERR « #BADPRIKBRIRA TN - BFER
AR EaIWSRIRPREMBEN (OU) NAMKEIEADE °

R SVM REAKHMER B « MZBRIMAERES DA (-identity-preserve ERRES

false TE SnapMirror ZBEEAH) - JEFEER SMB AR Z 2 MR EAGER B /M - NRIEBERIE SVM £
B F3 AES INZ ~ BIRAZEFBIRIA ©
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g 1. TR

FHHRZXONTAP
1. $IT I EAPh—IEEE :

MR EFHEKerberosBEHHIAESIIE L. .. WAL...
ERA vserver cifs security modify

-vserver vserver name -advertised
—enc-types aes-128,aes-256

B2FHA vserver cifs security modify
-vserver vserver name -advertised
-enc-types des,rc4

MizE : The -is-aes-encryption-enabled EIBEONTAP EFIRAF EBEF « AISEZ1EEHARAE
FRFERR o

2. BREREERMANEHAESINE ¢ vserver cifs security show -vserver vserver name
-fields advertised-enc-types

&)
LUTFEHRIA SVM VS1 89 SMB fRIARESELER AES N3350 .

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256

THEHI AT /SVM VS2_ERISMBRIARZZEIAAESINEZ LR - R FIRTRAEESH A B ZSMBER:S
ZOUREIEADSIE o

24



clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc

-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-

enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

EHHR4ONTAP
1. $IT Y E AP —IEEE :

MR EFHEKerberosBEHHIAESINEHELEL. .. BWAL...
ERA vserver cifs security modify

-vserver vserver name -is-aes
-encryption-enabled true

25 vserver cifs security modify
-vserver vserver name -is-aes
-encryption-enabled false

2. BRERTERMANEAAESINGE | vserver cifs security show -vserver vserver name

-fields is-aes-encryption-enabled

° is-aes-encryption-enabled H{IFEENEETR true MR EENFE AES % ~ B false MNREE
}EH o

Ll
AT IR 4 SVM VS1 ERY SMB falAR2ZSRRFAE AES Nz 4asY !
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clusterl::> vserver cifs security modify -vserver vsl -is-aes
—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-
encryption-enabled

vserver 1s-aes-encryption-enabled

THRAAASVM VS2 EHISMBRRSABAESIEEE - RAERTAMEZRHA S ESVBAMRS
Z QU EIZADIESS -

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

FERAER
"HEERE R A EREBEEAEE"

fEFASMBEZ R CERZ 2

BRARUN{AIE A ONTAP SMB Bk iGa ik L2

SMBEE A BN E(RSMBRIARZ L P s Z B REAE R EFE « Wrlfh It EEK
B2 o IR1ETERONTAP ~ EAHFPIHREX « TESMBEE - IE ~ HFEIEE A LUESMBE
AR2s R EAEESMBEE ©
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% T CIFS{alAREISMBZEE L 2 4R E Z 9 » WindowsF P i EHIM{ESMBEE Rt &
=R P iR ECIFSRI RS Z RVEBUZEE - KA UREREFRH R RIRTE °

R iESMBRAIZZEBWindows A L2 2 1H [RAIRERIZES] « BLEREREAMicrosoft EIEE1ES (MMC)
X Active Directory GPOKEE ° WFE A FixSMBEZH L 24 MRERFFMAE « 552 /FMicrosoft WindowsX
o

LU ZMicrosoftFl P i E MitESMBzE Z R AIAYERER -

* Microsoft network client: Digitally sign communications (if server agrees)

b2 R AT HERI2 % BUAR A R iR BISMBRE B INAE - Fam AR - ERPIREAILRER « ECIFSREARSRIA
P in@sRBUR I CIFSfAARES_ EAISMBEERTE °

®* Microsoft network client: Digitally sign communications (always)

I TE FIEHI A P iR S % 2SMBREE 7 el AR BN - AR AEA - ERRIH LERLRER « SMB
BETAGRENRAFEREME Microsoft network client: Digitally sign communications
(1f server agrees) M CIFS {aAlfR2s EAYERTE

@ MREHNIRIEE S RE AR ESMBEEN Windows AP i ~ Bl ZBTECIFS{ARRES LRAFASMB
FE - MRILA ~ CIFSARBMEEREFHEHGBELERR

B IR CIFSTRARESSMBE E % E B M AE REURISMB TERSES 2 EEFSMB 1.08{SMB 2.x58 E#ThRZs o
TRIEEZRPAE TERSEREASMB 1.0 ERSMBEETS !

ARk ONTAP -~ EEHE ONTAP -FEHE
HECFREARE =E BERZE
BHECRABEARE REE BERE
HECFRELE BERE BERE
BRECRABLE BERE BERE

@ EFRWindows SMB 1R #F1Z845IEWindows SMB 1R iIE &AL E HEHAZE  {HCIFS
fRES EEEHE « B nJREE AR o

TRIBERPAE T EMEREASMB 2.x8{SMB 3.0 A MSMBEEITS ©

() #11SMB 2.xAISMB 3.0/ 1 « —ETEFASMBES o M4 o
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A ONTAP -FEEHE ONTAP -RERE

FEERE HE BERE
REEE BEE BEE

T RIBERETERR M MicrosoftFl B imHERESSMBE E1TA ©

(CLaion MEEEZEZ FRANER  JRRATE BRRERE [AReSTERE DCHERE

33
SMB 1.0 md5 = =1 B Grn BfFER GEx ®E
) 2)
SMB 2.x HMAC SHA- & = rES rEE NE
256
SMB 3.0 AES-CMAC : & 26 FEE RS VB

Microsoft A B ZE#FEH Digitally sign communications (if client agrees) 3%
Digitally sign communications (if server agrees) EHZH/FERIEZE ° Microsoft

@ B2 EnableSecuritySignature BERRE © BEEBERETRZ SMB 1 174 ~ AIHEX
X Digitally sign communications (always) EfZH/RBIFZEDY
RequireSecuritySignature BEERIE © AT Microsoft ZBEMEVFEZE © The
SMB ZEEMH (FzE SMB1 1 SMB2)

BEf# ONTAP SMB EZHMAENTE

ESMBIL{EREELEFASMBEEERT « FRA R WindowsF R imBYSMBEFER & X2 B Ae s
£ 5 EAPmMNMARSE (FED « £ LRITSVMRIER B 2 SMBfAARES) o

AR BRI A R IR FEARSBNCPUEAEEN « NAFERREN RIUE o

MAER ENIZEBURATONTAP EFTHITRIARASEIVMware® o {EH#tH 2 FRIINZEEUEE L « BIEITEONTAP %
ENSMBRERIRHEEIFHIMAE - BNFASMBEER « TR GRUASMBEEZHH -

1R HISMBE EMAEEBAES-NIEIEINAE - 552 BIHardware Universe (ZIEERL) (HWU) - FE2IEHIES
TAEZIEAES-NIENE, ©

NRERESIER IR REFIRE GCM iBEERY SMB [RZs 3.1 ~ HAlIE—DREMEE -

RICHIMEERONTAP ~ SZTIRAYRR A VMware « SMBRRZARSVMEETE + SMBEBNMAER ERISE T ARAE
£ ; SRR AERIRE PETRIE RERE o

MR (AR £ ERUASMBERE « BIIARER D BIWindows i P im &k TER HASMBEE © W RIETAIERSIWindows

PinEESMBR:E « MESMBEZEMMAERRE « KR UEEAAEERELS LIEEERERIWindows B F i
HEHASMBEZE - INFE7XWindowsF P im_H{EFASMBEZ/IBEREE « 552 EMicrosoft Windows X {f o
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ONTAP SMB HE/HEES

{SRILURESMBR F IREACIFSAAREE 2 RIMSMBE BT « A EMREER - 18
#ECIFSTARRE LR ESMBEERFNBIZNRTE « ANEHR2ER -
(ERIATEF P CIFSRRES LR ESMBEE o RAESVBEEE « 25 T7IEE -

WE... B, ..
CRERE AP IRHAERSEZEENNEE NS EYF - :BAPiImEZE SMB %% Require Option
(Sign always) FAP IR EMZ2MRE °

BHREFMASMBRERNZE BRI ENRFERMELS RELZZMRTEUERSMBEE - FECIFSAREE L
(SVM) BSMBEREMBUERE °

WMEREWindows FH R IR Z 2 MR ERGEAAE ~ s52EIMicrosoft> {4 o
B2 EER4 5 ONTAP SMB 24045

R EIESMBIRITRS LB AR EANENSMBEE « CAEZEMSVMS BEEE A BEL
HIER o

R ESMBEIAREEE « FISEEREZEE R EanE o YRZE ~ Bl DNS RAkIZ =228 A 508k CIFS AAREFHIIE
B « FrE TR #fEAMERIRY SMB RAkes 2 « EEEEBEAM—Y IP {it - fIi0 - EREMEELRE
an ARy SMB fAlAR23 FJAER A T3 DNS A seiIER

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

EEBERZ - BELENSMBRERTER - RAKRBARIKIIEREREISMBEERENEELE - 7@
BREITABMNIN - EEBERT « BRIHERLAFRANER - MARPKSEEEREZR - BINNERER
—EHAE - FEFRFAERRIGER - TEREBER T « NANIRARISMBERE ERAMNSMBREEK o

B 8 T5E)

1. Client1 E#EFIHZE « MABE2EAREEE SMB 0:\ °

2. FFEEBFEASMBRARERAERE - UEKRSMBEE ©

3. Client! EEARTERIAANVE SMB HENF—EAHBE s:\ (RARERAREMERER 0:\) o
4. BREEFIMENELRIE « SFEA SMB 2#E 0:\ M s:\ HiERHE o

AE AR SMB JR=2:RE ONTAP &

AT BN ERISMBEE ~ sfflE R imssESMBEE o iNEREXAHONTAP ~ (£
ESMBELEABANNELE - 7 ZEBETZIE - MREHEERLFFSMBEE « BRE
FSMB%E ~ A UEHANERNSMBEE
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RIER T
FERGEAVENSMBEE © B UMBREASERMMENSMBEEE o

FETFAERT » ERAEFASMBEE

1. MEBLBHSVMBES  EERERAONTAP FXESMBEB KR o
(D) 2 #EBEEFHRZONTAP LIESVBEBMIRANZIE -

FEERERNT « RAREEXIZRAONTAP ZIEIRA ERISMBEZBHRE G B BERNEE
FHRRRE ©

ERXTEREEREEE (SVM) KEINERMARE « MAENME -identity-preserve IR
snapmirror create SRS RRAEEERM SVM IR ERABRSFAE R o

MRIEEERTE -identity-preserve ¥ true (ID-preserve) - SMB HEZEMRTEZESEIBRIM o

WMRIERE -identity-preserve ¥ false (JEID-preserve) -~ SMB HEZEMUREAZERIIEN
# o ZEULER T ~ BRI ENCIFSARSRZ 2 MR TEGRATERE - MREEERIRESVM LR AN ERNSMBER
Z I BEEB#MSVM EF B S ERNSMBEE ©

1. MITTFHEAR—IEEHE

MREIEESMBEE... BAMS...
ERUB vserver cifs security modify -vserver

vserver name -is-signing-required true

2FHA vserver cifs security modify -vserver
vserver name -is-signing-required
false

2. YN EESES CREREAXNERN SMB %2 Is Signing Required FHep <8t PRI AIEREAFR

THE  vserver cifs security show -vserver vserver name -fields is-signing-
required

il
THEAIRIASVM VS1RAHERISMBE
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clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

vsl true
() snEsEosSesmEsey - RESSTEYE -
R

* "SnapMirrorgiz"

¥ ONTAP SMB L{FfEER R R EEE

R LATECIF SRR 28 L R EARSMB T {EFS ExE’J*HI%ﬁéuﬂo13_JLX1§ﬁHJtt=§§HJ|E¥IJIz“ﬁSMB
TEREEERE - ERNFIESMBRAF In LIRSS AFMEN L2 MREELR -

1. MIT TR HP—IBHE -

MREEEBRAR.. BB BIATZ...
ISEHFEREZE (SVM) FHIFAESZT(EMSEE  vserver cifs session show -vserver

vserver name -is-session-signed true

ESVM LLEBRETEMERIDINE S E T /EMEEEF vserver cifs session show -vserver
HER vserver name -session-id integer
-instance

gl

TG <LEERSVM VS1 LB E T/ERSERRVIERE TEFSERE R o TR EsH A ZEaR (s Session
Signed] (BB T(ERSER) &M -

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\ joe 2 23s

THar < B LIERSERIDA 2B SMB TIPS ER_ s TIFPEER B - BREILIEREREEERE !

31


https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-create.html

clusterl:

:> vserver cifs session show -vserver vsl -session-id 2 -instance

Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user
CIFS_ALIASl
Unencrypted

e
EPESMBRE ER T RFEER Mt E i

EZHE ONTAP SMB 25 ZEM TERSERAETE R

%'}_JL,(@’}’“SMBIVEB BERETE R « WHIETTLEERIM TR ESR
RIER I

° statistics EFSHERERN B TIRM signed sessions AIAREEIZEEERE SMB TIEREERMEMNETH
28 © ° signed sessions FNIRETERWIMGEI AT EES

WP g

* cifs AEESIEFRAE SMB T{ERSERAY SMB % E o
* smbl AJEEMMESIT SMB 1.0 T{EFSERXRY SMB 2 o
* smb2 AJEMREZIE SMB 2.x #1 SMB 3.0 T{EFSEZH SMB 5E o

MEHPES SMB 3.0 A5t &R smo2 ¥4 -

MRERELLREHZE TR E BT (ERSEARE « ol U EEBEIE signed sessions MBYEIHIETT
§+§ﬁestablished_se551onsn+§&%§°

TR ASRIMNER T BERRE « 718
PR EERTIR B E B EE A o

ERRAERER © WRAEIEFRUER « EAIDURIREHIREIER < 121E5H
ML BRI EERIRICES EME R « UEELANEEITIER o SRR
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B

A o

1. RS R R AR

set -privilege advanced

BMAERINE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MRIEHKIETE -sample-id B ~ LT EATELHFFFILE « WASLEEGIERS CLI TIEFSERTERE
Bl o BUE(E -sample-id AXFFE o NIREEEERICLI TERSERPHAITIAR S ~ BERIEE -sample
-id 28K « 9T EER LA NTEREA) o

SR LOEEM RIS E BN ER T ERIBVERS - R KRISTER, « SHHFWEREFFIE IR ER o
WES 2 EERONTAP E:¥4H “statistics start Zifl » FHZE] ©

f£M statistics stop FIENERAERNGRS ©

SEAH T f2 “statistics stop TE"IE L2 EEEIONTAP" o

BIRSMBEE MR -

MREERA THEBHEA. .. AA...
B Z20 TERSER “show -sample-id sample_ID -counter

signed_sessions
ERENTIFREMNERINTIERE

node_name [-node node _name]

“show -sample-id sample_ID -counter established_sessions
signed_sessions

MRERBERE—HRNEN  FIEEERER -node 28 -

W"5S 2E SR ONTAP E¥4H “statistics show Bl » (A2

- REIERERER

set -privilege admin
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&)
LUF SR BRI B IRt 17 e 528 (SVM) VS1_ERISMB 2 xFISMB 3.05E4is1 5K o

THan S BB EERERER -

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

Toer < EFIEEBAHRBERUE

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

TS LETREHEENSMBIEMEL « MUK SIS EEEFREILAISMB T ERSER :
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

MR e < BEmEnEE2a) 25 ZESMB T IEREE ¢

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

THan e RO EEERER -

clusterl::*> set -privilege admin



TERAEE
* JIERSMBIT{EPEER R R EEE

&bk B -
VGRSl

7ESMBfARSS B EMEHNSMBINE « WUEHEBSMBEHE K

BEfZ ONTAP SMB &
SMBbDﬁT?‘SMBﬂHEEEJ:E&J%‘JZF%SMBEW%@@IJJ* s B TELZ 24T 5RINEE © &
B LUEBHARARERTE « B—REFMESMBIIZEE ©

RIETERS « EREHFERILES (SYM) LE#E37 SMB AR - SMB MR EEH o N EBITAESN T O F
FISMBINZFrigHpyigsaL 2% o

EEETNIMZRNSMBIEMSE: « SMBR P imaAESZIESMBINZ © /€Windows Server 2012F1Windows 8FH14
BIWindows i B imSZ #ESMB/NZE ©

SVM_ERISMBNEE F] 38 M AE % E AN LAIER

* SMB fRRESZ RIS « AJ7E SVM LEUAINEE
* SMB £HEBM » A/kESELRAERE SMB INERE

TRAILCRE BB BEMEA SEFINSVM ERFIAER « SRFESMBIIEA SEFEFTEH-AEFRIER} - SVM
By E GRRHAERITRTE

BHMBISMBINZAEREBUAN MIERERNMES ~ I TR

RXFASMBIaIARZSSMB N % RmEsER=E A ERRSRIRMNEIT A

Y i SVMARRIFRA L AR AR AR fE
ARINE o B T EEAR « BESMB
TEREERFAEEITINE ©

Y Y ERHLAERINE R » SVMAPH
PREHRERE A RAR=RE AR
2 o B 7 EEAR « BESMBI{E
Féﬁﬁ?icﬁ EITINE o

i EHY BELREERMAHAERME -
fEFILARRS « BIRTIERHR AT B IEAR
EITNE o

i i RELABME ©

RZEMER SMB AR A B REREMER SMB ARESHHAR -
HMERENEESGHMEBEREN - REEGIZTE -
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B2 ONTAP SMB /N HMEERI 2

E SMBI{EFSEESEFASMBINEEF ~ FRA 1R Windows A FimAISMBIEN &R & 2 2 AE RS
£ FERARIRNERS (TRENEE LRITSVMRIERR: « Hh 83 SMBEARES) o

AR BRI A R IREARESFICPUE R EIEI « AR MBI RIUE

MAER ERIZEBURATONTAP EFREHITRIARASBIVMware® o 1M H 2RV ENEUESEE  BIRITZONTAP il
FHSMBIRERIRHEEIFHIMAE < BUFASMBINZEE « FER G RUAASMBINZENE -

1B SMBINZ XA B EAES-NIEIEINAE © 52 RHardware Universe (ZIREHRD) (HWU) ~ BEREHES
L XIRAES-NIENE ©

MNRIEFESERAIRRE F IR GCM JREERT SMB higzs 3.11 ~ he] LUE— B ERERLHE ©

RITHIMEERONTAP ~ XIRBIRRAZ3VMware » SMBRRZS R SVMEETIE + SMBIIZHIMBER BRI SE G BIRAZE
£+ SRR ERIRIR PEI TR RERE o

SMBIMZIESMBAARE LRRAEA  LREFEREMELISMBLAE s SMBIRIRES ERAASMBINE © 38
FISMBINE - ONTAP S2iRiE—# RIBMRERENR » WINESEZEROERE - Bit - RATELERA ERASMBIN

BB EREARER ONTAP SMB %

MRIBAMANSMBREERSMBAIE  FIMECIFSAIRS AR FASMBNI
% o IRIETERR - FRESMBINE -

FAREETL(F

eI AFECIFSTRIARSS L RAFASMBINE ~ LEINAEE AR CIFSMIARES EMFTEHA - REARHEZECIFSHERSE LM
FREHRAEEESMBMNE « R EHHSEHAENEASMBRERALENSMBIMNE « AJLUFACIFSREAR
#5 L FERAISMBANE o

EINREMEFERIESS (SVM) KEHIMERAR - [8AEEM(E -identity-preserve HEEIR
snapmirror create L AREEBRM SVM FIEERVAERESEARES ) ©

WMNRITEZE -identity-preserve #=EHE true (ID-preserve) ~ SMB INEZEMREEEZIIBAM o

WRITETE -identity-preserve ¥IE false (JE ID-preserve) - SMB IIZBZEMREFASESEIBN
# o FEUEERT ~ BRI EMCIFSEREIZEMRTE R ATERE - MREEBERIFESVM EEAESMBINE « Al
WAJBETE B R E FEEUE CIFSREARZZSMBINE ©

1. MIT T EAP—IEEE :

NREAEECIFSHIRE LEASMBAEHNSMBIIE WARS...
INRE...

ERUB vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required true
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MRIGHECIFSEAARES LEASMBRENSMBINE #WAGS...
THEE

[ShEdEE! vserver cifs security modify -vserver
vserver name -is-smb-encryption
-required false

2. FEsR CIFS fAfR2s EFRAEERY SMB INEEAREERMASEA | vserver cifs security show

-vserver vserver name -fields is-smb-encryption-required

° is-smb-encryption-required HB{UMBEIEET true MRFE + F1E CIFS ARSI _LEUE SMB 0
# false MIRBEFH

&5
T5&E ) ASVM VS1_ERICIFSERESEN B S ERISMBINZEIAE -

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

TEREEER
* "SnapMirroriZir"

F iR R P im RS E AR ONTAP SMB T {EMSERELR

TR L BRI E AR SMB L IEPE R RUMERAE S ~ LIFVET R P inE S EAMNEZRSMBELR - BF
BNt FESMBRA P s TEFE R B T AFTRMN R 2R EER o

RAERTI(E
SMBR P im LIEREER AN B =BMEE Rz — !

®* unencrypted

SMBIEPEERRINE o RRERFERILEE (SYM) BRIHLARBRIINE -
* partially-encrypted

ERREBERRER - FRENE - ERELABRIMNE o REVASVMERRIME
* encrypted

SMBI{EFEERESTEME - ERFASVMERIINE - HAERMEFIAEERA « theSEREUA - SVMER
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AU E G I R RETINE

B
R
F4}

1. MIT TR EHP—IBHE :

MRICEEE AR, HER BABZ...

SFHEHEESVM EBI TIEREER « EEISEMNZERER  vserver cifs session show -vserver vserver_name

TYERER {unencrypted

partially-encrypted encrypted} -instance’

$EESVM _EHFE TERSERIDAYINZ vserver cifs session show -vserver
vserver name -session-id integer
-instance

Ll
Ter < BE LIERSERIDA2RISMB LIRS Fr EREREHAAR TIEMSERE N « BEMERE

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true
User Authenticated as: domain-user
NetBIOS Name: CIFS ALIASI
SMB Encryption Status: Unencrypted

BZ1% ONTAP SMB IMZE&istE R

ER] L BEFESMBINER At BB ) ~ M0H ERRLE B 22 12 Y TERSERFNH R EAZEINZE ~ HRLE R
RINE o
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RIRER T

° statistics ERSERBRNGCERMETIIEHES « CRILUERELEHEREENERN SMB TIEMEE
HERHERER

SR TE G
encrypted sessions IR HAISMB 3.0 TIERERBE
encrypted_share connections SRR PR I S

rejected unencrypted sessions IR AT B T AT TIEREER S8 e
rejected unencrypted shares SRS S S T AT A £ F S FE A

BESTHESR AT E Tt BRI —ERER -
* cifs PIEREEEFEPNA SMB 3.0 TIEREERRY SMB IN% o

ML E SR SMB 3.0 AstER cifs ¥t | MREEELLENNE TIERSERRVEE B T ERSERAREL ~ BT
EEEREY S encrypted sessions LRV HiETITET 2L established sessions sHEEs o

IR CELEBMZH AERIVEE LA RERRAEE A LB
encrypted share connections MARYER HE T connected shares sTELES o

* rejected unencrypted sessions IREEHZEI SMB TSR « ZTIERRERENRTZIE
SMB fNZERYFE R IHETINE ©

* rejected unencrypted shares IRt EEERE SMB HANRH « ZHAFTERBRZIE SMB ME
B A FImEITINE ©

AR FRABERFTERIEZR « ZRERERER - MIRTELERRE « ERILUGREBEHRER - FIEHE
FHRSERTIRMEIE VSR - MELEBERREFRERSEMNER « BRI HEREITIER - BIRLLEFIH
BN R o

1. PR SRR AR

set -privilege advanced

2. BYAERIREE | + statistics start -object {cifs|smbl|smb2} -instance instance
-sample-id sample ID [-node node name]

MREKIETE -sample-id B L EATELEHFIFAIE « WiFLLEFIE RS CLI TIEREERMITEREE
il o BYEfE -sample-id AXFFH - MREEMERICLI TIERSERPHITILS S ~ BRIEE -sample
-id 28K « T EER LA NTEREA) o

SR USRS E BUREE AR ST BRI AV ERRS - MNRICKIST R SO FWEERERFIB AT ER o
WM"IES 2 EERIONTAP B4R "statistics start B3l > 5526 o

3. M statistics stop (FIENERTERNGS °
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5FAH T 2 “statistics stop’ E"IES 2 EEIFIONTAP" o

- RAASMBINZE ALt E K

MREEER THIEEREN...

InZE TERSER

node_name [-node node_name]

‘show -sample-id sample_ID -counter
encrypted_sessions

node_name [-node node _name]

‘show -sample-id sample_ID -counter
encrypted_share_connections

EZRHBEENERIL A

connected_shares

BABARINZR TIEREER

node_name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_share

BWA...

‘show -sample-id sample_ID -counter
encrypted_sessions

MEZR TR 2R LN TIRRSER

established_sessions

MERLRER

node_name [-node node _name]

“show -sample-id sample_ID -counter
encrypted_share_connections

node_name [-node node _name]

“show -sample-id sample_ID -counter
rejected_unencrypted_sessions

EEARMNERHAER

node_name [-node node _name]

MRERBERE—HRNEN « FIEEERER -node B8 °

WM"IES 2 ZERIONTAP E:¥40 “statistics show Bl > s52E] o

- ROIEIEREIRER -

set -privilege admin
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vl

LUF SR BRI BE It 17 e 528 (SVM) VS1_EMISMB 3.0/NZ&is1E R o
Ty oSBT ERERBR :

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ten < SREFTEEAIBERIRE ¢

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

T L EELZEHIRIE RIS -

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

T5en < BB SR B P AT R ILAYINZ SMB TEREER AN E B IZAISMB T FRESES -

cluster2::*> statistics show -object cifs -counter
established sessions|encrypted sessions|node name -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:45
Scope: vsim2

Counter Value

established sessions
encrypted sessions

2 entries were displayed
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T8 < B ENRL I B PIEABRIRINZSMB LIERSER B A ¢

clus-2::*> statistics show -object cifs -counter
rejected unencrypted sessions -node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter Value

rejected unencrypted sessions 1

1 entry was displayed.

T5ap < BEmEE AP ERRE PR AR RAISMBH RN INZZ RISMBHFE &4

clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim2

Counter Value

connected shares
encrypted share connections

2 entries were displayed.

T7ar < BRI S HIPEABRIAR NI SMBHAERHAE
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clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06

Scope: vsim?2

rejected unencrypted shares 1

1 entry was displayed.

FERAER
* FEE MRS LR ARVt ER « YN ET B

s "WAEES A IR AN
Z2MLDAP T RS ES @
BEfZ ONTAP SMB LDAP ZZEifjs

HEONTAP IHEESTIRINAE X IRINAE SR INBESTARINAE ~ WEINRE SR INBESTIRINBEFHAR E T AE
MEIRINAE o MNVETEEATERMES (SVM) ERECIFSAMRSBLZEMRTE « UHE
FRLDAPfEIARES LRISRRE °

BETESILDAPENE HEREANE S BIRMNTENY - EH) SMELDAPEREHER « LUBS LIAE
XA ERBRAES o [LDAPZZMER) BHEEIEHLDAPRERSRERE « REREH - IMELETE

Eo fﬁ%&fﬁ% none °

7£ SVM LE{A CIFS JRZEH LDAP 2EBZITINGE -session-security-for-ad-1ldap ¥EH vserver
cifs security modify @< ©

7Z ONTAP SMB falfR23_LEYF LDAP EEMEE

CIFS{RIARZZ3 N BLIEACIFSRIARBI Z 2R IE ~ A ReE A EME T ThEEE Active
Directory LDAP{EIAR 2821 T L 235N ©

ez Al
T B/aAADREMRS BIEE « UHETEENZ 2 MHAERE

o

i

1. 8’7 CIFS faiR23Z 2 4R E ~ LARKA Active Directory LDAP fAliRZZHIZZBEFMEERE . vserver cifs

security modify -vserver vserver name -session-security-for-ad-ldap
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{none|sign|seal}

CRI LB BEE (sign » BRTEM) ~ BEREEH (scal HMBEEIE none s EEEWEE) o FBRE

% none °

2. HEs% LDAP BEEZHZHLZERTECIEMRTE | vserver cifs security show -vserver
vserver name

R SVM {ERHERERY LDAP {RlR2S R E A B R EM UNIX Bl ~ FlulfERE - B¥48H
@ RREEAE ~ BN BEFRRUBEHERERE -session-security FYEEIE vserver services

name-service ldap client modify @< °

% ELDAP over TLS
FE ONTAP SMB SVM FI B3 E1R CA /&%

EEFFALDAP over SSL/TLSZK{R#Active Directory’@ uﬂ#% s BB id Active
Directory’&:EIRFEH B HEBIRCARBELREL E/REER 7*@ﬁ%ﬁ$iiﬁﬁiﬂiAscuﬁi$
18 o BEEXFHERONTAP HSITALLAREFHEE R %ES (SVM) FRIERE o

FsEZ Al

Active Directory’&z8IRFE 4 E B # ¥ CIFSRIARZZ PR B RUAIEI T RN R TE o ML R EActive Director’&
ERRFEAVMERIE N « A2 BMicrosoft TechNetf2 T E ©

"Microsoft TechNetf2 I\ /& : technet.microsoft.com"

1. BUSHPAEIEIERIAAIR CA JREE . pem XFHET ©

"Microsoft TechNetf2 I\ /& : technet.microsoft.com"
STRk1&
ESVM_EREIREE ©

HERAE N
"Microsoft TechNetf2 Tt &E"

7£ ONTAP SMB SVM 23 B E=ERIR CA &8

MREELEELDAPAIIRZs R E EFEHATLSETTLDAPESEE ~ (S BRESVM EZEBIHE
ZRIECAEE °

FAREETL(F

ONTAP HFrEfEMA TLS EARERTEL » AP UERLR E/&ERAEEEHEHRE (OCSP ) FIGEHMI&KEAR
AE o INRTETLS EALDAPEIAOCSP ~ BURSHR/RE B EIIEAE « BaRthZRER o

1. ZEEHBEZEMNIRCARE .
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[ SEE 2 . . . . .
a. FIAZEEIREE | security certificate install -vserver vserver name -type

server—-ca

FEEHHEET FYFIE | Please enter Certificate: Press <Enter> when done

b. BEUEEE . pen AN FREEFIER « BERE « B11EMAENTT -—--- BEGIN CERTIFICATE-----
WALER --—-- END CERTIFICATE-——--— » REBEGIIRTNFITZ B &S

C. HEsR B IEERETNRET ©
d. $ZEnterSeR &L o

a oo SE X - . oo
2. HESBELEEREE | security certificate show -vserver vserver name
TERAEE
"R MIRE R

REEEET

=11,

7£ ONTAP SMB frlfk25_-EXF LDAP over TLS
EHISMBfRIARER A BTIELASMBEIARZF Z 2 MR E ~ 7 BE{ERTLSEdActive Directory
LDAP{EIfR2EITL R ©

EONTAP (ZiE#EE) 9.10.1B3%5 ~ Active Directory (AD) FMSAMBARTSLDAPEARTARR AP ST IELDAPEE B4 o
EERUAStart-TLSTLDAPSII i TIEFEEE Z 2 MR E AR BHEBIIR - 75 ERBIBLDAPEREITRER
45 - ONTAPEE (R EMENAE AD BiR23EY LDAP BB E4E ~ 55#H -try-channel-binding-for-ad

-ldap ¥ vserver cifs security modify @< ©
EEFARE - F2H

s "THEREAT ONTAP NFS SVM B LDAP"

* "2020 LDAPEBEE4EFILDAPEZE R « BAMWindows" ©

1. 327 SMB AR L2 MHRTE « LA EFE Active Directory LDAP fAIiR23E1TL 2 LDAP #8:1 & vserver

cifs security modify -vserver vserver name -use-start-tls-for-ad-ldap true

2. F#5% LDAP over TLS Z2 MR EBRES true . vserver cifs security show -vserver
vserver name

YNR SVM fERMEEIR LDAP EIARSS R EA-LBE RS EM UNIX B (BIRNERE « 8548
@ EREEAE) -~ RSt ZEIBIR -use-start-tls A : A vserver services name-

service ldap client modify #8% °

%€ ONTAP SMB Z@EIESWEEMFERE

WZIETIE T 4B1AONTAP ~ &R LAERESMBZ @78 ~ ONTAP T£E—SMB I {ERE
SR ~ ERIEHYE R TIREZEEZINGE - ERMAINERIESMAIEAES o

FIsEZ Al
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REERFIHRESMB 3.08 E TR LT3R ~ AREFHASMBZE o {R¥E7ES « SMB 3.0K&EHhxkas
'-%TONTAP FESMBRYfAIAREs L BRAE

B EIET(F
SNSRONTAP 7EHfE s Eip HBE AR - SMBAFIRE BEMEAIN RS EMERELR -

SMBL{EPSEE R RVERFEAR B B BUAIR G E SZERINIC ¢
* *FARIHHIONTAP &% ERY1G NIC *
AR imSENICEI —EELR « Wi TIEREEEEEFEER ©
* *FARIHEONTAP STRHE ER10GEEARFENIC

B RIHEENICRZ A IIEELR « Wi TIEMEREEEFIEELR - BRIHRIEZE10GHIEABTEZRINIC
LERITELR o

AT UERL FHIZ2 8 CEFSHEIR)
* -max-connections-per-session

BEZEE TR AFFRIRKERY - TERA32{EER -
NRICEEZRALETEREEZHER « B AH AR IRERRETHRELRERE - Rl RERM32(EER
* -max-lifs-per-session

SEZBETFRERMBSHRERTERE LR - ARS256(EMHEETH o

1. S HEPRE AR A RS

set -privilege advanced

2. 71SMBfalfRes L EYFESMB% @58

vserver cifs options modify -vserver <vserver name> -is-multichannel

—-enabled true

3. EEsEONTAP LEINAE R BMERSMBZ BB T 1M :

vserver cifs session show

4. REIEIRERER
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set -privilege admin

&)
THIEREERFAIA SMB LIRS ERBIIERAE « BRRE— TS EZELR :

clusterl::> vserver cifs session show

Node: nodel

Vserver: vsl

Connection Session Open
Idle

IDs D Workstation Windows User Files

138683,
138684,
138685 1 10.1.1.1 DOMAIN\
4s
Administrator

T5 g EIREREE R TIERSERID 12 SMB L EPSERAIEHAAE A -
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clusterl::> vserver cifs session

Vserver: vsl
Node:
Session ID:
Connection IDs:
Connection Count:
Incoming Data LIF IP Address:
Workstation IP Address:
Authentication Mechanism:
User Authenticated as:
Windows User:
UNIX User:
Open Shares:
Open Files:
Open Other:
Connected Time:
Idle Time:
Protocol Version:
Continuously Available:
Is Session Signed:
NetBIOS Name:

show -session-id 1 -instance

nodel

1
138683,138684,138685
3

192.1.1.1

10.1.1.1

NTLMv1

domain-user
DOMAIN\administrator
root

2

5

0

5s

5s

SMB3

No

false

ESMB{ERES L5 ETERAIWindows{E A E HUNIX{E R E HE

R ETEZAY ONTAP SMB UNIX A&

TR LG TERUNIXEEREREAEERENE Eth B RERRMEER « H2FA
FEUNIXFIWindows Z ¥ FEMERIfE A ERER - 3iE ~ MR ERERHEIEREX

B ~ BIIRFERR ETERAYUNIXEER#E ©

FAREETE

*Eﬁﬁi‘ﬁux FERUNIXfERENZTES Mpcuser']
fEETI
ﬁﬂfhﬂlﬂ WNRUIEFEIFZ AnullF &

BI| 4=

\\\\\\

SEH thRBIERTAERUNIXERE °‘”¢ ENRBOAFERAREFERKSE (SYM) &
FELAUNIXTERR (E A& RIS 73 FEXCIFSRIARES © m?tm  BIEA

CEBRTERGMAERENREERR UNIX@}EH%E’JIJJHE °

RE B2 M AR TS

B ATEEBERERERIRE « 718 Z‘ERCIFSHHE%§°

EREEEERERUNIXEREIRPERECIFSHMRES - K BNE FITRRE

* ERECERRE -

* EAENNCIFSAREEBIAHEWindowsEFREEFE

R IEHBEZEEHLBHELES) Fo
* ERELEARBEREEZENIFES o

CIFS{RARAZ Y E A EERIMEIE (MR CIFSTRAR
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1. [EFEZRUNIXERE !

UNREAE... A
EATERBIUNIXERZE Mpcuser'] vserver cifs options modify -default

-unix-user pcuser

FEAS—EUNIXEREIRFMATERERE vserver cifs options modify -default

-unix-user user name

SHRERUNIXERE vserver cifs options modify -default

mn

-unix-user

vserver cifs options modify -default-unix-user pcuser
2. FERBTERUNIXEREBIERE - vserver cifs options show -vserver vserver name

ETHIEFIS ~ SVM VS1_EBIFERUNIXEAE KRB UNIXEREMREAERUNIXERZE Mpceuser

vserver cifs options show -vserver vsl

Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User : pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers 3 =

R EKE ONTAP SMB UNIX £ #E

REXRBUNIXEAEEBRNMIAZEEMAABTANEAETHEZIREUNIXERE

A6 A B4R EICIFSAIARES & ~ MRITCHEEEE KA EEEENERE « BIFREZR

mjsﬁumxﬁﬁa% R ERAAFREAZEE A ERE ELEECIFSHERSE R
EREBUNIXIER) o

RAREELTE
RERBEUNIXIRAEF « sE:E:0 5518 !
* WNRCIFSRIAREEMA H ¥ F AU S (S ER I A E RHE R4S 23588 AE - EERUALLEE -
AICIFSTRBRERFEAERAREFAE LR ERAEHEZIEENUNIXERS o
* MRICEER AnullF & ~ BEAREUNIXERE °
© WAEEIUNIXERE « 7P —ERFERESE (SVM) ABIRFBENEPMAREUNIXERSE
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* LEhRFERES B ANGFEREEZ BHHACIFSERES_EBUILTIN\GG FEFHHEAME °

* Thomdirs-public) FIREFRNEEEIIERE - LKRERRAESDEANERERXEXEE - BFILEE
FIHEMERENERL

1. BT THIE A IR

MREEE... BA...

HREREBUNIXERE vserver cifs options modify -guest
-unix-user unix name

{ERREBEUNIXERE vserver cifs options modify -guest
-unix-user ""

vserver cifs options modify -guest-unix-user pcuser
2. FESRZRE UNIX EEBIERRE - vserver cifs options show -vserver vserver name
£ TFIEEHIH ~ SVM VS1 ERTERUNIXERAEMREUNIXEREIREREAUNIXERE Mpcuser'

vserver cifs options show -vserver vsl

Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =

Default Unix User : pcuser
Guest Unix User ¢ pcuser
Read Grants Exec : disabled
Read Only Delete : disabled

WINS Servers 3 =

BRFEIESEEHES ONTAP SMB RE &%

MREHIRIZFRIBCIFSARIR - B#FERES (SVM) RKEAZEBRBERTR
- Al asEs = 0 —ERAroot#ERANWindowstR P ~ A BEFEXSVM LRVIESE ; &
A~ SR EAEESVM » ARIRA BAIVERERER -

RARERI(E
MREHIEFRARESENTFS » Jetc RIBHTAERERD ACL > ERNEIESEFEESNTFE ONTAP

PSRRIy
4BRENEEE o

1. BHEPREBARRAZEPE | set -privilege advanced
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2. RECIFSHEIRFEIR « RAREE[EFEE

NRITHEE...
RARREIESREMSHEEroot

FRRAREESEEMEHEEro0t

= EEroot :

R

vserver cifs options modify -vserver
vserver name -is-admin-users-mapped-to

-root-enabled true BMERE « RREIESE
AP BIPTEIRPER G R A root /etc/usermap.cfg
HREHEERERNIER - MREERBENRARE
IEEEHARNIRPREILIESE « AIETHLUNIXEF IR
IRIRIEERET ~ MR Hroot# R o

vserver cifs options modify -vserver

vserver name -is-admin-users-mapped-to
-root-enabled false RAEIESEHPHINRS
FHHEERBE o SRAAREMS E—(EREHE

Zroot °

3. FESRIEIER EAFIEMNE | vserver cifs options show -vserver vserver name

BEIEHEPREAR : set -privilege admin

BE7518 ONTAP SMB T {ERSESEARRIE R EERVE

eI BRI IBE 1B SMB 1R Exb&ﬁ’]@ﬁﬁ%*ﬁiéuﬂ LEHJJIFAEEﬁ BEERERER
HBBHEFERESE (SYM) ERISMBIEREEIEITES

RINERTI(E
THEREREAE B BSMB I ERE R EAR :

®* local-user

BERE AICIFSERE

* domain-user

SREAMEERE (AICIFSMAARSZMN A EERAE)

®* guest-user
B AKREFERE
® anonymous-—-user

REmERNNUIERE

i%ﬂi
1. FIERZEE SMB TEFEE BV AE LR

vserver cifs session show -vserver

vserver name -windows-user windows user name -fields windows-user,address,lif-

address,user-type
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MRECBERCEUTFRENEREREEM.. BWATIISS..
BERENREAISEEREEERNAA TIEMEES ‘vserver cifs session show -vserver vserver_name
-user-type {local-user

domain-user guest-user

anonymous-user}’ BRANSEERE

gl
TEe L ERERFERE Teubs\user!') TESVM VS1 LT 7 TERSERIFRAERE TIERSELE ¢

clusterl::> vserver cifs session show -vserver publ -windows-user

iepubs\userl -fields windows-user,address,lif-address,user-type

node vserver session-id connection-id lif-address address
windows-user user-type

publnodel publ 1 3439441860 10.0.0.1 10.1.1.1
IEPUBS\userl domain-user

ONTAP s S EIERRHIBER Windows AR IHERFERE

BYEEIE vserver cifs options modify 8n< AIREMKIZEH] Windows Fi R IREVE RER
£ - MIRBEAPRHEBHEREAENIEREHE ~ FAINHBNIERHEEES « B
TEPEER S EBAEK ~ BSIENEERAEER -

B T53#EIS vserver cifs options modify EHEan<LAEH] Windows FERIGERFHE - RBAE
LIRTANRAE « AIEEEEX « FXEMSHIE - EERELEEERTE LRAIB0%E « thEFFEEMSEES
I%‘ °
* -max-opens-same-file-per-tree
SECIFSEIREBER—EERE LRBRNEARHE

* -max-same-user-sessions-per—-connection

BEERIERER BRI TIFRER B LR

* -max-same-tree-connect-per-session

SETEREERERRHAE EEREREBEE LR

* -max-watches-set-per-tree

SEMREEEINERBE LR (LES T2EEA) )
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M5 2EERIONTAP " EE40 "vserver cifs options modify B3l » 52/ ©

HEONTAP Sf9.4F848 ~ MITSMBSE2hREE iRk 4~ BYEIARES 7] LRI A P inTE SMBERR L FIX EMARZBIREEE
ERE (SMBRE:E) o SMBIEAEIEEHAFIRE - HFEMRSIES o

AJ7E SMB #E43 IR FRIRBIEEREE FIREHEZES -max-credits #EIE o IEIBITEREA128 ©

| B4 ANTH Eoplock2RIZF FA P iR A At
BRARUN{EIA] BB EERKCNE ONTAP SMB A3 R im3ssE

1%&@%“(&%%E)ﬂﬁﬁWMWTfiﬁhﬁﬁm*%¢ sRSMB R i1 TFAST
SREX ~ IR R SHEE AV B I REX o 2418 Al B i o] LGRENEU S AESE ~ A g E AR AR
ﬂHE%% s 2 FEVERATESE o WILPIR VAR E « MR REE

tHEoplockZ2SMB 2118417 E K EHThR A< Frie By —FE58 {52 oplock 7 ° B oplock PR FIHEBEAENZ
EISMB Z FEI 1S J (R B8 FR B Ui FRESGIA RS o

oplocks B MAEEH| T

c EBEEABMYN -~ FH vserver cifs share create BIHEARFAEHS « 3 vserver share
properties BIIENMET °

* £/ gtree B volume gtree create qtree BIIFRFAIA < ~ 2 volume gtree oplock ZBILERIT
A
< ©

BEAR1E £ oplocks FFE A ONTAP SMB REVE KR E S

FEREFERT « MREEREERFEEZE LB EFKoplock « ME _BEEIEREFE S RAZ
1EE ~ IS —(AEREEREFORFERNIERRI - WERRE AMBEE o A% AP i B
FoplockMi FZEVESE © UNRTEULHEEEARE S MR « IRENNRABERI AISEEEK -

* BRHEKRBYAIAEME
FRAEERARNEHEAREL « ST MIER FERZER

AR R FERASMB 1.0#1T ©
° HEZ_EB%BZoplock °
° Rt EERPEIoplockXFARAEZR
c WRERARNABER « ARNEFRRAGELER
* SEEREEIEA R ASTH

RENAS R A EMAEREE « BRAREANA - ERAEIARARDRE - RAER—RF5M - MRRRRE
RN BBBEBRABRRML « AL BRZFAFEETE - ARWNRBAFRERTH  BERFIGERK -

#2137 ONTAP SMB /8 » :BRUH == oplocks

oplocks FI:E A R imfE 451 _E SHEESRMIRIMAR  EMRFESR(FERIGE - ERFER
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123 (SVM) LERISMBHFA _EEiFoplocks o TERELEIER T ~ A EE 1M E(ZHoplocks ©
el LR — E&Fﬁ‘ﬂﬁﬁﬁoplockso

RNERIE

MRTEESHAERNEEE _ERUHoplock ~ BiZHtAEMoplockt AR EER - Bl A &ERoplocks B 1{E
B ° EHAHA _EAoplocksB4titVolume oplocks%E ° EHAHAE Eroplocks & 1= F %1% A0FH Foplock ©

gT@ﬁ%l}( ZIR D IRAY B E RIS Eoplockt AL Z 5 ~ ISth AT LU EH ML AEMY - St LEEHMERS

1. MITERRITE) :

WMREHEE RiE...
EHEAEIIHARE ~ A& R A oplocks BIATYERS | vserver cifs share create
-vserver vserver name -share-name

share name -path path to share -share
-properties [oplocks,...]

9[1%"*?%5,\ RAEERNERA
~ Bl oplocks ~ browsable #

) changenotify BN ~ (EREE

SiE -share-properties 1L
() svB mEmEY - nRCESER

FERLSMYEREAASHES ~ Blds

JBIETE -share-properties &

- URARZEANEAARE

ﬁo
EHREIHEFERHEAE _EfMoplocks BIATYEL | vserver cifs share create
-vserver vserver name -share-name

_share name -path path to share
-share-properties
[other share property,...]

{2 oplocks B ~ {RAJETE L_L,itﬁa
() eEEsmRaES  EFEEE
oplocks B4 o

R
E A= AR A SMBH A& EMoplocks

BLiZoplock iR BE

ONTAP @< » FAFA7E SMB 4R & qtree LEXAZ{EH oplocks
oplocks P B PimfE A% FHHTEERZRMIRINAR « EMRAERIEENNEE - BEERE
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1EHEFR & g gtree L BYA Z S B oplocks M an < © St AZBRZ8 MBS v ATE AR E M gtree &
EXFA 5k {SFoplocks °
* TERETEHAREE B Foplocks °
* {REERTE I T VolumeBF {2 FHoplocks °
* {EA LU BB IR A iR & _E A SVMER A S 1= A oplock ©
* & U TEqtree £ A SVMESFoplocks ©
oplockiE T 5% E 2qtree 1D OBYE M - BIFRr B AR & AYTER gtree © N RTIEE L gtreeFRIEEoplocksk

TE ~ qtree @A R VolumeMJoplocksZ E ~ LR E TR AR © 78 ~ MREEFqtree L5 E oplocks& E
B EL B4 Volume_EMYoplocks& E ©

MRETAEE... ERLSS ...
FERBRE Satree L RUHoplocks volume gtree oplocks fEf ~oplock-mode 2

584 enable

=R E S gtree_EBJoplocks volume gtree oplocks M -oplock-mode &
B4 disable

e

B2 #oplockiREE

ExAAE{=RIZAE ONTAP SMB £ _H oplocks

B G EREFERESS (SVM) ERISMBHF EE{Aoplocks « ZERLEIER T ~ [EAI 518
F(EMHoplocks ; & ~ MR EFEHEEREE EMoplocks ~ BRI SEREEHEL
FHoplocks °

BAREETLE

MREESHAENHIREE EE FHoplock » BZHEAEMoplockEFRAEEH ~ BlZEAERNoplocksE1{E
F - ZFHAHEAE _EMoplocksBHtit 1R IR & LB Aoplocks ° 2R A&E Moplocks - &A% &7 Foplock ©
SR LABERF IR IR A A E L BT {ZHoplocks ©

1. MITERNTE -
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MRITHEE, .,
BEIRENHEAE - EHAE LR FHoplocks

FBREIRANEARRIERALAE LAJoplocks

gl

BATIEGS -

properties add -vserver vserver name
-share-name share name -share

vserver cifs share

-properties oplocks

@ AU ERLGER D PRBYR B RIERE
EEREMHERRE -

MBS EMMEIRENHEBRABBER © L5kA
BENERAHBRATEHEHERAR

BIATYERS | vserver cifs share
properties remove -vserver

vserver name -share-name share name
-share-properties oplocks

(D TR U fERIAESR D PRBY BB RIERE
EBRRHNEMAERBMYE -

TRIFNEARNETERIRANERAARTBTERRIEE
zf;i@@?ﬁﬁﬁ?ﬁﬁﬁ’ﬂﬁﬁﬂ ANBERBER ~ BINEHEE
4 o

THE L T HEFERIEES (SVM ~ faifgAVserver) VS1E ~ $t¥$%7% TEngineering) BIEA&ERL

Foplocks :

clusterl::> vserver cifs share properties add -vserver vsl -share-name

Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share

vsl Engineering

Properties

oplocks

browsable

changenotify

showsnapshot

ot

ke
A
g
Y

Il f

FASVM VS1.t4%7% TEngineeringl HY3tF&oplocks :
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clusterl::> vserver cifs share properties remove -vserver vsl -share-name
Engineering -share-properties oplocks

clusterl::> vserver cifs share properties show

Vserver Share Properties
vsl Engineering browsable
changenotify
showsnapshot
TERAE R

* EIISMBH R R A Hoplocks
* BZ1ZoplockikEE

* MTIEEMRRARAENHEEE

EZ$ ONTAP SMB oplock AXAE

& o] LU BE 1 R B moplock AR BE AUAERAES 51 o (AT LAfE AR b S ST A HI R R Le 4 22 B oplock
~ oplockZ #kFoplockARREE 4R ~ UK B fEFHoplocktAE o St AT LURTE FEPETHTE
EG$EE§E§DH °

FREELF

TR ERBER BB EREDPRETFTAoplockiVERAE A o S AT MUEAEER 28RN A #HE BV
FEABRE - HII0 ~ ERILUEE Bt REEEE B P iR PSS E BISHIEHRE ©

R AR T 7R EA R AT B oplock Y EHF

* #37oplockISVM -~ Efifh * VolumeFLIF
* $HEUUID

* {#HoplockdY P im Pt

* 17 oplockAIERTE

- HEGEEHHE (SMB) FEER! (oplock)
* oplock/B4k

* EARKREFISMBEI AR

* FKEHEID (MNREIRFFHEoplock)

"5 2 ZERONTAP " E:¥4H "vserver oplocks show B » 52 -

TER
1. {EFAEET oplock AAAE vserver locks show 8% ©

Ll
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Toer e ERERFIA#HENTAREN © TR ER LA oplock E#2F read-batch Oplock /4K :

clusterl::> vserver locks show

Vserver:
Volume

vsO0
Object Path LIF Protocol Lock Type Client
/voll/notes.txt nodel datal

cifs share-level 192.168.1.5
Sharelock Mode: read write-deny delete
op-lock 192.168.1.5
Oplock Level: read-batch

T EEHIFE A R E B SHERAVGFAER /data2/data2 2/intro.pptx o FEFMEZR _EIRFFEA oplock
batch Oplock B4RZE IP itAMBEEIE 10.3.1.3 ¢

(D BT SR © fh o Z#H ¥oplock A ZEHEEAIRMER L - LEEEHI{ERETRoplock & AT
B

59



clusterl::> vserver lock show -instance -path /data2/data2 2/intro.pptx

Vserver: vsl
Volume: data2 2
Logical Interface: 1if2
Object Path: /data2/data2 2/intro.pptx
Lock UUID: fflcbf29-bfef-4d91-ae06-062bf69212c3
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd445p0300000000

e
EIISMBHARFRUAE{FAoplocks

B A {ZAREASMBHEAE EMoplocks

FAHATE SMB ##0 qtree EEXAZ(EH oplock BYER <L

R EHERRY T E R ZESMB Rk
BRI AR B¢ E A E ONTAP SMB R3S

SHISMBEIARESSZIE B4R B (GPO) ~ ER—EM~A TEHERRIEM) AURAI~ 3
FAitActive DirectorylRIR PRI EMK LRI LUERAGPOEFREIEE N [E—I{EActive Directory
Mz =E FPREfEFERKZE (SVM) BIERTE o

£SMBEIONTAP HE%%J:E&J%GPOB%~H%LDAPﬁ%@%%%EActive DirectoryfRliR2s + EREVFGPOE M ° MR
AISMBTEARESEAGPOES - Active DirectoryfAliR2s & & [C] F5IGPOE :
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* GPO 4718

* BAIFGPORRZ

* GPOEZEMIE

* GPO/RAIEEMUVIDEE (GRRM—#RINE)

1ERAE N
* THREARIZIMERTFEINZ R
* "SMBEINFSTEZELIZ 2 4B HE"

R 321 ONTAP SMB GPO

AN IFFR A RVERAERR(E (GPO) #ERANCIFSE Rz ER S (SVM) ~ (BSVM
RI LA R R bR BEARRARYGPOSE o

SVMBHRI% & F7IGPO :
* EMRETERRRERERE
WFFE - ERERRANER
IEEERZPRENRE (CAP) #BNEMHE - 8 TIIRE !

° SRR

° {EFEIZBRINEMF
LS E S

° FERAThER B EM

@ MR=ERZERPFEEA—EERE (EREZRMIIEN  ERRKRMEN - FREZN
HANKREM) ONTAP - RIERIRFEZAMTHANR R E M

{#FH%E Audit Central Access Policy Staging BYERTE Advanced Audit Policy
Configuration/Audit Policies/Object Access GPO !

@ AEEREREZRERBEEGPORE « B AT EEREERENCIFSEISVM LR EREZ °
NRKRESVMLERTEREZ » IR EERKMIERGPORE °

L BIME

° RYFACIFSHISVMRYE#4R R Bl S B IR 5 i P PR
fEFAERE Registry GPO

° BHERAIEREENEIRRE
fEFAERE Registry GPO

° BranchCachefy3E 3
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* 22
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BranchCache GPORI# Z 2 & ¥ FER|BranchCache{EXEIER, - Z 1B T =FBIREER :
* SEEAE
* AIRERE
* BfFH FARKE Registry GPO
> % #EBranchCachefy¥ ERR s
ST =EHRRAETE -

* BranchCache®$ 1k
* BranchCache k7~ 2
* BranchCache 55 1 hR#%E 2 hR FARE Registry GPO

@ HEfFERBranchCache GPORKRE ~ W B EERE LR TICIFSESVM LR
EBranchCache ° MR k7ESVM_LE:%EBranchCache * BJ A EEARAGPOHRE « hEHE o

E

]

° FERIRRIEEMECE
* BREASN
IEEEEZIEASHRE « B TIIRE -

* SRR
- ERRRACHENS
* EIRRES

» B IhEE K E S FHRE Audit logon events MYERE Local Policies/Audit
Policy GPO :

@ MR=ERZERPREEA—EERE (EREZMIHEN « ERRRMEN « RETE
ZRIHANKRBEM) ONTAP ~ BIBRIRFEZRINFIRMEN o

* MR
EE ZEZA M FEGRE « B TIIRE ¢

* SRR
* ERRRAHEN
* BIRRES

» ZIhEE R E S FHRERTE Audit object access BYERTE Local Policies/Audit
Policy GPO :

@ WMR=ZEERZERTREEA—EERE (EREZMIHEN « ERRRMEN « RETE
ZRIHANRBEM) ONTAP ~ BIBRIRFERZRINFIRMEN o



 ERRBE
SRS RGIERE S S TFIRE :

* ERHERNEBRACHRIENNE « SFERF i

* FEBEEMER (FEERRECER) fFARE Retention method for security logHY
8% Event Log GPO :

* RAFCEAN
EEEIZEC BRI R AR/ ©

{HHRE Maximum security log size BYERRE Event Log GPO :

@ A2 ERABZRRMEHLERCGPORE « KU AT EERABLERENCIFSEISVM ERE
FE1% o MRKRTESVMLEREREZ » IFEERAMERGPORTE °

C IERRMREM
IEEEBECPOERERZEMNERLBEHRBE -

{EFARE File System GPO

®

° Kerberos/&Hl

EIEERAMLEECPORHIREREMBFENSVMAE o

K3

* RARHERR
IEEBRFFERYNRARE (UDEREMN -

fEFERRE Maximum tolerance for computer clock synchronization BYERTE Account
Policies/Kerberos Policy GPO !

RERREAHAR
IEEERERRNRRSS (LUNREREN) -

{EFHERE Maximum lifetime for user ticket MIERTE Account Policies/Kerberos
Policy GPO :

* RIREAHARR LR

Al
at
H
i
5
)ﬂﬂﬂH
g_T
&
)“4’1]
aJHJ

i (UAKRBENM) o

ﬁﬁﬁ /EMax1mum lifetime for user ticket renewal E’JuxE Account
Policies/Kerberos Policy GPO :

° EREERER (HER)
- SRR
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EERENSEAREMHFIAENEREMEERE -

{FHRE Take ownership of files or other objects BRI Local Policies/User
Rights Assignment GPO :

* ZEMEER

IEEEAEMEHRRE « BEEREMBERIEEEFNER (FIMNES « EFRIZEMACctive Directory
Vi) I EXRITERIETR -

FEHKRE Manage auditing and security log MIEETE Local Policies/User Rights
Assignment GPO !

- @ERAER (REBBRERE)
1EE AR B RSB ERENEHEEE - BMEEAENFHENFERRAIERAER -

fERELEEABRRER « 7 seEWEEN B2 E @A - (EARE Bypass traverse
checking FYERTE Local Policies/User Rights Assignment GPO :

© BEr{E

fEE R RANFERSEZNSMBEE

fEFEE&RE Microsoft network server: Digitally sign communications (always) FYE&
i Security Options GPO :

° FREE®
FEEERERAERNRSE « TEZ T =IEGPORE :
* BHRZEMERKIE (SAM) 1RE !

2 2458 TE AR E 12 AR LE E i fR4A BB IS E 2 4R o ILIEIE G RETRA no—enumeration 1£
ONTAP Ff ({1RBEZH) o

{FH%E Network access: Do not allow anonymous enumeration of SAM accounts
BYSXRE Local Policies/Security Options GPO :

* RIBSAMIREFIHA

HZ2MRERRAERT RFFSAMIREMEHANESSR o E3EIEEEERA no—enumeration 1E
ONTAP Hf (MNRBEZKHA) -

{FH%E Network access: Do not allow anonymous enumeration of SAM accounts
and shares MJE&JE Local Policies/Security Options GPO :

' REELEFRHBNAREE

;tt?c%’l&%&i@l‘ﬁﬁéug%ﬁﬂ%%ﬁ%%ﬁ o ILEIHEREMA no-access £ ONTAP 1 (MIREZHA



fEFIERE Network access: Restrict anonymous access to Named Pipes and
Shares HYE&RE Local Policies/Security Options GPO :

BTREEENEERARARAIAERIE N - @8R Resultant restriction for

anonymous user #] WHAIRE=(ERFIESR GPO FHENMERIEHIMERIE o BIREAVAERIR
N -

° no—-access

EREAEREZFIEENHANAREE « hEEEASAMIREFHERBRISIE - MIRHIFEFER
MEHIRESTERS Network access: Restrict anonymous access to Named Pipes and
Shares BRYA GPO o

° no—-enumeration

ERERAERUFIIEENHANAREE « BEEEASAMIRAMEARITIE - MRS TIMIERE
- MEEFIEERES

" ©o Network access: Restrict anonymous access to Named Pipes and Shares

GPO BEfEH -

* @& Network access: Do not allow anonymous enumeration of SAM accounts
Network access: Do not allow anonymous enumeration of SAM accounts and

shares BB GPO °

° no-restriction
EXLFAERAREGFEE « o] LUERYIEINEE - IRFE FYMIBERYG - MEERNEERS) -

" ° Network access: Restrict anonymous access to Named Pipes and Shares

GPO EfZH -

* ME BT Network access: Do not allow anonymous enumeration of SAM accounts
# Network access: Do not allow anonymous enumeration of SAM accounts and

shares GPO B °
* ZPREFAR
TR EZIREHAE « EPEIEANENEREECRFHENNREER - BAEERIERZREAE
HE s CIFSfARSB A EHENR E BN BIREAT S ERFHARAPERNREBRTER
E [e]
fEFEERRE Restricted Groups GPO :
* EREFRRARE
FEEEPFIRANEE - EPREERAKRAERMINERFEURAIRA » SRESVM L ZEERZNFEER °
HERAE
* EfAfRas LRYAA =R GPO ik
* THRARSERGFILEM
* "SMBEINFSHEZEAZ 2B HE"
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* EERRRER L 2 RE

* THRUN{A{ER BranchCache EDATIREHZEAR
* THRUNAI{ER ONTAP EERILGEIRE S

* TR EGIEEREIRE

© REERFERAENFIRE]

ONTAP SMB falfR23% GPO RIFRR
A EESMBEfRz LERBARRMEF (GPO) ~ BHNRMAKBAFTSZEEK
* SMBXAZBIE# 5 HEBIZHE - SMB BIEBMIH"ONTAP One" o 1R85 ONTAP One Bk ZEEIZHE - 55
B EREK o
* SMBfRIARES WA B E AL N AWindows Active Directory#83; o
* SMBTRAIRAS EIERAENBSBIER o
* WEREGPOL E R E 85 SMBfAARE: BASYIFHIWindows Active DirectoryZB#EE{I (OU) o
* WIATESMBAAREE _ERAAGPOXIE °

7 ONTAP SMB falfkzs - EX =S GPO &

e UATECIFSRAREZ: LRA A S EREHERERIE (GPO) HiE - MNRIGTECIFSAARSS L
EYFIGPOX 4% « B EHERR| FERMEAGPO (EREESCIFSHRIR:B BT Z
AEM (OU) WIRR]) ERZECIFSEARES ©

@ RAREIE T
#EECIFS{aiRES LA TEB+ AR B GPO ©

1. BT THIE AR —IRE(F

MREHEE... AL ...
EYFAGPO vserver cifs group-policy modify

-vserver vserver name -status enabled

EHGPO vserver cifs group-policy modify
-vserver vserver name -status disabled

2. FEED GPO BRI FREAIAREE | vserver cifs group-policy show -vserver
+vserver name

TREs4EE N PCIFSAARS I BHERRIARRERER S TFA) -

gl
THEREIEEFERESE (SYM) VST ERAGPOXRIE :
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clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled
clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl
Group Policy Status: enabled

e
TR THRBY GPO

GPO ByfAlARes &K
T #RUN{AI7E SMB {afRes L EF# GPO
FHEH SMB EAR23 L8 GPO R 7E

BT ARGPOHRERIE

gn{aI7E SMB falfkEs L EH GPO

BEFRAN{EIEE 3T ONTAP SMB falfR23 LAY GPO

F16/\EFEIHEIE—R o NRTAETEONTAP E%ﬁepoz‘aﬁ%ﬁﬁa%ﬁﬂqspoﬁlﬁai ~ 2R
BEBEELN « e UTECIFSERES LEFONTAP flextofn S EZE FETH ©

* IRIBTER « FTEMGPORERBEESI0NIEEIT —REREMEN o

LEESREREIPR RIS’ E ~ WAl EAERE Refresh interval #ll Random offset GPO :&7E °

B] & fActive Directory X ERISE2E GPORIE T © ONTAP#NRActive Directory st #kHIGPORR A SEAE =

g’:‘CjIFSﬁHEES * ONTAP BIIEHIEUE EAFIIGPO o tNRARASEISAER « BICIFSAARSZ ENGPOAREE
* Z2MREGPOT 16/ \RFEHEE—K o

RS LECPORTEEE » WS 16/ I ERZ2MREGPO - ONTAP

()  EAIONTAP Hizsit6/ B TR EMAEE o BERWindowsFR IHTRRRRE -

* FiEIGPOER AT LUER ONTAP flexflexfcommand F B E 3 o

I ar L 1E#E Windows gpupdate . exe “/force i< ©

e
FEER SMB ks LAY GPO RiE
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FE)E T ONTAP SMB fafik2s LAY GPO %2 E

MR LEE U EVEHCIFSAMRS LABHERAME (GPO) B - LAINFHEMELR
o REEFHSEWRTE - RLBHBHFARE « DESAEREHREBRE o

1. ITEENTE -

NRCREER... BARS...
SHHEGPOXRTT vserver cifs group-policy update

—VServer vserver name

FrEGPOZE vserver cifs group-policy update
-vserver vserver name —-force-reapply
-all-settings true

1ERAEER
T RN e)1E SMB fAlfREs L EH GPO

F8;~ ONTAP SMB GPO #HREAVAERIE

o] L BB/ RActive Directory R E&ZAVEHABIR A4 (GPO) #HREEEN ~ UKL FERIRRCIFSTH
ARZSAIGPOAEREE: ©

BARIEIET(E
IR R URERCIF SRl AR23 PR B 48isiActive Directory P EZHIFRBEGPOMAREE A « KRB TEMAECIFSEARSS
Z GPOAEREAIAERAE ©
B ER
1. BT T EP—IEEE « UBETARGPOMAREHEN :

MR EERETFEEAARABENEREEN. .. WARL...
TEActive Directory?H7E & vserver cifs group-policy show-defined

—vserver vserver name

ERZECIFSEFEERIEE (SVM) vserver cifs group-policy show-applied

-vserver vserver name

el
55588 R EActive Directory E ZAIGPO4EAE « HEHCIFSEUBRISVMATEAVS1ER !

clusterl::> vserver cifs group-policy show-defined -vserver vsl
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Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Status: enabled

true
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Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes:
Combined restriction for anonymous user: no-—-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

THEHFIETRERZECIFSEISVM VS1HIGPOAHRA: -

clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
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GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:

true
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Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-—-access
Restricted Groups:
gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

HERIE
TEfARREs LRYFA SIS A GPO X%

887 ONTAP SMB REHE GPO AUARRI N

eI LUERActive DirectoryRE&RABHERAYIH (GPO) HERZECIFSAARZZAIZIREF
#EFARE o

RIRER T
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&A% ~ GRS MYIER

* BHERAIRTE
* BHERARRZ
B

EERHERAIBRERER - FIRERmhERE

° Local 1 ONTAP A% B¥4H R AIBF

° Site TEABIRIEHITLAYLE & B ARSS EBEAR R B BT

° Domain & EFAH R B Z TEARIEIE R UE Y 4E15E 4R 5 E B
° OrganizationalUnit SEEHARBERIIIER LB (OU ) BRLERER
° RSOP #HHTTE BREBRFIERZ FRARHERAINGERRAIE

* RIREFHRATE

* BREREBHEETBNZ REHENEAEMEHE

- SIS IRBAMBHEEE
BHART LR LB FRFIBEAL MO BHAR S -

1. YT THIEAR—IREF « BERPTA ZIREFEGPORMERIE ¢

MNRICERE AR REHHGPORERIE ...
7fActive Directory 1 E &

ERZECIFSEAR:3

gl

BWABL...

vserver cifs group-policy restricted-
group show-defined -vserver
vserver name

vserver cifs group-policy restricted-
group show-applied -vserver
vserver name

T3S HIFETEActive Directory48isi R E FRIZ REFAHGPOMERIE « HRCIFSEUARISVMATBAVS1 B Z

4aig, -
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clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy

Version: O
Link: RSOP
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9
T3 EHIEERERZECIFSEISVM VS12Z ZIREFAAGPORIMERAE ¢

clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf :

e
BT ARGPOHRERIE
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gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9



RET ONTAP SMB FisR7ZEUR B HIHERAE R

& o] LUEERActive Directory R EZEBIPREERAGFMASEA o St U REEEFARA
M (GPO) ERECIFSEARSIHRFZEURBERAE ©
RAMNEETLE
RTE ~ HEEL MYER ¢
* SVM%#E

* RREFERAIRSTE
» SID

* 55EH

* EIIRERS
* EEREFE
* BRERA

()  TieesamRhmCIFSARSTERET - BATMTIIEGPO -

1. YT THEAP—IEEE - UBTERPREFERERINEN -
MREEERR TR EPRFEURAIBIERIE. .. BABZ...
1EActive DirectoryHE & vserver cifs group-policy central-
access-policy show-defined -vserver
vserver name
EHZECIFS{aiRzs vserver cifs group-policy central-
access-policy show-applied -vserver
vserver name
#11

TFIERIEERActive Directory R ERRIFTAERFIRAIEN
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clusterl::> vserver cifs group-policy central-access-policy show-defined

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393-
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

TIEHETERERE LAFERKS (SYM) BFMEEFERRRIEN !

18

clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2

&R

* THRARSBVEREFNZ 2
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* BT ARGPOAHRERIE
* BT AREREFIRRIRAENR

BB ONTAP SMB A R7ZEURAIFRAIAERAE A

1SR HEREd Active Directory® € FERY S R{ZEUR BIBRARH R RFEURAIRAIFES
&l o WA LUBBEREFERAIGPO BHARAIMHY) B RERZECIFSAMRSBZNFRE
EY[REFRAIMERAE A o
RAREIETIIE
TR REERZREERAZEFFIRIRAFHAEN © (kTEx - G FIEH ¢

* Vserverfa#&

* PREFEGRAINBTE

* FREA

© BIURFE

* {EchEEfE

* BIRIHERR

* EERAER

* BEER

MRCERTEEFEFIRRABEANFAEEFERRR BAGL...

HAE...

1EActive DirectoryHE & vserver cifs group-policy central-
access-rule show-defined -vserver
vserver name

EHRZECIFS{aiRzs vserver cifs group-policy central-
access-rule show-applied -vserver
vserver name

il

THIEREERACctive Directory FE £ 2 R RFEVRRIERABVFAIA R REFIVRBIRAENR :
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clusterl::> vserver cifs group-policy central-access-rule show-defined

Vserver Name
vsl rl
Description:

Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

vsl r2

Description:
Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

rule #1

Tue Oct 22 09:33:48 2013

Tue Oct 22 09:33:48 2013
O:SYG:SYD:AR(A;;FA;; ;WD)

O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

rule #2

Tue Oct 22 10:27:57 2013

Tue Oct 22 10:27:57 2013
O:3YG:SYD:AR(A; ;FA;; ;WD)

O:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

TrSEHEREERERE HEFERKE (SYM) NEDEFEURAEMNFIAERFIREIRAIEN

clusterl::> vserver cifs group-policy central-access-rule show-applied

Vserver Name
vsl rl
Description:

Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

vsl r2

Description:
Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

e
* THREARSVIERTFNZ 2
* BB RAGPOHRRRIE
* BT AREREFIRRIBENR
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rule #1

Tue Oct 22 09:33:48 2013

Tue Oct 22 09:33:48 2013
O:SYG:SYD:AR(A; ;FA;; ;WD)

O:SYG:SYD: (A; ;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

rule #2

Tue Oct 22 10:27:57 2013

Tue Oct 22 10:27:57 2013
O0:SYG:SYD:AR(A; ;FA;; ;WD)

0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)



A EIE SMB fAAka3 BREIR A ZHERY ONTAP 85 <

TRENELE « EXRIEATN - UIKRREBEFEHHHZRIGR S o EHAILE SMB {3
HE%%L&E%F& LXQ@JE%E?JF%zo

yn%/u\/u\it {%%lﬂ:ﬁ%
& ONTAP £ AD [RFE L » (A EHIFIIRAZENE  vserver cifs domain password change

& ONTAP R AD ARFEED BT > s ERANAIREAZENE vserver cifs domain password reset

R ESMBAfR2s A BB = EBIGIR 5 ZHE vserver cifs domain password schedule
modify -vserver vserver name -is
-schedule-enabled true

{=FSMBfEIARES LAY B ENERSIR A R E vserver cifs domain password schedule
modify -vserver vsl -is-schedule
—enabled false

WM5S 2 EERONTAP E#4H vserver cifs domain password &l > s3] ©

BRI a3 AR

B8~ ONTAP SMB 12 Z&EARESHIAERAE N
R eI U BERCIFSTRIAR2s L IFE R FIRILDAP EI AR as A 481g iz Hl 2s tERE B &1
1. BEREREIRRIINFEIRSSERIAE  SBEA TS L | vserver cifs domain discovered-

servers show

gl
THEAIFERSVM VSRR B EARSS

clusterl::> vserver cifs domain discovered-servers show

Node: nodel
Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status
example.com MS-LDAP adequate DC-1 1.1.3.4 OK
example.com MS-LDAP adequate DC-2 1.1.3.5 OK
example.com MS-DC adequate DC-1 1.1.3.4 OK
example.com MS-DC adequate DC-2 1.1.3.5 OK
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e
* BERUEHHRRAIRES
* (FLESRRENEIARES

BERREHIZZ ONTAP SMB a3

ERKMEHHRRCIFSERREE LAVEARES « FIECIFSRIARES 53 A RILDAP{E AR 25 A0 A1z
FIBRHREEN - TIREFRSIENZE « CIFSARSREEMIVSELIMEMFIARSSAI BRI
Bifl - EERNARSFREEE RIER - ILINEERAR -

A AN . . . .
1-$w)\7:§Um17'. vserver cifs domain discovered-servers reset-servers -vserver
vserver name

2. BB ENIFRFINEIRSEBEEN | vserver cifs domain discovered-servers show
-vserver vserver name

&)
THSEH R ERKREFRRFEFER S (SYM ~ SLAITERVserver) VS1BIAARES :

clusterl::> vserver cifs domain discovered-servers reset-servers -vserver

vsl
clusterl::> vserver cifs domain discovered-servers show

Node: nodel

Vserver: vsl

Domain Name Type Preference DC-Name DC-Address Status

example.com MS-LDAP adequate DC-1 1.1.3.4 OK

example.com MS-LDAP adequate DC-2 1.1.3.5 OK

example.com MS-DC adequate DC-1 1.1.3.4 OK

example.com MS-DC adequate DC-2 1.1.3.5 OK
HERAERN

* BERRREINFEARISEREE
* (FLESRRENEIARES

ZI1E ONTAP SMB #8iaiZ 4l ibiEZ

HEONTAP IHEEEH9.3FAA ~ LRI LUEHERZRMEIERIES (DC) BITRRIZR o FIUE—2K
ERLBER SR R EEEFRAFTE B UL RIFRIDCE IR ~ EIIIRANGE  InfRIRIRTAE ©

FAREETLF
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RIETER « BIGRRIEFSRRAAEAARNDC « SFEAIERRIDC « AL SFPRIFIEDC ~ UUKRFIAERIKDC
o IARRE A AEE E R ERFEIEIE « URTEREREPFIHAR - MREEBLRERERNDCERN « BiEE
IEDCA B EEEFI ~ ERIUEERRTS X o

7£ ONTAP 9.3 KR E#hRAH discovery-mode FIB# cifs domain discovered-servers fp< AJ:EMKIE
I TFFHAP—ERZREE :

* REMEPHFIADC °
* QERRAHIEEHHIDC -

° default-site SMB fAfkZEHS A EER A ER IR B AR IERGIE QM ARFS UL G RYESS ©
* RRITREMREIRER  SMBEARSSHEKEBURI RIFHIDC o
AEFERAIRT « KA EZSMBIRARRHIIEADC °
ez Al
AR PSR FE 4R o

(=] == oo b1 . . . . . .
1. I5EFTEERYIRZEEIE | vserver cifs domain discovered-servers discovery-mode modify
-vserver vserver name -mode {all|site|none}

HY3EIE mode ¥ :
°call
BRFIAERANDC (F8:%) °
° site
RHDCHRRRBIEEIEE £ o
° none

EERARIFHIDC ~ MAMITIRE °

L {REFHY ONTAP SMB A3l ik

SIBDNSE I ZABSIESISE - ONTAPSUE « MEl LU —(Es S B s S s
BB PO P2 B o

BAFEEIIE
MR R E ARSI S EEEEE ARG RRAREGH

1. AR ERIFHEEIEFIILEE « FRA TGS !

vserver cifs domain preferred—dc add -vserver vserver name -domain domain name
-preferred-dc IP address, ..+
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-vserver vserver name ISEAZERILE (SVM) %8 o
~domain domain_ name ¥STEHEREMBIRIEH AP 2 #15AI5EEE Active Directory 478 °

-preferred-dc IP address: ... REWRTIERF > 15 BAAEZESRIILN—Z(E IP {itt » LUESE
HIRIVBER BT

gl

Toeh S g4I 428172.17.102.25F0172.17.102. 24318 = SVM VS1_EHISMBEIAR 2 AR E
IHcifs.lab.example.com#8iH M IR ZEX BV 1B AR IEHIBH A EE

clusterl::> vserver cifs domain preferred-dc add -vserver vsl -domain
cifs.lab.example.com -preferred-dc 172.17.102.25,172.17.102.24

FERAE

EIRIE AN HIS RS

AR EEREFH SMB 43i5iEH15R) ONTAP &
REEMERRIE « BERRZIRIERAEITEHIZSNm < o

MREBE... ALt

%8 A AR 2 vserver cifs domain preferred-dc add
FERE VAT I HI 23 vserver cifs domain preferred-dc show
T BR1E FIRYABIITHI2S vserver cifs domain preferred-dc remove

W"5< 2 ZE R ONTAP"E¥4H "vserver cifs domain preferred-dc &3l » s 26 ©
HERAE R

BB AT 88

E{FAE2 ONTAP SMB #BIs#ZEHIahpY N 22 AR

EONTAP IhaER9.8F4A « R LIS E BN EATHIER2BZAVELR ©

FAREETLF

ONTAP EEEZMZE4EiFiZFHiE (DC) #®E -encryption-required-for-dc-connection $EIBEES
true ; TARR{EA false o REUZEIER - RAESMbIEHHE Z AR ONTAP-DCEALR ~ A& R B SMb37 Z1EM

=2
R
i ©

:F.

"“'EE‘EH[I E’] DC Luﬂlﬁ . —smb2 enabled for-dc- connectlons BB ZER ~ [ ONTAP R&355H
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1. BiFE DC BIINZE4EE ¢ vserver cifs security modify -vserver svm name -encryption
-required-for-dc-connection true

fEAnull LIEMEE R 77BN EKerberosiziz R RIfETF 2
fi£F3 ONTAP SMB null T{EFEERFEUE Kerberos IRIF PRI

null TYEPEERZEN AR AR B R (FIUNREERAER) BIRERR « URIEASIE R LA TEHITH
BRI RFEHIREIR - ERPIRIEFER 124 {REGFEEREIRER - g8 4nul TE
FEEER o null TYEREERABRE B E A IEKerberosEEEE MR 5T ©

X% ONTAP SMB f#7Z RN 1R (H Null TYERSERTFEX

B null TSR AR EEEE - R EEnul TIEMEERFIRNAR RN BEHERA L
HREEIPHIE o

RIETER ~ RE RN TIEREE A P im r] A fZERE LLEONTAP THEER 2N RRARTS ~ AINNLATIE ~ BEMZ
BIPRE ~ EIAFRUEARFERAER -

ONTAP Z#E{#FEEIER Windows RestrictAnonymous B8 EE ~restrict-anonymous ©
@ E ARSI AREENnIERE BRI ENRRERNREZE © flH0 ~ Tl ERERYIELF

HRIPCSHAE (BEMNGpREEHAE) ° FAREM vserver cifs options modify &

‘vserver cifs options show —restrict-anonymous’ FHYEIE"15S 2 E ERIONTAP"

PRIESERE « BRIMITAKEEREFIA P IREBENI TSR ERFIEETRA - IRAZIRFIBAANM
B MeefEAA')  EEMRGEHFIERFRRERININUITIERRFE « SR E2E T —EFREnul TiE
PEER A P IRFRERIEHAE ; BILILEHARREIRFIRERAEN « LREEBInul LIFERARIRNRETERAE
IRIEMR o

ONTAP TEHRHt¥FEEE L vserver name-mapping B8R ERIIEEAEFER null (FHE TIEEERFEHER
METRRA PR IP (3 o ZnulfERERIBEZZ « Eo LT EHEBERRnul TERERNHEERAERNER
FERR ~ I5EFERAE] o nufERAERMABEREA o nulfEAEREZFIERER -

WH P FEUHEF R RHERNIGERE « MR THERNEREER - FZ2BENTANER « UPLE
REREENE]EREHRBNRHERR - BERRARE  AREFERARNMEEEWIEREF#ERRE
B89 B iR B SL AVARES | ~ LUBESRIPGIE THREE) AYATREM o

G

RIEE B ERAERFIIRS

% null (EFE&7FEL ONTAP SMB &R 24 L VR

A e k— BB Hnull TIEREER A P Im(E R ~ MECEnull TYERSER A P imBYIPMIL ~ 1L
EMIEERFRAASTEANITEEREFNENNABRIRFE « ZBUILAFF Ul TIEFEERA
FinFE@#EFRFER

1. M vserver name-mapping create 88 % i null (FEEEHEEEAEME Windows FHE » Al
2 1P HEHATSE ©

83


https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options

THaLERnuIEREHEEABFAE N T AMgoogle.comfusert :

vserver name-mapping create -direction win-unix -position 1 -pattern
"ANONYMOUS LOGON" -replacement userl - hostname google.com

THGLERnulEREEREEEREMIPIIE10.238.2.54/32 user1 :

vserver name-mapping create -direction win-unix -position 2 -pattern
"ANONYMOUS LOGON" -replacement userl -address 10.238.2.54/32

2. fffH vserver name-mapping show MEsRRIBHERNHRS ©

vserver name-mapping show
Vserver: vsl

Direction: win-unix

Position Hostname IP Address/Mask

1 = 10.72.40.83/32 Pattern: anonymous logon
Replacement: userl

3. fFH vserver cifs options modify -win-name-for-null-user S Windows i 2 B&IEK
4 null fEAE o

HEEIREERAR RAnIERER BB BHRERER o

vserver cifs options modify -win-name-for-null-user userl

4. fFF vserver cifs options show FARAHERR null fEFE B Windows {FFE& o EH4H 2 HEM < ©

vserver cifs options show
Vserver :vsl

Map Null User to Windows User of Group: userl

EIESMBfAAR25HINetBios !4
BEAZUN{71 T2 ONTAP SMB {AlfR23HY NetBios 7%
NetBioshl| % @SMB aEiR2SHIE % TE - SMBRE R IGAI 1 E4F ESMBERESI(FEE - B

)
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e EMEE ARSI ERZ S EISMBREARES - I AESMBAARECIRRIAEEMRZEAI%
BT 5 E SMBfRIARAHYNetBiosHAIRA A °

@A) ATE 32 7 SMBfal AR 23 FF Bl 2 7 SMBfRI AR 28 2 B AYE(AIRS R ~ $5E —{ENetBiosh! % /BE G LABERIEEE
FhiFTIE S #2 FRNetBios A% o {ERILUEEANetBiosh! % 7B B RRVE(R R IBELR ESMBAARSS ©

HERIE
BT ARTCPER LHINetBiosEHH

1% NetBios 5% BEHIZZE ONTAP SMB fAlfRzs

NS T ESMBFIE i A B R EAR I SMBIRIARES (SR U T —{ANetBiosHI B E -
e ¥ NetBiosF! & #T1E EIIR B HINetBios BB E ©
RAREETE

* NetBioshll2RERZ A A15EFTT

* B Z I LATESMBEIARES L 58 E 2001EINetBios % ©

* RAFFERTIIFT

@#* O =+[]]5 :"~<>\/?

S
1. #1% NetBIOS B4 :

vserver cifs add-netbios-aliases -vserver vserver name -netbios-aliases
NetBIOS alias,..

vserver cifs add-netbios-aliases -vserver vsl -netbios-aliases
alias 1,alias 2,alias 3

° [CRILUERLUE R 72 FRAYE B 2k 5 E — Bl Z{EINetBiosH % °
° 5ERINetBiosH| R EFMEERAFE o
* NFBEERZER « AIERIIMAINetBiosh!&BE ©

2. R IEREHIE NetBIOS A% © vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

HERAE
* 1t SMB {rAlfR2S /A E IR NetBIOS 5l%
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* B8 SMB aiR2sHY NetBIOS FlI&%F+

£ ONTAP SMB fAfR23BE % NetBIOS 5%

NRIEFFEECIFSAIBRZEZAIFFENetBiosh % ~ FILUEEERBFRIELNetBiosh] % © &
] LU B B RIESFRFTA BNetBioshll% ©

R EIETIE
TR U A LUE SR D PRAYE B 2R TZ R Z (EINetBios % o MR LUBIBISE KT%FR CIFS fAARSS EAYFAA NetBIOS
A% - MAHIE -netbios-aliases 28 o
TR
1. AT IS EPh—IEEE !

MREEBR... gA...
JHEPHYFENetBios % vserver cifs remove-netbios-aliases
-vserver _vserver name -netbios

-aliases NetBIOS alias ,...

AEBHHIFTENetBiosH% vserver cifs remove-netbios-aliases
-vserver vserver name -netbios-aliases

vserver cifs remove-netbios-aliases -vserver vsl -netbios-aliases alias 1

2. FEEREBPRIEER NetBIOS A% : vserver cifs show -vserver vserver name -display
-netbios-aliases

vserver cifs show -vserver vsl -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER
NetBIOS Aliases: ALIAS 2, ALIAS 3

F8;" ONTAP SMB aiR23HY NetBios 7% /5E

B BB "NetBioshl %A E o BIFEEHEISMBA F ik rl @43 ECIFSE AR B TE B E
B~ SIESERER °

1. MIT R HP—IBHE -
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MREHEEERER.. AER BA...
CIFSTaARESAINetBios 3%

-aliases

vserver cifs show -display-netbios

FHAMCIFSEREs BB —EB 2 ENetBios !4 B E vserver cifs show -instance

T7 g HIFRCIFSAAR2SFINetBios 5 BRI EF

vserver cifs show -display-netbios-aliases

Vserver: vsl

Server Name: CIFS SERVER

NetBIOS Aliases: ALIAS 1, ALIAS 2, ALIAS 3

T 7B H B REFACIF SRS BRI —ER ) ENetBiosh!%IFE :

vserver cifs show -instance

Vserver:

CIFS Server NetBIOS Name:

NetBIOS Domain/Workgroup Name:

Fully Qualified Domain Name:

Default Site Used by LIFs Without Site Membership:
Authentication Style:

CIFS Server Administrative Status:

CIFS Server Description:

List of NetBIOS Aliases:

ALIAS 3

"5SS EEEONTAP "E:F40 "vserver cifs show Bl » 52 -

e

B AR ESHIE NetBIOS Bl&FIR
EIREMRIINH L

¥|E ONTAP SMB F Fime & {EF NetBIOS 7% ELR

I FETSMBA P in 2 & fE FANetBioshl 2 1TEA ~ WRZ « BIEERMHENetBiosH!

1R

100N

%

HEITER - EERARERREERRER -

R EIETTIE
RABMER -instance BERE SMB E4R1ERAERY NetBIOS 7l (MMRAB) B2 - NRER CIFS [Rk2EH

vsl
CIFS_SERVER
EXAMPLE
EXAMPLE .COM

domain

up

ALIAS 1, ALIAS 2,
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Y IP {UuEEIT SMB

1. SITFRERRIEN(E -

43 ~ BlEZEIH NetBIOS Name {2 -

GEFR) o

MR ERE R T5)IHENetBiosEH ... BA...
SMB E48 vserver cifs session show -instance
{E 5 EBINetBios |4 BYE4R - vserver cifs session show -instance

-netbios-name netbios name

TSR FIREREER TR ERID 17237 SMBELRFTFIHINetBioshI & & :

vserver cifs session show -session-id 1 -instance

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 127834
Incoming Data LIF IP Address: 10.1.1.25
Workstation: 10.2.2.50
Authentication Mechanism: NTLMv2
Windows User: EXAMPLE\userl
UNIX User: userl
Open Shares: 2
Open Files: 2
Open Other: 0
Connected Time: 1d 1h 10m 5s
Idle Time: 22s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

BIERESMB AR TIE

{ZLEEYRREN ONTAP SMB falfR2s

domain-user
ALIAS1
Unencrypted

e LUEIESVM ERICIFSEIARES ~ EEFRAE R ZBEBSMBHEEEFEEEME « T
FFRE R o e LABRENCIFS{aiRES REFTEIEISMBIFEY © {2 1ECIFSTEAREE 2 & ~ & A]
LU TZER423 (SVM) EAFFRIEEIRTE o
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1. MIT T EHP—IBSE :

MRIEEE... BWABRL...
{E1ECIFS{alikes ‘vserver cifs stop -vserver vserver_name [-

foreground {true

false}]’ EX#CIFSTRIAR2S

‘vserver cifs start -vserver vserver_name [- false}]
foreground {true

(2]

-foreground IEEM T EEARIAFT RIUT - MRIEKRBALLSHY « HIERERS true > HLORERE
AT o

2. {FEFAEREE CIFS [ARES EIERAE R T IEME vserver cifs show 88% ©

gl
THem<LEESYM VS1 ERAEICIFSTEIARSS :

clusterl::> vserver cifs start -vserver vsl
clusterl::> vserver cifs show -vserver vsl

Vserver: vsl
CIFS Server NetBIOS Name: VSl
NetBIOS Domain/Workgroup Name: DOMAIN
Fully Qualified Domain Name: DOMAIN.LOCAL
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up

FERAER
* BTBRREINAAREERE

* BRI EHRRAERES

35

o}

\

% ONTAP SMB fAlAk23 % =R [ERY OU

BIFEHSERRINOU « BAICIFSARSR IR BT R EBRERERMEMEN (OU
) CN=TBJ » EAILERERIFCIFSAMRBHEERRIIOU ©

IR
1. #EWindowsfallR2s L ~ BAEY ™ Active DirectoryE & LT~ KRGS o

2. B HEFEREMES (SVM) MYActive Directory#f5 o
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3. T ER—TREARE  ABERBZH o
4. RN BISVMER T RFAYOU

mR
SVM#IHHE TR ETEEIBIOUH o

772 &) ONTAP SMB falfRR23 Z Fii » A TIECAENAE DNS 431

IR IEAEE Active DirectoryZ & U DNS{EIAR23 T4 SMBfRIAR2: 1 E H {4855 ~ ZEDNSH
BIRE T ERSMBRIARZIAIDNSER E% ~ BB EEEEERESS (SVM) ERIBIEEDNS
(DDNS) ~ 7 AE#ENSMBRIARSS ©

FIsEZ Al

WHBIESVM_EIEEADNS L FEARTS ~ 7 SEEFADNSAEIE, « EhE &1 & SMBEARESBINIR D 2 FA8s Y ARFS (L
Btk c MREFEANEEZERIDDNS ~ BB FAActive Directory2 & HIDNS L fE{a]AR2S ©

RIRERI(E

EEZADDNS (MIRESVMLRE) € EHIHRFERILIFRIDNSEEERFTIE EMA « BRIGHIHAIDNSEHRIEEE
WRYSDNS AR MR © IS BFENMIER o

AEEREFSMBRIARER Z AISTADDNSIERL « 5526 T7IEE !

"SR E BREDNSARTS"

1% ONTAP SMB SVM /il A Active Directory 4813}

eI LUE B8, ~ iR FERE2S (SVM ) A Active Directory 4813 ~ mEEMIER
IR M SMB {AlfR2s vserver cifs modify @< ° ERILAEFINA BRIRVASSE ~ I
AFTEYAEE, o

R Z Al
* SVMZEE BDNSHHRE ©
* SVMHYDNSHERE X RREST 7 B IR AR (HARFS o

DNSfalfkER XA S HEEILDAPHIEEE 2 FARES RIBRFE M BRCE: (SRV),

RIREIET(E
* CIFS fAARESHBEIBARAENM B2 down * A AEHEAE Active Directory 4BIEEDX o

* MR THINTTR » BIEREEBHRES up  WIESSEERONTAP BEFM up Bl > F2MH °
* INAMEIRET ~ I < PIAE TR A 0 SRR R Al 7 BESTRY °

1. % SVM DA CIFS faElfR2348is . vserver cifs modify -vserver vserver name -domain
domain name -status-admin down

5SS EERIONTAP &BsF4H "vserver cifs modify Bl > 52 - MREFEEMREMAEIHA DNS >
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EEFFEABEAR vserver dns modify "15S 2 EZ EEIONTAP" o

EE2A SMB {aRR23#E1L Active Directory #231RE ~ {SAZBEIRMM A B BHHERRA Windows 1R B & B
S~ LUEREFIEE ou= example ou FHIREF example.com #BiF o

#EONTAP THAEE#79.7F044 ~ ADEIE S r LR HKeytabiEZEMIURI ~ EAIREREIEWindowsiE P 2 iBF 1225
MBS E - BEULE) URI BF ~ SBREENA -keytab-uri 2% vserver cifs 3% ©

2. #3523 CIFS fRAR2IAIAFAEERY Active Directory 4815 | vserver cifs show
eRtl]

ETFIEFS « SYM VS1 EBISMBfEARES MCIFSSERVER1') E{FMAKeytabkizE N Aexample.com4Fig, :

clusterl::> vserver cifs modify -vserver vsl -domain example.com —-status
-admin down -keytab-uri http://admin.example.com/ontapl.keytab

clusterl::> vserver cifs show

Server Status Domain/Workgroup Authentication
Vserver Name Admin Name Style
vsl CIFSSERVER1 up EXAMPLE domain

#5;~ ONTAP SMB NetBios over TCP E4RHIFEREE

eI BB A RTCP_EAINetBios (NBT) ZEAZEVE R o SR HEHZEANetBiostERIRIME
RERER -

1. £ vserver cifs nbtstat BEERREAF TCP ZE4R LAY NetBIOS BEHIER< ©

() A EBEBIPGRENNeBosLIERS (NBNS) -

L]
LUTE5628~ Mcluster1's BINetBiosiBARTSE N ¢

91


https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+dns+modify

clusterl:

:> vserver cifs nbtstat

Vserver: vsl

Node: clusterl-01
Interfaces:
10.10.10.32
10.10.10.33
Servers:
17.17.1.2 (active )
NBT Scope:
[ ]
NBT Mode:
[h]
NBT Name NetBIOS Suffix State
CLUSTER 1 00 wins
CLUSTER 1 20 wins

Vserver: vsl
Node: clusterl-02
Interfaces:
10.10.10.35
Servers:
17.17.1.2 (active )
CLUSTER 1 00
CLUSTER 1 20
4 entries were displayed.

R EE SMB {EiR2387 ONTAP &5

Time Left Type

57

57
wins 58
wins 58

REMBERIL « B ~ B2~ (F1E ~ B®) ~ FMIPRSMBEARES - B s < A ERMER
BRIk - @ENEREBIRPZE « PHEHSRPZBEE « DUIEE%RNetBios

lIEZR

yu%lu\lu\ﬁt
#2317 SMB falfR2s

FESMBfRAR2ZHIIERAE
&2 SMB fRIAR23

i SMBfal Ak 8545 2 H fth 481
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vserver cifs

vserver cifs

vserver cifs

vserver cifs

create

show

modify

modify



{Z1ESMBRIARZS vserver cifs stop

ExESMB1alikzs vserver cifs start
MIk% SMB fAlikReS vserver cifs delete
BRI BEIHIEZRSMBEIAR2IAVE RS vserver cifs domain discovered-servers

reset-servers

EESMBRIAR2: FIE 23R A H 5 vserver cifs domain password change

BHXSMBEIARZSHIE 23 IR P B85 vserver cifs domain password change

BFESMBRIARZF IR A R B ENZRIEE T vserver cifs domain password schedule
modify

#riE SMBfEIAR 23 AINetBiosH! 4 vserver cifs add-netbios-aliases

#FRSMBfAIARZZAINetBioshl% vserver cifs remove-netbios-aliases

M5 2ZEFEONTAP EH40 "vserver cifs Bl » s52[E
HERAE
"Mk SMB {RIARZ3FF ~ A EREMEFHE T EE BB R"

EXF3 ONTAP SMB NetBios &8RS

LONTAP IHEEEHRIA ~ TEsR Z{=FINetBiosF8ART (NBNS « ARFfEAWindows4EE
R B TBARFFTLWINS) o JLRl ~ FimdER 2T B TWINS « 2 BXABEEERELS
EUFACIFSHf#TFERIEES (SVM) o EERILIEREERFITEEENBNSHAERE « [EA28E
HHTAICIFS{RIAR23AAFEERFENBNS ©

FaYaZ Bl
* MNBEELERANBNSIEFARONTAP ERRZASO ~ B RNEESER U T E - NBNSHE SN AT —EEE o
* FiBudp (E#EI8137) EXFNBNS
* AL BHEBIPV6HINBNS o

1. MR AR SR A HERE o

set -privilege advanced

2. 7ECIFSalAR2S_EEXFANBNS °
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vserver cifs options modify -vserver <vserver name> -is-nbns-enabled
true

3. IREIEIREREAR

set -privilege admin

EFIPV6EITSMBZEXFISMBARFS
BEfZ ONTAP B9 IPv6 SMB &R

ESMB{RIONTAP Rikgs EERIPV6Z AT ~ SRR HIZEMRLE R AN A S BRIPLE AR AN BV SZ 4% ~
AR 2 e SR A3 4T o

AEREERKRONTAP

EV{SSMBIZHERS « IPV6RNEEIFHITIE o SMB 1ZHEBEHMIF"ONTAP One" o N1ER1EZHE ONTAP One BARZEER
T BHARICHISHENRR o

SMBEEHERZSTE R

* HHSVM ~ ONTAP Z1BFRE SMBEEI 1% ER A _EAIIPV6 ©

()  FEBEBIPGRENNeBosBIERSE (NBNS) -

BEAZSZ 12 ONTAP SMB 72EYA] CIFS FRFSHY IPV6

NR IR EIFCIFSEIRARSS EERRIPVE ~ [KABEEFRONTAP WA 1R B IPV6EITSMBTE
BY ~ AR fF R4 R& @ sT AR E 1 TCIF SARTS ©

Windows B P i {E iR 2e L 15
IS EIPVERIWindows {aRaSFI A A i © ONTAPLL T eREEMicrosoft Windows B F imFl{al iR 2sIPv6 2 4% :
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TAFTEERIRZGRRE  #'><| 2\

®
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1. B EAERXEEMVolume | volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]} -security-style
{ntfs|unix|mixed} -junction-path junction path

tESh ~ RERERENSBIE255EFTT

)<)P

REREAUR () FHE - BRRERES BHRMEMETRE - REREIREZCIWRELTE - XFRE
BAMARRIE  AE AR o

1EEVolumeZ 2N AEAEE - IRERIEELZZHEI « ONTAP I ERERFERKSE (SYM) R
HIRENERZ 2RIVRELEIRE - 78 « RERENZERAUEFAECBREREMELERERERN
ZEFL c ERCERUMREFRHEEZ 2RI « WRBIURHHIRNEREFIREERERE

BEREREDANE ; /ENG £HHEE /eng o MIREEICIFSHARE » WindowsBRR FERERAED K
INES o YN ~ UNRZZEE /ENG ~ CIFS HARREMBLFIEE /ENG » RE /eng ©

R LE B L EAZHEBEFTE R Volume o I1"15S 2E ERIONTAP "E:¥#4H "volume create B3l » A2
B o

2. BREFERMBNRGREILMIEE | volume show -vserver vserver name -volume
volume name -junction
Ll
LU EEHIEEI—E47% T 'home4' | BY Volume ~ 5% Volume {iIf? SVM VS1 £« BEBRERE /eng/home

clusterl::> volume create -vserver vsl -volume home4 -aggregate aggrl
-size 1g -junction-path /eng/home
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl -volume home4 -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl home4 true /eng/home RW volume

/

J£17 ONTAP SMB B IEEMAIEERX DL
BRI B B Volume M AN EERE ,iﬂﬁ ZRVolume A2 HENHEE - thEIARENASTE

BY o IRABAHIEHIREE « A BER E sZHEEAISMBHEEHINFSE °
BItA = Al

CERHPRIUHMRENESIRUAREEFTE -
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1. FRATIGLBILEERGIMMIEE | volume create -vserver vserver name -volume
volume name -aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]}
-security-style {ntfs|unix|mixed}

IEEVolumeZ 2 HEANAEAEE - MREKRIEELZEH « ONTAP BIZUERAERFERIEES (SVM) 1B
MR ENERLZE RN KRB MIEE - FB « REEENZEERIER S CEERIEREEENZ 2R
o BEBECERTHEERISEZ2ER WS LSRRI ERERE o

eI LUE R L EAZEEBETER Volume © I1'15S 2E ERIONTAP"E:¥#40 "volume create Bl » :52
RS o

2. BT REEEMNE R TEIMMEE | volume show -vserver vserver name -volume
volume name -junction

il

THIEEFIEIL L% Tshes) BIHEERE ~ (UFASVM VS1.E ~ (BREEHNIZE :

clusterl::> volume create -vserver vsl -volume sales -aggregate aggr3
-size 20GB
[Job 3406] Job succeeded: Successful

clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl home4 true /eng/home RW volume
vsl vsl root - / -

vsl sales = = =

7£ NAS 2RIt EN £ 3R 580 ONTAP SMB iR E

FEHE&E A B A S EINAST A 32 ~ A BEsR ENASH R infFE#FERI&%ES (SVM) FERE
EFFEHNEN - NRBEIFREEHEEE « BT LHEEBEERR TR o G AT LUE
& Volume ©

RIRERI(E

YNRCENSHARR & W EELREAR ~ B NAS AP InEAFRUERANNAEER « B UNKEH SRS % ZERE
AR ERINEREPRER

EBEIENASAEBHMRENTE - REORERERTAN o CUASHRERE « TR
() =t mERFBEREERTREY - IBHEEN - HS0 TIAMEXS | NFSVIR
FISTE(EONTAP SRR AR » Iyl ZEVolume”

EESMIRER « HIREANERAEER © It « THIRE SR SERE AR BB ER LRIINIRE
iR & B RRIFISMBHE At &R E TR o MNRICEA SR HERIVolume ~ NASH R IR AT AE AR AREL
[RRIFISMBHARFIHIREANER]
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1. BITFRERRIEN(E -

ﬁl\%zvomme volume mount -vserver Svm_name -volume

volume name -junction-path
Jjunction path

EEVolume volume unmount -vserver svm_name
-volume volume name

volume offline -vserver svm name
-volume volume name

2. BB iiR B R R PR AIHMEAR RS

volume show -vserver svm name -volume volume name -fields state,junction-
path, junction-active

Ll
BUFEAIRALRS SVM 'VS1' B9%#45 """"s™ BY Volume 3 AZE 23 "/sales” :

clusterl::> volume mount -vserver vsl -volume sales -junction-path /sales

clusterl::> volume show -vserver vsl state, junction-path, junction-active

vserver volume state junction-path junction-active
vsl data online /data true
vsl home4 online /eng/home true
vsl sales online /sales true

LU TSR B EN S B4R A1 SVM T'VS1 | EMIZ%A T dATA 1| MR .
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clusterl::> volume unmount -vserver vsl -volume data

clusterl::> volume offline -vserver vsl -volume data

clusterl::> volume show -vserver vsl -fields state, junction-path, junction-

active

vserver volume state junction-path junction-active
vsl data offline = =

vsl home4 online /eng/home true

vsl sales online /sales true

FE;~ ONTAP SMB Volume S Z B

eI IERMEFERKEE (SVM) HEEIRERMERAEN - UK SRR GE ° 1§
A LURTE MR IR @ R R G 3 o MR UERILENREE R EESVMan R M- o

1. SITFRERRIEN(E -

MREERET... BAMT...
SVM_E#&E B E R B EE volume show -vserver vserver name

-junction

SVM_EH& B E iR B R F AR E B volume show -vserver vserver name

-volume volume name -instance

BRASVM_E M E SRR & AV E B 5 a. MAENE - S ERHNE MG -fields &
BTGS2 . volume show -fields
o)

b. {FFREETRFIEE -fields 28 . Volume
show -vserver vserver_name -fieldname -~ ...

]
TEIEEHEERSVM VS1 & B E SR E AR E
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clusterl::> volume show -vserver vsl —-junction

on

Junction Path

Junction

Path Source

Juncti
Vserver Volume Active
vsl data true
vsl home4 true
vsl vsl root =
vsl sales true

/data
/eng/home
/

/sales

THIEEFIFEETRSVM VS2 R &S ERMAI S :

clusterl::> volume show -vserver vs2

-fields

RW volume

RW volume

RW volume

vserver,volume,aggregate, size, state, type, security-style, junction-

path, junction-parent, node

vserver volume aggregate size state

junction-parent node

type security-style junction-path

vs2 datal aggr3
node3

vs2 data? aggr3
vs2 root node3
vs2 data2 1 aggr3
data2 node3
vs2 data2 2 aggr3
data? node3
vs2 pubs aggrl
vs2 root nodel
vs2 images aggr3
vs2 root node3
vs2 logs aggrl
vs2 root nodel
vs2 vs2 root aggr3
node3

RIEBIEHE

BEfiZ ONTAP SMB LB ¥ FE4RRE

2GB

1GB

8GB

8GB

1GB

2TB

1GB

1GB

online

online

online

online

online

online

online

online

RW

RW

RW

RW

RW

RW

RW

RW

unix = =
ntfs /data?2

ntfs /data2/d2 1
ntfs /data2/d2_2
unix /publications
ntfs /images

unix /logs

ntfs / -

FIFALTBHEINAE « BCIFSE D HMAIAEEUNIXE D5 « ffKerberos& 73 Al ¥ &
EUNIXE DA « WAFUNIXS 73R EECIFSH A - ONTAPE R ZENFSA Fin

SCIFSAPImELR « ITARREELEEMNRINSERE

EAREERLBEH BB REMERNIN
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* A MEREARUNIXIRIR « BRTEEHIRE EERACIFSEFREINTFSZERKR -
* BRI RERERNTAERMERE -

FULEAF - FEELBHE - IAFTHESERER AR IRE - MEiFE AP instsa iR ERENTE
RfEMRE -

AAR  CRAEHEEREERREHE « MAEHHEHEERLENE -

8 ~ WAL —ABERERERRERERERE - AN « ERIRHESNEENPFIEADEREHEER
EUNIXERE ~ URERERUID °

BEfZ ONTAP SMB L F8¥iFE

EWENBERENEENE - EE BB ATBHEEREMLDAPEARSS « MUkt
RARLE - ONTAPEREIRE—RIMIEA « WEESVMHIRBIRFFHERRICREIR

* SEAWindows EUNIX¥ FE
WMRHAZIEFE « ONTAP BILEINEEE R EUNIXABI R EIWindowsFRERBE T ABENHIFEHE LTS o 1
REAFAEHR - ©EFEHETERNUNIXERE iR ERE c MRKRRTEFERUNIXFERZE - ONTAP BE X
LGETES VS HIE « QIS EZ R « MEEFER o

* WA UNIXEWindows¥ifE
BRI FZIHFE « ONTAP B EH 24X BISMBAIIE P UNIXZ BB FAIWindowstEE « INREFER - ©E(E

FTEmRAISMBERE « RIIREERTE ° WRAREER CIFS fEAE « B ONTAP thEEZLIEE AU
g ~ BIBEE RN ~ AEOHER -

RFER ~ HBIRF FHEEIETERTARUNIXERZE  IRKIEETARUNIXERE - ISR HEE LMK -

* EINHEFRO.5BHIRONTAP ~ fEa] UG 23IR B HIE ETERUNIXERE SMIERE
* EEMAREMIRA T ~ EEEF ISR P HESIEMtEERE - ONTAP

EfEEERIHSIRA L EEIE - S BBRHIE -

BEfZ ONTAP SMB Z4E1# = UNIX {£EZE Windows A ELTBLFE

RFUNIXTERE R EEWindowsERER « STIEZ LS - ONTAPTEBRIMEFRERZ
Al EESRERRINEEEEERSHEIAEI - 3E « S AILUERERIFRIEIER
HURE ~ LR REINVEEEEEE « TikFES - ERERETRERSBLE -

IS EMER ZUNIXERE HWindowsEE RIBH RS

EEFRESESERELBRRNEESR - CUERRERISENFEEONTAP A © Active Directory

BICIFSRIARES TAEERV SRR A PIIA R EmEERE ~ W IBMREE RS EREZ— » BMEAGIERFZE
HISERA%R o FAHESVM_LCIFSTRIARSSFTERIARS o

* BRiEE
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FBLEMEE - EMEFEIRILEE - WRCIFSEMRSBMN T EHNAS —EMEABEEMEE - TSR
e RIZEBI S EARIEMERE - RZIFA ©

UNIXfEREH Windows £ & R BH B S Qe TR E thEE 2 AR LR EENMEE LRT
* BHEE
FREHEE - TEBEEEMEE - FUILERT « REATLERERIEEBRELEERENERE
HITUNIXEREHWindowsEAEREBHEILSE - §ES AR TREIMEEENEE -
* BAGE

ERAGERIERT « HthiEE S SECIFSEMRSIM T - FFULERT  TEFEEREEREBREA
SIERERIERE -

ERITUNIXEAE B WindowsEBE R BHRILSE « FESAATEREAGSENMREE -

WEERBRTT () RRESEALSHEHE

AEWindowsfEAELBIRINERPEAERFTT « AIHBETSRAERBHEES - TRABNEEREHE
IRENEEE D ERERFITRBASREIES ¢

1 Fif R
1B "RABEES UNIXfER#E lroot) EHEERS

72 TAdministrator] FY{ERE - &
SMEEENEE - BEIEIE—
{E+EFFRIERZE M"Administrator]
ALk o

* \* EMMUNIXERE G HEEHE
FIWindowsfERE - FRFILSZFR
BiEENAEE « BRI EIE—(ER
ZLIBERTAERESALE

B ™ EEAN

@ FEUNIXEIWindows
HTBEE « MIEH
A o

PITSEEREESNAN
CRILUEEME A2 —RREAN S W BB SIEEREEE

* EAONTAP HEMEMFiR=Z BBRREREEHFE
* ERKFRENEREEREEE

MRUNIXEREUBAF THREERERBNEEER « BIWindowsfERESEMAEENAEFE « 1
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* MRERTEIEANEEAEEE « AIHENWindowsFRAE R GRFEESEEPEHN -
* MRAKREGSEREVERBE « MGETERPFIEEREEENFEHRWIndowsERE °
* MRTEERALEEENMESE - AEEEERTERZERE

MRUNIXEREHREEAELBPEEMATERNWindowsERAE « AT EMEHFPEHAWIndowsERE °

B¥fZ ONTAP SMB &8 fEEARA

BRI ASESVMRE—EMIRRA © ONTAPSERAIL SM(ES : Pattern_
F_replace ° SHAHEBEABNRIERI « WIRIEE—ERFRAITER ° BXRZUNIX
HRHRREES - RREGSNEFINTS « AREXFNFELS « 117 UNIX

sed 75% °

7237 ONTAP SMB £ 8 ¥ipE

A LUE vserver name-mapping create I ZLTBHENGS o ERILUERLTE
HFEAREWindows(F A& FEUNIXZ 2T B RE & A4 K BURERE & o

RANEETIE
HESESVM « ONTAP ZEEZ12 » 500EZE S ML TEEHE -

1. BT ATBHE | vserver name-mapping create -vserver vserver name -direction {krb-
unix|win-unix|unix-win} -position integer -pattern text -replacement text

‘-pattern M -replacement BRI AIARBEEIRERT o ol UEH
‘—-replacement’ null
BEMFH (ERF) - ERAMRREREENEECRE »

@ ollink:https://docs.netapp.com/us-en/ontap-cli/vserver-name-
mapping-create.html ["{§LBEERONTAP" 1 ¥ Ml “vserver name-
mapping create E&fl » 5H2MH

EITWindowsEUNIXFYE FERS « ONTAP 7RI HTEERS « (EIEZ R4 A FBMEEARNSMBA B % ~ #8478
BHILEFFEFA ~ A EBDIFEVEHFE o

gl

THHLEERAVSIHSVM LRI ATBHE o HEZRUNIXEIWindowsBIEFE ~ (I BLIERF SEFHME
1 o HEZFUNIXERZEjohnd¥FEEWindows{F & ENH\JohnDoe °

vsl::> vserver name-mapping create -vserver vsl -direction unix-win
-position 1 -pattern johnd
-replacement "ENG\\JohnDoe"
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THGRLEERLAVSIHSVM EEIL S —(ERTBEHE - HEZMWWindowsE|UNIXEIHE ~ (IR EBLIERFEER
HAIE1 - SEMEXMBHREFENRER - HESBERTHSECIFSHEREHED SESVMBRIEAYLDAP
IR ERE o

vsl::> vserver name-mapping create -vserver vsl -direction win-unix
-position 1 -pattern "ENG\\ (.+)"
-replacement "\1"

THHRLEERAVSIHNSVM LIS —ERBEHAE o EUItRILH « WindowsERERBHRH M) TRNEE
% « HEE R WindowsfEREENH\ John$opsEFEEUNIXfEREjohn_ops °

vsl::> vserver name-mapping create -direction win-unix -position 1
-pattern ENG\\john\$ops
-replacement john ops

BETERRHY ONTAP SMB {£HE

TR LGS TRR EREREAEERAENFIEEMHEERLUEER « S FEEUNIX
BlWindows 7 B EERIERERER - 3E « MRECBERRREEAERAERK ~ 8l
TERETRRERE -

RIRERI(E
HHCIFSEEEE ~ MREREREEWindowsEREHEEMEFIFIUNIXERE « B UK AIEE FERAIUNIX E
% -

HIENFSEE « IREAERSEUNIXEREHREERBIWindowsfEAE - BB UAIEEFARAIWindows
fERE -

1. MIT T EHP—IBSE :

MRITIEE. .. MATI®S...
RETARUNIXERE vserver cifs options modify -default

-unix-user user name
X TEsRBYWindowsfEF & vserver nfs modify -default-win-user

user name

AR EE SMB i85 ER ONTAP i<
EIELTEEHER « SONTAP B EMNINERRIES °

MREEE. . fEALta<...
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I ATEEE vserver name-mapping create

EREUEEALTBHIE vserver name-mapping insert

BT TEHE vserver name-mapping show

XM ELTBEENAMENE - 8% vserver name-mapping swap
B EREAIPHRMRERR - &

RFFRH o

(EReyEtalid vserver name-mapping modify

fpxFBE FE vserver name-mapping delete

B8 IEFERV L TBEIFE vserver security file-directory show-effective-

permissions -vserver vsl -win-user-name userl -path
/ —-share-name shl

WM5S2EERONTAP E¥4H "vserver name-mapping Bl » B2 -

REZS T BBEHIELS
EtFTi{=A ONTAP SMB Z4{Eis g fEid =

BRZPEYATBHRELS « S UER EUNIX@)EH% inndowsﬁﬁH%«%ﬁﬁﬁ?ﬁ
EWindowsZiBHAEI I DMERBERFT (*) o TRBNEESIERERFET (¢

) ~ ONTAP 7] %SYIS|n$£#Fﬁﬁf/—\1@ECIFSHHE%% E SR E 2 4 ﬂﬁﬂﬁ%ﬁ%&ﬂ%@iﬁﬁ o
REMEIET(E

bR T ESEREENFMEAEEZI - THAILURERIFVEEEABE - RERGFIESERZIEERONTAP
RERREFIEEEIEE - MIFLRRRNETMEE  RATZERLEHELES -

* EXSRAZ R LBHELS o
* WEIBFE AR ERERE AR o
TR
1. BHEPRBARRAEPE ¢ set -privilege advanced
2. PITTFHEAP—IEEE

MRCEES WL BHERLS... AT,
ERUE vserver cifs options modify -vserver

vserver name -is-trusted-domain-enum
-search-enabled true
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MRECEZS AR BHEES. . BWAMBL...

(=N vserver cifs options modify -vserver
vserver name -is-trusted-domain-enum
-search-enabled false

3. REIEIEHRELR | set -privilege admin

FERAER
B] AR RIARER1EEIR

BRI BEFIRRS1ER ONTAP SMB 4313

B~ IEIIEEMRA A - IGRREMEARF LS EEE - TEIE S CIFSREARZZEN
MR RYABI o

1. FERERRENIRREENSE vserver cifs domain trusts rediscover 885 ©

vserver cifs domain trusts rediscover -vserver vsl

e
BT ARREBEEREEERER

BETHZRIINZIS1E ONTAP SMB BiEHERIE

CELUBTRCIFSARMIMS (ACIFSARBBILIES M) NERBEEEES
o BB BRRL S A R EERRRIE S AR R PR 5
ENAERAS °

RIER I

QEFRREATEFEREENEE - AR EAAEFIEHE (DC) BXREDCRAENIBFEEEEEEE
B« AItEERAFEPRENIER - BRETREEEENEE - KLURES @R LEHRESHNESIER -

BTN EEEREN S RERNFFERESE (SYM) 248 -

TER
1. FERBETRERINEEEEHERE vserver cifs domain trusts show 8% ©

vserver cifs domain trusts show -vserver vsl
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Node: nodel
Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

Node: node2

Vserver: vsl

Home Domain Trusted Domain

EXAMPLE .COM CIFS1.EXAMPLE.COM,
CIFS2.EXAMPLE.COM
EXAMPLE .COM

e
BRI EHRREERIAREE

ERIFEYEERHIE - BFREENAS1ER ONTAP SMB 48i5

A ARESMBTrI AR 2BV IE A S EABIUB BB AP iE SAS BRE ERVAEE ~ LRI LUECR B RIRYA
B - MREKXEEANEEEEEE  AIRITSEELBHEESE - gfERAILEEMmIF
RRFINERISERESE -

FAREELE

* MRCEREENERIMEEREARE - HAEGHRABESH « MABERAERBRRA S RRESEE
BERERNIERRESEEREE -

* MRCERRABFEPBIFEENEE - BXRIEEFE « MIEBRIEEMRFERMKS (SYM) HEREEEHR
EBE o

* MREESCREREEEEBEE - WEEGBRIRFRE

TEZIEERNEEEEEEPRALREENFESE o BMEER LR EL S EARNEERAER
ARIFREEIEE « BENTZENLEH LSRN IS ERAE LM - BUAERMENIE
B AEBEFEPN T —ELESEAEE - ONTAP

TR
1. MIT T EHP—IESE :
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MRCECERREVEEEABERTTIEE... EASL..

RHEERAEE AT B E vserver cifs domain name-mapping-
search add -vserver vserver name
-trusted-domains FQDN,

BB IRSERAEE vserver cifs domain name-mapping-
search remove -vserver _vserver name
[-trusted-domains FQDN, ...]

ERIRAFEE vserver cifs domain name-mapping-
search modify -vserver vserver name
-trusted-domains FQDN,

gl

TH S EEMEEENEE (cifs1.example.com#cifs2.example.com) #iEZESVM VS1FR{ERMIERSE4E
IEEE -

clusterl::> vserver cifs domain name-mapping-search add -vserver vsl

-trusted-domains cifsl.example.com, cifs2.example.com

THar L ERSVM VS1ERRYE B R ERMES(ER B

clusterl::> vserver cifs domain name-mapping-search remove -vserver vsl
-trusted-domains cifsl.example.com, cifs2.example.com

THar L EIELASVM VS1FRfERRISEREIBE - IR EIMAREEE ¢

clusterl::> vserver cifs domain name-mapping-search modify -vserver wvsl
-trusted-domains cifs3.example.com

e
BRI EIEEEEERMAREN

BEMRIFHIZ(E1E ONTAP SMB #3iE/FERMERAE

TR UBRREFIVEEEEBEPREEREIENR - UREAZMEEREE R SRS
FEF - ERILRRFIVEEEEERERER BFRRNEEEEBTENERSGE

1. MIT T EHP—IESE :
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MRECERE R TYIEENEREN... fFERHmS...
BEPRFEEFERES (SYM) DEFIAIBRAE vserver cifs domain name-mapping-
1E488, search show

FEESVMHIFR B B RS E4EE vserver cifs domain name-mapping-
search show -vserver vserver name

Mo g nRE LA EREEERAEREN

clusterl::> vserver cifs domain name-mapping-search show

Vserver Trusted Domains
vsl CIFS1.EXAMPLE.COM
HERIE

EEEBEPMIE « MRRIAR SR

B Kk=ESMBEARE

RS RRUN{AI3E YL K28 € ONTAP SMB HF

EEREMERAENEHEBSMBEFECIFSHEMRSS ENER Z A ~ AR
TESMBHA « ERMIRE PR R FEE o ERILUEE A28 AERBIERETHA
& o fSTLXBﬁE#WE&ﬁﬁ AR -

ETEISMBHAKONTAP ~ FIf M2l #IR - #HESEARIHAENTERACL °

SMBHAGREERFERMR (SYM) LRICIFSHEIRES ° IRMIFRSVM ~ SHESVMAIBREL H AR R
HICIFSfAARER ~ BIEMIBRSMBHEA o MIRMEESVM L EFZEIICIFSHEARSS « BIAAEHREIISMBHA o

MERAER
* THERZAHN A R AN EFAH
* "Microsoft Hyper-VASQL ServerdfJSMB4HEAE"
* BB S L NIEE R BERNFTiRgY

PR RTERRETE ONTAP SMB H

Ea,axr‘&%rféﬁﬂ%k%%% (SVM) L#IICIFSARRZSHRF - RATEHEUTEENEEHARE o

TEZFEAELERRIEARME  UkefiERL -

JBICIFSTEARASEF ~ 2 THTEREIEHF | ONTAP

() #ohaiEm0 SEIIAONTAP « REHH R Tadming A -
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IPC$

* admin$ (ONTAP {£FRAFE#ThRZABIRRZS)
- C$

EHAUSF AR ARERLR « i RNEK FEERERNEERERLA « BERNUER HERAEN

*x)

RIGARIE LA o

W{alfEFIPC$FMadmin$TER A
IPC$F1admin$H A ZEONTAP EHWindowsEIEEF A « FXBREEAIINSVM EHNERL o

* IPC$HA

IPCSHAERAIHAARER « BEEEHNIEAZENENIFEEE ° IPCSHAEANEIRESEEM
MR AR BRI EAER - SEZEEIPCSHARNHARE « HAABTWACL » SthEAE Az
BRIPCSHAE -

* admin$ =& (ONTAP 1£[RBEEFARAAIRRZ)

(D) ohtesiE0 SEIAONTAP « RAS A BIRRE Tadming$AE o

admin$HAE B EKEESVMARER o ILERIREXEZSVMIR BERTERIE o GEEE Badmin$H
RENHEBRE « HARBHACL - Gt EEHRa%aifffadmin$ AR -

fEAcSTERILAN AN
cSHABREENSVMEE S A AREFINEESVMIRHIFEBNEEHAE -

WU RcSHAEAFE :

* IEHAEREREKERSVMIRMIRERVRRE « EIAER -
* CSHAEMTERACLE TEEE/ST2ER -

I {#EAE ABUILTIN\Administrator o 1R#5E785% ~ BUILTIN\Administratora] W I IEEHAE « M ENIRE
$ROPIRAR « BT ~ ENEMIBRE R E R - IR B HRPRERINE R KA « SAFSNEE o

* ERINEECSHAEMACL ©

* RIS ECSHARERLARS °

 fREEMIBRCSHAE o

* SUMAMEIE SN an 2 T RERR - REENCSHABFISVMar 2 ERMEERE S -
* ISEIUEARMicrosoft BIRE A EHCSHAE ©

FERIE
fiEF Windows Z &M 1RH % E EFEIEFEIR
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BEfiZ ONTAP SMB HE=a &K
7ESMBfAIARZSONTAP L2 IISMBH AR « s5FHWeCE FMHEE ) BIGHRREX o
HEWLTERZIEBHIONTAP EWindowstEF « LS TF)EK :

* SMBfAARERHIBEHLAE L BURZHE—RY o
* HARBABRAKRNNE °

* HEERBRE LRAB80EFITT

* RIEMIEHATE o

* LSFERNHEAREAREIA -

* BN EIMIRANRE - AT BEEHESICIFSHARS LEUEEHLAEEIES « IPCSHCcS ~ MREHAH
FBONTAP o £ Z{49.8BIAONTAP ~ R ABEEHENEZadmin$EAE °

© B HAE - SEAEAHEALTBONTAP_adming °

* TESETERNERRLE
© BAREFEAEREALALBNE—EF THRE—EFT -
o TWAEMEISRIE B TR AR

()  =3stumassEaEn—8 « EARKRIIN -

* BiGan % SMBHAR « SR TIMFHT

* EffepSMBHAR « AE TINEHRF T

** 1"/ N <>, 2 %=

AT S EFREIRIEFEIILAR > ONTAP SMB BEED K/NEHFER

MREESVMARIHARE « FA8.3es A BERE DT RBEAEABANENBERRME « 8l
WREHAREHFERS 3% « UHGRAR HEFEFRENBERRE

ETHEFIS ~ LinuxEE R I 7TmMERLZ MMestdiry f1 M"TESTDIR') HE# - 83 BN EENRE
IRIEA /home ° B—EEHH R BLinuxA R « 5 _{E#H2KESMBAF i

1g =1
drwxrwxr-x 2 userl groupl 4096 Apr 17 11:23 testdir
drwxrwxr-x 2 userl groupl 4096 Apr 17 11:24 TESTDIR
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dir
Directory of Z:\

04/17/2015 11:23 AM <DIR> testdir
04/17/2015 11:24 AM <DIR> TESTDI~1

B E T EBRIEAR - SN BT ARKPHHES. 3% o FILEFF  F—(EBRNEARES
/home/testdir M _{EE#RHHHRSAIZE /home/TESTDI~1 ©

FASMBEEAR

BEfRUN{E{ER ONTAP SMB RS

e A BEISMBHEEMAZA °

AENERRETWNT :

HEAR Iz

oplocks LEAREIEEHREFERRIEEHEE « hiBaRAP I
TREY ©

browsable HEARR A ZEWindowsFH P im g B H AR o

showsnapshot LA BIEE R in e LUSE1R R B REIRER o

changenotify tABIEEEAESREFBINENRK - HNRSVM LR
HA - EETERNVBEME

attributecache tEB 4 e ESMBH A& FRIEZRB M IRE ~ LURHEE
RN B EFE - TERAFERABMEREN - REERRF
InEBSMB 1.0 EH AR ZI'F”EE%EJH:J%E PIEES
AR ixFEASMB 2.x5{SMB 3.0#84E=HAE - Bttt
BRBAARER -

continuously-available AR B RIIEIHAERISMB A P inFFERBIESE ©
LUETES A FRBIER B R B L eSS ~ flNE

RS ENIER ©
branchcache tABEEEAErERARIHERIEHEAENIESR

AYBranchCacheiti& - HH1ECIFS BranchCacheR#E
hisE TEEEAE] FAEEERR - IHEBEAF
o

118



HARE 55 AA

access-based-enumeration HEABIEEEILHAE ERUE_Access Based
Enumeration_ (ABE) ° 1RIE{E R A& BIFEUE
PR ~ & A LB DA BAbeEREN LA BRI « Fitt
REETEREREREGINERREHEHMEREIR o

namespace-caching IEABIEEEFE I AERNSMBA R i a] REXCIFS
RIARZIEEIRY B &5 R4S R ~ LURMHBIFRIMEE © 1R
¥EFER ~ SMB 1P IR A IRENB &Y R 4ER o B
HASMB 2#1SMB 3A P inmTER ZIREX B #25B4ER

EIEFEE IEH AR A REEASMB 1/ R iREGIR A
AEBZ -

encrypt-data A S B AR A R EFISMBINE © 72
ERSMB BRI B R B NN H9SMB Al B A 72 B
HAE o

TR A ONTAP SMB £A LHNHEBRS

ERILEME SR RHEARS « RBFIHRENSMBEAR - IRGCEEEFEHAHERUNS
RIS ENSERYTEK ~ BIRINEEMIRAA -

FtaZ Al
TEENHATNHABLAEFE

RARETET(F
HIBHARAER]

* CRIMERLGE R D IRAE B RIS — S EH AR
* BERiEENERAHBRBESGHERA -

HENARSMMERAENLRRTBEF -
* MREHEEREHAENHABHIEENE « MfiEENETRARGE -

s [REEFERBMRERAANS vserver cifs share properties add @< ©

AT LIRS vserver cifs share properties remove BIRHERARTHNG S °

BIRLRAABRER]

* EEIUERLESR AR B B RBIR— NS ELRAENL -
* AR BEEERERIEALARTEIREESER

TR
1. BABENSGS -
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R A AN
MELAEE, . BMIATS.
HEHEARNS vserver cifs share properties add
-vserver _vserver name_ -share-name
_share name -share-properties

_properties , ...

BEiEHEBARR vserver cifs share properties remove
-vserver _vserver name -share-name
_share name -share-properties

_properties , ...

A —]

S .
2. MR ARERTE . vserver cifs share show -vserver vserver name -share-name
share name

Rl
THEF S EHIE showsnapshot £ SVM VST + ~ BEBUHEAESRA [ shahre1 | HHEEE

clusterl::> vserver cifs share properties add -vserver vsl -share-name
sharel -share-properties showsnapshot

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl sharel /sharel oplocks = Everyone / Full
Control

browsable

changenotify

showsnapshot

THGHLERIR browsable £ SVM VS1 FHZLE "shahre2" WHEZENBM ©

clusterl::> vserver cifs share properties remove -vserver vsl -share-name

share?2 -share-properties browsable

clusterl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl share2 /share?2 oplocks = Everyone / Full
Control
changenotify
TERAE R

BEEAENS
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fEARHIEEAE AR ERERE(C ONTAP SMB FHETFE

ERLIONTAP UNIXA KL 241 Sllexity i S5 AR BRI « LS ZER
EHSMBEAEMEINFEREZE BN E—ER4E (F8%4_force-group) - HXB¥4E4E

SUNIXBHEE R EPTELEEHMEHE o EAREBHAEEN ARBHENSVBEREER
S1FEUEE -

REZSHBAMRUNIXZESqtree B ~ 7 BEISE@GIEHE - FEEANTFSHAEE T qtree P BT A ER E 586l
B4E ~ AABLEHADMEZREFEERAWindowsEETMIEUNIX GIDIRTE ©

MREALAEIEERGIEE - M TIEERMAZERENEERBR !
* FEULHAENREIBEEPIISMBFERE S EREEABFIEHENGID ©
IEIEGID A EMPIFEUL R A& P RVER « BEEREEZUTENGIDHUIDIEEFE ©
* EREREAENTIEGIAM - SMBERETUHEAEPEINMAEEZEEIFE—E2H 84 -
ESMBEAEEAFIINFSFIRILAEZRE « SMBEEAEMNEEGIDE REFEUER o

SBRIBHERN SR ENFSHEREFIULHEAERIERMNTS I - NFSFRRUMIERGERERERIISGId » 7
REMRAVHEREUR I E S FBUERAINFSERZERUIDMEZEGID ©

e R E P RB N AR ESMBEREE R ZEFEUESE - it « IRECBBETHAERFHFLE R
B~ TGS ARE T TRRETHBPNERE « eI UBI AR « Ui%F48% TwebGroupl) HIBHEEA
IR - BRMEREHEHE « FIttHERERSMBEREMEIINFAAIEZRTE Twebgroup 11 BHEFRE ° It
Sh s EREEFIGAR - thEB885Ik Twebgroup 11 BHERIGID - EIL « FRAEEAEHIURALHEAE -
MAREERTREITIHEFIERAERFIER -

e EE

fEFAsa S B 4H L FIR EEEIL ONTAP SMB HF
NREIEESMBEAEENAEBUNIXIERZ2MHEEE T gtree EFIE R ~ ONTAP G H
AABIRE—EUNIXEAR ~ o] ARG B AR EREISMBHEAE

1. 3817 SMB A& : vserver cifs share create -vserver vserver name -share-name
share name -path path -force-group-for-create UNIX group name

MREZ UNC BB (\\servername\sharename\filepath) HEEHEZEA 256 EFc (FEIEV]
g8 ™\\1 ) ~ TWindows A& AP [* L2 * ) REREEFER o EEWindowsF R imfEE « M
FEONTAP ThEERIIRIRERE o Rk thRRE ~ S50 (ERiBiE2561EF TTAYUNCER IS HA -

MRCBEERUHAZ BRBIFRFIEHE « TUBRHERHAE « MEEZEFH (™) FRRE -force
-group-for-create 2% o MIREEBENHLAE KB IFRFIEHE - AILHAENFIARAERN SR
FeRIERE RYsRHEF R 3 EEMIGId °

il
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TASH<EEL FE) A - AEFRHERE EFE /corp/companyinfo SMB {EH& EI AIFF A TEZRER
¥5i k44 webgroup1 E¥#HRVE % ©

vserver cifs share create -vserver vsl -share-name webpages -path
/corp/companyinfo -force-group-for-create webgroupl

FERAER
fEABGIE AL ERERCARTME

{3 MMC 157 ONTAP SMB HFHERAE R

WRILARARSVM ESMBA BEVAERAER « MifEMMicrosoft EEEEES (MMC) HITEFS
EETF - MAARTRMMCERESVM ~ T HEMRIEHAE -

REREIATAE

{ERT A EFAMMCTESVMPIBIEE A BT 5T -

* BEHERE
* BRIERR TIERSER
* WABARRAIIEE
* BIRAFPHTIERSEL ~ 18RSI AE SR B E
* AR RARIAIIEEE
* RARARARRAY T1EREEL
* Bi/EEHEA
FIRTHAEFRERAIRIR S EIREE B « MIFREFEN - ALt « BEFERAMMCELR ZESMBAIARES

2 (BlcifsO1.domain.local) B « RAEIRIBEREDNSH AR ~ RICHRBERENRIE
—LIF o

MMC ONTAP R FFITHREAFIETT T5ThEE

© BT E/AHE

© BIRSREN A ERE/EE

* RS I EERC R

* fEFEsE

* IRFSEAERRER
EARTEZIEENBRT ~ (Kot EBEIMRE remote procedure call failed $HaR
" RREREEE | $EECONTAP £ Windows MMCHEECER"

1. BEEEAIWindows{Afkes FRAER MEISEIE) MMC ~ 578 TEEHIEe) DEN R4BETH) * EiEE
) o

2 R TIE) > DESEIS—AEEY o
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MEEVER ) HEES AL -

4. —T THEE) °

MMCE&ZEAZESVM ©

3. MAREFRMANLHE « JR—TRIBE LU HREERS

\

o EEEERP « BT THEHERK > THEERK) *-

SVMEMHREE SRR EABETRERT o

6. EERTHAENEAAS « FRM FZERAE « IR TRE) HEHER -

7. MREEERAMMCEREREFRSA  BOUERFRERALFERTIEFR—EGS « BEREE
ZEBUILTIN\Administrators#$4Hz¢BUILTIN\Power Users&%4H :

cifs users-and-groups local-groups add-members -vserver <vserver name>

-group-name BUILTIN\Administrators -member-names <domainuser>

cifs users-and-groups local-groups add-members -vserver <vserver name>

-group-name "BUILTIN\Power Users"

BREIE SMB H£HA ONTAP &5 <

1R

SMB HEME<

MEBTAEE...

EIISMBHAE
FERSMBHEAE
E4SMBHEE
fiERSMBHAE

MEXRAARERANHAE

REEHAERRFHARS

BTRHARENERAENR

W5 2EEEONTAP E:¥40 "vserver cifs & »

-member-names <domainuser>

fEALta<...

vserver

vsServer

vserver

vserver

vserver

vsServer

vserver

cifs

cifs

cifs

cifs

cifs

cifs

cifs

share

share

share

share

share

share

share

BRI LA{FER vserver cifs share #ll vserver cifs share properties BIiE

create

show

modify

delete

properties add

properties remove

properties show
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EFFASMBHEAACLIKRRERERZRFNEZE
BRI = IE ONTAP SMB B E 4R ACL

R U EHARBRIIACL « :BFEREEE BRI E/ DA AFEER o Er]LUfE
FWindows &M EL4AT UNIXE BB FIBE4H KL EH FHEARACL ©

RIETAR » HAREMR ACL FIST21EH %75 Everyone FUIRZERHE - ACL RHYEREERIERTEAFI A E1E4H
BB ERERHETEFIHARE - ERIMUEEA Windows A lx_EBY Microsoft EIEF3E & (MMC) 5
ONTAP 8p L7 3REZEFIL AR ACL BITFERFAR o "I HAFEUERIFIER"

EERAMMCE ~ A T2

* IEERNERAENEHERBL AR Windows s o
O

* B AEFSEWindowsHERR o
EIRFERONTAP flexfusefn < FIEF ~ A T2 :
* IEENFEAEMEHE LB UAZEWindows B TBIHUNIXETE o
MR SENACLE RIS E FEREMEFAEERE « BITERIRR AWindows{EFAEFEFAE o
* {RRBEIREWindowsHERR o
#2317 ONTAP SMB HAFEUEHIBE

EIISMBHABMNEEUESIEE (ACL) RERTEHLAHER - ol B EEHIERAEMNEENHE
FA@&RFEUEAR °

RAREETE

ISR AE A A S A Windows fSEF B S BFAB L 78 ~ SRUNIX(E A& S BB TRk EHLAELRACL ©

FEIFT ACL Z A ~ IEEZLMIBRTEER AV A ACL Everyone / Full Control ’ EEHKEZEEM o

FEITFEFAEEINR ~ KRR TEE SMBRIARZEBTE

1. MIPRTER AL ACL: vserver CIFS HAFEUEHIMIPR -vserver <vserver_name> -share <share_name>
-user-or -group Everyone

2. FBEHACL :

MRECEEFA.. . KREACL BAMT...
Windows{EFR& vserver cifs share access-control

create -vserver <vserver name> -share
<share name> -user-group-type windows
-user-or-group

<Windows_domain name\user name>
-permission <access_right>
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MREHEER. .. RRZEACL BABL...

WindowsZ¥4H vserver cifs share access-control
create -vserver <vserver name> -share

A

<share name> -user-group-type windows
-user-or-group
<Windows_ domain name\group name>
-permission <access right>

UNIXERE vserver cifs share access-control
create -vserver <vserver name> -share
<share name> -user-group-type <unix-
user> -user-or—-group <UNIX user name>
-permission <access right>

UNIXE$4H vserver cifs share access-control
create -vserver <vserver name> -share
<share name> -user-group-type <unix-
group> -user-or-group
<UNIX group name> -permission
<access_right>

3. FHEEEEAEHLAN ACL E51FE vserver cifs share access-control show g% ©

Ef
T56p <12 change £ lvs1.example.coms [SVM:

clusterl::> vserver cifs share access-control create -vserver
vsl.example.com -share sales -user-or-group "DOMAIN\Sales Team"

-permission Change

clusterl::> vserver cifs share access-control show -vserver

vsl.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl.example.com c$ BUILTIN\Administrators windows
Full Control
vsl.example.com sales DOMAIN\Sales Team windows Change

TS ERF Read T2 UNIX B#4HTE T vs2.example.com | SVM E leng | H£HEEMER :
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clusterl::> vserver cifs share access-control create -vserver
vs2.example.com -share eng -user-group-type unix-group -user-or-group

engineering -permission Read

clusterl::> vserver cifs share access-control show -vserver

vs2.example.com

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vs2.example.com c$ BUILTIN\Administrators windows
Full Control
vs2.example.com eng engineering unix-group Read

T5EnS &% F "Change 7<% Windows B¥48 I Tiger Team | BYHERR « M#ZF Full_Control' Z<#% Windows f&
FA%& lSueChang 1 7£ TVS11 SVM LM T datavol5 | FEEERER :

clusterl::> vserver cifs share access-control create -vserver vsl -share
datavolb -user—-group-type windows -user-or-group "Tiger Team" -permission
Change

clusterl::> vserver cifs share access-control create -vserver vsl -share
datavol5 -user-group-type windows -user-or-group "Sue Chang" -permission

Full Control

clusterl::> vserver cifs share access-control show -vserver vsl

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl S BUILTIN\Administrators windows
Full Control
vsl datavolb Tiger Team windows Change
vsl datavolb Sue Chang windows Full Control
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MREEE... fEMALLa<...

FEITETHY ACL vserver cifs share access-control
create

ZARACL vserver cifs share access-control show

{1EERACL vserver cifs share access-control
modify

MmIBRACL vserver cifs share access-control
delete

FERERER R FEERZRENEE
£/ ONTAP SMB SVM £ Windows Z 2 MIZHAC BEM NTFS 1&Z=1ER

eI UfER TWindowsAE 1 REFH ™ WindowsZZ2 141 H5|11RE « KEEZNER
REVIEENTFSHEZRAER o

ez Al
HITIE TN R EE S AR ESIRINTFSHER « 7 SEE BV RIRERR o

RIRERI(E

fEWindows 1% 2 ENTFSHEZERN 5 /A B IRB MG ENTFSZ 2 4 it e ABRAR BN TF SH I 77 BEHE
B (DACL) - ZABRBLZEMHATERENTFSIERM B - BETFEHWindows GUIBENRIE -

1. feWindowstEZRAER* TR INEERT  HEHFEER IR -
2. TRl FEARRR AR IS S 1R
a. FEAHERIE 7 o
b. 7£ T&EKIKR) HiEH ~ BACIFSHERE R « HhE L EERA#RHNERNRHERATE

YNRIEH CIFS AARas A [ CIFS [AARas) ~ BERHA%MES shahre1 1 ~ RIFEEA
\\CIFS_SERVER\sharel °

()  EEUEECIFSARSNENAEP(IL  TIIECIFSERBERTE -
c. ISR o
RIMAHA S B B © EWindows R B RE P AE O S NMRAER TR -

3. ERCERENTFSIEZERNIERNBEE o
4. DUBBRARE—TMERS B - ARERRE -
o EEUEZEMRIIRE o
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22t REGRTERENTFSERNERAENEERE - H#R) AREHESESENAERESE
M BBTANE Tasf) M B EIREE -

6. g — TR o
'Windows A& REGRERERMGEREMEEZIRAEFERVERE
7. TR BER o
THEPR ) tREBERNFARL °
8. YUTFRERAVEN(E -

NRITAEE... AT ISR
R E M A S EHHRVEFENTFSHERR a g—T T*Hmg >y o
b. 7E*#m ABERYIG LTS IR ~ BACER

OB E EHALTE -
o B—T Mg, o

SEEREIEHENERNTFSHER a. £ MEFRIER : 1 HiRd - EREEEEHER
R EREEHE -

b. $#—T * 4REE * ©

BIRERE A ERVERNTFSHER a. 7£ TH#ERIAR : 1 AT « EEEEBIRER
Hoasd o

b. #—TF T#bR1 o
C. BkEDER13 o

MRECEEAERE NEFE LB EENTFSHER « SRS FHRAEAEHRHENINTFSEMRER « SR
EY T<Object>RIERIER | 1R ©
0. £ TERZE) AP ERLEERUNTFSIEREREENAR ©

MRCEEE— I FRENTFSHEIRIR « Bl TERE) HRAGMERA - (ERE) REERAEILY
o

10. 75 THEFR) 7510 « #HEEEIYMH LRTEERRER « BT TR5F) 5t BB B
© AEAFHEENTFIE « SREEC AT o

° BETRAFHEERNF » 55EE Deny ($B48) *HE o ERILIRE THEMRHERRIER :
° e

NRITIEFULEPEREIR - BIS BEEBPIAHMERER (RFFIERER) -

° BB RIRIBITIESR
° B HERIREEEE K
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° FHEVEE

° SEEGEFREME

© BUERIBAER
° BIIERIRIMIINE R}
°c BABMK

° RAIEREME

° MIFRFERIREAESE
° fHBR

° EEVERR

° BEHEIR

° BUSFhETE

()  mREmEmRRsRELHER  EREARRREDAEATIIR -

N MREFLZUMHNFERRAEZ GRS LR  FEN [ERESLEREAZLTHEANIAEN ()

IR T L
12, %—F THE) -
13. SERRETY ~ BIARABEENTFSIEIRZ 1% « SIS B RRTE |

©ER MO B ETTRRRIR) 51 o

BRI -

 EA ERILA AT AR IRSRAV AT IR 53 o

MRETAEE— 5 LRENTFSHEMEIR « AULRET BHITE THIR) 7558 -

NIRRT EIE - IR RTIRATA T W L FTAIRA IR « BLULIE KRR
RERABLALR « HEER MOBRARBIRIER - £RARZ2 MR EHqteerh
() EHEEARES - MBFUHEEEUNXERNRRHR « SNTFSRIRMESIS LT
BONTAP BEIGELNERUNXZ R HRBEANTFSRRMR « MBLT W LR
AUNIXHEIRER & LINTFSHEIRERAS o
o EERTES A -
RS -
14, B—T THeE) WRRE THER) 53 o
15. —T (B LIRIEA DERSZ2MRE<Object> 751 -

MBI EEPENTFSHEFRBVEFAE R « SH2BIWindows XX ©
e
* 7EfEARES LI NTFS L2 iRy
* EMNTFSZE AR E FIERZEEN
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* BRRESINR R RHRERERLZEEH
* BMUNIXZ2RHIRE FRERZ 2 BN

FAF® SMB NTFS 1£Z#[RAJ ONTAP @<

RE LU{EAONTAP CLITEREZF B FRENTFSHEZZHER o S0 RS ENTFSHEZEHE
R« MAEEFEAWindowsFH P i ERMISMBHAGREZEE K o

eI SR B #E EENTFSZ 2 M it o AERABRINTFSHIBIZEUEHIBEE (DACL) ~ URENTFSIEZ#
R o AR ZEHIEMTTERENTFSIERM B8 o

CABEFE R LHRENTFSIEZRMERR o SE A FACLIZREZENFSV4 ACL ©

1. BINTFSZ R4 TT ©

vserver security file-directory ntfs create -vserver svm name -ntfs-sd
ntfs security descriptor name -OwWner owner name -group primary group name
-control-flags-raw raw control flags

2. BDACLETIEENTFSLZ 2T o

vserver security file-directory ntfs dacl add -vserver svm name -ntfs-sd
ntfs security descriptor name -access-type {denylallow} -account account name
-rights {no-access|full-control |modify|read-and-execute|read|write} -apply-to
{this-folder|sub-folders|files}

3. BUIER/BEREZEMREA

vserver security file-directory policy create -vserver svm name -policy-name
policy name

T #REE ONTAP SMB AR A3 FEUE SRR (A BUERIAY UNIX FESEHERR

—EESUT=FEENZT 2R NTFS UNIXZRET o FlexVolfEsm L2 AR A
A ~ WEFET LUBIBSMBEZEENER! - FBEEEERIUNIXFEZRZER « A8ELUUNIXBERNZ
2MEFEER o

EFBESMBEEERE « EFENERAERSARNTERNEER « SEAREEEIUES !

* LR
RESMBFIRIEHEIRAERIER -

* HAER
* IEEER

TRENERERAIEEEREERAERENTIENER
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> NTFS
o UNIX NFSv4 ACL

° UNIX#EH LT

HIERENFSv4 ACLERUNIXIRIITTRYER] « FEEAUNIXERIUERZRE B RIVIERFEEIR - SVMEIE
EEEXRTEEENERER « LRFREREEENITAEEFIIER -

@ BARNZ2AEERNEREEBNTFSEHUNIXAMM LR A o MNREBLEBUNIXE K
Z2FN « IITEREERAVEZRZEVERERF « SEANFSVAERRZUNIXIET LT ©

fEFENRETFEUES] (DAC) {RENEZRTFEL

T £ ONTAP SMB faEfR23HY DAC 1ERENRZ 24

&Rl LUE SRS 1ZEUE S « i fEActive Directory R iE EFRFEURE « WiHBERAMEAE
FAE (GPO) WEHERZESVM IEERMERNK « LEFRENZZ o S UFEZR
EAFEREFRENRIEESY - WMEEEREEZREEPREFERAIIEE o

CIFSEREEHILINAE

EEBEEFRUEH AT » CIFSEEE SRS ZEER (EAE) NS DMEBIMWindowsBHEREE - B TEIRF
BES ~ REEREGHIE =REMNEN | REF WD RKEEERERAEES

* BB
ERAESDHAERVEL « BEEREEARENS DHRIFEER S BRI
* REBHR
RN EZ 2 EREATHIE o HI0 - KEEESAMERIFEOURME -
- EREEHR
R ERE R 2 ERRAVERE - HIU0 ~ EAEBEHEADIRS AISERFEOURIME -

EPFERA)

ERNEREFNRRFRABEDHEREERERR - BERAUGEERERE - EREES - REEEKE
BATHRGNERL -

Bl ~ EEFNEREXESH FREVBEREHET - MARENSEEREEENER - £HEFERAIE
7£Active Directory P EH  A3EBGPOHE#h ZIE 2 RARSS o

EREREZETETAFIRAIES

PRENRAAILE TF8) ~ ZERERT - SEERTFIRERREN MR BI5TVETHE ° RRIERE
TRENGER - UREBRIRENTRIZE « SGichimiezE M o MIE—K - RAEESHMEEERNTRRIZ
Al ~ SefEREREHEHRAREFNRAEENTE - SHEEFNRRIEENTZEZR « BIREBEGPORRRIED
EEFREHISVM o
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* FoE R REFIERIRLURE RS LAEEER
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* "SMBEANFSHEIZE Z 2B /"
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CIFSEfRERFEZFNERIAEEERERFERR ~ (BURCIFSERMERERFEURRIASIDE HActive
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7 ONTAP SMB frlfiR23E A= DAC
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2ECIFSARREE L ERBEFEUESR] « B ARRAILEEIE - IIRIETHBRE B ERER
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BRINEEEFRUERIER « FRFFHAIEE -
IEETR(2E A I RS ERE 4R o

HER
1. IR BRRAER | set -privilege advanced
2. YT Y EHP—IEBNE -

R EENREFEUEH. .. WAL,
BERA vserver cifs options modify -vserver

vserver name -is-dac-enabled true

25HA vserver cifs options modify -vserver
vserver name -is-dac-enabled false

3. BEIRMEIEEHIRELR | set -privilege admin

HERAER
Fo & P RIFEURBE LURE R ARES L BB

= ONTAP SMB fAliR23_L{=F DAC Kf > EI26 S DAC ACE HJ ACL

MRENEFEEGACLERESREZEUEFIACE « MBEREH#IZERSE (SVM) LA
TENRETEEUTS « BN BEEIEIREAEZEEUEHIACE ~ A e B IEZ S R L RIEEREZEUE
#IACE o

BIRIEETE
ERBREEEUEEIZ %  RIECBIRIRE NENASEEUEEIACE « BREEERIA N IEE s Z BT SIACE ST
1B RETZ BV IACE ©
(AT LS — AR AR B IEACLA T B AR TIELE 5 EF o

1. HIE L S s F BT SIACEERE SR o

2. BRI IRENASZEUZSIACE o

3. HEENE ER IS RIS 7 EUEEIACE o

HE P RFERIRLU{FE ONTAP SMB RS ErEiE

RN TEIREGSE D B ~ A BEF B ERFEURBIRRECIFSARSS LB RFIREZ R ~ 818
7ECIFSfRIR2s L BAFENREEEEH| (DAC) ~ TEActive Directory PR ESEHFEURA ~ i
EhEINRIERZESGPOMACctive Directoryaas - W {ECIFSEARES EEXFAGPO -

RS Z Al
* Active Directory®A 7B E AR EHZFEURA o
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s 7R Active DirectoryfBISZEHIZR R E ST FEVER « A BEB I EPFIRE « UKEIGPOLERE
B S CIFSfAMREEHIASS

AN EFERES (SYM) A RHNEEFIER « FERTUENS S °

FAREETLF

EPENRBEERLEREActive Directory ERIBHRRRIYMH (GPO) o f&BILATE Microsoft TechNet Library
% 3B RARNMEI7E Active Directory & EEPFEVRAIAIE o

"Microsoft TechNet : EEF7ZEXR B ZZH]"

1.

o o & W

MR SVM EREAEEEIREFEUES ~ 557 SVM LEEVBEIREFEUES] vserver cifs options

modify Bi< ©

vserver cifs options modify -vserver vsl -is-dac-enabled true

- MR BEREARBEARIYHE (GPO) - i57E CIFS AR LEUAE LYY vserver cifs group-

policy modify #8% ©
vserver cifs group-policy modify -vserver vsl -status enabled

7£Active Directory EE# 37 S EERRAFE R ZEURA ©

BIUEARIYE (GPO) - fEActive Directory ESFE &R 7ZEYRE] o

HGPOE A ECIFSAARSS BALIR A PRATEN A ES ©

ERFEFEHEAZ CIFS fAAREIM GPO vserver cifs group-policy update #3% ©

vserver cifs group-policy update -vserver vsl

ERMESE GPO RAEFEURAIEERZE CIFS AR LHNEIR vserver cifs group-policy show-

applied @< °
Tr AR TERAERREWEERECIFSARSBNESRFIURE :

vserver cifs group-policy show-applied

GPO Name: Default Domain Policy

Level: Domain

Status: enabled
Advanced Audit Settings:

Object Access:

Central Access Policy Staging: failure

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

Hash Publication Mode for BranchCache: per-share
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Hash Version Support for BranchCache: all-versions

Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success

Log Retention Method: overwrite-as-needed

Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user:

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?2

GPO Name: Resultant Set of Policy
Level: RSOP

Advanced Audit Settings:

Object Access:

Central Access Policy Staging: failure

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

no—access

Hash Publication Mode for BranchCache: per-share

Hash Version Support for BranchCache: all-versions

Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
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Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
2 entries were displayed.

HERAEER
© TR EAERAYGERE SMB RS
,,,,, FETARGPOAREME
* ERAREREFERRANEN
* ETARMERFIRAFRAIMNER
* R A=A FEARESHY DAC

FE; A ONTAP SMB fAiR2389 DAC Z24/E 8

ER] L BB RNTFSHATE & _ERYBIAEZENZH] (DAC) Z&2ME ~ UKREREXNZ 2R
IH& EEENTFSEMZE2MINER - t@?ﬁﬁ%ﬁﬂ HIXACE « BIEACEMERIZER
BIJACERVE M o AT LUFE RS RIRERE L 2 M ARRE ~ SUse i HEARIE 227 ENRTRE o

RIRERI(E

T RRMHEFERKES (SVM) BI%E « UREERTHERNERRZE2MENNERBE o ST UAUE
B SRR B RE L o
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1. PR HE N ERETERNERZ2 MR

MRECEEZRETEA. .. BATIEGZ...

LR ER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

Hop@gH SR AMERAENSID vserver security file-directory show
-vserver vserver name -path path
-lookup—-names false

R/ NEM T SEHEANX TR ZIERME vserver security file-directory show
FRRVER BirL 2 -vserver vserver name -path path

-textual-mask true

Ll
THEHFERTRA B IEHNENREFIIER R E SN /voll ESYM VST H1 !
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clusterl::> vserver security file-directory show -vserver vsl -path /voll
Vserver: vsl
File Path: /voll
File Inode Number: 112
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attribute: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner:CIFS1\Administrator
Group:CIFSI1\Domain Admins
SACL - ACEs
ALL-Everyone-0xf0lff-OI |CI|SA|FA
RESOURCE ATTRIBUTE-Everyone-0x0

("Department MS",TS,0x10020, "Finance")
POLICY ID-All resources - No Write-

0x0-0I|CI
DACL - ACEs
ALLOW-CIFS1\Administrator-0x1f01ff-
OI|CI
ALLOW-Everyone-0x1f01ff-OI|CI
ALLOW CALLBACK-DAC\userl-0x1200a9-
OI|CI

((@User.department==@Resource.Department MS&&@Resource.Impact MS>1000) &&E@D
evice.department==@Resource.Department MS)

e
* BT ARGPOHRERRIE
s BTAREREFIRRBINENR
* BT AREREFIRRIRAENR

ONTAP SMB fafk23 - DAC NEREREE

TEZBRARIZEIRONTAP ERIREREFEUER] (DAC) RIRRAFREHEMES « LUKE

[RZ BN Z BNBRITHIENE ©
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IIREBEZRBEIZRMONTAP AIRENEEFEUEFIBRE - BEE—NZERFERKSE (SVM) ERA
BHREFEUES] « BURATNIT TIIEE « AREER !

s B BERRE LA EREEIREERUEHIFISVM o
s IRNEENE ENEE FRERIFEIZAARE cap-staging EFERNEHLEE! file-op HHLEE! o

T AR AEBNREF BUERIACERVE M E R « WHERETTE)

* MREBEER - AR ERRIRANESRFIIERIACE ; T8 « EFRFIIREE BBRELEACE -
* HNERE GRBEEEEFEUEHIACE « RILERBSFIUEFIACERIERFEESAFIEE -

ERIEE A EAEFERCAIEAFIMER « SUEAFEUCRIFIAEFINAVIESE -
© BEZRIFFEFIIENACEERERFENER  LERHLANLZER -
BRAIUEERZASERTHRERILEITTA

@ HRNERE S BRREEEFEUERIACE « RILTER I FBEFEUEHACEERER R EMNERR - £
RERHEBER - NE ~ MRFE « ERILUFENBER ©

fEAELRAIRE SMB 7% E
T BRI BE LH SR BR £1 ONTAP SMB FEVEE S

INERSMBfRIAR2s £ ERNFESMBZEXRIEEH R ~ B 7EiEH|SMBA P in ¥ SVMELIRE RY
FEESERELRR - EEFINER « Sl UE AFFSMBIEENHIERRE] « A% Z R
B 5 SMB: ARV HEHE & 72 37 BB o

ELHRRZSER—HZERE « I5E AFFHLE A P IRFEER « MR BPLEERE EHm i E SR EMER 7 o &
AL EEHERL - AFEESMBEEFIERPR - BRIHFRERSISERRI « MERAEERNMENES
FEEF « REFEAKerberoskiss ~ NTLMEE:E S KerberosHINTLMES R TERES ©

TREFMAEREZEELFEINELRAUZEBONTAP ~ AIAAEA R RS BERTEFIER « URETAEF
R - EELRBER AP RS « MIEWindowsfEREMEFE o EHARRATEAWindowsEEAEFEHE
RIERRE BAIRHE - EHRAIRR TIRMHANEREFEERZIN - BiRUS —EENZEM -

EREK—EEY RS EMIEEEI A - BNk ERPinHEEENER - S#ESVMEE 32 EEHER
B - SARIEHE B S EMEENSVMBIT FHIEE :
* ASVMMYEEVolumets kA RIAVEHRA ~ UEERI R B infFEUEHIZISVMA B &E{EVolume ©
* BAERRVE B RAIISRAASVMEY 2R E « LUESHERR AP InEEEHIE « MERASERE R
AYBE HRA o

FESVMELE—EiEA 1f8:%) NEHRA « REEAHRE o SEEMBRILERRR « B EHa g
HME o SVM_EBEEVolumeTER ERELTE L BE R BIABRARS - AN RESVM EZFRSMBEEHIEHRA] « T8:5%)
BE HRASSMBTZEUE B Z o

A AR E R BRI AENF STISMBE M BYTFENRE ~ i 2R B B i R B2 T2 RS ~ AR BELBIZNFSHISMB
FHFIEEFIZERNERE R IR - 3iE  IRALEHRERBSVMBAR HHREFH « L UREERR
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) « HhpyRAMEAFFERASMBEEIBEFE « ME X EMKerberosHINTLM (Bim#E) EITHEETIR AT
5% o A% « BEHRA G EEFE SMBFENRHIR & 22 12 RAH o

IMNREASVMBMELRE « AR IRRHEMNERERASSERNE LR 25F - BIERTLUERBERNASR
B o NBARHANSHEEELRAFHNEARED « BSEEER - MREHRAIZZEMN - BIFFEZEE D
S1648 - EMEHAMERERRAERN W EBEEEEN - ERTENEZEHRIRESATESSMBH
BrRE E ~ 2055 TIER ¢

* R EEFIERAR IR EENRERTE

* RFFFEESMBER

* fEFKerberosFINTLMEERE (FME) ~ AFFEENHENE AT

RABRRR "R E R EIRE LA o

TH#Z ONTAP SMB [&H3RE1

bE L RAIZ EHRAFIIEER - ELRASRBCRENHFESH « AR RFHRER
BHR @ ARRT ~ LUREN AR A P im B EK o
EHFEASEOSE LD —EELRA  AERFIELE - MRELFRASSSERI  AGRBRAEES

JRRIFRYERRIE R 2R R IEE LR o ARRIERFBRANRSIRITRE - WRRAFTERFIE « BIEERAZRRIBE
R~ MEAEBEEEMRR - MRRETERA - AP HEMEHRIEMEEF

W

AT UfER T 5 2R EELRA « LURE R P infF EVERR

* BEERIARIHFERMEREFEERME « AIZINFSV4TSMB °
* AR IRHBIES - FINE R EEIPALIE

BB A K/ —clientmatch % 4096 EFTT °
* BRIHAREENZ 2R « flilKerberos v5, NTL,B{AUTH_SYS ©
MRRABEE ZEZR ~ BRIHMNBERTSFIBER ~ AEERRA o

&)
EHRAEZAEETIISHERELRA

* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* —-rorule any

* -rwrule any
B R IREFEINE R Z2FEBNFSVIEHFEREX - AR IRAYIPAINEA10.1.17.37 ¢

BIfEFR P i BN S S EARRT ~ AP URAYIP(AE D (I r% B EE H AR A P 5 E BV FARR R BRI F4ERR S o EIt ~ AR
IREEE R~ IERRAERRIER R o

gl
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ELRRIESAETIIZ2HNELRR -
* —-protocol nfs
* -clientmatch 10.1.16.0/255.255.255.0
®* —rorule any

* -rwrule any
PR IRENERZFERANFSVAEEHFERX - AR IEAYIPAINEA10.1.16.54 ©

AR ImFIERHERR « AR mRNIPULII ISR FHERF Rt « BRIRECE L) « IWARAERRIEAR
i o FRAFIRNZEEESM  MEEBISHEBFIE ©

gl
EHRAEZAEETISHEELRA

* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* —-rorule any

* —rwrule krb5,ntlm
R imE#1BYIPAI3E210.1.16.207 ~ FANFSV3EHHEFEFEEK ~ M FHKerberos VoI TEREE ©
FA P is#289IP(i3E%510.1.16.211 ~ {FFANFSV3EEIHEFEFINERX « MFEBAUTH_SYSHEITERS ©

i {E FE P im Y BB P i ER & EFIPLALERARRT o MEBER M ATFRE B P inMEEFEE « ERHERSENE S
B A o KIS M{E R P inalsE B MEFEE - B2 - REAPE# SEEEEFIE « RATCERZE
L2 M iEE Kerberos v5.x3E1TEEEE o AR In#2E A EF B8 = 17U o

PREIS NEFEIE SMB EITTFEXAI ONTAP & H EREEFRAI S5

35 LEERBISRERUNfAITE R FASMBAZERBE H R AIRYSVM L ~ 17 PRS2 5F 7 EXSMBRIEE /R
HIFRA -

SMBTFEREVEE HRRAITER B FA - RATEMASMBFIELRRE « 47 BERERSIHAFEESMBFEEY
BEH RAUARRAY o

(& SMBZENHIFE 1378
TISLEERS M'VS1) MSVMLERIIEE THIMHERRMNELIRR
* RAI&HE | if
* W3R - 1.
* BRIRELE | {ELE¥4ERE192.168.1.0/24 LRI P i
© BERRE | ERFASMBEE
FETFE | EANTLMZKerberosER 81 F i
* SEBFE . EAKerberosERE R A Uik
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clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsl -ruleindex 1 -protocol cifs -clientmatch 192.168.1.0/255.255.255.0
-rorule krb5,ntlm -rwrule krb5

SMBEANFSTFEEYEE H3REY
TAehLEHESVMLEZEIIEE YRR 1 VS1 TEHRA :

* [RHI%HE | ifsnfs1

* REIMRSR - 2.

* ARIHECYE | HEMBERRPH

* FHIFE | SMBENFSTEEX

* WEEFE . FIFIERF R

* SHETFEL © FAKerberos (NFSFISMB) ZYNTLMEE:E (SMB) BYFEE IR

* UNIXERZEID OHE () : HEE[FAEID 65534 (EBEHEEEHE%TBnobnobody)
* SUIDFISGID7ZEY : #t5F

clusterl::> vserver export-policy rule create -vserver vsl -policyname
cifsnfsl -ruleindex 2 -protocol cifs,nfs -clientmatch 0.0.0.0/0 -rorule
any -rwrule krb5,ntlm -anon 65534 -allow-suid true

{E{EFRANTLME X SMB/ZEURA
TomeEESLA 'VS1'y MISVM LEETI BB TH4HRERIE HiRE -

* [RRJ%&FE © ntim1
* RS4RI ¢ 1.
© BRIMEE | MAFERER
* EEHE - (ERUASMBIFEX
* WEEFE - EREANTLMBAF i
* BREEE  EREANTLMBY ARG
MR R MRS B R EIERE AERNTL-7ZE ~ BB A P G tb$HEIE R ER P B IS

@ B o BH| ~ R EUE] access denied $HiR ° SR AONTAP A A BIGE R P iRTEE
WEFREF « {EKerberosfRFFEE4#8 (SPN-) o NTLMEEEARZESPN-Name °

clusterl::> vserver export-policy rule create -vserver vsl -policyname
ntlml -ruleindex 1 -protocol cifs -clientmatch 0.0.0.0/0 -rorule ntlm
-rwrule ntlm
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EX AT 15 ONTAP & B ZRERLUETT SMB 55/

R TEAFERES (SVM) LEEUBSEFSMBZEXRIEE HRE o Ea] LUSEEERE L
R B ZRIZEHISMBEH E R TZE ©

FIsGZ Al
T 2R FASMBEE B RBIRYEEK ¢

* EERZARRRIENRIZA 0 BRIRKATE DNS 5 [ PTR J 5ok o

* Y03 SVM R NFS AR IRAIFE > MEZ A NFS ZIMIEH BB CIFS RARSRERR > AIF
ERSM—ME TR TAL M TPTR .y 5CER o

RAEET(E
ESVM LR EMBICIFSRARES R « ARG FASMBEIRVELRR - (IR ZRFEE FWiHE AR P IKIP
it ek F 1%L B ARIEGITFEL « PILARFASMBTREXRYEE HRBY o (7] LABERT R AR 0{F FASMB7ZERBYEE R A -

@ TR NFS Y SVM FRERA CIFS/SMB BYEEHRE! » B]:E Linux AR IH#EA showmount -e
SVM 8<% » 181RFrA SMB MR ERIRR 2 RS RERARVE LS AUFREA] o

1. BHEREBRRAER | set -privilege advanced
2. AR ERELRR

° BRAEEHRERA] ¢ vserver cifs options modify -vserver vserver name -is
-exportpolicy-enabled true

° {ZHEHRERA] : vserver cifs options modify -vserver vserver name -is
-exportpolicy-enabled false

3. REIBIEHIRELR | set -privilege admin
#4)
5 # el iR 5 AR BB B R Al 2R = HISMB A B im ¥ SVM VS1 LB RAVTFEN

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-exportpolicy
-enabled true

clusterl::*> set -privilege admin

AR ERFIURERFEERTNEE
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T RN R RETE R AR TFENFLE 2K (R5E ONTAP SMB 1EZ7FE

57 ERREREZRBRRFEFTNEE - UKBLRHERAZEE « Sl URERTFER
HUZENREE « ONTAP ERHABEERNFE=ELRENE  RFEREFIREERIUEFR
ENASEHIGEFNE AR FYAHREFEE o

EZIENTFSTERHERR o & 7 HUNIXERERITZEMEE « UEFEIEEHStorage Level Access GuardHIHAHR
& FRYER « UNIXEER & W AN R ERAZEEEASVM ERIWindowsE#E ° ONTAP

FEEREFRRETS
* FEANERFREERNEEFY TR AERS B
R F(EVolumeRRIFF B 1EZE T B S ERR IR HEF BRI TFIRERTE « Rt A FE2EBERETHER -

P CTRERERANERRE  RUEEREER  GERZRS AR EMREAGERI

c IEREBHRE RN
BRARFFYHANESEBESNESR - EEERKE °
c IERREMN
BRARBEFVHANESEESE - ERLZEEA ST EBHNEFIETEX
° BRREMN
BAREENHANSER L - ERLEREMF X EERNEFIEEX
* TR ARBEFEURE R FREIERR o
EXETERMUBRINIEFEVER o
* MRIEHENFSTHSMBA FIRIRRIERN EHNREMRTE « MATEIRFFRRNFIREZEMY -
EEEREMEMMER - LiRFREFERRAEEMERNPESBRF -
* BMER R4 (WindowsEUNIX) BIEE « thEZ AR IRHEHRHTERANEZ R -
ENRHERRTFEESEN -

s A LGS RHEB RN ERREERENTFSTHEE L2 BRI E

Q2GS ZHUIRRIISVMERECIFSEMRE « KM AT #ERRNFIFREERERBUNIXZEERIAN
FARRE o

. *‘“Ezzﬁ*%@?ﬁ%kﬁ"ﬁ%ﬁﬁ@“ﬁ BET - BZRE LAREFEREFIRE - AR EGREHR TH SRR

* REERNEFRFREZ 2 EEATTEZEBSnapMirorERERHISVMERRER ©
* AERERENARHRNDE -

BT R R FIIREEEFIYMG « EEARSBNIZERAEFIEIRRGEERNB & -
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* MMRABREFERFIREMIEEFIN « B ARG EEFPolicyi @A °

FEEEIER

FEZal B SR EVERCR A BE B e FEAETR ~ TEHITE & E R E M IEBARFEUREREIR - UREREEZEM/EK
BEMNREEZERINESNE o SHMEFMERBRNZ 2N « LPIEMERS B EEWLEAKIER - 224 FEUE
EWHITIEFIT ¢

1. SMBHAHEENFSEE /B4R HER

2. FERERFERE

3. NTFSHEZ/ERIRIFZEUEHEE (ACL) ~ NFSv4 ACLERUNIXIEINITT

fERFEFRRFIIRENERRA

EFERNEFERIRENIE AT REFRRRERIMNZZN - (AR REARE ; EIE ~ 2
EAERNRAEESHBEEIMHEZEAS - EREERRGTP « EREFRERIEHIZFINEE
HERBmA -

HEThRER—A e A ZE A BLE THUSEA

* BERERKRESIFTEEREEREERRNEFE - RERESEME
* TRIRFE AT (BIERTHIRZEE) WHEESRE
* AEREPIREA BB EREERFENBUFIRTS
* KREB{REFRTAEEBLEIER
ONTAP SMB fRliR2s & =F B4R FEA R E LIERIZE
REREFEBHRIFEURE (slag) MWIIERIZERAMEFEONTAP BICLIGH T KR ENTFSHZEZRME

RAFEZIRE o ERIUEIEERRFERMESE (SVM) HilRE L5 Eslag ~ MIFERRER
BiR LREEENEEF
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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.

HERIE
TEfARkEs LA E A7 AR Al 7A€
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7£ ONTAP SMB frlfR2s LR E EFE R AN 4

7£VolumeZgtree LR EFEEFEERFEUFRER « KREELREAZ LR o HERBRIEFEERE
AR EERERARENENEZEMER - iRt Z 2 MERREFIENASERHEE!
ERTCHREEYHIIFRETEE

1. EREL L2 MHITT vserver security file-directory ntfs create i

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

Z2 MMt E U T METERRDACLIZEEEHITEE (ACE) #1r .

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

MREABEREREFERFIRERERTARRE « IR AL B CNACEEZ 2 MM T Z ARk
HZER o

2. 2 EHETPR MRS ERERFREREFNFREZ2ETARDACLACE :

a. FABRMEMAEERN DACLACE vserver security file-directory ntfs dacl remove
A
< o
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FUEFH « 22 ThEiiR={ETE:2AIDACL ACE : BUILTIN\Administrator ~ BUILTIN\Users
FCreator Owners ©

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtin\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow —-account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. :EFE AR AN HERERFIREZEMA DACLACE ERZE2 MM TR vserver

securlty file-directory ntfs dacl show Bi% °

TEUEEEHP ~ LB EREZE2MRMTHE R ERIR=(ETERIIDACLACE « 2 TNT
AUTORITY\SYSTEMTEXAIDACL ACEIEH :

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM

allow full-control this-folder, sub-folders,
files

3. [FRERE—3 2@ DACL IBEFIEELZ 2 MMt vserver security file-directory ntfs dacl
add 8% °

FEUESEHIR ~ REMHRMTHRE RS MEDACL ACE :

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
-access-type allow -account examplel\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders,files

4. [FRRE—Z(E SACL IBEMIEELZ 2 MMIMIT vserver security file-directory ntfs sacl
add 88 % ©

fELEEEFIH ~ WfE SACLACE i E L2 it

vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder, sub-folders, files

S. {EAMER DACL A1 SACLACE BIEFERTE vserver security file-directory ntfs dacl show
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M vserver security file-directory ntfs sacl show A< °©

EUtEEHP ~ FHG<ERTE 2T M"'shd1) FIDACLIEEES :

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

fEUtEBHIT ~ FHla< ERTZ RN HMT "'shd1') BISACLIRE MRS !

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. FRELLZEMRA vserver security file-directory policy create Bi% °
AT EHIEII%% Tpolicy1') KRR :

vserver security file-directory policy create -vserver vsl -policy-name
policyl

150



A

7. FAERRABERRE vserver security file-directory policy show Bp< ©

vserver security file-directory policy show

Vserver Policy Name

- FARZEEHERAZE M RA T TEFIEELZ 2 M /RR vserver security file-directory policy

task add #8% -access-control 2% slage°

BfERAIA U B 2 S AR FERNFIFRELF - SHEEIRRARESFFESEZERNFHERERNE
BRET(F - RRIVAC SFhAREFERIFIRELFFIAERZRERIE -

ELCEF « TESMEESL%A lpolicyls MERA ~ ZRBGIEKGZ2tRMIT shD11 - EBEREE
/datavoll TFEUEHIFERRA [lag ) BIRR o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

- (FRMER TEEIERIE vserver security file-directory policy task show 8% ©

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

- FRERREERREFEERELZE2MFEA vserver security file-directory apply #i% °
vserver security file-directory apply -vserver vsl -policy-name policyl
BHREERZEMFRANIE-

- ERRFERNRFEREFIRELE MR ERTIEMR vserver security file-directory show @f
A
< o

FUEEH P ~ SN HBRTHEERREFIRFREZEZIEEERZE NTFS BRE /datavoll ° BMfETER
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FIDACLAEF TRRBE AL T2iEd « FERRNFIRFREZERNERE (kiEk) FIEERRFIFRE

RIE P EHRRIBA

vserver security file-directory show -vserver vsl -path /datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e

vsl

/datavoll

77

ntfs

ntfs

10

e D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

* ANEE NTFS 152 %Z % « NTFS SRRANFEFRREFILENG S
* EfkEs LA ERFILZERRE LIERIZ
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* BT ARARS LEFERREFIENER
fHpR{EARES £ B TF B R I fREE

ONTAP SMB falfR2s - HIE %L SLAG 4ERE

R UATERERE B S gtree M & L& Eslag © 1R1EslogHERR » EATLUE ZHILEVolume
Fqtreee A RIslog#RRE ~ UFFEREHPTFINZIEBIR o

EEEMNETEFHERR RIEDH Volume  HEEEMEEERE 7FREHFER gtree

RHPERAKREN slag EEtARFE®E (AFF  slig
S) HfEMqtree

EFERUERZS (AFs BB ES EHA RiEA
) HBYVolume?ZEY
TREBRAY Volume 17 289 S REB RiER
EX
EEXHEERESET T ES =1 ES
FHiqgtree (Eqtree
R slogh¥)
EEXHERRESETR 20 ES S S
FHiqgtree (Eqtree
R AR1EEslogh)
TEREBARIFE giree & & = S

& qtree AFS F7Z
7% slag B¥)
gtree FEURER (B R=H ES =5 5

gtree AFS FIRTEE
slag BF)

FETER] ONTAP SMB fAfR23 _LRYfETFE RFEAERER

HIERANEIFRECERTHEES gtree LNE =B L2 FE o EHXZFEAWindowsAAE
RERRRFRBRNFERERTE ° ,awd\;ﬁﬁﬁHONTAP VMware CLIZRIE1R #1778 4k 1FEX
(REELZZMRIEREN « LUE A RERE B RS S e s AR 22 BN R o

FAREETLF

T RRHETERKES (SVM) BI%E « URBRTHFEFERKFINFREZ 2 EMIERE Sgtree IR 1K o
AT AL R T B B B SR B R i ©

1. BETRREFERNEFRMAERZERTE  WIRMHFAFIFAER
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MRICBEEREN... BATYEG2...

MiBER RS vserver security file-directory show
-vserver vserver name —-path path

FEEFAAER vserver security file-directory show
-vserver vserver name —-path path
-—expand-mask true

gl
LT ERFERTR NTFS MR MR ENREEFERFIRERZEMERREE /datavoll £ SVM VST H ¢
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff

ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

T EHIBE R EFEB R FRREERE RSN LZ 2B EMERAEN /datavols £ SVM VS1 A o I
BENR EEEBUNIXERNLZRY c Volume BB #EERNEZERELZE Y -
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clusterl:
/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

:> vserver security file-directory show -vserver vsl

vsl
/datavolb
3374
mixed
unix

10
____D___
0

0

755
IWXr—Xr—xX
Storage-Level Access Guard security

SACL (Applies to Directories):

AUDIT-EXAMPLE\Domain Users-0x120089-FA

AUDIT-EXAMPLE\engineering-0x1f01ff-SA
DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

SACL (Applies to Files):

AUDIT-EXAMPLE\Domain Users-0x120089-FA

AUDIT-EXAMPLE\engineering-0x1f01ff-SA
DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

filf%= ONTAP SMB falfkk2s L Y FE AR FEVRE

lll]%.;'t

o BIMEFREHRNFIRESSENEBIF—ARNTFSIEZNBHE

TR

1. ERMIHIEED gtree BREHTZESL

B R FERREFNZEM « TUBIRIEIREE Hgtree LRYHETFE

e

vserver security file-directory show -vserver vsl -path /datavol?2
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JEARIFER IR

AN

RIFEUREE vserver security file-directory show aR< °



2. fEFRBIRGHT

vserver security file-directory remove-slag -vserver vsl -path /datavol2

Security Style:
Effective Style:
DOS Attributes:
DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:
Unix Group Id:
Unix Mode Bits:
Unix Mode Bits in Text:
ACLs:

il

Vserver:
File Path:

File Inode Number:

vsl
/datavol?2
99

ntfs

ntfs

10
————D-——-
0

0

777

IWXIrwXrwx

NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff

ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-O0x1f0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff

ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-Ox1f0lff

RIFENREE vserver security file-directory remove-slag

AL
AR

o

3. (FRMERGHFERERFIIRERN Volume I qtree #p% vserver security file-directory show @B
= (o]

S

vserver security file-directory show -vserver vsl -path /datavol?2
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Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx

ACLs:

NTFS Security Descriptor
Control:0xbfl4

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs

AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs

ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI

ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

{HFASMB & IEfE 2 17EX
(A (o E F B AR T B e
UN{rAIE R A s A E AN E+4HONTAP

TR ONTAP SMB (S EEEA

TEZSNEMLE B RN EREMEE « UNREEERENEHEN—EELEN « ARH
REREERERIEPRERERNEERENEE o

© AHEERE
BAWE—2Z2EHANE (SID) BEREIRE - AAERUZIRANRFERKS (SVM) EARFAIR
E o X EREIRF EA—EEY - S1EERERMEASID o AEEAEIIRS GFERANTLMEESE « £CIFSTH
ARas EEITA LR o
ERERFAZERARE

© ARRT_EREEREE ERGERSE -
° ARERISVMEER Z EENERIRERNH AR HMNERERFHN -
N
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BAM—SIDIEHERAEEE U AEHERISVM EEE) - BHEE S —EME - BRI AHERE - e
FAE ~ (EIEEHEEEIRARIRE o FIARIL ~ B aMIFREAE -

HERZRERR

BT _EREEREE_ERGHERE -
RIRERISVMEER ZEZEMERRE RN A RNIERERF
* A

%ﬁﬁﬂ%ﬁﬁ@ﬁ%ﬁﬁ?  ZSVMPRH] o AigABIE R B A CIFSREAREZ R - AEEAENEEE I TEAEFEE

* ZEMHRIS (SID)

SIDZ A A WindowsE Z 2 ERSRY P RERIE o AN « —AZAISIDIETUINT © s-1-5-21-3136354847-
3130905135-2517279418-123456 ©

* * NTLMERZE*
—7#&Microsoft WindowsZ &% 757% « FitEasECIFSHEARSS LRVERE -
* BEERENE (RDB)
BEPESEN LHARITERNERERE - AEEREMEHEYMH EHEERDBE

EII A ONTAP SMB A& MAE B ENRE

EENREFERKS (SVM) J:L_LZMA%@H%%%MW%E#HE’JEEE%%‘A%E fugn ~ gnR
AiElgs (DC) HAMER « LR sEB B AR EEHRIEKER « SSMBfEIARES I T
VEBHE « R UE AR B E 155 57 IRSMBIARSS -

TR UER T EHEL - S ESEEREIRP
* CHISMBRIARZZ I TIEEF#E ~ I EAE EIAGERA -
TREs /BB EESHERE -
* USRS EAER « TF 2SR T B ASMBEARSS

2t {55 PR B BT LATE AR B ) 23 B 1 S A BR ] R fE SMB Al Ak & S A S AR MBI I 25 5 ~ (EFANTLMERZE 2R 5
72 SMBfAIARSR

* CRERK_ERAEEREE ZRGEIHERSE -

_fEREEREE_ZESMBRAAREEESIEHIERAEMEFEESVM LA MLEREIRRVSES o R LUREIRTE
IKGEREIRP ~ ARRERERSAAEEEMRNAMEHENS « Bt ERGERE -

AT AE S TR — S A %R -
* TRYSMBfRIARZF LA TIEEF4E ~ M BAEEFEE AR -
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TEBF 4B/ R E2AMEHE  BELEHENN SR TIFEHAERENTFIERIFEER -

© CREERNREERIEFIERNERIRERNEFE « LUETHBMESRFEES -
* BREFERABIN_EREEREE BRIGELAHMEAE -

RERNBEREFHERATRLERNER - S245R—EB5TREIR « CRILGRILAHERE « WA LERIE
FRIEIAGEEFAE - ARICALIRAEERE « M ERENEEEME EAETE -

1ERAEE
© THRAMEAR BRERE
* ZERARERBE
T #2751 ONTAP SMB £RE 51985
A B N AR T DB TENE « F AL ICIFSARRES LAER o

AR SMBRUTFREER AR « FILES —RKRE LIFFEERE « RERE—REAESZDEIA - CIFSREARESE
BRsE A ERE RS « EEEAMUNTLMAERRAERE o X MUEMAMAEMEL Y MITEfl

E=TEfEAEG T EAAKERE - ONTAPEEEAREAIBUANEAE LBNEEED (ERME\ERERI)
BENECIFSARSNAL MM (CIFSEREERME) -

* HEER AR
FEEREFENFHEHARERERENERE - GECIFSAMRSZARES
* WEER AT

E R ECIFSTRIARSIFTBARE PR 4B iEHI2s L EANTLMERE - ONTAPUNIRERERLIN ~ BABNE A - (R
BREE R ~ 12 FARBVIERBURIN B R MAIREA o

fIgn ~ yNREAEFE Active Directoryd ~ BEEBEEEERA « ONTAP RIEZESECIFSEARS LA
HEMNAEEREIRE - MERERK - BLERONTAP T ~ BMEACIFSHERSS LB EARIEIRAZE
thEEAZIRPETTEE « BIfEiEENetBiosHIEREAEET o FIG « MMREFEAFTMEEIRSE ~ EZIRF
Bf=F » ONTAP BIZfEACIFSEARES L H BRI AR P ETEE

* RIsEEEE D

LA ERE S 3/ E 55T - ONTAPMIR K EAERRERM ~ ONTAP RIECIFSRIARZFIB AR BRI
I B3R EREE E R E o

PUIhTE R AN B RIS e R B BRFE TR ONTAP ~ RS RISV EAEFEEM » MR A<t B 4B A 8 BRI ERRA
AZE-

MBI ERERINTLMERESFHE « 552 RMicrosoft WindowsX {4 ©

MERAER
EfARREs L RY A SHE A A ER E 517 5esE
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T % ONTAP SMB {FA&EEZEES 2

SEAEHELRR - FRIERENSMBIERE « EEFEREEFEIER - HFEs
fERE ~ EAEREMEERMRREIR - URHERIUNIXEREERER

PRIEEFALLINAE ~ BRI EREMBFAZFA FINLEFEREFEEN - FIENNEES LBURREA S H
B AR (FEREIE 2Active Directory4Bisi{ERZE :

* AEERAEEA

R (EAE AT LR AR AHEHERIAN S ~ BAMEHEAERHMAEE BN E - A EREFIVEN
ERERG E K EREFBEAERIPR A IR S PRAERK -

C EEEREEA
EMREEREEARONTAP « BIABSEAEFEEN « HHh e ERENBZFrE FEEHERNEREID

MSID o ERMEEERAEFIERNKES « BREREMEEENSENEER (BF) FrRHFIE
1~ UBARIRAG B A B SRR AIAEE B AE A B BARRYE T E 1R - ONTAP

HRARNEREREEA - U EHEEREFIENREETZ8#HRID ° R RID & Domain Users (RID
513) o fSEFEETERE o

Windows ¥ UNIXFIUNIXE Windows % B FETER ~ B AEF4IgR & E1EERRVRA o

@ EUNIXERE BIZAHIR P I MR RAY BB FE - INRFE « AN AERRANRBHEG QXS
TEPRRERVE FEARA o

TR B 2 N4 EE 4089 ONTAP SMB SVM _E{EF SnapMirror

T8 EAEELABRISVMEAR R BUHLIEE £ 5% E SnapMirrorBF ~ G FEZBRAZAERAZER o

S AR EREISnapMirrorfE B Bl S —EISVMZ EZ ~ Bt HFAACEFR YA EF4E - INRIEG(E
FASnapMirrorThAE7E S —EISVM_E I FkFE B HIDRIE R ~ MR & A —ER R4S EH4ARIACE ~ RIZZACETE

e EEN - IR EREREIFRISVM « BRI E BBt AR ERI A o 12 TR EREMEEN
HERETRVZLNSVMEBERER ©

T #EHIER ONTAP SMB {ElAREs EHE A& MBFAER R &

Tas A E A EMEFEE R TR CIFSAARSSFTEIL « I E5EE CIFSAARSSAIIHTER
t28 (SVM) EEIIRAHG - SVMEIES R IUBERFE L At A EANEE4E o MIPRCIFSTEIARSS
By ~ AR R ARSI ©

AL ERE N BB ESVMABRIH! « EILEMIPRCIFSAREER « FEREAZEZEMMPFER o #ATEMPRCIFS
AR A EMIFRAEEREMEE « BEFISIREHENR - ESVM EEMEICIFSERSZZA « LHEIAERN
EEARERENEE -

(D) crsAmsEERETeRErMERENANTRE -
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T FRAN{ATE Microsoft EIEF 1S BN ONTAP SMB £ B EMEHEE SR

A U EMicrosoft IR F 2 SRR A EAE M BHERIERIE - B 7 E{Ehk4SONTAP
RYZNRE ~ ISR AEMicrosoft EIE XS /A EREMBHENITHMEET(F -

T RN TE ONTAP SMB 5

MR EREEEREONTAP AR EREMEFERISIEIRA « U At ERE
AN ERERENOEREZER AR EIEREEESE -

* ERNREEE - EONTAP BRENANEERE « BHENEREMEREF IR EREMBLBINEERIRR
AEf ~ FEMFRELES ©

* BRZEONTAP ERRBIEZERRARFONTAP ~ TEER:EMETRR AR « TMERAHEREMEFAE -

* AEEAEMBHEATIEERNERRACLFRZES o

* HRETAEERENEEER « AL EEERFIERMENERZFREK -

AERFFIN - B AENREEFER « LURRERY M MIEN R ERENEHEY R AFFFE

2 AR
ZH1ER) ONTAP SMB #FRE%!%

SEREIRETRALES - ONTAPE LA E R 4K EHETRR GG Hh—LEER - &
A LAETRIE RRVEHERTIE B IREIR ~ BUZILMRVA R EAE EHE « WHIEERER
PREILAVEHAE ~ SNAME EIRARAEEIEREMERE -

TRINLFEFERES (SYM) ERAVER « TR AR IRIKERBUILTINEAEFE :

PR TE AL MRTE 288
SeTcbPrivilege 23 HAEERKEN—ED
SeBackupPrivilege BUILTIN\Administrators * BINIERMB iR - BREAACL

SeRestorePrivilege

SeTakeOwnershipPrivilege

SeSecurityPrivilege

162

BUILTIN\Backup Operators

BUILTIN\Administrators
BUILTIN\Backup Operators

BUILTIN\Administrators

BUILTIN\Administrators

BB E5% « BEEFACL -
AT AB M ERERBHESIDR
A

BSESREE MR

BEIEEZ

%@E*ﬁ?ﬁ B R BRE MR



RS AL EMRE siLPH

SeChangeNotifyPrivilege BUILTIN\Administrators BRIBE MR E
BUILTIN\Backup Operators®
BUILTIN\Power Users ® BEH#ERNEREAEEARA

BUILTIN\Users * Everyone P (x) #R ~ BIAEEERIE
RIS RN EEO ©

e
* TN D ECTERR
* TN EGBRBEERE

T RISk ONTAP SMB #[R

TR A B ERISE A EREEEERE - 3E B LGSEREIERMGZAH
AHE ~ e kpViEfRE G HE RE L REERRINEEARTT

* IEEI LR — 4B PRSIAR PR SLAYBHAR o
#E BRI BER X EREFEAEIRIEREME EEE

* S ETIR AEERENEEEREIE AT E RNEHE « BEMENTERERECERTEEEREN
FERRABAT o

MERAEEN
* MR RERGAE B ERE SEHE
* BIRAEREERE A ERER
© ERAEAREEREMNEFENER
* THRINAECERBIBERE

Tf% ONTAP SMB {Alfkk2s LAY BUILTIN EH4EM AL EIE SR

EEERABUILTINEHEMN AL R A EIREIRFET » 55:2sC U TAEIRZER o fin ~ A&
e AR ERREERSRS ~ (BEAMRICRS -

* REIEEIRERIUEN S - [BEERRR o
© ZMREIE SR ESEBUILTIN\AdministratorBE4E R FEER o
s AIAES R AEEAE - BEERIR o

EEMRBUILTINEFEZ 18 ~ AIUER BN GRS —EAEYG « EEEIIIRIDAAZIMT
* REBHRERR o

HERIE
FESCEZRBIBUILTINEHABFI TR R

163



Zsith ONTAP SMB {EHEZIBER

RIETAR ~ PRERAEBBOATEEREENR - ZISEME T REMicrosoft WindowsZs
2 2RBE REFRBIENREELL o

BN BRE TIEM
* REXEZELNEFT
* FEEEERERFATE
* BABETINBERFE L =BT T
° PN KRBEFT (AFZ)
° HXUNEFTT (aFlz)
o ERE100% (0%F19)

° BT

/i

+

~ 1 @ # $ % {caret} & * - +="\N 1| () [ ] ;" "<>, .2/
e EE

* REANHMARIEBERE

* BTARARSZERENER

* BEAHEERERPEN

FASCE A BUILTIN B¥4BF1FE5% ONTAP SMB #[R

18R] LU A8 (65 PR & S 491a (F B E HI Al B BAR TS R4SONTAP HHEM—4ETELE R
RFIBUILTINEEZH - FAS EEMEHEE 15 KFAM  ERAIRER ©

TRABTEITTERMEFE !

FESTEZEHBIBUILTINE AR TESRHEMR
BUILTIN\AdministratorsRID 544 * SeBackupPrivilege
%‘—_ZKETLE§ N El]%zk*%% Admj_nj_strator mEﬁ ( ° SeReStorePriVilege

RID % 500 ) EEEMALLEAENKE - BffFER * SeSecurityPrivilege
123 (SVM) HMNA#SIHEF domain\Domain . o
Admins E¥4HENE I EEE4E o Y1 SVM BERI4E ~ * SeTakeOwnershipPrivilege

Bll7A domain\Domain Admins Bf4HENEEEF4EHFE * SeChangeNotifyPrivilege
BR o
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FASCE RAIBUILTINE 4H TR MR

BUILTIN\Power UsersRID 547 SeChangeNotifyPrivilege

F—REUF - ILBHERBEMRE - ILBHERER
BTIEIE

* ARV KREEASEERENEAE -
© BAR B CSEREMYIEE

BUILTIN\Administrators B¥4H :

BUILTIN\Backup OperatorsRID 551. * SeBackupPrivilege

R - WEHAREEARE o RSN — ScRestorebrivilege
EE’Q;#?EHE;E?&%*#% BB AR BRI B R H * SeChangeNotifyPrivilege
SEEVFIES AR o

BUILTIN\UsersRID 545 SeChangeNotifyPrivilege

B—REIMR - IWEHARBEEMARE (EFHIBRIN
Authenticated Users $55%kEf4H) o & SVM A
4918FF domain\Domain Users EfZABEENFTIG = B
48 o Y15 SVM EERAARIE ~ A7 domain\Domain
Users BHEBEILEFAEPFEPR o

EveryoneSID S-1-1-0 SeChangeNotifyPrivilege

IEBHE BRI B ERE « BiEKE (BIFERERE
) o EEETIVEHE - BAIRTHIMEE o

HERAE N
s THRERARSS_EAY BUILTIN B¥ AN AL EIRE RS
* IERHIRBE
* TR EERIERERE

EX PR 25 BB 21 {sF FR & N B¥4HIhBRE

TR ONTAP SMB {EFE N EF4HTHAE

AR E R EMEFEINGE « A SEERA I ERENEHERFEINTFSZEEE
#t o IE5h ~ INRIEBBER A EREEITSMBEERE « BIXRRAA KRB

AR & R AN E R E B AThAE A E A EEREE o MR AKRRAELEINE « CHURITRAELEINAE « A HERE
RAERAEERENEHE - ISP LBER{E A A EREMEHETINSE -

bR 7 BRME(S AL E R B BHETNAEZ Ih ~ ONTAP MR FERBEMEIFEZERONTAP 23R SZ4RILTHAERIR
hRASZIEZ AT ~ A ERIA ©
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FERAEER
* EAKERERRE
* SRS EHE
* TR REMRG A B ERE SEHE

7£ ONTAP SMB {AlfR23 L E A sk (= R At E A& fEEAE

SRR EFEREESS (SVM) LRRASERAERENEFBEITSMBEE © TERE X
FAZst&(E A& M B AATIORE ©

FAREELTE
ISR ATE R E SMBHE A B MNTFSIERERFHER AR ENEAE « th I UEEIISMBEARRIERAKERE
TR - BEFRASEREEITRG « G BRI EREMNEFAREEE o

1. BERBRRAER | set -privilege advanced

2. AT THHEP—IEBNME

MREHZAEERENEAE. .. BABRL...
ERUEB vserver cifs options modify -vserver

vserver name -is-local-users-and
—-groups-enabled true

BEH vserver cifs options modify -vserver
vserver name -is-local-users-and
-groups-enabled false

3. RO EIEHIREL . set -privilege admin
il
THEHIRIESVM VS1 EEUB S fE I EFBF4ETHAE -

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): vy

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and
-groups-enabled true

clusterl::*> set -privilege admin

HERIEN
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* AR LRAAEER A IERE SRS
* BAEERNRERERS

£ ONTAP SMB fafR23 L EX R S {= R A ERE B0 5sE

TR ERIEE (SVM) LERYASFASMBFENM A ERERR - TERAAFTA
BERBRE - EESVME AR R EIIET RCEEN ERAEEREFEERRIEER
=1

FIsEZ Al

WATECIFSTAIARES R At fE AR E M EFEThAE

RIRERI(E

R LABBRT R AR SIS A A AR B BRsE - MRICAEEEIISMBERFEAAMEREETTRE « AR
FACIFS{RIAR2S R AL EF B I BHAEEER -

1. BEREBRRAER | set -privilege advanced

2. YATTHNEP—IEBE

NRICHRERHEERS... BWARBL...

ERUB vserver cifs options modify -vserver
vserver name -is-local-auth-enabled
true

2158 vserver cifs options modify -vserver

vserver name -is-local-auth-enabled
false

3. RO EIEHIREL . set -privilege admin
il
T5EEHEIESVM VS1 LB B A R E B ¢

clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): vy

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth
—enabled true

clusterl::*> set -privilege admin

HERIEN
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* THRAHAR S0ERE
* B REE ARk LR ERENEHE

EEAHERERR

&7t ONTAP SMB EHEIES

MRCRELTHRACERAENTELBIRA « ULKEZRARERAERAERE « STLUE
PIARERERP - IREAELBEAR A2ATEEBNMEZEERME « A
L EHan 2 S ERAENRS

MRIECAEE... BWABZ...
B EREN 2% vserver cifs users-and-groups local-

user modify -vserver vserver name -user
-name user name -full-name text MREHE
SR ~ RISALES SRR

Ee A (E I E RIER AR vserver cifs users-and-groups local-

user modify -vserver vserver name -user
. . + 3
-name user name -description text N Rt

BELER - BINEUES SFHEE o

B RS ERAEERAERR ‘vserver cifs users-and-groups local-user modify
-Vserver vserver_name -user-name user_name -is

-account-disabled {true

false}' SRS EREERE

gl

Ty EHIR EFERESS (SVM ~ KHifEAVserver) VS1 ERMAHERE "CIFs_Server\suel Effian
%7 N'CIFS{EIAR=SS\ suedfr'y

clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -new-user—-name CIFS SERVER\sue new -vserver vsl

EXFAEZ A1 ONTAP SMB £ ERE

MRECHEFEAERINBIBSMBERFIURTFERKSE (SYM) BAAZRIER « 55RUAZK
HERAIRE - MREABERAKEREIRPEZBSMBEIISVMER « AT LUEAAER
ARA o

RNERI(E
TR LUECR ERE R P REUAA IR ERE -
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1. MITEENTE

MREEE... WAGRL...
ERREREIRE vserver cifs users-and-groups local-

user modify -vserver vserver name
—user-name user_ name —is-account
-disabled false

EREREIRRP vserver cifs users-and-groups local-
user modify -vserver vserver name
-user-name user name -is-account
-disabled true

EE AR ONTAP SMB {EHE IR R 5

o] S B A ERENIREEN - IRFERAENEBEARNERE LR « 518
AERLIEE M o

1. BRITEENENEREEZN | vserver cifs users—-and-groups local-user set-password
-vserver vserver name -user-name user name
45

THEHIRE EEFEREEE (SVM ~ FThiTERVserver) VS1HERIZ AHEERE 'CIFS/Server\sue) HYEES !

clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

e
RE MR PRV ENSEEE

,,,,, BETARARSZERENER

FE;A R ONTAP SMB 7t EHIE R

@Tufﬁﬁﬁ ST ERERBE - MREEEF R EERENRPR
E ~ AR EREE ¥NE¢EF5E§uﬂ » LR Z(AIERENIRFE © IEE A HEEF)
R SRR ENERBENRTE « URREH A SERFE = -

BAREETLF
KEFERRERETERAEREN -
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1. MIT T EHP—IBSE :

MREEE... BAGDS...

PENAZEEI4ES (SVM) LFrAEERERMERE vserver cifs users-and-groups local-
uﬂ user show -vserver vserver name
B ERENARA B vserver cifs users-and-groups local-

user show -instance -vserver
vserver name -user-name user name

T UERITH SREREMERZH - N'1ES2ZEERONTAP EH40 "vserver cifs E:l » s8] ©

L]l
THEHIFTRSVM VS1_EFrBE A ERENEREN -

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account
vsl CIFS SERVER\sue Sue Jones
..... FERA A EAER ONTAP SMB EHERE S DHIER

SR ARE A A EFTBRI AR BB o o] LUERA LB R P ErfE A E HIERNE
EIZRIZEERR o LLEFRBENNFIEMEREHERZNERRNFEER « 35BS
Z1FEHRE ©

RIRERI(E
TAINUBE] < ~ ERREEEENEN

1. MIT T EHP—IBSE :

MREBE... BWARL...

BATMIEER IS EREN A FEREREEREH vserver cifs users-and-groups local-

user show-membership -user-name
user name

BT EREFBAHEENAHEREMEENR vserver cifs users-and-groups local-

=il user show-membership -membership
group name
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MREEE... BARS...

BTRBRIEEMFEEREZS (SYM) 1Bz AStE(F vserver cifs users-and-groups local-
BENFEREREEKRE user show-membership -vserver

vserver name

FETIEESVM LB A% B EEFEE vserver cifs users-and-groups local-
user show-membership -instance
-vserver vserver name

el

LU T E36IEERSVM VS1 LFRE A ERENMEERE ; (FAE CIFSARSBEES]
2 TBUILTIN\Administrators ] B¥4BRIALE ~ M TCIFS{EIARES\ sues 2 TCIFSTAARSS\ g1°) B¥4HMIKE :

clusterl::> vserver cifs users-and-groups local-user show-membership

-vserver vsl

Vserver User Name Membership
vsl CIFS_SERVER\Administrator BUILTIN\Administrators
CIFS_SERVER\sue CIFS_SERVER\gl
fiips7si4% ONTAP SMB fEREIRS

MR BEELRHSMBEZECIFSEIARES ~ BURESVMAT S ERIFITFEVER - ISR UL T
EREEs (SVM) MIFRASEERERS -

RIRER T
PRt EFR E BT ~ 55aE5C F5FIA

A ARZRBILERE ZEFZM B EAWindowsZ 2 Il 7T ©
* FREHAHEEREN SR SR EERMNEREREDBE o
c REHMZHFERAE (FIAdministrator) ESEMIER o

1. RELEMRAIASIEEREIRE %TE | vserver cifs users-and-groups local-user show
—vserver VSereriname

2. MIPRAIEFERE © vserver cifs users—and-groups local-user delete -vserver
vserver name -user-name username _name

3. ENEMPREREIRS | vserver cifs users—-and-groups local-user show -vserver
vserver name

vl
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THEHEMPREASVM VS11EREEBI A ERZE ['CIFS/Server\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS_SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue  Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS_SERVER\Administrator James Smith Built-in administrator
account

BIEAHERE

EEL 43t ONTAP SMB 48

TR BIRA A EFHRVEREA « NEManREHE - LUEDIRB AR

MREHEE... fEAmSm<...
(E &N Fe R vserver cifs users-and-groups local-

group modify -vserver vserver name
—-group-name group name -description

text WMNRHMEZZENE « BINENES | S5 o

Bt EEA vserver cifs users—-and-groups local-
group rename -vsServer vserver name

—group—-name group name —-new-group-name

new _group name

el
T &G B 4H 'CIFs_Server\Engineeringl E#fidn%% 'CIFs_Server\Engineering _new']

clusterl::> vserver cifs users-and-groups local-group rename -vserver vsl
—group-name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

TSR FNERRAI%EL4E T'CIFs_Server\Engineering) BYzRER :
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clusterl::> vserver cifs users-and-groups local-group modify -vserver vsl
—group-name CIFS SERVER\engineering -description "New Description"

FETAR ONTAP SMB Zi%EHHME R

OB ERE RIS EHEERIEES (SVM) LREMNFIEAEEHEISE - IEEMELRR
HHHESVM LT BRI R FEREESVM ENEAEEIR (HIR) FERIFEER -

1. MIT T EHP—IESE :

MRIECRERR...BIE BWABZL...
=5 FPA A% EHA vserver cifs users-and-groups local-

group show

SVM_ERIFrBE St B4 vserver cifs users-and-groups local-

group show -vserver vserver name

TRIERITIE S S REEIEAMER S - 115 < 2Z ERONTAP 40 "vserver cifs Bifl » 52/ °

el
THEEHFERSVM VS1 LB A EHBERVAERIEF

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group

vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS_SERVER\sales

SRt ONTAP SMB BE¥4HRN BB

TR LA RS PR A B A (e AR ~ SRIB RS PRAEIE4E  ZREEAHEHENEE
% o MRSV ERFEFEPFIUERRIEHERHFI - SR EERAE R i ER
BERYHEIR ~ EBREA °

FRERLIF
BN B E AR ER

* AR ERAEEELSTRI_Everyon_ #$4H o
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* BUAFFEAKEHE « TReREREMEEZEE -

* EREMREFE ~ AREREREMEEAMKEAE -

© EEARAEEHERTE EE AR o

* BEREEERESEHEMME E AR « Data ONTAP B ERESIAT R IBERT ASID ©

WAHBHER IR BRI ZER

* EEIEIESTAY_Everyon_ BHETRPRALE o
* CERPRIRNEEHENRFE
* IARESIIR IS EUEBHATS PRATAL B R TBARAT S HFERYSID - ONTAP

1. FE SR IREHETRIANE ©

MREBE... ABRERANZ...

S EEEAE vserver cifs users-and-groups local-
group add-members -vserver
_vserver name -group-name
_group name -member-names namel[, .. ]

RIS E B TS A AN A B E -
s & ARSI BRI LUE SR D PRAYBE o

WEHEPIBIREE vserver cifs users-and-groups local-
group remove-members -vserver
_vserver name_ —group-name
group name -member-names namef, ... ]

TS EBUHE T A M EHE PRI A ERE
MR RE BB AR LUE R D IRATEE -

LU0 At ERZE M"Smb_server\sues F43i%E#4H "AD_DOM\DOM_DOM_eng'l #igZESVM VS1LE
KyZ<i%E#4E M"'Smb_server\engin'l

clusterl::> vserver cifs users—-and-groups local-group add-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB_SERVER\sue, AD DOMAIN\dom eng

LU EEHIRESVM VS1 EA#E#H4E "Smb_server\sue #1 Msmb_server\iames'] FRZASHEERETLR :

clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB SERVER\sue, SMB_SERVER\james

e
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BT ERAE A S RVARRAE

FE A RAZSEETAER 2/ ONTAP SMB 528

TR TREENEERFERME (SVM) LFREZANHEHENFIEMEEE - 5
HPFER T EESEAEER (R BER - WERRER -

1. 947 F5I R —IEBE -

MRCREETER.. BB BWABL...
BE LA AEEHENRE vserver cifs users-and-groups local-

group show-members

SVM_LFrBE A B 4ER R B vserver cifs users-and-groups local-
group show-members -vserver
vserver name

Ll
THEHIFETRSVM VS1_EFrB AR ER SRVERI S

clusterl::> vserver cifs users—-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS_SERVER\engineering CIFS_SERVER\james

MR ZA<1% ONTAP SMB E¥4H

MR B FEEAREEAR T B2 ZSVMABRE 2 BRIV FEVER « A BERERSVMERE
MR (#IR) e raEHERE ~ BRI LULRFERESE (SYM) FiPRa&E4

RIRER I
pRAsi B4R 555250 FAISEIR ©

* ERRAMAGEE -
FERESMRILEHEZ BB ik ERIWindowsZ 2 P T ©

* WREHEARTFE ~ B/ EOEEER o
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 EEMIBRITHAY_Everyon  B¥4H o
* EAMIBRAEEEAE ~ FI0_BUILTIN\Administrators__ BUILTIN\Users_ ©

TER
1. £ SVM EEERAHEHAEEEE « FEILHENCERMIPBRAAIEEIAHZTE | vserver cifs users-and-

groups local-group show -vserver vserver name

2. MipRAHEEEE © vserver cifs users—-and-groups local-group delete -vserver
vserver name -group-name group name

3. FESREHHEMIBSR © vserver cifs users—and-groups local-user show -vserver
vserver name

]
TEIEEHZMPREISVM VS118RAEGRI A% B4 ['CIFs_Server\sales']

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS_SERVER\sales

clusterl::> vserver cifs users—and-groups local-group delete -vserver vsl
—group-name CIFS SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

EIAERIETRA ONTAP SMB 481 fEA &M ERTE

TR LG B E A E M B AT IE ECIFSRIARZZ AV A AT - BRI S ERERIAH
BXERER - MREMa2EIIH ~ A BEFEEMEHERE

BRERLIF
TR AEEEE M@ L BNREEERESE (SVM) & -
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1. BHERBREAER | set -privilege advanced
2. ITEENTTE

MR ETEBF A EREMEE « UK... fERLtE%...
BT ENINEH B AE i e &4 vserver cifs users-and-groups update-

names -vserver vserver name

BRI Th BB AE (E & AN B$ 4R vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only false

BRI E A E AR AEMEHA vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only true

FEiEl EFTBFT A KRR E A vserver cifs users-and-groups update-
names -vserver vserver name -suppress
—all-output true

3. ROIEIEHIR/ELK : set -privilege admin

gl

Ty Ef G E AT EREEE (SYM ~ frifBAVserver) VS1IERIBBVAEINEREMEHHRTE - B L—X
EiH » REEMHE—FAERERIEHE
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clusterl::> set -privilege advanced

Warning:

These advanced commands are potentially dangerous;

use them

only when directed to do so by technical support personnel.

Do you wish to continue?

(y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver:
SID:

Domain:

Out-of-date Name:

Updated Name:
Status:

Vserver:
SID:

Domain:

Out-of-date Name:

Updated Name:
Status:

Vserver:
SID:

Domain:

Out-of-date Name:

Updated Name:
Status:

vsl
S-1-5-21-123456789-234565432-987654321-12345
EXAMPLE1

dom userl

dom user?2

Successfully updated

vsl
S-1-5-21-123456789-234565432-987654322-23456
EXAMPLE2

dom userl

dom user?2

Successfully updated

vsl
S-1-5-21-123456789-234565432-987654321-123456
EXAMPLE1

dom user3

dom user4

Successfully updated; also updated SID "S-1-5-21-

123456789-234565432-987654321-123457"

to name "dom user5"; also updated SID "S-1-5-21-

123456789-234565432-987654321-123458"

to name "dom user6"; also updated SID "S-1-5-21-

123456789-234565432-987654321-123459"

to name "dom user7"; also updated SID "S-1-5-21-

123456789-234565432-987654321-123460"

The command completed successfully.

updated.

to name "dom user8"

7 Active Directory objects have been

clusterl::*> set -privilege admin

EEAEEIR
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Al ONTAP SMB 7S ok 483} {5 FR & s A AR Fr i PR

A AT IS PR 2R B IR A BB (e FR B BB ARV E A E IR o ¥ﬁiE’J7fEBE‘%E%$E/)Em
ERELEMNTERER - ErEEBIERAESEHEERER « EMEELEk -

a2 Al
BRIV A SRR A E A LA EEFE o

FAREIEI(E
HIEEREYH EERAERENEHEANTERER o MEERL NS HERTAHIEIER o

S RGP ERE EHER « W AEC TIIFE

* SR — S S ERERR o
* PR IS EXEINERE EHERFONTAP ~ Al SR AEIIEH SR RERE I e & 2B+ o

MR EAMAREIIERIES  BIIS S AIAEERMONTAP

1. S — 2 EREREAE AR ERE R | vserver cifs users-and-groups privilege
add-privilege -vserver _vserver name_ -user-or-group-name name -privileges

_privilege [,...]

2. ERFAEHREEREYMH | vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or—group-name name

gl

T &R MeTcbprivre') #1 MeTakeOwnershipprivatef | RIS ECATFERILES (SVM - SLATTBAVserver
) VS1LEBEHE#E "CIFs_Server\sue'l

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl CIFS SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

filf% ONTAP SMB 7t 5} 4813 it F3 & Sl B AE AV HEIR

EPI LB PREIR ~ sREEA B (AR EHERNEABRER < SrRTHIEREMN
AHEEARRAEIR - EMERLEM -

a2 Al
e RS BRE IR AT SN RIS (e A S BF iE A B ST ©
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FRERLIIF
TER PRSI S B (5 A & S BHAE RO RERR B ~ (CAJRGERC THIFEIE ¢

* RIS RR— S ERERR o
SRR AE A AR « ONTAP ] At & Bt A& ARSI 25 SR BR B Al DU (e A & A% AE o

SNREAREEIREERIES » RIS PIAE G RONTAP o

1. BRI ERENEEN—HZEER © vserver cifs users-and-groups privilege
remove-privilege -vserver vserver name -user-or-group-name _name

-privileges privilege [,...]

2. R eGP RBRFTERIR | vserver cifs users-and-groups privilege show -vserver
vserver name -user-or—group-name name

gl
TS B IR AT ERILES (SVM ~ 1B AVserver) VS1_EFERAZE MCIFs_Server\sue) B9 MeTcbprivre'l
#1 MeTakeOwnershipprivatef'] 1#[R :

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

E % ONTAP SMB 7t o 4915 {5 FE & AN B 4H PO R

TR A E R A A e A M BBV ER - SR B ERE B ErE
R~ MEFBEE2NFR2EEENE - IWIEMRER -

) S e
ERAH R ERENEHERER « SRR EAERER -

1. BRI ARINERE N EHEAIEIR | vserver cifs users-and-groups privilege reset-

privilege -vserver vserver name —-user—-or-group-name name
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2. Y LR B ERR ¢ vserver cifs users—-and-groups privilege show -vserver
vserver name -user-or—-group-name name

gl

TH SIS EDHFEELEE (SYM ~ SaTiBAVserver) VS1 H{ERAE MCIFs_Servensuel HIFERR o iRIETE
5%~ —IRERERE EEIRFERARHER

clusterl::> vserver cifs users-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

THISEHI G EREE M"BUILTINEIES' ) AR « BERIZIFEIRIER :

clusterl::> vserver cifs users—-and-groups privilege show

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users-and-groups privilege show

This table is currently empty.

78~A I ONTAP SMB #RBE=NERE

TR IR KA e A fE A & iR P 2 Bx4HAY B s TREIRAERAE N o LEEF A BN F)
TR R ERFIRIEREER -

1. BT EHP—IBSE :
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MRCREETAR.. BB BALLER <

BIEEEES (SYVM) EFrE4IRFIAEEREM vserver cifs users-and-groups
B ARV BETREIR privilege show -vserver vserver name

EETSVM_ 435 TE 4815 o A i a5 BB & AN BE4H RO RE R vserver cifs users-and-groups
privilege show -vserver vserver name
-user-or-group-name name

ERI ST S RIEEREMER 2 - N"15<2Z ERIONTAP &40 "vserver cifs users-and-groups
privilege show &3fl » 526 ©

Ll
THar < S RERBAFEEASVM VS1RYZN K S A8 1s i A B A BHABARRABAVFR B 1R

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeTakeOwnershipPrivilege
SeRestorePrivilege

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

E BB B RS
T HRUN{AIERE ONTAP SMB BB G

MEBAEEE) B—REAEER (WBA_privik=E_) - ARERRAES TSI AR
TERREPRIFIE B Eﬂﬁﬁﬁﬁ%ﬁﬁﬁiﬁﬁzaﬁﬁﬁﬁou,h ZBRAE TR R LERRIE

g*ﬁ@ﬁﬁéﬁfiﬂ-ﬁ'laﬂ s R INAAHFEEREES (SYM) ERERERERBREER

RFRRIRBRERERGEENES

* MRAGF « EERAEEAFIERRKONTAP « ERERER TIIEEFIERER « A EREPEBHIE
HHEMR ©

* WIRAREF ~ ONTAP BITHAE S EIERREHAE BRERE (1T) #R -

MREFPEBELZE 'X1 (BEEHER) - ONTAP BJESAFEUESR
REARERE

1SR LUEFONTAP CLIEL S b E A& #EFR % E Active DirectoryB¥4R/R B! « 2R ERIBETHERE o
° SeChangeNotifyPrivilege H#[RAIEHIRE A ERERBBHERE -
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https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-users-and-groups-privilege-show.html

* REMEESVM EHAESMBERE A A  SE EREEAELEE - AIETREREEE -
* ]ESVM_ERIATESMBIE A& S BHAE S AR IS 2 A& S AR AE TP ASBRILINEE « A AFFRRIBBLHEE o

RIETEES « SVM_ERY TFBUILTINE 4B HBRIB B G E .

®* BUILTIN\Administrators

®* BUILTIN\Power Users

®* BUILTIN\Backup Operators
®* BUILTIN\Users

* Everyone

WRIER A EEh—(EE AN ERIBEERE BN BREHAEPTEERICHEER o
fEFCLITESVM LR E A SMBE A& MEH ARV B B PG T « W /BEC F5IEIE @

* WRECAE R B AESREEHER R SRBRTHRE » AIWZRHIE SeChangeNotifyPrivilege R
MasaBHAE o

* MNREREE R ER AN FEEERBRENE > MXERAEFTEEBXERNEERE » BT LGHIE
SeChangeNotifyPrivilege :ZfEREMRBBIER

* [CRILIBERIRIE A A S AR e A& A BB IB AR E SeChangeNotifyPrivilege FERFZHIFHE o

@ HEERREAKIAAEERE N EHEANREERET « S BERRE
SeChangeNotifyPrivilege BIHEPR Everyone B%4H :

FERAEER
* AFERENEERERRAEEE
* FRFFERENEHEGEBREAERE
* ELEE L AVER L EEIRR FohREY
* BUHAEREERTIR
* ERRETFERFIIRERFREERTNZE
* REREIREE
* TR AR SIS E B B EHAE

RFFEFAESEF4E4E ONTAP SMB BiHEERE

MR HEEREIEHNBIERREPNFTE Bk  BMEERELBAERFREHERR « &
R LTS SeChangeNotifyPrivilege ZNi4# SMB & S 7= tides EEE4HRVME
R (SVM) ° RIETER ~ FRAERT S BEREFERE o

FAYaZ Al
* SVM_ BB SMBfaAARES ©
* WERUB A EAE MBI AHSMBEARESEEIE ©
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© AT ANISE R & e B4R SeChangeNotifyPrivilege R ANBETFETE ©

RAREETIIE
W REPRFNIE =S E A S B AHIRFONTAP ~ PIAE S B AR AT I 28 2R B ot ISl E PR E BB AH © MR A AR
EHIEE « BFE<SRIAEERMONTAP o
T ER
1. Frig L B AR BB IS E SeChangeNotifyPrivilege e Agin(SE FH E S EFAERIHERR ¢ vserver

cifs users-and-groups privilege add-privilege -vserver vserver name -user-or
-group-name name -privileges SeChangeNotifyPrivilege

BB -user-or-group-name B2 EAEFEAE NEHE « SN FEAENEFAE o

2. ERIEENEREREFHEACRARBEAERE | vserver cifs users—-and-groups privilege
show -vserver vserver name -user-or—group-name name
#45)

Tar <SRRI “example\eng” B ARV E B BEFIE RELE B i B ##1%E SeChangeNotifyPrivilege
BAHRVIEIR ©

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
TERAEN

FREFERE N EGRBERBERE

=) {EFAE S EY4R4E1E ONTAP SMB BitiEFEIGE

MREAHZEFEREREERRETNME B « IAERAERFAER LA ER -~ 7]
LAF8FR seChangeNotifyPrivilege Z5t% SMB & N f#1FEHE S L EHERER (

SVM) o

Bgt4 > Al

R RS R REIR A AN M SR 4RSS P 2 SR BHAR N B EASTZE ©
RIRIEET (E

EBPRAREEAE B ERVEIRET « ONTAP B] St & BiA& ARIUIE R 25 R BRI (e AR & B AR - TR EIARAEHE
EEHES  AIE S REZ RMONTAP o

<y S A . . . . . .
1. RAFIARERE | vserver cifs users—and-groups privilege remove-privilege
-vserver vserver name -user-or-group-name name -privileges
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SeChangeNotifyPrivilege

L EHBFR seChangeNotifyPrivilege AMEEAEEIEAE A EREIR « KRILUERMERIERE

—user-or-group-name name 8% o

2. RIEENEREN D ERRBRIIEE | vserver cifs users-and-groups privilege

show -vserver vserver name -user—-or-group-—name name

&)
THGSEEIEER Mexample\eng'y EHEMERERIBREFEFERS ¢

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
TERAE R

REFERE R ARG B SRAEEE

RTERREENEZRRBIHERI S
T HRINfAIEE ONTAP SMB 185 R 2 FIFEREHE

AT ERFERESS (SVM) EHHIRER « BEBnEAREREERZ 2 MRS o &8
LA EERFlexVol BRATEIEEE _EFEZIRBIBIEE © DD%E:&E X LATEFlexVol T3IEE
T EERMAEFRRFEUREMNEEFEIEGZ 2 MR ENERERE ¢

BTERZEMREREN

eI LAERAFlexVol FHIZ2MET « BRERZEVolumefligtree GERMRMILEN) FREZERMNERZRLZE2MAE
RIS

* NTFS

* UNIX

¢ JH.A
ZET
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B EZRRIMAERIE A
A LB EFlexVol FHINASEEIGE « BRIEZ/RRIFAERIE « LUSIZIEIRINGE L RITRIFEEM ¢

* SMB (FRrEhRRZS)
* NFSv4.x

BTRFEREFIRE (slag) Z2MMMEREN
FERERNEFIRREZZINGERIEMAFlexVol ETHZ25AMH

* NTFS
- RE

* UNIX (WNERCIFSfAfRESBEE S ZMIEERSVM ERTE)

BBTEASFEUES] (DAC) Z2M4RIMERIEM
BIRETFEUERIZ 2 IMEFlexVol I ERER R T RERRIMG

* NTFS

CORE (WRMHEBNTFSEMZZM)
FERAEER

* T RN fE PR R AR B! TR X T RE AR R S 1 77 Y

* BT ARARS LEERREFEENER

FET AR NTFS Z2iE & AU ONTAP SMB 12X %2 MHNER

TEILIEANTFSZ 2 Bk & FRTERE B RLZ2ERIERAEN « L2 REEEHH
ZEMEI - ERAEIR « LUXDOSEMRERE MU ERGERKERZ 2 MEE
5~ RIS SFENERE -
) S e
T ARMREFERMEE (SYM) HRTE - UREERTHERHEHRLZEMHERNERERE o ErUE
BN SEFDEERETRAL o

* BRNTFSRZ 2R B Motree TR EIEFFEVERFHEEANTFSIZZRMER ~ MWindowsfEREMEHE -

EIEEUNIXAERA BV R (L G B SEHBEREIUNIXEZRZEREN -
* REETAANTFSZ2MERERM BRI RIACLEL -

* HREFERNFIRREZ 2 TR ERE i qtree LRTE ~ EILRE 7 ERFIRENEIEE
SqtreeBR & i AT SE & FRF AR R —ARIE RACLA TR B AR EUREACL ©

* MIREHEHEERIERD B BB IERESRFIEER  Aliad B REEEFEUEHRACERERIE

1. PRI HER BRETERNERZ2MRTE ¢
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MRICBEEREN...
DUEER R

AR E R

BATYEG2...

vserver security file-directory show
-vserver vserver name —-path path

vserver security file-directory show
-vserver vserver name —-path path

-—expand-mask true

gl

THSEHRTRARBENZEEENR /vold £ SVM VST F !

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

WUTEANBRTEMBENZEMEN « WIREARREHNIETRIES /data/engineering £ SYM VST 1 :

vsl

/vold

64

ntfs

ntfs

10

____D___

0

0

777

YWXIWXIXrwXx

NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
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Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

188

= Archive
= Directory
= System
= Hidden
= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Relative

= RM Control Valid

Protected
Protected
Inherited
Inherited

Inherit Required
Inherit Required

Defaulted
Present
Defaulted
Present

Group Defaulted

Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...



System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

ALLOW-Everyone-0x10000000-OI|CI|IO
0...
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Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

LTEHEREEREZHEEENZ2 M EN - S1EH#FELR Access Guard 24 EH /datavoll £ SVM
VS1 H:
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e e
* BTORSTNR R EHIRERIESR

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

* EMUNIXZ2RMIRE FIERZ 2B
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BETAMESZ2EHIEE LAY ONTAP SMB iEZZ24MNERE

T RE N R 2R E FRREREEARZ 2 EREREN - EEL2TRREAR
MR EMERI « ERVER ~ DURUNIXERS & EEHERERE - BRI UERERREE
ZEMAERS - SEREEBFEEREEERE o

RAMEIET
CA BRI ERIESS (SVM) 1418 « UREEBEREEZRENKZ 2B NNERERR o EalLULLE
B oA BB R EEREA o
 RAERNZ2EMEEMqtree ] B S EHAUNIXIEZRERAVZIE D ERMERIK « BIEENAITTENFSv4 ACL ~
WA BfEFANTFSTEZRIER R E D IE R B 8% o
c RERZ2RHGEENR BT EEBUNIXTENTFSHERZ 2
* ACLEIE R &t EANTFSEHINFSVAZ 2 RIS M BRI REET ©

HIERAUNIXZ2MRMERN B - MRIAEARAMITHER (ENFSv4 ACL) ~ BILERAIZBZER °

* ACLE A EMBHER LM EBERINNTFSR 24T

* AAENMEVolume rootTligtreeI B R Z 2R AUNIX ~ I UTERERZ 2B VolumeEXgtree L& EHTEE
MIFERERZ M « BREHGFRBRIFIIREN Volumeaigtree iR EEHH « AIAEE RFRFEERUNIXAEZEHEIR
MEFEARIFEREACL ©

. HD%EWvEF'ﬁau)\E’JE%ﬁ“nE'sﬁﬁHNTFSﬁx&tc%&E’Jﬁﬂ AIEBNRETFEUERI 2 H ¥ EE RIS S B #RER 1K
RER « Wt FRRERRFEERIACERERIE ©
1. PRI HEN BRBTERNERZ2MRE :

MRCREETEN. .. BMATYEG2...

LR ER RS vserver security file-directory show
-vserver vserver name -path path

EFANER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

&)

THEHIBEETERMBREMNEZEMEN /projects £ SVM VST FLUBREETRER - EBREARLEHRE
BBUNIXBEMMZZE -
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clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

THSHRETERRENEEMEN /data £ SYM VST H - EEEEHN L2 EREABNTFSAERZ R -
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clusterl::> vserver security file-directory show -vserver vsl -path /data

OI|CI|IO

MU T EHIREREREHHR Volume WZZ2ME /datavols £ SVM VST A o EREEEX L2 MHEENR L

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

EBEBUNIXERHNZZ  Volume AR #FRERNEFEIRFRELZEG
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

MERAEE
* EMNTFSZERMIRE FRIIESE

TWXT—XTr—X

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

(Applies to Directories):

Z2EH

* EMUNIXZ 2R E FRERZEEH

FETAR UNIX 2218 RE A ONTAP SMB HEZLZ2MMER

TRILEERUNIXZ 2 B RE ErERE B R 2 MEMEN - 22 R EANH
22N - ERER - WRUNIXEES & HEEHERERME - L] UIERERRERER
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2MHAAR « EHIHEIESRTIRE -

RIRER I

T ARMEFEREE (SYM) HRHE - UREERTHERNBERREMENNERRBE - LA UEE
TR B AR B SRR AL o

* UNIXZ2RHIRE M treeTEREAZ SR FIVEIRE « REERUNIXIERER (BRIAITHNFSV4 ACL) o
* ACLEIHE REHEHABENFSVAL 2 HIIE R BRI IRET o

HIMERAUNIXZ2HRERNBLE - MRREREXTTER (FENFSv4 ACL) -~ BEREAIAZEE o
* MNRFEANFSVAZ 2T ~ BI RS ERACLE L YA & B4R HRAL o
EMRENTFSEZRFMTERS °

* HRENRE SVM ERTE CIFS fAfRes « Bl UNIX AR &EX gtree LR FEREFIMFREZEME « EHit#mH
AIREE R EANPIEE 2 MR & gtree MURFERFIFRELEMABREN -path 28 -

1. LR HE R ERETERN B RZ 2 RTE ¢

MRECBEETEA. .. BATIEGZ...
LEER RS vserver security file-directory show

-vserver vserver name -path path

EEFAAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THSEHERARMBENZEIEEN /home £ SVM VST H ¢
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

THEAIERERBENZZ2EEN /hone £ SVM VST BBEFRESH A !

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

FERAE R
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* BTARZEEEE LA Z2MENER
* BTRE IR R EHIRERERRZEEH

ONTAP 5% Bt EE AR SMB FlexVol HEEE A NTFS RBIZFIRINER

& AIIATEFlexVol ThAe& L BRNTFSTEZ/RAIRVMERAE A @?E?c%ﬁ‘ﬁﬂﬁ?ﬁlﬂ’]?z%ﬁ
I~ EANER « Uk ZGEFEIEGSEREEAEN - KU ERERREERZ2EE

BN EREEBFARTEIAREIRE o

RIRERI(E

T ARMHEFERKS (SVM) B9%ME « URBERRHEZEMNNIERENERRRE  GaTUEER
B ERETEL o

* NTFSZ2EIREMqtreeEEANTFSRAFEULHIBE (SACL) RMITHEZIRR
* HAENTFSANREMNEGALEZRMRES « ERMERKATUBRANTFSIEZER] -

BENZEHERENgtree ] BB 2 EAUNIXIEREIRIEI DIERM B ik « BFERIUAITTEINFSV4 ACL ~ L
RAERANTFSIERERBBI DIESRM B &R o

s RARNZRAMEEMNR EEFSEEBUNIXINTFSERZEM - MBAREE S AELSNTFS SACL °

* AAENEVolume rootBligtreeIB R Z 2R AUNIX « 1A UTERARZ 2B VolumeEXgtree L& E (E1E/E
MNEEUREZ DN - BREHERREFIREN Volumedigtree R EHH - RIAEE IR AT —RRIERNE
EIRNFSv4 SACL ~ UK #FE 4R FEVRENTFS SACL °

* MREHLHAANBEEZEANTFSANZEMNER « BlEHth ERETSREFIUERIACERERER (
IR EHEEERIERE B SRR IEREBREFIUER) -

* FRTAANTFSARZ 2 HRMEENERRNZZHEME « UNIXABRIR S E LS & S EHBERAIUNIX
TEEERRE -

NTFSZ 2 RMERMNERIREREEZFEIVERE « (ZEANTFSIEZEER « WindowsfEFEMEFAH o
* ACLEIH R #H ¥ EANTFSENFSv4L 2 MBI ZE M E R IREETR ©

HIMERAUNIXZZ EEZEMERIRME « RS - SEARAAITER (BNFSv4 ACL) ©
* ACLEAHARRYHER EMEHER LB A EBEARNNTFSZ 2 it -

1. LIFR R E R B AR g RN B ER/RAIRE

NRICREETREN... BATIEGZ...

LIBER AR # vserver security file-directory show
-vserver vserver name -path path

SHAEE vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true
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vl

T & HIBEREREMNREKRAIEN /corp £ SVM VST d1 o BRIEEENTFSEREZEM - NTFSEZE Ml

2RI BT/ R BISACLIEHE o

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

7777

TWXIWXIrWX

NTFS Security Descriptor

Control:0x8014

Owner :DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

THEHBRESHEIZRAE /datavoll £ SVM VST A o BRIEEE—ARIEZFNERZSACL ~ UKkf#F

B R FEURESACL °
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:
File Path:

vsl
/datavoll

File Inode Number: 77

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

ntfs

ntfs

10

————D-——-

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0xaald

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA

DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

ONTAP 15< FRRERA R SMB FlexVol Bt & L) NFSv4 FEIZRESHIE R

1T LAFlexVol (£ FHONTAP CLITESHEE W4t & _EEE/RNFSVATERZIRBIRVAERIE T ~ B3E
ZEBRAMERNZ2E - ERNER - URAREFEUEFIEE (SACL) BIERBAE o
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ERI LU R AR ERE L 2 AR RS AR ZE AR TS IR R RE o

RIRER I
CARRMMHEFERKES (SVM) BIRME « URBERTHEZEMNERN B ERRE I ULURER N EET
A EREER L o

* UNIXZZ2BHERE M otree(EEFANFSv4 SACLIR#ITIEZ/RA] ©

RENZERMRERERME S « ERUNIXZRERE « BIAJERANFSVATEIZ/RE! -

BEAZERERENotree ] BB 2 EAUNIXIEREIRIVEI DIERM B iR « BFEEIUAITTEINFSV4 ACL ~ L
RAEFANTFSIERERAENIERMB &R o

 RARZREMEEMNR EEAIEAEBUNIXENTFSHMANZ R Y - MATEE S AE 2NFSv4 SACL °
* ACLEIH B &4t EANTFSTNFSVALZ 2 M IIE RN BRI AEET ©

HNEAUNIXZ2MRERMERRMS « IHUAZEA - REREUTT#ER (BNFSV4ACL) -

* ACLEH PR A BB B L EERNNTFSZ 2 14H T -

* FAAEN{EVolume rootBigtreeIB R Z 2 AUNIX « 1A UTERARZ 2B VolumeEgtree L 38 E (E1Z/E
MNZEREZ DM « BREREERIFIUFENVolumeFH gtree IR EHH ~ FIAE & FAFRFEETR—ARNFSVATE
ZMBESACL ~ UKREEZEERFERENTFS SACL ©

. EEIE"!ID%T‘ SVM L& CIFS fAfRes * Bl UNIX BERE S gtree ERIRFEFERFIRREZ R « ALttt
FEERBANPISE ZHEREE gtree RIEEFEREFIRERZEZHBEMAENR -path 2H -

1. LR B R E R ERNBEHRZ 2 RE ¢

MRCBEETEA. .. BATHGS...

LIBER AR # vserver security file-directory show
-vserver vserver name -path path

EFAE R vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Ll
THHEMNBTERAREHNLEMEN /1ab £ SVM VST A o [EUNIXZEBIERIEABNFSv4 SACL ©
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

T FRYN{AIRER ONTAP SMB XL 2B RIZER

TEIMERBAF T () RETREREHIRERE TRrAEENERNERZRZEIENE
ZIRRAERIE -

BRAF () ARiEE BRRENRE—EFTH « BRUEZF A THBERAEEZMBERNER - IR
TREETRAS [ NREERNEHEN « MLATEE515R (M) ARHTERE -

Ll
TEAEERF L ERRRE T AFRAREREMBRIVERIE /1/ SYM VSt
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

T5an

LERTRETES ] BIERS

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

il /voll/a SVM VST BUBRSELIES|SR (") $#E(E o
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cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: "/voll/a/*"
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

FHCLIZIESVM EHINTFSIEZZ 24 - NTFSTEZIRB KR #FR RIFERE
BN EIE SMB NTFS 12Z% 2 -~ NTFS BRI EFERB 4R FEFHER ONTAP &<

TR MUEFACLIE R R FEREEEE (SVM) ERINTFSIEREZ 2 « NTFSIERIRAIRH#TF
[BARFEURE ©

AT UIESMBA R IREEFACLIZREENTFSIERZ 2 MHMIEZIRE] - 78 - FACLIRREERZEEMNEZR
A s MAREERBIRAFIRKEEERZEM - ACLIAAIEMEEEAE— ST SEENERR EER
L2 MEFTERRRE

R AR E (17 B AR AV TZENA & « ONTAP EZ2HSVM VolumeERN S —B L 2h# - HEFERRFIREER
RILFMENASERRE FNEERHFEREFIRRENREYMNG

HEFRERNFEURE JFELONTAP BECLIETTREMER o LEZESMBRA P IR B E#FERNFIRER
E o tb5h ~ MMRISHENFSESMBA FIRIZRERN B LNRZEMRTE - A EERREFERNENFRELS
% o BIERARA (WindowsTUNIX) BIES - hEE AP IRRIHHEFERNFIFREZ 2T - FIt - #EFE
RAVEFERENSEA A BN FEURMERIMIRZEER - THRFREFEESBRURKERERE

BMEEZ B RIFEURE(E T IENTFSIFEVEIR « ONTAP EIIRUNIXER EHEEHEA ZEE
BISVM_EIWindowsfEFE « BRI E A Storage B R FEUREMNMHIEE FHITEZEMEE « UL
BIBNFSTEENE RS o
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NTFSZ 2 RHIRE

NTFSZ 2 EHREMqtree P B ZRIFTBERZM BRI AENTFSARL R o oI UEMA vserver
security file-directory B2 RIAITE NTFS 2R E FEF TERNZ 2 M :
* B & P g R E R RS R RS R A
© HIRE ENREFEREFEREZSY

BRENZE2EHRE

BERNZ2UEEENqtreeF] B —LABUNIXB R Z 2 MHEZENERIZK « TERUNIXEZ#ER « 8EER
fiITCEINFSv4.x ACLFINFSVA xFERZIRA ~ UK FELEBENTFSBERZEM « W EANTFSIEZERMIEZERA
EI’J* ZMERIK o (KRILAFEH vserver security file-directory s RIAIFF FIEENZEMER
ERAENZEZREN !

* EREHIEESgtreed ~ FEANTFSHENZ 2 A REAVE RN BN RAERERFTEZER

* RERHRNFEURZEINGE « ATARNTFSHUNIXEMHN Z 2 B RRHIR &

UNIX Z2 2R &

UNIXZ 2 BHHREMqtree B 2 EBUNIXERZE2MERNER K (BERITEINFSV4.xACL) © NREAE
EfFF  FBIFWEERC NYSEIE vserver security file-directory £ UNIX 2BV & FEFL2TINAE
<R -

* o vserver security file-directory s RIIEZEZAMNEIE UNIX Z2MELHIEER gtree £ERY
UNIX 18222 M MEZRA

s IRATLUER vserver security file-directory SR RYIEITE UNIX Z2MEHIRE i ERERE R
FHURE ~ il BEHIEER SVM €2 CIFS {afRas ©

E R
© THRNAEEX 4R 2 MBIZER
* E(ERRES LI NTFS R AT
* IeEFERAEIZ RIS SIERMER NG
* T FRUN{e] {55 FR B TR AR B R ER B s SR AR S S 1F Y

FAIERTE SMB EEMEFIRZZ MR ONTAP 8%

AR EAUERNEERKREEEREENRZEE - MERERRARIETA ~ BILERIX
NIBFEFE R E N EREN TR AREZEEFAFRVEA -

TETIEREAF - EAIUERACLIREEZMERRNZ 2T !

* FAREEEIRIBPHEFEE - AT ERDRHTFESR
* Windows#igi & &
* BENTFSIERARIIERZ 2 M EEZRAIZEL
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T fR{EF ONTAP @958 E SMB HERAE R R 2 M RF IR
EACLIREREZNERIRZ 2R « KX BEEIERERS

* o yserver security file-directory Command Family RZ1EE&E NFSv4 ACL ©

WHEERNTFSZ 2 M T E A ENTFSEZRERMEFIK

FRZ2HEMTTFER ONTAP SMB IEZMER KL R4

2T SFEIERIFE - AREERAE THERNERRRNITHIENE « LUK fER
EFPEENERREREZIIER o

* IR

‘-T’fZTfF%EE ERFFEIEAEEIR  WOREMMG (ERE - FHENERYM) FTHIEENERNE R RN THLES)

* REMHEILT

LEMEATRESREMENNERGE - I ERAERNE R IAGRAIER o

* FHUEHEE (ACL)

FREGBERZ2MHATTRAESEE - HPEafERE  BHENERYE IEERZ 2T
TERIER R ERITHLES (EREREN - KEMHHEATAI S THIMEACL !

° FIREFEUERSE (DACL)
° RITEFEUERIEE (SACL)

* EEEFEUEFISE (DACL)

DACLEISZfERE « B EMERYMHE VNS BE - BEERE - BHENERYHY I ZEEHEREFH
TERHE R _ERENE - DACLESZEU LMFEUESITEE (ACE) -

* RFEUERISE (SACL)

SACLE & BN F M2 ERE « BHERBEYHN VSR B8 - SACLEZZTEMNU LR
FHUEHIIEE (ACE) -

* FHUEFIEE (ACE)

ACEZDACLE{SACLFHERIIER :

° DACLZEUEHIEE GfeEREERE - BHHNERYI(HFr 5T SIEBRIFEER -

° SACLIFHUZRIIRE SRR EREAE - BHENERYANITHSES (FR « ECHrrIAThEIR K
o

* TEPRAMEA
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folder ~ “sub-folders’#1 g%, o

HERIE
* "SMBEANFSHEZ 2 2B /"

* BEEMEREZRBEERNERRNG <
T HRUN{EITE ONTAP SVM SXGH1ER B 1R EERMER AT SMB £ /A& B EAvE 3 B Bk

W%ﬂMEﬁﬁﬁEW@“T#%&ﬁﬁﬁ DACLE(SACLIE B R fEAA K EAAE TR

 AIEIDERERPRFETFERKSE (SVM) XEMERN EEREZBEERRAZ
m*uﬁﬁﬂ—&&m°

SR IAASVMER TE B IIE4EAE « sEAREE FHRIFESVME BRI AR ARSVMEE R Bt E FE
AYSVM o

PI A RR EMTESVM KBRS R 2 — ¢
* BoEBRE
B 7 EEAAERS ~ SYMAICIFSARSBIE DA ERE TR
* BOHBIEER

fEFALEARRERY ~ SVMAICIFSARB NS D HBIFAERE © FEUILEAF ~ BRUSVM EAISVMAICIFSAIAR
BLIBEARRESVM EHISVMFAICIFSAIARES ZIEARE o

B3 #pE RERRAZER]

EEDHEFERD - BN U ARERE  BHANERARINSVMRTR « R BSEARERERAE (5
HCIFSRIARAS %) ~ UFFESVME I ERICIFSRIARES2TE  FIgN ~ SIRIKIFESVMEHER 'VS1') ~ CIFS
RSS2 A M'CIFS1) ~ BAv#SVM&#EA T'VS1_DST'. - CIFSfARR2:&#EA M'CIFS1_DST'y ~ BlZsig
EAENRERREETESEES TCIFS1\user’ LEICdst Dst : |
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

BRI ERENBHEENEPNAEERENFALBEEEHEE « BEXZERRAARPIITEERENE
HLBATEHEE (FHE CLI EREMWRE) vserver security file-directory Command Family
) o

fun ~ MNRIECEHRE DACLIEE ~ HRERER ['VS1' ] -account 2#5#4 [ 'CIFST\user!' | ~ A
SVM EWREAEGBEEE « LURRERIIAY CIFS EARaS%1E o

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder
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RABER vserver security file-directory modify FEhiE CIFS BRI RIBEE A BRIM CIFS
AIREZ BB < ©

B ERF2HRERZBRRAERTH
BE-ERZEHRRABRETHIUERASERTE - BEREAUBESNMEERENEAE :
© 2 tEtIT

C UM E 22 R oA EN L2 M cEE BN T ERA - RZ2 MR A

FERENEFAMABEENETERHABE « Al ERNZ2 4Tt - ASEERE 2B ERBERMSVM °

&AL vserver security file-directory ntfs modify fn<UAEIRE BiBEITERNERNE
E o

* DACLIEH
SEDACLIE B &R Bl —(ENR A ABRAR o A BIECUEMER K ERENEF AR DACL ~ A 5EERE
BUMISVMATE - R IEECAETIRADACLIREIRF 218 « BRIt Z 2 i TR MERAR AR

HER&E B HRIDACLIEE ~ LUEBIEN BRI S R8BI FTEIDACLIER ~ WS LR RIDACLIEE Hi5E
EMNZ 2T R o

* SACL I5H

SESACLIR B #w/RENR AR IR » M RIECUEMERAKERE A EIRPSACL « FReEABR
#SVMTE - IS ENAENIRASACLUIERRINRA %18 « RILIEHARZ 2 AT PRRAB L ER
A EFEEMSACLIAR ~ UEIER B RBMIR S RIBRZILMAISACLIRE ~ IRIELEHAISACLUERE HEE
By TR 1L RREG o

%ﬁﬁlﬁ,ﬁﬂz*ﬁﬁ B AR ERRAEEPEANNEERE N EETEIALENEE - SRIEATFER

EFACLIFENTFSIERZMEN K LR EMRERERZEM
7 ONTAP SMB frIfR23 L2237 NTFS L2 MR

EINTFSZZ2 M HM T (EREZ2MEE)) BRENTFSERUEHIEE (ACL) MERZE
FEEEEEZS (SVM) ARERZRMEBERRKINE—F o ErlLigLZ 2 Mol R TEh
BURE 22 e B AR BRAS B T BA R

RANEETIE
ERI ST RINTFSZ 2 BV E AR RN ER K - I2MUMNEE RN L2 MR E EAERNE R « 12
IUNTFSZ 2 MmatisT o

IRIBTER « IR HIRTTE « BIENRIGEUESIEE (DACL) HEUESIAR (ACE) FMERRaMY
HiitiTT o PUETERRAIACEY FFoT -

it fFEER TFEVERR HERNERNLE
RE\RMEES FEF TR IEERIZR ~ TR 18
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it fFEGRE FEVER ERNERME

RE\ERE FeEF TR thit:éﬂ% C FERKR - E
BiUEHEAE FeEF TR UEEMZE ~ FHERRK ~ 18
NT AUTHORITY\R %t FeEF TR thit:éﬂ% C FERKR - E

TRIMER TIERZ KRBT R E M TR
* REMHEATHEEE
* EEENTERE
* RIGEERIREAR

REBMREFIRES ZBRIMERSHE - MFFHMAEN » B2H 152 ZERIONTAP" ©
# NTFS DACL 7ZEUZ4IIEE #12 ZE ONTAP SMB {@iR22 LAY NTFS £ 4T

DACL (FIBFEUEHIEE) FEUEHIIER (ACE) MEENTFSZE2MHMT « BRTE
REFNTFS ACLERERBERIRNE L ER - BEIER E G H 5 R FSEEF IR
fF ~ MWEZRH AU E EHACERE RIS R E R KRNI THIRE

FRERLIF
TR —2 %8 ACE #iE EZ 24t sThY DACL °

MRZ2MH Tt 5 HEAIREA ACE B9 DACL - B 2i5#hHI ACE #iEZE DACL - IRZ2 M4 EilTA e
S DACL ~ BIf S S IIDACLIEHTIEHAYACE ©

WA LUEEBE] DACLIEE ~ HARIEEBEASFIIEBRIEE ZIRF R -account 2¥ - B=BEFEA
7 AR LUEEREIR

* TR
* EFETERR
* RIGHEIR (EREHERR)

()  m®skisE DACL EE MR « AITERSHEREES Full Control ©

AT LU AN AE AR « LUBIBIE S 5TDACLIER -

R RGBT R EAEASEIE - MBEMARE LGS 5% 2 S EONTAP MISMEN » 3
28 -

FER
1. #& DACL IBEHIZEZ 2 MMt | vserver security file-directory ntfs dacl add
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-vserver vserver name -ntfs-sd SD name -access-type {allow|deny} -account
name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
—account domain\joe -rights full-control -apply-to this-folder -vserver vsl

. B358 DACLIEE @G IEME | vserver security file-directory ntfs dacl show -vserver

vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

M52 2EEFRIONTAP "E%4H “vserver security file-directory ntfs dacl &&fl » FH2E] ©

#37 ONTAP SMB Z 24 5RE&

HSVMEIERLZEMRA » EREMRERACLE E‘Eﬁﬂ?&ﬂ’]”’“_ﬂﬁli\m JRA AT
AHERITERNEES EP%EIT’E%BmTEH%xE%JZﬁM%E’\J E—I8H ,a:_JLMA’?ﬁH’
TR ER 2 R

RIRERI(E

T ELZ2H RN TEESNTFSR 2l T g 2R e E R R RS 2 AR - EIt - TEZSLZ 2 MR
BB SESVMEILREN (BSNTFSZE2RMIESRERLZEEMER) -

1.

BIUZEMREA D vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

ERsB L 2M/RAI | vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name
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HE{EFSHAIZE ONTAP SMB Z& 4 =E

BRI TR EMIEELZ 2 MR « BRERERACLESVMPRIERERHNE R RBYFE
MELER - EEEILIRATER « S LIFRL2MERRIZIIRIS: - SR LR —ZET
FIERMIEER2MREA

RAREIETLIE

ZEMHRABIFNERS - TFENEE—FE  IZBREMRABAENTFSICES N Z 2 MIERNE R
R (REERT FFERFIRER « HHIREYHIMIT) o

TFAMEER :
- HEREEHTIE

AfEER ZE MR TEREEEEZME LR T - BEEEMBEH TIEFFERRACL « FI3EESMB
FFImEONTAP CLEETTEIR o

* REFERNEFERELE

ARfEER#FEREFEIFREL 2 RN TEAEEEHMRER T - SRR FEREFIFRELFER
HIACLA SEEBONTAP CLIEETTEIE ©

THREIER (HEHK) H—EERE (HEK) NEZ2HERER - RAIPHSET RS RS —H
Al o FE—RAIP « BEREREA—BLE - RAIFEAEENIIFEE -

g TEERARIZER]

* BERAIZRZFIHE10 « 000fE L{FIER °
* FRIAUBEE—HZEIE-

BMERAIAIU B ZZHTF - KU EZRRIREABRFRESERERNRFFERVEFIURELE - RRL
AU SAREFERNEFERELFFIAIERBERIE -

* fREFERBVFERE R PREIRERR
KR GIRHEERIMNOTZEVER o

i’ LEMEER 2 RAIR « SZREE F7REXESH :

* SVM% 78
* [REHE
. Eg,iﬁ
SRRICARRAR I T 2 M it T

CRIUER TYEA2ECREIRE TRk

* Z2EEH
* BEERN
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* R3lE
* FEUERIEEE

FEERFIRESZEMERSBNE - MRERAEFPAAG S 15 2Z ERIONTAP RIFASEN » 55
2 -
1. BRABHEAZEMER TN TEMEELZ2MEA] | vserver security file-directory policy

task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory AMTERR(E -access-control 8% o REERMBERENTER « AlEEIEEEFUE
HIERRY o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. BRsBRA) TIF4ERE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

MiES 2 ZERIONTAP E¥40 “vserver security file-directory policy task Bl » 526 o
FEF ONTAP SMB L2 M5B

HEELZE2ERIERIISVMEZZEINTFS ACLIL ERFIERNE R RN RED B

RIER T

AL MR P EENZ R MR TEREFlexVol EBEZEMNTFSIEZMBRIR (NTFSHEEREZE
L) o

ERIERFAAIEMNSACLE « SEREMRANDACL - ERR2 M RAREEMNDACL
() - eESEMRANDACL - CREERYT RERNNEMEIZA « SRIIRENZR Y
B8 -
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1. EAZ2MRERA) : vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

RAIERATIFEHE « LERTIEID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

EL4 ONTAP SMB £ &M SRBR1E%E

BHREEMFRINEREFEFEREESS (SVM) B eI UEEER 2 MR TE « UEEETE
EE - MRCEEMELEMRANERAIENI « BIRAEMREER - RERITIE
HITHERE - MEERAELEMERIIRENERNERK - EHREE -

RN EIEIIE
EEBREZEMEREI TEAVEEEE « (CFEZER -instance 88 °

1. B2 MRATE . vserver security file-directory job show -vserver

vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

E&Z5 ONTAP SMB 1£ZL 24

TALBEERERZEMRTE - BRLCERLEMRANFEFERES (SYM) ERREZREL
BXRABFIERIIRE °

RANEETIE

SR ESVMETE « ERESER - UKEERIELZ2MREZEEMBRRAERE o Ea]UERZERDN
-expand-mask BMEZE MR EFMENNZH o

1. EET* ZMERREZRMRTE | vserver security file-directory show -vserver
vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
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-—expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ..., ... .... = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
ce+e eee. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l... veve vvee «... = Self Relative
0., ..., ... .... = RM Control Valid
0. .... .... .... = SACL Protected
.0 .... .... .... = DACL Protected
0... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read
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Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

ALLOW-Everyone-0x10000000-0OI|CI|IO
0...



System Security
Synchronize
Write Owner
Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

fEACLIRERZRRI L EAENTFSIEZREME R K

N E SMB 2RI AFHERE NTFS 1EXRME LI ZKA ONTAP fi <

fEFAONTAP CLIEF ~ (A BHITRET R « A e Biz/RRERENTFSIERZFERIZK o
Bt~ MEBRIUNTFSZR MM TT « RABISACLIIE E L2 MM c B TRIEEE L
Z2MRAHIZED T - ABREBLZ2 4RI ERERFELEESS (SYM) o

BAREIET(E
ERREMRAZE - EOUEELE2HRATE - ARBEERIEZRARE

@ EREZRRIMERBISACLE « SEREMIRAMNDACL - BREZERIMAERMNLZEMERA
ZAl ~ FiRRREANZ2EREA

e
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T RN {E PR TR AR B TR AN B AR (R S TR EY

* THERMTRE SMB ERMBENKRZ 2 HRAIRE
* AL RERERNER L2

* "SMBEINFSIEZE L 24 EHE"

* ARSI EEEIL NTFS L2 FT

7T ONTAP SMB falfR23 L2237 NTFS L2 MR

RBINTFSZ R MM TEZFRIRRENTFSFEUERIFE (ACL) IE%:.:TTLB"SVMW
RURERENERRNE —D - ERERAILER - RL2EHEITEERNENRREE
BRI E o

RAREIETE
ERI S HAINTFSZ 2 BV IR E NAVRERMNERR - RN ESXNZ 2B HIREE L AERMERK « 2
INTFSZ 2 M HaatsT ©

RIBETER ~ BUZ2MERMITE « SFEXRIFEESBE (DACL) FEUEHIEE (ACE) fMEEZRLZEM
it o METRRAVACELN R

it fFEGRE TFEVERR HERNERME

RE\RMEES FeEF TR %ﬁﬂ% CFERRK - E
RE\ERE FeEF e %ﬁﬂ% C FERKR - 1E
BiUEHAE FeEF TR gﬁﬂ% CFERK - E
NT AUTHORITY\R %t FeEF TR %ﬁﬂ% C FERKR - E

CRIMER TIERZ R BT RE MUt
* REMHEATHEEE
* EEENTERE
* RIGEERIREAR

FEEERERMAES ZRIMEASHNVE - UFAMKEFTAdn< 5SS ZERONTAP IEHEEN > 55
20 -

HER
1. MREEFERERSH ~ B ERERRASER | set -privilege advanced

2. BYZEMIIT | vserver security file-directory ntfs create -vserver
vserver name -ntfs-sd SD nameoptional parameters
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vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\joe

3. BB RNt R EBIEME | vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. NRTENERERELR « HREIEE#IREMR | set -privilege admin

# NTFS SACL 7ZEUZHITEE £1%Z ONTAP SMB {@iR2S LAY NTFS & MHIMAT

RSACL (R#EEFEUERIFE) FRUZHIER (ACE) MIZENTFSZEMHIMIT « 2
ESVMABIEZRHE N IEINTFSTER/RARIE — L8R - SERE & DA IS ERILAY
fEFAE A E - SACLIEE S EREERLMINAMIVEREH -

RIRERI(E

A LUK — BN Z{EACEFIE E L 2 I TTRISACL °

MREZ2MHN TS EAIREACENSACL » B S BEHAIACEFTIEZESACL - INRZ2 4t TRE
ESACL ~ B4 & IISACLI S HIACER IS EH A o

RIS E ZREZ P FTEEIR P NS R EFBVER « LIRRE SACLIEE -account 2% - B=EERER
M7 AR LUEERER

R
 EREIIR
© RISHEIR GERIER)
()  mRskisE SACL BE MR « AITBRERES Full Control °
(EATLURIBENRT SACL B ~ FARIERMTERERER apply to SH - IROHRIETLSH - BRIES
$IESACLIBE EFEILEIIC « FERICRHR -

1. #& SACL IBEE#EEL 2 M TT | vserver security file-directory ntfs sacl add
-vserver vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder
-vserver vsl
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2. B578 SACLIBEEEEIEM | vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

737 ONTAP SMB Z &4 5%

Bif#FEsHE (SVM) BUERIRA - EREKRERACLEEENENRNE =AY
B o RAIAMEASBIENES - HPSR T EAERERNENRNE—RE -
(] RN TR E R 2 M RE o

RIRERI(E

Mg =22 RN TEESINTFSZ 2t T BIERSE R R E Z AR - FIt « CREZFZ2ER
AR EERFERKESE (SVM) (BENTFSZE2EMIRESRE N T2 MIRE) Z 1R o

1. B Z2M%REA| . vserver security file-directory policy create -vserver

vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

Bie 2 MRAl © vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

RHMEFSHIEZE ONTAP SMB Z & 14R A

BRI TR EMHIEELZ2MRA « BRERERACLESVMARIESRHE R KBYFE
MEDER - ECEIRATIER « S LIFRL2MERRIZEIIRIH: - EaI LR —ZE T
FIERMEEL 2 MRA -
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RIRER T

ZEMHRAZITENERS - TFENEE—FE « IZBREMRIBAENTFSICES N ZEMIERIER
K (HBERE R FRBRFIRER « HEREMHRT)

TEEmEsEn .
c FEEERBTIE

AR e 22 MRt ERAEIEEHEZEMEBERI RN IT/E - HREZENB R T/EFTERMACL « AJ%EBSMB
B R IEs{ONTAP CLEEITEIR o

* EEFERRNFIRE T

BRiIEERHFEEREFI REZE GBI TTEREIECHEEN ITE - ZRMERAFIRELFER
BIACLEBEFEBONTAP CLEETTEIE o

TRESER (RERKR) H—EERE (FHEHK) NZEMERER - REFHSHETFERE RS —H
B o TE—RAP « BEBREREF—BEIE - RAIFEAEENIFER -

g TIEE/RAIRVZER]

* SERKRZAHE10 ~ 000 LIFIER °
* RRATUBE E—HBETIIE -

EMfERAIAIUBZZIATE « EHEEZRRARESFREIEREBHNRFEFEHROVFIFRZELE o [RAJL
RO SMAREERNEFIRRELFSFAERZBERIE

* ETFRE AR EFERE R PREIERR o
EXETSRMUBRINIEFEVER o

(EETIAER FHER SR B TR R MR SRR ©
- RgER

- BB

- 3B

- FERESIER

HEEREFIRMAES ZRIMERASHNE - IFAMNEFFRdn <5< 2ZERONTAP RFHEEN > 55
26 -

1. BREEHEMAZE MR T TERIEEL2MRA ¢ vserver security file-directory policy
task add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory AMITERIE -access-control 8 o REERMBERENTIER « AEEIEEEUE
HIEEEY o
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vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. BRsBRA) TF4ERE | vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

M55 2 EERIONTAP " E#40 “vserver security file-directory policy task Bl » 520 o
FEFS ONTAP SMB L2 214588
BRI EREISVMERIINTFS ACLT EARRIEES BRI RNREB—F o

FAREIETLF

TR 22 RAPERN L2 MR EEAEFlexVol HBERENNTFSIERZMNERK (NTFSFREREZE
B e

EREZRERAFMERMAISACLE « FEREMIRAMIDACL - ERXEMRRAIKRHAERIFDACL
() ® SESEFRANDACL - CREERY REBFNZ2MRAIZA « SRIBIANRE Y
R o

1. ERZ2M%REAI . vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

RAIERTIIFEHHE « WAL IIFID -

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation
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BL% ONTAP SMB L2 M SERR(E%

BLEZE2HRIEREREERIEES (SYM) B ErI UL 2 R TE « UESETF
EE - MRECVEREREMRANEAR S - ERAEMBEED - IRIEHTIE
HITHERE - MEBERAERZEHERIIRENERMNERIK « EHRAER -

RINERI(E
HERTZEMRATERFHAEN « TREZMER -instance 8% °

1. B2 24 RAITIE . vserver security file-directory job show -vserver
vserver name

vserver security file-directory job show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

ESES ONTAP SMB FE1%5EER

SR EERE R A ~ MG ERAL R HRANHETFERKSE (SVM) LREZEERIK

BEMBHEZEZEMERE °

RAREIETLIE

AT LUER vserver security file-directory show BMISZRBENGS o BN BEIRHESVME

-~ Hh e aGERRHERSERKEZRUEMNNER « MURHERRE -

1. BBTRIEIRBIERTE | vserver security file-directory show -vserver vserver name
-path path

EeRtl]

THas S G RERESVM V1R l/corps MITEZIRRIE o SIREBISEEAL) ~ hERMIN/KKAISACLIE
BH:
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cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver: vsl
File Path: /corp
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI

ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-0OTI|CI

T RUN{AIEIE ONTAP SMB Z&2 4 RBR{EX%

MRFEZEHEFEIIE s FREBRT « G AEZE 2R REEE K EZRBRY
T1F o CIEZBRAE R LUECK B EAEN Z 2 IR RIRVRMF « UERINMERIRRA] - [RAIFVE
PRELFERTIE ~ BIRSUECIERAGRAIRY TIE ~ DURMIBREECRRAY -

MRZFABTIEFE - BRIRRIR TR « RISEXENZE2 MRS GZ/RRINIE

* TFERESITOETH ©
* IFEEEF-
* TR EIREIERHITHIEAS

* MRITAFERSFHFRIEREES B o
ETHERT « MRZE2MEFRAELEEFE » EAURIHERZRZ 2R SHERGZFENIE

* REITRERFLE -
* REIT{EERINTER
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BN EIE SMB RIR2Z A NTFS £2 it FH) ONTAP #7%

EEZE2 AT - GONTAP AR ENIELE o MAIMUEIL « 1808 « RIiFKRETRZEE
HEZLTRIMERA S ©

MREEE... AL <

BINTFSZZ2 Mt vserver security file-directory ntfs
Create

BEIRBERINTFSZE 2 it vserver security file-directory ntfs
modify

BATRIEANTFSZ 2 M oAYMERAE vserver security file-directory ntfs
show

MIBEANTFSZ 2 4ttt vserver security file-directory ntfs
delete

WMiES 2 EZEERIONTAP "E#4A “vserver security file-directory ntfs &3l » 552088 o
BIREIE SMB falfiRas _EEY NTFS DACL FEUEHIIEE R ONTAP #5 <

EIEONTAP DACLTZEUESIIEE (ACE) B~ E AR ENINEARATENIES o KT LIMERE
EACEFTIZZENTFS DACL o &R AEDACLAEER ~ Wb K BB~ A RIACERNER ~ KE
IBIREHINTFS DACL °

MRICHEE... fERLtE <

I ACEN A EFIEENTFS DACL vserver security file-directory ntfs
dacl add

{ECANTFS DACLABYIRBACE vserver security file-directory ntfs

dacl modify

FERNTFS DACLAIREACERHRAE vserver security file-directory ntfs
dacl show

ENTFS DACL#PRIRBRACE vserver security file-directory ntfs

dacl remove

WES 2EERONTAP " E:¥40 "vserver security file-directory ntfs dacl &l » FEZE] ©

N EIE SMB (AARES LAY NTFS SACL 7ZEUZ4IIEE ) ONTAP /3%
EIEONTAP SACLFZEUZEHIIEE (ACE) B~ B ENINSEAR RN o [Sn] LM

225


https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+security+file-directory+ntfs+dacl

HACEFTIZZENTFS SACL ° [Eth Al I TESACLAEER ~ WP R EETARIACEIE ~ K
EIPIRAMNTFS SACL °

MRITHBE... S

RIIACEM AR HEFMEENTFS SACL vserver security file-directory ntfs
sacl add

EEANTFS SACLHREVIREACE vserver security file-directory ntfs

sacl modify

BEMNTFS SACLARIRBACERIMERIE A vserver security file-directory ntfs

sacl show

ENTFS SACL#FRIRBRIACE vserver security file-directory ntfs

sacl remove

"5SS EERIONTAP Bs¥4l "vserver security file-directory ntfs sacl Bzl » s525 o
FAIRNEE SMB ZZ14/RAIRY ONTAP &3 <

BEEZEMRRE « FONTAP BRENIELE - TR UBERRRIAIERAE « el LAMIER
JRA o EEKERRZEIEREY -

WMREHEE... {EHILARZS...

By Z2 %R vserver security file-directory policy
create

BREEMREAERE vserver security file-directory policy
show

fikrZ= 2R vserver security file-directory policy
delete

WMES 2EZERIONTAP E:¥40 "vserver security file-directory policy Bl » 552/ ©
FARERE SMB ZEMRAEFSH ONTAP &%

B—LERGHTIE « B~ BIRRETRZE2MERE TFEMERRIES - ONTAP

MRIGEE... ERLSS ...
MR 2R T vserver security file-directory policy
task add
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MELAEE, . EALLSS

a2 MR TIE vserver security file-directory policy
task modify

BREZ2 MR TENERER vserver security file-directory policy
task show

BiRrZ 2RI T vserver security file-directory policy
task remove

WMES 2 EERIONTAP E¥40 "vserver security file-directory policy task Bl » 5265 o
R EE SMB Z24/RA){E2£H ONTAP 15<
BE—LEAREGE ~ /8 ~ FLEAETZEMRA TEEFRIIES - ONTAP

MREHEE... EALLSS
HE22MREIITE vserver security file-directory job

pause -vserver vserver name -id integer

mELZFER T vserver security file-directory job
resume -vserver vserver name -id integer

BNEZE MR TERMERAE vserver security file-directory job
show -vserver vserver name [&AJLUERALEER<S

RAETIERIIEID

FIEZE MR TE vserver security file-directory job
stop -vserver vserver name -id integer

M52 2 EERIONTAP E%4H "vserver security file-directory job &3l » 552 ©

R ESMBH R A EE RHREY
T#Z ONTAP SMB TtERHER

FPAZERHREYAIZESMB 1.0 P in EBUEREEIREY « BREFEUERMER KRB o &7
LR AsEREEH %EE’JEEFH& NSRBI PEERREY ~ S0 AT LR E REVE B RY

BNEEEERY - MR AP IHEBSMB 2.x8{SMB 3.0E4AEHAHE « | REEREHEERIR
Hy o

EYFRES « SMBHREERIRINE T AMRNEEANHEERSCHIEZBIEEY - ErIARF—MRITIFEHAISMB 1.0/
FimtRF SMBRYSE ©

HRFELET(F - SMBEREUARENARE « EEZEHRNRENERPEEHES - LA UERASMBHEER
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IREVRUERENFRENE 51 ~ FBULR MEIR EARVEE « WeESMB 1.0/ R IRRIRIAEE ©

@ AR KAIAE « B ESRREAI SE G BRI E R4 SMB 1.0/ Fin - IREHNIRIFEHE
AEERERR -~ AR LEIEE

EF8 ONTAP SMB jTE4ETF

R ARYFASMBHRAEE RHREY ~ UEXESMB 1.0/ P IRBISMBAKAE © IRIETER « SMBHE
BRHREVE(FA o

1. BITFRERRIEN(E :

WMREHEE... BAMT...
T H AT R SMB R4 B IR EY vserver cifs share create -vserver

vserver name -share-name share name
-path path -share-properties
attributecache

EIRAHAE LA SMBAAEE RHRER vserver cifs share properties add
-vserver vserver name -share-name
share name -share-properties
attributecache

HERAE
* ERE T ERVREUE B AV ETEHE
s FESRRRIRERENHEZEN
fcE ONTAP SMB o ERHREYE B B9 driBHA

AT AR E SMBHMEH FHREUE B RYE A BHA « UK EEIRIEPRISMBHREE FHREL
fE o FAR(EA 107D -

FEYaZ Bl
1R AER B SMBHAEE KRHRENINAE o MR KEASMBAEZ RHAEY « AR Z{EFASMBIREXTTLERE ©

1. SITFREREBIEN(E -
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MRERET FIER TRESMBHREEZRREIE #WAGS...

BV EsrEHR...

BitA& vserver cifs share -create -vserver
vserver name -share-name share name
-path path -attribute-cache-ttl
[integerh] [integerm] [integers]

EBERENHAR vserver cifs share -modify -vserver
vserver name -share-name share name
-attribute-cache-ttl
[integerh] [integerm] [integers]

TR IR B BB L AR e E Hth H AAERGEIENE M - IN"15< 2 Z ERONTAP " E ¥4 "vserver cifs

share Bl » 52 ©

EEERETE
T R E 2 FEIRY ONTAP SMB 18Z28H7E

TEERHE R AR IREAREIARE LLEREFRSTA R E M ERERRBBIERNTG X - 1
IS EAEZEUAT F P iR EEHE © ONTAP

MRAFIHENFSAF  AIEARREE ; MRAFKISMBAF IS « BIEEALEIER °
FHANFSESMBIEZEHE > A EE « NFSH iR n] A A Z A Al A SMBIE T2 B RIAIREEE o
ENFSHF R FINSMBREARHEMNERRE - FRETIIER -
* ERAT NTFS BiEE S « HEZEIEEE « M0 rm~ rmdir § mv AJAEER NFS FERTERNAR ©
* SMBIEABEENFIEAR R AR & 3 BHEENFSBEIFI R A(EE o
© BEENEASEEEZEESMB bytelock#4 R « NFSEAEEL LM o
* BUHERS
° 5 NTFS 1ERAA 1% SMB # CIFS MIFRIEZE o
TS L RRARABERR o
° R%1B NFS BUHEAEE o
FZIRILINAE ~ AAEZE NTFS #1 SMB BY:EE ~ ME NFS AR LAY THIBR - BB 1B o
° $H0 UNIX ERAMR - ZIBEUHESIEE -
SIRILTHAE ~ BIATRE NFS # UNIX B95EE ©

* Effet
° B NTFS IERAM « MR BRHIERZN SMB ¢ CIFS BiRK ~ BIR] X E#dn BAVMAEE o
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° A&1E NFS EFdnd o
AZBILIHAE - BATEE NTFS A SMB BIEES ©

FEUNIXZ2BIEFREE R - NFSEUHEAENEM R FE T ZEESMBHEEAEE « X AFFEEUIER o UNIXZ 2R
& MR EMNFSIEEER 2B TSMBIHEAREE ©

T f# ONTAP SMB ME:E(il
MBI TTEZE 8RR T - URMIERZRZEIREA ((BH) s (BxE) -

fEFAWindowsHISMB A F i 7] LAse TE SHERE A MER 7T © NFSR R IR A B8R E SEERNMELT « #
ANFSH P IR B R EASEERME LTH BRI EFE

EfEAWindowsHISMBR R iR I AE R « RJLATEER LR EME(ITT - ONTAPTENFSAFIHHISMBA R IHZ
BHAEER « tha] AR EMEILITT - ONTAPE LEESTENFSA R infISMBRA P infEAR « FE2RUAMEL

TE o
= TENFSARPIFMSMBA R In 2 BHANER LIRBEEMENMBEAER « EERE THRAIREEEE
fii7c : ONTAP

* NFSERMEMRUAMRE L TRIES R AR AR ARERALT

* RNFSARIRERAMAERARRAT - BEDAE BT ERA  ONTAP RIS R ZIESRAIMEEL

IT ©

* MR ERBERERNMEET - ENFSARIRERRTIERERVER  RIEZENERIUTAEEEENFSAR IR
; ONTAP @A R TTEXENFSA P I « WIKEE A#RAITT

* IR ERVAEREMNMERT - ESMBRARIREAMELT « ONTAP BIGRAERZNERER AERNIT
* RUARMEENITTRITEZE RAEHroot B A o

BAIFTTUA T A TE ACL A Unix X AI7TES) -
EEERE T MRELT

* BZNXEH ACL AE A (EAHE o NFSHPIRIGE R B EME (T2 AHEEIAY ACL ©
s EAIARFFEIERETE AT Unix BT EH A o
* NFS #1 SMB A in#EB eI LGEEGEZ X » [BEREEIENE o
* ACL 1 UNIX #2728 » BNz BB ME(LIT c ERKE » BME ACL AFFR AAR » RiBE(T
& FEIEERR o
EERRREMENT -
* ONTAPIRE#E ACL F1 UNIX R AITTREFZEVER o
° YN8 ACL T UNIX IR TciERE AFARE > B NFS 1 SMB A R iR A IECNEZEZE o
° YNER ACL #1 UNIX NI IE4BE AsART > Bl NFS #1 SMB B R imn] LUEEREZIESE -
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@ EEERNVEEEIRAITESMBRA R IR EER ~ (BNENFSA R IHRUAB IR ~ AIRTSER &I
ENFSRR IR EAERL
ONTAP 7ERIEHARE T ENEHER > 5 Windows B AR[E

R&Windows ~ ONTAP TEHE 22 - A HERBIERREHNEETH - ttiTAtE
ESMBHARKE o

MR ERENESETH - Rt UEH e ARERIERE LS RRETH - ErfEgHREERARER
SRR ~ thA]BEE B SMBAERE RV AR S EERY - ONTAPE FISEEREAFIHAE ©

AT BREMGLRETHMERNERE « TIUERLENRTE « HLERENEAE ENGLEERR

FE~ERI ONTAP SMB sy &8

AT BB RIERECAERE - SfEEENEDR - SHEMRE i c/AFEEEE « &
BAHETEERT - ZRETE R ETIFMAER - LURETE UM A S &R FER
RAREETIE

A STEHEIBNFSVAEINFSVA. 1 3 W TH E B8 A B i Pt o

kA « v L G TPTAHERNEMEN - EAUERG 2B ERFERKS (SYM) HHEESR
afl ~ SRIRIEE MR EREa < 8L

o yvserver locks show ip 2 BEIRUIEEEFAEAIERIE ¢
s (Ic/REEEHEE  (EHEHTILIIESE °
* HAHETE « nJHHTERBRIES o
* FHESETE ~ BIIEHISMB _ERY A B i REY ©
* Hk . FBENFSv4A x32= 5! A B imRER

HERIETERZ2E S LURESEHEEHEMNERE o N'15S2ZE R ONTAP &40 "vserver locks
show Bl » s52E

1. EREETRETEMMRAE vserver locks show B3% ©
g

W EABRRAAREZESE L NFSv4 SHEMNREE /voll/filel - HEHEFEURINAWRITEIR
#8_nONE » BEEHERUBAZIZTHY
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clusterl::> vserver locks show

Vserver: vsO
Volume Object Path
voll /voll/filel

Protocol Lock Type Client

1if1l nfsvi share-level -

Sharelock Mode: write-deny none

Delegation Type:

delegation -
write

LU E56IEE AR SMB SHEAYEEAE oplock MHEEHEEH « BLEENMMN AR REIER
/data2/data2 2/intro.pptx ° BRIP{#EA10.3.1.3MB A « EE L EUBAEENEAEEEFIER
BT Al F A E ARSI o #tZoplock/E 4RAIFE Eoplock 2% F -

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver:

Volume:

Logical Interface:

Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Bytes Locked:
is Mandatory:

Number of
Bytelock
Bytelock
Bytelock

Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time

is Exclusive:

is Superlock:

(Secs) :
SMB Open Group ID:

vsl

data2 2

1if2

/data2/data2 2/intro.pptx
553cf484-7030-4998-88d3-1125adbbalb’
cifs

share-level

node3

granted

write-deny none
false

10.3.1.3
durable
connected

78a90c59d45ae211998100059a3¢c7a00a007£70da0£8££££cd445b0300000000

Vserver:

Volume:
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Logical Interface: 1if2
Object Path: /data2/data2 2/test.pptx
Lock UUID: 302fd7bl-f7bf-47ae-9981-f0dcb6a224f9
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd44500300000000

$77% ONTAP SMB #4

*‘”"“‘iéimﬁﬂ BEA PimFBERER « KA EmARBNEEEN « AR P ER
o (EEIAE BB Ch M R S B 0 (SRR R TR Y, o

FAREETLE

It “vserver locks break s £ AR EMSIEIRB AR ESELR - t1'15< 2 Z SR ONTAP "E$4H "vserver locks
break Bzl » 52 ©

5%51'3
EESHITHREEFIENEN - :5FH vserver locks show Bp% ©

WN"I5S 2 EEEIONTAP &40 “vserver locks show B3 » 527 o

2. BHEPRBARR AR ¢ set -privilege advanced
3. HUTTHIHP—IEE

MREEISE... KPEEE BIATZ...
SVM%#E ~ Volume$a#d ~ LIFATBIEERERE vserver locks break -vserver

vserver name -volume volume name -path
path -1if 1if
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WNRIGEETE. .. RPEHE BAGL...

$HEID vserver locks break -lockid UUID

4. ROIEIBEHEPRBLR © set -privilege admin
MBEBRAAREFPRG S 15T 2ZERONTAP' WEFMEEN » F2H -
BEIESMBIEE)

B8/ ONTAP SMB Z:E:E

TR IR EZILSMB T EREERAVMERAE N « BFESMBEMR TIERSERID ~ LUK fERIIE
PEEg 2 TARIARYIPAAE o AT ARE R T EFE ERSMBEEIE IRASRIMBRIE A ~ IR F4&R]
RBRERR - BB TR TIERREE X EATEZE -

FAREETLF

CRAITESVM ELURER VR FA TIERSERBVE - A8 ~ EFFZER T ~ BERBMLERRXK - ErILUSE
ERZ2H - BB RRERIENR -

s AILUERERM -fields 2HBETEBFTERMMNE L o
AT BIA -fields ? SREERILAERRFLEAEAL o
s IBBILUER -instance BEREEI SMB T{EPEEZRVEFAAES IRV R8N o
* fEOJLAfER -fields 82#E -instance 2 AU ERFER « I LUIEREMER R HER

1. MIT TR EHP—IBHE -

RIS EZERSMB L EMEERE ... BMATISmZ...
L ER R EETRSVM ERIFRE TIERSER vserver cifs session show -vserver

vserver name

=y . .
EIsEELRID vserver cifs session show -vserver
vserver name -connection-id integer

5B TEuSIPar ik vserver cifs session show -vserver
vserver name -address
workstation IP address

E15ERILIF IPfidk £ vserver cifs session show -vserver
vserver name -lif-address
LIF TP address
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MRGERETSMBILIERSEREH...
TEHEEREIRE £

local}’

vserver cifs session show -vserver
vserver name -windows-user
domain_name\\user name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

fERIEE VM ERRA

SMB2
SMB3

RMSE SHRTER BfRE

Yes

BAIEENSMBEE TFREEIRRE

BATYEG2...

‘vserver cifs session show -vserver vserver_name
-node {node_name

RA5ERIWindows fERE

fEFTEE B BRE I

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}'

INOTE] ==== #5/&r] BRIIREINSEMNSMBZ BIEL
AEfEERISMB 3.0 BERTARAS B TFREER - SETE
PREGHE TIERE R PIRAREIRRS « GEZIEE IS
8~ WiER#S sMB3 BEHARAS

‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial}’

INOTE] ==== MNRFFETHVARAES Partial ‘&
RTLERBEE VO3 —ERMNFFHETRERE B
T RSB — B R EIAURHE T AR REERRR o 8
BILAfER “vserver cifs sessions file
show < RFIENE E I T /RS EL_ERUMRLEAZEZERIU
&R AV ReERIRR o

‘vserver cifs session show -vserver vserver_name
-is-session-signed {true

&)
THeh S EEETRSVM VS1 EIP{E2A10.1. 189 TVEULFRE 2 T VEMSER A T {ERSER SN ¢
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clusterl::> vserver cifs session show -address 10.1.1.1

Node: nodel
Vserver: vsl

Connection Session

ID ID Workstation
3151272279,

3151272280,

3151272281 1 10.1.1.1

DOMAIN\joe

Open Idle
Files Time
2 23s

THar < GRERSVM VS1EEHRE BIREZ TIERERNFATEEREN - EREERMEIRARI -

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos

DOMAIN\SERVER1S

pcuser
1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted

TG <LEEERSVM VS1_ EERASMB 3.0F1SMBZ7@E 7 T EFSERAY T VERSER B 5T o 7EULEE R ~ ERREME
FBLIF IPfitft BB SMB 3.0I18e B R imE 4R Bl H A& - EEEREHEHIFEER ANTLMV2 o EAR MBI

FiKerberosB&zg ~ A RELAFE R ARV REETT
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

HERIE
,,,,, R BIRISMBIEZRRIMERIE R

FETARARRYAY ONTAP SMB HEZ/ER

ISR AR RISMBIER MBS « BI1ESMBEZRM TIEREERID ~ sEEMRR « A%
%ﬁiﬂl LAARRIE o A IBE RSB BIRZEERBVERRE « ERBINFERRRBIIESE
BRI SZEAPENEERNARS o

FAREETL(E

AT TE BT RISMB RSB PR RUEZRRRIAERAE A - BICHZFESMB L EREEr P IS EIEZERISMBL
{EPSERE AT « FREATHERIFEER ©

fFan ~ MNRIEE SMB TIERSER ~ HP R LERMAIERE LIS E T AR REREL - BLAIEEHET A RE
FER (F9E) -continuously-available WIEA vserver cifs session show AR EHEA
Partial) ~ fEEILAEA bR < 2RFERPLEAE R AT EER ©

eI LAER ~ UIREFRRBEREEIUNFEFEEESS (SYM) SMB T{ERSER FFrERBUEREME vserver
cifs session file show AEREMERAZHGS °

B ESFZERT » FORNREERK - ERLUEEERZ2Y « BRI FRERAEN - MR BISRFER
EEN—NEDEN - EBREMREEE -

H
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EAI A ERZEAR -fields 28 AIEEENRA EEREL o

TR U BB ER L2~ AR MR S8 —eaEA o

EOILUEH -instance BEMBIEN SMB 1ERVHAE S o

eI EREALL 2 « o LB MER2 8 —EFER -

1.

238

AT FHIEP—IRENF

MR ERETRFRBISMBIEZ. ..
ESVM_ELEER L EER

TEfSRE RYERRS b

local}’

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

BATIEGZ...

vserver cifs session file show
-vserver vserver name

‘vserver cifs session file show -vserver
vserver_name -node {node_name

EIERERIESRID L

T35 ERISMBELRID £

EIEERISMB I EPSERID £

e EREEE Aggregate £

IR E

EIEENSMBHEEE

EHEERSMBERTE L

RMHEE FHREVFFER AfRE



MR CEETFRBISMBIEE. . WATIEGL

‘vserver cifs session file show -vserver Yes}

vserver_name -continuously-available {No
[INOTE] ==== tzu%#*,%ﬁ‘ma BIHREE S "No iEFRTiE
LERARMEREETPENhCEENIRERE - &5
ARE I%%{%EP It AR SRR 2 R —
f%Aggregate EHECE HIRE ©

IS E N EREAFIRRE ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

e U EREMER2HBKBEEHEBER - 1'15S2ZERONTAP EH4H "vserver cifs session file show’
éﬂ:ﬂ ’ Eﬁ = Fﬁ °

gl
THEBFIFETSVM VS1_ERREZZAAERIEE ¢

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

TEIEEHEETRSVM VS1_ERRUEZRIDA82HISMBIEZERVEEAHE R ©
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal
Path from CIFS Share: windows\win8\test\test.txt
Share Mode: rw
Range Locks: 1
Continuously Available: Yes
Reconnected: No

HERIE
BETEEANR

f#E ONTAP SMB falikas ERJ ARVt E R ~ ¥ ET 8IS

EEUSCIFS ~ SMB ~ #&1Z#BranchCachef &4 st BRI RIHRAE SR BEEERBEZ Al ~ )
RS NE LY ST RS A HITEUSE R

1. BiERBREAER | set -privilege advanced
2. YT TFIHEAP—IEEE

MREAAEHIER... WA...
B Byt statistics catalog object show
AR EYH statistics catalog object show -object

object name

B SR S 6 statistics catalog counter show
-object object name

UMNEFEEFAHER statistics catalog object show’ BIERIERNYIGTIETEES 152 ZERONTAP"
) B2

3. IROIEIEHIR/BAK : set -privilege admin
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vl

Tler < G EREARERCIFSTISMBZEVER Z FE M st RIERRA ~ SEFRSEIREARFIT

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous;

when directed to do so by support personnel.

Do you want to continue? {ylIn}:

clusterl::*> statistics

audit ng

performance counters

clusterl::*> statistics

cifs

clusterl::*> statistics

nblade cifs

Server

clusterl:
smbl
SMB

clusterl::
smb2

clusterl::
hashd

measure

daemon.

clusterl::

QWD

*>

statistics

statistics

statistics

catalog

catalog

catalog

catalog

catalog

catalog

Yy

object show -object audit
CM object for exporting audit ng

object show -object cifs
The CIFS object reports activity of the
Common Internet File System protocol

object show -object nblade cifs
The Common Internet File System (CIFS)

protocol is an implementation of the

object show -object smbl
These counters report activity from the

revision of the protocol. For information

object show -object smb2
These counters report activity from the
SMB2/SMB3 revision of the protocol. For

object show -object hashd
The hashd object provides counters to

the performance of the BranchCache hash

set -privilege admin

THler < SRR — L5t S EEN cifs ERERERE RN

() ©EAFRBTHOFRAFRMHNE cits WiF ; BLREE -

use them only
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
MERAEE

* BETMEtE R
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clusterl::> vserver cifs share create -vserver vsl

/datal -comment "Offline files"

clusterl::> vserver cifs share show -vserver vsl

-instance

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL: Everyone / Full Control

File Attribute Cache Lifetime: -
Volume Name: -

Offline Files: documents

Vscan File-Operations Profile: standard

Maximum Tree Connections on Share: 4294967295
UNIX Group for File Create: -
TImLERBEGEERRTEES « WENHA [datal 1 BIRAE SMB HA manual UKRIMEER

BITIESHE ¢

vsl

datal

Vsl

/datal
oplocks
browsable
changenotify
enable

Offline files

-share-name datal

-offline-files documents

-share-name datal

-path

MBEHEL
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clusterl:

:> vserver cifs share modify -vserver vsl -share-name datal

-offline-files manual -file-umask 644 -dir-umask 777

clusterl:

-instance

:> vserver cifs share show -vserver vsl -share-name datal

Vserver: vsl
Share: datal
CIFS Server NetBIOS Name: VS1
Path: /datal
Share Properties: oplocks
browsable
changenotify
Symlink Properties: enable
File Mode Creation Mask: 644
Directory Mode Creation Mask: 777

Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline files
Everyone / Full Control

Offline Files: manual
Vscan File-Operations Profile: standard
Maximum Tree Connections on Share: 4294967295

UNIX Group for File Create:
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BHTFEY

* (URHAERIRB &R
* EHEERENSERRER

FEiiAY ~snapshot EENRHEZEAMNIEEZFBIZFIEL o

el

EATYISEFIFFRAI4EARE « Windows FEFim LA SMB 2.x B4R E ['eng' | HEHAMNERERUEER
~snapshot FEIIIIEEE \~snapshot B|HEZER B EREHSEEZFIHEZERE ° BRI ~snapshot
B el T3 = {ErRETFE -

* \\vsl\eng\~snapshot
* \\vsl\eng\projectsl\~snapshot

* \\vsl\eng\projects2\~snapshot
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clusterl::> volume show -vserver vsl -fields volume, junction-path

vserver volume junction-path
vsl vsl root /

vsl vsl voll /eng

vsl vsl vol2 /eng/projectsl
vsl vsl vol3 /eng/projects?

clusterl::> vserver cifs share show

Vserver Share Path Properties Comment ACL

vsl eng /eng oplocks = Everyone / Full Control
changenotify
browsable
showsnapshot

fEFRERREREENE R

T BRI E AR ST RTAVAR AN IE R ONTAP SMB HEZEME 3K

68 Microsoft EERRBVIHEEE AN T B FE B ARV IR IR BB IR FRBVIE R R4 © Snapshot
FAiT2ONTAP AR S EREY—ER 5> o EFE RJLAfER Microsoft ERRINAE » 7€ Windows FB
PimBRRPIEFERMNERK o

ERRIAEFIREAE A B RBIIEIRIBEREN - MERREEESNA - EAKREER o IhsE—2EA - !
RFFEESCAHA LRMRE » BIERE ATLUERERINIT I IE !

* IRIETSMIFRARESE
* EBIMNERIERFINE o
* TR LEBAE RS o

RETRBPNENZMHEED - ERAECERIERERFFIHMUE « 7EEERETENEE - RRETEH
MFx 5 EE > WREFEVZERRPARBERIER - RIRBRIERERVES -

{£F8 Microsoft FHFRRZ<EY ONTAP SMB &3k

TR ERRCIFSTRIARES FAECTER Z Al ~ BRI ONTAP HRLE AR ZS YT B IR LE Rk 45 BY
iE ~ LUK BEWindows AR P i Sz R MREERR S o fEth SR ERNERIRERER K ©

hRZ<ZEKONTAP

IRERR °

SMBEEIFERRA TR
HIEFERESE (SVM) ~ ONTAP Z1RFABSMBhRA ERVEERR o
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Windows i F i #85K

ERENANRZIRILINGE > 7 SEERAEREFIIRBRIELR

MBHLEWindows B P i IRERRNRMEN « FA2REEMHER -

"NetApp BEMHRRTA"

HREBRERR

AR EAEREFENREBERNER - BAVRREBRAGERE S BRI AVHIR&AR > B R ind BEsF IR E
K B IRBUERFE o

£/ Windows Previous Versions 12 & 117 1E1E ONTAP SMB REREE

Windows B Pimtas EBERZE T LUER Windows ABRE EHNERRS BB KEZEFEIR
RPEENER > MAREREERES (SVM) BEENTA -

MEELLE
MR EEADEOSLSRIHRE FRARE > BERARRAERTARTRE  AICRAER TSR &
IR EIRRTFHE SVM L ERHRRR R, o

58

1. FEWindowsHRERAEEh ~ B FECIFSRRES b2 ERIEERIRLISIAE o

2. BB — T OB RR B R S BB b OB I o

3 —TF TE o

PEENEE T PREERNE R RIIAR -
4. B—TERRIIRE

SR o0 L e B FORRET B8 MR R SCHRA | J5 387 o B EHB bR B AR T SR A P
BLATAHS) -

o 7 TERIRARA 1 ARF ~ LUBRARE— T EEEERIERNERIRES -
6. YITHEERITH

NRITAEE... AT TIENE...
IR IRIRBVE 1Y B—T THBUu -
WL RIBZ L ERHE A B—TF*EE* -

RIBFRRER 2 MR - NRCMEEDR Ehk) RIIRBRPFAFIFERMERIR « Al AREEER8E
EMNERREAFFETBANME « WHEETENR

7. BIBESTIREBERE > B—TF *HEE * 0 B A < HiEAE o
WERER [ iR | REIEBSFA R EBRBERAGEAE » 552[ Microsoft TechNet Library ©
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HERAE
"Microsoft TechNetf2TU/E : technet.microsoft.com/en-us/library/"

i E ONTAP SMB RERZE S A ScAi kA< 52 A

SEFEERANRBRAEREESHANMRE - BRIREARRASTFFEURERE > 75t
€ TEEhRky RIBRBERIRE o FIEMRIRRIBEB B HENEREFIERR

1. HERHAERFERNEIRER T ERAEEHRE » WKARKERRFEIREEE | volume show

-vserver vserver-name -volume volume-name -fields vserver,volume, snapdir-
access, snapshot-policy, snapshot-count

wWHEETARRERANRRIRE > ESERAARIRREERFN  UKAIAREBHHE -

2. TR T EREARMAIRIEERAI ¢ volume snapshot policy show -policy policy-name

3. FHATFHAYIRER | volume snapshot show -volume volume name
NERERERRBFEAFIRBERENFEEN » A2R"EERE" ©
#ifl

WTEMEETRESR [ datal | BIHEEREERREBRAEN > ZHIFEES [ datal 1 EBHEAERMATA
TREG o
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clusterl::> volume show -vserver vsl -volume datal -fields

vserver,volume, snapshot-policy, snapdir-access, snapshot-count

vserver volume snapdir-access snapshot-policy snapshot-count

vsl datal

true

default

clusterl::> volume snapshot policy show -policy default

Vserver: clusterl

Policy Name

Number of Is
Schedules Enabled Comment

default 3 true Default policy with hourly, daily &
weekly schedules.
Schedule Count Prefix SnapMirror Label
hourly 6 hourly =
daily 2 daily daily
weekly 2 weekly weekly

clusterl::> volume snapshot show -volume datal

Vserver Volume

Snapshot

---Blocks—-—-
Size Total% Used%

TERAE R

weekly.

2012-12-16 0015

daily.2012-12-22 0010
daily.2012-12-23 0010

weekly.
hourly.
hourly.
hourly.
hourly.
hourly.
hourly.

2012-12-23 0015
2012-12-23 1405
2012-12-23 1505
2012-12-23 1605
2012-12-23 1705
2012-12-23 1805
2012-12-23 1905

* B RERACE AN AR e A4S BYEA R

CERRE

#217 ONTAP SMB RIREC & LURR A So Rl R A< B

RERA R R iR RERA T EVE

AREELLES
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n_;\__l-'L/(L_L_ﬂE H:\L/n\n F".f\' ?

valid
valid
valid
valid
valid
valid
valid
valid
valid
valid

BREETFTE » EEhRINEERL

> 3=

7Kz R

408KB 0%
420KB 0%
192KB 0%
360KB 0%
196KB 0%
196KB 0%
212KB 0%
136KB 0%
200KB 0%
184KB 0%
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1. MRBEREAFERFRZ EAENHIEERZEERMBREERER] > B REREA EEIRE RN > A
BEAGLIUBA volume modify ©

M'I5<2EERONTAP T4 "volume modify Bl » s o
2. [FRGSREERTES true * M -snap-dir BAMREBRIEZER "volume modify ©
M52 2 ZERIONTAP"E$4H "volume modify Bl » 5528 -

3. {#FH volume snapshot policy show EpLERERERERE > BERAREEEAITZE

volume show °
FRABERE volume show M “volume snapshot policy show "fESZ2ZERIONTAP" o

MEREMEBRREBRAFRBEZAFHEER - F2E ERHRE"

MERAER

"ERHRE

T RRUNAER B2 ONTAP SMB ZE4R 2R AR A B £
FRERERE S ERMNERIKE « BTSN EC R LEEER o
ERERERERS FERRKRNFERRE « BRAEEAABMAMR Access Denied $HR °

EAIUEARHETCERBRMNERNKEREE SR vol show B8 % -parent EIH o M AILUEH vserver
security trace BIIEREERKEFENHBEFMCENGS o

FERAER
TENASEr % ZEfE R T K B B R IR &

2hESMB{aElAR S B AR T
BIEFHER
T SRA01IEE ONTAP SMB fIRES L BRI £ 5

FMBAZESZENEBR KA LURBEGNERE R—HEH - KEHEEARFB &%
FISMBHEAE - ONTAPEZAILUERA % EE B2 #8KEE—BALAE - UERFERABEA
O2F (HZE&) MEHHE (SYVMEMBE) ZRNEE - MIEASEERERILER
B& o

LEFEERESDEANERERETERE - EIEREMERENEEE - AREEHAEFERENMY
EEBE :

* HERE

CRINHARE « EREVEREZHA - CLERTEILANEEESREM

i
gl
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* TR

HARZEEIUER TERERTE

° 5w (EFER Windows & &TE)
° 2d (fEAHR Windows 43154 78)

° su (FEMEHMEN UNIX ERERE) SZRHARBEMEEIERDPEEH—1  HBLBUAS
/5w K su BB - HALBEAIUFERES sd M/sw EH (FIW0 ~ sd/sw) ~ IHZELBAIUESHF
REEP AN AT EERSY (B4 hom_) /sw) o

HA

EeBHERATEERENBEHEE - AtgRER—EXAAEER  XHENESEESERE - URSVMIE B &%
ELFRAENTETHERERK - EuIEFFREN (B ~ home) -~ EHEE (FIE0 ~ sw) ~ HMEBWAHSE (B
W~ eng/sw) ©

BT

ERNSVMIE B ERFHIR— 4B H R ~ oIS E B LR BONTAP #H T HERETIES © ErTL
FRMSRKIEE —HZEESZIRIE vserver cifs home-directory search-path add e HIREISE
LA SR - ONTAP AITEIRFI AR ZA] - B EREBIEENEFERABLERE - N1E<2EE
EIONTAP"ZE:¥40 “vserver cifs home-directory search-path add &zl » :525 o

R =r

EREAERAERINEAETEER - BRLBEEEERENLE - CUATRSREMERNES—(E
Bk F B

RO  BBER TIIRE -

* fF%& © John Smith

* EREAE © Acme

* EAE%TE | jsmith

* SVM#%#E : VSt

s FEHBHEAREH | hom_sw-HERE: ow
 TEHEHARE A | sw- HERE D 2d/5w

c ISR #1 . /volOhome/home

c JEFERE#2 © /vollhome/home

c ISR #3 . /vol2home/home

* FH#% . /vollhome/home/jsmith

A1 ERAEERE \\vsl\home_jsmith ° EELEHE—EEBELALTE « LEEBHRKE jsmith
o ONTAP IREGEZ A B/MEE jsnith KFEESELSRE !

/vol0home /home/ smith FIFE ; FHUEIEBILE #2 o

/vollhome/home/jsmith fF1E ; FIEAEZEMESHRE #3 ; FAERTEESREEFBE -

2  EREERE \\vsl\jsmith e EEEHE_EFBERHLARE - WEERHEKE acne/jsmith
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°c ONTAP REGHESHXANBEER acne/jsnith KFEESE SR !

* /volOhome/home/acme/jsmith FFTE ; iRAEEIESIRTE #2 o
* /vollhome/home/acme/jsmith FAEIE ; sRALEIESIRE #3 o

* /vol2home/home/acme/jsmith AEE ; EEEATET ; EILEARKRL o

FHiRHER
1% ONTAP SMB T HitHE=E

NREEEEASMBE BERINEE « AN BERED—EHRAMEEHLRAASTESNEBER
AR o

RIRERI(F

EI AR AR AR BEHEA vserver cifs share create M%< » WA LUBERERFIRE
HASEAFTBEHFHER vserver cifs share modify mE o

EERVFEBSEA BN BEE R homedirectory FBYE -share-properties I &Nt ARFAYE
I8 o (AU AEREEGEHE T BRRERIETNEERIE T AL B ARK o ol UEREHFERNT
REHA sw- 5 M su - DBEFER Windows EHERTE -« AR EER UNIX ERERTE -

1. g EEHRER -

vserver cifs share create -vserver vserver name -share-name share name -path
path -share-properties homedirectoryl,..]

-vserver vserver 15 EEHIEIESIREH CIFS #FELKIS (SVM) ©
-share-name share-name 15X BIFIEARTE o

BRTESHEP—EXRENEH I  MRHEBALBESEP—EXFFE 5w su H " 3d’ BHEEXF
FERAEMLE % (BDLL) Fit o UBALE ONTAP X EFHMRAEE (HII0 > s3w) °

c HAXBNERR sw I su EFo

o HEZLBMAIUE R sd B8 (fIM0 ~ sd/sw) HEZEHBHIFFRIES (FIE0 homel_/sw) °©

c MRAMEESEAZHARKREGEHMEAEN TR - ARAFTEREEGEHMERENETE
B~ BlEREHARBER R ELBE —EFEMAT (~) o

o vserver cifs home-directory modify FIREERERBILFE -is-home-dirs

—access-for-admin-enabled ##EIE true) SR TEEPEEIE —-is-home-dirs-access-for
-public-enabled & true ©

-path path 57 * B ERBIEHEREE o

-share-properties homedirectoryl,..] IEEZEANEARS o EHKBIETE homedirectory BIE ©
SR fERLUES A IRBYEERIEEHMMEREX -

1. (ERMEREEMIIENIE T HE#HEA vserver cifs share show 8% ©
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Rl
TGS EREIILANEBEHA swe © oplocks ™ browsable # “changenotify BRTREZIN EE
REHFHAAR homedirectory AN o

() AR EETRSVM EFTE AT - BHREE -

clusterl::> vserver cifs share create -vserver vsl -share—-name %w -path Sw

-share-properties oplocks,browsable,changenotify, homedirectory

vsl::> vserver cifs share show -vserver vsl

Vserver Share Path Properties Comment ACL
vsl W W oplocks = Everyone / Full
Control
browsable
changenotify
homedirectory
e

S BRI SRE
* fERAREs LE MR BENRLS | BBV E KGR
- EEfEREXERVAITENE

THREEHHEZAE— ONTAP SMB EHELBER

EAZYTERHLRAR - FHOEEE—ERAERME 2w (Windows (EAERTE) =
su (UNIX &R AISEEHANER - HRLBEHRECHNERERME -
PR AELENEREREERER « PR HEMIER

* BEEAEERYHESE ERIHEAR net view 8P SRETMEESHEREAEREBILA -
* EEREEREZHALER ZEAE RTEGEFEHAAE - MAEZEELBEENEEEEA

[=]
oo ©

fign - A—ERES IEEE8) WHEAE - KF—E MEEE8) WindowsfERERME - MREET T HHRHERAL
BREZHAR MEERE '8 BEHAAE - IF 'EEE8) FERHAE -

TR LR TIME—PBR « UEERIH AR ERERILERE :

* BN REREHA  FHABEGERENIERHBARLEER -
* RHERERMHNERERRE - FEABHEFEHAREESR -
* 3 CIFS T E#RHLFAMR « SAFERAFRELTE ~ I8 'home' 1 ~ MIEMEMA sw B RELALBEERNBH -
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T EEFHR1EEFFAS ONTAP SMB X E# HARBEREFEER

TEHRHRALBLAES svw 3 su BIREY - LEZEONTAP IRAFREI BRtA4
BEAREBHBERBRESBINRAEE « FREAEZIE -

MREN T EHAARESFHELARTE « MALHREIONTAP TEERE « FREFEREALBEIEEE
MEMABN - BR « BEZBIUAMNAE SR ER LA sw il su &5 -

ERENTEHHALBLAESHP—EZH - 1 iERAT ESERPHNSEHALBHMEME— - 11RE
2 CAURFREEESARLBEEREIHP—EHRME sw il su 88 -

#1i% ONTAP SMB F HiRiE SR
R IEAEE(FEFONTAP SIETHAERISMBE Bis « (N EE /DI —(EE BRI o

RAREETE
o] LUERFIE £ BEE S8 vserver cifs home-directory search-path add @< °

o vserver cifs home-directory search-path add Si 2 EBERIEEMNERE -path ipTHITHARERY
BEIH o IRIEEMHREARFE - T EELARE  RBTEESEEE - EoUETEE yHn  MREEE
GHEMEE - ONTAP SEIHEESRE o Kb « G ASEI BiRERE « T X ERERPEANSRE - IR
TOEETERE ~ B BRM; TERUIESRE - HECURIRTBEREE « AEEWNHIT vserver

cifs home-directory search-path add @< °

HER
1. e T B IRIE | vserver cifs home-directory search-path add -vserver vserver
-path path

2. R ERMINFIEIE SR vserver cifs home-directory search-path show #8% ©

gl
THEHIFTEERIE /homel BE SVM VS1 ERYE B ERARRE ©

cluster::> vserver cifs home-directory search-path add -vserver vsl -path
/homel

vsl::> vserver cifs home-directory search-path show
Vserver Position Path

vsl 1 /homel

THEHEEAIMEREE /home2 BE SVM VS1 EWE BHAERE o BIEREFTT o ERILUEETHES -
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cluster::> vserver cifs home-directory search-path add -vserver vsl -path

/home?2

Warning: The specified path "/home2" does not exist in the namespace
belonging to Vserver "vsl".

Do you want to continue? {yln}: n

FERAER
WMEEBHRHAE

R %w F1 %d S 84727 ONTAP SMB X BiffiiE

TR LUERBI E BEAERE sw M 3d % - AR ERE I UERFREINHARERE
I EHAE -

1. 37 gtree UBEEAENEBEE | volume gtree create -vserver vserver name -gtree
-path gtree path

2. B3:8 qtree RRFEHERMNZ2ER | volume gtree show
3. YN qtree REAFMBHNEZE2HEN « AERAEELE2HERN volume gtree security 8% ©

4. 2T BEFHA | vserver cifs share create -vserver vserver -share-name %w -path
%d/%w -share-properties homedirectory\[,...\]

-vserver vserver 15EEHIEIE SRR CIFS EFEHRMKES (SVM) o

-share-name %w ISE X BRHALT]E - ESFHEESEHIBRE  RAFHEEL LR
8 o ONTAPH A% BRIHE TN A_windows_user_name_ ©

-path $d/%w {EE T BREVEHEE - ESECERAEEREE T BEHE - GPAEIANRE « HEI

7 _domain/windows_user_name_ °

-share-properties homedirectoryl[,..]+ IEEZEANEART ° BN BEIEE homedirectory B
B o SR UfERLUESR A IRBYEERIEE HthERE K -

o. (FFMEsRHE A EBFAEMAEAE vserver cifs share show 88% ©

6. ¥ T HIFEZIRIE | vserver cifs home-directory search-path add -vserver vserver
-path path

-vserver vserver-name I&E 21T HPHIZESIREAERE CIFS B9 SVM o
-path path IEEESEREINBHBEREK o

7. EHESRICEERMINIIGE SR vserver cifs home-directory search-path show 88 ©

8. HWNBEA T ERAIEAE - FiqtreeTIsE B 2 B EAVHRE PRI HEAB &R

FE0 ~ INRIGERRIERISEL qtree /vol/voll/users MIGEEI BEEHERESTER mydomain\user1
AT LR BB TYIRIEMBEE ¢ /vol/voll/users/mydomain/userl ©
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MRIEEFEII—E%% 'homel' 1 B Volume /homel » Ea]LUERU TREEIIBH !

/homel/mydomain/userl ©
9. MERRMERE T LUBIEH FEMR IS FAUNCER S ELR ~ INERETHARE -

FEn ~ INERFEAZE mydomain\user! FEEEARESER 8 RIRITAY SVM VS1 BE#% ~ Bl user! BfER UNC &
1X3E#E4R \\vsl\userl °

&)
THEFFHHLSEUTIRERI T EERAAR
s HEEATEA%W.
* ¥ FE BERERE A%/ %wW
c ARESEESEERE « /honel » BHRES NTFS 2 M IHER o
* 4ABEETESVM VS1 LRI o
EFERAENWindows F 14 7EVE F BEREF ] UER AR F BERARRE - EFHAEMEWindowsFIUNIX 1

FIHEEBEE « St UERIRAER - MERRFEESRIERAWindowsE EAEMBHERIEFIHIERRR
HYTFEN
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cluster::> vserver cifs share

create -vserver vsl -share-name %w -path

%d/%w -share-properties oplocks,browsable, changenotify,homedirectory

cluster::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

cluster::> vserver cifs home-directory search-path add -vserver vsl -path

/homel

show -vserver vsl -share-name %w
vsl

W

VSl

$d/sw

oplocks

browsable

changenotify

homedirectory

enable

Everyone / Full Control

manual
standard

cluster::> vserver cifs home-directory search-path show

Vserver Position Path

vsl 1 /homel
HEREE

* FR%UERRTE Bk

* THEMEBHEE
* BTRARERETAHRENGESR
fEF %u S E ONTAP SMB * Bk

TR LA E B ERAERS
FABYAEE BRI RV SIS o

TEHPERIEEHARE sv

BRFIFINEHAE - MAFENEEBHABERAERE -

1. 1L qtree UBZFEAENEBL | volume gtree create -vserver vserver name -gtree
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10.

-path gtree path
ER5E qtree R FERIERHNEZHET | volume gtree show
MR gtree KEAFAENLZE2HEN  BEAEELZEHEN volume gtree security % °

FZEEIRHER | vserver cifs share create -vserver vserver -share-name $w -path
%u —-share-properties homedirectory ,...]

-vserver vserver 15EEHIEIE SRR CIFS EEFEEHRMEIS (SVM) ©

-share-name %w IsE X BHHARE - EBERAEEGEETEHE  MEPHBERLHLARE « KX

#_windows_user_name_ °

@ AT LAER su BYEEE -share-name #EIE o S EEVFHAHEUNIXFERE RBRESR S
R -

-path %u fEEE BHRVBHRE - ESECEAEEREHTEER « FPRBIMAHRE « HXR
#_Mapped_UNIX/user_name_ °

()  EEmENANGABETE  HIl - eng/su -

-share-properties homedirectory\ [, ...\] FEEZTLHANEARS - LNBISTE
homedirectory {BH ° BRI MUERANERDRIVBERISEHMILABM -

ERERHEAEAMEN R vserver cifs share show ABp% ©

M F BRS¢ vserver cifs home-directory search-path add -vserver vserver
-path path

-vserver vserver IHEEEHPHIILIESIREAER CIFS BY SVM o

-path path IEEESREIVEEH B ERERK o

RIS B AN S ER1E vserver cifs home-directory search-path show BR% ©
SR UNIX EREARTEE « SBEREIL UNIX Ef#E vserver services unix-user create 83% ©

(D) slEWindows (B BMEUNIXEFIE LIBLERE « AAEHAEERE o

FEATYI<EI Windows EHEE UNIX ERENGTBEFE | vserver name-mapping create
-vserver vserver name -direction win-unix -priority integer -pattern
windows user name -replacement unix user name

() mBEAEEWiIndowsEREHEEUNIXERENLTBHIE « BIRUHTHESE -

Windowsft & 2B EHEEHMAIUNIXERE R - EWindowsEAEEGEH T Bt AR « thfig
EAREEAEIUMNE B - HPHALEEER WindowsERE R « BRMEZ B RLBEEIRUNIXE
&R -

WA EHRNERE  FitgtreeTisE B2 T B RMHEREPEIIBNENEE
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fFlgn ~ N RISE AL qtree /vol/voll/users MKQEE HBHEAEREHE UNIX FEREH
fa2 [ unixuser1 J ~ BUfERIBIIEBE TYIRREAESR © /vol/voll/users/unixuserl ©

MREE EZIT—E%% 'home1' 1 BY Volume /homel » ERIAERAMU FEREEIIBE -

/homel/unixuserl °
M. FRMERE T EEH FEMIES N EAUNCRRELR - NINEGETHARE o

fFun ~ tNRFEAFE mydomain\user! HIEZE UNIX FE unixuser! ~ MAEFHEREHER 10 PEILAY SVM
VS1 B#% ~ Bl user! B UNC BRIKEITELR \\vsl\userl ©

gl
THEHPRES LT U TIRERILEBERAHERS -
* HEEHER%W.
* Y EBEREBIER%U
BREsEBHRAESRE « /homel » ERES UNIX ZE21XTAY Volume ©
#HRERTESVM VST EEEIL o

EEAERWindows EHEIWindowsFIUNIXEHZEE F B 55 ISR UERILERR A T BEAERS - MERER
MEESRIERUNIXEREMEHERIEFIERRMBIEFR
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cluster::> vserver cifs share create -vserver vsl -share-name %$w —-path %u

-share-properties oplocks,browsable,changenotify, homedirectory

cluster::> vserver cifs share show -vserver vsl -share-name %u

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

cluster::> vserver cifs home-directory search-path add -vserver vsl

/homel

cluster::> vserver cifs home-directory search-path show -vserver vsl

Vserver Position Path

oplocks
browsable
changenotify
homedirectory
enable

Everyone / Full Control

manual

standard

-path

cluster::> vserver name-mapping create -vserver vsl -direction win-unix

-position 5 -pattern userl -replacement unixuserl

cluster::> vserver name-mapping show -pattern userl

Vserver Direction Position
vsl win-unix 5 Pattern: userl
Replacement: unixuserl
rERAEE

* £ %w M %d BRI T BifcE
* THRHMEBHAE
* BTRERERETAHRRENER
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THREfth ONTAP SMB X B &

eI ERZEILHM T EHERAARE sw~ s
BIEEK o

Ea A fE A A fd i S R h RS S EF
B AR E BERAARE .

WAk s
Fh:.

IFFERIERTE /voll/user BEEEER ...
T HARE \\vsl\~win username #FHEAEZEM

/voll/user/win username

AU HARE \\vsl\win username #EHAEEMR

/voll/user/domain/win username

27 HARE \\vsl\win_username FfEREER

/voll/user/unix username

ZI7HARE \\vsl\unix_username #HERAEEM

/voll/user/unix username

RN EIE SMB 2 IX1EAY ONTAP &5 %

f'l'u'_ILONTAP SMBXBi%ZHRE «- BISE
FAdp < AL
% [e]

GRS R

BT ESRK

SEESRKIER
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BEE

HS2IRTOAE AT R B IR S RRAK o g0
BB ESREEREN

Sy AR N

IL:\ g I:l-_l-ji E fﬁ’:n “_,\»L/(;%En_.\

HIIETE E BEAER o TRIEH LM  SREFM

vserver cifs share create -share-name
~%w -path %$w -share-properties
oplocks,browsable, changenotify, homedire

ctory

vserver cifs share create -share-name
$w —path %d/%w -share-properties
oplocks,browsable, changenotify,homedire

ctory

vserver cifs share create -share-name
%$w -path %$u -share-properties
oplocks,browsable, changenotify, homedire
ctory

vserver cifs share create -share-name
%u -path %$u -share-properties
oplocks,browsable, changenotify, homedire

ctory

AT LU
BE—(Efn S REEILESRKIE

eIt <

vserver cifs home-directory search-path
add

vserver cifs home-directory search-path
show

vserver cifs home-directory search-path
reorder



MREEE... fEMALLa<...

BERESERK vserver cifs home-directory search-path
remove

M52 2EERIONTAP E%4H "vserver cifs home-directory search-path B3l » 526 ©
BB A R ONTAP SMB fFH#&E F B IRSHER

TR R #FEREEE (SYM) LEERSMBEAERN T BERE « MIRIEEREZECIFS
FEERE MEBEEEMEREESERENERE - PRI UEAZBE -

1. (FRETEBERIE vserver cifs home-directory show-user Bi% ©

vserver cifs home-directory show-user -vserver vsl -username userl

Vserver User Home Dir Path

vsl userl /home/userl

e
BEEEREXERVAITENE

B2 ONTAP SMB {£f#& £ BERYAIFEE

RIETER ~ FAZENEZERIEHAZERAEFN - MREAENEFREXEIES —EKR
&R ( {cilde} ) ~ EAIUBAHERAWindowsRAEES N EMEMEREREREE
BERFE (AHEFR) o

%G Z Al

EEERESE (SYM) EHNEERHAGANSBHARBETRE « LERBAEIMN E—EBRGRFFEE ( (8
AT ) o THIZEGIREAHAmRENR -

FTEHRHEASE HIEEHAENG G
{tide} %d f{tilde} %w net use *

\\IPaddress\~domain~user/u:credentials

{tilde} %w net use *
\\IPaddress\~user/u:credentials

{tilde} abc {tilde} %w net use *
\\IPaddress\abc~user/u:credentials
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1. YITEENTE

MRCERAERERERETBHER « UE BATIEE..

WindowsR A EIEE vserver cifs home-directory modify
-vserver vserver name -is-home-dirs
—access-for—-admin-enabled {true|false}

FERR(EA true ©
ErERE (ARER) a. RERFERRAER :

set -privilege advanced

b. YRS {SREE : “vserver cifs home-directory
modify -vserver vserver_name -is-home-dirs
-access-for-public-enabled {true

THEAREERENE BRAREFE :

set -privilege advanced

vserver cifs home-directory modify -vserver vsl -is-home-dirs-access-for-public
—enabled true

set -privilege admin

FERAE
BETAMERETBHRREMNER

5% E SMBH = im 7 EXUNIXRF S 4S
T FRUN{E2{ ONTAP SMB F P im#} UNIX FFSE st a9shRa

IR EEREUNIXIRIEREZTNESR - ERESHEMERNBHIZR - IRARIRE
WFTREAE « AR mE EMEnEMNRELFTEN BIRERN B ) - JERHMEHTTR
Bk BIREE (AXEERRAMINEERAVEEEL) ONTAP o

S IESMBA FimBHiSVM_E R EBIUNIXFTSHESS - ONTAPLEINAEAEAINAE ~ AU ERTESELZENER
L#EITERE ~symlink-properties BY3#EIE vserver cifs share create 3% * MR Ty HEAH—IER
iE !

* ERUERTIVE

* RYFAMERETFEY

* [BRISMBA R imBY TSR E A4S R 1Z

* (EHREATFEISMBRA F IR RISHELS
MREEHLBE LRBRRES « MIRNTREEERTE—IRERIEFE -
MREEHB&E ERUBRISREL « BHRREGREEILENEF o M ATERSREANUNIXEREEBR

HSMBESTE Z PRI ¥ HE © BIABHFFITEA RN ~ (ERILUEE E B AIELEL_widelink_ ; widelinksFTLZ
H#FRE FERARES « W] UIEEL - EETIFIONTAP —EXXRERRBENRA L « DRIESENT
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[EISVMAARIEZERAE - EiZwideinkB « REIE AR IREEHAIE - MR ER O « SBRAPRERER
B &R o MREEAMHERELOMEIER B HRVEHTTIRES « B8 B &% T4 « ONTAP
AIRRHENER -

WRARIHESAMBRAEITRES (BHaEY) - REMERTRELS - MASRFRERER

@ B o BE - MRBFIHREAMBRwidelink ~ ATSEZ IR SIRAYEIZE R 2welinkZ2 BB

#% o AR P im el L BBRERAEXSVMAMNIBHI B AZIE RS B &% ~ WASEMIBR  FRUAE A HIIIETh
BE - ONTAP

* EMOEEIONTAP R IBIE R AMARTS

_E#h DifEE_RNTFSIERREMM « AIEEMPEER—ERETEURE L - ERSMEAJESMBAR IR
TEfEFANTFSIRTUHABRE B ~ SRR S EE RIS R RMARTS - EFDITRBIRETCAER « FIHERE/M D
HrEaRVEREY « DURSMBRA R IGFIHENNERDRAS - UHARIRE—TRIE - Er] ARERERZERRL
BERVIHEREL R « ONTAP EREM A BR B R BIENTFSA SR RGN B FRAITIR « BIEBMBREND
MEEABTHSMBARIRRAEZRIRE « MARHEN DIPTSR R IEFERRRIRS o

* B XY EEIONTAP RISEMIIZ IR

BRXEHRERAREEETNME « TARSRAEFERNENAME - BEREETERE (FFREE
) HERER#EFRRE (widelinks) L o 3RSMBRYEIARESHR B #1352 & BAIAE M DT RARIAZ TR 4G Windows
R « SEAENNAPIRELE B8 SR « AESIEEIAEBRIRAE - ONTAP ONTAPEILE ~ fifIF]
LOR BN E R A EHNRENHEFREE - MR EfIER—EREEREN—H7

* “EREH O EEIE R B wideink sz 15

LIt *-is-use-junctions-as-reparse-points-enabled 2 IE7E ONTAP 9 FRTE A RKA ° BRIEIEFRE SMB AR
imE 2% Widelink » ELEUAZEAGEERIESERERASETRE © EATEIESRRERES ZEM
AZHIER SMB AR IR o S BERUAZIEIE “-widelink-as-reparse-point-versions ¥ i E A B B4 F IS
NEERFImGE ; TAR{E® SMB1 ©

FERAER

"Windows {7 FERFZTNA Unix EAEHIRTSRELS"
"Microsoft>X {4 : EFro "

73 ONTAP SMB 77EVACE UNIX s 245 a9 PR
TR E UNIXRFSRIEAEITSMBTRENT ~ GBI E RS

PR 55

45

80

fEFCIFSfAARZ3 L FBAIFQDNEF » FILUHEERICIFST
ARz aiBRE LR -

@ T A LR CIFS AR 2R B IBIE E A E
FR15{E=FcHINetBios & T8 o

HAZRBHNEARE °
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PRI 55 AA

256 EREIMREENENERB RUEER UNIX BRI
IRBIFEER) UNIX BRERE LBR o UNIX BRI E
LA Ty BHSE/ (slash) and end with a */” o BASEFI4SE
HRIEE S HIE256/EF TTRHIF—E8 5 o

256 B ISBRIREARENER B TTIELSR CIFS BB
BF ~ AIIAIEERY CIFS BRISRE LR o CIFS B{EWE
L Ty BAEE/" (slash) and end with a “/” ~ BAZEFN4E R
HREE 2 HE256{EF FohRHIA—EBS o

MERAEEN
HHER U TSR ESIRGY

15| ONTAP SMB Elfik2s LRV EE) DFS B

CIFS{aliR2SEIBr 1z HIEAF = H A « YIfRESMBA P im@ S DFSINEE « AR E AP imdE
BSMBIFENRTSFEALRF ~ EFRVEDFSEN « AL EZ B A2(E Ao BB L EIER g A
e 2 o ONTAP

CIFSfAlfR2§:EIE R RECIFSTRIRZB B BHRSMBE R inE S HEHENDFSINAE o IRIETER « IHEESEUA -
MECIFSERSE—EEMSMBARHESE EADFS-IHME (AMfEEEEERMTEEEFIENLEAE) - R
CARECIFSARES R EIE R BB AL FIERNE AR « 7rmARmESEBABDFS-INEE « Ea Uz
FAtE3EETE o

OB SRR A B ISR

* TSRS RMEREARE o

* MRAASERED/AFTRELGEFN EREFNEMETR) - AICIFSARSB SR DFSIIREESHERE
ZFHRBHARIR o

FA R im B AN FT S A 1 BT R B st A A 1T o

* MRAASYREATAFTREGEFN (FRFNMRLAZHERN)  BICIFSfERS T EmELR
EHANA P m@EDFSINEE o

AP iR EREXCIFSARS A ENEN « MEFBES - RILEFACIFSARGERZE  ERER

BfREEEFRNHAEN AR - FISEEAFIEEHAE - FRILERZ R « rRERESMAMER
EEEHANAR « WEBMRIREBIE o

BLEEEANSMB 1.084% ©

7 ONTAP SMB A LE&7E UNIX RIskEss v iF

WR] AR I SMBH AR BERHE R SMBH AR ~ i EMIREEHABIERTE ~ U
ESMBH A _ERIUNIXFISREAE SR ° UNIXFTSRELS ST IRTRR AR - T AILUEREA
& FAYUNIXFFSRELE IR o
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FAREETLE

2 E SMBHARIUNIXTFSREA ST 1R ~ R LUEE THIHP—IERE !

=

X &
enable (Bi@HKF*)

read only (BiBK*)

hide (BB *)
no-strict-security

symlinks

symlinks-and-widelinks

disable

e (pull s REBE)

S5
EE R AT IREE LUEITERFE ©

15TE R A symlink 1 THEBTFEX © ILREAFBERANER
&AL o WielinkFEUKEZE R ©

15 SMBFA R im A& Esymlink o
R AP IRTEHAER Z IMEHtsymlink ©

FEE R AR A symlink LUETTIE B 72EY © BN
CIFS 18 -« h AEES DFS @ is-advertise-
dfs-enabled 54 true © S THRERAE ©

FeE At symlinkFwidelinks LUETT:E R 17EY © BIEfE
F CIFS =18 ~ h GRRFA A symlink 1 wedelinks
B4 DFS #@% is-advertise-dfs-enabled %4
falsev©°

5 {ZAsymlinkFwidelinks o BN CIFS #8818
HAEELE DFS &% is-advertise-dfs-
enabled §%4% true ©

FREAE LNMIRES -

FRLAE LARSRELS o

() Eva_ - Em_FIMHA_SHEBR - KRBITONTAP RIERHEATAERTN o

1. RENEHNREGIE

MRZ...
HHISMBHAE
hide

symlinks

BA...

“+vserver cifs share create -vserver vserver_name
-share-name share_name -path path -symlink
-properties {enable

read-only

symlinks-and-widelinks
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MRZ...
disable},...]+

“+vserver cifs share modify -vserver vserver_name

-share-name share_name -symlink-properties
{enable

read-only

symlinks-and-widelinks

2. F#5% SMB H AR IEEHERS !

-name share name -instance

gl

BWA...
RAEMSMBHAE
hide

symlinks

disable},...]+

vserver cifs share show -vserver vserver name -share

THas gL % [ datal 1 BY SMB A3 ~ MiAF UNIX FFSRESHRSRES enable !

clusterl::> vserver cifs share create -vserver vsl -share-name datal -path

/datal -symlink-properties enable

clusterl::> vserver cifs share show -vserver vsl

-instance

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:
Maximum Tree Connections on Share:
UNIX Group for File Create:

AHEEITREEMRSY

vsl

datal

VSl

/datal
oplocks
browsable
changenotify
enable

Everyone / Full

manual
standard
4294967295

-share-name datal

Control



73 ONTAP SMB A2 fFRE SR ST

TRI LUE I SMBH FBRYUNIX T SEEAE HFE o (MR ARSI R SEAS « U RIERNER
RELH RERIRAVEH U E « eI DUZIABHFTRELR - UEREHNRERSBIERNE
R o

RIRERI

tzu%aﬁmsms 2.x ~ FiE £t Mac OS XA B imfEEXWidgelinks B A& E &= #tMac OS XA B imfEFAwideinks
AR TEH AR « EREA o FB  NREFEHESMB 1 ~ BT ¥ wideinksEIMac OS XA B S e o

1. BEE SMB HAMRTSRELESIE | vserver cifs symlink create -vserver
virtual server name -unix-path path -share-name share name -cifs-path path [-
cifs-server server name] [-locality {local]|free|widelink}] [-home-directory
{true| false}]

-vserver virtual server name JEEEFERIEEE (SVM) B

-unix-path path 8T UNIX B&1E o UNIX BREABLARIARREERE (/) ~ BABURRERE (/) ©
-share-name share name }5E Z¥IFERY SMB HA%HE o

-cifs-path path 5% CIFS B&1E o CIFS BISHELRIARRE (/) ~ BEEMURISRER (/) o
-cifs-server server name 157 CIFS fAiRE35#8 o CIFSAIARZ R IBRIAEE ADNS%HE (6
Wmynetwork.cifs.server.com) ~ IPfif3it 3 NetBios$a#§ o e A2 HIET NetBIOS %78 vserver cifs
show B8 % ° NRKIEELIEASH « EREAPTHCIFSFHEIARESHINetBios%E ©

-locality local|free|widelink} }EE BRI AIEEL « REEMLNERTRES - SEFTTELTHE
EARESMBHAE o G ERFIREMS T LU ER| A% SMBMAIARSS LHERIE - BIZMRSTEE T HESIAE
B ERERISMBH AR  MRIEKRIEELIIERSH ~ AIFERIES local ©

—home-directory true false} IEE BEHART AT EHER - BMELL2HAERZH - BNHLBERILEZ
A true EEEHARTATEIRR c TBRES false©

gl

THELEERAVSIHNSVM LI RFREALIFE - EB UNIX BB1E /src/ ~ SMB =478 [ 'SOURCE'
1 ~ CIFS E&f¥ /mycompany/source/'# CIFS faliR2s IP fifilk 123.123.123.123 ~ ER—TEHRELE o

clusterl::> vserver cifs symlink create -vserver vsl -unix-path /src/
-share-name SOURCE -cifs-path "/mycompany/source/" -cifs-server
123.123.123.123 -locality widelink

e
FEHZ LAE UNIX RESRES R
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FARER SMB 135 E#ERRSTR) ONTAP 65 <

B EONTAP RITHEE R FAZR EIEFTIRELEHE -

NRITAEE... fEALE<...

BRI FTSEAE R vserver cifs symlink create
BRI RIS AL B FERVARRE & AT vserver cifs symlink show
1ECE RIS AE HIRE vserver cifs symlink modify
B RT S 4 EFE vserver cifs symlink delete

W52 ZE R ONTAP EEEM “vserver cifs symlink Bl » 5526 ©

ONTAP SMB fafR23 LAY Windows #H2FERTZXNA Unix R RTSRHEE

E1E Windows E#ITHIHERERENBE Unix BVAIRTIEESS (symlink ) B ~ ZiBHE
BN HEDER o £ ONTAP 9.15.1 BAYA ~ &R LUEIE (D symlinks TIEER} - ONTAP
FlexGroup Volume #1 FlexVols 522 1B LEIHAE o

8

&

TETEE ONTAP 7£ Windows {7 {EREARRIERSTEARI A N2 AT ~ MEZSTARELEER - TE2HSE
RREEIH o

s
Bk

BIETHAEEASEAERE « 2RASFHEE symlink ~ THQEELMNER - FIt - BRATAEZHPIAVEN
B #REEERT « EFRERXAUESEERPLER o 519 symlinks B ERIELERIRE o FFY symlink FEZREIK
ZHIER THERAREIEE /) « RILEMFTENREEEE o B 10 (EERL - EENERYEET USRS -

Windows faliR2sIEIE
IEINBESZ B 7E Windows E#ITHIEDERIER o AR « EZEEIRIBNERRMEE -

FIEfERIR 1%

Windows ZIRIEME M (EA) ~ SLEBMHEEMBIERMERMVEEIINPEERN CEEN) - EEBMRZE
FEFRTZERER ~ HI%0 Windows Subsystem for Linux ~ #1Ff#t "WSL HIHEZEHERE" o £ ONTAP :BEVE KIS « FE
BRI UERSEREZEFRBE o

ERFALLINAERT ~ ETEIEMREIEPERIMIRES - Hit - HHRARACHRHEBNHEEPEERIRE EAZ

1% o #89 Windows ARTREIZEALREIEME L - N8 - MRBHREAERBDRERIEHBE - BIFEF
BHSERERAMNTEER « WEAIEMEENIRES o

Windows #B5E

£ Microsoft Windows {AiRas L BITRIE D EARN AT RESSHER  SMEfRB—RERZEM - BEEE]
iBi% FEFAZTVHTIE = Backup Operators BH4HR5TRY © FERRIUZEIRFEZRN MERESR « LHITH AR
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HIRMIERE - FHIDEMEINERR SMB EEitnEAARMAVEE « ONTAP RILUEEEAM B A BRI ERIZIE

LB o
=g
symlink {2 IHEEE ZIBE R ~ B3F ©

s (MEVEEEEIEEHIT ONTAP 9.15.1 SREHIARA ©
* BEBZISHREDERM Windows #{HEARER -
* BIERRENt N EREIEHEY « TG IFEEBERELEB -
* ONTAP symlink {52 ThAE B $HEHEAMNER SVM BYA °
4HARISEIE

BRT ONTAP CLI Z5h ~ fEth AT LAERS REST API ZREIRILINAE o ANTFTSFMMEN ~ 52/ "ONTAP REST API £2
BECRIFITNAE" © JRE ONTAP RREE Unix BIFFSRIEAGRYTTURVARRS « HVRSTHE(E SVM 3 RIHAT -

EXF ONTAP HfY symlink 15 I0AE

EfFFH ONTAP 9.15.1 iS4RAREIEZE AR AR CLI f5 < o AT LU B ILEIEREA D EA Unix =089 symlink
BRIE o

a2 Al
BEEA [FFK] - M5 :

* HESER CLI REfRIB A EEREEAR ©
* FIERCEIELIE R SVM o SVM vs1 A& < ©

1. REEFEERER

set privilege advanced

2. BIF symlink #EZ2M&(5 o

vserver cifs options modify -vserver vsl -is-backup-symlink-enabled true

fEFBranchCacheREVAATHWSMBHEAAR

T #RUN{I{E A BranchCache 7T /AF)REX ONTAP SMB HZAA

MicrosoftBi 2% T BranchCache « UEEEXRA R I A4 B EIRIAS - B
FfiBranchCache R] BB EEIHAEE (WAN) BIERR « MEDABFERAEFEHRSMBEIET
TAFERIEES (SVM) EMARE - 2B EMNZEEERRT - ONTAP
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WNER L E T BranchCache ~ Windows BranchCache B B i & L ESVMEEENA R ~ AR RIS AT B LAY
AR o MNMRDAEPS—ERUE T BranchCache B R ImERIERINAA « SVME i8I e B KA ER
& o AAESVMBHENRENARBEMARITIRE - IRZE ~ A2EXERIRNABTHNERIRPEER - A EH
PingfEAPEER - BEERCAEIREERRS o

HEREE R

T FRUN (1 fsE PR B ARAE ZE SR IR EE ZE LU B4R (5 AT

EREAZER|

T f# ONTAP SMB BranchCache Hr7As% 1%

TG FEZFEONTAP MLk ZsAYBranchCache S $EMFLERR 7S o

Sz #EBranchCache 1#11&3&AYBranchCache 2 : ONTAP

* 7ISMB{EIRES F A#1FEEE2E (SVYM) 2|/ EBranchCachebF « & B]LAERYFBranchCache 1 ~ BranchCache
25 FRB RS ©

RIETESR ~ FAERRASEREZERA o
* IR 2B T BranchCache 2 ~ Zim#i /A ZEWindows A P i85 0478 $EBranchCache 2 ©

B SMB 3.05 E#hk4<89 F B sz #&BranchCache 2 ©

YN E LRI BranchCacheRZAHIE N » 552 BMicrosoft TechNeti2 e
HERAE

"Microsoft TechNetf2TU/E : technet.microsoft.com/en-us/library/"

T f# ONTAP SMB 43R EZEEEK
1S AR EONTAP (Sing Sof BranchCache) (3X) MIMEREBHHEER o

1RB] LIONTAP {EFESMB 2. 13 E#hR s ~ 1EEHASMB 2.1 B ARASHIIPvAFTIPVE A& EE1E S21 : 1REY Ih

AE °
2 8iBranchCacheB{EHIFFA CIFSTEIARZS DA EI123 ~ L BENFISMB 2.1 EMBVEEHE - SMB 21828

AFFA R IRZEBranchCachelRiE BV &% 17 E IEFRINAE © & & Z#&EBranchCache I R1ESMBIEEHI#E Ak
7K o SMB 2.1z #&hk4~BranchCacheZE 1k ©

WMNRIEEFERBranchCache %2k ~ SMB 3.0@ B RE RZS  28iBranchCache 2B {ERIFFE CIFS{RIARESH
DATIEES ~ EBNERRFEASMB 3.0 EHhRZs ©

NRIEHERNAERE D AR HESZIESMB 2.1 ~ 2D AP iEZIESMB 3.0 ~ e IUIECIFSEREE - E1F
—IBBranchCache#BAE « LA[EBF1EBranchCache 1#1BranchCache 2_F1R{HIRENZ 1B o

@ #EFAMicrosoft BranchCacheIhEEIFRF B ERAHTTP / HTTPSHISMBE#E 7 E M A iE ZEZEUSEH
IE ~ ONTAP B 1B FEHSMB ©

278


http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/
http://technet.microsoft.com/en-us/library/

T## ONTAP SMB #1 Windows FH#4hR AT K
1Es&EBranchCacheZ Al ~ Windows 14D AT BR S5 ERIRRZATERK - ONTAP

s’ EBranchCacheZ Al ~ {EWA/BFERONTAP EMB RN D AT AP in LAARASZIZSMB 2. 1580 EHhREs -
I 374&BranchCacheIfAE o IRERE THIEREU R ~ W BREAREERRHNEHIERREUTIARES

T5JONTAP FRZsHIZ3E 615 BranchCache 1F1Windows 1 :

* NAFRARES | FEFEERESR (SVM) ONTAP ~ &
* REV{EIARES - Windows Server 2008 R28{Windows Server 20128, E iz

s WEIHHS A AR © Windows 7 Enterprise » Windows 7 Ultimate ~ Windows 8 » Windows Server 2008 R2
g{Windows Server 20128} E#Hr s

TFFONTAP hrZAsgYsZ 8 K Windows F #3955 $EBranchCache 2 :

* AAEIARES . SVM with ONTAP SfSIf
* REV{EBRES : Windows Server 20128} E#rhR2s
s BB A B IR ¢ Windows 88{Windows Server 20128, E ik 7

T £ ONTAP SMB & BranchCache F3 % EMHIRE

FMBJONTAP &KHIBranchCache#HRSRT « B M EAERMET A EL - ERIBEIENR
TEEZREMERERT « WG TEEZRANHEAE -

WEEIEBranchCachef# % « 7 AEFE(RIEEA X o ONTAPUIRHZERY » ONTAP BITE FRERRNAHF ~ TR
#ARYA T BranchCache ~ Bl ABREE HER W ST EAME ©

AR TARE ~ EEEHELR . ONTAP
* [AfiRESEIBEIEIK ©

* B B2 EIBranchCache M REHIBAA/ « FL GURIAAEIRIES o
BETAENSY « TMUERUTECHEBER -

* BEERTBEBSMBIHINFSTERGEITEN ©
* BEtEHENERSEARENR snap restore ¥ ©

* 23 BERA BranchCache 2z SMB HAMIEEE ZFHER snap restore fi% ©

T BRYN{AIEEHE ONTAP SMB ¥EREUE

& EBranchCachel¥ ~ R LUREZRE#FMENME - UKRHMEFRENK/ o RIS
EEENEAENA/NEINZEL] « BB ERFECIFSHISVM_EREN &G FIBranchCache#A

ot
BE o
1N
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* WEZE AT EMatimeWHEIRE LI FIHEERE -

MRERNEFIREERAKREE FNERFRETHEFRES - 1RIFMatimeEH « BURKHEMEA
MRUEAR - RIFERatimeRIBHHE B EARER o

s RESEIS MR RIFEMBEEZERAZA L -« flt0SnapMirror B B9 FISnapLock SnapMirror Volume ©
* MREIBEFRENRAKN ~ AEERERE - UEBLMMENZR o

TR LIS MAEERERNRAR/N ~ BURMEREBEBIMERES ©

 MREHEFEHENHEER LZFEARE R - AEEENENEEME - BRI AHIREN « BJEAF
FABranchCachefR7% ©

Hir& A SEEAER « BRERER  IRRFEEESEATHEEEMIE

EAEERIERFIME - NMREFEEEEEFEMNESZ IR - ONTAP BiEMicrosoft e &RItE R E R4 F
I EEEMALHEA—AYSMBEINER K ERIEE o
HERAE N
* 7£{afR2s_LE& € BranchCache
* (&2 = _E 8 BranchCache ECE

T f# ONTAP SMB BranchCache %%

EISE EBranchCache Z Al ~ TERE ZRUAESMBHEABRIRR « (NEZ:Z5C — L2

e
GE
TREEFERWEREET « LURERHABranchCachefISMBE A ERF - :5:85C FFiEE ©

BRIGRIEFHEEEEE « ZF{EBranchCachefJEES
e

* HRESEZATHNHBEMNS « AARANGE - EEERARTITHSEERNAEARIHEEER &
EHEEREAEEEFNNEREAS -

RS AURNER AR > FIIREER SnapMirror B HIHIERHIEEL o
% EBranchCache
T f# ONTAP SMB BranchCache fi&

A L ESMB EIBRES _E EFHONTAP flexfin % K& EBranchCache - B EE
{EBranchCache ~ &N BIEERINABTH D AR RERA PR  UBIEZE MR T A
IREVEI AR 23S ©

MR IE#EBranchCaches& E Ak & B IREY ~ B BIEER#BranchCacheREXARFZFISMBHE A E FEX
FBranchCache °

fii® ONTAP SMB BranchCache BIZER

EmEFRLEL R 2B ~ IBAILAEREBranchCache °
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EASVMERECIFS{EIR2S _EAIBranchCache Z i ~ ABRTES THIEX :

* REPHFIAMRERN AR EILIZT - ONTAP

* CIFS /R¥ESIRME « MEXERE SMB EAREE - SMB HEHEFEMIAL ONTAP One" ° JIREEH ONTAP
One BRZEITME - sABHSITRIHENRR °

* KB EIPVASYIPVEAIREAR ©
* #j*BranchCache 1 ~ AZBENEESMB 2.1 E#ThRk 7 o
* #i*BranchCache 2 ~ 4ZBEXEASMB 3.0 ~ HiZimWindows A B imwi 7Bz #EBranchCache 2 ©

7£ ONTAP SMB f{alfR23 L% BranchCache

AR EESELRAEER F1E{HBranchCache RS o BiE ~ Bt EI LR EEFTAESMB
HAE FBEEFIRE
RN EIEIIE
AT LAFESVM L E& EBranchCache ©
* MMREREHHCIFSARES EFAESMBHEAERBIFIE ARIRMEIREART « IUEIZAIRZE
BYBranchCacheZBAE o
* MNREEEHEHCIFSRRES EFTESMBHE A ERHARIREIREART « IURIISELRE
BYBranchCache#BAE ©

TR EBranchCacheb¥ « {EAZBIEE FFI S8 :

NERY s A
SVM4%&TE MUS{ESVMAEREIR L EBranchCache ° A BEISE

EEWFLECIFSAEISVM_ L& EBranchCachefR7s ©

HEIFER & BB BranchCachef & {#1FESVMELIE &R —RRFEZET o
SAZBISTEONTAP B e B EEEPNIRER
FRERTE o A BranchCachef 2RISR E S Ol E
B o RAAFFEAMERS » FliNRRB LR o S LG
MEENREFETESEMERNEEESD « el EZ
MBI I E SRR E R o

YNRSVMESVMK B IAESIR ~ IR B ISEIA LN
REIRE L o ERABREIRE I RER B K IE
BBy o

HZEREINESEANEAAEMNIERLEFTT

WRILUEZ IS E THI2#

ERZ2¥ =R ER
SRR % 1#EBranchCache 112 - ONTAP/& B WA B AR ZS1 ~

hRAS2E M E - TR ARUABEMIERRZS o
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ERAZH 55 AA

HMEREREMNRAKR o LIEEMEERGFEHREN R c IR EERE
JBIEE ~ ONTAP R E# VM E R MIBRE R o 3
EERENTESRANS1 GB - IR KRLUBERBIRI S
IS EH % « BlF{#EBranchCacheFIMBEEBAMEK o
MREYEEEHEE MM EREME « TLUE
£4BranchCacheZBREZRIE NN EFE K/ ©

AR 23S & 18 e LUIEE—(EfRI PR 231485 > 32BranchCachefR7%H
3RBHLE AR B iRtE#EBranchCache A ARES © MR KIEE
AARES &8 « B E7E2IBranchCache4HAERS a4 E
S — A28 o EALURRRSSEIRREAFEE U
BEZERRESAEREZRIRHBranchCache Bl
B « A B im el WU EREREERES 282 B E A E RS
BIEEE - NRERSBSIEBE SEMEE ~ BIKBELUS]

SRR AR 2
BRIFRIU A e U S EH AR AR ABranchCache °

* BEEIT BranchCache #4HAE » ZIEUSEHLAA
E B A BranchCache » &S ELLIER R
> WAJLUISTE per-share ©

s HEEEEHA EBHEA BranchCache ~ &4
BREEENRES all-shares ©

1. REZRASMB 2.1713.0 :
a. BHERERRAER . set -privilege advanced

b. EREM SVM SMB R E ~ ¥IETRTERMBEMBEXNER SMB iRZE | vserver cifs options

show -vserver vserver name

C. MBKE -~ HRUA SMB 2.1 | vserver cifs options modify -vserver vserver name
-smb2-enabled true

S A [ERE A SMB 2.0F1SMB 2.1 ©

d. WNBEKE - 55RH SMB 3.0 : vserver cifs options modify -vserver vserver name
-smpb3-enabled true

€. REOIEIEHEPRBAR . set -privilege admin

2. 887 BranchCache : vserver cifs branchcache create -vserver vserver name —hash
-store-path path [-hash-store-max-size {integer[KB|MB|GB|TB|PB]}] [-versions
{vl-enable|v2-enable|enable-all] [-server-key text] -operating-mode {per-
share|all-shares}

IEERV MR RFRENEATE - MEXEURSVMEENEEE k o Bt AEURPEREEE L o iR
BRIEDMEENATRE ~ AlanogRM -

282



2

WNRIEFEEEMMSVM BranchCache#B & {F FEEEIRRIAR 2S4S ~ sACEREEn A BRI ARZZEIEE o B
BEmARABranchCachefHRERVE R - AR B ARZIILES o

¢

3. E%:¥ BranchCache #HREREIEME | vserver cifs branchcache show -vserver vserver name

gl

Ty G< o 25 EREYFESMB 2.1F13.0 ~ % EBranchCache?ESVM VS1HFTESMBEAE _F B#EFAR
Y :

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled
vserver smb2-enabled smb3-enabled

clusterl::*> set -privilege admin

clusterl::> vserver cifs branchcache create -vserver vsl -hash-store-path
/hash data -hash-store-max-size 20GB -versions enable-all -server-key "my
server key" -operating-mode all-shares

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: all shares

TF@<rkE R L EREBASMB 2.1F03.0 ~ REESVM VS1 LA SEHAEAMRE - 1EEBranchCache
BE -
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled
vserver smb2-enabled smb3-enabled

clusterl::*> set -privilege admin

clusterl::> vserver cifs branchcache create -vserver vsl -hash-store-path
/hash data -hash-store-max-size 20GB -versions enable-all -server-key "my

server key"
clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

MERAE R
* T## BranchCache hRZ&Z ¥
© TR AZEECE BranchCache
* 3 E{ABranchCachefISMBHAHE
* FIRBH= _LRA BranchCache
* {E{H= B BranchCache E2E&
* THERNE= A A LAY BranchCache
* MR = B BranchCache B2 &

T FRYN{AI7E ONTAP SMB HAVIRIRHIAE R E BranchCache

7ESMBfaAlARES L8 E T BranchCacheZ % ~ N BT AP IR BN 25 &%
EBranchCache - WEIEM M E R IRIHAE N IREVEARES L ETTERE © Microsoftig ({1Ei=z
IR A E R EBranchCachelYsRER o

Microsoft BranchCache#8ih_F B R E D AT AP RIS T ~ UEAREFEARES L ABranchCache 5T ©
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"Microsoft BranchCache> {4 . #iIhAE"

8 F EA T BranchCachelYSMB &

T R N{aI3% E YA BranchCache A9 ONTAP SMB =

ESMBAIREIF D AFIRTE T BranchCachez % ~ XA/ UESMBEAE LB BAARSERE
SN /AR AP IRIRENA A RBranchCache ©

e A ESMBRIIRZS FHIFFESMBHEEE EEXF BranchCacheREU ~ EUSEALAEAERREL
B BranchCache{:HEYy ©

s MREUSHBEEASER R ABranchCache ~ el U ERZIIHAEHEXIRE LA EERUE

BranchCache °

MRIEEAAIRASMBHAERIREY « ONTAP REEEZHAE LRAAT BranchCachel ~ mi&IZEIRHMA
EBEMZ - TR EEMEXEERANBHIARL

* WMNRPEBTEZT A& LB T BranchCache ~ BI{E{rIEEH A& B SMBELF AV P inEl R~ 2 ¥ FBranchCache
i o

AR A BT ESMB T EPEER 8 E BT « #H A B @S BranchCachez1E ¢« ONTAPEYA T BranchCacheZ % ~
B T (ERSERAY AR B iR A B R AR X B3R EAR « A AEEAILHAEMNRIRAS °

@ WNERSMBHAE _EHIBranchCacheBA{ZH ~ ONTAP BIf{E L EX A B RAE RN/ o F
EERNMNARIREEHENANAERS (SMBEARSS) HHENER o

#2317 B BranchCache BY ONTAP SMB &=

R UE B A ~ BB E £ SMB A _EEYA BranchCache branchcache B
% o
RAMNEETIE

* WNRESMBHEAE LRIA T BranchCache ~ BB A AR BERIESRHRRREASF IR
BB HARNTERRIE

* St ] TR I RIA T BranchCache MY FABRFEE HtEARN A2 H o

* SRR E branchcache BMEFE#EFERESS (SVM) LXRZEMBLA BranchCache ~ h&7EHA L
BETAR o

i~ MREREHAERHEPREAR « BIHBESVM_ERE KEUABranchCache ©

* AAFERRTRERTERTLABMEERA -share-properties 28 [{f7 » BENBISEEEREHHA
BFrBE EMthHEEEM branchcache FALGESRDMRIBERLABE ©

* MIES 2 EERIONTAP "E$4M "vserver cifs share create Bl > 52 o

1. #37BYA BranchCache 89 SMB £AE :
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vserver cifs share create -vserver vserver name -share-name share name -path
path -share-properties branchcachel, ..]

2. {FEER SMB B _EM BranchCache

gl
T5)es S & EII—EEEUHE BranchCache By SMB 1£F > &i8% [ dATA |
IR1ETERS » BHARIEZRREA manual -

clusterl:

O

HABMERE vserver cifs share show 83% ©

) BRIEA /data £ SVM VST L o

:> vserver cifs share create -vserver vsl -share—-name data -path

/data -share-properties branchcache,oplocks,browsable, changenotify

clusterl::> vserver cifs share show -vserver vsl -share-name data
Vserver: vsl
Share: data
CIFS Server NetBIOS Name: VS1
Path: /data
Share Properties: branchcache
oplocks
browsable
changenotify
Symlink Properties: enable

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

HERAE N
EE—+H A 1=/ BranchCache

7£3RE ONTAP SMB 3 LB BranchCache

BT LU
HEABMBEE o

RIRERI(E

* INR7ESMBHEEE LB T BranchCache ~ B A& 4B B AG IS 2Z4RRER T

MRFAHANBRRIERRE

Everyone / Full
data

manual

standard

Control

FIRBER SMB H A _LEA BranchCache branchcache #BUYHEAEIRE

HFBIREL ©

RERE R FEIRE ~ MR RERHBERSKE °

* A LAERTE branchcache BMEEAFEEMEES (SYM ) LERBREMEBUE BranchCache ~ &L

BTAR °
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B~ MREBEHAEIREEENAR -« BIHBESVM_ LR E KEIABranchCache °
* BICFIEEF branchcache HAEY « IREMHEAREMNHEABME GRE o

@H%iBranchCacheéiﬁﬁ}%’ﬁ%ﬁElzl HWENHABMEE - 1152 ERIONTAP "B+ "vserver cifs
share properties add Bzl » F528 °

1. MNBRE - AR ERARER AR TEUFHIREL
a. [FRRHIEEHRIEZREE AR E vserver cifs share show B3% ©

b. MMRKRBBEGFIERHARERATFE A HEFEAFEMNE | vserver cifs share modify

-vserver vserver name -share-name share name -offline-files manual

2. 7133519 SMB #H _ERA BranchCache : vserver cifs share properties add -vserver
vserver name -share-name share name -share-properties branchcache

3. HEsRETE SMB HF L35 F BranchCache B . vserver cifs share show -vserver
vserver name -share-name share name

il

T < BEREAMIRA SMB H/ §'data2 1 E£EYA BranchCache /data2 £ SVM VS1 L :
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clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

clusterl::> vserver cifs share

show -vserver vsl

vsl

data?

VSl

/data?2
oplocks
browsable
changenotify
showsnapshot

Everyone / Full Control
10s

manual

standard

properties add

data2 -share-properties branchcache

clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

HERIEN
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show -vserver vsl

vsl

data?

Vsl

/data?2
oplocks
browsable
showsnapshot
changenotify
branchcache

Everyone / Full Control
10s
manual

standard

-share-name data?2

-vserver vsl —-share—-name

-share-name data?2



* HEEMPRRARZNHEE M
* £E—+HMA E{=H BranchCache

BIE KB ZBranchCacheBAE

(E2

ONTAP SMB £ F £ BranchCache BC &

EEILUELRSVM_EBIBranchCachefRF54HRS ~ BIHEEEMEFNE HRRE - MEFNE
EABHA/N  EREER ~ U2 B 4SHIBranchCache o S AJ LUB B SR
& RYRERR & K /)N ©

1. ITEENTE -

MREEE...

B RFRE B &/

MB
B

e 2R NEEIRE RN

m

] MR SHEEFENEEE SR « ErIFERI LS
IR B A/ o (&R LUHEFTBYVolume K/ NEE A
HF - NEBIETEEN -

EABERE "E1EFlexVol THAE"

‘vserver cifs branchcache modify -vserver
vserver_name -hash-store-path path -flush-hashes
{true

WA TSEE...

‘vserver cifs branchcache modify -vserver
vserver_name -hash-store-max-size {integer[KB

GB
PBI}

‘volume size -vserver vserver_name -volume
volume_name -new-size new_size[k

g
IR G B R4S

false}” HMIRSVMESVMKEIRIERIE ~ BIIFEHERRE
HEMNIRHEE £ - E2AARERET RESF
S IR1E B RUMth o

BranchCachef & RS U8 S AT AIBEXBIE
ZHBFIT °

WREMH RS - -flush-hashes ERNEZ
# ~ AJ457E ONTAP B EAMRIRM ZHEAEN
& o (A UARTE TYI{E -flush-hashes B

MRIETIETE true > ONTAP SRR BI BRI S
» iR BranchCache HY/A B iR H#EREF >
NI BRI HEEZ o

WREISTE false » BIFREERRHE o

+
AERERT « EALUEEHRBEREARANE
&~ AR RN EREEERRRMUE -
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MR EHE WA TYIEE...

SEIREET ‘vserver cifs branchcache modify -vserver
vserver_name -operating-mode {per-share

all-shares disable}’
ERBRIEERE « SHER TYIEIE
RESMBLERSEREF «- EHHEHERER
£ BranchCachez1EONTAP °
EFA 7 BranchCachez % ~ B 1 T {EFSERRY A B ik

WAFREER N BRTEAR ~ A AEER L AEAYIRE
AR o

""" B E T EMBranchCachehiR 4 ‘vserver cifs branchcache modify -vserver
vserver_name -versions {v1-enable

v2-enable enable-all}’
2. {FEFERE54AREEE vserver cifs branchcache show Bp% ©

ZE;"A R ONTAP SMB #= _£fJ BranchCache FEEMEE

,‘L'?EJL/(T" RFERESE (SVM) LEETRARMBranchCacheHRENE « ELEEMAI1EEE
ABRRENTEECERS Z A B B AT E R A o

1. BT THIE A —IRSEH(E

MRIEERETR... AL S
REFRETASVM_EBBranchCacheBAE HUIEE S vserver cifs branchcache show

BRSESVMARREREFME T vserver cifs branchcache show -vserver
vserver name

&)
T5EHEETRSVM VS1_EMBranchCache#HAEMERAE T -
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clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

%% ONTAP SMB BranchCache AfR23£18

IRET LB R HETZER%ES (SVM) _EMIBranchCachefBAE ~ MiiEEAREIEIRES S8 ~ £
& EBranchCache ARS8

FAREETLF
TR Rk SRR E AR EE - UEEZ ARk AERIESRE HBranchCache B}E; ~ AR iR AT AfEMA1E
[EfEARaS = 8RR BE IR ARER AR -

L ERIRSF IR « CHATBRMZIRI - 7EAMRMZEZE « ONTAP ERLA T BranchCache B A P i 3 thiffr
EORET ~ FEITTAHME

1. FEETYmSEEMIREIDIE | vserver cifs branchcache modify -vserver vserver name
-server-key text -flush-hashes true

REHFEIRSE I8 « KtAZEIERE -flush-hashes WiF{ERA true ©
2. {£FAEE:% BranchCache #4BRE 2B 1IEHE vserver cifs branchcache show Ap% ©
&
TEEHREMVERZREE - EPE S ERIIERRSVM VS1 LBYHZIREY -

clusterl::> vserver cifs branchcache modify -vserver vsl -server-key "new
vserver secret" -flush-hashes true

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

e
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T#2 ONTAP & BranchCache M3 % B[R E

T35 ONTAP SMB &1 LB stH BranchCache 3%

&R LR BranchCache RIS E A TETst B E—1EE « Birsl B GBI AERH
% o MNRIEBEZRAFAIERIZFFEE A ~ #H¥RYA T BranchCache A& PRI EREER
%~ EIEEMERER -
RAREETE
lzu%1&&37‘,@5—\%&%&%%*42%H&%iéf*ﬂriﬁ%  BAZE(ER statistics start MEEM statistics
stop e o
THEIEE BETRSs B EN T ERESS (SVM) FERE o
IS UlA ZE#EZI L/(TEEEETD-'-%#EI;O
s MRERBLURE S X EHE - AlBranchCache [RFE E1EIEE B TIEEREE B iRk 4EHE it HEE
SRRV R EMZE o

SF4M T 2 statistics start' # “statistics stop TE"15 S S ZERIONTAP" ©

TR
1. RRBELEERE

MR ETRAFTEME... BAMT...
B—igFR Bk vserver cifs branchcache hash-create

-vserver vserver name -path path
-recurse false

LEIRA X EIE B sSSP IR A e R vserver cifs branchcache hash-create
-vserver vserver name -path
absolute path -recurse true

2. {FREEIETTIsTEME statistics @M% ¢

a. BEmHIARETE R hashd FisE SVM $ITERR LBV | statistics show -object hashd

-instance vserver name

b. EEHITEHS « HRFFEIMRZEEIEM -
WS 2E SR ONTAP E¥4H “statistics show Bl » FE2R

gl
T EERE ERIUME /data MUKk SYM VST LA EESNESREMFHER
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clusterl::> vserver cifs branchcache hash-create -vserver vsl -path /data

—-recurse true

clusterl::> statistics show -object hashd -instance vsl
Object: hashd

Instance: vsl

Start-time: 9/6/2012 19:09:54

End-time: 9/6/2012 19:11:15

Cluster: clusterl

Counter Value
branchcache hash created 85
branchcache hash files replaced 0
branchcache hash rejected 0
branchcache hash store bytes 0
branchcache hash store size 0
instance name vsl

node name nodel

node uuid
11111111-1111-1111-12111-1121111111111

process name -

clusterl::> statistics show -object hashd -instance vsl
Object: hashd

Instance: vsl

Start-time: 9/6/2012 19:09:54

End-time: 9/6/2012 19:11:15

Cluster: clusterl

branchcache hash created 92
branchcache hash files replaced 0
branchcache hash rejected 0
branchcache hash store bytes 0
branchcache hash store size 0
instance name vsl
node name nodel
node uuid

11111111-22211-2211-21111-111111111111

process name -

FERAE R

b Ak BE 4oL
s "MREEE R E"
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% ONTAP SMB SVM BranchCache "&£ RIFE

ol LUBPREFEREZR (SYM) _EIBranchCacheEFHEFRRIFTA REEE - IR
B & B DA F]BYBranchCachefHR% ~ BIRINFETMBRE A o U0 ~ MRERIFTAFIREUEL
WD HEVRENEMRESFTEIVIREELR - MEBEBHREEFHE °

RNERIE
EBRMAE 2% ~ ONTAP ERUA T BranchCacheRI A F im 8 R E KB ~ RIS ©

1. 75P% BranchCache =7 &EMHE . vserver cifs branchcache hash-flush -vserver
vserver name

vserver cifs branchcache hash-flush -vserver vsl

28, ONTAP SMB BranchCache #zt: 2

A LARE/RBranchCache#tst Bkt ~ LR REGKAERIRIR ~ FIENTRVAARE B TR HIREY
RB#EAF IR « LHENRSMERMRESR « LB HERRFEFENIEREN

RAREETLIE

° hashd MABERHE ZIRMHAER BranchCache BEMRT BRI EEE © © cifs MABERMGEIIRME
B BranchCache HHEEEI Z st BNVt BL2R o oI AT EREIRE RN E KRBT ELEYHERER -

1. BHERBRRAEP | set -privilege advanced

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

2. {FHREE BranchCache 1HREAYETEIES statistics catalog counter show Bi% ©

clusterl::*> statistics catalog counter show -object hashd

Object: hashd
Counter Description

branchcache hash created Number of times a request to generate
BranchCache hash for a file succeeded.
branchcache hash files replaced

Number of times a BranchCache hash file
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was
deleted to make room for more recent
hash
data. This happens if the hash store
size is
exceeded.
branchcache hash rejected Number of times a request to generate
BranchCache hash data failed.
branchcache hash store bytes
Total number of bytes used to store hash
data.
branchcache hash store size Total space used to store BranchCache
hash
data for the Vserver.

instance name Instance Name
instance uuid Instance UUID
node name System node name
node uuid System node id

9 entries were displayed.

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession

avg directory depth Average number of directories crossed by
SMB
and SMBZ2 path-based commands
avg junction depth Average number of junctions crossed by
SMB

and SMBZ2 path-based commands
branchcache hash fetch fail Total number of times a request to fetch
hash
data failed. These are failures when
attempting to read existing hash data.
It
does not include attempts to fetch hash
data
that has not yet been generated.
branchcache hash fetch ok Total number of times a request to fetch
hash
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data succeeded.
branchcache hash sent bytes Total number of bytes sent to clients

requesting hashes.
branchcache missing hash bytes

Total number of bytes of data that had
to be

read by the client because the hash for
that

content was not available on the server.
....0utput truncated....

MES 2 EERONTAP " E:¥40 “statistics catalog counter show &3l » F52E] o

3. {FRWEE BranchCache 1HRIAIATETER) statistics start Al statistics stop 8% ©

clusterl::*> statistics start -object cifs -vserver vsl -sample-id 11
Statistics collection is being started for Sample-id: 11

clusterl::*> statistics stop -sample-id 11
Statistics collection is being stopped for Sample-id: 11

SE4M T 2 statistics start' #1 “statistics stop "5 <L 2 ZERIONTAP"

4. {FRRETRUEER BranchCache #ist &l statistics show 3% ©
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clusterl::*> statistics show -object cifs -counter

branchcache hash sent bytes -sample-id 11

Object: cifs

Instance: vsl

Start-time: 12/26/2012 19:50:24
End-time: 12/26/2012 19:51:01
Cluster: clusterl

branchcache hash sent bytes
branchcache hash sent bytes
branchcache hash sent bytes

branchcache hash sent bytes

clusterl::*> statistics show -object cifs -counter
branchcache missing hash bytes -sample-id 11

Object: cifs

Instance: vsl

Start-time: 12/26/2012 19:50:24
End-time: 12/26/2012 19:51:01
Cluster: clusterl

Counter Value

branchcache missing hash bytes
branchcache missing hash bytes
branchcache missing hash bytes
branchcache missing hash bytes

M5S2ZEEONTAP E¥4H “statistics show Bl » :52E

o. REIEIEHRELR | set -privilege admin

clusterl::*> set -privilege admin

TERAE N
* BATREETER

oheEBs =S
s "WAEEE IR E"

s B
" EREHELL"
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S 1#EBranchCacheE4HRAYIME (GPO) -~ rIEREIER LEBranchCacheZHRES
2§ - ONTAPEM{AGPORE i BranchCache : BranchCache GPOMY¥ &% |
#1 BranchCache GPORVGfEIRAT 1B o

* * {BranchCache GPO*#:%) 2%

BranchCache GPO B RSB ZHFER -operating-mode B8 - BB4AGPOEMEF « IHEZERES
HIFRIFTERZABMEM (OV) ANRFERESS (SVM) ¥tk -

* *%¥EBranchCache GPO *Hy3 & R Zx

BranchCache GPO HYifEHR AL IEHER] -versions B8 c EX4EGPOEHE - WESEREEARL
EREMNABEMNAFMESISVMHG o

e
T RIS B AR IR R E A E SMB falfkeR

FA;R 8 ONTAP SMB BranchCache Ef4B/RB4{4RI(E B

Ee] L BB B RACIFSIER2sAIE AR A (GPO) ZHARESEN ~ MUPEI RS ACIFSEAR
2SFRE VAR E S T BranchCache GPO ~ 1R 2E ~ AFFHREAM o U LURERS
#&BranchCache GPOR EE I ZECIFSaARSS ©

RIRER I

BNE7ECIFSRIARZZFABIIAIH P ER T GPORE  EA—EREAEESCIFSEHFERMES (SYM) R4S
B (OU) - EFRMGPORERERZECIFSEISVMMIFRE BEEEGPONFE » FBGPOEAMBranchCache
REEBEBBACLIEAMSEE °

HER
1. {EFEET Active Directory #4815 FY B E 2 BranchCache GPO :&E vserver cifs group-policy

show-defined 5% ©

() EATEBTHSIRTET RS LRI  BHREE -
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clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

[...]

GPO Name: Resultant Set of Policy

Status: enabled
Advanced Audit Settings:

Object Access:

Central Access Policy Staging: failure

Registry Settings:

Refresh Time Interval: 22

Refresh Random Offset: 8

Hash Publication for Mode BranchCache: per-share

Hash Version Support for BranchCache: versionl

[...]

2. (EABETERZE CIFS f@iR238 BranchCache GPO &€ vserver cifs group-policy show-

applied @< © J

() AR EmETASHRTE AT RELR - BHREE -
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clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

[...]

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

[...]

=)
* 7ERIARS3 LAY A SR GPO &1k
* "Vserver CIFSEHA/RAIFETRER"
* "BEMVserver CIFSEHRRA!"

{ZFISMB# & FfIBranchCache

T FRYN{AI17E ONTAP SMB £/ =M BranchCache

NBEREFEELESMBHEAE FiZtBranchCache{REVIRFS ~ (BI4EB O e B EfTiE A
& _FIREIRENARTS ~ Rl AZE—{=FBranchCache ° MR EE#%BranchCaches& E & TEFE
HAE HRERETIEE ~ EREHEMEHEPMAEREARTS » AT LEBranchCachefHRE
LUZIEEFrE A& E BEIREN ©

WERSMBHEAE _ERIBranchCachelE 5 —REXFEBMEA ~ ONTAP B{E IH{EEAPEERHEERNERIE ©
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BRARREEREANRERS (REERESE (SVM) ERCIFSEARS) HBEEH o

g
T RN EBY Y BranchCache BYiE=

f£E— ONTAP SMB #/ k=M BranchCache

MREAREIELRIRERINATHELLEAE FREIREARTS « AIEHIRESMBHEAE
_EBIBranchCache °

TN AN . . .
1. A TIE%S | vserver cifs share properties remove -vserver vserver name -share
-name share name -share-properties branchcache

gi%FRBranchCache t AR - HMIEERNHAABTNEHERAY

&)
T GLEERA Idata2) BIIRAESMBHEARE L{FABranchCache :
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clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

clusterl::> vserver cifs share

show -vserver vsl

vsl

data?

VSl

/data?2

oplocks
browsable
changenotify
attributecache
branchcache

-share-name data?2

Everyone / Full Control

10s

manual

standard

properties remove

data?2 -share-properties branchcache

clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:
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vsl

data?

AVASHN

/data2

oplocks
browsable
changenotify
attributecache

-vserver vsl

-share-name data?2

Everyone / Full Control

10s

manual

standard

-share—-name



{E1EFTE ONTAP SMB 1= A #4ERE

INRIEBIBranchCachefBRE BB RN A EEEFEREES (SVM) LFAESMBHEAERR
BY ~ f& 0] A& EABranchCache#lRs ~ S BENREVFFESMBEHENAR

BAREETLE
EE2FIETEFMESMBEAE EBEIREX « 551 [BranchCache) FEEREER TSEHAREY -

1. &7 BranchCache LU{Z1EFH SMB HH ERYBENIREY . vserver cifs branchcache modify

-vserver vserver name -operating-mode per-share
2. B®3¥ BranchCache #HREREIERE | vserver cifs branchcache show -vserver vserver name
kel

Tosh S EE B HIFERILR (SVYM - SaifBAVserver) VS1_EMIBranchCache#BEE ~ LS 1EFFASMBHAEE
THIEEIRER :

clusterl::> vserver cifs branchcache modify -vserver vsl -operating-mode

per-share
clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

{=A I FASVM_LiBranchCache

T #21E ONTAP SMB fAlfiR23_E1F S E BN BranchCache R S5 1B R

MRIEFRIE R E T BranchCache ~ {BAREED AT B P IRERREAZR « AJAEHECIFS
{aliRzs £ AYIRERINEE o A ZEHE S HABranchCachef g 34 IR ©
{EFBranchCachelFONTAP - HEAB it HMBEN S PHERHBEREERNAL IR o T8 - #EREEAR T -
Hi1% - BifBranchCachefV R IRERFPEBE R ENUHEEFANBRONTAP ~ &L MicrosoftiE Z&AIEEER[D]
FE - EXAPIREEFE _EER - EXRIEHERRS - ATEEARRENR « CIFSHERSBR S EXHEFEEEER
12 (SVM) LEHBEAR o

7ECIFSalAR2s L= T BranchCacheZ % - SMBHAE A EiEEBranchCacheIh&E o & E1ZENEISMBEAR Y
B - AR mEET—AREESMBEX

eI LABERFTE CIF SfalAkEs £ EFrERFBranchCache °
* Mt {= A BranchCacheBFil R M FR¥ZTFINE& « ONTAP PRUAR BEFRERRVHERINAB I ~ BRI EHRK
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FABranchCachet® - fE[0I&H= 2 REHERRHFRIFEE ©

* £{=FBranchCacheffift] » ERIE I SMBEAR ERIA T BranchCache I AER AR IF » MNRFEEREHER
FB T BranchCache > B R &E{SBranchCachesz#& °

LzE.j%ONTAP TR ESMBIEMSERES « 28t A &EEBranchCache1E ° 1£{2H T BranchCachehy
BT~ EBIEEUEBranchCachez & TEFEERRVA Pk ~ M BRENEAR N SHELR « A SefERLEEA
@E’\J‘H%HYW%‘ o

R T*ET_CIFSHHEESJ:{H}EHBranchCacheZ@ﬁ%ﬁ#ﬁ%T&"—Eﬂl@ ~ AIUFIHRIBRE o NREH

@ E%F8 7 BranchCache ~ & BREE M R E B ERFE o EFENAEBranchCachez % ~ B
FHBranchCacheE’\J;EFHE@?E%BranchCacheIﬂﬁE o ¥#&BranchCacheBY B P in7EIR HFTEK
BF ~ GEILIRVHEE - ONTAP

7£ ONTAP SMB A _-{Z/H=ExA BranchCache

&AL BranchCache {EEENEE S - LUEHEAGFERSE (SVM) B
BranchCache disabled o f&AIUBERFEIABranchCache « RERZFEER S EASTEL
B &E#tBranchCachelR% « i BENAFFEHAERM

i%ﬂi
1. PITEENSDS -

MREEE RAEBMATIRNEA...

{2£FBranchCache vserver cifs branchcache modify
-vserver vserver name -operating-mode
disable

BB &{E A &rIBranchCache vserver cifs branchcache modify

-vserver vserver name -operating-mode
per-share

EAFrB £ A&RIBranchCache vserver cifs branchcache modify
-vserver vserver name -operating-mode
all-shares

2. B FERAENREERRTE BranchCache E¥4##5, | vserver cifs branchcache show

—vserver vserver name

0]
T5IEHH{ERESVM VS1_EMBranchCache :
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clusterl::> vserver cifs branchcache modify -vserver vsl -operating-mode
disable

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: disable

fBRSVM_LEAIBranchCache4B A&

T #MIBR ONTAP SMB A _AY BranchCache FC &R & 254 (1

NRITFTRIE SR E 7 BranchCache ~ EAREEEFER S (SVM) EEREIRIAS
B LAMIFRCIFS{aAR2s L AYBranchCacheRRE o R AZEREMIPRAARERFZ 25 £ LSS o

B ITMIBRABAERT « ONTAP S L2 EBIRZSVMIIABAEE A « A% (F1EBranchCachefRFE o BRI LUE
EONTAP % SFEMIBRSVM _ERY R IZIE o

fiB&BranchCacheZB A& A& HkREY FBBranchCachefI A PR im7EEY ° E#% - EiABranchCachefF FimEKIF
B SVMBELR FERENVABHFH SR ERFONTAP ~ BitMicrosoftiE &AVER « EHALIREEFE _EER
ERBHBRANS c ATEEARABTEXR * CIFSHERSZS S EXHEFESVMLENERANS

TﬂﬂUF?BranchCacheﬁH 2% - SMBHAEAE@EEBranchCacheIIfE o BEFEVEHIAREAFTSMBEAR REY
AR ~ BRIHEETT—MREINSMBEK o

k% ONTAP SMB £ F _ERY BranchCache AL &

SRR RIFREEEREESS (SYM) EfBranchCache RN < ~ ERKTERFRHREIR
BHMZEMABMAME o

B
1. ITEENSGS -

NRECAEE REBEWMATIAR...

fIBRBranchCache4B5& It il PRIR A BYHEE= vserver cifs branchcache delete
-vserver vserver name —-flush-hashes
true

MIF&BranchCache#B%E -~ (B{REIRABIHE vserver cifs branchcache delete
-vserver vserver name -flush-hashes
false
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gl
THEBHIEMPRSVM VS1_ERIBranchCache#BRE ~ MifIFRFAIBIRARME !

clusterl::> vserver cifs branchcache delete -vserver vsl -flush-hashes
true

T #1155 ONTAP SMB BranchCache €34 &R
FISNBERONTAP B R EBranchCache IR A IB R AR AR « @8 EHEEIER o

* BT ONTAP E|ARZ#EBranchCacheIirZAEF « SMBHE B E AR EREIABranchCacheI B P imE
&BranchCacheIbst ~ RIEBE PR A G ERMEEH o

MmEEA—ARSMBENEFRERERAR - B TORABTENK « SMB RS EFEFEFERMSE (SVM
) LEFEENERAS -

s B EHEEHNENSEER EARTEBranchCacheIiRAHS « #FEIEEEEFHERPMYIEING S -
FFiEFEBranchCache4l5E o

Itb#n < g MiIpRBranchCache#BASFNFEE o
BRTHE - REEEETREEFIMRE SR THREN B °
HERAEN
fhipk+t= B9 BranchCache AL &
12 MicrosoftizimE BN AE
7 f# ONTAP SMB {723 LAY Microsoft (iR B AESCE

MicrosoftEl & & KHHE (ODX) th#®% copy offload - AITEHEBMHEFEBERNS ZHE
BEHEN  MERESETHEREHEN o

T EE AR SMBESANEEHERIODX - ONTAPIRIE R LUZCIFSRIAREIZLLUN ~ B BIA] LU CIFS{RlARES
B{LUN o

EIFODXIEZMEH T « BRI IERIFEN - WA BERGHEIAF RS - BRRENE S BERREHSEH
EIEE - BME 2 « BRRERSIERIFENER - ARFABRSM - ERAODXERERE - BN EHEIZK
RIFERE B o

FICODXENEE AR HIRTT KR A BRI EEFR B Z ENIT « RILMEERZEE - BIRMEEm B IEMIREK
REE Rt FIRVE SRR  FRMERF IR EMNERERR (CPU - iEifle) ~ UAMEEHERIOERERR -

HICSMBIRIR ~ IEINAER ATE A P s #F ARSI 1IIESMB 3.0FMODXINEERI A BEER © BHCSANIRIR ~ It
THEE(E7E A R iRl @1 AR 31952 RODXINRE R A Al £ A o SZ4RODXi B ) BiEPRM ER FRODXAI A P im B Ak
B[ ERB R RIERFRERESIERGEEH - BREEEBWindowsERBEHMIESR « BREMAMSIIERER
e WEAPKEAEREERERNEN  EEAODX °

FERAER
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Tf# ONTAP SMB {Alfkk2s LAY ODX

ODX#EAEN & (E AR Bt ~ 7ERXFAODXMICIFSTaRRER NS 2 FBEAI B A E

#} o CIFSRRS A EBAETHEBAEEEN - MEFEERRENR/ \Tokenta AR

i © ODXF P i & sx L 2 146 B Bt A ARES « AR BERSZEN I RIERHERRE
wE BRI

EODXA P Im{SAICIFSfEAkZZ A BODXINAER: ~ EERIBAIRIES « WILCIFSREIARIZEZREM - FRBrHIE
EZ% - BRing AR ARSI EN ERIEKFERZ B -

@ FRELE R eI A AR R HEF E R ER  (SVM) HARMISVM L « fREREEMNEEMIE o

IEREN EIA BRI NE R RS o A0 « BEEERFUE ZMEREE - ARENEERVEN SEOZ KA
Fin ~ BRIHERZARIREREBM - RItAER2EBA P IREREREN -

FRAFRE MBERIBIREM - ONTAPIER Z AN #IT A8 MBRYIODXEZ ~ SE#ER KR8 MBHEK! o
TERBBODXE R E AR S EE ¢
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° {SFSMB 3.0th &{=FH0DX °

WindowsfalfR2s£ A A im TR
TEEFAODXEE#E A 2 A ~ WindowsF B A B 1B L INAE o
o "NetApp BZEMHER"BEZEA Windows AR IHHIRE ©

VolumeZEsR

s KRR EE/DNEA1.25GB °
s MNRICFERBRLEEGEE - BAERE VWA AREEN « AR ZESKA/NELEELE -

PRI ERRGELRR o

7£ ONTAP SMB falfRR23 L f£F ODX 8915/

EEFAODXEITERAEIF 2 Al ~ G BIBRAEEER o FIUN ~ [MEREINE PT LUERODXBYHE
HREeRE  MEFERBREANNFZERODXHNZ E -

VolumeZ#£H]

s B EFERODXETIT T VolumeHRAEBIIE ASEN &Y ©
° FJRVolume A/IMER1.25 GB

HARR & K/ VMBS E R 1.25 GB ~ 7 BEEFAODX o
EHIRE
ODXAERAR AN & FHHEZFE BT SnapMirrorgiSnapVault B BY#Volume P RIFEZEFIE R ZE o

° MNRHFEVolumeREITEEE R
* ODXEREZIRRENELR o

TEAERODXRERNEFIRERE Hth £ EPHHIRE -
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TH(ERAZEGZIERFERODXELRTZE !
* VolumeR
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* #EHONTAP IRARERERODXE:AT « B LUERODXTESMBHE & EAFCEYiSCSIM NN E R 2 R91E
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IR LAE R WindowstEZE48 & « Windows CLIE{PowerShell  Hyper-VE{ Efthsx 32 ODXHIFERTER, « &
FAODX#E M ENH IEETESMBH A EAEARLUN 2 MBS thE RSB ENE R  AIIRESMBHABEFMLUNALRL
E—EHREL -

* Hyper-VEtHODXE R ENE IR 7 —LEEBINIER ZH -

° (SR LAEFAODXE A ENF FIE S FCHyper-V ~ TEERBENR (VHD) EEAZEERER « SER—E
FENRHESMBHAEMEERNISCSI LUNZ EHERER] -

NE—2R ~ EFBREERRVELIIEFET BERFTRE
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1. BEREBRRAER | set -privilege advanced
2. YATFHHEP—IEBNE

MRICHEEODXEAEE. .. BWABRL...

ERUB vserver cifs options modify -vserver
vserver name -copy-offload-enabled
true

2FHA vserver cifs options modify -vserver
vserver name -copy-offload-enabled
false

3. iROIEIBHIR/ELK : set -privilege admin
il
TEEHIRITESVM VS1 ERAFODXIERIENE

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -copy-offload
—enabled true

clusterl::*> set -privilege admin

e
] AR RIAREREETR

FBBEFEIRHESMBESERISIR 4832 A 5 in[El FERH

T BRIAIE AR BEIE (IRt ONTAP SMB BEI&i255 | FAsRARRE % F i Bl FE R ]

TEEIE(L EFASMBEENERS KRR HFEREE (SVM) ERISMBR R ImIHE
Qibaﬁﬂﬂj’}ﬁ’?gEﬁﬂ%xﬁﬂﬁﬁﬁﬁméﬁgrﬁx“tﬁ FEIFRTEAER & Z BiRESVM _ERILIF ~
e E A P inEI R o

ESMBH FimELF E RS HISVM_ ERSMBH KRS « ERsE B FER A EAMERERE ERILIFEITELR - B
BiRFrEE R S A R AR EINEMENZFIEAER c IRSMBEGFERMUNE SFAERER 2 #i2h
LFHILIF « R IRFAEES EIRMEIFERR

* IRAELEINEER 5 AR ERMicrosoft DfsEf T 2B SMB A P ifisn 44 2 R PR K AVAE 22 S B L AR (i i EL L
& o ONTAP
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* TIEBEHEELREE - AT ERIPVAFIIPYG LIF IPf7it o
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* REBIXLITSMBISHHAR ©

EEERIUIERZAVET - IHSMBAFIKEM BREF ZBONTAP ~ MIEREIIELR « AR P IRt
FBSRHLIFREFINER - ErEARKERENER « BREBIMIEES

MRHAZEEHSEREE - M0 R SRS EIEEMER LHEEE « AIXAERNE

@ HEDRESENR L - ARXEREAETEENERZEREE Bt - W AERRER
BRIRFHEUE LLIE AR E ARV E R - ONTAP ONTAP B T Ef@ma = H%EHE « BEEIEE2
FRAIAE AR L EEE RORBE R & ©

MRTEERBEELR B T FEBILIF ~ ONTAP B A P IREIERILIFARE I 4R - ZESMBRE P IRHEMERZ
% CEHEFBERNSRELGREFEEE o

R CIFSTRIARSS A HUE £ ETEEST « IR HRETSMBARTS o FIISMBEAREF « TUIEIREVE BFHEIEL R -
HERAE RN

I FMicrosoftiz i 8 R RIBE

7£ ONTAP SMB falfk2s L1 BENENEL S | IRV E RN ZER]

EIXEASMBEIEZERIE (1hi8% autosocure ) ZAN ~ LA ELEENR « 6

jéEJONTAP REERR ARy ST IR INAE o IS0 AR AR ST 3R IV SMBIEEAI 17 E MR A Re LA RE 2
I\I °

RS ELZIEZKONTAP

© BERWFRASIEEXBHITONTAP 18 B2 BRI L IBINAE
* WZBTESMBHEAE LRI Widgelinks ~ 7 BEfE R B EhE (U THAE

. cws%ﬁﬁﬁﬁ% BSVM BB SMBRIARES © SMB RHEFEMIFL"ONTAP One" o UNIREZHE ONTAP
One Bk 41T « B4R ICHIHERR o

SMBEEHERZSTE R

* HHSVM ~ ONTAP ItEINSESZ B TEFRE SMBRR A _E B BhEE N Hi R ©

SMBRAEIRER
S 1EHIFRB MicrosoftFl R iHONTAP ¥ ESMB B &80 ELEE /T ©
BEMNHBRE ZWindowsF A ONTAP IxFiZ BRI S E o
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BEEBENNEREZ Windows AP igE %1237 Kerberos FTEAMIRTEEELTE (BRNKRE)
service/NetBIOS name M service/FQDN) * iz nA P IHEAMIRTIEEK Kerberos E3:5 o

fEREEHIIRE BB EIRE 2 IRAVZER
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FEAEEAHIIAESELIFER
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1. BERERRAER | set -privilege advanced

2. REEMAZFHASVBEREEZER !
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MREEESMBEHEIRLS ... BATYEG2...

ERUB vserver cifs options modify -vserver
vserver name -is-referral-enabled true

25HA vserver cifs options modify -vserver
vserver name -is-referral-enabled
false

EIERE GHMBISMBILEMERERN - AARARGNARIHERAETERA RIARBIARERNRSR o
B

3. UiHmE EHRE4 © set -privilege admin
TERAEE
B] R EIAR23 2L

fERMETERIEE ONTAP SMB BEIEIEE 2% 5E)

A2FEEZ2RZ /D SMB &R ~ ERILUEREEB A2 RIZE) statistics @ ©
FEBEAEET Ak‘JLHE'JI%ﬁQ@Jﬁ%ﬁ?‘ KH LA LSHERNREE « UREEREE
WNECERERE « LURHEECIFSAAREE LHEABREEREEZN -

BN ERLIF
° cifs ¥HFTEERSERERIRMERES #EE « FIEEE SMB BEIEIRI 2 REHR MR8 -

* node referral issued

LA P A B P IRETRE RN EIRVERREF EERMILIFELAR 2 8 « EMHARBEMFHSBNARIREE -

* node referral local

ERAEHHARERZF—EMRMFrESZ LIFETERNARRHE - NMEFEER AR H& EREE

* node referral not possible

ERELRREEAF R EIRFIEHAILIFETER 2R « HARMEHHARBRNSREZELEANAR R
B - EEEBRAILRRAIENIERFERLIF -

* node referral remote

ERAEHNAZREGZHRTEZHENLIFFFERNARIRHE - BinFI A SEEBRUEEREE -

TRAILERHEFERESE (SVM) ERERRFISTERREER (86) NER - UEHEEEHERSRATER - 1
RMEULEBERE ~ I LUEREFIPHER o FIEBERINETRHEIENES - MELERRERREIEE
HEVER ~ UERLANEHREITIER - EIRIEERAIHENIEHR MBS -

()  SHERERCRKRESIIEN statistics %  REZIRAR HIERERNEG -
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1. BHERBARRAZEPS | set -privilege advanced
2. FRBREHHM2RMATEN statistics B ©

BB E B EE MR R AR AR RV B R RIRAR B SN a2 IRt B -

a. YRR - statistics start -object cifs -instance vsl -sample-id samplel

Statistics collection is being started for Sample-id: samplel

b. ERFFARRIUWERE o

C. {ZIF5¥EH | statistics stop -sample-id samplel

Statistics collection is being stopped for Sample-id: samplel

SH4M T 2 statistics start' # “statistics stop "5 S 2 EZERIONTAP" ©

d. IR EEEME2RATER | statistics show -sample-id samplel -counter node

Object: cifs

Instance: vsl

Start-time: 2/4/2013 19:27:02
End-time: 2/4/2013 19:30:11
Cluster: clusterl

Counter Value
node name nodel
node referral issued

node referral local

node referral not possible

N N RO

node referral remote

node name node2
node referral issued

node referral local

node referral not possible

N O B~ DN

node referral remote

LSRRI 2ESVM VS1EREETBIES - B 7B RER - S P ERHEE BB KRRt ERE
RABYE AR o

317


https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics
https://docs.netapp.com/us-en/ontap-cli/search.html?q=statistics

WMN"15<2EERONTAP EE4H "statistics show Bzl » s52H] ©
3. iROIEIEHEIR/ELK : set -privilege admin

g
* BEmAETEN

kb Ak BE g =
s "MREESIERE"

£/ Windows FiFimE51% A A in ONTAP SMB HENEIRESEFHE
HERRAPIRNAEHENEETHLEEN « ol UfEA Windows dfsutil.exe AREI
Windows 7 R E#hk 4 R inBEMREIRFERSEIET A (RSAT) EHER dfsutil.exe AFREN | A
E2ARER ~ EIUER2RIRNABTHERENR - UWKigRA,PimBERIFMER 2 SE2RAERIER © e
DUERARENBRRAF IR MRIRE - NFFAEN  552BIMicrosoft TechNetiZTUE o

HERAEER

"Microsoft TechNetf2TU/E : technet.microsoft.com/en-us/library/"
FMAFNEY R - SHEEREREHENKZ24

FEBENFIRIMEREHA LRt ONTAP SMB BZRZ 2%

{ESMBHAE LRUAFEES|R (ABE) B » RAEMRGFEERAE P ENRIER
EAE (ERSEEENNEHEERRS) - FERIHRFFETHHAER « FEH
ReAxFHARR -

BREARBRECIEEMEMRERE (ERNEHE) BRIEHENENHEREFTEIHIERNELIRK - T « 5L

BRRFAFECERHAEANENRIERE S AIHERFIRNEREEE - MRARERIELEERKHE
ELEHMSRER ~ AINE R REBRFEEPOER  PJRESEMME °

FHESE (ABE) FIEMHARR « UEEHAERNEREEH ISR o FIL « AberI:RERIEEAEFH
TR ~ BEHAEANERNELRRET - U2 ERENEEILAERLS - BEHBEAERMER R
AIREEETGIEERAE - RREGIEERRE - R RELFREPISREN - ABEEEREHIEARE
BAEBIVEET « BT EERIEARTNERER D - Al - HBEXSHRAEAENREIRN - EXAER
AUE M BRI A Ae G B o

EABERR "EFSMB/CIFSTZEN RS RN BER E" -

£ ONTAP SMB A ERIASEAENFIINRE

TR TESMBHAE LRAAEEAFIESE (ABE) ~ UAFEbLEREERItPIE
EFIRRERAER ©

RIRERI(E
KFE5 ~ ABEARIFFIAREE o
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EFIREHHAE ERUAABE

FREREAEHLAE LRABE

2. {EFAMESDH P AARR IE e S

% vserver cifs share show Ap% ©

vl

BARL...

‘vserver cifs share create -vserver vserver_name
-share-name share_name -path path -share
-properties access-based-enumeration' #1317 SMB
HAE R IEEEMtERNH AR EME LA
RA o MIES 2 ZEERIONTAP"E¥4A "vserver cifs
share create &3l » 2] ©

vserver cifs share properties add
-vserver vserver name -share-—name
share name -share-properties access-
based-enumeration fREREIHARNS o ABE
HABMEMEERANEABMEEE

vserver cifs share properties remove
-vserver vserver name -share-name

share name -share-properties access-
based-enumeration EMEARNTEZHRE - B
EABEEARARENRHEARNTBEPELR o

PPN

LUTEHEN %% MTHE) B9 ABE SMB HF ~ B{&% /sales £ SVM VS1 t o HFBIEEIII access-

based-enumeration fiAHEERSA :
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clusterl::> vserver cifs share create -vserver vsl

/sales

-share-properties access-based-

enumeration,oplocks,browsable, changenotify

clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

-share-name sales

vsl

sales

VSl

/sales
access-based-enumeration
oplocks

browsable

changenotify

enable

Everyone / Full Control

manual

standard

THNEHIFILE access-based-enumeration iTNBHAZESLA [data2 | By SMB HAE :

-share-name sales

-path

clusterl::> vserver cifs share properties add -vserver vsl -share-name

data2 -share-properties access-based-enumeration

clusterl::> vserver cifs share show -vserver vsl

share-name, share-properties

-share-name data?2

server share-name share-properties
vsl data?
MERAER

MM RN A Z B

7 ONTAP SMB A A {EA Windows B P imHER ZENRIKER

SR A Windows B P iR SIS FASMBAE A ERUTFERELSIER (ABE) - iEfGE

ECIFSfAAkAFENAIRELLHARE ©
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2008H9—32F 4> © Windows Server 2008z 1B ARFEE 1 2020FE1H14BARLE ©

1. 2 $E ABE B9 Windows FBPIg#I A F5E5< | abecmd [/enable | /disable] [/server
CIFS server name] {/all | share name}

MEEZEANE « 5528 abecmd 859 ~ 52 Windows B R iIRXH ©

NFSHISMB1EZ K B #an a8 k%

T f# ONTAP NFS #1 SMB 1&£ZE#1 H #fen & (kB RE{%

22 B & BIEFBUAN R AR iR FERRAERHLAEWHE - UWRONTAP £
EMAF R LAESRE °
EERMNIERLBERHERE T7EE

* IERLEAERANTT
* IEFRRBIANEHRE

RIFZITHRAVE T « ZEEZE « B qtree B IBHNZAITTAEF T - ONTAP ONTAP

T f# ONTAP SMB 1% 3 B i GBI ERFRT
MRECREABAFAREERANEAPIHFEIIERF B LR - HEFERAMEEEZERATERINF

TBO

BN ~ NREFEAUNIXGRIIERH B ER « FOELEPRERDR (1) ~ BAEMS—DOSHERHBHRERR
SREFERD - BRAMFTHRFIRFERZAME  F2RAFPRFERRIRAXE ~ UBSERRLEFT
BYSFAIERR o

ZinEIRIEH ONTAP SMB 122 H iz afBr A/ a8k 14

aﬂtﬁﬂﬁﬁ*%hﬁj‘NFS%}i Im@EDA/NE ~ HSMBAFmAIFEDA/NG « BR/NEMRF
o MV ARMZERHEIRIENEE « UWREEISMBHAERHEE RIEU R
ﬁHEﬁqﬁﬂﬂE% » FIRER EREITE o

W% SMB BRIREN 2 4AEEE testdir ° SMB ] NFS AR InEl @i 8R4 TBRETRA testdir o RNi@ ~ W
R SMB FHEHZEREIBI%M TESTDIR » FAFFEHZLTE » AEHN SMB BRI » 2xABERIF
T__ o YNR NFS FHREHEEI A AELE TESTDIR'NFS #1 SMB AR IHgUARESNE B itetE ~ W FFr
M .

* g0 ~ £ NFS BRiR L ~ G 2EIMEB LB EEEILD testdir M TESTDIR ° B BIRABED K
JINET o

* SMBRFIR{EA8. 3R MRENEME R} - —(ER A ERIERRE - HttBEE5K8.31E% °
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° £ SMB FHPig L « 82 EE testdir M TESTDI~1 ©

° ONTAP &1 TESTDI~1 A& mE B iR B it o

FERRERT « G ATERISERHFERMSE (SYM) ERNHABER « (£/A8 3RMRIEEHL AR

3 o

[ ~ 41R SMB AR IREEIHEEE test. txt > SMB M NFS AR IR S EREAMETA text . txt o R
i@ ~ R SMB EAEHRESEIL Test. txt » FAFHERZRE » BRHI SMB BR iR » ZHEERE
1E ° W1 NFS EAEHREUBRIVER Testtxt'NFS fl SMB AR & UFRS B MERZHE ~ MTFATR

* ENFS ARIn L ~ S EEIMEERELBEEREIA » test. txt M Test. txt » ARXHFBED KN
=

* SMBAFPIRFEAS.ILBHRENEMEIER - —(EIEREEMERLT - HERZI5/K8.31EH °
° £ SMB AP L ~ 82 EEF test.txt M TEST~1.TXT ©

° ONTAP &3 TEST~1.TXT iR LB ENiEMEEEE o

@ iR EE EAvserver CIFSFITEFER S BB RIEM T TTHE « BEEEREDA/NBHWindows
EHEHHEDANE o
T HEU{aIE I ONTAP SMB 12X BizatE

EEAAESMBAF IRFER B ERH ~ FAIEINZ I M ERER B 5% | [RiA
Ry RTEH8. 3B TVRIRTE - ONTAP

HIERNEHRLEEB/\EF TR =AF TRERMRE (18%) - ONTAP BIZEES INAE « MITFh
M .

* MNRLEEENEFTT ~ A EFRBIERSN B BR A7 NMEFTT
c EEEERZIERLBRRN—EXZEH#HFT R—IhH) - ELELBEREEEFTEEE — o
MRAAE REU ERELRBMERTIERE - MERL—(ERRIRREERRIME—FE o
* MREEER - AgRRIELEEAS=EFT -
FIEn ~ N NFS B R IRIEI A ABIEZE specifications.html > B ONTAP ZiIH 8.3 tiRNIERLTEA
specif~1.htm o YNRILZFBELTEE « ONTAP BITEIER L BEERFEARRERARSE o FIE0 ~ 1R NFS BRE

IRt ERT S —ERAESR specifications new.html"’ B 8.3 &K specifications new.html
& specif~2.htme°

T % ONTAP SMB Z1ic4H1EZE - B qtree & 78

W2 IRANTTHERIUTF-84RES R MRS ~ BB RERESEAZESTE (BMP) LS
ZA—IEEB) F roRIAER « BErIEHARATE - ONTAPTERHEARAF « EEMRFIUEIER
L EFEGEIRIEPIERRER

EERIA 4 {iyc4E UTF-8 ARPELTBRYS IR ~ BIfERRRY utf8mb4 SESUHE vserver Ml volume SRS RS o
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BT ER—EA N EILFAIVolume :

o Hlrhzre

REBE -language B | volume create -language utf8mb4 {..}

* #7K Volume -language SVM FIRY3EEIE ~ IEETEE SHEHEIBER T BN | vserver [create|modify]
-language utf8mb4 {..} “volume create {..}

* 7 ONTAP 9.6 RERRRZAF « B HERIRER Volume MALIE utf8Bmb4d ; IRABEILFTAY utf8mb4 Fisk
W& ~ AR FERRPIREEART BEREER -

A AR SVMELEIS utf8mb4 37 4% ~ (BIRAHERE (1R E HIRIGEE S U5 -

MRIEFEFRRIZ ONTAP 9.7P1 BUEThRZS ~ ERTLUEB SR ERIEDL utfBmbd RIRAHIEE - NFBFHEE
# ~ F2HE "EE I UTE ONTAP I BEE Volume 585 7" ©

* £ ONTAP 9.8 B8 ~ &R LAfER [-language <Language code>] % Volume sBS1¢ *.UTF-8 E#E A
utf8mb4 FI BB o HEETE Volume BIEES ~ FRHIAR "NetAppziE" o

()  EsTBERMITAR-8FTEHLUNGTE -

* FEWindowsiERAMEAREN T « BESEA16MITHIR—IFEHIER (UTF-16) RERTMH—IEFTE
K~ EERSTTHR— BT (UTF-8) HINFSIERARPRARFE—IEFTER -

EBITIRA S T ARASAIRRZAS A ~ Windows A B imFrEII %8 (B1EUTF-168EhF ) SIEMEERGH
fiwindows A B i « BEAZ IEREZABANRNFSHEHRAIUTF-8 - ONTAPEHM « EEIINFSHB RS
HMESAUTF-8ARF T » I A EREEABEANRWindows B R IRRIUTF-16 ©

* BIGEHITONTAP B2 AMEENHRF THRMA LEITIERBERFONTAP « NEZERRATE « WELIE
RMHIE R EEER ©

ARB RIS « FEERLEPERERBMPF T « BREBMITFIT « HFARONTAP ERRASE (SHEH
hR7S) o

TEONTAP IhEERIFALA « qtreeaTBHR AFFERR—IBF T ©

* EAILAEH volume gtree MR ARTIRAAEBIBERENKRERIEN gtree 2TFF ©
* qree B FBOI U B LM TAENA—BERINF T ~ FIMBEXFHXFTT °
* ERRAARFZEARAP ~ EXREABMPF T (MFLE R UUAIE(I TR TIFIT) ONTAP ©
EZITRRZ ATIRIRRZSH ~ qtree X EIEE IR AU E Zqtree I FBER—IBEFTHIB 3%
@ 78 c ONTAP © volume show BXHIEERSE UTF-8 BESREHR - MY BIERERELES
8 o i ~ MR VolumerEE AR BUTF-8:ESREZ— ~ HIEEAHBENFSERABRET
R FLEES o
* 195K FEHARAT « tNRqtreefii i EXAutf8mb4fIVolumed ~ BllgtreeaiBh X #2411 TTARF TT ©
AR E FHY ONTAP SMB 18X 488 E Friest
NFSHBPImeI I IEZELTE « EHRaSEHSMBA P mMELLEWindowsERIE T EM Y F
7C © ISR LR BTG & _ R ABEEN T THIE « :ZZSMBR R IREHEEINFSETE ~ &
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B~ MREANFSHRPIRRIUMNIERREESSMBARIREMIERZLBHNF T - KRAIUERREMNFSFIT
BRI SMBH F L Windows FE A2 LRI AU — B F TTRIEIFE o AL ~ HEThAESK I CATIA MCAD#Mathatica
FERRER « URAEMABIFROEARER -

EEI AR Volumes& E F T FE o
TEHR & R E FuHfERT  WAJHERC THIEIE ¢
* FRHETEERERXE -
1T JRRRRE R E BB G Volume Y F T FE ©

* CEFEE AR R mENEIEAF Thunicode F TR B E A G HIREERRBTNF T  [RIGEETY
ERVHIE o

B0 ~ MREERB—EDIE (1) HEZEFE (1) -~ BEXLBPERERETS () ~ EHEFR
%% Ta-by BIREZENWindows R In SR HEREEENFSHEIE lab) (MIEFAEGER) o

s ERFITHEZE C MRHENESEXBIWindowsZFIT ~ ONTAP BIHIZEE AWindows 8.3184 ©

* TEFPolicyi®40 « NASTEIZECitf I Z 2 BN E S « FEETHENERELRE -

* EIIDPEEEIAYSnapMirrorB{ARF ~ RIBHEENF o HERZES 2 Bt DPHIEE o

* BAKXNE | ARHEENWindows BB G ZINFSHHE « FILRBNEHTEENFSER - EEIENFSEH
EAKRNE - ERNFIEELANEAZARFMEWindowsNE& D K/NERTA ° BE28.3%BEA A
B~ MEREDKR/NE °

* MOHEHHE  TRLBHEENTERIIE ( Tdin ) WARKZE - SREFMEERUNICODERE
B A AWindows B E ° SIRZLEHNAEERFIT - WindowsHIRBEN (FIMERES 1 HER
)~ BIE{EEI8. 3R EmMIFEATE

1. REFTTHAE © +

vserver cifs character-mapping create -vserver vserver name -volume volume name
-mapping mapping text, ..*t

HEGSU 1 DRHRRERFTEHBE - BEFREUT/NEURFEARNR—EFIT o g : 3¢
:E03C o+

BEENF—EE mapping_text UERDIRNVECHZEEEZEZ NFS FohI+7 E(UfE - FEER SMB
fEFRY Unicode f - HERCH AR/ (—H—HEEZEFE) -
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(FAEFER&EE) FRBZEFIT © u+E0000...U+F8FF

THeh S SEHTZERILES (SVM) VS1LE - 5224 TdATA] MEEEEILFTHE .

clusterl::> vserver cifs character-mapping create -volume data -mapping

3c:el7c,3e:£17d,2a:£745

clusterl::> vserver cifs character-mapping show

HERIE

Volume Name

Character Mapping

3c:elVc, 3e:fl7d, 2a:£745
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R LR ~ 1Bk ~ BB RIS - SifiFRFlexVol TR REMAMN IR SMBIE R4 TBEE
HUEEF TTHIE « REEFTHE -

MRECEE... fERALERL...

FERVE eSS vserver cifs character-mapping create
BT ER T o HERMEREE vserver cifs character-mapping show
BOEREMNIERF THE vserver cifs character-mapping modify
MpRIEZRF o EH & vserver cifs character-mapping delete

MES 2 EERONTAP E:%40 "vserver cifs character-mapping &3l > F52E] o

TERAE
FoEE LR ATEEIRR = TTBRGY
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