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Assass physical storage requirements.

Assess netwarking reguiremeants.

Decide where to provizion new storage capacity.

Gather configuration values, complete the worksheet.
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1. BEMIRAAggregate FHIA A2/ | storage aggregate show

MRESRARHANER » FELFRTEHERME -

cluster::> storage aggregate show

Aggregate Size Available Used$% State #Vols ©Nodes RAID Status
aggr 0 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr_ 1 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 2 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_ 3 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_ 4 239.0GB 238.9GB 95% online 5 node3 raid dp,
normal
aggr 5 239.0GB 239.0GB 95% online 4 noded4 raid dp,
normal

6 entries were displayed.
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clusterl::> vserver show -vserver vsl.example.com
Vserver: vsl.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root vsl
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: ntfs
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs, fcp, iscsi, ndmp
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA

i ONTAP 9.13.1 Fi%A » ISR LAsR E BB QoS [RAIEBHAHEEAS - H%J&%IE%‘FBEEH%%E SVM HRHJ
(D) HHE - CRAERRY SV 2BERIRD - EERARBIES » 5202 HEL R
AHEBZ o

HEs2 ONTAP SVM 2B SMB E#it7E
7£ SVM LEREMEER SMB Z A ~ 8 BFciEsR E RV EHE o

FAREETLE
BEERT SVM REHETM « ENREEREHERBBEAGE « LT IHRERIMMNUEA vserver

add—protocolsnnv °
()  —BmILF - CREAERERBRERGE -

eI UERER SVM EREBEIRE vserver remove-protocols BR% ©

1. ESVMBRTRBAMERNE@IGE - vserver show -vserver vserver name -protocols
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T AT LU vserver show-protocols AAREREEFFIA SVM EBAIRBRERRERGS
2. MAKE « FRATEREHIGE

° HERIA SMB E8HE . vserver add-protocols -vserver vserver name -protocols
cifs

o BEEEHENIFIE ¢ vserver remove-protocols -vserver vserver name -protocols
protocol name[,protocol name, ...]

3. MR ERBNERAMNEHIFESIEMER | vserver show -vserver vserver name -protocols

&)
T BTRAVSINSVMEERANER (REFHNAR) HNERHE

vsl::> vserver show -vserver vsl.example.com -protocols
Vserver Allowed Protocols Disallowed Protocols

vsl.example.com cifs nfs, fcp, iscsi, ndmp

TEr <L FIEBHILRIFE SMB cifs %% VS1 #Y SVM LERAEMBESE -

vsl::> vserver add-protocols -vserver vsl.example.com -protocols cifs

BEEX ONTAP SVM iR Volume HJ SMB F& 1 [ H

SVM 1R Volume RYTESREELHRAIMN AR Z—IRRE « UAFFFRE AR mER SMB FETF
B - MNRRBEEERA « Fi8 SMB AR inEl G HIEMEEFE SVM K EHERE -

BAREETLE

BIMEISVMET « §BEASVMEIRVolume 2 I FEREHRA] BATER) - CoASATERENRIEILI—
HZERA ~ AR IR SEFISVM ERER]

T FEZ ST PR SMBFEUES R E TR E HRAI PR - ZBBRILER IR &EHqtreeRI BFTEEHRA] ~ LAPRE
1E 5 AR & R TFEX ©

HER
1. MNREFEAREHSVM ~ (AR ETERBIRVolumeEEHREA © vserver export-policy rule show

BB EEUTIIAR
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cluster::> vserver export-policy rule show -vserver vsl.example.com
-policyname default -instance

Vserver: vsl.example.com
Policy Name: default
Rule Index: 1
Access Protocol: cifs
Client Match Hostname, IP Address, Netgroup, or Domain: 0.0.0.0/0
RO Access Rule: any
RW Access Rule: any
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: any
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

MBAEERHFRIRFIREIRR ~ UL TRENSS SR © MIRIEH - ST — o

2. BITSVMIBHHEERIFE EFRAI ¢ vserver export-policy rule create -vserver
vserver name -policyname default -ruleindex 1 -protocol cifs -clientmatch
0.0.0.0/0 -rorule any -rwrule any —-superuser any

3. [FAEREIRAIEN vserver export-policy rule show Bi% ©

R
{F17] SMB A B IRIRTEER AT LATEEY SVM £ ITAY4F(] Volume % gtree ©

7237 ONTAP SMB 4%

LIF 2 A BRC S B R B IR AR BB AV IPLAE - IR ITTH LR « LIFFJSEEREREER
FEREREERE « IREEFRNEIRERIR « EMEREEIREH -

ez Al
* B EREERRERBNARESEE up & - 52 EERONTAP B up Bifl » F2H °
* MREFTEER FRRREREELIFNIPUAMAEARESE « MZFRRLERERERT

FHRRESBNE—F3IEFHEBRNIPAIMER - Ef2FERZEIL network subnet create Bp% ©
WM"IES 2 EE R ONTAP"E:¥40 "network subnet create &3l » :52E] ©

* IEELIFRRIZZ RERTANHI B EE - HMEEAREMREANIRE « LIFEERAGRIEEHEENRE
87 - ONTAPHEONTAP SfeRa4s ~ I£8n FEERRBRAIRIEERENRERE -
RAREELIE
* SR LIE R — B4R IR _ERIFFEEILIPVARIIPYG LIF ©
* MRBEFERENE ~ MOl UFAREFERE LZIRM LIF B2 network interface capacity

show A<M LIF BE ~ n]EBFHESEER L. network interface capacity details show
e (GERERER) -
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MN5S2ZEEONTAP "E¥4A "network interface &3l » 52/ -

* EONTAP NetApp 9.7F%5 ~ MRBEFARPHISVMEFEEMLIF « TR AEEIEELIFIVEERIR - £

ERNEREETD - R RS BFTEIEEN TR DEEBERE « (IRER—EFERPRERNEM
LIF - ONTAP

1.
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EIILIF :

network interface create -vserver vserver name -1if 1if name -role data -data
-protocol cifs -home-node node name -home-port port name {-address IP address
-netmask IP_ address | -subnet-name subnet name} -firewall-policy data -auto
-revert {true]|false}

) %9.50R K EFRRAS* ONTAP

‘network interface create -vserver vserver_name -lif lif_name -role data -data-protocol cifs -home-node
node_name -home-port port_name {-address IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

hR759.6 % E#hk4s ONTAP

‘network interface create -vserver vserver_name -lif lif_name -service-policy service_policy name -home
-node node_name -home-port port_name {-address IP_address -netmask /P_address

-subnet-name subnet_name} -firewall-policy data -auto-revert {true

false}’

° o —role EFIRFEEREIEI LIF BAEESE (£ ONTAP 9.6 FA%R) °

° o —data-protocol FHARIFERAEI LIF RFAREELRE (1t ONTAP 9.6 Bi#R) o f£F ONTAP 9.5
HEPHRASEF -data-protocol MZETEEIL LIF FFHEE2H ~ MBXBEEHRBIEN « A REHBRER
BIEMLIF °

° ~home-node & LIF fE3R[EIFHEREIFVEIRS network interface revert SRR ETELIF LT ©
B AT LIF BB REZERBENRRE FMEMEERFIR —-auto-revert EIH 0

° ~home-port Z LIF EFRHEOIA SRS o BERE IR network interface revert SRR E1ELIFLEH
1Te°

° g;—él—}(ﬁﬁﬁ?ﬁi IP fiifit ~address # -netmask HEERIAERREFHERRIEITHEC -subnet name

° EAFHRERIEAIPABAERIESRE « MR FHEREEAREES  AIEAXFHEBREILFE - 8
B E R TER IR EHFTE ESVM ©

° MNRIEFENERIPAINE (RERFAR) - BIERRIPFHER B B P Ims A IES256F « AJsERE
ERERERTERIRE o TREABERE network route create’ WL SVM AMIERERAIES S :é?
EIONTAP" o
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o FWAM -firewall-policy #IE « BFAERERTERIE data %A LIF B o
MRFE - EIUHB B HIE BT NAGRE] o

(D %ONTAP SHk 939.10. 15384 ~ BAAHEIRERI B ~ W SE2 HLIFARFERERBERMT o tNEFAE
M~ BB "B E|ifsBY R N AG R R o

° -auto-revert FIFEIEIEEEN LIF REERE) - EEENERTCETNETERERSF L TEHE
[REHTHIR - ERRES false BEAIUWEHRES false FIRFEFHERERRAME o

2. EEEVULIFEIJEEIDL_L

network interface show

3. FEREREMIPAIL AT EAR

ST . fEF...

IPVA{iIiE network ping

IPv6{iit network ping6
#41

THGLSEEIL LIF MfERISE IP (IUFABERIESE -address M -netmask B8 :

network interface create -vserver vsl.example.com -1if datalifl -role data
-data-protocol cifs -home-node node-4 -home-port elc -address 192.0.2.145
-netmask 255.255.255.0 -firewall-policy data -auto-revert true

TS LEREIULIF « MRIEEN FHEEE (%%client1_sub) IEIKIPHIALAIMEERES(E

network interface create -vserver vs3.example.com -1if datalif3 -role data
-data-protocol cifs -home-node node-3 -home-port elc -subnet-name
clientl sub -firewall-policy data -auto-revert true

T LB ERE1HNFAELIF « BRI E BB REEHIIMERTEAFERIPvAiit - MERMEEH4B)RE SRS
AIPvefiilt :
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network interface show

Vserver

Home

Logical
Interface

Status

Network
Admin/Oper Address/Mask

Current
Node

Current Is
Port

cluster-1

true

node-1

true

true

true

node-2

true

true

true
vsl.example.

true
vs3.example.

true

true

cluster mgmt up/up

clusl

clus?2

mgmtl

clusl

clus?2

mgmt 1

com
datalifl

com
datalif3

datalif4

up/up

up/up

up/up

up/up

up/up

up/up

up/down

up/up

up/up

5 entries were displayed.

192.0.

192.0.

192.0

192.0.

192.0.

192.0.

192.0.

192.0.

192.0.

2001::

2.3/24

2.12/24

.2.13/24

2.68/24

2.14/24

2.15/24

2.69/24

2.145/30

2.146/30

2/64

node-1

node-1

node-1

node-1

node-2

node-2

node-2

node-1

node-2

node-2

T3 BERUAIR I FSTRAEH) NAS Bk} LIF default-data-files ARFSRE!

ela

ela

eOb

ela

ela

e0b

ela

elc

elc

elc

network interface create -vserver vsl -1lif 1if2 -home-node node2 -homeport

e0d -service-policy default-data-files -subnet-name ipspacel

HERAE
* "HE&ping"
* "R TEEE"
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EXF3 DNS LU1T ONTAP SMB 1442 f8ET

&l LA{EF “vserver services name-service dns a8 1E SVM _LEXE DNS » WG EHEE
#{EFS DNS 1T A TREENT o FAIMEDNSE RS ET EATE - NS EE

ELONTAP"ZE2¥4H “vserver services name-service dns &3 » 52 o

Az Al
Ih B EEERDNSEARSSMAR HEHRTBE o

1EFEZ % E Z {EIDNSAlARES »L/(;\E_%%EE%USE ﬂﬂ%fSRinu)\ 1 DNS frlfR25% %8 > Bldp < "vserver
services name-service dns create ZHHEDS o Y1152 ZERIONTAP 5540 "vserver services name-service
dns create’ Bl ° :52E

REFEIET1E
EABMR "7 SVM LS EHIRE DNS" o

1. ZESVM_ERRFDNS © vserver services name-service dns create -vserver vserver name
-domains domain name -name-servers 1ip addresses -state enabled

T3 en LRI RASVM VS1_ERISMEBDNSTRIARES -

vserver services name-service dns create -vserver vsl.example.com
-domains example.com -name-servers 192.0.2.201,192.0.2.202 -state
enabled

(D °o vserver services name-service dns create Y15 ONTAP # RE4R LB AR
25 L EHITEHAELERS - WOIRIERAE ©

_ . , _ N
2. {FARET DNS 481548t vserver services name-service dns show A% ©

Toa < EREREETFIASVMBIDNSHHRS :

vserver services name-service dns show

Name
Vserver State Domains Servers
clusterl enabled example.com 192.0.2.201,
192.0.2.202
vsl.example.com enabled example.com 192.0.2.201,
192.0.2.202

TH &GS EERSVM VS1HEE4ADNSAERE BT -
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vserver services name-service dns show -vserver vsl.example.com
Vserver: vsl.example.com
Domains: example.com
Name Servers: 192.0.2.201, 192.0.2.202
Enable/Disable DNS: enabled
Timeout (secs): 2
Maximum Attempts: 1

3. {EFER:E L TBAMRESAAREE vserver services name-service dns check A% ©

vserver services name-service dns check -vserver vsl.example.com

Vserver Name Server Status Status Details
vsl.example.com 10.0.0.50 up Response time (msec): 2
vsl.example.com 10.0.0.51 up Response time (msec): 2

7EActive Directory48i3 1% E SMBfRI AR 23

7 SMB faliR25:2 € ONTAP BFEIARTS

7EActive DomainZEHl2sH 27 SMBEIARZS 2 A1 ~ G4 BFE(RSMB1{alRes Fi /& 4813 1Y 4815,
Pes 2R Ry EERERIAER « ER O HERER o

RAMEIET
ITFEZ R E#EE NTP BRFSLUEREL Active Directory 48IE{1HFEIRY NTP (FIARSSETEIL ©
PEITHAESEZMI9.5B9450NTAP ~ & el LU A i TBEE S AR ENTP{RIARES ©

1. (FERRERREIARTE cluster time-service ntp server create A% °

LEEEAERHEEEENER FRERBRT « B8A TG < | cluster time-service ntp

server create -server server ip address

° EEFRBEERE IR TRMEART « SR8MA TS | cluster time-service ntp server
create -server server ip address -key-id key idcluster time-service ntp
server create -server 10.10.10.1 cluster time-service ntp server create
-server 10.10.10.2

2. FEARENRRERTSE EMRE cluster time-service ntp server show 8% ©

cluster time-service ntp server show
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Server Version

10.10.10.1 auto

10.10.10.2 auto
HEREE

* "ERERFREARTS NTP"

BREIE NTP [@iRes ¥ 18555 ONTAP @i

TEHE L ST BRRVRRASSR A (SR AR B R8I E )
24 o

FASHA-1ZIRBVETEERE « PR SHERE

+
+
uk

EEEH...
RENTPEIARAS M AETTH B

RE PR TEERERINTPEIARES
R RIRANTPEIARZZHVETBER R AT LUESSERANTP

EIARES « FEHRINEFTENEIRIDREAEEE o

EHANNTPER

FERKRNMNEIEIDRENTPEARES

AENTPEIARES L5 E KRR E TR DRIEARES ©

= RHERE

(NTP) %53Hk - ONTAPNTPV3E S 1E

eIt <

cluster time-service ntp server create
-server server name

cluster time-service ntp server create
-server server ip address —key-id key id

cluster time-service ntp server modify
-server server name -key-id key id

cluster time-service ntp key create -id
shared key id -type shared key type
-value shared key value

®

cluster time-service ntp server create

HAEEEHIDATE o BIFAFINTPEAR
23 EA9ID ~ HEERFNENXEEE

-server server name -key-idkey id

cluster time-service ntp server create
-server server name —-key-idkey id

®

cluster time-service ntp server modify

T8I0 ~ FMRMELHENTPREARES £
REREIRID « F|RAEMER o

-server server name -authentication
disabled
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HERIE
* "R NTP"

7 ONTAP Active Directory 43z %217 SMB {AlfRES

RBILUER vserver cifs create f<7E SVM #1317 SMB {afkss ~ LisEHFER
Active Directory (AD ) #8333 o

FIsEZ Al

CRARREHERBISVMALIF AR E 4 55T SMBEME o Ean IR ARESEREISVM LR ERIDNSEIARES -
LR 22NN A SMB1RIAR 2R Z A FIADAB ISz B 85

EEIAEEEEMASMBEARESAIADEINFE ISR REERE « AAIUESVM LR IISMBAEARES ° B AIAE
BERBHthEBIERE -

EONTAP IHEEE#19.75818 ~ ADEIES nJ LU HtKeytabiEZRAIURI ~ 1EAIREHEEWindowstR P B Z 5
BRBEE - ERILE) URI B~ SBFENMA -keytab-uri 828 vserver cifs 8i% ©

R ER I
58 B AR EIISMB R AR

* IEEAER « SRR RN ST (FQDN) o

* FEEE =i SMBRIARAF 1% 28 1R B #1E 2 Active Directory CN=ZE &4 ©

* EETLUEIRERG SMB RARBFIEERERAMEBEN (OU) -ouiEE

* TR LUEIE M A SMBA ARSI FTIE — (B Z{ENetBioshl% (RZ20018) HILUESRARAVEE o

TR EMERFARSEMNERESEISMBMAARSS « 1% ZSMBREIARZECIERIAFARSZAILTER « RESMB
fAIAREEHINetBiosHIBIRBEH ©

MBEZHEC2ZERIONTAP B » URFERSHM e B KFMA "vserver cifs Bl > 5526 o
TEONTAP IhEER.8FMA « (RIS E 2T BRI S BVELR - ONTAP FEEMEEIEIZEH LA
-encryption-required-for-dc-connection BEIHHRES true ; THRES false o REUILEER « X
B SMb3E I E & A ONTAP-DCEAR « F%R R ASMb3ZA ZRME © ©

"B EE" B SMBRIARESAHERREIANFEE o

HER
1. ERE B E FREBEIEME SMB | system license show -package cifs

SMB 1ZHEBEMIFL " ONTAP One" ° 1R #5878 ONTAP One B ARZEEISHE « SEIH4RICHUINEMRR °
YR SMBRIARSIERA MBS « B REECIFSIZHE -

2. 7£ AD 433 HR #2131 SMB fAlfRSES . vserver cifs create -vserver vserver name -cifs-server

smb_server name -domain FQDN [-ou organizational unit] [-netbios-aliases
NetBIOS name, ...][-keytab-uri {(ftplhttp)://hostname|IP address}][-comment
text]
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DOAMBIEES « tban < PIRERR B D IERIRT R A BETTRY ©

THEnLEESE Texample.com™:1 AEIISMBEARES M'shMB_server01]

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server

smb server(0l -domain example.com

THE<LEIE 'mydomain.com™) AIHAEIISMBEIARES M'shMB_server02) ~ WifEFONTAP Keytabi#

EREZEES !

clusterl::> vserver cifs create -vserver vsl.mydomain.com -cifs-server
smb_server(2 -domain mydomain.com -keytab-uri

http://admin.mydomain.com/ontapl.keytab

3. {EFAER:E SMB {AlfR2S4HAE vserver cifs show A% ©

7EUEEEFIF « S8 EBERIESVM vs1.example.com #7472 Tsmb_server01] RISMBAEIARES ~ AN
A Texample.com™"#48ig}| o

clusterl::> vserver cifs show -vserver vsl

Vserver: vsl.example.com
CIFS Server NetBIOS Name: SMB SERVERO1
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: -

4. MNEFRE - ARMARMEHITHIZE (ONTAP 9.8 REHMARA) HINIZEEN @ vserver cifs security

modify -vserver svm name -encryption-required-for-dc-connection true
&4
T < E7E example.com 4811 FISVM vs2.example.com L E37%7% Tshmb_server02) HISMBfRIARES °

133 A 27E Mou=eng,ou=corp,d=exam,dc=exam,d=com'] R2FHEI - SMBfAIREFZ #I5/k—IENetBiosH!
2 o
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clusterl::> vserver cifs create -vserver vs2.example.com —-cifs-server
smb_server(02 -domain example.com —ou OU=eng,OU=corp -netbios-aliases
old cifs server0l

clusterl::> vserver cifs show -vserver vsl
Vserver: vsZ2.example.com
CIFS Server NetBIOS Name: SMB SERVEROZ
NetBIOS Domain/Workgroup Name: EXAMPLE
Fully Qualified Domain Name: EXAMPLE.COM
Default Site Used by LIFs Without Site Membership:
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description: -
List of NetBIOS Aliases: OLD CIFS SERVEROL

TAEh <L ERBAEMAENERE (FIHBR TASERENAKEIES) TSVM vs3.example.com_ i3
%% TsMB _server03] BISMBfaElfRES © © -domain ZFEIBIEEREFHPET SMB ERFNEMATRLE (1
DNS #BREHR35%E) © ° username EIBFSEEERIBNARAEIES o

* T4 : example.com
* (S1ERIHEIT, © trust.lab.com
s (SEEERERESTE | Administrator 1

clusterl::> vserver cifs create -vserver vs3.example.com -cifs-server

smb_server(03 -domain example.com

Username: Administratorl@trust.lab.com
Password:

# ONTAP SMB 5217 Keytab 1E28

HZIESVM 9.7FI1AONTAP ~ ONTAP fEHKeytabiEZE « BB Active Directory (AD) fRIAR
BLIESVMEREE © AD R BIEE TEY Keytab 122 « MG HIZMHA ONTAP R4 EIE
B~ MASK—mEE#MBITT (URl) vserver cifs enEEFH AD 48i5&EIT
Kerberos E&z5 o

AD BIZE A LAFATZZE Windows Server #£17 Keytab 182 ktpass % c i S EE R EERZNTEHEE EH
7o o ktpass ML ENENRATERIEREESE Keytab 18%E ; FXBFEREEREEREMEENSE -

KeytabtEZ 2 HIFEONTAP NENEESHAEFEE - AEETESFAENTRREE « HHFEMER
BNEEFFEENSBMAEEE - Fit - SEEESERAENEHEER « S3FEMIIKeytabig o

ETANNERE

* AES256-SHA1

24



* {EH#ICBC-MD5
@ %z $EDES-CBC-CRCHNZFEEY - ONTAP
+ RC4-HMAC
ES256 RN ELEE! « Y1RIEONTAP ZIBMAAT ERUE - RFEZER ©
RIS E BIETE E RIS EENEBREEKeytabiE R o NiB « RIS « RAEER—EZHSEE

5 « AAADARSFEEBNEEFERELTER « THEREKeytab EZFNEHE - HEEEESNLEER
EITEAEE - # G EKeytabfEZRKR

EITFEHEF = ESMBAARES

BRf# ONTAP L{EE¥#HRY SMB fAlfR2S4HAE

i SMB1RIAR 2852 TE 43 LIFAFAH RV A B B2 I SMBRIARES ~ AR L AN (EREMEFA
& Microsoft Active DirectoryAHisi B 2R m AL AERF ~ AT TEBF A 2 E SMBREIARSS ©

TREHEE NP RISMB AR EZIENTLMERSE « R3ZiEKerberosksg ©

EEAIEE LIFE£4HRY ONTAP SVM L£#17 SMB fAAka3

A LUE vserver cifs create AR TE SVM L#137 SMB frAlfR2s ~ WIsEEHFTEBR
T 1ER#4

FRtaZ Al
CRARREHERBISVMALIF AR E 4 ST SMBEMIE o EinRiXARESIEIREISVM LR ERIDNSAIARES

BAREETLF
TFRHERTIRISMB RIARZR A SZ4& T5ISMBIIAE
* SMB3REEHHE

* SMB3 CAtLH
* SQL over SMB

c BRIREHRER

 BIERTERE

* BHERAMIM (GPO)

* Volume SnapshotfR# (VSS)
WNEEZ “vserver cifs 15T SZERIONTAP"E » UBERMAERESEIGRER » 52[E -
SR

1. R B E FREBEIEMHE SMB | system license show -package cifs

SMB 1ZHEBEMIFL " ONTAP One" ° YR #87HE ONTAP One B AR ZEEISHE « B4R ICHIIHEMRR °
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AR SMBRIARZIEANEEE « IR EECIFSIRE o

2. ET{EB$4APIET SMB {EBRES : vserver cifs create -vserver vserver name -cifs

-server cifs server name -workgroup workgroup name [-comment text]

Ty EELIEE#4H Tworkgroup 011 HEIISMBfEIARES M'shMB_server01]

clusterl::> vserver cifs create -vserver vsl.example.com -cifs-server

SMB SERVER(01 -workgroup workgroupOl

3. {EFAER:% SMB {AlfRBS4AHAE vserver cifs show A% ©

ETYEHIT « S BEERIE T EE#4H "Tworkgroup 011 BISVM vs1.example.com I T4

7 Tshmb_server01] AISMB1aEIARES :

clusterl::> vserver cifs show -vserver vsO

Vserver: vsl.example.com

CIFS Server NetBIOS Name: SMB SERVERO1

NetBIOS Domain/Workgroup Name: workgroupOl

Fully Qualified Domain Name: -

Organizational Unit: -

Default Site Used by LIFs Without Site Membership: -
Workgroup Name: workgroupOl

Authentication Style: workgroup
CIFS Server Administrative Status: up
CIFS Server Description:
List of NetBIOS Aliases: -

TRk TE

B TIEEHERRICIFSHEIARSS ~ M BTESVM LB AR E RIEEM A A EHE o
e

"R EIE

A1 ONTAP SMB fERE RS

TR LR LA ERAENRS L,{@LLSMBL,.%H*E?’?HYSVM FErERIER o
BIISMBI{EFEERR « A ERERP ETHS

RIRERI(E
BIISVME ~ TR SR AR EREINEE o

BUAHERERPE « RIS EERERM - WISEZLRAZIRHAISVM o
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MBEEZ"IETSZERONTAP'E » URER2H M i T KAEF4E "vserver cifs users-and-groups local-
user B&fl > FH2MH ©

—t . .
1. BIUAHEERE | vserver cifs users—and-groups local-user create -vserver
vserver name -user-name user name optional parameters

THER2HFIRERER !
° —full-name
ERENEE -
° —description
A EFAERVEREA o
° —-is-account-disabled {true|false}
IEEEAERF ZRAEREH - IRKIEEL2H « AIFERARAERERSE
L EIRTEANEERENTS o
2. FARHERENERN « ABREDES

3. BREMINEILFHEE | vserver cifs users—-and-groups local-user show -vserver
vserver name

4
LUTF eI — (B FERE "Smb_serverOl\suel ~ %7 "'Shue Chang'l - EiSVM vs1.example.com#H
R

clusterl::> vserver cifs users-and-groups local-user create -vserver
vsl.example.com -user-name SMB SERVEROl\sue -full-name "Sue Chang"

Enter the password:
Confirm the password:

clusterl::> vserver cifs users—-and-groups local-user show

Vserver User Name Full Name Description
vsl SMB_SERVERO1\Administrator Built-in administrator
account
vsl SMB_SERVERO1\sue Sue Chang
371 ONTAP SMB E%4H

AU AR ~ LUEEBSMBERFEFIEISVMIERABVE R IS AT LIS IERR
HEHREHEN S HEREREERINEE
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RIRER T
BIISVMET « T G RUAB A HEEHETNAE ©

BT AREHER « WARBHEIEE R « MEVRIEEZARERIBABAISVM o LRILUERNAERZA
RIS E R AR « U LUREM IS E AREHERYER - SEAR A EF MG EE AR -

MEFEL"1ETSEERONTAP E » URAER2HMdn T RKAF4E "vserver cifs users-and-groups local-
group' &5l » sE2[

1. BT ASHEERAE | vserver cifs users-and-groups local-group create -vserver
vserver name -group-name group name

THERSHAERER !
° -description
AT EFAEAVERER o

2. FERERINEIBH4E | vserver cifs users—-and-groups local-group show -vserver
vserver name

#41
THIEEFFEILESVM VS1ABRARZASHEE4H T'Smb_server01\Engineering ]

clusterl::> vserver cifs users—-and-groups local-group create -vserver
vsl.example.com -group-name SMB SERVEROl\engineering

clusterl::> vserver cifs users-and-groups local-group show -vserver

vsl.example.com

Vserver Group Name Description
vsl.example.com BUILTIN\Administrators Built-in Administrators
group

vsl.example.com BUILTIN\Backup Operators Backup Operators group
vsl.example.com BUILTIN\Power Users Restricted administrative
privileges

vsl.example.com BUILTIN\Users All users

vsl.example.com SMB SERVEROl\engineering
vsl.example.com SMB SERVEROl\sales

SERE

TRATEHE R B TS E T4

BIRZAI ONTAP SMB E¥4BRLE B

1O LGS R B PR AN S A fE A ~ SIS KA brABIg BH4R ~ REIEAHEHEREE
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% o RSB ERFEFEPHFIUER RGN FRHFI - B EERE R i EE
BERVIERR ~ BERERA °

BAFCEIET(E

MREABHRESKERE  FEERENREEAEARIBE AN S ERMRENFEHERIER - AL
EHEPRRIRAE o

iR B AT IS EA B BN ~ W /RRESC FEIR ¢

CEEREREME E455%089_Everyon_ B%4H o
 [REAIG A BEAR I E H A4 B4R o
* BB EAE B ERTY EAMETAE - ONTAP RN ZBERESN G R8T ASID o

RAHEBHAT BB - HEEC TYIEIE ©
 EEIIEHEY_Everyon  BHAERSIRALE
* EERAHEHADTEIRE « ONTAP B4 BAESIHE AL B IR TBARIT A —ESID °

1. FG R S ERHESBHERBIRRE -

o6 = . .
° MMERLE | vserver cifs users-and-groups local-group add-members -vserver
vserver name -—-group-name group name -member-names namel[, ...]

TRILEE BTG I E M EHEN S ERE  BEERE REEENLERDIRIVEE

= . .
° BFRE | vserver cifs users-and-groups local-group remove-members -vserver
vserver name -group-name group name -member-names namel[, ...]

TWRILEE B IE E A EFE PR IRII AR EARE ~ I A& S EHERI LUZ SR D IRAYBE -

el

LU 5 At EAZE "Smb_server01\suel F#iEZESVM vs1.example.com_tByzsi#Es
#H 'Smb_server01\Engineering] :

clusterl::> vserver cifs users—-and-groups local-group add-members -vserver
vsl.example.com -group-name SMB SERVEROl\engineering -member-names
SMB_SERVERO1\sue

MU T EEfIg A1 fERZE "MB_serverO1\sue) 1 MMB_server01\James) #£SVM vs1.example.com_ERyZsi4Es
42 ""MB_serverO1\Engineering] H#8i% :

clusterl::> vserver cifs users—and-groups local-group remove-members
-vserver vsl.example.com —-group-name SMB_SERVER\engineering -member—-names
SMB_ SERVER\sue, SMB_ SERVER\james
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ES5RUFERY ONTAP SMB ks

TRRIRRAS SZ IR AV RR ASEUR T TR e R FE P LE SMBRR AR ~ LA ER AR 5 i A 48 50 122 il 83 422
4% o ONTAP{EEZ B SMB R A B E S & (IR FRFAFR YA R ImANZHAE o

FAREETLF

EEHA RIS SUELR « (REZRTSERNESMB 2.0f1FHiRAE - ERNL2EE - (REZB G EHASMB
1.0 ~ NREEHETIRIBEFRAREESMB 1.0 ~ BIFEZEHESMB 1.0 ©

TETHAEEHTO.3RAIAONTAP ~ ETEMAISVM ETERAIFFA ©

@ R -smbl-enabled-for-dc-connections %4y false [M -smbl-enabled 58745 true ?
ONTAP $E48 SMB 1.0 B4 AR s » BEEEIZZEA SMB 1.0 EEMAERES

"N EEEE BB IRRISMBIRATAERVEEE R o
1. PR B AR AR A PR

set -privilege advanced

2. FESTRRFAMPLE SMB hR7S

vserver cifs options show
ISR AM M HEENBE « 1R A P inEARRISMBRRZS ~ (IR EEEADARIE 52 E SMBEIARES « MU#EITAD
AR AR o

3. R EERATNEAARIRESNSMBERIRE :
° ZEENA SMB R4S :

vserver cifs options modify -vserver <vserver name> -<smb version>
true

HIPIREE smb version :

" -smbl-enabled
" -smb2-enabled
" -smb3-enabled
* -smb3l-enabled

TFIEE<L R 7E SVM vs1.example.com EEYH SMB 3.1 : clusterl::*> vserver cifs
options modify -vserver vsl.example.com -smb3l-enabled true
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° HE(FH SMB R :

vserver cifs options modify -vserver <vserver name> -<smb version>

false

4. YNERSMBTRIARESIFActive Directory48igi A ~ :E1REE BB T {Z B SMBEE 7 E LA TDCELR !
° ZERIA SMB R :

vserver cifs security modify -vserver <vserver name> -smb2-enabled

-for-dc-connections true

° ZHE(ZH SMB R :

vserver cifs security modify -vserver <vserver name> -smb2Z-enabled

-for-dc-connections false

5. REIEIEHEMRE4R

set -privilege admin

¥FE DNS {afik25 LAY ONTAP SMB {GlAkk2s

EuA B RIDNSARS L AR —EEE - iFSMBfEAREE BB {EINetBiosHBISMEFILIF
B9IPHIAE ~ LAfEWindows E A& R LB 1 FE E SMBTRIAR 23 48

BaYA 2 Al

1SR 1 S DNSRRS M SR EVE - MRLNLA BBFIE - BIX A RONSEREYITILTIF o
RIS TE

IR ERISMBIRIIRES 2B HINetBiosHI 4 « BRYFASERIREIDNSFIIRIIEAD ©

1. Z ADNSfARES °
2. aEi (A-ipitash) MR (PTL-#51RCH) HHRE - iHSMBRAMRS LEHEEEMLIFAIPAIL o
3. MRITHERIIENetBioshl% « BEILAIBIRERTE (CNAMEEF:CH) EHEE  HESERLHEZESMB
AR EFILIFEIIP{IILE o
aR
EREMAREEHEZ® « WindowsERE AT LURHEAR % 1 FE R SMBIRIARES & BB HNetBiosH 4 o
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RESMBA R infF N Z 7 H
R SMB FIF 577U ONTAP RETFR (S

A EESMBA P ImFISVM LR ZRFRME « T BRI —{EVolumeTiqtree LAUZ Hf#
a8 ABRBIUTENZBSNHAE - AREIUREHAMERER ~ A=A
i R AR RYTFEY

BAtEZ Al
* WIATE SVM E5T2RE SMB ©
* BRTBARTS AR RS M B E A B TER ©
* ¥¥Active DirectoryA333 sy T EEH AR AR 48 REAV(EfATHTIE SIECLEB AR TERK, ©

1 VolumeZgtreelEZA 25
37 ONTAP SMB Volume
AT LAEAIEIL Volume WS E HEIZRMMEMBME volume create BT ©

RAMNEETLE
HMIREXNEES REHKRE ~ ATEEAPIRFEREER o oI UERIIMERERIEER TR - NREER
IR ERFRISE EIZRE ~ B BER  #E  SVM AT PAEIEE volume mount F% ©

BRtAZ Al
* FERELHIT SMB o
* SVM Z2 N ZERZ NTFS o
* 7€ ONTAP 9.13.1 Bith > ERILUMERBENMAEENERINAEREIL Volume  HERMABESEEEH -

AL —activity-tracking-state BREA ‘on #H ‘volume create #8% “-analytics-
state ©

EEFABESEDNAEENER « 520 "BHEZAG 0" c W'IE<S2EZERONTAP "E:4H "volume
create' Bl ° :B2E

1. By BEARXGEMVolume | volume create -vserver svm _name -volume volume name
-aggregate aggregate name -size {integer[KB|MB|GB|TB|PB]} -security-style ntfs
-junction-path junction path]

AY3EE - junction-path LT E :
° ERERRBZT ~ fIM /new vol
SR AR IR E ~ WHSER HEEE S EISVMIRHRE o

c EIRBBHZT ~ fIU /existing dir/new vol
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TR RIS « WIEEREHEERAHMRE (FRAREREF) ~ UAHRTEART -

MREREEFBEIRDETHMIEE ((EHHEEE TFMERES) ~ 80 @ /new_dir/new vol ##3E ~ 7B
2178 SVM 1R Volume +EEARYHETR Volume © #£E ~ EEEM R Volume (FrEER) MR EREHEILFA
FVolume ©°

2. B FRAMENREMEIMIEE | volume show -vserver svm_name -volume volume name
-junction

gl

THEF <L ETESVM vsi.example.comfAggr1 L7 A user BUFTHAIEE © #THY Volume RJTEENYS /users ©
HAPRE K/ 4750 GB ~ HMAIREREAMREER FB) o

clusterl::> volume create -vserver vsl.example.com -volume users
-aggregate aggrl -size 750g —-junction-path /users
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl.example.com -volume users -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl.example.com usersl true /users RW volume

THELEESVMLEREI—E%% Mhomed') BIFTHLIREE : vs1.example.com"FlAggr1’EE 588 « BEk /eng/
VS1 SVM Wgs R =R ETFTE * #THY Volume BITEENS /eng/home ~ BANEBER /eng/ trRZEM © BIIRE X
A 750 GB ~ HISHEEREBNIER volume (FBER) ©

clusterl::> volume create -vserver vsl.example.com -volume home4
-aggregate aggrl -size 750g —-junction-path /eng/home
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl.example.com -volume homed4 -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl.example.com home4 true /eng/home RW volume

#2317 ONTAP SMB qtree
ISR AL gtree ZREZER « MFEARIEEHANS volume gtree create i< ©

FIdaZ Al
* SVMHEZEE Z#qtreefIVolume b B ELETFTE ©
* SVMZE2ERNBEANTFS « HSMBAERTE L HIT o
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1. j#£iIqtree | volume gtree create -vserver vserver name { -volume volume name
-gtree gtree name | -gtree-path gtree path } -security-style ntfs

&R LA Volume # gtree 18 EAERIBYS |8 ~ LR INIERE gtree BRIE5|#

/vol/volume name/ gtree name °

2. EEuu\qtreeEL,(Fﬁ SR RIS ¢ volume gqtree show -vserver vserver name { -volume
volume name -gtree gtree name | -gtree-path gtree path }

4
LUF SR —1E gtree ~ 5787 qt01 ~ It SVM vs1.example.com £ « BARXEERIE /vol/datal :

clusterl::> volume gtree create -vserver vsl.example.com —-gtree-path
/vol/datal/qt0l -security-style ntfs
[Job 1642] Job succeeded: Successful

clusterl::> volume gtree show -vserver vsl.example.com —-gtree-path
/vol/datal/qt01

Vserver Name: vsl.example.com
Volume Name: datal
Qtree Name: gtOl
Actual (Non-Junction) Qtree Path: /vol/datal/qtOl1
Security Style: ntfs
Oplock Mode: enable
Unix Permissions: —---rwxr-xr-x
Qtree Id: 2
Qtree Status: normal
Export Policy: default
Is Export Policy Inherited: true

#2171 ONTAP SMB HARHEREE S

R SMBAAE AT - MU AR AT ANSIER « REENREES o

$83I SMB HAEEIETE B K4S (A -path FHVEIE vserver cifs share create fp%) ° Hif
RS HERSIESVMin A =R 7 HIR&E S gtree IR B ER K © HAEZA - BEEREMHENRE
PRICNZETZTE ©

HARKETIIEK :

* B ERBRRAES5EF T ©
* MNRBEABHEEE « BN BREEFBHRESISET (FIS0 ~ "/new volume/mount here") o

* WNERE UNC B&1& (\\servername\sharename\filepath) HEEEFiBIE 256 @Fst (FEHE UNC
ERIEFRBIEE 11 ) ~ B Windows AB A IR * Z24 * R [REEIEFERA o
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ERWindowsF B IRRGRE ~ MIEONTAP IhEERIIRIRIRE - ARERULRIRE B /ERBIB2561EF oY
UNCERSEIIHEH

HARNBTEREFTUEE -

* FrEHANTERAIAE % oplocks ~ browsable » changenotify ' # “show-previous-
versions °

* WRAIER U HARSEHRAAS -

A s MREEEIHLAREEIEECEARNS « RS HEHETERE - IREFFERH -share-properties &
HEITHAR SN BERERIRNEE - s EEREHRANFEEARBM -

c BEIEEEBRHA ~ 5ERH homedirectory Bl o
LETHAERT R ICIRIBREGRNERE h—EEY - REHERETABERNEARE - EREEASEFERERILE

MNEEE MEFERALEFERBERRTE—HAE - UWERFRAEEADNY HAE) RETHHR
(SVM_EWBER) ZREBIREE o

() cErERITARZEREBRILNS -

FEBRHRAAFTIIEK:

* £33 SMB B A ~ [ BEFERFMEED—EF B SR vserver cifs home-directory

search-path add % °

* TR « AEIETE homedirectory L -share-properties 2WABE S sw  ( Windows {#
RELTE) HRLBPHNERE o

HARBHAIUES sd (BERHE) BREH (P sd/5w) WHZELBEFRFESS (FIW -

homel_%w) °

* MRAGEEESNFEREEHLARESGEHMERENTEER (FANEE) vserver cifs home-
directory modify #p%) * BISSHALBENNETHBEMN ERXFRTR (~) -

WM"5S2ZEFEONTAP "E¥4H “vserver cifs share B:fl » (52 o
1ERAE N

s "t/ EEIE
7237 ONTAP SMB =&

WA ESTIEIISMBH AR ~ 7 SEEASMBA P ikt FASMBEIARSIAVE KL  IIH AR « &7]
UREHXARE « AR iEEAE Bk o M UREEANREREIHAR -

FRtaZ Al
R HBZA ~ HRE S gtreedI BB IREURFENSVMEs B ZER o

BAMNEETLE
EITH AR ~ TR A ACL (FERRILAH#EIR) A Everyone / Full Control o {EAIRFREEMEERZ
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% ~ [CIEZBIRTERAVEAACL ~ NAELZ2NERSGE

1. MBENE -« FRUHLANESRBEERS -

o vserver cifs share create MY EBEPIEENEE -path HEEEITHIFAVEEIE - IIRIEED
BRISARIFE ~ Blep S FRM o

2. B BHEESVMIBRAISMBHEFE © vserver cifs share create -vserver vserver name
-share-name share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

3. MR AH&EE I . vserver cifs share show -share-name share name

Rl
THGLEE SYM EE#II%%A T HARE1 | B9 SMB A& vsl.example.com © HBE#RKES /users » 24
BEREIKNEEIL -

clusterl::> vserver cifs share create -vserver vsl.example.com -share-name
SHARE1 -path /users

clusterl::> vserver cifs share show -share-name SHAREL

Vserver Share Path Properties Comment ACL
vsl.example.com SHARE1 /users oplocks = Everyone / Full
Control

browsable

changenotify

show-previous-versions

E&z% ONTAP SMB AHE i 1ZEY

CREZEIREEABSHEEARE « UESESMBERTEIERE o (RiEZFEHASMBEIRESZEMT
1__[NetB|os?;|J%3|5/,\JniW¥HY o

1. Z AWindowsF B i

2. {EFASMBRIAREE B IBHEI TR FEX
a. 7£ Windows EREE R « U TSR HIREHBEELMAE | \\\SMB_Server Name\Share Name

gg%ﬂﬁ'%xﬁﬁlﬁ + BIDNSHERIAE A AR BRI BEMR o SO BEHERERASMBRARS LEKAIEE

R SMB R334 FE4 vs1.example.com ~ BHA%TEA share1 ~ BIFEHATHIAR © \

\vs0.example.com\SHAREL
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b. FEXTERIAIMEERYE b ~ EIAIEIER  REMIBRZIEE -
CEEASMBfRAREREEREHBHNR ATIE

3. ¥{{EfaINetBiosH| R EE L ER2 o

#231L ONTAP SMB HAFEUEFIFE

BISMBHEBEMNFEUEHIFE (ACL) R EHEBRER « nlBTEGEREMEFEE S
B SRR -

FtaZ Al

CBREER FHLEFRAE R ETNZERAENRER °

RAMEETLE

1&a] LU B A B S At Windows fSE A & S BF 4AH L FB 2R E H B 4RACL o

JEIFT ACL Z A1 ~ IGFEZMIBRTERRAIH A ACL Everyone / Full Control ’ EEHRKEZEEM o

EITERHERINR « KRR T8 ESMBRIARES 478 o

1. MIBRTERAIER ACL : vserver cifs share access-control delete -vserver
vserver name -share share name -user-or-group everyone

2. RTEFACL :

MREREEFEA.. KR EACL BAMGL...
Windows{ER& vserver cifs share access-control

create -vserver vserver name -share
share name -user-group-type windows
-user-or-group

Windows domain name\\user name
-permission access right

Windows®$4H vserver cifs share access-control
create -vserver vserver name -share
share name -user—-group-type windows
-user-or-group Windows group name
-permission access right

3. FHEFEREHLANACL @G 1EM vserver cifs share access-control show B85 ©
#if

T56p <R change TEHEBEBKI Windows E#4H7E T vs1.example.com"SVM: | tH TEHE | HAEME
PR
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clusterl::> vserver cifs share access-control create -vserver
vsl.example.com -share sales -user-or-group "Sales Team" -permission

Change

clusterl::> vserver cifs share access-control show

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl.example.com c$ BUILTIN\Administrators windows
Full Control
vsl.example.com sales DOMAIN\"Sales Team" windows Change

TG LEIRM change AFFARIEWIndowsE dH%A TEEER M rull _Control ZSH4 Windows &
7£ T'VS1'SVM | ER T datavol5 | #F&RY  Shue Chang 1 #[R :

clusterl::> vserver cifs share access-control create -vserver vsl -share
datavol5 -user-group-type windows -user-or-group "Tiger Team" -permission
Change

clusterl::> vserver cifs share access-control create -vserver vsl -share
datavolb -user—-group-type windows -user-or-group "Sue Chang" -permission

Full Control

clusterl::> vserver cifs share access-control show -vserver vsl

Share User/Group User/Group Access
Vserver Name Name Type
Permission
vsl es BUILTIN\Administrators windows
Full Control
vsl datavolb DOMAIN\"Tiger Team" windows Change
vsl datavolh DOMAIN\"Sue Chang" windows

Full Control

7£ ONTAP SMB A2 E NTFS 1EZHER
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