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EFBAggregate/B 4RI RIAggregatef®Z NAE Aggregate (R NetApp Aggregate Encryption) ° NAE
Aggregate PRV A HAREE ZB4 B FANAESINVENNZEITINE, o FAggregateB4RNNZE ~ f&1EAggregate R iE
IR E TER EEFANAENZETINE © el A ERTERE ~ cRANVEMZE °

NAE Aggregate Rz IRAI X FHEFREE o

FRtaZ Al
T ARREEES A BERITIET(E -

1. BxAAE{EAAggregate B4RINZ :

3 ALt <

fEFHONTAP NetApp 9.75 EFTHR 452 storage aggregate create -aggregate

IZNAE Aggregate aggregate name -node node name

fEFBONTAP NetApp 9.6ZEIZNAE storage aggregate create -aggregate

Aggregate aggregate name -node node name -encrypt-with

-—aggr-key true

1 IENAE Aggregate A ZNAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
—aggr—-key true
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ENAE AggregateE2 A IENAE storage aggregate modify -aggregate
Aggregate aggregate name -node node name -encrypt-with
-aggr-key false

s¥40 T AR “storage aggregate modify TE"{E S 2 Z EEIONTAP" o
THer < AI{E LR AR BRI aggrl :

° BHfHRZAS © ONTAP

clusterl::> storage aggregate create -aggregate aggrl

o EHRRZS : ONTAP

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—aggr-key true

WMES 2 EERONTAP %40 "storage aggregate create Eifl » FHXE] o
2. EERE R AggregatelEI TN :
storage aggregate show -fields encrypt-with-aggr-key

Toar S EEEE R FEUIRERE agorl ERUAME :

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0 vsim4 false
aggrl true

2 entries were displayed.

WM"5S 2E ERONTAP E¥4H “storage aggregate show &l » s526] ©
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BB LUER volume create EHHEE FRIBAMBNGS ©
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* YNRONTAP B ~ sAIWEZRAVRIRED.4FH9R cc-mode REOnboard Key ManagerBs ~ &P LAfE FA 2 32 A9

IR& volume create EmCERELIETE  mLEH T EENMNE —-encrypt true®°

* EEIHRRABIRRA A ~ EABERAONTAP —encrypt true £l volume create BRBANMEN®GS (FilEeE
f&KRERF cc-mode) ©

* MNREIEETEONTAP 32114E9.6HEIZINAE Volume ~ Bl 4AZBTEAggregateBAREXFANAE o s5 201 FHVER
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1. RIHHERE « W35 RTEMRE LERE o« MEHFHIEIHNAE Aggregaterh « BIIRIETAR - 2
B ENAERILE :

AERILL.. fERLta<...
NAE Volume volume create -vserver SVM name -volume volume name

-aggregate aggregate name

NVE Volume volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt true

EARZENAERERT ~ FRAZERNRAEZONTAP —encrypt

@ true IEEEEANVEMZHIEE - FEUNAEE SRR Volume
BIRRZSHRONTAP ~ -encrypt true BULTERRHINAENNZ LR
B~ A EEIINVE Volume ©

43 FVolume volume create -vserver SVM name —-volume volume name
-aggregate aggregate name -encrypt false

WM"IES 2 ZERONTAP"E:¥40 "volume create’ Bl » 552/
2. I E BB EETNE

volume show -is-encrypted true
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WMN"IES 2 ZERONTAP "E:¥40 "volume show Bl » 552 o
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1TIHEONTAPHAEE B NAE T NVE

eI LUER volume move start Bf volume encryption conversion start {1t
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RIRERI(E

XBI LAEFS “volume encryption conversion start 85 9 BII [Rith) EUARIRAHIEE&NMNE - MERESUREER
BIEHMAIE o HE > WA LUER volume move start' 8% ©

£ Volume Encryption Conversion startip < ~ TEIRGHEE ERABINS

&R LAEA “volume encryption conversion start s < 2RENFIRBHAEER TRiith) 1% > MESRHIEERE
IHEHMAIE o

ECBIREIREE 2 1B ~ WASERILEZE - MREEEXEARIEEIZMEERIRE » TJUHIT volume encryption

conversion pause GEEEMTL » LUK volume encryption conversion resume fn<UIRIENE

F -
E

@ fREE#FF volume encryption conversion start ¥ SnaplLock Volume ©

1. EIRBHIFE ERAAME :

volume encryption conversion start -vserver SVM name -volume volume name
M54 2EE R ONTAP &40 "volume encryption conversion start B2 » 520 o

Ter < BRI AMRE ERUBMNE voll -

clusterl::> volume encryption conversion start -vserver vsl -volume voll

AMEAHIRERIMNE TR - HIFE FRVERENE -
2. HESDEIEREAVIRAE
volume encryption conversion show
M54 2EEEONTAP EE#4H "volume encryption conversion show &3l » s520] ©

Tolen L ERREHERATRE
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clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

3. EERETEME  SAMESIHAERE E RN INETHEE
volume show -is-encrypted true
M"I5<2EZERIONTAP " EF4H "volume show BE&fl » 52 H ©

TG LERERENINZHAEE clusterl :

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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RIFEIET(E
* 1 ONTAP 9.8 B8 ~ &R LAER volume move start 7E Snaplock % FlexGroup FRE&E BRI o
* £ ONTAP 9.4 s - NRTERTEANESHEEREREA cciZX1 ~ MEFEREILEEE volume

move start L EEHBNE o BFAFEEISTE -encrypt-destination true°

* 'ONTAP IHEEEQ.6FHA ~ & rI LUfEFAggregate B ARFVINZEINGE ~ BEE @IS R4S AN S HIAggregate ~ LU
BHEE T o ERM—BNEMHIEEEA NVE Volumes (EFSEER NetApp Volume Encryption
) ° {EHAggregate B4k &5 INZEHIVolumefEA_NAE Volume (FEA R NetApp Aggregate Encryption
) ° NAEEESRAZIRMX FHIRE o

* £ ONTAP 9.14.1 F%E ~ AT LAER NVE 1% SVM 1R Volume ° WNEREFAE ~ 552/ £ SVM IRIZIEE
L& NetApp Volume Encryption °

ez Al
T AREEEESAENTITIF - ARREEESERRERIISVMEES -

"ZIREFR A EITVolume Moveds $"
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1. BBIRNAHIRE - WiISEBSTHIRE ERUAME :

aEE fERLtE<
NVE VolumeRV4EX FHIREE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination true

NAEMZIRERINVES MM FHFEE volume move start -vserver SVM name -volume

(=5 EE’Ji&EE&FHAggregate}ﬁ,.& volume name -destination-aggregate aggregate name
=) -encrypt-with-aggr-key true

NAE VolumeZNVE Volume volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-—encrypt-with-aggr-key false

NAEWLIR & EAI FHEFRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

TENVERIRE TS E X FHRE volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-destination false

WMN"IES 2 EERONTAP "EF4H "volume move start Bl > 52 o

T @ERA RN FHIRE voll E NVE Volume :

R

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

&% BBVt _E B RN F Aggregate BARINZE ~ T3 a < GEHA AN NVE A FHFREE voll E NAE

Volume .

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-with-aggr-key true

T5ep & &L A NAE Volume vol2 & NVE Volume

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false
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THer < EERAAM NAE Volume vol2 EMAINFHIRE !

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-—aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false

Tosh S G AR NVE Volume vol2 BN FHIIERE :

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false

2. ipRBEWIRENNZLER
volume show -fields encryption-type none|volume|aggregate
° encryption-type fIRI7E ONTAP 9.6 K E#hRAHENTF ©
"5SS EERIONTAP &R&F4H "volume show Bl » 552 o

T GRTRPREIEENEZLEE cluster2 !

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. MR E R AR @ EITINE ¢
volume show -is-encrypted true
M52 2 EERIONTAP " EE4H "volume show Eifl » 2R o

THer L BB ENMEHIRE cluster? !

cluster2::> volume show -is—-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%

+
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NREEER KMIP RIARESREFEIRAAIMNZE E38 - ONTAP SEEMEBHIE &R S INE SR XEmARSS o

7EONTAP SVM #RHHEE _FEE NVE

%€ ONTAP 9.14.1 B8 ~ &8I UERHFE VM (SVM ) 1REERREE _ERYFE NetApp Volume
Encryption (NVE) ©#&Ei8 NVE - iREIEE SFERAM—IEETNS - LUES SVM A
Z2M% o

BIRETE T IE

OBFEEI SYM 2% ~ A BE7E SVM 1R Volume _EEXFE NVE °

a2 Al
* SVM R & RSN ER NetApp Aggregate Encryption ( NAE ) INZ2RY Aggregate E o
* & JBEBUA Onboard Key Manager S9N & iR B IRI2 T AIINGS o
* EAEHAT ONTAP 9.14.1 EERTARA ©

s HEEREESEA NVE TIZMR Volume B9 SVM ~ IBABEIERBETHE - #& SVM 1R Volume BEHAA4E
F Volume ~ AR EHFNZE SVM 1R Volume o

° YN SVM BEMN B ESEEER NAE ~ BIRMIEETER A NAE o
* N8 SVM BEH SVM SKERIERIIA ¢

° #3584 SVM EHIINZREAZEBE B A o IREEFRIFD BRI _ERUA NVE ~ BIABEIEIRSTEY
SVM 18 Volume E{EREZAE NVE ©

° MRBRBEFRIFIEESRSEER NAE ~ B SVM 1R Volume i3 fEMA NAE

HER
AT LUER ONTAP CLI RS EIES ~ £ SVM REZFEE _EEYAE NVE o



CLI
REIATE SVM REFRERMMEIA NVE ~ AR TEE SR EREHIEE o

ARBEIR & N 1L
1. IR R BB NEHIRE :

volume encryption conversion start -vserver svm name -volume volume
2. HESRINZERTN © © volume show -encryption-type volume ZEER NVE FIFREHAIEES
Bo

2% SVM 1R Volume RNZE
1. Bheptisis & s

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

N"E< 2 EERIONTAP B5F4H "volume move Bl » 552F o

2. 8 volume move E{ERLI] volume move show 83% © © volume show -encryption-type

volume BETERA NVE BIFR LR EBEE o

AREES

1. EE FEZHE > WRe -

2. ZIZEMER SVM 1R Volume B3 ~ BEEX I @ #4REE | o
3. 7 T RFHEREE 1 RET ER T BAmE J§ -

4. FE #F

TONTAPEIELRFEIEE FACE NVE

ETHAEST489.8BAIAONTAP ~ B LUfEANetApp Volume Encryption2R{R:E B E5 AV AR FERE

BB T
() e ERRPRREE - FERRSVMIEHEE - SVM R ErTSEE A BB RS
# .« £ ONTAP 9.14.1 B9%4 ~ NVE o

IREIR & NE—BRE - MR o BEEREEEE - METKE - BEEASNERIEMGRERE « hEX
HITREBMREE -
Az Al

* BHRMLAERAHAGR ©

* CHERIREIFEUABRIL -

. %W%%ﬁ%?ﬁﬂﬁ NELREEREN  ASEASREELELEHIHBE (KMIP) RNIERERAR
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1. MERMIRE

volume encryption conversion start -vserver SVM name -volume root vol name
2. FESRESIREREAIRAS |

volume encryption conversion show
3. STREBIRIFRTR - AMEHIRE B INE

volume show -fields

MFREETRINZ Volume By tHEE A o

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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