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C. E*HEPR*T ~ — T o
* ERFPNR  ER RN ERAEFARTEE « SRR TERE ©
* Action- FE{REERLATE !

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl, ListBucketMultipartUploads, ListMultipartUploadParts

 *ER* - ERERE (bucketname, bucketname/*) HEMEEEZHEE o

E2RE "EEEAENRFENFIE" UESEERAAEENR

d. 7£* Protection ({7#) T - 4¥&* Enable SnapMirror (ONTAP %1&SnapMirror (RZiBsK i)
* o REWATIE !
- BEYHh

* H1Z : ONTAP * (&%)


https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_add_s3_users_groups.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html
https://docs.netapp.com/zh-tw/ontap/task_object_provision_manage_bucket_access.html

F EBE D EEEREE o

* fETEVM RS SE EIRETEVM o

* * S3fAIARIICAREE" | B AL | SOURER_/EFMAR °

 RIR

* * S3EAlAREICAREE | *EBIIAL | destination /REFHIAR o
5. MNREERABIMNICARE 2 EN/EE  FAETENM EERERNEE" o
6. NRETHE—T*BRMEE « BT A B SERIREMLTE « RENMAEREERNTERE
7. 3%—T T*@#F 1 o EREHEFE VM REILIETE « Wi HBESE R BrME#EE VM BIFETES o
BIPHERETRS
% ONTAP 9.14.1 %A ~ EWEIUMERHER S3 REFEE « WRBEETER o
ERMNIERAITRNRERTER - RERFEEEMN BB ERIT ONTAP 9.14.1 HEFMIRE ~ B
HFEHE BERIRITRE LR ~ RERIIATE B B9HETRE EEA I EERE o JRET ARSIV S E B A SHE (R
HAPR ~ OB Bt ETEE ERE S o SeIUTE TERRE * 1 BEH « A ENMETRERARN
HE MBI o IbRGHARTERRIEICRETIEM S3 N EESNERIIEHEYMH o
YNEANEIERTRE L RN SHERVABRA AN « SRR B REE" o

CLI

1. QISR SVM H9E—1E SnapMirror S3 BfF ~ ATEBATRAIE 80 SVM BYREMELIEHE -
MBREBERBIGE  HEFEEELESH |

vserver object-store-server user show
sorootEAEAFINER - IRKRHE  FHA :

vserver object-store-server user regenerate-keys -vserver Svm name -user
root

MRTRELFE BVNENELESR
2. ERFEMEMSVMAPE T #EFE !

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. FEURBIE =R B A SVM AR TER B IRERAY

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]


https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html
https://docs.netapp.com/zh-tw/ontap/s3-config/create-bucket-task.html

vl

src_cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. 7E3R SVM Lk » IRIKREIRER SnapMirror S3 tREE B A EEFATER RS » AR —1E -
snapmirror policy create -vserver svm name -policy policy name -type

continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

W

g

° $88 continuous - SnapMirror S3 RAAMME—/RAEER (KE) o

° -rpo - IEEMERBRNERE CIMREM) (@) -

° -throttle - {5 EREE /AR LR (UFIoil / BR8N (ER) -
&)

src cluster::> snapmirror policy create -vserver vsO —-type
continuous -rpo 0 -policy test-policy

o. ERIREEM B Ut EMNEIESVM L LR CAMRES &RE

a. EREEE L - LREZ destination S3 AIIR2S/REH CA KA

security certificate install -type server-ca -vserver src_admin svm
—-cert-name dest server certificate

b. ZTEMHhEE | « LUEEEE SOURC S3 {AfRES/&REM CA &RE

JCAR.

security certificate install -type server-ca -vserver dest admin svm
—-cert-name src server certificate

MRIEFEABRIMNCAREEENRE « SAERIEMN B EIESVM E Z4EE /RS
WM"15< 2E ERIONTAP E¥4A “security certificate instal Bl » sA2ME o
6. 73R SVM Lt > 37 SnapMirror S3 Bz :

snapmirror create -source-path src svm name:/bucket/bucket name

-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]

TR AERPMRLMNERE « SHERTERE -
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vl

src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-
bucket -destination-path vsl-dest:bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

FERAE N
* "SnapMirrorf&iz"
* "SnapMirror SRE&EIZ"

* "SnapMirror ZE/R"

AmirEEeE FIRAM ONTAP S3 BT E5RIE

E] LA BERS RIAARE BRA RUSETERE ~ BN ~ tNREHEONTAP BHFHRAE IV Mware
BR9.10.1BUSBAEREFH 4R o

FRERLIIF
CEEERFREMBMEE ERITIE -
ez Al

* BB RARZ « RENSIMARSFARRNERKONTAP o
* RREBRMtEREZ FETHERME - BRREBMEFEVMZ BETHERIE o
* RREEMVMBECARE IS UERBRIMICARERZEN B REBCAREIERSE °

Ol LIER RS SIEE K ONTAP CLI EBIIE251R01Z o
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RREES

1. MRS R ULRFHEF VM 8955 —1E SnapMirror S3 Bif# « EERERIRE B BIM#TF VM BIIREREESRE
BFE - IRRE  FENELRERAERR

a. JEEY * (477 > (877 VM"  AAEIRERIEAE VM o
b. £ * T FEIREP  H—TF 1 S2 Ak
c. £ TEfIE) H3IRES  BiBrootEREEFREME o

d MRKHE FE—T ¢ 1R * B ARE—T * ENEL SR - "MREWELET - FOEMN

2. BRIRENGEHEENEERTER « LERRM BT VM R [EREIFEE | 32#E * #F >
@7 VM ~ * ABERGEEF VM ~ BER  RE * R3IRH - R8> $E S2 BEFIEF > EiE p* 0 A
181542 Users BB+ > JA%BIEIE Groups BEIEBRUEEHRFM4ERNFRIRE

E2R " HTES3EAEMEFE" UESESEN -

3. fERRRE L > MRERAIRA KL B EFERTER RS > 5521 SnapMirror S3 5REE :
a. JEEY * fR€ > 428 * ~ ABR—T * ARAIRTE * o
b. ZEEY - * (RERA * ZHY « ABE—T g~ o
C. BARRIZEARA o
d. EERAIEE (FEH SVM) -
e. #t¥ SnapMirror S3 BA{AEEEN * 54 * o
f. # A BRI Throttle #1 Recovery Point Objective *{& °
4. FERIRAEMMEMFRRIINFTEENER !
a. ##—T NMEFRE>E ~ AREINEERENRE -
b. 7 * #IR * RIIREP ~ BH—T ' *#REE* ~ AEZR—T *#IR* TR g~ -
- FEORE | ENHENERERERENE  ESTERE -
" RE D REREETRUUATE -

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts

=R L {ERTERRE (bucketname, bucketname/*) SEMEEEZREE
FE2RHR " IR HEHREENFEE" UBSELLMMEEEN o

S. f£/A SnapMirror S3 fREINAEREIRA ITES -
a. #H—T MEFREl > TEAL ~ ARENEERERELL o
b. —TRE WA THE :
- BV
* B1Z ONTAP : *&#4kt
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T RE D EIUERERE o
* fETEVM RS SE EIRETEVM o
* * S3MEARERCAREE* | A AL E SOURER JREMAR
 RIR
* * S3fAIARASCAREE" | BENAL £ destination &FEHAZR
6. INRTEABIMICAREZEENRE « FAETENM EERBERN&E
7. MREZ—TBRMERE ~ SO U A B CHERBEM ST « RENMAEREERNTERE
8. #—T M @7 1 - RENREEFHRSFIIBNMET VM FRHEEFE o
P ERVETRE
£ ONTAP 9.14.1 BtA ~ eI LUEMHER S3 fiFE ~ LREEETER
ERMNIERAITRNRERTER - RERFEEEN BB ENIT ONTAP 9.14.1 HEMIRE ~ B
FEHE BERIRETRE LR ~ RERIIATE B B9HETRE E RN EERE o JRET ARSIV S EE A SHE (R

HARR ~ A AR B BT RS ERERYIM - eI TERRE * 1 BRF - BEMETIEERTRA
HE MBI o ILRBFABDERRIERRITIEN S3 NMTEERERIEEHEYH

nBANEITERTRE LR SR ERVMBRIE A « SRR "2 TFE

CLI

1. INREZ U SVM K95 —1E SnapMirror S3 BfA ~ sARESD IR B A SVM MIRERE SIREFE
MBREFE
vserver object-store-server user show BEMELELEER . + WIARERBEEEFENRE
% - MRRAE ~ FEWA -
‘vserver object-store-server user regenerate-keys -vserver svm name -user

root + IRTMELFE - BNENELETR °
2. ZERMSVM LB —ERFFE « MARSER

vserver object-store-server bucket create -vserver svm name -bucket
dest bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BasE IR B RSVMAR AR & IR E /R AT EGRA) 2 S EHE

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
gl

src_cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads, ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*
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4. 7R SVM t > NRERBEIREM SnapMirror S3 SRR B R A8EFATES SRR > s5EII—E -

snapmirror policy create -vserver svm name -policy policy name -type

continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

28
° continuous— SnapMirror S3 BARMIME—RAIFER! (KWE) o
° —rpo SEEWMEEBEZNRRE (UWBEM) (AJEFE) o
° -throttle JEEEEE /REM LR (ATl / #0AR8EA) (ER) o
&1

src_cluster::> snapmirror policy create -vserver vsO -type
continuous -rpo 0 -policy test-policy

S. ERBEEMB M B ENEIESVM L ZECAKRE !
a. IR E - DB ZE destination S3 [EIRES/RERY CAREE ©

security certificate install -type server-ca -vserver src_admin svm

-cert-name dest server certificate

b. ZZERMERE b « WREE SOURC S3 AR /EE CA R:E !

security certificate install -type server-ca -vserver dest admin svm

-cert-name src server certificate

IREFEABIMFCARMBERERRE « AERIENE I EESVM L RRABREVESE

M52 2EEFRIONTAP "E$4H “security certificate install Bl » 5268 o
6. TE3EJR SVM L » #37 SnapMirror S3 Bif% :

snapmirror create -source-path src svm name:/bucket/bucket name

-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy

policy name]
ISR AP IIVIRA) ~ SR TERE ©
#45)

src_cluster::> snapmirror create -source-path vsO0:/bucket/test-

bucket -destination-path vsl:/bucket/test-bucket-mirror -policy

test-policy

/. B RS R R AERR

snapmirror show -policy-type continuous -fields status

FERAER
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vserver object-store-server user create -vserver svml -user userl -access
-key "20-characters" -secret-key "40-characters"
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snapmirror show -fields status
eRtl]
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73— T*#F1 o FERRRFERT VM FREITRAETES « WA HRSI E 2 Bt iEE VM RORETES

I ERETRE
1t ONTAP 9.14.1 B8 ~ &I UEDSHERY S3 fEE « R EEEITER °

EFEMAVIRA IR (RERER - RERREEN B FBEENIT ONTAP 9.14.1 SRR ~ HZY)
HHHE SERIRITRE LR ~ IR MATE B AOHETRE ERU A SHE » SORETRRRV S E B A S E RS
HARR ~ iEAR BAVMATEE ERERYIM o SR LE TERRE * 1 BRP « BEMITREERTRR
HEMRBHIRE o ILRBEARE B ARIERIRATEEN S3 NEERNERIEHEN M

TR B8 L BRI R RO IRRE R « SRS R R o

CLI

1. INREZUE SVM 895 —1E SnapMirror S3 Bif% -~ sEFEDIRIRA B B9t SVM RIREAE S REFE -
MRRERESRIEE FEMELEELETHE -

vserver object-store-server user show

HrootEFAEBEFIER - WREHE ~ FHA -
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MRTWESHFE  AVEMELEHS
2. ERFEMBERMSVMAPE T #EFE !

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BTFEURARTIE = HRIRAM B ASVMAP N TER EIRBRR

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]

17
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src cluster::> vserver object-store-server bucket policy add-
statement -bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. NRIEREIREM SnapMirror S3 HREE B R EFHTER RIS » 551 —1E SnapMirror S3 5REK :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

2%

° continuous— SnapMirror S3 BARAIME—RBIFER! (MWE) o
-rpo EEMERBZNERE (UWBEM) (FIE) o
° -throttle IEEEEE /AR LR (UFcil / #m8EA) (FER) o

o

&)

src cluster::> snapmirror policy create -vserver vsO —-type
continuous -rpo 0 -policy test-policy

S EBEESVM L ZECARIIRES&:T .
a. 7EEIE SVM RS E SOURC S3 AIIREVREEH CA /RS

security certificate install -type server-ca -vserver admin svm -cert
-name Src server certificate

b. TEEIE SVM L ZR4EEZE destination S3 {AIR2Z/REM CA &:

security certificate install -type server-ca -vserver admin svm -cert
-name dest server certificate

NRITEANIHING CAREEENES « I|RIEEEIE SVM EZEIES -

M52 2 EERIONTAP "E3%4 “security certificate install Bl » 526 ©

W

6. &l SnapMirror S3 Fif% :

snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]"

CRILUERFELRIRA] « IR TERE ©
src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-

bucket -destination-path vsl-dest:/vsl/bucket/test-bucket-mirror
-policy test-policy
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/. BERS RS AERR

snapmirror show -policy-type continuous -fields status

g
* "SnapMirroriZiL"
* "SnapMirror SRE&EIZ"

* "SnapMirror 28"

AT E FIRAR ONTAP S3 fAFEEIFSIRE

(AT BER A (R F — (B L AYIRA ST ~ Bt ~ MREHONTAP SR KRS
ITHRAISIMRAETHR » CRT S ERHES ERRRBEVMANEEE « SR ES SRR
FRTEHIRETEVM o
FtaZ Al

* BEARIRZA - IRHEFS3EARZIAEASAIERONTAP

* R B AUtETEVMZ BT EERA o

* RIFEEBEVMEBECAR:E © A FHABIMNICARE ZEENE R BEBECAREIEE o
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RREES

1. MRS R ULRFHEF VM 8955 —1E SnapMirror S3 Bif# « EERERIRE B BIM#TF VM BIIREREESRE
BFE - IRRE  FENELRERAERR

a. ##—T MEFRE>HEERBEVMI ~ AREDNFEEFEREVM o
b. 7£ * RTE * RIIREF  #H—T »* *S2* AR -
c. 7 MEME) R5IREF -~ BBrootEMERFIMER -

d. MNREZAE FHE—T : "R B REH—T * ENELSHR * - REBEKHEFE - FOEM

2. BRIRENGEREENEEREERE « LERRMBEAMEET VM R [ERIFEE | 32#E * f#1F >
#F VM ~ * ABERGEEF VM ~ BER  RE * B3R H - &8 > $F S2 BEFIEF > BiE 0 A
181542 Users BB+ > JA%BIEIE Groups BEIEBRUEEHRFM4ERNFRIRE

E2R HTIES3EAEMNEE UINISESEH

3. MNRERBIREH SnapMirror S3 KK H AMEEATER RIS » 58121 —1E SnapMirror S3 5K :
a. B—T R ~ A% —T IERRBIRE) -
b. ##—T > * (RERA * ZW ~ ABIE—T * L * o
* BWARBIATBAEREA o
* ERURRIEE  FESVM
* $1¥} SnapMirror S3 RE{AEEY * 1548 * o
* BIASEHY* Throttle A1 Recovery Point Objective *{& ©
4. ERIRAEMNEAFNRIFHETSTHNEK !
a. 17— MEFERESR1 - ARENCERENR
b. £ * #R * R3IFHF 1R—T " *HEE* ~ ABE—T *#R* T~ g* -
* ERERNR  ERE RN ERE R AERTENE - ERTARE ©
* Actions - FE{REERIUATE :

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts

= R * - ERTERRE (bucketname, bucketname/*) SEMEEZREE o
B2 "EEEHEHFHEENFEE" UESE LRGSR -

5. {8 SnapMirror S3 {RERBFETEE -
a. #%—T TREERAE > TE - ARENCEIRENELL o
b. 5—TF*RE-LHATIIE :
- Baoith
* B1Z ONTAP : *&#
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T RE ENSEESE o
* fEFEVM | EEERISARREFVM o
* * S3AAREICAR:E" | ERIAL & SOURER _JRFBHIAR °
 RIR
* * S3fEIAREFCAREE* | BMBILAL £ _destination /REBEHIARA ©
6. NRTEABIMNICARKEZEENRE « FAEEENM LERBERNEE" o
7. MREZ—TBRMERE ~ SO U A B CHERBEM ST « RENMAEREERNTERE
8. #—T M @7 1 - RENREEFHRSFIIBNMET VM FRHEEFE o
BIPHERETRS
% ONTAP 9.14.1 %A ~ EWEIUMERHER S3 REFEE « WRBEETER o
ERMNIERAITRNRERTER - RERFEEEN BB ENIT ONTAP 9.14.1 HEMIRE ~ B
3 E BEARIRITRE LRLAR TfE_JJ-,(T_ BaYthETRS_E R ETE o SRIRETREM M HE R HE (R EE
HAMR ~ BB A BRVtETEE ERE R WM o eI TERERE * 1 BEH - AENMETEERTE/N
HE MBI o IbRGHARTERRIEICRETIEM S3 N EESNERIIEHEYMH o
YNEAEIERTRE LRI SHE RABRA AN ~ 2R B RTEE" o

CLI

1. MNREZ 21U SVM B95E—1E SnapMirror S3 Rz ~ sAFERACRA B A SVM BIIREAE SIBERFE -
MRIREAEDEBAGEE FENELELESE

vserver object-store-server user show

serootfFFEBFEIE c IRRE ~FHA .
vserver object-store-server user regenerate-keys -vserver svm name -user
root

MRTRELFE BVNENELESR °
2. ZERMSVM LR —ERFFE « MARSNER

vserver object-store-server bucket create -vserver svm name -bucket
dest bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BasE IR B ASVMARTER B IR E /R BT EGRA) 2 S EHE

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions
-principal user and group names -resource object store resources [-sid
text] [-index integer]’
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vl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. INRTBEIRAEM SnapMirror S3 FREE B A HEERTER RIS » 5521 —1E SnapMirror S3 £RHEL :

snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo _integer] [-throttle throttle type] [-comment text]
[additional options]

B8
° continuous— SnapMirror S3 BARAIME—RAIFER! (MWE) o
° —rpo SEEMEEEZNERE (UWBEM) (AE) o
° ~throttle J5ERIEE /HAEM LR (UF(Ici / FPAENM) CGER) -
&l

clusterA::> snapmirror policy create -vserver vsQO -type
continuous -rpo 0 -policy test-policy

S. FBESVM EZEECAfRIARES &:T ¢

a. 7TEBIE SVM L%EE%E SOURC S3 alfk23/REH CA &s
security certificate install -type server-ca -vserver admin svm -cert
-name src_server certificate

b. EEE SVM LREZE destination S3 {FIARSS/REM CA KR
security certificate install -type server-ca -vserver admin svm -cert
-name dest server certificate

YNREFEFARIZHIMNG CA BB RBRVRSE « IIRBEEE SVM EREIVES -

WM5S SEZERONTAP E#4H "security certificate install &zl > s520] o

6. &% SnapMirror S3 Fif% :

snapmirror create -source-path src svm name:/bucket/bucket name
-destination-path dest peer svm name:/bucket/bucket name, ..} [-policy
policy name]

CRIUERFFRIMRE ~ SHERTARIE ©
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vl

src_cluster::> snapmirror create -source-path vsO-src:/bucket/test-
bucket -destination-path vsl-dest:/bucket/test-bucket-mirror -policy
test-policy

/. B RAIE R AERR

snapmirror show -policy-type continuous -fields status

FERAE N
* "SnapMirrorf&iz"
* "SnapMirror SRE&EIZ"

* "SnapMirror ZE/R"

A EE FRIERIM ONTAP S3 fiFEIZE

R B R R A R AT LUREfSnapMirorBif « B MM EEAIE
A IEBBRAIRAEH) o

RIRER T

HITIREFER « RRITRESERSME « RGBT EEIRSER - BILEKE SnapMirror S3 B o

EEANARITIEBEX A AR - SnapMirror S3 B BEIENRS MEFEMNAR ° MREEHRIZZEVolume
SnapMirrorZf B —#k - BAREM B FE L REA o

MRBERMTEE I ERRE L « AINER SRR EMEIEEIEE -

RiEEES
REZEANFEERETRERE  UHKRIRHEER
1. 88— * {7:€ > BAf& * ~ JR1RIEEN * SnapMirror S2* o
2. BB i > 3IE *Failover (BNfEEETE) * > SABREERR *Failover (MPEER) * o

CLI
1. #HHBRMFE TR THEBEEE

snapmirror failover start -destination-path svm name:/bucket/bucket name

2. WA IS EIFERVIRAE ¢

snapmirror show -fields status

#45)
clusterA::> snapmirror failover start -destination-path vsl:/bucket/test-
bucket-mirror

MERIE
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* "SnapMirror I EEETE ELED"
* "SnapMirror Z8R"
A E FRIB R SVM ER ONTAP S3 (#17F&
EARET R P AV EEE R T ERIERT ~ (AU B Rt BT RS E R AR EFIEA LR ©

FRERLIIF
WRILAR B Ryt (R R ERAREMISGRIE o BERIFEN BRrIRLAAR B ATIervEEER M -

MREERRBHFE  MIEFARERFERLOARZER - BEAE TR FEEERE « A5k
ABEA—EENHFE o

BRIFEDAESEEERNET
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snapmirror restore -source-path svm name:/bucket/bucket name -destination
-path svm name:/bucket/bucket name
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vl

clusterA::> snapmirror restore -source-path vsO:/bucket/test-bucket
-destination-path vsl:/bucket/test-bucket-mirror

WM"5S 2E ERIONTAP E¥4H “snapmirror restore Bl » s5 26 ©
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1. R TP VMG S © R ER BN ERNE
a. #—TF " 17 > 17 VM~ —FRETE VM - R REE—T 0 S2 T

A2 HIES3EAEMEHE UBUSESEH °

2. ERRAEG LIS ENE :
a. 1##—T MRE>RE) - ABER 'BHRYEERES o
b. ##—TF T, - SABEEY M Amazon S3 J B I StorageGRID J °
c. BMATIE :
- Bt EEsiE
* URLER (BIEHEHRTE)
- T ERIEE (BERKAES3)
- M EREFERSE % (FQDN)
" MHERERE
* Container (Bucket) %78
3. MNRIERBIRAER SnapMirror S3 ZREE B RAB(ERATEREREE » 5L —1@ SnapMirror S3 ZREE :
a. 1@—T * (R > M~ ~ RBIR—T * AMRBIRE * ©
b. #%—T 5 * (RERA * B0~ ABR—T g * -
* EARBILIBAEREA o
* EEURAIEEE - FEZSVM
* $1¥f SnapMirror S3 RE{ZRERN * 3548 * o
* B AIZAY* Throttle #1 Recovery Point Objective *{E ©
4. FFASnapMirror{RER I {H#TFE !
a. ##—T T#EFERESR) ~ ABER—T TImg o
b. AT « BEHETFVM » AKX~ ABE—TEZEE -
C. IE*EMRT ~ 2— T HmIg* o BB IR AN ~ BEEMEM o
* * Princius* 1 * R * | EIEHERCHNEREHARTENERIEZERE -
"R D RBRETUTE !

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetOb
jectAcl,ListBucketMultipartUploads,ListMultipartUploadParts

ER L FREEENTERE " (bucketname, bucketname/*) S ELfth{E o
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F2R "EIEEAESRHFENFIE" DUESEERANFAEN

d. 7£* Protection ({#:) T - 4J%E* Enable SnapMirror (ONTAP 3z3#ESnapMirror (R 1BEE ik
) ~ EEHY Cloud Storage* ~ A7 #EHY* Cloud Object Store* ©

B —T" Tsave (#F) 1 B > SERRHFEFVMAERI—EFRFEFE « THEEDEZRYHEFK

o ©

CLI

1. INREZU SVM BI5E—1E SnapMirror S3 Bif% ~ sEFESDIRIRA B 89t SVM MR E SR EFE
MRRE - FEMELELERH -
vserver object-store-server user show + HERIRFHEEEEFEIER - INRRE  FHA .

vserver object-store-server user regenerate-keys -vserver svm name -user

root + NIRELWOEKEE BNEMELESE
2. 3R SVM I ETRE .

vserver object-store-server bucket create -vserver svm name -bucket
bucket name [-size integer[KB|MB|GB|TB|PB]] [-comment text]
[additional options]

3. BEBURANE EERRERRA
vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

4

-principal user and group names -resource object store resources [-sid
text] [-index integer]
0]

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

4. NRIEREIREM SnapMirror S3 HREEB R EFHTER RIS » 551 —1E SnapMirror S3 5RHEK :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

Z# . *type continuous — SnapMirror S3 BHAM—IREFER (WE) o * -rpo I5EMERE
ERVRSR (UFVABEEND) (GER) o* -throttle JEERRIEE /SAEM LR ~ BATATH /7 (
#ER) o

45
clusterA::> snapmirror policy create -vserver vsO -type continuous

-rpo 0 -policy test-policy

S. MR EIER StorageGRID 4% ~ SAERFHENEIE SVM %8 StorageGRID CA fafR28/&:E

securlty certificate 1nstall -type server-ca -vserver src admin svm -cert
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-name storage grid server certificate

M"I5< SEZERIONTAP E#40 "security certificate install Bl > 526 o

. % SnapMirror S3 BHIHIEIZINE :

snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server

target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password

target secret key

28 . * -object-store-name -7 ONTAP &4 M REFEBIZEMSTE o * —usage AR
data MWETERIE o » "-provider-type —AWS S3 SGWS X3’ ( StorageGRID ) BiFEo* -
server —B1Z{AMR28AY FQDN = IP filt o * ~is-ssl-enabled —B{FH SSL S&EE M » BES
H o+ FZABEM snapmirror object-store config create "TESZ2EERIONTAP" ©

]l

src_cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
—-enabled true -port 443 -access-key abcl23 -secret-password xyz890

. BlI# SnapMirror S3 & :

snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

W

2.
-destination-path - 8 L —ESBEHEINYHEHRELBMNEEE objstore ©

*

AR LMNERE « SERTERE -
Ll

src_cluster::> snapmirror create -source-path vsO0:/bucket/test-
bucket -destination-path sgws-store:/objstore -policy test-policy

8. BRI R L AERR !

snapmirror show -policy-type continuous -fields status

HERIEER
* "SnapMirroriZZizr"

* "SnapMirror SREEEIE"

* "SnapMirror 8"
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AREES
1. HEREAEMBECERES | 8T * #7F > f#F VM - B—THEFE W - B—T " RE* Ak
B—T 4 S3TH-
SESR Y S fEAEMEE UESESEM -

2. NRITBHIRFR SnapMirror S3 ZRESH A BFERTERREL > 552 —1@ SnapMirror S3 ZREE :
a. B—T ReE>HEE) ~ AR —T AEERBIERE) -
b. ##—T > * (RE/RA * W ~ ABE—T * L~ o
c. EARRBIEHREA o
d. ZFEEVRAIEE « MEHSVM
e. #¥%f SnapMirror S3 BA{AEEEN * 548 * -
f. BEALZHY* Thrott* F1*RIEREEE" ©
3. ERRAM LINEEIRMEFHE
a. B—T Re&>HEEE) -~ ABEN EHYHEERE) -
b. #%—T THE, ~ RBIEEX ™ Amazon S3 | 3 MEHMM LU{fStorageGRID 2% WebscalefEF ©
C. mATHE :
* BistERE ST
* URLER (BIEHEHRTE)
- T EREE (BERKAES3)
- Mt ER & FEARSSLTE (FQDN)
" M ERERE
T FER
* Container (Bucket) %78
4. ERIRAEUNEMFRRINFTESEHNEK !
a. ®B—T NMaEFE=RfE > TEiL ~ AREREERENESL
b. £ * #R * R3IREF 1Z—T "~ - ARIE—T *1#R* TR g~ -
* IR BRI ERE AR ERE « ERTERE -

* Actions - HE{REETRUUTE :
GetObject, PutObject,DeleteObject, ListBucket,GetBucketAcl,GetObjectAcl
,ListBucketMultipartUploads, ListMultipartUploadParts

 * BB~ - EHAEKRE (bucketname, bucketname/*) HEMIEEEZHEE o
FH2R "EECAEHHERNFEVE" UESE LRI EE o

S. {§/A SnapMirror S3 {7 ETEE :
a. #—T TREERE > TEAL ~ RBRERCERGDBIEL
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b. ##—T T Protect 1 ~ 7 I Target | T3#EHX I Cloud Storage*] -~ #A%&#EEX ™ Cloud Object
Store" (ZiRMFEFERE&E) o

ELR—T" Tsave (#%E) 1 'K RANRFEFEEHEMHEIZHYHFRE -

CLI
1. FesBTER T B BRI AOT BURA E AR -

vserver object-store-server bucket policy add-statement -vserver svm name
-bucket bucket name -effect {allow|deny} -action object store actions

-principal user and group names -resource object store resources [-sid
text] [-index integer]
gl

clusterA::> vserver object-store-server bucket policy add-statement
-bucket test-bucket -effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAc
1,ListBucketMultipartUploads,ListMultipartUploadParts -principal -
-resource test-bucket, test-bucket /*

2. MNBREBAEIRBB SnapMirror S3 FREE B AR ABFERTER R » 52 —1E SnapMirror S3 RHEL :
snapmirror policy create -vserver svm name -policy policy name -type
continuous [-rpo integer] [-throttle throttle type] [-comment text]
[additional options]

28 . * type continuous — SnapMirror S3 BARM—RYRBIFER! (WME) o* -rpo F5EIMERE
R (UFMAEN) (GER) o*-throttle J5TCRIEE /SEEM LR « BAIAT o /7 (
) o

gl

clusterA::> snapmirror policy create -vserver vsO -type continuous
-rpo 0 -policy test-policy

3. MR EIER StorageGRID 4% ~ :AERFEHENEIE SVM %8 StorageGRID CA &8 -
security certificate install -type server-ca -vserver sSrc_admin svm -cert
-name storage grid server certificate

WM"5S 2Z ERIONTAP E¥4H “security certificate install &zl > s5269 ©

4. 2 SnapMirror S3 BRHIYIGHEHE :
snapmirror object-store config create -vserver svm name -object-store-name
target store name -usage data -provider-type {AWS S3|SGWS} -server
target FQDN -container—-name remote bucket name -is-ssl-enabled true -port
port number -access—-key target access key -secret-password
target secret key

Vi

B . *-object-store-name -4t ONTAP 24 EMHHEFEE BB o * —usage —-AMN
data MWETEMRIE o * “-provider-type — AWS S3 SGWS X3k ( StorageGRID ) BiEo* -
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server —B1ZfFAARZIHY FQDN 3§ IP fidlt o * -is-ssl-enabled —EXFE SSL B&EE 4R » (BiE%
{HH o + ZFABEME snapmirror object-store config create "FTESZ2ZERIONTAP" o

Ll

src cluster::> snapmirror object-store config create -vserver vsO
-object-store-name sgws-store -usage data -provider-type SGWS
-server sgws.example.com -container-name target-test-bucket -is-ssl
—-enabled true -port 443 -access-key abcl23 -secret-password xyz890

5. Bl SnapMirror S3 Riif% :
snapmirror create -source-path svm name:/bucket/bucket name -destination
-path object store name:/objstore -policy policy name

28
* ~destination-path - B F—ES PRI FHELBHNEEE objstore ©

TR AR ZNERE « SHERTERE o

src_cluster::> snapmirror create -source-path vs0:/bucket/buck-evp
-destination-path sgws-store:/objstore -policy test-policy

6. B RS A AIERR

snapmirror show -policy-type continuous -fields status

EE =G
* "SnapMirroriZiz"
* "SnapMirror SRE&EIE

* "SnapMirror Z8/R"

WEiHBEIZIER ONTAP S3 #Z&E
BRI ERIE LT IR « AT LUIEB Mt ErRERER « EfEAER o

RINERIE

%EJLXH% BRUMtEERERANELIHNEL - EREXNERFFRLBEANBNMFEFENEECAE

MREEARENFEFE - MTEMBERIFERFOASZN - BERAT TR FEFENRRE -« MEiFtaity
ABEA—EZHRTFE
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FHEEE
BIRENER
1. #%—T * {re€ > BAfR * ~ ZATREEEY * SnapMirror S2* o
2. 13—T: ~RBERER* °
3. AR ~ IR ARIBucket* (FARRE) SU*HiAYBucket* o
© EEEREIRAMBucket * (FBRRME) - AT FAIBNE !
FEINEENEFEVMUESRANHER
- ERURABRIEL ©
* ERABE F destination_ S3fAARESCARENIAR ©
© EEBEMHAIBucket * « FBWMATYIE :
* AR ENHEEENEERMEFEVM -

* WV ERTE - REMMEERTERER
w20 HEFIRBER UBSEZEN -

* BRVS3EARSRCARENAR o
4. 71 TEAYM) F ~ ERIAL E SOURER_S3{AARZZCARBMNAZR o
5. H—TRE>RR UBIEERERE o
CLIZF
1. B B RETRE LUEITIEIR - INTFME « B2 "BifEEE (RREE) HEHRIE" -
2. ZERRETRERENERIEE ¢

snapmirror restore -source-path object store name:/objstore -destination
-path svm name:/bucket/bucket name

)
THIERR B BMIRERER AR o

clusterA::> snapmirror restore -source-path sgws.store:/objstore
-destination-path vs0:/bucket/test-bucket

WM"ES 2EZE R ONTAP "E:¥4H “snapmirror restore Bl » 55268 o

{24 ONTAP SnapMirror S3 JFHI
BICEEFE RPO METRER » RILUEIX S3 SnapMirror [RE! o
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AABIEE
12— * 22 > BifR * » ABBREEEN BIENRERR -
2. #—TF : RAIIESEN » AGER—T -

CLI

{EEZ SnapMirror S3 5REg :

snapmirror policy modify -vserver <svm name> -policy <policy name> [-rpo
<integer>] [-throttle <throttle type>] [-comment <text>]

28

* -rpo ! FEEMERBRNEE IMWREEMN) -
* -throttle ! {5ERIEE /SERA LR (UATFrTiE / RAREN) o

clusterA::> snapmirror policy modify -vserver vs0 -policy test-policy
-rpo 60

e

* "SnapMirror SRE&(EER"
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