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Create a security descriptor.

¢

Optional: Remove unwanted default DACL
entries.

¢

Add new DACL entries to the security descriptor.

4

Add new SACL entries to the security descriptor.

4

Verify that DACL and SACL entries are correct.

!

Create a security policy.

¢

Add a task to the security policy with the access-
control type set to SLAG and with the NTFS
security descriptor created above.

4

Apply the security policy.

4

Verify that the applied SLAG security settings are
correct.
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1. FARBLLEEWMIT vserver security file-directory ntfs create % o

vserver security file-directory ntfs create -vserver vsl -ntfs-sd sdl vserver
security file-directory ntfs show -vserver vsl

Vserver: vsl

NTFS Security Owner Name
Descriptor Name

LR MR TTE U T MEFERDACLIFEUERITEE (ACE) #1L:

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

BUILTIN\Administrators

allow full-control this-folder, sub-folders,
files
BUILTIN\Users allow full-control this-folder, sub-folders,
files
CREATOR OWNER allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

MREABEREFEFRBREFRFRERERAERIEE - AJUERL RSB SHACEER 2T 2 AR
Higks o

2. RZE2 R THRIRMEAETERERTFREREFNFEZ2ETARDACLACE :

a. EABIRMEMAIEER DACLACE vserver security file-directory ntfs dacl remove &p
AN
< o



FULEEFIS ~ 2 MM T 288 = EFE:88IDACL ACE . BUILTIN\Administrator ~ BUILTIN\Users
FCreator Owners ©

vserver security file-directory ntfs dacl remove -vserver vsl -ntfs-sd sdl
-access-type allow -account builtinl\users vserver security file-directory
ntfs dacl remove -vserver vsl -ntfs-sd sdl -access-type allow -account
builtin\administrators vserver security file-directory ntfs dacl remove
-vserver vsl -ntfs-sd sdl -access-type allow -account "creator owner"

b. FEAREDENERANEERRFIRELZZER DACLACE ERZ2MHMTHBIR vserver

securlty file-directory ntfs dacl show e o

EUEEH P ~ S LNEHERRLE RN TPEEERFR=EFARAIDACLACE ~ RETNT
AUTORITY\SYSTEMTE=HIDACL ACEIER

vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

NT AUTHORITY\SYSTEM

allow full-control this-folder, sub-folders,
files

3. [FRRE—3Z21E DACL IBEFIEEZ 2 Mt vserver security file-directory ntfs dacl
add 8R% °

FEULEAF ~ LR TR GRS RMEDACL ACE :

vserver security file-directory ntfs dacl add -vserver vsl -ntfs-sd sdl
—access-type allow -account example\engineering -rights full-control -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs dacl add
-vserver vsl -ntfs-sd sdl -access-type allow -account "example\Domain Users"
-rights read -apply-to this-folder,sub-folders, files

4. FAB—ZE SACL BEHIEEZ 2 MHIIT vserver security file-directory ntfs sacl
add 8R% °

TELLEERI ~ RifEl SACL ACE g E L2 it

vserver security file-directory ntfs sacl add -vserver vsl -ntfs-sd sdl
-access-type failure -account "example\Domain Users" -rights read -apply-to
this-folder, sub-folders, files vserver security file-directory ntfs sacl add
-vserver vsl -ntfs-sd sdl -access-type success -account examplel\engineering
-rights full-control -apply-to this-folder,sub-folders, files



S. fEFAFESR DACL 1 SACLACE BIEFEERE vserver security file-directory ntfs dacl show
M vserver security file-directory ntfs sacl show A% ©

EUEEEFH ~ FHGSERREZ 2Nt "'shd1) AIDACLIEEE :

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

allow read this-folder, sub-folders,
files
EXAMPLE\engineering
allow full-control this-folder, sub-folders,
files
NT AUTHORITY\SYSTEM
allow full-control this-folder, sub-folders,
files

TEULEERF ~ FAss< GRRZ 2T M'shd1') BISACLIEEEREE :

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights

EXAMPLE\Domain Users

failure read this-folder, sub-folders,
files
EXAMPLE\engineering
success full-control this-folder, sub-folders,
files

6. FRENLZEMRA vserver security file-directory policy create 3% °
LUTEHiEL %% Mpolicy1') BYREA :

vserver security file-directory policy create -vserver vsl -policy-name
policyl



7.

10.

1.

A

FERAMERREEERRE vserver security file-directory policy show Bp% ©

vserver security file-directory policy show

Vserver Policy Name

FERBEEEEAT MR TN TEMEELZ2MEE) vserver security file-directory policy

task add #8% -access-control 2% slage°

BfERAIA U B 2 S AR FERNFIFRELF - SHEEIRRARESFFESEZERNFHERERNE
BRET(F - RRIVAC SFhAREFERIFIRELFFIAERZRERIE -

ELCEF « TESMEESL%A lpolicyls MERA ~ ZRBGIEKGZ2tRMIT shD11 - EBEREE
/datavoll TFEUEHIFERRA [lag ) BIRR o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /datavoll -access-control slag -security-type ntfs -ntfs-mode
propagate -ntfs-sd sdl

ERER TFE EMRE vserver security file-directory policy task show B3< ©

vserver security file-directory policy task show -vserver vsl -policy-name
policyl

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode Descriptor
Name
1 /datavoll slag ntfs propagate sdl

FERERREBAFIFRELZ2MFR] vserver security file-directory apply < °©
vserver security file-directory apply -vserver vsl -policy-name policyl
BHREERZEMFRANIE-

FERRFERNREFERFEIRELEMRERTIER vserver security file-directory show @
A
< o

FUEEH P ~ SN HBRTHEERREFIRFREZEZIEEERZE NTFS BRE /datavoll ° BMfETER



FIDACLAEF TRRBE AL T2iEd « FERRNFIRFREZERNERE (kiEk) FIEERRFIFRE

RIE P EHRRIBA

vserver security file-directory show -vserver vsl -path /datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

e

vsl

/datavoll

77

ntfs

ntfs

10

e D-——-

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

fEFCLITESVM EBIENTFSIEZREZ 2 M « NTFSTEZIR B R HZE RIZFEURE


https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/manage-ntfs-security-audit-policies-slag-concept.html

RIE HFERFIRERN TIERIZ
,,,,, BN#ET E R EURERERER
BIRHETERFIRE

BB EFRR

o] A TEHFE @S gtree M & L5 Eslag © 1R iEslog¥fiRR « (KA LUEZEWLEVolume
gqtree 2 E A BIslog#HRE ~ UFRFEREPFATIBZREIBIR ©

EEBEHE @R SnapshotiE TRV TEEBIRIEREERSE SnapshottEZAFHq

P ERAREN olume slag ElE it ARF5E (AFF  tree lavg
S) FhfEMqtree

EEIERZS (AFs =N & &R ER
) FHIVolume?FEY
SnapshotfgzxH =/ S NEHA ER
BIVolumeZEY
EEXeERRESRT & ES = ES
FHgtree (Eqtree
A slogh)
EXEEMERFEET 0 S S S
FHqtree (Eqtree
R fE1EsloghF)
SnapshottgzsH S S =0 =
Bqtree?FEY (
Hqtree AFSHTZ
7Eslogh)
Snapshot&zsH =/ S S £

AgtreeZEX (
Eqtree AFSHARTE
7Eslogh¥)

AT AT B AR REE R S FT

BIEREANEFIRESEATHEESgtree LM E =B L2 (FE o EAFERAWindowsABE
RESIRFEERRNFEURESRE o BN BFEFRONTAP VMware CLIZRIEIR (#7172 4R 1FEX
REEZ 2 MHRIRRAEE T « LUEARES B AR T SR HEARIE R EENRIE ©

R BIET(F
T ARMMHEFERKSE (SVM) HI%E - URBERTHFEGFRRFINREZ 2 EMNEIRESHgtree R K



R LA ER T B 4

s=E=oo

IBE

REETEIL ©

1. BTHEFERNEFIREZERE « WIRMHEFIFRFEER

Ll

MRECBEETEN. ..

M ER R

Bl ER

WMATYGmL...

vserver security file-directory show
-vserver vserver name -path path

vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

LUFEHIER NTFS 22 MR MIRENREFERFNREZE M EMNKREBE /datavoll £ SVM VST H !

10



cluster::> vserver security file-directory show -vserver vsl -path

/datavoll
Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx

ACLs: NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff

ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

T EHIBE R EFEB R FRREERE RSN LZ 2B EMERAEN /datavols £ SVM VS1 A o I
BENR EEEBUNIXERNLZRY c Volume BB #EERNEZERELZE Y -

11



clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/datavolb
3374
mixed
unix

10
____D___
0

0

755

IrwXr—-Xr—x

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

BT B ARV TFENREE
NREFEBEFEBRREERR2 N TSRS Hqtree LB AR

i€ o BIRHETFRERNTFIRENSEANBIF—RNTFSIERNBIRL 2 -

TER

1. (ERRERHIEE D qtiree BREMERBREFIRE vserver security file-directory show

12

vserver security file-directory show -vserver vsl -path /datavol?2

A
Ap

Lo



2. fEFRBIRGHT

vserver security file-directory remove-slag -vserver vsl -path /datavol2

Security Style:
Effective Style:
DOS Attributes:
DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:
Unix Group Id:
Unix Mode Bits:
Unix Mode Bits in Text:
ACLs:

il

Vserver:
File Path:

File Inode Number:

vsl
/datavol?2
99

ntfs

ntfs

10
————D-——-
0

0

777

IWXIrwXrwx

NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI

Storage-Level Access Guard security

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff

ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-O0x1f0lff

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1f01lff
ALLOW-EXAMPLE\Domain Admins-0x1f01ff

ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-NT AUTHORITY\SYSTEM-Ox1f0lff

RIFENREE vserver security file-directory remove-slag

AL
AR

o

3. (FRMERGHFERERFIIRERN Volume I qtree #p% vserver security file-directory show @B
= (o]

S

vserver security file-directory show -vserver vsl -path /datavol?2

13



Vserver: vsl
File Path: /datavol2
File Inode Number: 99
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\Domain Users-0xf0lff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\Domain Users-0x1301bf-0OI|CI
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