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1. BHEREBRRAEPN | set -privilege advanced
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ERUB vserver cifs options modify -vserver

vserver name -is-dac-enabled true

EE8 vserver cifs options modify -vserver
vserver name -is-dac-enabled false

3. RCIRMEIEEEIRELR | set -privilege admin
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© B AHREFEREES (SYM) EARHNEEFIEIR « FTERTUENSS °

RIRERI(E

EhENRREEZRILERZEActive Directory ERIBAHRERIMHE (GPO) o fZEILATE Microsoft TechNet Library
F$ 2 A BAYNMEITE Active Directory LR EEFEFEUREIAIE o

"Microsoft TechNet : E£FR{ZEXE I 24"

1.

o o & w

MR SVM HRERRASREFEEES « 557 SVM EEVBEREFEUES] vserver cifs options

modify Bp< ©

vserver cifs options modify -vserver vsl -is-dac-enabled true

- MR REAEBEAREINYHEH (GPO) - i57E CIFS AiRES LEIAELEYH vserver cifs group-

policy modify #8% ©
vserver cifs group-policy modify -vserver vsl -status enabled

7£Active Directory L& 37 S 7FER A SE P FEURA ©
BITEHAERBIYIE (GPO) -~ 7EActive Directory EZREEHRZEURE o

.- FGPOEAECIFSRfRas BILIR A FAITEN A ES ©
- BEFHEHERE CIFS {@AR2ZHM GPO vserver cifs group-policy update 8% ©

vserver cifs group-policy update -vserver vsl

. {ERMESS GPO HREIRAIEERZE CIFS fAR#3 LAVEIR vserver cifs group-policy show-

applied me e
ToIgEHIEE R TERAEERAIEWEERECIFSAARSINEFRFEURE

vserver cifs group-policy show-applied

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
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Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl

cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384

true



File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false
Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?
2 entries were displayed.
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1. PRI HEN BRETERNERZ2MRE :

MRECBEETEN. .. BATIEGL...

LEER RS vserver security file-directory show
-vserver vserver name -path path

BB R vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Hrpi H g @B HNERA&ENSID vserver security file-directory show
-vserver vserver name -path path
-lookup—-names false

AR H/NEM TR SEEANFRINZIEREMNE vserver security file-directory show
RHERM B RL 24 -vserver vserver name -path path
-textual-mask true

Ll
TH AR R IEHNENREFIUER R EMEEM /voll ESVM VST H !



clusterl::> vserver security file-directory show -vserver vsl -path /voll
Vserver: vsl
File Path: /voll
File Inode Number: 112
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: —--—--D—---
Expanded Dos Attribute: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xbfl4
Owner:CIFS1\Administrator
Group:CIFSI1\Domain Admins
SACL - ACEs
ALL-Everyone-0xf0lff-OI |CI|SA|FA
RESOURCE ATTRIBUTE-Everyone-0x0

("Department MS",TS,0x10020, "Finance")
POLICY ID-All resources - No Write-

0x0-0I|CI
DACL - ACEs
ALLOW-CIFS1\Administrator-0x1f01ff-
OI|CI
ALLOW-Everyone-0x1f01ff-OI|CI
ALLOW CALLBACK-DAC\userl-0x1200a9-
OI|CI

((@User.department==@Resource.Department MS&&@Resource.Impact MS>1000) &&E@D
evice.department==@Resource.Department MS)

e
* BT ARGPOHRERRIE
s BTAREREFIRRBINENR
* BT AREREFIRRIRAENR

ONTAP SMB faAlfR2§_ DAC HNER:T 2 =18

CEZPRAEEIRONTAP EXRIEHREFEUES] (DAC) HURRARFEHEMES ~ LUIKE
[RZAMZ B ARITHVENE -


https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-gpo-config-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policies-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html
https://docs.netapp.com/zh-tw/ontap/smb-admin/display-central-access-policy-rules-task.html

INRERERFBREZRMONTAP AR T? ?’“%'JE’\JH&ZIS - BEE—HZEREFERKS (SYM) LA

BIREFEUES] « BIRBARTAIT TIIBIIE -~ 78t

s B BERRE LA EREEIREERUEHIFISVM o
s IRNEENE ENEE FRERIFEIZAARE cap-staging EFERNEHLEE! file-op HHLEE! o

T AR RN FEUEGIACERVERM B I « WHRETE) !

* MMRFEER « AIFEBRINEHBEEFIUZEHIACE ; 7B ~ ERFIREERIRELEACE -
* HREBERE S RIREEFIUEHIACE ~ FILERSREEFEUERIACERERFEES BFIZE -

ERIEE A EAEFERCAIEAFIMER « SUEAFEUCRIFIAEFINAVIESE -
* CREZSIFBEEFIIEFIACEERER T ENIER « LIERALANZERER
BRAIUEERZASERTHRERILEITTA

}

@ HRNERE S ZRREEFEUERIACE « FILTER I FEEFEUEFIACEERER L ENIESR
RERHEBER - NG ~ MRFE « ERILUIFENEER ©

10

B

R

/



RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

11


http://www.netapp.com/TM

	使用動態存取控制（DAC）保護檔案存取 : ONTAP 9
	目錄
	使用動態存取控制（DAC）保護檔案存取
	了解 ONTAP SMB 伺服器的 DAC 檔案存取安全性
	CIFS認證新增功能
	集中存取原則
	使用進階稽核進行集中式存取原則登臺

	ONTAP SMB 伺服器支援的 DAC 功能
	支援動態存取控制
	不支援動態存取控制

	了解如何將 DAC 和中央存取原則與 ONTAP SMB 伺服器結合使用
	如果原則規則套用至網域\系統管理員使用者、則NFS存取權限可能會被拒絕
	在Active Directory中找不到所套用的集中存取原則時、CIFS伺服器的BUILTIN\Administrator群組可存取資源

	為 ONTAP SMB 伺服器啟用或停用 DAC
	當 ONTAP SMB 伺服器上停用 DAC 時，管理包含 DAC ACE 的 ACL
	設定中央存取策略以保護 ONTAP SMB 伺服器上的數據
	顯示有​​關 ONTAP SMB 伺服器的 DAC 安全性的信息
	ONTAP SMB 伺服器上 DAC 的復原註意事項


