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set -privilege advanced
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security config modify * -is-fips-enabled true
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security config modify -is-fips-enabled true

Warning: This command will enable FIPS compliance and can potentially
cause some non-compliant components to fail. MetroCluster and Vserver DR
require FIPS to be enabled on both sites in order to be compatible.

Do you want to continue? {yln}: vy

Warning: When this command completes, reboot all nodes in the cluster.
This is necessary to prevent components from failing due to an
inconsistent security configuration state in the cluster. To avoid a
service outage, reboot one node at a time and wait for it to completely
initialize before rebooting the next node. Run "security config status
show" command to monitor the reboot status.

Do you want to continue? {yln}: vy
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security config modify -is-fips-enabled false
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security config modify -supported-protocols SSLv3

Warning: Enabling the SSLv3 protocol may reduce the security of the
interface, and is not recommended.
Do you want to continue? {yln}: vy

Warning: When this command completes, reboot all nodes in the cluster.
This is necessary to prevent components from failing due to an
inconsistent security configuration state in the cluster. To avoid a
service outage, reboot one node at a time and wait for it to completely
initialize before rebooting the next node. Run "security config status
show" command to monitor the reboot status.

Do you want to continue? {yln}: y
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security config show



clusterl::> security config show
Cluster Supported
FIPS Mode Protocols Supported Cipher Suites

false TLSv1.3, TLS_RSA WITH AES 128 CCM,
TLS RSA WITH AES 128 CCM 8,
TLSv1.2 TLS RSA WITH AES 128 GCM SHA256,
TLS_RSA WITH AES 128 CBC_SHA,
TLS_RSA WITH AES 128 CBC_SHA256,
TLS_RSA WITH AES 256 CCM,
TLS_RSA WITH AES 256 CCM 8,
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YN5R ONTAP IPsec ABREERTERE EARMAREMNITRE » FEAIHKERER :

security ipsec config modify -replay-window 0

T AFEE R P in ERY IPsec REFMMITRECEA  F2RARIKD IPsec Xt » UFARERRE ©

MR
TEfER IPsec EERSENEThAE Z A1 » IEHEZE RALTAIRS! o

IPv6


https://hwu.netapp.com/

EONTAP 9.18.1 B4 > IPsec TEESENEINAEZ1E IPV6 o TEONTAP 9.18.1 ZAIHIRRZT » IPsec FEREEIE AR
18 IPv6

FEfRRSR
FERSEN S INAETR 2 4% IPsec SEFFTSE o (E2fERIERRY 32 ITFF5E ©

EEE LSRR
WEONTAP 9.17.1 B4 » &I LU IPsec FERSEN & THAEEA S8 IR X & 40" o

£ 9.17.1 ZHIRVRRZATH > IPsec BERSEIEINAE N IR EE RS o EFFELLEB network port ifgrp ONTAP
CLI AlE<

ONTAP CLI FHfJZRAE T 1B

ONTAP 9 ° 16.1 FEMH T =ERAM CLI < » USRI TP IPsec FERSENETNAE - MNFBHME > B
203"7E ONTAP HERE IP 224" o

< ONTAP SR

security ipsec config show M Offload Enabled B8R B AIEY NIC ENEAKEE ©
security ipsec config modify IlE2 8 “is-offload-enabled AT FARL EX A SIS A NIC EIEEINAE ©
security ipsec config show- g T AR EER 0 TN R R EANELRE -
ipsecsa

ONTAP REST API Hy4HAE 1B
ONTAP 9 REE# 7 M{EIR AR REST API i3t o 16.1 AISZ1E |Psec FEREENEINAE » YN FFRAR ©
RESTIHEL B

/api/security/ipsec lE28 “offload_enabled' BEFf1E » AIiEBEM A AER o
/api/security/ipsec/security as FEmEGTEEE > LUEHENETNRERIERVAR (I TARAI S 618 ©

sociation

¢t ONTAP BEMEXX 4 EABE ONTAP REST API > £33F "ONTAP REST API BUFTHAE" o & th ESZ GRS
ONTAP BEEXX » UES B RARVEHEER "IPsec ImEh" o

HERAE N
s "% |PSEC"

% 7E ONTAP A IP Z2 M4
1£ ONTAP £ LR TEREE IPsec #ETHNBEERITEIET(E

@ 2R TE |Psec ZRi » sATSACARRY SEEER IP Z22M" o il > BRI REEEREESTEAMU
ONTAP 9 BHSERYEIFB IPsec FEREENEINAE o 16.1
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5 FRUAIPsec
EOIAERE LR IPsec » URBFREREEEARETIFENERLZR o

1. FRERTERAIPsec :

security ipsec config show
WMNRAERBIE IPsec Enabled: false #ETF—F o

2. BiAIPsec :

security ipsec config modify -is-enabled true

SR LUERBI2HERRUA IPsec FERSEIEIINAE is—offload-enabled ©
3. BRHUTHRRSH T !

security ipsec config show

IHEMNEEREIE IPsec Enabled: truee©

ZEEER/REREEIL IPsec RH
MBEAFERTESLLASE (PSK) #ETE:E - MEXZER/KSEERT « eI UBSBILTER o
IR ERERREITEREMN IPsec [REIZ AT ~ SN BRESRRT A T REMS

* ONTAP Ml R IRER N ERES —HH CA RS « WEE S A REARIRER (ONTAP B IR) &:E
* ZETAONTAP 2EZ R AIAISfor the Sfor the Sfor the Sfor the Sfor the Sfor the Sfor the Sfor the

() of=sEmES - ONTAPTREEDERERI 2 MR — 5 — SRR -

p
1. F%iFE;t% ONTAP /REEIE (FIU0 ONTAP BIHEZERIR CA) ~ BRIFREAEEZIAEEANRE
CA’RsE (6135 ONTAP imfl A Pin CA) ZEIRDEIER o
° A ¢
cluster::> security certificate install -vserver svm name -type server-ca
-cert-name my ca cert

HERREREABLER CA (I IPsec CA &4%«« SAfEFARE ONTAP REEIE CAFIEE IPsec

*E.%H security ipsec ca-certificate add me e

NN -

° eRER A
cluster::> security ipsec ca-certificate add -vserver svm name -ca-certs
my ca cert

3. B LHETEIUHONTAP (Sfor the Suse LIF (fit {Sfor the Suse : I/&EFHZER{TCAKBER
SLONTAP EESAMHIEEIPsec ©



N 1

Bn L E11 *
cluster::> security certificate install -vserver svm name -type server -cert
—-name my nfs server cert

MEONTAP EZHRAEN » F2EONTAP ) NBXHFRHNLRETEmS o

EHELZEMRAERE (SPD)
EAFFREEAER LEHZA - IPsecRESPDIER o EATEANEAMREIEIPSKIRE « 2L ©
1. f£F security ipsec policy create B9 E :
a. JEEVONTAP E2 8 |Psecl@#nYIPAIi 5 F4ARK o
b. FEEREELFONTAP £ TFRRIPAit) A R IRIPALLE o

() mrbyEERELLARE (PSK) REEEMMARSATARE2 (KE2)

C. AIEEBMNERRER% > FINLERTE (UDP~TCP -~ ICMP %) -~ AGEIZIBSEIENE i EiEIR g
» DUREETRE o HEMZEUT protocols » local-ports # “remote-ports’ 535l ©

BUBIED SELUREONTAP FRAENT I BEBREFRIENRE « HII0 : FBRRIPAMLA AR imIPAL o REEFR
BRERTARRIE °
d. AR PSK S AREREMZEME (PKI) auth-method FIREREHENZH o
L MNREHMA—E PSK ~ 5B Z B ~ AEH <enter> SBIRTICWMALEEETRLHLAEHE

@ “local-identity W1 R F 1450 P imalE AR XY » MBEREA TSR insEEE A
F 7oA > BIFD “remote-identity 2B 2IEAR o

i. gNEREHE A PKI ~ HEEHH A cert-name » local-identity ™ remote-identity B8 o Ul
RBIRIHREFDAH - AEBREZ AR mE DHA « BRARHRET DA ANYTHING ©
e. itONTAP 9.17.1 [BYf » FILUERIZMABREFFEHEZEIR (PPK) 817 "ppk-identity’ 28 - PPKIE{t T %8

SNZZRIE » LUEERKBENEFEBIRNNE - A PPK BHE > RAZRTEH A PPK £i8 °
PPK{E1E PSK B{PEk:E o

SE4M T 2 “security ipsec policy create’ TE"15 < 2 Z EREIONTAP" ©

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl
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security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote—-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
—-identity CN=netapp.ipsec.lifl.vs0 -remote-identity ANYTHING

FRIE ONTAP AP IHENRE 7 HERTEY IPsec [RA) ~ MBE HEEERENE (AILUE PSK /&%) ~ [AI IP 7R
SHEET BB in{E RS 2 REE o
{ERIPsecE D7

HRTRAHARREES A - WRERNAP REERMERES - MARESEHBABRHENRAFTRA
AN =R S s 2EA o

HRARZRERERERIEEEE L ~ AERESS#ATEHNEN - oM ZIeEEE—H/&RET
BB DR ~ MAREERER o MRRHSDHAAHE « A2 EFZ ARG D#T  sAFEREH%E D H
Al ANYTHING ©
RAMEIETIE
EAZRIERT ~ AIERENSPDIEE S ESPDIR AR T HAF RIS E & 75! - ONTAPSPDRILAZIP{iEEY
FERERAE DA BETE o

1. R T SSERIRERN SPD B9:#AIRE :

security ipsec policy modify
Cecg

security ipsec policy modify -vserver vsl -name test34 -local-identity
192.168.134.34 -remote-identity client.fooboo.com

IPsecZ1E FH P im4ARE

B VAP IRERFERIPsechH « SEBPIRREFEA—ESPDIEEMENT - B2 « EHEEEHTER IR
EEFAIPsechs ~ NetAppiE:&EFHIPsecZ B R imAARE o

FAREETLF

SRR ZERERE NS ERFIREREE—SVM IP{it « TRAIPsec - ONTAPERIMUER FIEP—TES A
HIZRULERY -

* FHEEAERS
AERFFRETFHERLNFABEARM (HI90 192.168.134.0/24 ) {EMAEBE— SPD [RAIERESE|BE— SVM

IP {irdik ~ fRAZEIETE remote-ip-subnets FAERA o oM  NBISE remote-identity BHIE
W& FA B i & 93 58 A/ ROARIAL ©
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EFERMAARRPFERE—RAIEER « 2 FHERTIPsecA R IRE HAIPsecH O BIFNTEA

@ B#®ig (PSK) o i~ ReBESB U AT SUILEX o FRKER - SEAPHSRIUFERECH
M— KB RREETTERE o IPsecERBLREESIEEEENE LHCAKIGE REFHNEN
4 o ONTAPZIR/REHIEHAE (CRL) % o ONTAP

* AFFFRE AR inAERS

HEAFEFAPIRELRE SVM IPsec BUARY IP itk ~ MemERIR IP (it ~ 55 0.0.0.0/0 15
ERMEREBHESIT remote-ip-subnets i °

HESh ~ IERJBIERE remote-identity EAIERAR RS 7 5BIBRAL o ISR « RIS A

ANYTHING °

tES5h~ & 0.0.0.0/0 EABRAF TR « AR TE EFERANTEA KSR HEIZIRINS o fIUl « NFs
port 2049 c°

a. R TIHEF—ESRRESERF KRR IPsec ©

I UNSRIGEER * FHEIREAARE * BRZIEZAE IPsec AR :

security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets
IP address/subnet -local-identity local id -remote-identity remote id

Ceica il
security ipsec policy create -vserver vsl -name subnetl34 -local-ip-subnets

192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 -local-identity
ontap side identity -remote-identity client side identity

I MNRISAER * RFFFIE AP IRAERE * RZIEZE IPsec BRI :

security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports port number -local-identity local id -remote-identity remote id

security ipsec policy create -vserver vsl -name test35 -local-ip-subnets
IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local-ports 2049 -local
-identity ontap side identity -remote-identity client side identity

#BT IPsec 4zt ER

FiBtEE ~ ONTAP BI7E MEBESVM IPfiik) 1 TAPMmIPALL) ZBEIIEA NKEZ2MERH) (SA) W%
£IBE - MEHRRERZEL T IPsec SAS ~ UHITERNERINE LER T(F - MR UERRER e < KIE

&IPsec SASHIIKE SASHEIHKEE o

@ WNRIEER |Psec BERSENEINAE » B ARG SEREEFETEES security ipsec

config show-ipsecsa °
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S &
IKE SAEF S &35 :

security ipsec show-ikesa -node hosting node name for svm ip

IPsec SAG <& HEH) :

security ipsec show-ipsecsa —-node hosting node name for svm 1ip

clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34

192.168.134.34 192.168.134.44 c764£f9%9ee020cec69
ESTABLISHED

IPsec SAsr< FEmHEEH :

security ipsec show-ipsecsa —node hosting node name for svm ip

clusterl::> security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Vserver Name Address Address SPI SPI
State
vsl test34
192.168.134.34 192.168.134.44 c4cbb3d6 c2515559
INSTALLED
HERAE
BB MERRE
* "Z% |PSEC"

BCEONTAPE IR EEHER NG

EONTAP 9.18.1 Fith > (I A R InEERME ENEHPER LI ESHEZ 2 (TLS)
INZR o bR MTeIE B in S E4RR_ FAIONTAPENE: 7 BEME A B » (REHTE
TEONTAPHHIE R &R} o

FAREETL(F
* BIRERERMNEBTARSERMEE
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* BNRRIGEEMRINER » HFEONTAPHMAE ERBERERIRZE S EAIONTAPEIRE 2 R {EHE AR

GRNE - ERFERIVEDRE (PIIEFRIREER) RMNE -

RIERT » BinEEMERNEREREZEDPSEDREBBELNERE o REIU[EEEEERINE

(B LR P B ST 22503 o

FtaZ Al
* [SAZERONTAPEIES © “admin #fT NIHEFFARRIEIRZAR -

* RETPNFIA R EMITONTAP 9.18.1 S EShRA 7 AeR A B in R EARINE o

B REFAsEEREnINE

1. EEERERERMEAARRE

security cluster-network show

ItEan < B RER B AR ER N2 09 B AR RS

Cluster-1::*> security cluster-network show
Enabled: true
Mode: tls

Status: READY

2. BASEATLSRIRREMERRMNE

security cluster-network modify -enabled <true|false>

e L ARIEAR mREER L X ERENNMEE

EEERERINERS
1. EEERERERNTEEEN

security cluster-network certificate show

teer < B E R SRR INERSEN -
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security cluster-network certificate show

Node Certificate Name CA

nodel = Cluster-

1 Root CA

node?2 = Cluster-

1 Root CA

node3 google issued certl Google CAl

node4 google issued cert? Google CAl
= EPSERAYEREN/RFRIREEN (CA) BIBIEET -

2. (ECAERRER R R IR E

security cluster-network certificate modify -node <node name> -name
<certificate name>

IS ES E BRARVERE MR MBES - TRTILGR<ZAT » KW RKZRBEFLHELERN CAETER
E - AEEEENESER » F2REAAMEESEE ONTAP /838" © 1R -name Y1RFKIEE > BY
ERBEEENTAREE °

7 ONTAP @R PRE £ L 2P AR A

REPNFERIEREENZ RN « AN LERERENGFEREERR - BEER A
BN EEREAATRHEFEDENIPIRISE « UEER - EENREEMESEFR o
ETHAESER439.10.1BI4AONTAP :

* BAGERB BB « WHLIFARFSRAEA © ZA01 « AP ISR AL AIERRRERE - LR R E
FALIFARFSIRABRTERY ©

* FRERRIAGERAVERRZER AR S FBERD MAERREAIZEZIR - MR AEALIFARTSRRIFERFR
BERE -

* FHRE9. 1015 EHhRAS « R ABRAERAELIFIRBRAZZ - FEERIME[ITE - RIEG EEEBFT
BIAIONTAP FRABIPS AAERRIBILIFARFSRA]  WIREERIE B EM TRRKET REEBFIAER
A~ BIRJBEREARE LIS « UBUBIIRFRA -

EERABRE  F26 "ERTRAS R ap ELAR S SRONTAP" o

B kit R B AT PR 2R 1| B IR ARFS B8 1A E RY/FEN ~ BIGASSH ~ HTTP ~ HTTPS ~ Telnet ~ NTP + NDMP
» NDMPS + RSH ~ DNSZSNMP © #&;£#NFSTSMBE & RHE 17 52 7 B A ARRE o

CRIUER T A R EED A AEARFSAIRAY
* BUAREERMAEARTES
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* BB AR A ARFS A R

* (EREERIRR LB AR ARFS 2 SRR B Ak R Al
* RpAGERAEREEETE

* BIMEIBAGERR ~ RRIRIRE RIS

CRIUfEREIRINEE ~ ER—ESVMAREIIAFHLUFHERRE] « B RAEHREIRERISVM -
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system services firewall policy create -vserver vsl -policy data http
-service http - allow-list 10.10.0.0/16



system services firewall policy show

Vserver Policy Service

cluster-1
data
dns
ndmp
ndmps
cluster-1
intercluster
https
ndmp
ndmps
cluster-1
mgmt
dns
http
https
ndmp
ndmps
ntp
snmp
ssh
vsl
data http
http
https

Allowed

o O O

0.0/0
0.0/0
0.0/0

0.0/0
0.0/0
0.0/0

O O O O O O o O
O O O O O O o O
O O O O O O o O

10.10.
10.10.

network interface modify -vserver vsl

data http

.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0

0.0/16
0.0/16

-1if datal -firewall-policy

network interface show -fields firewall-policy

vserver 1if

firewall-policy

Cluster nodel clus 1
Cluster nodel clus 2
Cluster node2 clus 1
Cluster node2 clus 2
cluster-1 cluster mgmt
cluster-1 nodel mgmtl
cluster-1 nodeZ mgmtl
vsl datal

vs3 data2

mgmt
mgmt
mgmt

data http

data
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system services firewall

system services firewall

system services firewall

network interface modify
-firewall-policy

system services firewall

system services firewall

system services firewall

system services firewall

modify

show

policy create

-1if lifname

policy modify

policy show

policy clone

policy delete
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