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9.11.1 REHhRAs ECDSA-SHA2-nistp256 RSA-SHA2-512
RSA-SHA2-256
SSH-ed25519

SSH-DSS

SSH-RSA

9.10.1 KR EEhRA ECDSA-SHA2-nistp256 SSH-DSS
SSH-ed25519. SSH-RSA
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1. BERERERER

set -privilege advanced

2. BYEB FIPS

security config modify -interface SSL -is-fips-enabled true

3. BRMIBTICHERT « SFHIA v

4. NRICHITONTAP FIEBMAERERH9.8ERIRA « AR —FHEMPAKEETNSEED o WINAERIE
#99.9.1B94AONTAP ~ NEEEIFEK o
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security config modify -interface SSL -is-fips-enabled true

Warning: This command will enable FIPS compliance and can potentially
cause some non-compliant components to fail. MetroCluster and Vserver DR
require FIPS to be enabled on both sites in order to be compatible.

Do you want to continue? {yIn}: vy

Warning: When this command completes, reboot all nodes in the cluster.
This is necessary to prevent components from failing due to an
inconsistent security configuration state in the cluster. To avoid a
service outage, reboot one node at a time and wait for it to completely
initialize before rebooting the next node. Run "security config status
show" command to monitor the reboot status.

Do you want to continue? {yln}: vy

{=HFIPS

MBENMERITRENRGAER « WRERTEONTAP AR MESMERINEE « MIRBEFIPSIERAR « 7 5EFH
BRSSLv3 ©

1. BEDEMRERER

set -privilege advanced
2. A TS RIEAFIPS :

security config modify -interface SSL -is-fips-enabled false
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YNREHITONTAP B ERARASHIRRZA ~ ARG HBREEHAR o

security config modify -interface SSL -supported-protocols SSLv3

Warning: Enabling the SSLv3 protocol may reduce the security of the
interface, and is not recommended.

Do you want to continue? {yln}: vy

Warning: When this command completes, reboot all nodes in the cluster.
This is necessary to prevent components from failing due to an
inconsistent security configuration state in the cluster. To avoid a
service outage, reboot one node at a time and wait for it to completely
initialize before rebooting the next node. Run "security config status
show" command to monitor the reboot status.

Do you want to continue? {yln}: vy
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sA/ER ERTRR BT A AL BRS - RSB « A SERREETNIFIARARENBRI TR EMAERE - XU
KFIPSHIFIEL « FERiGEMEENFIEEE

2. 158 BRIBYERRIBIEIRRS ¢

security config show

security config show

Cluster Cluster
Security
Interface FIPS Mode Supported Protocols Supported Ciphers Config
Ready
SSL false TLSvl 2, TLSvl 1, TLSvl ALL:!LOW:!aNULL: yes

!EXP: !eNULL
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ONTAP 7T B#E P ERFALARERITEZ2M (IPsec) ~ HRERBMEEEHE
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EONTAP ST 18 T R INREN T IR INAE ST 15 ST IR TNRERVTNREEE A ~ EThRE M TR ThRE T IR INAE I TR TN AE &)
i€ ~ MetroCluster AI{CINREM T IRINBE T IR INAE &R EEIE T IR IhREMetroCluster ©

F#EMIPsec MetroCluster 2RI AR T4 E « MetroCluster A5 Z1E N FEERIAILIF o

NONTAP RRZARSE €21 :1:2:1:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2f3
BPSDK®|Psec%iE o

#EONTAP £¥1£9.9.158%5 ~ IPsecfEARINNIZEEE A EBAFIPS 140-288:8 o ELE/EE A2 HONTAP NetApp
B9 {NetApp Cryptographic Module in the Fith INZE1&4H | FRESE - IEEAERTEITFIPS 140-28858 ©

it ONTAP 9.8 B4 « ONTAP 7x{E&mitE A& IPsec °

REFIPsecz % ~ AR IREONTAP X150 2 B R E 2 2 RITEMLIEIERRE « WEHNERNEEN
(MITM) K o

¥ NetApp SnapMirrorfI=EHRFREME « FEHZIME (CPe) ~ MEZRERFHEZZIE (TLS) KE
BIPsecEITEH « URFRERBREZEER - EREATLSHMEEER IPsec

#RRE ORI IPsecIift « (ERRFEEZ2RAENE (SPD) IRERNGESERFRENME - WEREFRZA
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E=&E FEAIPsec
e U EEE ER B IPsec ~ UERERFEZZBNE  BEEEHRBEP NI -

1. RS EEAIPsec :

security ipsec config show
MNRLEREIE IPsec Enabled: false® #ET—% o

2. BiAIPsec :

security ipsec config modify -is-enabled true
3. BRHUTHRZRS T !

security ipsec config show

INEMNEEREIE IPsec Enabled: truee©
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1. BRIFE %4 ONTAP /REEIE (fI41 ONTAP BERZEZERIR CA) - BRIFREAERERRERNRE
CA’E:E (B4E ONTAP inflF AR CA) REIREEE o

O A i

o AR EF *
cluster::> security certificate install -vserver svm name -type server-ca
-cert-name my ca cert

2. EERREREHIMZER CA (IR IPsec CA EFERIEA « AR ONTAP &EEIE CA FIEE IPsec

1E4H security ipsec ca-certificate add me o

N A

° AR EA *
cluster::> security ipsec ca-certificate add -vserver svm name -ca-certs
my ca cert

3. I LSl LIEONTAP (Sfor the Suse LIF (f {Sfor the Suse : IE/&RBEME-R{TCARER R
ZEONTAP ZEESA % EIPsec ©
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cluster::> security certificate install -vserver svm name -type server -cert
-name my nfs server cert
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1. 8/ security ipsec policy create BiE !
a. FERONTAP B2 HIPsecfH#AYIPALIE S FHIRE
b. ZEENEEARONTAP & EFRSIP{iiit) B9 P imIPALL

() REByEERTEELALE (PSK) RTEERERLHTRES2 (KE2) o

C. iﬁﬁﬁ BRI E28 ~ flal LB EE&HHE (UDP ~ TCP ~ ICMP %) ) -~ ZAsiSEIRSRIEMNE
EIZIBREE ~ LUIREERE o HIEMZ28(A protocols » local-ports #l remote-ports 935! ©
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d. AR PSK S AREIRERZE (PKI) auth-method FAFEEREE 5 EHNZH o
I INREEA—E PSK ~ FAEZI 2 « A% <enter> BIRTICHALEBRETASLLAER o

(D local-identity # remote-identity YR EMF B R imELERREXES - A
BEATIHIAPRENERAFTER ~ 28 2ERM -

i. gNREEA PKI ~ HEBEHH A cert-name » local-identity ™ remote-identity 28 o 4l
REHNRESDIFH AEREZERFmEFHA - FRASHE D #H#5) ANYTHING o

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
—-identity CN=netapp.ipsec.lifl.vs0 -remote-identity ANYTHING

F#IE ONTAP FFE B imgls&E 7 #7787 IPsec [RE ~ B H#EEETE (AIUE PSK 3/&:%) ~ JHIIP 7
EE TR P IRMGEIRSS 2 BEEH o MEFMAE « 52K P iR IPsec 4HRE o

EAIPsecE Rl

HNFaLAERERERE A ~ MR WA B P iREiEREEXEE - MEREAT S BRIRENRS BFcEL -
B FziR B 0 HA =B °

R AR EREREERE L « AERRS SRS NEN - BoM T EEE—H /&5
EHE DR ~ WAREERER - MRRHSFDMAAFE - AZEeIREEFZARENE DA ~ sAERF®RE D H
Bl ANYTHING

RN EIEIIE

EAZRIERT ~ AIERENSPDIEE s 7ESPDIR AR T HAE RIS E & 785l - ONTAPSPD R LAZIP{iitE,
FEREERXEDHAEE -

EEEKRIREN SPD B9 MARTE  SAEATYGS .

security ipsec policy modify

security ipsec policy modify -vserver vsl -name test34 -local-identity
192.168.134.34 -remote-identity client.fooboo.com
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SERZERER NS ER P IREREE—SVM IP{L - WEAIPsec © ONTAPIERILUfER FAIHP—T&ET A
HIZRULERY -

* FHERRAERG

EEAMHEFER ENFFERRE (FU0 192.168.134.0/24 ) {#AE— SPD [REIEREREIE— SVM
IP fiidk ~ fEAZEIERE remote-ip-subnets FHEEAZIL o LI ~ EAZBIERE remote-identity EBEIE
W Pin S 2 s HRAL o

EFRRAARE R FERE—[REIERR « 2 FHEERPMIPsecB RinEHAHIPsecE 3 I FIFEL

@ B#®i& (PSK) o R~ REBEZBUATSUILEX o FHRKERN - SEARAPRSIUFERECSH
M— BRI RRRETTERE o IPsecERBRETESIEEEENE LHICAKIGE RENEN
4 o ONTAPZIE/REHIEHAE (CRL) 1% o ONTAP

* RAFFFRE AP IRERR

EEAFEFAFIRERE SVM IPsec BYAR IP firtik ~ FREIR IP It ~ 256/ 0.0.0.0/0 15
ERMEREBAETIT remote-ip-subnets i °

IESh ~ fEAZBIERE remote-identity ERIEHERAFP RS 2 #HBIIRAL o HHY/&ERE ~ AUEA
ANYTHING °

tESh~ & 0.0.0.0/0 FERBAFTR « TAARTEE AN E A SIS IMERFIRIRS o W ~ NFs
port 2049 °
a. EATIIEF—Esr<REEZEHRF REY IPsec °

I WNRICER * FHRARRAAER * RZEZ(E IPsec AR !

security ipsec policy create -vserver vserver name —name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets
IP address/subnet -local-identity local id -remote-identity remote id

security ipsec policy create -vserver vsl -name subnetlI34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 -local-identity
ontap side identity -remote-identity client side identity

I WNRICAERD * RFFFIE R IRAERE * 2RZIEZ1E IPsec BRI :

security ipsec policy create -vserver vserver name —-name policy name
-local-ip-subnets IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports port number -local-identity local id -remote-identity remote id
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security ipsec policy create -vserver vsl -name test35 -local-ip-subnets
IPsec IP address/32 -remote-ip-subnets 0.0.0.0/0 -local-ports 2049 -local
-identity ontap side identity -remote-identity client side identity

IPsec#izt &

B ~ ONTAP AJ7E MBESVM IP{idt) 1 TEPIRIPANL] ZMEIEA NKEZ2 MR, (SA) B%
2EE o MEHELERLEE T IPsec SAS ~ UBITERNBRIINZEEZR T £ o

A LUERAETER T RKIEEIPsec SASHIIKE SASHIAKEE ©

Ciieg

IKE SAsn <& Al -
security ipsec show-ikesa -node hosting node name for svm ip

IPsec SAG <& HEEH) :

security ipsec show-ipsecsa -node hosting node name for svm ip

clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34

192.168.134.34 192.168.134.44 <c764£9%9ee020cec69
ESTABLISHED

IPsec SAGE <& HEH) :

security ipsec show-ipsecsa -node hosting node name for svm ip

clusterl::> security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Vserver Name Address Address SPI SPI
State
vsl test34
192.168.134.34 192.168.134.44 c4c5b3d6 c2515559
INSTALLED
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fEFEERE LIF Bf network interface create 3{ network interface modify 3% * AfaEME
-firewall-policy 2REAFFFE LIF BUARFSEE#HER IP ik o

EHZBERT ~ BRI LUEZTERMHNAERBE o TEMIBERT  EaI s B ERGFE P E B IRIRFEE
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&1 DNS - http ~ https ~ NDM  {Efalfiziit (0.00.0.0/0) HEBIE - SUMBIERE
P s ndmps + NTP SRS E
~ SNMP -~ ssh

MGMT-NFS DNS - http ~ https ~ NDM  {Efal{izsit (0.00.0.0/0) L IESVMEEREFEINE
P~ ndmps * NTP K2

s portmap ~ SNMP ~ ssh

=5M HTTPS » NDMP ~ ndmps {Efal{iztit (0.00.0.0/0) FrE=&£[LIF

B DNS » NDMP ~ ndms ~ po {Efa{i#it (0.00.0.0/0) FRrEERERE
rtmap

portmapfRF4ERS

portmapfRT & ¥ RPCARTS ¥ fE = HIZFERVEIFIR o

PortmapBRFEAJTEONTAP REERYIER FHEMARASH R « ONTAP #£hR459.4Z|ONTAP hRZs9.639A] 5% E
TWHEONTAP HRZ9.7RIIA BB EIRE

* EEFARAMIRZS T « EIEHEHFERFS (rpcbind) —1RRJ7EEEE 111 L1ZE « AAERABRENBINEBRE
AR B E =B NAFERIIHEE - ONTAP ONTAP

* £S159.42S139.6 ~ IERTLUELRBA NABIRR  LUEZEHportmapAk# R & FITEHF E RV E ssHAFR7ZEY - ONTAP
ONTAP

B ENSEE N E R EE N EAEEMENSEEMEINSEEH - ONTAPTI B S HENAFTE ZIENFSHR
FSBILIFFA R portmapiEiZig o

* PortmapBRFERI7ZEONTAP BN AEAERE ~ EEERRZS9.4E|ONTAP hR4s9.6 © *
AEENEERIE D BRI IR EONTAP ERRASONTAP 5% = i assiE 2 R XX BE IR FH Y E b5 A HEARFS ©

FRAEREME « CrRSEEAERERENESY (BEEERESRNEERERE) LEIRE - ERERER
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CRTLURERYTT A
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* FHERZE9.4%9.6hRFFONTAP ~ iRIETEREL BE]T ~ #portmaphRIEHiE EFRAIRB I NMAEREY ©

* B EEHTRYIPspaceRFONTAP ~ Ri&portmapRIFHTIE EFERERRE - MRAMIEEFEREENEE
A o

* TR LR EE R portmapiRIFHTIE ETRR I BETRE! » WRFEBIRARTS o

UNEIFEE 3 7 FRportmap AR
B E B portmapiRISHTIE ESVME = EMH NAERE] (AIERANFEREFE) ~ B#EA

system services firewall policy create -vserver SVM -policy
mgmt | intercluster|data|custom -service portmap

EEWNSVMEEER NSRRI P B BRportmapRTs (EETERNAEREEFE) ~ HH#A !

system services firewall policy delete -vserver SVM -policy
mgmt | intercluster|datalcustom -service portmap

R UER MR T Emodifyin < ~ RIANERIERZRAHLIF - IFBNGSEE  F2R 5<%
ONTAP" o

LB ik R B Wiy HL S RAG LIF

ECRIULIFE « RN MERASIRIKGEELF - FFZERT « BRBNEREEERT - EAFEL
BELERTE c MIRECEEEEo]FILIFRAERARTESIPALL « FTEIL B5TRA NASR B EASIRAALIF ©

RAREIETIE
 REAER IR NEEREA policy %7%8 data > intercluster ™ cluster T ‘mgmt ©

BEEFRBERRERNIDAMERR
* BECERERELEEIE S B AARRRA
FRA BRFS AR BRI R EELIF A AR Bl #R 52 430.00.0.0/0 ©

* MREEERFRAPBERRT « BB FRRABAGE R R IIHRA
* NRFE EERURAIPVE ~ ERIUUERIPVE I T B G /RAY o

EYFB IPv6 Z# ~ data ™ intercluster ' “mgmt PANAEEREBIEIE : /0 (IPve BEFT) TEEESH
{iHEEEEA ©

* {#FHSystem Manager:& E e &= E N ERHMREINFERF « SN EEREERLIF IPABESEASFNBES M
BEERLIFFAABHAEBNAEER A FFHTTPSARTS ©

{KFB5% intercluster PANAEERBIAFFREERA IP itk (0.0.0/08: /0 (IPv6) ) 7FEY ~ MEYF HTTPS
~ NDMP #1 NDMPS AR#% o WIRIEEULTERFRR] « 2 AEERLIFEIN B SRR NERE] « BN BERE
BEEERILIF IPIFEE 2 5FAYEE « WEUBHTTPSHRFS ©

* WZ$ESISO.6RFIAONTAP ~ R EHTTPSHISSHEA NABARFS ©

7£ ONTAP 9.6 f management-https fl management-ssh LIF BRFEAIBF HTTPS #1 SSH EIETFEY ©
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1. ZBIRIAARREY ~ BB ESVM_ERILIFEILUGER ¢

system services firewall policy create -vserver vserver name -policy
policy name -service network service -allow-list ip address/mask

TRAIZREALLSR L ~ BRI PSRRI 2 ERERARBM A SFRIPAILEE
2. (ERMERRA B EREHTIY system services firewall policy show BR% ©
3. RpIKAERAERZELIF :

network interface modify -vserver vserver name -1if 1if name -firewall-policy
policy name

4. FREZRIEERIHIZE LIF network interface show -fields firewall-policy 8% ©

B[ KA R AL HE A ELIFRYEES)

THes < @RI data_httpRIBT AABERE ~ LARKABRE10. 10 FAERRIPAIUFERHTTPRIHTTPSEEIRE 15
[RAIERAZESVM VS1 Lt Adata1BILIF ~ ABEERESE EHPRAR KAERE

system services firewall policy create -vserver vsl -policy data http
-service http - allow-list 10.10.0.0/16
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system services firewall policy show

Vserver Policy Service

cluster-1
data
dns
ndmp
ndmps
cluster-1
intercluster
https
ndmp
ndmps
cluster-1
mgmt
dns
http
https
ndmp
ndmps
ntp
snmp
ssh
vsl
data http
http
https

Allowed

o O O

0.0/0
0.0/0
0.0/0

0.0/0
0.0/0
0.0/0

O O O O O O o O
O O O O O O o O
O O O O O O o O

10.10.
10.10.

network interface modify -vserver vsl

data http

.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0
.0/0

0.0/16
0.0/16

-1if datal -firewall-policy

network interface show -fields firewall-policy

vserver 1if

firewall-policy

Cluster nodel clus 1
Cluster nodel clus 2
Cluster node2 clus 1
Cluster node2 clus 2
cluster-1 cluster mgmt
cluster-1 nodel mgmtl
cluster-1 nodeZ mgmtl
vsl datal

vs3 data2

mgmt
mgmt
mgmt

data http

data
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R SRR A ARSI A S

AT LUER system services firewall BIEFANAEARFEBIGE S system services
firewall policy BIEPANABRAIMNEGS ~ UM network interface modify BIE

R AR ER GRS

NRICABE.

EXFR k(= AR A S AR TS
FER B RIBYRA NS AR TS AE RS
B IL B At R B S AR SS E B A BB A R R

B AIE R ERZELIF

1ECR 2B NSRBI ABRA B IP AU AN B RRIE

FER B A IR R B AERAE 5

ERLtEH<. ..

system services firewall modify

system services firewall show

system services firewall policy create

network interface modify -1if lifname

-firewall-policy

system

system

B —E#BIPAAERR ~ ZRRIZRIRERABIFEY]  system

RIS

FRLIFRER BRI KSR

system

services

services

services

services

MNEHHE ~ A2 FME system services firewall ™ system
AN vt A "
VER < "I ONTAP" o

policy ' # ‘network interface modify H
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firewall policy modify

firewall policy show

firewall policy clone

firewall policy delete

services firewall
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